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1.1 Zigbee HHiR

1.1.1 &R

Zigbee 3.0 @& AT /1MI&ELRE:
- i%H2% (Router) : EBHAINENIKE
. 1hiF%8% (Coordinator) : EEMEEIEEEHM Router

- KiET5 = (End Device) : AIZFHEIHAEMRIRIERAVIRE, FTEBRBEIIE, SIBIHRTREMEH
HENRH#ITEERE,

+ GPD (Green Power Device): [KINHETIFIZE. =X ENB.

1.1.2 PIEA,EE

Zigbee3.0 FIMLZE T Mesh WLE, RIBLIEENARE, FIIDAEFR (Central) WL 53 % =0 (Distribute)
WLERFPER, XFRFHSEE AL TEFT E B link key ARz nwk key BI4EIR EBFRX 510

« Central R4: @EH Coordinator {9 trust center (SEFL) RAEMEBIEHIMLE,
- Distribute FI4: &35 Router THEERYT S RA LR,

. Coordinator/Router

. Router
@ cnaoevice

Figure 1.1: Mesh 4§

1.1.3 B

1) PAN ID: N AE1EM (Personal Area Network) Do

AN-19052901-C6 N Ver1.2.2
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FH PAN ID RARIRFLEZERIMEE, PAN ID A SRAEIZMEN T =28, ATUIEEEE, eI UREVER, B
TEET active scan B PAN ID W,

2) Channel: 3= /{5,

Zigbee RIFMITIESRE (2.4G): 2405 + (N-11)*5 (mHz), (S3& N = 11-26) o
BA— T MEERAE—IMRNTEER, FEBT.

3) Node: — MBI,

BEEM—/ MAC #illt (64Bits) , AEFHEMANMEEEE1Z PAN FRE—RIFEHMIHE (16 Bits BY network
address) , MIMAILATE Z fERIEE3T B B Azt

4) Endpoint: %, NEKBNA (Apps)o
— Node AIBEZIMNA (Z1H0). AFENNAHEETRELROERE,
IHOSSERE: 0-255, MFHASHIEMR, Zigbee BXEBEREMENIE,
- 0: FiF ZDO (Zigbee Device Object), S Node HFEH,
- 1-240: ARRNAEH, URENAF AP UERERNGC,
* 241~254: Zigbee BREARAHEN—LERN A, bl 242 XATF Green Power,
- 255: [T#EIRO, ¥IEE BAFRENR AR,
5) Clusters: #&

—NEENNA (wO) SH—ARENFRLAR, MMseRARNITN. ZCL ( Zigbee Cluster Library) EX T
—#5 cluster FRBEBVITASE.

6) Attributes: E%

ZCL X T & cluster FTZISHEN, EENX T XL MHERRENIR,
7) BDB: EZARIE&FITHME (Base Device Behavior),

MET TREDN. AW AR, BREBUKREN (reset) BIITH.

MEREX iR, NWABMRERNRMEE —IKO (Endpoint) ERIFENFE (Cluster) BEANB M (attribute)s E
Mz EMX AWM TE:

AN-19052901-C6 12 Ver1.2.2
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&

#1: App A
#254: App

Cluster 1

Cluster 2

Cluster 3

Cluster 4

Figure 1.2: Endpoint, Cluster 1 Node X &REE

1.2 FE Zigbee SDK #IiR

Telink Zigbee SDK BEF Zigbee PRO #EHEZHN—EEBIEXBT & Zigbee Pro R21 JAIE. Z#HF Pro R22
HFTE Zigbee3.0 M AFIEM Zigbee hili%o

1.2.1 F'% Zigbee SDK M LIFIE

1) HERETER (FHEMUE: http://wiki.telink-semi.cn/)
- ERFARIFE:
TLSR8 Chips: Telink IDE for TC32
TLSR9 Chips: Telink RDS IDE for RISC-V
« THIERXITA: Telink Burning and Debugging Tools
+ OTA fRIZFEIR T A tl_ota_tool
2) MESRHEEIR (BT FEEEE)
» Tl Packet Sniffer

» Ubiqua

AN-19052901-C6 13 Ver1.2.2
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3) MEFAERE (FH3MUE: http://wiki.telink-semi.cn/)
+ tl_zigbee_sdk_v3.x.x.zip
4) PC HHBHEEHIIR M (zGC)

» Zigbee_gateway_controller.exe

1.2.2 )% Zigbee SDK ZIFMEHES

« B85m (TC32 ¥8H)
8269: 8269 EVK Board #1 8269 USB Dongle
8258: 8258 EVK Board #1 8258 USB Dongle
8278: 8278 EVK Board 1 8278 USB Dongle
* B91m (RISC-V F8&)
B91: B91 EVK Board #1 B91 USB Dongle

AN-19052901-C6 14 Ver1.2.2


http://wiki.telink-semi.cn/

T Telink
N AX#ZERE Zigbee SDK FFRIER

2 % Zigbee SDK

%3 SDK i, HRIE1.2.1 ET LREENMERRFF &IFIE Telink IDE for TC32 8§ Telink RDS IDE for RISC-V,

2.1 TLSR8 TC32 SDK &

2.1.1 ESA

1) ¥TFF IDE, #KXR#HNFE File -> Import -> Existing Projects into Workspaces
2) i%&$¥F tI_zigbee_sdk/build BRTHY tisr_tc32 -> R HHE -

AN-19052901-C6 15 Ver1.2.2
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= Import | (=] 2 |
Import Projects : .
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: Browse...
(7 Select archive file: Browse...
Projects: | snsresse |25
Select root directory of the projects to import lect All
select All
a4 | tlzigbee_sdk Refresh
b apps
4 | build |
b tlsr_risew A
L tlsr_tc32
i L nlatform i
€| m 3
[C] Copy prafi :
. Witk F) tuild
Working selll - New folder OK _ Cancel
Fadd prd)| | FExiExEm | [ we [ BE |
Working s = 1.
@ Mext = Finish Cancel

3) | Finish”, SERIES N

Figure 2.1: IEES AN TEXH
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[ = Import EETST)

Import Projects
Select a directory to search for existing Eclipse projects. 4
@ Select root directory:  Di\whki\zigbeeSDK_svn\refacotritl_zigbee_ | Browse... |
71 Select archive file: Browse...
Projects:
tl_zigbee_sdk [Di\wk\zigbeeSDE_svn\refacotritl_zigbee_sdk Celect All
Deselect All
Refresh
1 | 1] F
"] Copy projects into workspace
Working sets
[ Add project to working sets
Working sets: Select...
® = Back MNext = [ Finish ] | Cancel

Figure 2.2: TR TIE| A

AN-19052901-C6 17 Ver1.2.2
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2.1.2 TLSR8 TiIZEHRELW

L Project Explorer

4 % tl_zigbee_sdk

- /apps: AFIEBER.

>

>

*

>

L

L

e

il Includes

o apps

gy platform

C pro

g zbhci

-z zigbee

& div_mod.5
boot.link

Figure 2.3: TI2E R4

- /common: NABRAHEREER, 88 TERE (main.c). HERMIXEE (module_test.c) FMARAK
BRAEE (comm_cfg.h) &,

- /sampleGW: W% (Coordinator) flfZ.

- /sampleLight: ¥T (Router) #IF2,

- /sampleSwitch: FF& (End Device) fl#2.

- /bootLoader: 5|SiEF.

- /platform: EITEEEF.

- /boot: BEhFIFHE .
- /chip_xx: SR IFEI
- /services: FBTARSS RIEIMH,

. /proj: TIEIBER,

- /common: BARBER.
- /drivers: MREBIKEIX s
- Jos: {EBEMH. buffer BIERECH,

- /zigbee: WNiXEX B R.

+ /zbhci: hci Si$AEEXE R,
« div_mod.S: BRIEMEVRIBXAGCRERE, (TLSR8 RZIFMFEH-FR%E28)

AN-19052901-C6
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2.1.3 {RmiFEIm

i THIER
Fo

LT

R-B~ $-0-Q~ ®E 4~

1 sampleContactSensor_8238 (EndDevice-8258)
2 sampleContactSensor_8269 (EndDevice-8269)
3 sampleGW_8258 (Coordinator-8258)

4 sampleGW_8269 (Coordinator-8269)

5 sampleGW_8278 (Coordinator-8278)

6 sampleLight_8258 [Router-8258)

7 sampleLight_8269 (Router-8269)

8 sampleLight_8278 (Router-8278)

9 sampleSwitch_8258 (EndDevice-8258)

10 sampleSwitch_8269 (EndDevice-8269)

11 sampleSwitch_8278 (EndDevice-8278)

Figure 2.4: iEF4RiE

, AJLERISRIFMANRIRED, EFFERIOTHIRE, UTE, FHHEIET

YRIFSTAL/E, TE'Project Explorer"& O HIIRIFHRAI MK, HABE T HFHKHES, NTE,
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T Telink

N EAXIZRE Zigbee SDK FFAIE5E

| Project Explarer &2

4 % tl_zigbee_sdk

2.1.4 FINFIE

[ :ﬁf Binaries
- it Includes
b [ apps
i [ platform
g proj
4 = sampleGW_8269
I = apps
= platform
b (= proj
= zigbee
[ div_meod.o - [none/le]

=

=

£|#~¥ "8

> (4 sampleGW_8269.elf - [none/le]

7| boot-Ist

& makefile

| & objects.mk
sampleGW_B8269.bin I

& sources.mk

| @& subdirmk
i [ Zigbee
> g div_mod.5
= boot.link

Figure 2.5: fiitH X ff

TEFRIHERY SDK A, (VAT —ERSENAG. ARALURIEER, BITHAMNNAIIEUKRRIFEDT,

BEPRINT

1) 2PI& 1. Project Explorer -> tl_zigbee_sdk -> Properties -> Manage Configurations
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N EAXIZRE Zigbee SDK FFAIE5E

Settings

Configuration: lsamp|eGW_8269 [ Active ]

4

] l Manage Configurations... ]

# Tool Settings |,ﬂ‘ Build Siepsl

Build Arlifactl Binary Parsers | @ Error Parsers

(22 Additional Tools in Toolchain
By TC32 CCfAssembler

(# General
(8 paths
(# Debugging

B3 TC32 Compiler

(# Directories

# Symbals

# Warnings

# Debugging

# Optimization

(# Language Standard
@ Miscellanecus

B8y TC32 C Linker
(# General
(% Libraries
% Objects

-
= tl_zighes_sdk: Manage Configurations

Configuration Description Status &
| sampleContactSensor 8258  EndDevice-8258 |

sampleContactSensor_8269 EndDevice-8269 |

sampleGW_B258 Coordinator-8258 B

sampleGW_8269 Coordinator-8269 Active

sampleGW_8278 Coordinator-8278

sampleLight_8258 Router-8258

sampleLight_8269 Router-8269

sampleLight_8278 Router-8278 57
Set Active New... ] [ Delete l l Rename... ]

Figure 2.6: N INFTINE

2) FB 2: B New, BHITHRE
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N EAXIZRE Zigbee SDK FFAIE5E

= Create New Configuration ﬁ

Mote: The configuration name will be used as a directory name in the file system. Please ensure
that it is valid for your platform.

Mame: demofpp

Description: | demo applicati::rnl

Copy settings from

|0 Existing configuration |5amp|eLight_8258|: Router-8258 ) -

() Default configuration | Debug
) Import from projects | -- not selected --

) Import predefined -- not selected --

oK ] | Cancel

Figure 2.7: BLEINE

« Name: B &

+ Description: I8 & SR

« Copy settings from: i3 Existing configuration, BILUE/L—LEAREITFE,
¥R Existing configuration FYERNIZNT:

- fF8 8269 T A, HF xxx_8269; fE 8258 F &, W xxx_8258,

- B BT Gateway BIFF &, T sampleGw_xxxx; I H B F Router I&HIFF & , 1%E$F sampleLight_xxxx;
LEFA7F End Device i&@&MF %, %E+F sampleSwitch_xxxXo

RISFER 8258 FRX—TABMMAINERNITHIE, RIFZEN, NEZRINE sampleLight_8258"HIECEF
AR E R E,.

MRFEBREE, oI TH (2.1.5 MBREWRA), #ITHENERE,

2.1.5 LB E 5 A

f&Ri#N: Project Explorer -> tl_zigbee_sdk -> Properties -> Settings (LA I1E sampleLight_8258 A3fi%
BH)
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i Telink R FASCRS%R % Zigbee SDK FF &5/

B C/Cr+ - Edli sej'—-F—ﬂ
B/ eI Properties _zigbee EE\L

File Edit Source § O S S— —

i B type filter text Setlings LA A
& Project Explorer% Ee_slc:jur(e -
- uilders |l
= tl_zigbee_sdk ion: i = .
_Zigbee C/C++ Build Configuration: IsampIenght78258 HManage Configur.

Build Variables
Discovery Options
Environment

® Tool Settings |.‘“ Build Stepsl Build Artifactl Binary Parsersl @ Error Parsers|

Logging  Additional Tools in Toolchain Define Syms (-D) a8 |
Settings + ® TC32 CC/Assembler
Tool Chain Editor & General MCU_CORE_8258=1

C/C++ General & Paths _ PROJECT_TL_DIMMABLE_LIGHT =1 =

Project References & Debugging

Run/Debug Settings + ® TC32 Compiler

Task Repository # Directories

Telink Tools & Symbols

WikiText 2 Warnings

& Debugging

% Optimization

2 Language Standard =

# Miscellaneous
« ® TC32 C Linker

& General

# Libraries

# Objects

Undefine Syms (-U) £

Figure 2.8: fTSENX

£ Tool Settings T, AIUEEHeiBN—LFEXRE:
1) IRFEBTAE N
-DROUTER=1: RRUHZMEERHINAEIZE
3FF coordinator 1 end device BII&EIGEHFIA:
-DEND_DEVICE=1: RTIHERE T end device THAERIIRE
-DCOORDINATOR=1: FRRWEZE™ Coordinator IHREMNIE &
2) FE®EEF
+ 8269 FF&: -DMCU_CORE_826x=1 #l -DCHIP_8269=1
B cstartup_826x.S fiIF \tl_zigbee_sdk\platform\boot\826x BR o
+ 8258 £ &: -DMCU_CORE_8258=1
B3 cstartup_8258.S il F \tl_zigbee_sdk\platform\boot\8258 HR T,
- 8278 ¥&: -DMCU_CORE_8278=1
BEhfES cstartup_8278.S il F \tl_zigbee_sdk\platform\boot\8278 B&E o

3) lib X{FHISEIE
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vl Telink RIFAXA4ZR% Zigbee SDK FFRIER

F ™
= Properties for tl_zigbee_sdk E@Iﬂ
type filter text Settings - v v
Resource i
Builders ]

C/C++ Build Configuration: lsampleLight_EQSS v] ’Manage Configurations...

Build Variables
Discovery Options

Environment & Tool Settings | F Build Stepsl Build Artifact | Binary Parsers | @ Error Parsers|

Loggin

Seflg 9 (# Additional Tools in Toolchain Libraries (-]} 2845 E
ings ¥

3 TC32 CCfAssembler
(2 General
(& Paths
& Debugging
%3 TC32 Compiler
(£ Directories
2 Symbols
# Warnings
& Debugging
2 Optimization
(2 Language Standard
(2 Miscellaneous
B3 TC32 C Linker
# General

Libraries Path (-L) = & %}l |Q| —

Objects . _J.].Jjzigheeflibftc32
&3 TC32 Create Extended Listing

& General

3 TC32 Create Flash image
£ General

B3 Print Size
(2 General

Tool Chain Editor
C/C++ General
Project References
Run/Debug Settings
Task Repository
Telink Loader
WikiText

drivers_8258

m

ff-.fplatform/lib

® OK ] ’ Cancel

Figure 2.9: EX{FFIEKE

LE] SDK BE¥E 2 HEXH: zigbee stack FEFF A IRTNE,
« Zigbee stack [E: libzb_router.a, libzb_coordinator.a, libzb_ed.a
fiIF \tl_zigbee_sdk\zigbee\lib\tc32 B To
- EAIXsHE: libdrivers_826x.a, libdrivers_8258.3, libdrivers_8278.a
fiIF \tl_zigbee_sdk\platform\lib BR T
4) SIS
P RILUKRIESEFRN AR R, RIBFMEANAETEURAEER, BFESER link X,

LH7 SDK 44 T 826x. 8258 #1 8278 FFARIBRIA link X4 boot_826x.link. boot_8258.link 1 boot_8278.link,
2HU7E \tl_zigbee_sdk\platform\boot WA B R o

WTEFR, BIMmFEBMEIZ ti_link_load.sh (\tl_zigbee_sdk\tools BRF) RiEFFERM link X4,
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i Telink RIFISCISE% Zigbee SOK FEASE

r M
= Properties for tl_zigbee_sdk E@g
type filter text Settings - v v
Resource i
Builders ]
C/C++ Build Configuration: lsampleLight_EQSS v] ’Manage Configurations...
Build Variables
Discovery Options
Environment ) Tool Settings Isp' Build StEPSI Build Artifact | Binary Parsers | @ Error Parsers
M Log:glng Pre-build steps
Seftings . . Command:
Tool Chain Editor
C/C++ General ofofftoolsftl link load.sh® "./././platform/boot/8258/boot 8258.link" "${workspace loc;/${ProjNamell/boot.link" -
Project References Description:
| Run/Debug Settings - =
Task Repository
Telink Loader Post-build steps
WikiText Command:
*oJoffroolsft_check_fw.sh" ${ConfigName} tc32 -
Description:
[
@j OK ] ’ Cancel

Figure 2.10: link X4 F4RIFIRE

5) .image X {154

AT HRIETEH XGRS, B tl_check_fw.sh (\tl_zigbee_sdk\tools BRTF) T4 MEY image X4
MARIEFER, OTA EREEIRERRFEREERIA, FAERTIBITIR image,
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1 Telink A H4%R% Zigbee SDK FFAIER

r M
= Properties for tl_zigbee_sdk @Elﬂ
type filter text Settings - v v
Resource i
Builders ]
C/C++ Build Configuration: lsampleLight_EQSS v] ’Manage Configurations...
Build Variables
Discovery Options
Environment ) Tool Settings Isp' Build Stepsl Build Artifact | Binary Parsers | @ Error Parsers
M Log:glng Pre-build steps
Seftings . . Command:
Tool Chain Editor
C/C++ General ofofftoolsftl link load.sh® "./././platform/boot/8258/boot 8258.link" "${workspace loc;/${ProjNamell/boot.link" -
Project References Description:
| Run/Debug Settings - =
Task Repository
Telink Loader Post-build steps
WikiText Command:
*oJoffroolsft_check_fw.sh" ${ConfigName} tc32 -
Description:
H
@j OK l ’ Cancel

Figure 2.11: image RINIRE

2.2 TLSR9 RISC-V SDK Z&it

2.2.1 THSA

1) ¥77F IDE, #xRiENFE File -> Import -> Existing Projects into Workspaces
2) ¥%&$%F tI_zigbee_sdk/build BRTH tisr_riscv -> R HE -
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A Import

@] &= |

Import Projects

Select a directory to search for existing Eclipse projects.

-

@ Select root directory:

(7 Select archive file:

-

Browse...

Browse...

Projects: [ ssresse |25
Select root dirvectory of the projects to import
4 | tlzigbee_sdk *
b apps
4 | build
Options . tlsr_riscw 4
[[] Search fd B tlsr tc32
[ Copy prd)l L nlatform 2
) €| m 3
[ Hide praf)
Working s irftdz () tlsr_risew
New folder OK Cancel
Claddprdl| [ gagzprsea | [ we | [ BE |

Working s

Refresh

Mext =

Finish

3) | Finish”, SERRIESE N

Figure 2.12: RS N TEXH
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vl Telink

N EAXIZRE Zigbee SDK FFAIE5E

il ™
Import (| O
Import Projects E i
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: Diywld\zigbeeSDK_svn\refacotritl_zigh - | Erowse... |
1 Select archive file: Browse...
Projects:
tl_zigbee_sdk (D\wki\zigbeeSDK_svn\refacotr\tl_zigbee_sdk Select All
Deselect All
Refresh
1 | 1] F
Options
"] Search for nested projects
| Copy projects into workspace
| Hide projects that already exist in the workspace
Working sets
"] Add project to working sets
Working sets: Select...
@ = Back MNext = [ Finish ] | Cancel
L

Figure 2.13: TR TIESA
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v/ Telink RIFSCRLERE Zighee SDK FF 4157

2.2.2 TLSR9 TiEB R4

L[ Project Explorer 2 = {% - =
4 =5 tl_zigbee_sdk

> [nl Includes

> Ly apPs

> [y platform

> & Proj

> [ zbhai

> [ zigbee

=| bootlink

Figure 2.14: TEE R4

- /apps: AFIEBER.

- /common: NABAHARBER, 88F KR (main.c). WEHMIKEEL (module_test.c) FARZSK
BREE (comm_cfg.h) FHo

- /sampleGW: W% (Coordinator) flfZ.
- /sampleLight: ¥ (Router) flfZE,
- /sampleSwitch: FF% (End Device) fl#2.
- /bootLoader: 5|12
. /platform: IZ1TFEEHR,
- /boot: BENFAFEESHF
- /chip_xx: SR IFENSC
- /services: FRBTARSS BRIERC 1o
. /proj: TIEHEER,
- /common: BAMIBER
- /drivers: HREREIX o
- Jos: FESEHMH. buffer BEIRREIH
- /zigbee: MY IEXB R,
« /zbhci: hci BpLHIEBEXB R,
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2.2.3 {RiFiEIn

R FHRIEAR j”, AL ERHRIFIENRmIFAT, EEFEREFNTOILE, OTE, FHRET
Fo

BB~ -0~ C-®™ 5~ dF
1 bootlLoader_B91 (boot loader for B91)
2 sampleContactSensor_B91 (EndDevice-B91)
~ 3 sampleGW B91 (Coordinator-B91)
4 sampleLight_B91 {Router-B91)
5 sampleSwitch_B91 (EndDevice-B91)

Figure 2.15: & 4RiF

IRIETTALIE, TE'Project Explorer"&@ AR HIMRIFHHRAI MK, HABE THIFLRME S, WTE,

{4 Project Explorer §g& = 8

vl

> % Binaries
» m Includes
¢ Lo apps
» @ platform
G proj
v = sampleGW B91
» = apps
~ = output
£l objdump.txt
L1 readelf.txt
| i sampleGW B91.bin ]
£l symbol.txt
> (= platform
> = proj
> (= zbhci
» (= zigbee
> 2 sampleGW _B91.elf - [Andes/le]
Lo makefile

L@ objects.mk
L@ sources.mk
» im zbhci
» (@ zigbee
= boot.link

Figure 2.16: >4
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2.2.4 RINFHIE

TEIRMAY SDK A, {RGH T —EEBAG. AR RILURIEER, BTN AL URRFED,
BESENT

1) 2P 1. Project Explorer -> tl_zigbee_sdk -> Properties -> Manage Configurations

Settings CR AV 2

Configuration: 'sampleGW_B91 [ Active ] v [Manage Configurations...

¥ Tool Settings _# Build Steps Build Artifact Binary Parsers @ Error Parsers

(¥ nds32le-elf-mculib-v5f Config :

« ® Andes C Compiler tl zigbee sdk: Manage Configurations X

2 Preprocessor
# Symbols

2 Directories
# Optimization

Configuration Description Status
‘bootLoader B91 boot loader for B91
sampleContactSensor ... EndDevice-B91
R sampleGW B91 Coordinator-B91 Active

# Debugging .-

= . sampleLight_B91 Router-B91

(22 Warnings i i

o sampleSwitch B91 EndDevice-B91

& Miscellaneous =
~ & Andes C Linker

# General

2 Libraries

& Miscellaneous

# Loaded Address
~ & Andes Assembler
~ i NM (symbol listing) ance

# General
~ i Readelf (ELF info listing)

& General
v i Objdump (disassembly)
& General

Set Active New... Delete Rename...

Figure 2.17: ZINFHIE

2) I 2: BE New, BHENTRE
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Rl Create New Configuration >

Note: The configuration name will be used as a directory name in the file system.
Please ensure that it is valid for your platform.

[Name: ] ‘demoApp |

Description: |demo application |

Copy settings from

(@ Existing configuration 'sampleLight B91( Router-B91 ) P

(O Default configuration Debug
(O Import from projects - not selected —-

(O Import predefined - not selected --

Figure 2.18: FCE# TN E

« Name: B &M

+ Description: I8 & SR

« Copy settings from: 3% Existing configuration, AJLUB/L—LEEREITIE,
3% Existing configuration FIRMENT:

« EM BI1 T H, I xxx_B91,

- B AT Gateway BIFF &, % sampleGw_xxxx; I E B F Router I&HIFF & , 1%E$F sampleLight_xxxx;
IEA7F End Device i&@&MF %, #%E4F sampleSwitch_xxxXo

RIRFEM BT ARX— T EERBEINENITHNIE, RIEZERN, NERA sampleLight_BO1"HIEEEN
XNHENEE,

NRFEEAECE, PR TD (225 MBEERA), #THENER,

2.2.5 DiEBCE A

fRRFN: Project Explorer -> tl_zigbee_sdk -> Properties -> Settings (L1 sampleLight_B91 J3fjliit BE)
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Settings

Configuration: samplelight_B91

& Tool Settings # Build Steps Build Artifact Binary Parsers @ Error Parsers

Directories
# Optimization
# Debugging
% Warnings
# Miscellaneous
~ & Andes C Linker
# General
 Libraries
# Miscellaneous
# Loaded Address
~ & Andes Assembler
# General
~ & NM (symbol listing)
# General
~ & Readelf (ELF info listing)
# General
~ & Objdump (disassembly)
# General
~ & Objcopy (object content copy)
# General
~ & Size (section size listing)
# General
~ % LdSaG Tool
# General

# nds32le-elf-mculib-v5f Configurations
~ & Andes C Compiler
Preprocessor

# Symbols

ROUTER=1

Defined symbols (-D)

__PROJECT TL DIMMABLE_LIGHT _

~ | | Manage Configurations...

88 8§ ¢

Undefined symbols (-U)

&

7 Tool Settings F, AIUEE YaiM BN —EIMEXERE:

1) IR EBE X

Figure 2.19: FFISENX

-DROUTER=1: R B2 EBKHEINEENIE
3tF coordinator 1 end device HIEZIEBE D3I

-DEND_DEVICE=1: R RIBZ end device THEERNIZH

-DCOORDINATOR=1: FR/RIMBE R Coordinator HEERIKEH

2) FHIEEF

+ b91 F&: -DMCU_CORE_B91=1

Restore Defaults Apply
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B3 cstartup_b91.S I F \tl_zigbee_sdk\platform\boot\b91 BFE o
3) lib X {FRYEEE

Settings s VS

Configuration: |sampleLight_B91 ~ || Manage Configurations...

® Tool Settings # Build Steps Build Artifact Binary Parsers @ Error Parsers

& nds32le-elf-mculib-v5f Configurations Libraries (-) € w85l
- 1 Andes ¢ Compier
# Preprocessor drivers b91
# Symbols

# Directories

(# Optimization

2 Debugging

2 Warnings

# Miscellaneous
~ & Andes C Linker

# Miscellaneous
# Loaded Address
~ B Andes Assembler
& General Library search path (-L) & & &8 4l &
~ & NM (symbol listing) A fzigbeeflib/riscy
2 General .f..{../platform/lib
~ & Readelf (ELF info listing)
# General
~ & Objdump (disassembly)
# General
~ & Objcopy (object content copy)
# General
~ B Size (section size listing)
# General
~ & LdSaG Tool
# General

Restore Defaults Apply

Figure 2.20: E{HFERR

LHl SDK B3 2 HEXH: zigbee stack FEFMFEAIKENE,

« Zigbee stack J&E: libzb_router.a, libzb_coordinator.a, libzb_ed.a fii F \tl_zigbee_sdk\zigbee\lib\riscv B
xTo

« FRIXEHE: libdrivers_b91.a {iIF \tl_zigbee_sdk\platform\lib B To
4) SEE M
AR E MIBSEFRN AR, RIBFMARMARTEE UMRAGFEENK, HESIER link XH.
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LA SDK AT bo1 FFEMIBRIA link X boot_b91.link, 7E \tl_zigbee_sdk\platform\boot }NAIEH R o
WTFEFRTR, BEEFRIFAMMZ tl_link_load.sh (\tl_zigbee_sdk\tools BRTF) FRERFEREM link X5

Settings < 4
B3 Tool Settings -ﬁ'B'—“'dStEF’S Build Artifactl Binary Parsers | £ Error Parsers i

Pre-build steps

Command: L

LS froolsitl link load.sh® "/ fplatform/boot/b91/boot_b91l.link" "${workspace_loc:/${ProjName}l/boot.link”

4

Drescription:

Post-build steps

Command:

m

ofof Jroolsftl_check_fw.sh® ${ConfigMame} riscw -

Description:

Figure 2.21: link X FmiFiE

5) .image X {154

AT RETEXHFAIEMY, @IS tl_check_fw.sh (\tl_zigbee_sdk\tools BRT) EEMHI image X
MARERFE:, OTA BERERBINERVFEESELE, RKRESTIEITHH image.
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Settings & A
B Tool Settings F‘B'—“'dStEF‘S Build Artifactl Binary Parsers | €3 Error Parsers i

Pre-build steps

Command:

4

wfufwftoolsftl_link_load.sh® "./././platform/boot/b91/boot_b9Lllink" "${workspace_loc/${ProjName}}/boot.link”

Description:

Post-build steps

Command:

m

"o ftoolsftl_check fw.sh® ${ConfigMame} riscv -

Description:

Figure 2.22: image KRINIZE

2.3 App HRA-EIE

M SDK V3.6.0 FF&, &1 demo BR TEM B — version_cfg.h XHEFHRER app BIRZS, X App #1T
RAEERIEEEMNERN, LHIEE OTA BRI LA M L #EIRARMSHTEHIX L,

App IRASBH=PMXBFERAMD, 23E2HIEREME (Manufacturer Code) « ElHZ#EE! (Image Type) #
XhREs (File Version) , KLUNRERXERERHNEEME, 0TE. (FEREXAUEE Zigbee Cluster
Library Specification) o
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samplelight_8258. bin

2680 0138 0118 5dez2 4bde Ac54 2001 8800

ceB80 4111 8182 ¢ 0o tAah G700 BHE6 8000
Bcbd  1a?2 898b 1a48 cPO6 cPB6 cPB6
cO8. clBb cOBb cOBb cBBbd cBBb cBBb
cH86 cPBb cBBb cBeb Bcoc 7087 o6fe0
5108 5209 520a 9102 ©2ca 8850 84bl
3108 ceeb 3208 b B c@6b 3108
00a@ 3409 3498a 9102 02ca 0850 84bl
2189 3208 06ta 0840 01bo AB48 3a08
0150 89fe 8141 4141 38 0Pal 4140
9140 00a2 06a3 01b2 9a02 fccd 0lal
208 3009 02ec Padd A€ 8a40 Bad8

D =k 20 O

L =i

Figure 2.23: —#IS2{F

2.3.1 HI&ERFKET

MANUFACTURER_CODE: #li&@&iE=E Zigbee BXEAAB MR A RBPEMN— 2 FTHKENIMRSR, tbal
0x1141 & Telink BIHIERIE. AP OB EEEK B CHLER R,

2.3.2 Elf§AR

IMAGE_TYPE: E#HXEE— 2 FTKENEEZ, 5FTME Chip £, EFHHR Image B, Chip 3£
BIFN Image HREITE XFE version_comm.h XEH, AP A LIRIEERBITERIHRI.

2.3.3 X{¥hR7s

FILE_VERSION: X#hRASERNEGHZITMRIFNEES, B— N 4 FHKENEE, XEHRANLIEIEH
NHITERE, FIHNYFIMNXERESBAAT ZRIAITHRES, ERNY OTA i, IEREIFHNREAS KT
ZRIHR A S R A S TH R,

2.4 BITIER

Telink Zigbee SDK &t T AMETTIRT . ZiEEshETN (M 0x0 3§ 0x40000 H#itlk/E5h) # BootLoader /3
ShiET, (M BootLoader BEIaBkEEE App)o

BRF A LUET R comm_cfg.h XEFRETENX BOOT_LOADER_MODE REXIEITER,, SDK BRIAMEA S
HEEER.

#define BOOT_LOADER_MODE 0//1

FEIENZE, EFRANETEINNARE Flash KNBSENERT, SDK FZERAFRB Flash /.
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2.4.1 AMER IR RLLER

Sk EERR
R BohRER; OTA ERELHFEB/XRIRE image, RIIEHEAIURERR.

fhea: image REEIFHIAE OxO 3% 0x40000, RIERY flash FTEIDERIARIELM; BIM image BIK/N (FNR
S #F OTA B9IE) HEe/VF 208KB,

Bootloader BEh#5{
ffiss: 3B%E bootloader I F At Ox0, image AT LAREEF ML, EFHFBITE X HiEEE],

R BonRERZMIEEINIE; SEYMEN flash SHFEA LUK E bootloader X1%; S4ME OTA BY, BE
EINHREZ image BT,

2.4.2 ZHEEENIET Flash 56

Ox80000
NV_2
Ox7A000
U_Cfg_Info
Ox78000
F_Cfg_Info
Ox77000
MAC_Addr
Ox76000
OTA_Image
0x40000
NV_1
0x34000
Firmware
Ox00000

Figure 2.24: 512KB Flash Za)9 % E
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0Ox100000

OxFFOOO

OxFEOOO

OxFCOO0O

0x96000

0x80000

0x40000

Ox00000

Figure 2.25: 1MB Flash Z[a]93 7% E]

MAC_Addr

F_Cfg_Info

U_Cfg_Info

Reserved

NV

OTA_Image

Firmware
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2.4.3 Bootloader B&&ER Flash 976

0x80000

0x7A000

0x78000

0x77000

0x76000

0x6A000

0x39000

0x08000

0x00000

Figure 2.26: 512KB Flash Z a9 % El

NV_2

U_Cfg_Info

F_Cfg_Info

MAC_Addr

NV_1

OTA_Image

Firmware

BootLoader
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0x100000

MAC_Addr
OxFFOOO

F_Cfg_Info
OxFEOQOO

U_Cfg_Info
OxFCO0O0

NV

OxE6B000

OTA_Image
Ox 77000

Firmware

Ox08000

BootlLoader
0x00000

Figure 2.27: 1MB Flash Z[a]9 % E

2.5 Flash 9%5i%EA

1) MAC_Addr

MAC #3IHE E7EIRTE Flash BY 0x76000 3 OxFFO00 HIALFFIARY 8 4 bytes U E. RFABMESINE MAC i
WER, WMRAIMZ OXFFFFFFFFFFFFFFFF, BSBENIFE— MAC #ilit, S A HT BASFFAS N MAC b,
THEEIRRR,

2) F_Cfg_Info

B RESHER. THEH HEMATA—ERESHIER, NSSBIRERE. ADC RES, HEIER
Bo

3) U_Cfg_Info
BREESHEE. B9 install code F factory reset iRERTFMETEIZX I
4) NV(NV_1, NV_2)

TR ANMGEREMNEEBREE NV X, 512KB Flash MEE B DM D 1RE, DFREE NV_1 8 48KB T8
1 NV_2 B9 24KB Z[8], 1MB Flash MRS E1R1Z7E NV BY 88kB Zjal, FTLL, MR R EFHEHSRBEERM
i, WMBEEFEEKX,

5) Firmware 1 OTA_lmage

TLSR8 #1 TLSR9 #F Flash Z#ihitE5h, BIRTLAM OxO itk EED, AT LAM 0x40000 itk B 5, Telink Zigbee
SDK fEAZ4FE, FREEER, FIA Firmware ] OTA_Image HE YK OTA ThiE,
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6) BootLoader
5232, 1f BootLoader IE1THEDR TEMA,

2.6 ElHFiESR

1) R EE
B mini USB &35 Telink 1885% EVK 5 PC #8i%, EVK IRIETRITSRIE—X, RK EVK 5 PCEIELE; BfE
BA=1EMFRLLIE EVK B9 VCC. GND 1 SWM D 3I5:FEFZEIRRAY VCC. GND #1 SWS 8%,

Figure 2.28: J&FiEE

2) M IEIRITZ G, 17T Telink BDT.exe BRET R, HAERFRENH.
a) #8258 LHES (AL 8258 Af) ;
b) JEFF File"->"Open”, EEBERRIEH;
c) M Erase"{&FR 512KB Flash;

d) =ii"Download” FEEH;

e) &1FEH bootLoader 1Rz, 1EIEE setting”f&2X Download Addr”, ¥ bootLoader #1 App EH 23RS
Bxmstst (5%£2.4.3)0

(ERIRIFANERSZFSETRIRTAGAXE, )
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-
& BDT connect to : No availble Device

mﬁlg

Device File View Tool Help
8258 EVK = | @ Setting 0 Erase 4§ Download 4 Activate | I® Run I Pause W Step Q PC 2 Singlestsp v | ' Reset @ manualmode * |} Clear
1 Download ‘ Sﬁ Tdebug ‘ = Log windows ‘

= d
H 71 2
[|usb device: not found File Path: .. src\zigbee_sdk_refactor\build\tlsr_riscvisampleContactSensor_9518\output\sampleContactSensor_9518.bin Version : 5.4.3
|

Figure 2.29: /xR TH
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3 5N

Telink Zigbee SDK BB REMBEE 2.1.2 f 2.2.2 BT, AETFEFTZNEBR TFHXXHEFEEKIRE,

N AX#ZERE Zigbee SDK FFRIER

3.1 BRixBA
3.1.1 EHFEEER

AT SDK X#F b85m (826x. 8258, 8278) # bo1m (B91) ZMFESH (\tl_zigbee_sdk\platform), FLEEAILL
AINEMEGES,

boot
chip_B26x
chip_8238
chip_8278
chip_b91
lib

riscv
services

tc32
g8 platform.h

Figure 3.1: B4 EEHZR

- \boot: RETFE.S BEIIEBH.link T
« \chip_826x: 826x T EEHIRRIRENK {4

« \chip_8258: 8258 T SMEHRRIRTNK X 4

« \chip_8278: 8278 &M IEIRIKEH K

» \chip_b91: b1 FEEEMHIEIRIKEN K X 4

- \lib: RNEFEMIRENEXH

- \services: FET&HUTAIEH

« \riscv: &#F risc-v FEBIMER

« \tc32: ZFF tc32 FEMMERXH
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3.1.2 ‘BB R

COmmon
drivers

o5

48 t_comman.h
Figure 3.2: BARIHEZR

« \common: —LEEARIINEEREL, WNFRTEH. PR, FTENERBRECUY
« \drivers: HREIREIX
« \os: EZEHH. buffer BIRRECHE

3.1.3 Zigbee WhiYiZB R

af
aps
bdb

COMmmon

gp
lib
mac
nwh
ota
55
zbapi
zbhci
zcl

zdo

Figure 3.3: Zigbee MY IXBEF

KRZLLIb XA H, HP PHY RUKRSNARZETIMEXRE ZCL M zbhci UMFFRABE AL H.
- \af: WBIEZEE (Application Framework) #EXX4

AN-19052901-C6 45 Ver1.2.2



v/ Telink RIFSCRLERE Zighee SDK FF 4157

« \aps: MAZIFFE (Application Support Sub-Layer) FHX3{4
+ \bdb: BEZAi&&ETTH (Base Device Behavior) FISEHEXXH
« \common: Zigbee MY iXECEEX X4

- \gp: FEEER (Green Power) MBHEXX M

- \lib: Zigbee WHM¥ %R {4

« \mac: ENEHIE (Media Access Control) XXM

« \nwk: FIZEE (Network) HEXRH

« \ota: EHFL (Over The Air) X

« \ss: 2PRS (Security Services) XX

« \zbapi: Zigbee ¥ BiZEORE M

« \zcl: Zigbee #% (Zigbee Cluster Library) #HXXf4

+ \zdo: Zigbee RE W& (Zigbee Device Objects) XX

3.1.4 MEAEBBEF

LD apps
@ common
g sampleSwitch
[“p bootloader
‘g sampleContactSensor
' sampleGW

[y samplelight

Figure 3.4: VHEBH

« \common: NAEBEAXHER
factory_reset.c/h: BT M EBIRERHITIRFE (L
firmwareEncryptChk.c/h: 3X4MNERAEDL, FIAB UID BIME—%, BALEEFEFIE N
module_test.c: BHMNRASH, (VA ARFIZFNIRNIIEER
main.c: EEREAO
common_cfg.h: iRAERIEITIENEE X
+ \sampleGW: x5 A HIFE
« \sampleLight: XTRZFAHIFE
« \sampleSwitch : FFxNFRFIFE
« \sampleContactSensor: | JiR FAFIFE
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3.1.5 TEREFER

tlsr_riscw

tlsr tc32
Figure 3.5: TiI2RiIZER

« \build\tlsr_riscv: risc-v EFESANMEHEFHNIFZEER, TLSRI RyINHIEERFERZBER
« \build\tlsr_tc32: tc32 FFESNMFFNITIEB R, TLSR8 RIS HIBEZRFERZER

3.2 HREIKED

Telink Zigbee sdk A ZK Telink &/, ATEFIRIZEOS—, HINTIEBRE, (LT /proj/drvier/T,
ZIRcHEAERSERSZE apps/module_test.co

3.2.1 EEEK
- ¥Rk

drv_platform_init(void)

TERGA TS, RART. gpio. FHT (RF). timer % Zigbee M AT & PPATTRII—LEARIRAIFNIG L

3.2.2 5347 (RF)
- 18816

ZB_RADIO_INIT()
. R

ZB_RADIO_TRX_SWITCH(mode, chn)

mode:

RF_MODE_TX = 0, KIXfEz

RF_MODE_RX = 1, ZEIKER

RF_MODE_AUTO = 2, Zigbee KfEH

RF_MODE_OFF, X A5 3fitEk

Chn: 11-26 (X[ 802.15.4 A1 2.4G B9 16 4™ channel {&)
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« REIHE

ZB_RADIO_TX_POWER_SET(level)

RE RF EREAZENR, FRASHNNHINEREHERRE, BAFEESE RF_PowerindexTypeDef BITE X

(platform/chip/rf_drv.h)
- BiERI=E

ZB_RADIO_TX_START(txBuf)

txBuf: FRIXEIERATEME, FIERT dma length (4Bytes: payload &K +1) +len (1Byte: payload ¥

FE +2) + payload
- KBS buffer

ZB_RADIO_RX_BUF_SET(addr)

EIRBEHNINN Rx RIS, ABIHRRE Rx buffer IREABMR AT

+ RSSI FXEX

ZB_RADIO_RSSI_GET()

BRIZEREREY, BRI IILLAS AT Rx I
* Rssi ¥ Lqi

ZB_RADIO_RSSI_TO_LQI(mode, rssi, lqi)

mode: {XXf 8269 B
typedef enum{
RF_GAIN_MODE_AUTO,
RF_GAIN_MODE_MANU_MAX,
}rf_rxGainMode_t;
. AT
rf_rx_irq_handler(void)

- BRI

rf_tx_irq_handler(void)
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- BTSRRI SR of_rx_irq_handler/rf_tx_irq_handler {Xfit zigbee stack . WRBF B1TIAA
ZB_RADIO_TX_START, FRF4EMNHMEEAF BITAIE CEMEPEEIERE) , LR m
Zigbee stack BYIEITIRTS,

3.2.3 GPIO

- MR UREE

gpio_init()

BRI ¥ BB platform/chip_xxxx/gpio_default.h FHIBRIAECE (RZFAEBY board_xxxx.h AT LUEEIZERIA
AcE) B\ gpio FfFes, LI gpio ¥ 1K.

. 10 TIEEIRE
vold drv_gpio_func_set(u32 pin)
%8 10 BATIN8E

pin: &% GPIO_PinTypeDef BIE X

- GPIO 3%
vold drv_gpio_read(u32 pin);
JEEY gpio S
- GPIOT
voild drv_gpio_write(u32 pin, bool value);
RE gpio WEREBEF
- HdifEse
void drv_gpio_output_en(u32 pin, bool enable);
- HI\fERE
void drv_gpio_input_en(u32 pin, bool enable)

+ GPIO KR

A e %] LRI 23 3 BRIMEB GPIO Rk, TRl 519 GPIO_IRQ_MODE. GPIO_IRQ_RISCO_MODE #
GPIO_IRQ_RISC1_MODE,

1) SERRFRETARSS BRIEL
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int drv_gpilo_1irqg_conf(drv_gpio_irqg_mode_t mode, u32 pin,

drv_gpioPoll_e polarity,

irq_callback gpio_irq_callback);

2) fEREFRHEAS R
int drv_gpilo_1irg_en(u32 pin);

int drv_gpilo_1irqg_risc@_en(u32 pin);
int drv_gpilo_1irqg_riscl_en(u32 pin);

3.2.4 UART

- SlihgE

vold drv_uart_pin_set(u32 txPin, u32 rxPin)

fEF vart ZBIATEIRAERNEY 10 /EA vart BIUA S [BD
- a1k

void drv_uart_init(u32 baudrate, u8 *rxBuf, ulé rxBuflLen,

uart_1irqg_callback uart_recvCb)

baudrate: JRFE

rxBuf: $UX buffer

rxBufLen: EIIBRAKE

vart_recvCb: #ZUXFRITETH R A IR RO [E] 3 R 5

u8 drv_uart_tx_start(u8 *data, u32 len)

- FEURFREREREL

vold drv_uart_rx_1irq_handler(void)

vold drv_uart_tx_1irq_handler(void)

- FEAIEREL
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void drv_uart_exceptionProcess(void)

=
« YEH vart B, ERENRE, main_loop HINEIEIZEFEBIERE
3.2.5 ADC
- #8a1L
bool drv_adc_init(void);
- BicE

void drv_adc_mode_pin_set(drv_adc_mode_t mode, GPIO_PinTypeDef pin)

mode: &% drv_adc_mode_t EX
pin: FIEAMNSIHS, &% GPIO_PinTypeDe EEX
- JRENEIFE

ul6 drv_get_adc_data(void)

3.2.6 PWM
- ¥1%ak

void drv_pwm_init(void)
- BBE

voild drv_pwm_cfg(u8 pwmId, ulé cmp_tick, ulé cycle_tick)

pwmld: PWM @&

cmp_tick: PWM —EHAR A FE B THY tick 38
cycle_tick: PWM —NEHAEEHY tick KX

3.2.7 Timer

- a1
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void drv_hwTmr_init(u8 tmrIdx, u8 mode)

tmridx: TIMER_IDX_O, TIMER_IDX_1, TIMER_IDX_2, TIMER_IDX_3

mode: TIMER_MODE_SYSCLK, TIMER_MODE_GPIO_TRIGGER,TIMER_MODE_GPIO_WIDTH,TIMER_MODE_TICK

< IRE

vold drv_hwTmr_set(u8 tmrIdx, u32 t_us, timerCb_t func, voild *arg)
tmridx: FEFEAR timer
t_us: EBTEIRR, B{i: us
func: EBHETR A Z B R %L
arg: N AREEIRREFIRSH
- A
void drv_hwTmr_cancel(u8 tmrIdx)
o FRiTERER
vold drv_timer_irq0_handler(void)

vold drv_timer_irqi_handler(void)
vold drv_timer_irq3_handler(void)

Hrh,
TIMER_IDX_2 ZRIAEA watchdog £/, BiIXAFPAEFEH;
TIMER_IDX_3 AAfE MAC-CSMA, EiIXNBFPFEEHR,

3.2.8 Watchdog

- ¥Rtk

void drv_wd_setInterval(u32 ms)

ms: FBEYEYE]
- B

vold drv_wd_start(void)

- IR¥
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void drv_wd_clear(void)

3.2.9 System Tick

System Tick It¥428, ER—1 32bit KE. S— 1 H#EHBEIN—RIATIRIT R,

BT 826x MEMZAF IC BY System Timer BB R, 8269 BY System Timer & 32M, 8258, 8278 #l
B91 B9 System Timer & 16M, FRLAEERAKITEETE] LFZEET

.« 8269 R ATERIETIE]: (1/32)us*(2°32) YWFETF 134 ¥, &=iZ 134 b System Timer Tick FF—El,

. 8258, 8278. B91 RAERIETIE]: (1/16)us*(2°32) WFTF 268 ¥, =it 268 ' System Timer Tick F—
=8

AP B LAER clock_time() 3SRV AT ticko

3.2.10 EEE

ATHILRERFAIETRE, SOK RETET ADC RepLMABERNELE, FEEIENRE:
1) FEEMAXEF ADC IAERY 1/0 O, BT ADC #2iAY 1/0 ORE] LAFBMEthIhEE

2) {£F DRV_ADC_VBAT_MODE #=BY, I/0 OFEET

3) fF DRV_ADC_BASE_MODE #RZ(BY, I/0 OFEEZBEMIRR

4) B91 REEAEA DRV_ADC_BASE_MODE &z, B I/0 OBEMIMNIDELE

. Y8Rk
vold voltage_detect_init(void)
o B[R

voltage_detect(void)

3.2.11 BEBRFNMRES

Telink Zigbee SDK ¥ fft 7 #8 x B9 1 Ih % & I K %1, sampleSwitch_826x & A suspend #& I{; sam-
pleSwitch_8258. sampleSwitch_8278 1 sampleSwitch_B91 {#F deep with retention I, BIAERAT RAM
BIEPTLUREF (8258 # 8278 2iF 32k RAM {R¥F, BO1 ¥ 64k RAM /¥, FMIEEREIEFM) .

- MREERSER
SSEFRR AR timer TERYIRER
- BCEMEES R
INRFBEIRBIREEINGE, BIAHEECEN N AIMRERS | Fi AN IR BB,
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/**

* @brief Definition for wakeup source and level for PM
*/

drv_pm_pinCfg_t g_switchPmCfg[] =

{
{BUTTON1, PM_WAKEUP_LEVEL},

{BUTTON2, PM_WAKEUP_LEVEL},
iy

drv_pm_wakeupPinConfig(g_switchPmCfg,
sizeof(g_switchPmCfg)/sizeof(drv_pm_pinCfg_t));

- PRERERIZK

drv_pm_lowPowerEnter(void);

SNRAERE T IZIRIRER, RALLREET, BRNSIHYFIRETSREBT—, NWRAFEEIHNRINFER

7eNO

- REERMHIRE
1) A tl_stackBusy() 1 zb_isTaskDone() M E LA BT A RIEEH;
2) BARHENTESYIR, RERTEECHMES, MEBHIT ), MNRLEHITS;

3) KRBIRLESHIBYE, LUZBEIEAKRERRTE], # AN Suspend 3¢ Deep Retention {RERIRTC, AILAERTES
MRERFNIR IR RS ;

4) BN Deep RERIET(, AILURRIREE,

3.3 FHEEIE
3.3.1 IEREEIR

Telink Zigbee SDK Rt T e SAEHSEMBEKNEO, BRAIUEALPFEEZSER, EOWT,
1) BiEAF

u8 *ev_buf_allocate(ul6 size);

2) BIATE

buf_sts_t ev_buf_free(u8 *pBuf);

3) RIFECE

FIAR 4 BRREN. FRX/NNREFMEGR, AR ELRESRBRURHFIRFERER B TEE N
AR AR o
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MEMPOOL_DECLARE(size_x_pool, size_x_mem, BUFFER_GROUP_x, BUFFER_NUM_IN_GROUPX);

3.3.2 NV &I

KA Zigbee EEREZEBHNMEEESH, ERBMBEEBIMEMWL, FrLL SDK M flash RIS 7T —HREK
WEIREREFMRELEEER, X flash KIFENFRE R NV X, BIgE2.5 ETIHI NV(NV_1, NV_2) X,

BT flash 3245 sector (1 sector = 4k) 18R, FRLL NV XBYE BEERRIIER/NEMN 11 sectors

SDK HEA T LUFJLI/MERRR, HP NV_MODULE_APP AR, MHERMMIERER, BEKRE
AN, FREREZEIMBHIRIRF S,

typedef enum {
NV_MODULE_ZB_INFO =0
NV_MODULE_ADDRESS_TABLE =1
NV_MODULE_APS =2
NV_MODULE_ZCL =3
NV_MODULE_NWK_FRAME_COUNT = 4,
NV_MODULE_OTA =5
NV_MODULE_APP =6
NV_MODULE_KEYPAIR =7

//NV_MODULE_ADD,

NV_MAX_MODULS
}nv_module_t;

SEERYAZMNEBEEEAR, 5% NV_MODULE_ZCL H—Z&%IH NV_ITEM_ZCL_xx A, FBEENXIUT,
MERNFNEZEREE, BEXRERMI, FEXNTSUENZBEFS,

typedef enum {
NV_ITEM_ID_INVALID

0,/* Item id @ should not be used. */

NV_ITEM_ZB_INFO =1,
NV_ITEM_ADDRESS_FOR_NEIGHBOR,
NV_ITEM_ADDRESS_FOR_BIND,
NV_ITEM_APS_SSIB,
NV_ITEM_APS_GROUP_TABLE,
NV_ITEM_APS_BINDING_TABLE,
NV_ITEM_NWK_FRAME_COUNT,
NV_ITEM_SS_KEY_PAIR,
NV_ITEM_OTA_HDR_SERVERINFO,
NV_ITEM_OTA_CODE,
NV_ITEM_ZCL_REPORT = 0x20,
NV_ITEM_ZCL_ON_OFF,
NV_ITEM_ZCL_LEVEL,
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NV_ITEM_ZCL_COLOR_CTRL,
NV_ITEM_ZCL_SCENE_TABLE,
NV_ITEM_ZCL_GP_PROXY_TABLE,
NV_ITEM_ZCL_GP_SINK_TABLE,
NV_ITEM_APP_SIMPLE_DESC,
NV_ITEM_APP_POWER_CNT,

NV_ITEM_ID_MAX = OxFF,/* Item id OxFF should not be used. */
Inv_item_t;
« 8> module £/ 2 &k (2"n) 1 sectors, 1&I:
sector info + item ZE3| + item AR

Hr sector info #MRIZREBZE M, KEN sizeof(nv_sect_info_t), ZEXEFEAM item ZE3|, item RNA
FLiaF1Z module ElERTE 512Byte T 1024Byte HIIE,

o RTBRITEHITIEIRIZIE, NV A% module BB AL, BE 14 Sector Biifa, BEXRER
EIS— sector, BIEZEIMN sector R B

- NV KRB #2EZOMT

nv_sts_t nv_flashWriteNew(u8 single, ul6 id, u8 itemId, ul6 len, u8 *buf);
nv_sts_t nv_flashReadNew(u8 single, u8 id, u8 itemId, ul6 len, u8 *buf);

A=
- BEEA item B, NRIEFEE—NERERIE, single MigA 1, YUFE item £k, £EHIEZH
BN item B, BN, EERIBERNBELEERD item, BEEBATH, BENFH itemo

3.4 F3E18
3.4.1 FRESIATY

- EORE

TL_SCHEDULE_TASK(tl_zb_callback_t func, void *arg)

func: {E55EIER %L
arg: SRS
5535
- RPITR, RBERER, IRFFRRGLE
- BIUERZSE:
1) REERRERERES A& 0]
2) RUTRER R, BIREIE. FHENNT, BRETREREHEEEY ZEE,
o K 324 (EAIRER —RIEENT Z1ES3)
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3.4.2 BIFESPAT!
- ESSEM (ESSEMBERINSEN)

ev_on_poll(ev_poll_e e, ev_poll_callback_t cb)

ev_enable_poll(ev_poll_e e, ev_poll_callback_t cb)

ESEME, SEERFP—EHRIT

3.4.3 MHERMES

AT HERP MM EREEFRASNENES, Telink Zigbee SDK #H T — MR EIHMES EEENH.
FEITMIZE, M SDKV3.6.2 hiidFa, MEERESEERBIBSIEBAIMERRKRY ticker ERNZETD, XBRT K

B B B E S5 TR AYIa) o

3.4.3.1 EOFRE
. (E55E0
TL_ZB_TIMER_SCHEDULE(cb, arg, timeout)
- (ESEUE

TL_ZB_TIMER_CANCEL(evt)

3.4.3.2 ;IR
EIMES EERSOR EER = FAE:
- REWE/NF 0, MZESHITERENR, TS5REEE.
- REMEZT 0, NI—EFERZEIREE timeout KA A E A it 4 RS,
. REMEATF 0, NMERZIREIEMERFNERER L BERE, B4 ms.
FE:

o {EHRBRERIEEBEGRFER TL_ZB_TIMER_CANCEL()
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3.4.3.3 fERSEM

Y VK_SW B T, BahsEUE—1 10 RERMESS, BBIZIAGHIT R & On/Off Toggle B9ER<,
RITERERY, BT,

FEIREMZE, TE return -1 BTV brc_toggleEvt BE, BN, EEIFRBINITE, BATMESHREFR
FEILT , 1B brc_toggleEvt EATEMIZATF. & VK SW1 IZEBIR TG, SEIRIIT.

ev_timer_event_t *brc_toggleEvt = NULL;

s32 brc_toggleCb(void *arg)

{
epInfo_t dstEpInfo;
TL_SETSTRUCTCONTENT(dstEpInfo, 0);

dstEpInfo.dstAddrMode = APS_SHORT_DSTADDR_WITHEP;
dstEpInfo.dstEp = SAMPLE_GW_ENDPOINT;
dstEpInfo.dstAddr.shortAddr = Oxffff;
dstEpInfo.profileld = HA_PROFILE_ID;
dstEpInfo.txOptions = 0;

dstEpInfo.radius = 0;

zcl_onOff_toggleCmd(SAMPLE_GW_ENDPOINT, &dstEpInfo, FALSE);

brc_toggleEvt = NULL;//must clear
return -1;

void buttonShortPressed(u8 btNum)
{
1f(btNum == VK_SW1){
if(!brc_toggleEvt){
brc_toggleEvt = TL_ZB_TIMER_SCHEDULE(brc_toggleCb,
NULL,
10 * 1000);
}else{
TL_ZB_TIMER_CANCEL(&brc_toggleEvt);
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4 Zigbee SDK IR %

1 BITRIVER

B LUEE R comm_cfg.h XHFHZEE X BOOT_LOADER_MODE REHXEITER, 2 MHIEXXFIF
2.4 &%,

#define BOOT _LOADER MODE  0//1

« SDK EMAR A ZitEsntEl (BOOT_LOADER_MODE 4 0)
« YNERKH bootloader A, 154 BOOT_LOADER_MODE &E AN 1,

1) BOOT_LOADER_IMAGE_ADDR: bootloader image IBMIE, @BEHN O
2) APP_IMAGE_ADDR: FAF image MEMAIE, rIRIESLPrR A BITIER, FIAER 0x8000

4.2 EHIEEF

Telink Zigbee SDK demo BJLUETTEARERIIGH. FEBEMHRF L, AR FEHNREREFSFME, MAEN
HECE.

4.2.1 SHESHIA
Telink Zigbee SDK 7£ comm_cfg.h FFIZET LIRS A KR, AREAFIELGE, BERIAMERIRET

version_cfg.h FIEZEIS A XBE T 5L REANSH X -,

4.2.1.1 comm_cfg.h S ERIEN

/* Chip IDs */

#define TLSR_8267 0x00
#define TLSR_ 8269 0x01
#define TLSR_8258 512K 0x02
#define TLSR_8258 1M 0x03
#define TLSR_8278 0x04
#define TLSR_B91 0x05

4.2.1.2 version_cfg.h it 5 285%4%

#1f defined(MCU_CORE_826x)
#if (CHIP_8269)
#define CHIP_TYPE TLSR_8269
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#else
#define CHIP_TYPE
#endif
#elif defined(MCU_CORE_8258)
#define CHIP_TYPE
#elilf defined(MCU_CORE_8278)
#define CHIP_TYPE
#elif defined(MCU_CORE_B91)
#define CHIP_TYPE
#endif

4.2.2 BIFREIF

TLSR_8267

TLSR_8258 512K//TLSR_8258 1M

TLSR_8278

TLSR_B91

Telink Zigbee SDK 1289 Demo A LUE1T7E EVK #R8E USB Dongle £AY, AP AJ LATEFEN Demo Y app_cfg.h

X HiEEE R B RR.

/* Board ID */

#define BOARD_826x_EVK
#define BOARD_826x_DONGLE
#define BOARD_826x_DONGLE_PA
#define BOARD 8258 EVK
#define BOARD_8258 EVK_V1P2
#define BOARD_8258 DONGLE
#define BOARD_8278 EVK
#define BOARD 8278 DONGLE
#define BOARD_B91_EVK
#define BOARD_B91 DONGLE

/* Board define */
#if defined(MCU_CORE_8258)
#1f (CHIP_TYPE == TLSR_8258 1M)
#define FLASH_CAP_SIZE_1M
#endif
#define BOARD
#define CLOCK_SYS_CLOCK_HZ
#elif defined(MCU_CORE_8278)
#define FLASH_CAP_SIZE_1M
#define BOARD
#define CLOCK_SYS_CLOCK_HZ
#elif defined(MCU_CORE_B91)
#define FLASH_CAP_SIZE_1M
#define BOARD

0
1
2
3
4//C1T139A30_V1.2
5

O ©® N O

BOARD_8258_DONGLE
48000000

1
BOARD_8278_DONGLE
48000000

1
BOARD_B91_DONGLE

#define CLOCK_SYS_CLOCK_HZ 48000000
#else
#error "MCU i1s undefined!"
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#endif

TETR I RS IRIE RIS A R EER MBI N AIREECE, BEEEXMHERTIZER TR board_xx.h, [T
FEIR—TER flash RERSSIRRECE 3, UMMEIIELE,

#define FLASH_ CAP_SIZE 1M 1

4.3 TENAAACE
4.3.1 UART §TED

NBGEIEG UART ZBIRASRER, I8 GPIO & UART TX SR T UART FTENTHEE (printf() RER), AFE
UEEENREIEN GPIO, EEBEAEIT:

1) $TENfERERCE |

#define UART_PRINTF_MODE 1

2) ITENAERE:

#define DEBUG_INFO_TX_PIN  GPIO_PC4//print
3) KIEECE:
#define BAUDRATE 1000000//1M

pEI

. 826x RAZHF 2M JAFEE, 8258, 8278 Ml BO1 |MAZIF M IKIFE;

« REFFUBREIPFERIZITED, BALEITENEIRR S REHIRED RSB ikE L.
4.3.2 USB 3TED

AT LAEE S Telink BDT TEFH USB $JEN, BCE AT
1) $TEN{ERERTE :

#define USB_PRINTF_MODE 1
2) {#8k usB ixA:
#define HW_USB_CFG() do{ |

usb_set_pin_en();|
Jwhile(0)

sz,
FE:
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« Y{#EMA ZBHCI_USB_CDC 8§ ZBHCI_USB_HID IhgERt, USB 3TENIHEER K,

4.4 Zigbee MEFH KNIE
4.41 MABMEK (user_init)

N BB EER zigbee stack LK zigbee N AAB#IIALARRK.

stack_init{)

l

user_app_init{)

!

ev_on_poll()

l

bdb_init()

End

Figure 4.1: [ E YA LIRTE

1) stack_init()
SERREASEITMNAR AT I8 1C TR AR il A% 4a (B B9 R B B Bl R 30 Ao

« zb_init(): ¥%81K zigbee 1Hi¥i%, B31EF mac. nwk. aps. zdo EXZ BRI, IFTF not factory-new i&
, M NV FIEEIAMEE, MEMKEEUREERM.
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FHFEEANMIIRE, TAETEN zb_config.c BEMWINABMREERIXTEMNEN, MNREEK
BYERE, HIuEIE g_zbMacPib/g_zbNIB/g_touchlinkAttr/g_bdbAttrs EIZI2IEX Y attributes

« zb_zdoCbRegister(): 7EM—LE zigbee stack A HAIEIARKIER, MMALEREXMLEITEZFIEXER,
tbyﬂ. Ll__l/)\lx—.l %\ 12%%“\ 12%7]”)\“% m%’lku_;\ 2\\ /\#ﬁuﬁgunﬂ?{;%%o

2) user_app_init()
P RIEEAF RIhae FMATERYIH LA clusters F attributeso
o IHOER:

af_endpoitRegister()

FAM—Niw0, BUBBHIZIE O EKINEE (profileld. deviceld. IKOS. MKSZIFAVIIN clusters (server).
it clusters (client)

« Cluster ;¥83:

zcl_register()

SEMENHOLIFMN Clusters. Attributes UKz e S EIEIRR R,
« Cluster #J%81k:

zcl_init()

BUEM zCL EEZHHNEM G S EDH K, b zCL_CMD_WRITE/ ZCL_CMD_WRITE_RSP/
ZCL_CMD_READ/ZCL_CMD_READ_RSP %,

3) ev_on_poll()
AMAFRIEEH.

4.4.2 BDB 12

FERTI RMEAETE. M. ANB—RTEME,

AN-19052901-C6 63 Ver1.2.2



T Telink
N AX#ZERE Zigbee SDK FFRIER

4.4.2.1 BDB #J¥41k (bdb_init)

bdb_init()

nodelsOnA Recover NWE
Network?
bdblInitCh()
Joined Formation/
MNetwork? Steer a NWK

l

bdbCommissio-
ningChl)

End

Figure 4.2: BDB #JiA1L 712

bdb_init() BITHEE: SERLMY ZigBee Base Device Behavior Specification FRYEE 7 ETAIFERINEE, FHFHRAN
W&, STREBEVIRERETLE;, FTELAMIIRE, EFMENTINSE,
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BDB #1%atkfE, SIAANAREMAIEIEKE bdbinitCb, BHAFIARBMEXREURAERE T¥M BDB Commis-
sioning 1T/

4.4.2.2 BDB Commissioning

SERIMY ZigBee Base Device Behavior Specification HHY5E 8 ETiRYAEXINEE, BDB Commissioning E3E LA
T

+ Network steering: #ZRAIMHIMNEIMILE,

+ Network formation: FTIZ&EEIEMELE, Router 8 Distribute W48, Coordinator 832 Central W48,
+ Finding & Binding: NIANMEGEIEERILARIINEEH P E BB L XN FH .

« Touch Link: @i touch link ATIENMIL,

#1758 BDB Commissioning Zf&, ZRZi=[EE bdbCommissioningCb K%K, ¥ commissioning AY£E R iX[0]
SHREFP, BRPRET—FHHE

f%0: —1 End Device FEH1T5E BDB Commissioning /5iR[E] T — BDB_COMMISSION_STA_NO_NETWORK
FIRES, BABPALURE B HNKRIRSHESRSEZINIERIMAMLE,

443 MRRE

YNGR ERNMES, SMEERL (Trust Center, —RERIEMESEMX) EIERENMLEA, ZEIZEHR
PN IR T I B %%,

ERIEMEZ MR EM? BEERNSZEE:

1) {8 Default TCLK MNZEMLREA,

2) £ Install code HTAEHRR Link key NIZMLEZ A,

3) LML E o

4.4.31 \FEIE

MEHEEA UEREIEEFROANN (B 4.3 BEAW), UAILUBTHMBEETRAN (B 4.4 BIEAW), 7
ANRZIEF, EETOLSBMBEMRKRZIAEA APS Transport Key 889 T RGHISE, UMIGEMRITRIN
[EESTH#E— Device Announce 7%, ¥ H ML E SBHE ARENIZSE. WRIMZEFE— zigbee 3.0
ZEIhINEIEE, XERRTIAMRINT. R2Z, NRINZER—MIE zigbee 3.0 HYMIKEHE, BEEXRE
EEFIOEFE Node Descriptor Request 7%, EIEFEEROEBE LT zigbee 3.0, MNRZH, BBEnmE
fERICERIEETEY Trust Center Link Keyo
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sampleGW sampleLight
(Coordinator) (Router)
Join Req (Assoc Req)
-+
Join Rsp (Assoc Rsp) o
APS Transport Key (NWK Key) .
Device Announce (Broadcast)
e
MNode Descriptor Req
e
Node Descriptor Rsp .
Request Key
.q -----------------------------------------------
____________ APS Transport Key (TCLinkKey) |
Verify Key
.‘ ...............................................
Confirm Key
_______________________________________________ ..

Figure 4.3: EiZ AW
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sampleGW samplelight sampleSwitch
(Coordinator) (Router) (EndDev)
_ loin Req (Assoc Req)
Join Rsp (Assoc Rsp) .
APS Update Device
r
APS Tunnel Command
L
APS Transport Key (NWK Key)
_ Device Announce (Broadcast) Device Announce (Broadcast)
P Node Descriptor Req Node Descriptor Req
Node Descriptor Rsp Node Descriptor Rsp
> g
Request Key Request Key
et LT R PP PP S LR PEE PR
APS Transport Key (TC Link Key) APS Transport Key (TC Link Key)
——————————————————————————————— e e B =
Verify Key Verify Key
e EE LT R C PP e e nntt L T EECP PR
Confirm Key Confirm Key
------------------------------- B === =

Figure 4.4: [B)iZ A\

4.4.3.2 Default TCLK

Default TCLK, SEXBEMEN—AAFFH Trust Center Link Key, BEEFRIET zigbee MARNZ LU XRIETH
BXEEM, Telink Zigbee SDK ERIAfEA Default TCLK RMNZEMLEEH, EBRAXZNLFH link key, FFFA
EMNEREFELERE.
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const u8 tcLinkKeyCentralDefault[] = {
0x5a, 0x69, 0x67, 0x42, O0x65, Ox65, 0x41, Ox6C,
Ox6c, 0x69, Ox61, Ox6e, Ox63, Ox65, 0x30, O0x39
b

4.4.3.3 Install Code

Install Code REXERE X B —HiEid MMO BB EERITE TCLK MMZE 57 (B85 E zigbee base device
behavior specification) , REHEEROFMFFAMEIZEIFEHERE Install code, A BERINAM,

E{EM install code, BEIBERT, MDD REE—1M—B install code FFHIE Flash WEIEMUE (W2.5 =
T, EFFHTRME#HZE), HIEEFERARMKET, BIti&E# install code # IEEE #IIES A%,

WX FNBIRIEE install code BYIZOMWT:

void zb_pre_install_code_store(addrExt_t ieeeAdrrr, u8 *pInstallCode)

FAMIZEF M Flash MIFEA install code YO :

void zb_pre_1install_code_load(app_linkkey_1info_t *appLinkKey)

4.4.3.4 Pre-configured NWK Key

Pre-configured NWK Key 2 gi i MEZ PR ETIMXMFAMNIZE, EANITERMKALEAMNIZETLT
FITREIMEEZER, NPT RZEE transport ket S8 HEY nwk key FE&o

EOWMT, ZEHMEEE bdb_init() Z/EEA.

voild zb_preConfigNwkKey(u8 *nwkKey, bool enTransKey)

4.4.4 BUEXZH

MLZRIMINZ G, R—MEHNE N TR LEERRHIET .
P RILUERIMER ZCL RELMEIERE, e UEREREXE AP KB E XL iR IR,

4.4.41 £ zCL BLIMEERH
Zigbee BXERMISE Y ZCL #5/HRY Read/Write/Report/Configure Report HFEM#<, ERNHMNRRIRBMET
—Z%IBY Cluster. Attribute 1 Command FILIE,

Telink Zigbee SDK 481 7T ZCL MIAZRELMA %, LUEBRARIRELEBEFREZRAR, LAIUETHANYT B.
SDK 12fHHY/11 Demo BEAB ZCL FEHITHIERE, BKXIFSE ZigBee Cluster Library Specifications.

Bl sampleLight 79, KI5 E:
1) 3381 AF Big O3 AT ZCL 12U R EIARIET zcl_rx_handler LUK & IXEHIAEIER SR af_dataSentConfirmo
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/* Register endPoint */

af_endpointRegister (SAMPLE_LIGHT_ENDPOINT,
(af_simple_descriptor_t*)&sampleLight_simpleDesc,
zcl_rx_handler, af_dataSentConfirm);

2) AR zCL B RS RIBEIERE zclProcessincomingMsgo

/* Register Incoming ZCL Foundation command/response messages */
zcl_init(sampleLight_zclProcessIncomingMsg);

3) SEM AR FESZHFHY Cluster B AYER <R EIARERR, B14.41THREEVEMR.

/* Register ZCL specific cluster information */

zcl_register (SAMPLE_LIGHT_ENDPOINT,
SAMPLELIGHT_CB_CLUSTER_NUM,
g_sampleLightClusterList);

4.4.4.2 (5 AF BELMEIERZE

BRT BiR(EMA zCL FUEREIRWCA SN, AP RIUUERCIM BE XAVZIWAAIER %, Mol LIEREER AF BigH
Y af_dataSend REIFH Mg RIXEIE. KR L ZCL ATERmMEX AF EHIREMIEMN REE

WRARER SDK B zcl, MARFEEIRA zcl_register() # zcl_init()

KA IE:

1) SEMEIEZUAAIRREIE R EL user_rx_handler WAK & iERIAEIERER af_dataSentConfirms

af_endpointRegister (SAMPLE_LIGHT_ENDPOINT,
(af_simple_descriptor_t*)&sampleLight_simpleDesc,
user_rx_handler, NULL);

2) JAA af_dataSend &iXEHUE,

u8 af_dataSend(u8 srcEp, epInfo_t *pDstEpInfo, ulé clusterld,
u8 cmdPldLen, u8 *cmdPld, u8 *seqNo);

4.4.5 MEESHEE

B e LUIRIEEERE/zigbee/common/zb_config.c FIEMEZSHECE
« TL_ZB_NWK_ADDR_MAP_NUM

TREZFNREAMIIRG RN E, XRIINERABTS, KR SDK RRIAEE, 512KB flash HAZHF 127,
1MB flash T A&#F 300,
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* TL_ZB_NEIGHBOR_TABLE_NUM
TRXFHNBERN M. BRIRERIA 26
* ROUTING_TABLE_NUM
TR ZIFHY AODV BEER TR,
* NWK_ROUTE_RECORD_TABLE_NUM
TRIZHFN MTO BBHEIERKR ML
+ APS_BINDING_TABLE_NUM
TR 2RV E RN
+ APS_GROUP_TABLE_NUM
T RXFHI AN
* nwkKeyDefalut

MEZAREE, HIREEN 0 BY, ARSI ERNEZRDELA NMBIEE, HREENIE 0 B, HiF
235 (ERA nwkKeyDefault YEAMLZZR,

* macPibDefault
MAC BRIEZXRSHIER,
* nwkNibDefault

NWK BHEARSIHE R,

4.4.6 RERELRE
A sys_exceptHandlerRegister() M FEEIAREL, & stack X4 buffer ME. REFENSMAIZELL,
TEItE R ER BB A P A] LU INAR R 3 i AL B,

BN FEMER, BEHEREERE while(1), LUEEAIR, BITE T _evtExcept[1] JUAEMI L E T AMHE
B, FmE, sFMEfILIE,

fan:
Volatile ul6 T_debug_except_code = 0;
static void samplelLightSysException(void){

T_debug_except_code = T_evtExcept[1];
while(1);//or SYSTEM_RESET()

/* Register except handler for test */
sys_exceptHandlerRegister(sampleLightSysException);
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5 B H APIs

5.1 MZFHEZE Application Framework (AF)

5.1.1 af_endpointRegister()

TN FAESR R RIS R HAR T A 2R R AT, RO REIALIER R,
[R3!

bool af_endpointRegister(u8 ep, af_simple_descriptor_t *simple_desc,
af_endpoint_cb_t rx_cb, af_dataCnf_cb_t cnfCb)

R[EIE
TRUE or FALSE.

Name Type Description

ep u8 Endpoint.

simple_desc af_simple_descriptor_t Pointer to simple descriptor.

rx_cb af_endpoint_cb_t Callback function to handle the APS

data sent to this endpoint.

cnfCb af_dataCnf_cb_t Confirm callback function for APS data
transmission.

5.1.2 af_dataSend()

fEM AF BRIEHR.
[R3!

u8 af_dataSend(u8 srcEp, epInfo_t *pDstEpInfo, ul6 clusterld,
ul6 cmdPldLen, u8 *cmdPld, u8 *apsCnt)

pEACIE
RET_OK or Others.

Name Type Description

srcEp u8 Source endpoint.
pDstEpinfo eplnfo_t* Pointer to destination information.

clusterld ule Cluster identifier.
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Name Type Description

cmdPIldLen u16 Payload length.

cmdPId u8* Pointer to the payload.
apsCnt ug* Pointer to the APS Counter.

5.2 Eilig8&1775 BDB (Base Device Behaviour)

5.2.1 bdb_init()

#4961k BDB FNEAREEAL IR K £,
[FEY
u8 bdb_init(af_simple_descriptor_t *simple_desc,

bdb_commissionSetting_t *setting,
bdb_appCb_t *cb, u8 repower)

B[EE
TRUE
Name Type Description
simple_desc af_simple_descriptor_t* Pointer to the simple descriptor.
setting bdb_commissionSetting_t* Pointer to the BDB commissioning setting.
cb bdb_appCb_t* Callback function for BDB commissioning.
repower u8 This function is called after power-on or sleep wakeup.

5.2.2 bdb_networkFormationStart()

BEgIEMNLE, hiARERNESREIE—TEPANSE, BHIRERARILIZ—T2HIME,
[RE

u8 bdb_networkFormationStart(void)

B[
BDB_STATE
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5.2.3 bdb_networkSteerStart()

BEE R,
[FE&!

u8 bdb_networkSteerStart(void)

R[ElE
BDB_STATE

5.2.4 bdb_networkTouchLinkStart()

JB5h Touch Linke
REY

u8 bdb_networkTouchLinkStart(u8 role)

R[EE
BDB_STATE

Name Type Description

role u8 BDB_COMMISSIONING_ROLE_INITIATOR or BDB_COMMISSIONING_ROLE_TARGET.

5.2.5 bdb_findAndBindStart()

BEh R AL E
[R3!

u8 bdb_findAndBindStart(u8 role)

R[EIE
BDB_STATE

Name Type Description

role u8 BDB_COMMISSIONING_ROLE_INITIATOR or BDB_COMMISSIONING_ROLE_TARGET.
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5.2.6 bdb_defaultReportingCfg()

EERINLRER, HBEREXK.
[FE&!

status_t bdb_defaultReportingCfg(u8 endpoint, ulé profilelD,
ul6 clusterID, ul6 attriD,
ul6é minReportInt, ulé maxReportInt,
u8 *reportableChange)

R[EE
ZCL_STA
Name Type Description
endpoint u8 Endpoint.
profilelD ulé Profile Identifier.
clusterlD ul6 Cluster Identifier.
attriD ulé Attribute Identifier.
minReportint ul6 Minimum reporting interval, in seconds.
maxReportint ul6 Maximum reporting interval, in seconds.
reportableChange u8* Reportable change (only applicable to analog data type).

5.3 MK EIR Network management

5.3.1 zb_init()

#1141k zigbee iR R
RE

voild zb_init(void)
R[E{E
None

5.3.2 zb_zdoCbRegister()

AR AREIE 2L
[R3!

AN-19052901-C6 74 Ver1.2.2



v Telink

N AX#ZERE Zigbee SDK FFRIER

vold zb_zdoCbRegister(zdo_appIndCb_t *cb)

R[E{E

None

Name Type Description

cb zdo_appIndCb_t* Callback function.

5.3.3 zb_setPollRate()

% E data request IRIRERE, Bfi: B, NAMEHZIMHEEER.
FER

u8 zb_setPollRate(u32 newRate)

R[EIE

zdo_status_t

Name Type Description

newRate u32 New poll rate, in millisecond.

5.3.4 zb_rejoinReq()

[EEFR, BELKmEEERKTREEM.

&

zdo_status_t zb_rejoinReq(u32 scanChannels, u8 scanDuration)

R[E{E

zdo_status_t

Name Type Description

scanChannels u32 Channel mask.

scanDuration u8 Scan duration.
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5.3.5 zb_factoryReset()

MEHMIRE, HRBIKEMXIFLEER, MEL BIar EEMNE.
[R3

vold zb_factoryReset(void)

R[ElE

None

5.3.6 zb_mgmtPermitJoinReq()

RFNRIEHIEE S RS iR & B LUER 1Z 6 SR A TR IR & NAIETIE),
[RE

zdo_status_t zb_mgmtPermitJoinReq(ul6 dstNwkAddr, u8 permitJoinDuration,
u8 tcSignificance, u8 *segNo,
zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description
dstNwkAddr ul6 Short address of the target device.
permitJoinDuration u8 Time in seconds during which the device

allows to join.

tcSignificance u8 TC significance.
seqNo u8* The sequence number used by this command.
indCb zdo_callback NULL.

5.3.7 zb_mgmtLeaveReq()

BREHE <,
[R3!

zdo_status_t zb_mgmtlLeaveReq(ul6 dstNwkAddr,
zdo_mgmt_leave_req_t *pReq,
u8 *seqgNo, zdo_callback indCb)
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R[EE

zdo_status_t

Name Type Description
dstNwkAddr ul6 Short address of the target device.
pReq zdo_mgmt_leave_req_t* Address information of the device that

needs to be leaved.

seqNo u8* The sequence number used by this
command.
indCb zdo_callback Callback function for Mgmt_Leave_rsp.

5.3.8 zb_mgmtLqiReq()

REX B BRI XX EE o
EE
zdo_status_t zb_mgmtLqiReq(ul16 dstNwkAddr,

zdo_mgmt_1lqi_req_t *pReq,
u8 *seqNo, zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description
dstNwkAddr ul6 Short address of the target device.
pReq zdo_mgmt_Iqi_req_t* Address information of the device that

needs to be requested.

seqNo u8* The sequence number used by this
command.
indCb zdo_callback Callback function for Mgmt_Lqi_rsp.

5.3.9 zb_mgmtBindReq()

REEMREIRHERES.
[FE!
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zdo_status_t zb_mgmtBindReq(ul6 dstNwkAddr,

R[EIE

zdo_status_t

zdo_mgmt_bind_req_t *pReq,

u8 *seqNo, zdo_callback indCb)

Name Type Description

dstNwkAddr ul16 Short address of the target device.

pReq zdo_mgmt_bind_req_t" Information of the device that needs to be
requested.

seqNo u8* The sequence number used by this
command.

indCb zdo_callback Callback function for Mgmt_Bind_rsp.

5.3.10 zb_mgmtNwkUpdateReq()

EHRME SR ERMEIFRE B

[R3!

zdo_status_t zb_mgmtNwkUpdateReq(ul16 dstNwkAddr,
zdo_mgmt_nwk_update_req_t *pReq,
u8 *seqgNo, zdo_callback indCb)

Rl

zdo_status_t

Name Type Description

dstNwkAddr ul16 Short address of the target device.

pReq zdo_mgmt_nwk_update_req_t* Information of the device that needs to be
requested.

seqNo u8* The sequence number used by this
command.

indCb zdo_callback Callback function for

Mgmt_Nwk_Update_notify.
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5.3.11 zb_zdoBindUnbindReq()

zdo_status_t zb_zdoBindUnbindReq(bool isBinding, zdo_bind_req_t *pReq,
u8 *segNo, zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description

isBinding bool TRUE - bind, FALSE - unbind.

pReq zdo_bind_req_t * Information of the device that needs to be
requested.

segNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for Bind_rsp/Unbind_rsp.

5.3.12 zb_zdoNwkAddrReq()

ER BAREE AR <,
[R3!

zdo_status_t zb_zdoNwkAddrReq(u16 dstNwkAddr, zdo_nwk_addr_req_t *pReq,
u8 *segNo, zdo_callback indCb)

R[EIE

zdo_status_t

Name Type Description

dstNwkAddr ul16 Short address of the target device.

pReq zdo_nwk_addr_req_t * Information of the device that needs to be
requested.

seqNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for NWK_addr_rsp.
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5.3.13 zb_zdoleeeAddrReq()

BERERKMILE L,
[R3

zdo_status_t zb_zdoIeeeAddrReq(ulé6 dstNwkAddr, zdo_ieee_addr_req_t *pReq,
u8 *seqNo, zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description

dstNwkAddr ul6 Short address of the target device.

pReq zdo_ieee_addr_req_t * Information of the device that needs to be
requested.

segqNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for IEEE_addr_rsp.

5.3.14 zb_zdoSimpleDescReq()

AR B IR E REARTHE R
I
zdo_status_t zb_zdoSimpleDescReq(ul6 dstNwkAddr,

zdo_simple_descriptor_req_t *pReq,
u8 *segNo, zdo_callback indCb)

R[EE

zdo_status_t

Name Type Description

dstNwkAddr  u16 Short address of the target device.

pReq zdo_simple_descriptor_req_t  Information of the device that needs to be requested.
segNo u8” The sequence number used by this command.

indCb zdo_callback Callback function for Simple_Desc_rsp.
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5.3.15 zb_zdoNodeDescReq()

FERERT RERRFER.
[REY
zdo_status_t zb_zdoNodeDescReq(ul6 dstNwkAddr,

zdo_node_descriptor_req_t *pReq,
u8 *segNo, zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description

dstNwkAddr  u16 Short address of the target device.

pReq zdo_node_descriptor_req_t *  Information of the device that needs to be requested.
segqNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for Node_Desc_rsp.

5.3.16 zb_zdoPowerDescReq()

AEREFERBEREARFER.
FEE
zdo_status_t zb_zdoPowerDescReq(ul6 dstNwkAddr,

zdo_power_descriptor_req_t *pReq,
u8 *seqNo, zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description

dstNwkAddr ul16 Short address of the target device.

pReq zdo_power_descriptor_req_t Information of the device that needs to be requested.
seqNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for Power_Desc_rsp.
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5.3.17 zb_zdoActiveEpReq()

EREERNIERER.
[FE&!

zdo_status_t zb_zdoActiveEpReq(ul6 dstNwkAddr, zdo_active_ep_req_t *pReq,
u8 *seqNo, zdo_callback indCb)

R[E{E

zdo_status_t

Name Type Description

dstNwkAddr  u16 Short address of the target device.

pReq zdo_active_ep_req_t * Information of the device that needs to be requested.
seqNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for Active_Ep_rsp.

5.3.18 zb_zdoMatchDescReq()

AR B LE IR THE Ro
FE
zdo_status_t zb_zdoMatchDescReq(ul6 dstNwkAddr,

zdo_match_descriptor_req_t *pReq,
u8 *seqNo, zdo_callback indCb)

R[EIE

zdo_status_t

Name Type Description

dstNwkAddr u16 Short address of the target device.

pReq zdo_match_descriptor_req_t Information of the device that needs to be requested.
seqNo u8* The sequence number used by this command.

indCb zdo_callback Callback function for Match_Desc_rsp.
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5.3.19 zb_isDeviceFactoryNew()

RETREGEM&E.

bool zb_isDeviceFactoryNew(void)

E[E{E
TRUE or FALSE
5.3.20 zb_isDeviceJoinedNwk()

KETREGEEAN.

[F8Y

bool zb_isDeviceJoinedNwk(void)
BENE

TRUE or FALSE

5.3.21 zb_getMacAssocPermit()

FRENASTI REIN A VPR o
=3

bool zb_getMacAssocPermit(void)

R[EIE
TRUE or FALSE

5.3.22 zb_apsExtPanidSet()

1% & Extend PAN IDo

vold zb_apsExtPanidSet(extPANId_t panId)

R[E{E

None
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5.4 ZCL

Name Type

Description

panld extPANId_t Extend PAN identifier.

5.4.1 zcl_init()

a1 ZCL IR, EMERL < B,

[R3!

void zcl_init(zcl_hookFn_t fn)

R[E{E

None

Name Type Description

fn zcl_hookFn_t Callback function.

5.4.2 zcl_register()

IR AR S 3 FM cluster. attributes 1 command.

[FE!

vold zcl_register(u8 endpoint, u8 clusterNum, zcl_specClusterInfo_t *info)

R[E{E
None
Name Type Description
endpoint u8 Endpoint.
clusterNum u8 The total number of clusters supported by the endpoint.
info zcl_specClusterinfo_t* Information of the clusters.

AN-19052901-C6

84 Ver1.2.2



T Telink
N AX#ZERE Zigbee SDK FFRIER

5.5 OTA

5.5.1 ota_init()

181K OTA BERIRRE S MEER R,
[RE!

vold ota_init(ota_type_e type,
af_simple_descriptor_t *simpleDesc,
ota_preamble_t *otaPreamble,
ota_callBack_t *cb)

R[EE
None
Name Type Description
type ota_type_e Client or server.
simpleDesc af_simple_descriptor_t* Simple descriptor.
otaPreamble ota_preamble_t* Information of the OTA preamble.
cb ota_callBack_t* Callback function for OTA message.

5.5.2 ota_queryStart()

B5h OTA EiIhEE, Bf: ),

vold ota_queryStart(ulé seconds)

R[E{E

None

Name Type Description

seconds u8 Query cycle, in second
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6 OTA

TLSR8 1 TLSRO RFITF 2#F Flash Zib/Eah: BRT Flash #ilik 0x00000, EZFFM 0x40000 EEXE H
3E1To Telink Zigbee SDK /8 T iZ4FM3RIZH OTA HITHAE

M2.5 TaEIEN, FA19 BT mREHXIE Firmware F1 OTA-Image, EH A/ A ATF 208KB (512KB Flash)o.

Rig HAIETEIETT Firmware BEIH, Hig&EHIT OTA AR, FEVEGEIEREHFMEE OTA-Image, 1£ OTA
ZRABWIDETD G, BERBHIEZIT OTA-Image BIEMH, 54 OTA, RRXEHIT.

6.1 OTA #1441k

typedef enum{
OTA_TYPE_CLIENT,
OTA_TYPE_SERVER

Jota_type_e;

vold ota_init(ota_type_e type, af_simple_descriptor_t *simpleDesc,
ota_preamble_t *otaPreamble, ota_callBack_t *cb);

OTA BB P ARSIEE (Server) MARIHIEE (Client)s Etk, £ OTA ¥IBHUREEEE OTA ¥IBHKMIARS

KA,

—fit, WARIKENRIRRE (Client), NEARIKERUMEHFINZENRSIKE (Server)o

6.2 OTA Server

OTA IRBIHFEERBFALILFZFIEENFEHS N OTA-Image XiIFft OTA £,

Fan: REiHE B THESE Firmware X, BBARLUEBEIRZED OTA image (& OTA Header BIFAE
£, &% Zigbee Cluster Library Specification) E7ZZ] OTA-Image X,

L OTA BRSBIGTEIAR ota_init BREG, =BDhEEE OTA image HIEE,

6.3 OTA Client
98 OTA RiIFISGHM OTA T1aFEHA, ga: #.

vold ota_queryStart(ulé seconds);

OTA IR T ota_init RE/GE, BESBEEH E—XH OTA HERF L, MNBAMKEY, BEIREN
seconds #EFFIE OTA &K,
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6.4 OTA Image

OTA Image @— 1M E& OTA Header £ OTA Client I SRR T R FKEY zigbee X AP A LIEA Telink
1R1HEAY zigbee_ota_tool TH, BahfF Client inAYE 4R AKX Mo SDK FREKRFFFH K E 4B ST Hhik
&K (BEEH233 ET) BAKFHAHXMHRE, BN, H Client AR OTA EiEY, Server IHiFEIE
NO_IMAGE_AVAILABLE,

OTA Image X4, LA sampleLight_8258 Afjl:
(1) ¥ sampleLight_8258.bin # 1% zigbee_ota_tool_v2.2.exe"FREXHF¥,;
(2) Xifzigbee_ota_tool_v2.2.exe " I&RIZRIR{E;

(3) SfERMm<IT" ./zigbee_ota_tool_v2.2.exe [arg1] [arg2]”s

larg1]: XH&, FEHFNXHSR, WASEU: sampleLight_8258.bino

[arg2]: MIRAFHFEZSE, ARTFME. WRFE, AREMAES-12800%, WASEIN:
00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FFo

RIS

1141-0201-10013001-sampleLight_8258.zigbee

XHFAN:

(1) e SHEEEE  zigbee BXAL " .bin", {#A Telink BDT.exe IR T EBZXHEIZETHT OTA IRSiH
(M%) Flash B9 OTA-Image X1;

(2) BiaE XEMEEE " zigbee K .ota”, A ZGC TH, EF HCI OTABXHS AT OTA IRS i (W
X) Flash B9 OTA-Image Xidl, ZAEEE OTA fRSim (WX) fF8E ZBHCI_EN,

B IGCTOOL - O X

BIE nodesMGMT WGT zeneral Zroup on0ff level color identify scene OTA AF HCI OTh analyze

Port COM3 b
EandRate 115200 ~ 0TA file path |CZ,-"'Users/:\dmim"‘ﬂesktop/zgc_tool_srcfl141—0201—20013001—samp1eLight_8258. ota Start OTA
DataBits |8 v OTA Frogress Bar [N 10%
Parity Hone i
StopBits |1 i

apen

cloze
COM3 Opened

seroll to bottom
suto clear (1000 lines)

clear

Figure 6.1: XIFE& N

AN-19052901-C6 87 Ver1.2.2



T Telink
N AX#ZERE Zigbee SDK FFRIER

7 Bootloader

Telink Zigbee SDK [EBHBIEM# T bootloader T2, B A LI bootloader + app BIRISEIN ™= mIEE.

Hr, bootloader @—MEAREMGIFIERF, TEMTNARERAER (FEMFEE UART_ENABLE). E. I
BREERYINAE; app @— zigbee MR, BRI LIZE sampleGW. sampleLight. sampleSwitch BB F BT
MR BEF.

7E4R3F bootloader T#2RY, FEEJF BOOT_LOADER_MODE EXH 1, BNRFHFSIRE; ERIF app TI2H,
HEER BOOT_LOADER_MODE EX A 1, BUEEEEXHARLEEMEEEEIET.

7E bootloader 1 app TIRRIFLEM bin XHfE, FIEE2.43 THl2.6 5, HEER BDT ERIAKR
bin X5 BIRREBRH4E, AR ES bootloader, SAFEFIF bootloader IR OHRINEE (FEFAE
UART_ENABLE) , @8 0% app ALEIEHX,

7.1 MAEFEHE
1) ROfERE:

#define UART_ENABLE 1

2) RAOS|HECE

#define UART_TX_PIN UART_TX_PD7
#define UART_RX_PIN UART_RX_PAO

SIHEEERARSCH ARAALRFEFESEER, EFNEEER LT \bootLoader\board_xx.h XHFHEE,
3) RO

2R3N 115200,

Fk A%, LL sampleLight 8258 Fuffl:

(1) BFERIBRIRRT bootloader, EZERO;

(2) 1RRIERYF sampleLight_8258.bin, 5 t—ETi6 TRE, FHEEFFIRM OTA image AEXXH,;
(3) LEEBFAIR, PURIET VK_SW1 IREBMA FARIER,

(4) #TFF zGC TH, #EF HCI OTA"#=, 3 sampleLight_8258.bin", sii"Start OTA"FFIAFHER;
(5) SHERHZG, bootloader SMEFMMITIMIIN AR, HBKIEIETIT app B

AE:

- EFEEROARINEMNEZRT, ARIMEER ST LR (LED_POWER /T=ifE) 2 FhAMitk, ik
HREX 2 FORME VK_SW1 ZEHIET, ZEUWEI MSG_CMD_OTA_START_REQUEST &35
2. MREITHEORR, FEEEH LB,
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B ZGC TOOL - O X

BIE nodesMEMT MMT zeneral Zroup on0ff level color identify scene OTA AF HCI OTh analyze

Port COM? b
FaudRate |115200 w 0TA file path |CZsters;")\dmin.-"]]esktop;‘rzgc_tool_src,-‘rsampleLight_8258.bin | Start OTA
- STy =
Parity Hone i
StopBits |1 i

open

close

Figure 7.1: 20A%K
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8 ¥ RIhEE HCI #EO

Telink Zigbee SDK &t HCI EOAERFMY BREBEAA, BEAELIIEIFN../zigbee/zbhcis
LET HC OSSR M T 3 M5 UART. USB CDC #1 USB Printo #EXMMAIEINT:

N AX#ZERE Zigbee SDK FFRIER

UART -> #define ZBHCI_UART 1
USB CDC -> #define ZBHCI_USB_CDC 1
USB Print -> #define ZBHCI_USB_PRINT 1

MEFERAEMA, REERME/NRILA 18009,
F40: sampleGW FIFZE(ER UART A UAY HCI THEE, 1538 ZBHCI_UART 1REA 1o

8.1 EHIAIZE

Host Slave
HCI Command
(Request)
>
ACK
-+
HCI Command
(Response)
4
ACK

Figure 8.1: IZHIRAZE

8.2 A LM
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Header Message Type Message Length Checksum Payload Tail

1 Byte 2 Bytes 2 Bytes 1 Byte Variable 1 Byte
Field Description
Header Header flag, shall be 0x55.
Message Type Message Type, big-endian.
Message Length Payload length, big-endian.
Checksum The checksum.
Payload Payload.
Tail Tail flag, shall be OxAA.

Pt

+ HCI s L BIFTB FEREBR AIRIETL (big-endian)o

8.3 W& (Acknowledge format)

8.3.1 Message Type

Message Type Value
ZBHCI_CMD_ACKNOWLEDGE 0x8000
8.3.2 Payload
Message Type Status Reserved
2 Bytes 1 Byte 1 Byte
Name Description
Message Type HCl command message type.
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Name Description

Status O = Success;

1 = Wrong parameter;

2

Busy;
No memory.

3
4
0

Reserved

Unsupported command;

A

55 80 00 00 04 00 XX XX XX XX AA

=

Figure 8.2: & MIHE T

8.4 BDB ©5 %

8.4.1 Message Type

Tail

Reserve

Status

Message Type
Checksum
Message Length
ACK Message Type
Header

Message Type Value

ZBHCI_CMD_BDB_COMMISSION_FORMATION 0x0001
ZBHCI_CMD_BDB_COMMISSION_STEER 0x0002
ZBHCI_CMD_BDB_COMMISSION_TOUCHLINK 0x0003
ZBHCI_CMD_BDB_COMMISSION_FINDBIND 0x0004
ZBHCI_CMD_BDB_FACTORY_RESET Ox0005
ZBHCI_CMD_BDB_PRE_INSTALL_CODE 0x0006
ZBHCI_CMD_BDB_CHANNEL_SET 0x0007
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8.4.2 Payload

1) ZBHCI_CMD_BDB_COMMISSION_FORMATION
Fcpayload.

Tff: 55 00 01 00 60 00 AA

2) ZBHCI_CMD_BDB_COMMISSION_STEER
Fcpayload.

Tff: 55 00 02 00 60 00 AA

3) ZBHCI_CMD_BDB_COMMISSION_TOUCHLINK

Role

1 Byte

Name Description

Role 1 = Touch link initiator; 2 = Touch link target.

~f5): 55 00 03 00 01 00 XX AA
4) ZBHCI_CMD_BDB_COMMISSION_FINDBIND

Role

1 Byte

Name Description

Role 1 = Find & Bind initiator;2 = Find & Bind target.

Tf5l: 55 00 04 00 01 00 XX AA

5) ZBHCI_CMD_BDB_FACTORY_RESET
7c payload.

T:f5l: 55 00 05 00 00 00 AA
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6) ZBHCI_CMD_BDB_PRE_INSTALL_CODE

devAddr pre-install code

8 Bytes 16 Bytes

Name Description
devAddr The IEEE address of the pre-configured device.
pre-install code The pre-install code to generate link key for the device.

f5: 55 00 06 00 18 00 XX[8 Bytes] XX[16 Bytes] AA
7) ZBHCI_CMD_BDB_CHANNEL_SET

channelldx

1 Byte

Name Description

channelldx 11-26

~f5): 55 00 07 00 01 00 XX AA

8.5 MAKEIRH< (Network management command)

8.5.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_DISCOVERY_NWK_ADDR_REQ 0x0010
ZBHCI_CMD_DISCOVERY_IEEE_ADDR_REQ 0x0011
ZBHCI_CMD_DISCOVERY_NODE_DESC_REQ 0x0012
ZBHCI_CMD_DISCOVERY_SIMPLE_DESC_REQ 0x0013
ZBHCI_CMD_DISCOVERY_MATCH_DESC_REQ 0x0014

ZBHCI_CMD_DISCOVERY_ACTIVE_EP_REQ 0x0015
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Message Type Value

ZBHCI_CMD_BIND_REQ 0x0020
ZBHCI_CMD_UNBIND_REQ 0x0021
ZBHCI_CMD_MGMT_LQI_REQ 0x0030
ZBHCI_CMD_MGMT_BIND_REQ 0x0031
ZBHCI_CMD_MGMT_LEAVE_REQ 0x0032
ZBHCI_CMD_MGMT_DIRECT_JOIN_REQ 0x0033
ZBHCI_CMD_MGMT_PERMIT_JOIN_REQ 0x0034
ZBHCI_CMD_MGMT_NWK_UPDATE_REQ 0x0035
ZBHCI_CMD_NODES_JOINED_GET_REQ 0x0040
ZBHCI_CMD_NODES_TOGGLE_TEST_REQ 0x0041

ZBHCI_CMD_GET_LOCAL_NWK_INFO_REQ 0x0045

8.5.2 Payload (Host)

1) ZBHCI_CMD_DISCOVERY_NWK_ADDR_REQ

dstAddr ieeeAddr reqType startidx

2 Bytes 8 Bytes 1 Byte 1 Byte

Name Description

dstAddr The destination address to which this command will be sent, shall be unicast or
broadcast to all devices for which macRxOnWhenldle = TRUE.

ieeeAddr The IEEE address to be matched by the remote device.

reqType Request type for this command:
0x00 - Single device response;
0x01 - Extended response;
0x02 ~ OxFF - Reserved.

startldx If the request type for this command is extended response, the startidx provides
the starting index for the requested elements of the associated device list.

f5l: 55 00 10 00 OC 00 XX[2 Bytes] XX[8 Bytes] XX XX AA
2) ZBHCI_CMD_DISCOVERY_IEEE_ADDR_REQ
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dstAddr nwkAddrOfinterest reqType startldx

2 Bytes 2 Bytes 1 Byte 1 Byte
Name Description
dstAddr The destination address to which this command will be sent, shall be

unicast or broadcast to all devices for which macRxOnWhenldle = TRUE.

nwkAddrOfinterest The NWK address that is used for IEEE address mapping.

reqType Request type for this command:
0x00 - Single device response;
0x01 - Extended response;
0x02 ~ OxFF - Reserved.

startldx If the request type for this command is extended response, the startidx
provides the starting index for the requested elements of the associated
device list.

:f5: 55 00 11 00 06 00 XX[2 Bytes] XX[2 Bytes] XX XX AA
3) ZBHCI_CMD_DISCOVERY_NODE_DESC_REQ

dstAddr nwkAddrOfinterest

2 Bytes 2 Bytes
Name Description
dstAddr The destination address to which this command will be sent,

shall be unicast either to the remote device itself or to an
alternative device that contains the discovery information of
the remote device.

nwkAddrOfinterest NWK address of the target.

:f5: 55 00 12 00 04 00 XX[2 Bytes] XX[2 Bytes] AA
4) ZBHCI_CMD_DISCOVERY_SIMPLE_DESC_REQ

dstAddr nwkAddrOfinterest endpoint

2 Bytes 2 Bytes 1 Byte
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Name Description

dstAddr The destination address to which this command will be sent,
shall be unicast either to the remote device itself or to an
alternative device that contains the discovery information of
the remote device.

nwkAddrOfinterest NWK address of the target.

endpoint The endpoint on the destination.

7fl: 5500 13 00 05 00 XX[2 Bytes] XX[2 Bytes] XX AA
5) ZBHCI_CMD_DISCOVERY_MATCH_DESC_REQ

dstAddr nwkAddrOfinterest profilelD numinClusters numOutClusters clusterList

2 Bytes 2 Bytes 2 Bytes 1 Byte 1 Byte n Bytes
Name Description
dstAddr The destination address to which this command will be sent, shall be

unicast either to the remote device itself or to an alternative device that
contains the discovery information of the remote device.

nwkAddrOfinterest NWK address of the target.
profilelD Profile ID to be matched at the destination.
numlInClusters The number of input clusters provided for matching within the

inClusterList.

numOutClusters The number of output clusters provided for matching within the
outClusterList.

clusterList inClusterList + outClusterList.
List of input cluster IDs to be used for matching, the inClusterList is the
desired list to be matched by the Remote Device (the elements of the
inClusterList are the supported output clusters of the Local Device).
List of output cluster IDs to be used for matching, the outClusterList is
the desired list to be matched by the Remote Device (the elements of
the outClusterlList are the supported input clusters of the Local Device).

~f5: 55 00 14 msgLenH msglLenL 00 XX[2 Bytes] XX[2 Bytes] XX[2 Bytes] XX XX XX[n Bytes] AA

6) ZBHCI_CMD_DISCOVERY_ACTIVE_EP_REQ
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dstAddr nwkAddrOfinterest

2 Bytes 2 Bytes
Name Description
dstAddr The destination address to which this command will be sent,

shall be unicast either to the remote device itself or to an
alternative device that contains the discovery information of
the remote device.

nwkAddrOfinterest NWK address of the target.

f5l: 55 00 15 00 04 00 XX[2 Bytes] XX[2 Bytes] AA
7) ZBHCI_CMD_BIND_REQ / ZBHCI_CMD_UNBIND_REQ

srclEEEAddr srcEndpoint clusterID dstAddrMode dstAddr dstEndpoint

8 Bytes 1 Byte 2 Bytes 1 Byte 2 or 8 Bytes O or1Byte
Name Description
srclEEEAddr The IEEE address for the source.
srcEndpoint The source endpoint for the binding entry.
clusterlD The identifier of the cluster on the source device that is bound to the
destination.
dstAddrMode The addressing mode for the destination address used in this command.

0Ox00 - Reserved;

0x01 - 16-bit group address for dstAddr and dstEndpoint not present;
0x02 - Reserved;

0x03 - 64-bit extended address for dstAddr and dstEndpoint present;
0x04 ~ OxFF - Reserved.

dstAddr The destination address for the binding entry.

dstEndpoint Shall be present only if the dstAddrMode field has a value of 0x03 and,
if present, shall be the destination endpoint for the binding entry.

f5: ZBHCI_CMD_BIND_REQ:
55 00 20 msgLenH msglLenL 00 XX[8 Bytes] XX XX[2 Bytes] XX XX[2 or 8 Bytes] XX[O or 1 Byte] AA
ZBHCI_CMD_UNBIND_REQ:
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55 00 21 msgLenH msglLenL OO0 XX[8 Bytes] XX XX[2 Bytes] XX XX[2 or 8 Bytes] XX[O or 1 Byte] AA

8) ZBHCI_CMD_MGMT_LQI_REQ

dstAddr startldx

2 Bytes 1 Byte

Name Description
dstAddr The destination address to which this command will be sent, shall be unicast.
startldx Starting index for the requested elements of the neighbor table.

f5l: 55 00 30 00 03 00 XX[2 Bytes] XX AA
9) ZBHCI_CMD_MGMT_BIND_REQ

dstAddr startldx

2 Bytes 1 Byte

Name Description
dstAddr The destination address to which this command will be sent, shall be unicast.
startldx Starting index for the requested elements of the binding table.

~f5l: 55 00 31 00 03 00 XX[2 Bytes] XX AA
10) ZBHCI_CMD_MGMT_LEAVE_REQ

dstAddr devAddr rejoin removeChildren

2 Bytes 8 Bytes 1 Byte 1 Byte
Name Description
dstAddr The destination address to which this command will be sent, shall be unicast.
devAddr The IEEE address of the device to be removed or NULL if the device removes
itself.
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Name

Description

rejoin

removeChildren

TRUE if the device is being asked to leave from the current parent and
requested to rejoin the network. Otherwise, the parameter has a value of
FALSE.

TRUE if the device being asked to leave the network is also being asked to
remove its child device, if any. Otherwise, it has a value of FALSE.

n~5: 55 00 32 00 OC 00 XX[2 Bytes] XX[8 Bytes] XX XX AA

11) ZBHCI_CMD_MGMT_PERMIT_JOIN_REQ

dstAddr permitDuration TC_significance

2 Bytes 1 Byte 1 Byte
Name Description
dstAddr The destination address to which this command will be sent.

permitDuration

TC_significance

The length of time in seconds during which the coordinator or router will
allow associations. The value Ox0O0 and Oxff indicate that permission is
disabled or enabled, respectively, without a specified limit.

This field shall always have a value of 1, indicating a request to change the
Trust Center policy. If a frame is received with a value of O, it shall be
treated as having a value of 1.

5 55 00 34 00 04 00 XX[2 Bytes] XX XX AA

12) ZBHCI_CMD_MGMT_NWK_UPDATE_REQ

dstAddr nwkManagerAddr scanChannels scanDuration scanCount/ nwkUpdateld

2 Bytes 2 Bytes 4 Bytes 1 Byte 1 Byte
Name Description
dstAddr The destination address to which this command will be sent.
nwkManagerAddr This field shall be present only if the scanDuration is set to Oxff, and, when

present, it indicates the NWK address for the device with the Network
Manager bit set in its Node Descriptor.
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Name Description
scanChannels Channel bit mask, 32-bit field structure.
scanDuration A value used to calculate the length of time to spend on scanning each

channel. Ox00 ~ Ox05 or Oxfe or Oxff.

scanCount This field represents the number of energy scans to be conducted and
reported. This field shall be present only if the scanDuration is within the
range of Ox00 to Ox05.

nwkUpdateld The value of the nwkUpdateld contained in this request. This value is set by
the Network Channel Manager prior to sending the message. This field shall
only be present if the scanDuration is Oxfe or Oxff. If the scanDuration is Oxff,
then the value in the nwkUpdateld shall be ignored.

Ml 55 00 35 00 OA 00 XX[2 Bytes] XX[2 Bytes] XX[4 Bytes] XX XX AA
13) ZBHCI_CMD_NODES_JOINED_GET_REQ

startldx
2 Bytes
Name Description
startldx Starting index for the requested elements of the joined node list.

f5: 55 00 40 00 02 00 XX[2 Bytes] AA
14) ZBHCI_CMD_NODES_TOGGLE_TEST_REQ

unicast/broadcast timerinterval

1 Byte 1 Byte

Name Description

unicast/broadcast 0x00 - broadcast mode; Ox01 - unicast mode, send toggle command to
each node in turn;

timerinterval The timer interval of the data transmission. Unit: 10millisecond.

f5l: 55 00 41 00 02 00 XX XX AA
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15) ZBHCI_CMD_GET_LOCAL_NWK_INFO_REQ
7c payloads
TfFl: 55 00 45 00 00 00 AA

8.5.3 Message Type (Slave)

Message Type Value

ZBHCI_CMD_DISCOVERY_NWK_ADDR_RSP 0x8010
ZBHCI_CMD_DISCOVERY_IEEE_ADDR_RSP 0x8011
ZBHCI_CMD_DISCOVERY_NODE_DESC_RSP 0x8012
ZBHCI_CMD_DISCOVERY_SIMPLE_DESC_RSP  0x8013
ZBHCI_CMD_DISCOVERY_MATCH_DESC_RSP  0Ox8014

ZBHCI_CMD_DISCOVERY_ACTIVE_EP_RSP 0x8015

ZBHCI_CMD_BIND_RSP 0x8020
ZBHCI_CMD_UNBIND_RSP 0x8021
ZBHCI_CMD_MGMT_LQI_RSP 0x8030
ZBHCI_CMD_MGMT_BIND_RSP 0x8031
ZBHCI_CMD_MGMT_LEAVE_RSP 0x8032
ZBHCI_CMD_MGMT_DIRECT_JOIN_RSP 0x8033
ZBHCI_CMD_MGMT_PERMIT_JOIN_RSP 0x8034
ZBHCI_CMD_MGMT_NWK_UPDATE_RSP 0x8035
ZBHCI_CMD_NODES_JOINED_GET_RSP 0x8040
ZBHCI_CMD_NODES_TOGGLE_TEST_RSP 0x8041
ZBHCI_CMD_NODES_DEV_ANNCE_IND 0x8043

ZBHCI_CMD_GET_LOCAL_NWK_INFO_RSP 0x8045
ZBHCI_CMD_DATA_CONFIRM 0x8200

ZBHCI_CMD_NODE_LEAVE_IND 0x8202

8.5.4 Payload (Slave)

1) ZBHCI_CMD_DISCOVERY_NWK_ADDR_RSP
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srcAddr seqNum

status ieeeAddr nwkAddr numAssocDev startldx assocDevlist

2 Bytes 1 Byte

1 Byte 8 Bytes 2 Bytes O or 1 Byte O or 1Byte 0O orn Bytes

Name Description

srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.

status The status of the request command.

ieeeAddr 64-bit address for the Remote Device.

nwkAddr 16-bit address for the Remote Device.

numAssocDev Count of the number of 16-bit short address to follow.

startldx Starting index into the list of associated devices for this report.

assocDevlList

The list of associated devices.

51: 5580 10 msglenH msglenL 00 XX[2 Bytes] XX XX XX[8 Bytes] XX[2 Bytes] {XX XX XX[n Bytes]} AA

2) ZBHCI_CMD_DISCOVERY_IEEE_ADDR_RSP

srcAddr seqNum

status ieeeAddr nwkAddr numAssocDev startldx assocDevlList

2 Bytes 1 Byte

1 Byte 8 Bytes 2 Bytes O or 1 Byte Oor 1Byte O ornBytes

Name Description

srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.

status The status of the request command.

ieeeAddr 64-bit address for the Remote Device.

nwkAddr 16-bit address for the Remote Device.

numAssocDev Count of the number of 16-bit short address to follow.

startldx Starting index into the list of associated devices for this report.

assocDevlList

The list of associated devices.

51 5580 11 msglLenH msglenL 00 XX[2 Bytes] XX XX XX[8 Bytes] XX[2 Bytes] {XX XX XX[n Bytes]} AA
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3) ZBHCI_CMD_DISCOVERY_NODE_DESC_RSP

srcAddr seqNum status nwkAddrOfinterest nodeDesc
2 Bytes 1 Byte 1 Byte 2 Bytes O or n Bytes
Name Description
srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.
status The status of the request command.

nwkAddrOfIinterest

nodeDesc

NWK address for the request.

This field shall only be included in the frame if the status field is SUCCESS.

5 5580 12 msglLenH msglenl 00 XX[2 Bytes] XX XX XX[2 Bytes] {XX[n Bytes]} AA

4) ZBHCI_CMD_DISCOVERY_SIMPLE_DESC_RSP

srcAddr seqNum status nwkAddrOfinterest length simpleDesc
2 Bytes 1 Byte 1 Byte 2 Bytes 1 Byte n Bytes
Name Description
srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.
status The status of the request command.

nwkAddrOflnterest
length

simpleDesc

NWK address for the request.
The length of simple description.

This field shall only be included in the frame if the status field is SUCCESS.

A ffl: 55 80 13 msglLenH msglenL 00 XX[2 Bytes] XX XX XX[2 Bytes] XX {XX[n Bytes]} AA

5) ZBHCI_CMD_DISCOVERY_MATCH_DESC_RSP

AN-19052901-C6

104 Ver1.2.2



T Telink
N AX#ZERE Zigbee SDK FFRIER

srcAddr seqNum status nwkAddrOfinterest matchLen matchList

2 Bytes 1 Byte 1 Byte 2 Bytes 1 Byte n Bytes
Name Description
srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.
status The status of the request command.
nwkAddrOfinterest NWK address for the request.
matchLen The count of endpoints on the Remote Device that match the request
criteria.
matchList List of bytes each of which represents an 8-bit endpoint.

~31: 55 80 14 msglenH msglenL 00 XX[2 Bytes] XX XX XX[2 Bytes] XX {XX[n Bytes]} AA
6) ZBHCI_CMD_DISCOVERY_ACTIVE_EP_RSP

srcAddr seqNum status nwkAddrOfinterest activeEpCount eplList

2 Bytes 1 Byte 1 Byte 2 Bytes 1 Byte n Bytes
Name Description
srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.
status The status of the request command.
nwkAddrOfinterest NWK address for the request.
activeEpCount The count of active endpoints.
epList List of active endpoints.

5 5580 15 msglLenH msgLenL 00 XX[2 Bytes] XX XX XX[2 Bytes] XX {XX[n Bytes]} AA
7) ZBHCI_CMD_BIND_RSP / ZBHCI_CMD_UNBIND_RSP
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srcAddr seqNum status

2 Bytes 1 Byte 1 Byte

Name

Description

srcAddr
seqgNum

status

The source address of this command has been received.
ZDP transaction sequence number.

The status of the request command.

~f5l: ZBHCI_CMD_BIND_RSP:

55 80 20 00 04 00 XX[2 Bytes] XX XX AA

ZBHCI_CMD_UNBIND_RSP:

55 80 21 00 04 00 XX[2 Bytes] XX XX AA

8) ZBHCI_CMD_MGMT_LQI_RSP

neighborTab neighborTabList
srcAddr seqNum  status Entries startldx Count neighborTabList
2 Bytes 1 Byte 1 Byte 1 Byte 1 Byte 1 Byte n Bytes
Name Description
srcAddr The source address of this command has been received.
segNum ZDP transaction sequence number.
status The status of the request command.

neighborTabEntries

startldx

neighborTabListCount

neighborTabList

Total number of Neighbor Table entries within the Remote Device.

Starting index within the Neighbor Table to begin reporting for the
neighborTabList.

Number of Neighbor Table entries included within neighborTablList.

A list of descriptors, beginning with the startldx element and
continuing for neighborTabListCount.

51 55 80 30 msglLenH msglLenL 00 XX[2 Bytes] XX XX XX XX XX {XX[n Bytes]} AA

9) ZBHCI_CMD_MGMT_BIND_RSP
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srcAddr seqNum  status bindingTabEntries startldx bindingTabListCount bindingTabList

2 Bytes 1 Byte 1 Byte 1 Byte 1 Byte 1 Byte n Bytes
Name Description

srcAddr The source address of this command has been received.

segNum ZDP transaction sequence number.

status The status of the request command.

bindingTabEntries

startldx

bindingTabListCount

bindingTabList

Total number of Binding Table entries within the Remote Device.

Starting index within the Binding Table to beqin reporting for the
bindingTablList.

Number of Binding Table entries included within bindingTabList.

A list of descriptors, beginning with the startldx element and continuing
for bindingTabListCount.

f5: 5580 31 msglLenH msglLenL 00 XX[2 Bytes] XX XX XX XX XX {XX[n Bytes]} AA

10) ZBHCI_CMD_MGMT_LEAVE_RSP

srcAddr seqNum status ieeeAddr rejoin

2 Bytes 1 Byte 1 Byte 8 Bytes 1 Byte

Name

Description

srcAddr
segNum
status
ieeeAddr

rejoin

The source address of this command has been received.
ZDP transaction sequence number.

The status of the request command.

64-bit address for the leave device.

Whether the leave device to rejoin.

5l 55 80 32 00 OD 00 XX[2

Bytes] XX XX XX[8 Bytes] XX AA

11) ZBHCI_CMD_MGMT_PERMIT_JOIN_RSP
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srcAddr seqNum status

2 Bytes 1 Byte 1 Byte

Name Description

srcAddr  The source address of this command has been received.
seqNum  ZDP transaction sequence number.

status The status of the request command.

f5l: 55 80 34 00 02 00 XX[2 Bytes] XX XX AA

12) ZBHCI_CMD_NODES_JOINED_GET_RSP

totalCnt startldx listCount status addrList

2 Bytes 2 Byte 1 Byte 1Byte n Bytes

addrlList:

IEEEAddr nwkAddr

8 Bytes 2 Bytes

Name Description

totalCnt  The total count of the joined nodes.

startldx Starting index within the mac address list.

listCount The count of the MAC address list in the current packet.
status The status of the request command.

addrList  The address list in the current packet.

51 55 80 40 msglLenH msglenL 00 XX[2 Bytes] XX[2 Bytes] XX XX {XX[n Bytes]} AA
13) ZBHCI_CMD_NODES_TOGGLE_TEST_RSP

7C payload.

il 5580 41 00 00 00 AA
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14) ZBHCI_CMD_NODES_DEV_ANNCE_IND

nwkAddr ieeeAddr capability

2 Bytes 8 Bytes 1 Byte

Name Description

nwkAddr NWHK address of the joined device.
ieeeAddr  IEEE address of the joined device.

capability Capability of the joined device.

5l 55 80 43 00 OB 00 XX[2 Bytes] XX[8 Bytes] XX AA
15) ZBHCI_CMD_GET_LOCAL_NWK_INFO_RSP

devType capability onANetwork paniD extPaniD nwkAddr ieeeAddr

1 Byte 1 Byte 1 Byte 2 Bytes 8 Bytes 2 Bytes 8 Bytes
Name Description
devType 0x00 - coordinator; OxO1 - router; Ox02 - endDevice;

capability Capability of the local device.

onANetwork Whether the device on a network.

paniD The 16-bit PAN identifier of the network.
extPanID The 64-bit PAN identifier of the network.
nwkAddr The network address of the local device.
ieeeAddr IEEE address of the local device.

5l 55 80 45 00 17 00 XX XX XX XX[2 Bytes] XX[8 Bytes] XX[2 Bytes] XX[8 Bytes] AA

16) ZBHCI_CMD_DATA_CONFIRM

dstAddrMode dstAddr srcEP dstEP clusterlD status

1 Byte 0/2/8 Bytes 1Byte 0/1Byte 2Bytes 1Byte
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Name Description

dstAddrMode The destination address mode to which this command will be sent.
devAddr The destination address to which this command will be sent.

srcEP The source endpoint for this command.

dstEP The destination endpoint for this command.

clusterID The identifier of the cluster for this command.

status The status of sending this command.

apsCnt The aps level counter corresponding to this command.

5 55 82 00 msgLenH msglLenL 00 XX XX[0/2/8 Bytes] XX XX[0/1 Byte] XX[2 Bytes] XX XX AA

17) ZBHCI_CMD_NODE_LEAVE_IND

totalCnt extAddr

2 Bytes 8 Bytes

Name Description
totalCnt The total count of leave indication which the device has received.
extAddr The extention address of the leave node.

5: 5582 02 00 0a 00 XX[2 Bytes] XX[8 Bytes] AA

8.6 ZCL Cluster ii %

8.6.1 ZCL #5% header #&3{

ZCLCmdHdr:

dstAddrMode dstAddr srcEp  dstEp

1 Byte 0/2/8 Bytes 1Byte 1Byte
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Name Description
dstAddrMode Destination address mode:
0 - without destination address and endpoint, for binding;
1 - with group address;
2 - with destination short address and endpoint;
3 - with destination IEEE address and endpoint.
dstAddr Destination address for this command.
srcEp Source endpoint.
dstEp Destination endpoint if dstAddrMode is 2 or 3.
ZCLCmdRspHdr:
srcAddr srcEp dstEp seqNum
2 Bytes 1Byte 1Byte 1 Byte
Name Description
srcAddr Source address for this command.
srcEp Source endpoint.
dstEp Destination endpoint.
seqNum The sequence number in the zcl header.

8.6.2 General cluster command

8.6.2.1 Message Type (Host)

Message Type Value
ZBHCI_CMD_ZCL_ATTR_READ 0x0100
ZBHCI_CMD_ZCL_ATTR_WRITE 0x0101

ZBHCI_CMD_ZCL_CONFIG_REPORT 0x0102

ZBHCI_CMD_ZCL_READ_REPORT_CFG 0x0103
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8.6.2.2 Payload (Host)

1) ZBHCI_CMD_ZCL_ATTR_READ

ZCLCmdHdr profileID direction clusterID attrNum attrList

n Bytes 2 Bytes 1 Byte 2 Bytes 1 Byte n Bytes
attrList:
attrID[0] oattriD[1] ... attriDIn]
2 Bytes 2 Bytes .. 2 Bytes
Name Description

ZCLCmdHdr ZCL command header.

profilelD Profile identifier.

direction O - Client to server; 1 - Server to client.
clusteriD Cluster identifier.

attrNum The number of attributes to be read.
attrList The list of the attribute IDs to be read.

2 ffl: 55 01 00 msgLenH msgLenL 00 XX[n Bytes] XX[2 Bytes] XX XX[2 Bytes] XX {XX[n Bytes]} AA

2) ZBHCI_CMD_ZCL_ATTR_WRITE

ZCLCmdHdr profilelD direction clusterID attrNum attrList[0] ... attrList[n]

n Bytes 2 Bytes 1 Byte 2 Bytes 1 Byte n Bytes n Bytes

attrList:

attrID dataType attrData

2 Bytes 1 Byte n Bytes
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Name Description

ZCLCmdHdr ZCL command header.

profilelD Profile identifier.

direction O - Client to server; 1 - Server to client.
clusterID Cluster identifier.

attrNum The number of attributes to be written.
attrList The list of the attributes to be written.

2 ffl: 55 01 01 msglenH msglLenL 00 XX[n Bytes] XX[2 Bytes] XX XX[2 Bytes] XX {XX[n Bytes] ...} AA

3) ZBHCI_CMD_ZCL_CONFIG_REPORT

ZCLCmdHdr profilelD direction clusterID attrNum attrList[0] ... attrList[n]
n Bytes 2 Bytes 1 Byte 2 Bytes 1 Byte n Bytes n Bytes
attrList:
Report minRep maxRep reportable timeout
Direction attriD dataType Interval Interval Change Period
1 Byte 2 Bytes 1 Byte 2 Bytes 2 Bytes n Bytes 2 Bytes
Name Description

ZCLCmdHdr ZCL command header.

profilelD Profile identifier.

direction O - Client to server; 1 - Server to client.
clusteriD Cluster identifier.

attrNum The number of attributes to be configured.
attrList The list of the attributes to be configured.

Ml 55 01 02 msglLenH msglLenL 00 XX[n Bytes] XX[2 Bytes] XX XX[2 Bytes] XX {XX[n Bytes] ..} AA
4) ZBHCI_CMD_ZCL_READ_REPORT_CFG
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ZCLCmdHdr profilelD direction clusterID attrNum attrList[0] ... attrList[n]

n Bytes 2 Bytes

1 Byte 2 Bytes 1 Byte n Bytes n Bytes

attrList:

reportDirection attriD

1 Byte 2 Bytes
Name Description
ZCLCmdHdr ZCL command header.
profilelD Profile identifier.
direction O - Client to server; 1 — Server to client.
clusterID Cluster identifier.
attrNum The number of attributes’ configuration to be read.
attrList The list of the attributes to be read.

f5: 55 01 03 msglenH msglenl 00 XX[n Bytes] XX[2 Bytes] XX XX[2 Bytes] XX {XX[n Bytes] ...

8.6.2.3 Message Type (Slave)

Message Type Value
ZBHCI_CMD_ZCL_ATTR_READ_RSP 0x8100
ZBHCI_CMD_ZCL_ATTR_WRITE_RSP 0x8101

ZBHCI_CMD_ZCL_CONFIG_REPORT_RSP 0x8102

ZBHCI_CMD_ZCL_READ_REPORT_CFG_RSP 0x8103

ZBHCI_CMD_ZCL_REPORT_MSG_RCV 0x8104

ZBHCI_CMD_ZCL_DEFAULT_RSP 0x8105

8.6.2.4 Payload (Slave)

1) ZBHCI_CMD_ZCL_ATTR_READ_RSP

} AA
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ZCLCmdRspHdr clusterlD attrNum attrList[0] ... attrListIn]

5 Bytes 2 Bytes 1 Byte n Bytes n Bytes

attrList:

attriD status dataType data

2 Bytes 1 Byte 1 Byte n Bytes

Name Description

ZCLCmdRspHdr The zcl header of response command.

custerlD Cluster identifier.
attrNum The number of attributes to be read.
attrList The list of the attributes to be read.

2 f5l: 55 81 00 msglenH msglenl 00 XX[5 Bytes] XX[2 Bytes] XX {XX[n Bytes] ...} AA

2) ZBHCI_CMD_ZCL_ATTR_WRITE_RSP

ZCLCmdRspHdr clusteriD attrNum attrList[0] ... attrList[n]

5 Bytes 2 Bytes 1 Byte n Bytes n Bytes

attrList:

status attriD

1 Byte 2 Bytes

Name Description

ZCLCmdRspHdr The zcl header of response command.

custerlD Cluster identifier.
attrNum The number of attributes to be written.
attrList The list of the attributes to be written.
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ffl: 5581 01 msgLenH msglLenL 00 XX[5 Bytes] XX[2 Bytes] XX {XX[n Bytes] ...} AA
3) ZBHCI_CMD_ZCL_CONFIG_REPORT_RSP

ZCLCmdRspHdr clusterID attrNum attrList[0] ... attrListIn]

5 Bytes 2 Bytes 1 Byte n Bytes n Bytes

attrList:

status reportDirection attriD

1 Byte 1 Byte 2 Bytes

Name Description

ZCLCmdRspHdr  The zcl header of response command.

custerlD Cluster identifier.
attrNum The number of attributes’ reporting to be configured.
attrList The list of the attributes to be configured.

A ffl: 55 8102 msglLenH msglLenL 00 XX[5 Bytes] XX[2 Bytes] XX {XX[n Bytes] ...} AA
4) ZBHCI_CMD_ZCL_READ_REPORT_CFG_RSP

ZCLCmdRspHdr clusterlD attrNum attrList[0] ... attrListIn]
5 Bytes 2 Bytes 1 Byte n Bytes n Bytes
attrList:
maxRep
Report minRep Inter- Reportable timeout
status Direction attriD dataType Interval val Change Period
1 Byte 1 Byte 2 1 Byte 2 Bytes 2 Bytes n Bytes 2 Bytes
Bytes
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Name Description

ZCLCmdRspHdr The zcl header of response command.

custerID Cluster identifier.
attrNum The number of attributes’ reporting to be read.
attrList The list of the attributes to be read.

A ffl: 55 8103 msglLenH msglLenL 00 XX[5 Bytes] XX[2 Bytes] XX {XX[n Bytes] ...} AA
5) ZBHCI_CMD_ZCL_REPORT_MSG_RCV

ZCLCmdRspHdr clusterlID attrNum attrList[0] .. attrList[n]

5 Bytes 2 Bytes  1Byte n Bytes ... N Bytes

attrList:

attrID dataType data

2 Bytes 1 Byte n Bytes

Name Description

ZCLCmdRspHdr The zcl header of response command.

custerID Cluster identifier.
attrNum The number of attributes’ reporting message to be received.
attrList The list of the attributes’ reporting message to be received.

2 ffl: 55 81 04 msglLenH msglLenL 00 XX[5 Bytes] XX[2 Bytes] XX {XX[n Bytes] ...} AA

6) ZBHCI_CMD_ZCL_DEFAULT_RSP

ZCLCmdRspHdr clusterID commandID status

5 Bytes 2 Bytes 1 Byte 1 Byte
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Name Description

ZCLCmdRspHdr The zcl header of response command.

custerID Cluster identifier.
commandID The commandID of the send message.
status The status of the message.

5l 55 81 05 00 09 00 XX[5 Bytes] XX[2 Bytes] XX XX AA

8.6.3 Basic cluster command

8.6.3.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_BASIC_RESET 0x0110

8.6.3.2 Payload (Host)

ZCLCmdHdr

n Bytes

f5: 55 01 10 msglenH msglLenl 00 XX[n Bytes] AA

8.6.4 Group cluster command

8.6.4.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_GROUP_ADD 0x0120
ZBHCI_CMD_ZCL_GROUP_VIEW 0x0121
ZBHCI_CMD_ZCL_GROUP_GET_MEMBERSHIP 0x0122
ZBHCI_CMD_ZCL_GROUP_REMOVE 0x0123
ZBHCI_CMD_ZCL_GROUP_REMOVE_ALL 0x0124
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Message Type Value

ZBHCI_CMD_ZCL_GROUP_ADD_IF_IDENTIFYING 0x0125

8.6.4.2 Payload (Host)

1) ZBHCI_CMD_ZCL_GROUP_ADD

ZCLCmdHdr groupld groupName

n Bytes 2 Bytes n Bytes

Name Description

ZCLCmdHdr ZCL command header.
groupld Group identifier.

groupName Group name, character string.

2 ffl: 55 01 20 msglenH msglLenl 00 XX[n Bytes] XX[2 Bytes] XX[n Bytes] AA

2) ZBHCI_CMD_ZCL_GROUP_VIEW

ZCLCmdHdr groupld

n Bytes 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

groupld Group identifier.

A 5: 55 0121 msgLenH msglLenL 00 XX[n Bytes] XX[2 Bytes] AA
3) ZBHCI_CMD_ZCL_GROUP_GET_MEMBERSHIP

ZCLCmdHdr groupCount grouplList

n Bytes 1 Byte n Bytes
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Name Description

ZCLCmdHdr ZCL command header.
groupCount  Group count.

grouplList Group list.

2 ffl: 55 0122 msglLenH msglLenL 00 XX[n Bytes] XX XX[n Bytes] AA
4) ZBHCI_CMD_ZCL_GROUP_REMOVE

ZCLCmdHdr groupld

n Bytes 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

groupld Group identifier.

A ffl: 55 0123 msglLenH msglLenL 00 XX[n Bytes] XX[2 Bytes] AA
5) ZBHCI_CMD_ZCL_GROUP_REMOVE_ALL

ZCLCmdHdr

n Bytes

f5: 55 0124 msglLenH msglenL 00 XX[n Bytes] AA
6) ZBHCI_CMD_ZCL_GROUP_ADD_IF_IDENTIFYING

ZCLCmdHdr groupld groupName

n Bytes 2 Bytes n Bytes

Name Description

ZCLCmdHdr ZCL command header.

groupld Group identifier.
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Name Description

groupName Group name, character string.

A ffl: 55 0125 msglenH msglLenL 00 XX[n Bytes] XX[2 Bytes] XX[n Bytes] AA

8.6.4.3 Message Type (Slave)

Message Type Value
ZBHCI_CMD_ZCL_GROUP_ADD_RSP 0x8120
ZBHCI_CMD_ZCL_GROUP_VIEW_RSP 0x8121
ZBHCI_CMD_ZCL_GROUP_GET_MEMBERSHIP_RSP  0x8122
ZBHCI_CMD_ZCL_GROUP_REMOVE_RSP 0x8123
8.6.4.4 Payload (Slave)
1) ZBHCI_CMD_ZCL_GROUP_ADD_RSP
ZCLCmdRspHdr status groupld
5 Bytes 1Byte 2 Bytes
Name Description
ZCLCmdRspHdr The zcl header of response command.
status The status field is set to SUCCESS,

DUPLICATE_EXISTS, or

INSUFFICIENT_SPACE as appropriate.

groupld Group identifier.

5l 55 8120 00 08 00 XX[5 Bytes] XX XX[2 Bytes] AA

2) ZBHCI_CMD_ZCL_GROUP_VIEW_RSP

ZCLCmdRspHdr status groupld groupName

5 Bytes 1Byte 2 Bytes n Bytes
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Name Description

ZCLCmdRspHdr  The zcl header of response command.

status The status field is set to SUCCESS, or NOT_FOUND as appropriate.
groupld Group identifier.
groupName Group name, character string.

A fFl: 5581 21 msglLenH msglLenL 00 XX[5 Bytes] XX XX[2 Bytes] XX[n Bytes] AA

3) ZBHCI_CMD_ZCL_GROUP_GET_MEMBERSHIP_RSP

ZCLCmdRspHdr capability groupCount grouplList

5 Bytes 1 Byte 1 Byte n Bytes

Name Description

ZCLCmdRspHdr  The zcl header of response command.

capability The remaining capability of the group table of the device.
groupCount The number of groups contained in the group list field.
groupName The list of groupld in the group list field.

A ffl: 55 81 22 msglenH msglenl 00 XX[5 Bytes] XX XX XX[n Bytes] AA

4) ZBHCI_CMD_ZCL_GROUP_REMOVE_RSP

ZCLCmdRspHdr status groupld

5 Bytes 1Byte 2 Bytes
Name Description
ZCLCmdRspHdr The zcl header of response command.
status The status field is set to SUCCESS, DUPLICATE_EXISTS, or INSUFFICIENT_SPACE

as appropriate.

groupld Group identifier.
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:ffl: 558123 00 08 00 XX[5 Bytes] XX XX[2 Bytes] AA

8.6.5 Identify cluster command

8.6.5.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_IDENTIFY 0x0130

ZBHCI_CMD_ZCL_IDENTIFY_QUERY 0x0131

8.6.5.2 Payload (Host)

1) ZBHCI_CMD_ZCL_IDENTIFY

ZCLCmdHdr identifyTime

n Bytes 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

identifyTime Unsigned 16-bit integer.

2 ffl: 55 01 30 msglLenH msglLenL 00 XX[n Bytes] XX[2 Bytes] AA

2) ZBHCI_CMD_ZCL_IDENTIFY_QUERY

ZCLCmdHdr

n Bytes

2 ffl: 55 01 31 msglenH msglLenL 00 XX[n Bytes] AA

8.6.5.3 Message Type (Slave)
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Message Type

Value

ZBHCI_CMD_ZCL_IDENTIFY_QUERY_RSP  0x8131

8.6.5.4 Payload (Slave)

1) ZBHCI_CMD_ZCL_IDENTIFY_QUERY_RSP

ZCLCmdRspHdr timeout

5 Bytes 2 Bytes

Name Description

ZCLCmdRspHdr  The zcl header of response command.

timeout The remaining time.

5 55813100 07 00 XX[5 Bytes] XX[2 Bytes] AA

8.6.6 On/Off cluster command

8.6.6.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_ONOFF_ON 0x0140
ZBHCI_CMD_ZCL_ONOFF_OFF 0x0141
ZBHCI_CMD_ZCL_ONOFF_TOGGLE 0x0142

8.6.6.2 Payload (Host)

ZCLCmdHdr

n Bytes

Tf5l: ZBHCI_CMD_ZCL_ONOFF_ON:
55 01 40 msgLenH msgLenL OO0 XX[n Bytes] AA
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ZBHCI_CMD_ZCL_ONOFF_OFF:

55 01 41 msgLenH msglLenL OO0 XX[n Bytes] AA
ZBHCI_CMD_ZCL_ONOFF_TOGGLE:

55 0142 msglLenH msglLenL 00 XX[n Bytes] AA

8.6.7 Level cluster command

8.6.7.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_LEVEL_MOVE2LEVEL 0x0150
ZBHCI_CMD_ZCL_LEVEL_MOVE 0x0151
ZBHCI_CMD_ZCL_LEVEL_STEP 0x0152
ZBHCI_CMD_ZCL_LEVEL_STOP 0x0153
ZBHCI_CMD_ZCL_LEVEL_MOVE2LEVEL_WITHONOFF 0x0154
ZBHCI_CMD_ZCL_LEVEL_MOVE_WITHONOFF 0x0155
ZBHCI_CMD_ZCL_LEVEL_STEP_WITHONOFF 0x0156
ZBHCI_CMD_ZCL_LEVEL_STOP_WITHONOFF 0x0157

8.6.7.2 Payload (Host)

1) ZBHCI_CMD_ZCL_LEVEL_MOVE2LEVEL

ZCLCmdHdr level transTime

n Bytes 1 Byte 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

level Level.

transTime Transition time, 1/10ths of a second.

f5: 55 01 50 msglenH msglLenl 00 XX[n Bytes] XX XX[2 Bytes] AA
2) ZBHCI_CMD_ZCL_LEVEL_MOVE

AN-19052901-C6 125

Ver1.2.2



T Telink
N EAXIZRE Zigbee SDK FFAIE5E

ZCLCmdHdr mode rate

n Bytes 1 Byte 1 Byte

Name Description

ZCLCmdHdr ZCL command header.
mode Move mode. 0xO0 - Up; 0x01 - Down.

rate The rate field specifies the rate of movement in units per second.

2 ffl: 55 0151 msglenH msglenl 00 XX[n Bytes] XX XX AA

3) ZBHCI_CMD_ZCL_LEVEL_STEP

ZCLCmdHdr mode stepSize transTime

n Bytes 1 Byte 1 Byte 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

mode Step mode. Ox00 - Up; Ox0O1 - Down.

stepSize A step is a change in the current level of “step size” units.

transTime The transition time field specifies the time that shall be taken to perform the step,

in 1/10ths of a second.

2 ffl: 55 0152 msglLenH msglLenL 00 XX[n Bytes] XX XX XX[2 Bytes] AA

4) ZBHCI_CMD_ZCL_LEVEL_STOP

ZCLCmdHdr

n Bytes

2 ffl: 55 0153 msglLenH msglLenL 00 XX[n Bytes] AA

5) ZBHCI_CMD_ZCL_LEVEL_MOVE2LEVEL_WITHONOFF
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ZCLCmdHdr level transTime

n Bytes 1 Byte 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.
level Level.

transTime Transition time, 1/10ths of a second.

T ffl: 55 01 54 msgLenH msglLenL 00 XX[n Bytes] XX XX[2 Bytes] AA

6) ZBHCI_CMD_ZCL_LEVEL_MOVE_WITHONOFF

ZCLCmdHdr mode rate

n Bytes 1 Byte 1Byte

Name Description

ZCLCmdHdr ZCL command header.
mode Move mode. 0x0O0 - Up; 0x0O1 - Down.

rate The rate field specifies the rate of movement in units per second.

f5: 55 0155 msglLenH msglLenL 00 XX[n Bytes] XX XX AA

7) ZBHCI_CMD_ZCL_LEVEL_STEP_WITHONOFF

ZCLCmdHdr mode stepSize transTime

n Bytes 1 Byte 1 Byte 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

mode Step mode. Ox00 - Up; Ox01 - Down.

stepSize A step is a change in the current level of “step size” units.
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Name Description

transTime The transition time field specifies the time that shall be taken to perform the step, in
1/10ths of a second.

A ffl: 55 0156 msglLenH msglLenL 00 XX[n Bytes] XX XX XX[2 Bytes] AA
8) ZBHCI_CMD_ZCL_LEVEL_STOP_WITHONOFF

ZCLCmdHdr

n Bytes

5: 55 0157 msgLenH msglLenL 00 XX[n Bytes] AA

8.6.8 Scene cluster command

8.6.8.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_SCENE_ADD 0x0160
ZBHCI_CMD_ZCL_SCENE_VIEW 0x0161
ZBHCI_CMD_ZCL_SCENE_REMOVE 0x0162
ZBHCI_CMD_ZCL_SCENE_REMOVE_ALL 0x0163
ZBHCI_CMD_ZCL_SCENE_STORE 0x0164
ZBHCI_CMD_ZCL_SCENE_RECALL 0x0165

ZBHCI_CMD_ZCL_SCENE_GET_MENBERSHIP  0x0166

8.6.8.2 Payload (Host)

1) ZBHCI_CMD_ZCL_SCENE_ADD

scene scene extField extField
ZCLCmdHdrgroupld sceneld transTime Namelen Name Len Sets
n Bytes 2 Bytes 1 Byte 2 Byte 1 Byte n Bytes 1 Byte n Bytes
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Name Description

ZCLCmdHdr ZCL command header.

groupld The group ID for which this scene applies.

sceneld The identifier, unique within this group, which is used to
identify this scene.

transTime The amount of time, in seconds, it will take for the device to
change from its current state to the requested scene.

sceneNamelen Length of scene name.

sceneName Scene name, char string.

extFieldLen Length of extFieldSets field.

extFieldSets

The sum of all such defines a scene.

2f5: 55 01 60 msglenH msglLenL 00 XX[n Bytes] XX[2 Bytes] XX XX[2 Bytes] XX {XX[n Bytes]} XX {XX[n

Bytes]} AA

2) ZBHCI_CMD_ZCL_SCENE_VIEW

ZCLCmdHdr groupld sceneld

n Bytes 2 Bytes 1 Byte

Name Description

ZCLCmdHdr ZCL command header.

groupld The group ID for which this scene applies.

sceneld The identifier, unique within this group, which is used to identify this scene.

T ffl: 55 01 61 msglLenH msglLenL 00 XX[n Bytes] XX[2 Bytes] XX AA

3) ZBHCI_CMD_ZCL_SCENE_REMOVE

ZCLCmdHdr groupld sceneld

n Bytes 2 Bytes 1 Byte
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Name Description

ZCLCmdHdr ZCL command header.

groupld The group ID for which this scene applies.

sceneld The identifier, unique within this group, which is used to identify this scene.

T ffl: 55 01 62 msglLenH msgLenL 00 XX[n Bytes] XX[2 Bytes] XX AA

4) ZBHCI_CMD_ZCL_SCENE_REMOVE_ALL

ZCLCmdHdr groupld

n Bytes 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

groupld The group ID for which this scene applies.

n5: 55 01 63 msglLenH msglenL 00 XX[n Bytes] XX[2 Bytes] AA

5) ZBHCI_CMD_ZCL_SCENE_STORE

ZCLCmdHdr groupld sceneld

n Bytes 2 Bytes 1Byte
Name Description
ZCLCmdHdr ZCL command header.
groupld The group ID for which this scene applies.
sceneld The identifier, unique within this group, which is used to identify this scene.

T ffl: 55 01 64 msglLenH msgLenL 00 XX[n Bytes] XX[2 Bytes] XX AA

6) ZBHCI_CMD_ZCL_SCENE_RECALL
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ZCLCmdHdr groupld sceneld

n Bytes 2 Bytes 1Byte
Name Description
ZCLCmdHdr ZCL command header.
groupld The group ID for which this scene applies.
sceneld The identifier, unique within this group, which is used to

identify this scene.

2 ffl: 55 0165 msglLenH msglenL 00 XX[n Bytes] XX[2 Bytes] XX AA
7) ZBHCI_CMD_ZCL_SCENE_GET_MENBERSHIP

ZCLCmdHdr groupld

n Bytes 2 Bytes

Name Description

ZCLCmdHdr ZCL command header.

groupld The group ID for which this scene applies.

f5: 55 01 66 msglLenH msglLenl 00 XX[n Bytes] XX[2 Bytes] AA

8.6.8.3 Message Type (Slave)

Message Type Value

ZBHCI_CMD_ZCL_SCENE_ADD_RSP 0x8160
ZBHCI_CMD_ZCL_SCENE_VIEW_RSP 0x8161
ZBHCI_CMD_ZCL_SCENE_REMOVE_RSP 0x8162
ZBHCI_CMD_ZCL_SCENE_REMOVE_ALL_RSP 0x8163
ZBHCI_CMD_ZCL_SCENE_STORE_RSP 0x8164

ZBHCI_CMD_ZCL_SCENE_GET_MENBERSHIP_RSP  0x8166
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8.6.8.4 Payload (Slave)

1) ZBHCI_CMD_ZCL_SCENE_ADD_RSP

ZCLCmdRspHdr status groupld sceneld

5 Bytes 1Byte 2 Bytes 1 Byte
Name Description
ZCLCmdRspHdr The zcl header of response command.
status SUCCESS, INSUFFICIENT_SPACE or INVALID_FIELD (the group is
not present in the group table).
groupld The group ID for which this scene applies.
sceneld The identifier, unique within this group, which is used to

identify this scene.

n51: 558160 00 09 00 XX[5 Bytes] XX XX[2 Bytes] XX AA

2) ZBHCI_CMD_ZCL_SCENE_VIEW_RSP

ZCLCmdRspHdr status groupld sceneld transTime sceneName extFieldSets

5 Bytes 1 Byte 2 Bytes 1 Byte 2 Bytes n Bytes n Bytes

Name Description

ZCLCmdRspHdr The zcl header of response command.

status SUCCESS, NOT_FOUND (the scene is not present in the scene table) or
INVALID_FIELD (the group is not present in the group table).

groupld The group ID for which this scene applies.

sceneld The identifier, unique within this group, which is used to identify this
scene.

transTime Transition time copied from scene table entry.

sceneName Scene name copied from scene table entry. First byte is the length of

extFieldSets

the scene name.

Extension field sets copied from scene table entry. First byte is the
length of the extension field sets.
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T ffl: 558161 msgLenH msgLenL 00 XX[5 Bytes] XX XX[2 Bytes] XX XX[2 Bytes] XX[n Bytes]
3) ZBHCI_CMD_ZCL_SCENE_REMOVE_RSP

ZCLCmdRspHdr status groupld sceneld

5 Bytes 1Byte 2 Bytes 1 Byte

Name Description

ZCLCmdRspHdr The zcl header of response command.

status SUCCESS, NOT_FOUND (the scene is not present in the scene
table) or INVALID_FIELD (the group is not present in the group
table).

groupld The group ID for which this scene applies.

sceneld The identifier, unique within this group, which is used to

identify this scene.

5 558162 00 09 00 XX[5 Bytes] XX XX[2 Bytes] XX AA
4) ZBHCI_CMD_ZCL_SCENE_REMOVE_ALL_RSP

ZCLCmdRspHdr status groupld

5 Bytes 1Byte 2 Bytes

Name Description

ZCLCmdRspHdr The zcl header of response command.

status SUCCESS or INVALID_FIELD (the group is not present in the
group table).

groupld The group ID for which this scene applies.

nffl: 558163 00 08 00 XX[5 Bytes] XX XX[2 Bytes] AA

5) ZBHCI_CMD_ZCL_SCENE_STORE_RSP

ZCLCmdRspHdr status groupld sceneld

5 Bytes 1 Byte 2 Bytes 1 Byte
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Name Description

ZCLCmdRspHdr The zcl header of response command.

status SUCCESS, INSUFFICIENT_SPACE or INVALID_FIELD (the group is
not present in the group table).

groupld The group ID for which this scene applies.

sceneld The identifier, unique within this group, which is used to

identify this scene.

nf5l: 55 8164 00 09 00 XX[5 Bytes] XX XX[2 Bytes] XX AA

6) ZBHCI_CMD_ZCL_SCENE_GET_MENBERSHIP_RSP

ZCLCmdRspHdr status capability groupld sceneCnt scenelList

5 Bytes 1 Byte 1 Byte 2 Bytes 1 Byte n Bytes

Name Description

ZCLCmdRspHdr The zcl header of response command.

status SUCCESS or INVALID_FIELD (the group is not present in the
group table).

capability Contain the remaining capacity of the scene table of the
device.

groupld The group ID for which this scene applies.

sceneCnt The number of scenes contained in the scene list field.

scenelist Contain the identifiers of all the scenes in the scene table with

the corresponding Group ID.

T ffl: 558166 msglenH msglenl 00 XX[5 Bytes] XX XX XX[2 Bytes] XX XX[n Bytes] AA

8.6.9 OTA cluster command

8.6.9.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_ZCL_OTA_IMAGE_NOTIFY 0x0190
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8.6.9.2 Payload (Host)

1) ZBHCI_CMD_ZCL_OTA_IMAGE_NOTIFY

ZCLCmdHdr payloadType querylitter

n Bytes 1 Byte 1 Byte
Name Description
ZCLCmdHdr ZCL command header.
payloadType 0x00 - Query jitter;0x01 - Query jitter and

manufacturer code;0x02 - Query jitter, manufacturer
code, and image type;0x03 - Query jitter,
manufacturer code, image type, and new file version.

querylitter By using the parameter, it prevents a single notification
of a new OTA upgrade image from flooding the
upgrade server with requests from clients.

Al 55 0190 msglLenH msglLenL 00 XX[n Bytes] XX XX AA

8.7 HCI BOA%GZS

8.7.1 Message Type (Host)

Message Type Value

ZBHCI_CMD_OTA_START_REQUEST 0x0210

ZBHCI_CMD_OTA_BLOCK_RESPONSE 0x0211

8.7.2 Payload (Host)

1) ZBHCI_CMD_OTA_START_REQUEST

OTAFileSize

4 Bytes
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Name Description

OTAFileSize The total size of the OTA file.

5l 55 02 10 00 04 00 XX[4 Bytes] AA
2) ZBHCI_CMD_OTA_BLOCK_RESPONSE

status offset blockLen blockContent

1 Byte 4 Bytes 1 Byte n Bytes
Name Description
status The status of the request which the slave send.
offset The offset of the block.
blockLen The length of the block.

blockContent The content of the block.

A fFl: 55 02 11 msglenH msglenl 00 XX XX[4 Bytes] XX XX[n Bytes] AA

8.7.3 Message Type (Slave)

Message Type Value

ZBHCI_CMD_OTA_START_RESPONSE 0x8210
ZBHCI_CMD_OTA_BLOCK_REQUEST  0Ox8211

ZBHCI_CMD_OTA_END_STATUS 0x8212

8.7.4 Payload (Slave)

1) ZBHCI_CMD_OTA_START_RESPONSE

flashAddrStart totalSize offset status

4 Bytes 4 Bytes 4 Bytes 1Byte
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Name Description

flashAddrStart The start address of the flash which to save the OTA file.

totalSize The total size of the upgrade file.
offset The offset of the block.
status The status of the request.

~ffl: 558210 00 0d 00 XX[4 Bytes] XX[4 Bytes] XX[4 Bytes] XX AA
2) ZBHCI_CMD_OTA_BLOCK_REQUEST

offset blockLen

4 Bytes 1 Bytes

Name Description

offset The offset of the block.

blockLen The length of the block.

~ffl: 5582 11 00 05 00 XX[4 Bytes] XX AA
3) ZBHCI_CMD_OTA_END_STATUS

totalSize offset status

4 Bytes 4 Bytes 1Byte

Name Description

totalSize The total size of the upgrade file.
offset The offset of the block.

status The status of the request.

f5: 5582 12 00 00 09 00 XX[4 Bytes] XX[4 Bytes] XX AA
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zigbee alliance

CERTIFICATE
ZIGBEE COMPLIANT PLATFORM

The Zighes Alllanca is pleased to congratulabs TeLink Micro LLC on fe completion of the Zigbes Certfication
Program testing of the following product:

Type of Device Zigbee Compliant Platform
Zigbes PRO Feature Set (2013

Manufacturer TelLink Micro LLC

kodel Identification Telink ZB3.0 Platform

Firmware Version Telink Zighee Stack 1.0

Hardware Version TLSRE2 e TLSREGxx vi.1

Certification Date February 7, 2018

Certification 1D Number ZIG18002ZCPaT119-24

This Certficate senves o confirn that the above-mentioned produect has passed all relevant
tests in conjunclion with the Zigbse Certfication Program and is desmed compliant to it. The
marufacturer has been granted the right to use the following term and all associated logos:

#2 zigbee

campliont
platferm

The usage of this term is limited to the described device and does not encompass any
changes, firmware upgrades or subsequent versions and models after the listed test date.

All usage guidelines for the Zighes Logo also appdy to the term above.
We congratulate you on the completion of the program?

Sincersly,

Zigb=s Alliance

February 7, 2018 HM@E"E
Sagnature

Ciate

S0H Second Sreet, Saite D0 W Dovis, CAS5616 W DEA W Phone + L5330.564 4565 B wenw zighieong

Figure 9.1: Zigbee BXERIF$
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