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P
1 SDK 48
1% BLE SDK 12ftt BLE slave/master 74 demo, FAF RILATEXLE demo Bl EFF & B N BIERF.

1.1 FRFAARN

% BLE SDK ¥{4-Ze¥gE1+E APP N FH/EH0 BLE stack WX 4%ER457

7£ IDE FE A sdk TG, ETRHXHALREMUWTEFRRT. MEXHEE 8 4 : algorithm , application,

boot, common, drivers, proj_lib, stack, vendore

2 C/C++ - b85_ble_sdk/vendor/b85m_ble_remote/main.c - Eclipse - X
File Edit Source Refactor Navigate Search Run Project @ Telink Tools Window Help
[t Project Explorer & = 0]([2 main.c & = OjemBET™ =8
B%le ~ S BRW o %~
& b85_ble_sdk 2 t_commonh
1 U drivers.|
o I"d"ées This is main function d"‘_'erSh
& algorithm o o rcir leamh
& application etnen hone 4 stack/ble/ble.h
& boot * U app.h
& common _attribute_ram code_ int main (void) must run in ramcode = battery_checkh
& drivers T # deep_wakeup_pr(
@ proj_lib + rc_ir_irq_prc(void
prol DBG_CHNO_LOW; debug LT apre .
& stack 7 CHNO_ o irq_handler(void)
& vendor blc pm select internal 32k crystal(); ° main(void):int
config.h - - -
div_mod.S #if (MCU_CORE_TYPE == MCU _CORE_825x)
drivers.h cpu_wakeup_init () :
| common.h #elif (MCU_CORE_TYPE == MCU_CORE_827x)
bootlink cpu_wakeup_init (LDO_MODE, EXTERNAL XTAL 24M) ;
- $endif
B sdk_version.txt
tl_check_fw.sh int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup () ; MCU deep retention wakeUp

[ tl_check_fw2.exe
rf drv_init(RE _MODE BIE 1M);

gpio_init( !deepRetWakeUp ); //analog resistance will keep available in deepSleep mode, 50 no need initialize again
| clock init(SYS_CLK_TYPE);
user_init_battery power_ check(] /battery check must do before flash code

blc_readFlashSize_autoConfigCustomFlashSector () ;
| #if FIRMWARE_CHECK ENABLE

| if (!deepRetWakeUp) {//read flash size

//Execution time is in ms.such as:48k fw,16M crystal clock,need about 290ms.
i (Flash_fu_check (OxEEEEEEFE)){ //x 0 check ok. retrun 1, flash fw crc check fail
while (1); U rding to the actual application.
Hamai s v

[2l Problems 52" Tasks| El Console| = Properties
0 items

Description Resource Path Locati.. Type

Writable Smart Insert | 103:27

Figure 1.1: "SDK SXf44£543"

« Algorithm: 1ZHEMNZEEEEXEIR L,
« Application: 1ERH—LEBARNMNALIEIZR, 0 print. keyboard. audio .

. boot RS B9 software bootloader, B MCU EEB/ZhE, deepsleep MEEEHYC 4w IET TR,

C BEEFIEBTHREREIFIFER,
- common: RMH—EBAMNBETSNAIERE, NAELIERE. FRBLEREE,
- drivers: 1Rf#5 MCU EFEXIBEHIZENIMEIXEIFERF, W clock. flash. i2c. usb. gpios

HiE

vart &,

« proj_lib: 7Z1 SDK izfTFRAEMIESHE (40 liblt_825x.a)» BLE Wi¥4%. RF IEZH. PM IRGHEH,

HEEEXHE, BREEEIEXH,
- stack: 7FHX BLE WMMARAEREVL M. X HmFRIEXHER, HTFREREARAT R,
- vendor: BFEREFNERRBE,.
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1.1.1 main.c

BE main RBMANO, RERMEIEREE, UNKERER whie(l) WEE, BNAEM XA FITEMAE
K, BEREREETSZ.

_attribute_ram_code_ int main (void) //must run in ramcode

{

DBG_CHNO_LOW;  //debug
blc_pm_select_internal_32k_crystal();

#1f(MCU_CORE_TYPE == MCU_CORE_825x)
cpu_wakeup_1init();
#elif(MCU_CORE_TYPE == MCU_CORE_827x)

cpu_wakeup_init(LDO_MODE ,EXTERNAL_XTAL_24M);
#endif

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup(); //MCU deep retention wakeUp

rf_drv_init(RF_MODE_BLE_1M);

gpilo_init( !deepRetWakeUp ); //analog resistance will keep available in deepSleep mode, so
no need initialize again

clock_init(SYS_CLK_TYPE);

if(!deepRetWakeUp){//read flash size

blc_readFlashSize_autoConfigCustomFlashSector();

blc_app_loadCustomizedParameters(); //load customized freq offset cap value

1f( deepRetWakeUp ){
user_init_deepRetn ();

}
else{

user_init_normal ();
}

irg_enable();
while (1) {

#if (MODULE_WATCHDOG_ENABLE)

wd_clear(); //clear watch dog

#endif

main_loop ();

AN-21112301-C2 17 Ver1.0.1
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1.1.2 app_config.h

BREREXM, BTNENAGNEXSHHITEIE, 81 BLE XS, GPI0O WECE. PM RINFEEIERIE
KECEF,

EENBEMERFEX app_config.h ARENSEEVE SGHITIFA A,

1.1.3 application file

- app.c: AP EXM, BT BLE thiltkalaft. HEAIE. RINFELES,

« BLE slave T#21) app_att.c: service # profile BVECEXf, B Telink BXHY Attribute £543, RIEZLS
1, BiRft GATT. #Rf HID MIFAHFRY OTA. MIC FHEX Attribute, AP A ASEXLRINE 2 service
#0 profileo

« HM Ul X WIR (£I5M). battery detect (EBM#GM) FAFESHIBIEH,

1.1.4 BLE stack entry

Telink BLE SDK HR BLE stack 243 code I NKEAE A
(1) main.c X irq_handler ¥ BLE #XxAHBTRYLIENO irq_blt_sdk_handler,

_attribute_ram_code_ void rf_irq_handler (void)

(2) application file main_loop A BLE ZHEHMEIELIERIEREIN O blt_sdk_main_loopo

voild main_loop (void)
{

//1//1//7///////////// BLE entry ////////////////////////////
blt_sdk_main_loop();

I111177777777777/7//// VI entry [////////////7//////////////

1.2 Applicable IC

ERWMT/UM IC 2SS, B 18T B8sm &%, ¥WARE—MWIZ, EA 8251/8253/8258, 8271/8273/8278 tgf¥F
BIREAR—, D27 SRAM size 5 flash FHEZER. EEINTRFAT.
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Table 1.1: BLE B85m SDK it & MR E

IC Flash size SRAM size
8251 512 kB 32 kB
8253 512 kB 48 kB

8258 512kB/1TMB 64 kB

8271 512kB 32 kB
8273 512kB 64 kB
8278 1MB 64 kB

HA L6 FlIC WERFEER SRAM size, HthZn2—RY, SDK XHZEHMPRT SDK/boot/Bapfila (B
software bootloader 3Xff) # boot.link XHEBEEEI, HibZoeeLHEA,

1.3 Software Bootloader 7743

software bootloader X4 FHTE SDK/boot/BRTF:
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4 (= boot
4 (= 8251

» @ cstartup_8251_RET_16K.5

» @ cstartup_8251_RET_32K.5
4 (= B253

» @ cstartup_8253_RET_16K.5

- |8 cstartup_8253_RET_32K.5
4 = 8258

» @ cstartup_8258 RET_16K.5

» @ cstartup_8258 RET_32K.5
4 = 8271

> 8] cstartup_8271_RET_16K.5

: @ cstartup_8271_RET_32K.5
4 = B2TB

» @ cstartup_8278_RET_16K.5

: @ cstartup_8278 RET_32K.5

=] boot_16k_retn_8251_8253_8258.link
boot_16k_retn_8271 8278.link
boot_32k_retn_8251.link
boot_32k_retn_8253 _8258.link
boot_32k_retn_8271.link
boot_32k_retn_8278.link

—

—

=l

I

Figure 1.2: “R[F IC XRZEY bootloader AR boot.link B&#E"

B IC IRZ 2 4> software bootloader X4, 73 FIFXIN/EF 16k deep retention. 32k deep retention (deep
retention WA USERINFEEIEET) . HPHT 8273 5 8278 BY boot X5 link X45E£48E, &
—Fd 8278 WERE.

LA cstartup_8258_RET_16K.S Jffl, %—4) #ifdef MCU_STARTUP_8258_RET_16K BB T 2H Y user EX
T MCU_STARTUP_8258_RET_16K BY, i% bootloader A &4

BEFPALRIELPRMERR IC UIRBEMER deep retention (16K Z¢& 32k) INEEEFRER software boot-

loader,

B85 BLE SDK EMTIERINFERMECE R Sram size 64K AY 8258 , deepsleep retention 16K sram, BIXS N1 A
B9 software bootloader # link X443 549 cstartup_8258_RET_16K.S # boot_16k_retn_8251_8253_8258.link,
BFEERESSEANSAEEM Retention KVNHIFHBERFoHERERE (GFARMAEATSE N

TSram FE"),
LA 8258_ble_remote A5 BRSNS 8258 B software bootloader B4 deepsleep retention 32K sramo
Step 1 7£ 8258_ble_remote TFEIRE R E X -DMCU_STARTUP_8258_RET_32K, 1 TFEFfT.
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= Properties for ble_lt_multimode

type filter text
Resource
Builders
C/C++ Build
Build Variables
Discovery Options
Environment
Logging
Settings
Tool Chain Editar
C/C++ General
Project References
Run/Debug Settings
Task Repository
Telink Toals
WikiText

AE:

- IRIEFIENE,

Settings

Configuration: I 8258 ble_remote [ Active ]

-

'] [Manage Configurations..

B Tool Settings |.ﬁ' Build Stepsl

Build Arlifactl Binary Parsers | @ Error Parsers

(# Additional Tools in Toolchain
3 TC32 CCfAssembler
2 General
(2 Paths
# Debugging
3 TC32 Compiler
(2 Directories
# Symbols
# Warnings
# Debugging
# Optimization
# Language Standard
(# Miscellaneous
i3 TC32 C Linker
# General
# Libraries
(# Objects
B3 TC32 Create Extended Listing
# General
B3 TC32 Create Flash image
(# General
3 Print Size
# General

[[] Suppress warnings (-W)

(-Xassembler) options

&

m

Other GCC Flags -DMCU_STARTUP_8258 RET_32K

I

Figure 1.3: “software bootloader & &"

OK ] ’ Cancel

B85m &% 8251, 8253 # 8258 WEH4HE, 8271. 8278 FEH4HE, 1B Sram size &

A—#, FRUAPEERRER software bootloader X EAREREN SDK IRB R TH boot.link X
(RIBTRMNEXRIEEPH link XEFHARBSEHE SDK REFTH boot.link ), K[E IC B software
bootloader L& boot.link EAXZR I T,

Table 1.2: BLE B85m SDK boot X{4i%#F

IC 16kB retention

32kB retention

8251 boot_16k_retn_8251_8253_8258.link

cstartup_8251_RET_16K.S

8253 boot_16k_retn_8251_8253_8258.link

cstartup_8253_RET_16K.S

boot_32k_retn_8251.link

cstartup_8251_RET_32K.S

boot_32k_retn_8253_8258.link

cstartup_8253_RET_32K.S
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IC 16kB retention 32kB retention

8258 boot_16k_retn_8251_8253_8258.link boot_32k_retn_8253_8258.link
cstartup_8258_RET_16K.S cstartup_8258_RET_32K.S

8271 boot_16k_retn_8271_8278.link boot_32k_retn_8271.link
cstartup_8271_RET_16K.S cstartup_8271_RET_32K.S

8273 boot_16k_retn_8271_8278.link boot_32k_retn_8278.link
cstartup_8278_RET_32K.S cstartup_8278_RET_32K.S

8278 boot_16k_retn_8271_8278.link boot_32k_retn_8278.link
cstartup_8278_RET_32K.S cstartup_8278_RET_32K.S

Step 2 R 1E £ mE M F LU K BR 8¢ R, software bootloader X 4 /3 cstartup_8258_RET_32K.S, &
Z £ F§ SDK/ boot/ boot_32k_retn_8253_8258.link X 4 & # SDK 1R B R T B boot.linke TE API
use_init() & blc_Il_initPowerManagement_module() /A B L T API & & I £ B Retention X 13:
blc_pm_setDeepsleepRetentionType(DEEPSLEEP_MODE_RET_SRAM_LOW32K),

1.4 Demo 7743

Telink BLE SDK A FHF 1T %> BLE demos
BRP@ 3N demo BIETT, AIUMIRINBEMBIME, BFP WA LITE demo code E#ITIE, TRBECSH

MR %,
v (= vendor
= b85m_ble remote
= common
= b85m_ble sample
= b85m _driver test
= b85m feature test
= b85m_hci
= b85m_master kma dongle
= b85m_module

Figure 1.4: “BLE SDK #2{#HJ demo code”

1.4.1 BLE Slave Demo

BLE slave Y demo KX FII TR .
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Table 1.3: BLE slave B demo f&&

Demo Stack Application MCU Function

B85m hci BLE controller No BLE controller, only
Advertising and one Slave
connection

B85m BLE controller + Application TEF#%E MCU L BLE #EZ1E4A

module host

B85m ble BLE controller + ETERN FE MCU

remote host

B85m ble BLE controller + REEM slave demo, [ #EFM  FiFE MCU

sample host EEINRE

B85m feature BLE controller + B feature NES F= MCU

host

B85m hci &— BLE slave controller, 2T EF USB/UART BY HCI, FIE M MCU B host @15, FER—1
STEEM BLE slave &%,

B85m module RfE/I BLE BfE1ELA, 5FF MCU 1B UART #OEE, —MNANRBEE A EE MCU,
B85m module LI 7 B EFRAIT IR RS ZLAITHEE,
AE:

- AFINAESSME ZY, £/ B85m module BYRAREEF 32k retention HAXECEHRIFHER.

B85m remote @— METEHE slave AEBAVEITEE demo, BERMEERN. RETHE. NEC ERLIIMEE. OTA
FThAL. NAREREERE. BFEH. BEEN. DNFIFNEE. AR AURELIRET#E—MEXH
EREMIBHALEEN, UNAEDIIEEENARR WAL,

AE:

- BTFIEE. D5 AINFIFEER rom FIRIRA, FTFXLEINEERT, B85m remote AIEHRA 32k retention
HBXEEHRFER,

B85m ble sample ¥ B85m_ble_remote BIfE Y, AJLAMIARAER 10S/android 1& & ECA %R

1.4.2 BLE master demo

B85m master kma dongle & BLE master single connection B9 demo, AJLAFI B85m ble sample/B85m ble
remote/B85m module EEFHiEE.

B85m ble remote/B85m ble sample XRZHY library 12 T #7ERY BLE stack (master # slave #F—1 library),
B &7 BLE controller + BLE host, AP REFEE app BAMBSHNARIE, FHBELIE BLE host IR
78, ST2KE#iT controller #1 host B9 API BIH],

¥t SDK B library ¥ slave #1 master E& A —7 , B85m master kma dongle Ri¥ code YA IR R &AM
FEERRFRERY BLE controller THEEERSY, library RHEEIRM master BIFRAE host ThEE. B85m master kma
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dongle demo code £ app B LLAH TEE R BLE Host BUSEILA7E, B1E ATT. f&82AY SDP (service discovery
protocol) FlExEFHI SMP (security management protocol) .

BLE master Fx & ZXHITHEETE T 3T slave server BY service discovery FIFfE service FIIREI, —RARZTE android/
linux RGP RESEHL, Telink B85m IC FATF flash size # Sram size FIBRHI, To AR H5EEERY service discoverys
B2 SDK R TFrE service discovery EEZ2AFIM ATT 0, AP AILIE%E B85m master kma dongle X
B85m ble remote AY service discovery 1338, ELIESHIFE service BIEF,

1.4.3 Feature Demo #l driver demo

B85m_feature_test §Hx—LeE FAAHY BLE $8XH feature £ T demo code, AP AJ&E XL demo ZRRE S
RTHEESCHL, J¥1BM code, 1Z XM BLE RN BFAER features

£ B85m_feature_test TFZE M feature_config.h AFIZR " FEATURE_TEST_MODE"#{TiEZFMIENX , BIEY]
22| R[E) feature BY Demoo
B85m driver test WEZA driver £4H T sample code, AP SEZH LB M driver THEE, ZA8XHY driver
R SFAMNLEE drivero

7£ B85m driver test T2 2 app_config.h FXF7Z "DRIVER_TEST_MODE"#1TiERMNENX , EIAILIRER
[@ driver test B9 Demoo
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2 McU EffiEiR

2.1 MCU ithit=sja]
2.1.1 MCU hht=sja) s g

LABRBYRY 64K Sram hRZAs 7, /48 MCU k=il Ed. W0 TFEFTR.
Telink B85m MCU BISRAFHULZ[E)/ 16M bytes:

« M 0 Z| Ox7FFFFF B9 8M el AfEF =[], BIRAIEFAE/ 8M bytes,

« 0x800000 &) OXFFFFFF J94MERi& &= a]: Ox800000-~0x80FFFF JE1F2855a]; 0x840000~0x84FFFF

I 64K Sram Z|al,

Ox84FFFF
Sram
Peripheral
Space
0x840000
O0x810000
Register
Ox800000
OX7FFFFF
Firmware Flash
Space
O0x000000
Figure 2.1: “MCU it % 8] Bt
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B85m MCU ¥JI2FuthY, Hihtek BIT (23) AFXFERT

- ZMIER O BY, iplAfERETE
- iZhhbA 1 BY, dFIRIIME S

18 (BIT(23) /1) BY, sthhtsk BIT (18) AF X3! Register #1 Sram:

Fuk=

B A5ME =

I8];
8o

. JZMHEA O BY, AiR] Register;
.z 1B, 3A47R] Sram.

2.1.2 SRAM (a9

B85m SRAM By

retention AEXH1IR,

WRA{EH deepsleep retention IhaE, RAZEI suspend FlE

al/9Mg 18]

1BH deepsleep ThEE, B85m Sram =

S8 ECARIHFAE E RS0 HY deepsleep retention THEERYIMEX , iEBFA P L 218 T % deepsleep

B35S

Telink =—1X BLE IC 826x &%|—#, {EMT 826x BLE SDK AP BI#c£E (826x BLE SDK handbook) Hf

Sram 3

TR D ENNEA

, BMATRENS

2.1.2.1 SRAM # Firmware =|g]

% MCU #hditzs

32kB Sram itz
64kB Sram Hhitzs

TER 8258, 8253, 8251 {f 16k retention 1 32k retention f&ET, FATAZAY SRAM ==

i8] SRAM

S By 7 BCfi s

2B B85m Sram 3

— i,

[B)SEEIN 0x840000 ~ 0x848000, 48kB Sram itz
IB3EE 9 0x840000 ~ 0x850000,

& IC 79 8251 Bf#F deepsleep retention 32K sram WY, H sram =
A IABZE I software bootloader F link {5,

TEIDEMIILL, MR ZEB D B,

SE| D ECHA. R

[B)SEE 0x840000 ~ 0x84C000,

==L

E—llfj\ﬁaﬂ']%/\ﬁﬁx%ﬂbuﬂgﬂ'ﬂ ) ﬂ1$

64k SRAM 64k SRAM 48k SRAM 5400 48k SRAM oxs400 32k SRAM oxs400 32k SRAM
. 9
0x840000y vector I vector 84000 vector oo [ vector 00 vector oo | vector
/ ram_code I I ram_code | / ram_code | ram_code
retn 16K | ram_code retn 16K | ram_code retn ‘5’ retention data l )
retention data | retention data | \ tn 32K retention data
\ | \ | wasteful area \
1\ wasteful area ’ wasteful area , cache(2.25 K) \
0x844000) n 328 x84400 retn m‘ x84400 - cache(2.25 K)
. N cache(2.25 K) ata
0x84490 cache(2.25 K) \ retention data Px84490 || retention data x84490 Bes dBastsB
data data —
| | data_no_init data_no_init
teful area
Bss | Bss L Was unused
| o Cache(2.25 K) sram ares unused area
wasteful area
data_no_init bxs4800d data_no_init  Px848000 data x848000__normal stack phx84800q _normal stack
oxaaa000—2che(2:25 K) bx848900) Bss 8251/8271 16k  g251/8271 32k retn
data unused FPPEYETT retn
sram area
Bss unused
vnused sram area
sram area data_no_init |ox84C00 normal stack x84C00 normal stack

unused
sram area

0x850000

normal stack

normal stack

8258/8278 16k retn

Figure 2.2: "% IC 7£ 16k # 32k retention A Sram =

8258/8278 32k retn

8253 16k retn

8253 32k retn

&) 53 &S
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TELA Sram size 64K B IC: 8258, SDK HEZRIARY deepsleep retention 16K sram I AHIEMNE Sram X
IHENERD. HNER Sram size REAM{EDE deepsleep retention 32k sram &3, A IEH#EENA],

64k Sram MRZAY Sram F Firmware =819 BRal FEFF T,

Sram Flash
0x00000
0x840000 vector vector \ \ _‘\
// \' ramcode_size \ ‘\
/ ram_code S| ram_code /) _ \\ \
\
‘::te::tlfoe: / load ----- _rstored_  ; _retention_size_
area(16 K) \\ retention data retention data // \\
.\ - ¢ r OO —/ \\
\ wasteful wasteful \\
0x844000\ sram area flash area 0x04000 \
Cache(2.25 K) ‘\
0x844900 \
data \\
bss Firmware )
i
data_no_init ,’
unused r~ /
srom  / text /
/ /
area \ /
\\_ ,’
li
stack /
0x850000 /
II
rodata )
1
data initial value /
_______________ p—
512K

Figure 2.3: “Sram Z[8]53fC & Firmware ==[8]53fc”

SDK 1 Sram F a9 B2 X B9 XA boot.link (H“software bootloader A /N T HINT TN X E W
boot.link M & [E boot_16k_retn_8251_8253_8258.link X 4) # cstartup_8258_RET_16K.S, (1 &R
& B deepsleep retention 32K Sram, Ml bootloader Xf i cstartup_8258_RET_32K.S, link X f§ ¥t
boot_32k_retn_8253_8258.linko)

Flash A Firmware £13F vector. ramcode. retention_data. text. Rodata # Data initial value,
Sram HE1}E vector. ramcode. retention_data. Cache. data. bss. stack # unused sram areao
Sram HHY vector/ramcode/ retention_data & Flash & vector/ramcode/ retention_data B9#& 1,

(1) vectors and ram_code
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“vectors"ER B4R X cstartup_8258_RET_16K.S WNHIFER, BHMHBNES (software bootloader),

“ramcode”E& 2 Flash Firmware PEBERNTEN code, XN SDK FEFE NN T XEF attribute_ram_code”Hy
ERI%L, EbaN flash erase_sector BRIEX:

_attribute_ram_code_ void flash_erase_sector(u32 addr);
R BEHERNEERNREA:

—RRERIAETHREIM Flash MSPI MIREMBNFER, BAEERTF, WRME flash RS HINF
I, IERLFEM, U0 flash 1@IEMEXPRIB KK

—RHE ram FHITRIRER S RIKEARARAFTEM flash EFIEREY, AJLITAERE, AU F—LERITIER
ERBRHA R EERF, REHITHE, SDK F% BLE HFAXN—ELEERTHRRERIINGE,
AKERHITEE, RELREITIEIIM.

BRUNREELENMNRKERTRNTE, TU{AEB LE flash_erase_sector, £ H MR ER ERMEEF at-
tribute_ram_code”, #RiIFZIEFLAETE list XEHEEZERETE ramcode B2 7,

Firmware 1 vector #] ramcode F3EET MCU LEBREZMRE] ram L, HRiFZE, XFHEEHO ISR size
79 _ramcode_size_, _ramcode_size_ B—RIFZRAEBINRHNTEE, SHITESCIE boot.link B, W1TFr
T, HWIFMILER _ramcode_size_ ZFTF vector 1 ramcode FiB code K sizeo

. = 0x0;
.vectors :
{
*(.vectors)
*(.vectors.*)
}
.ram_code :
{
*(.ram_code)
*(.ram_code.*)
}
PROVIDE(_ramcode_size_ = . );//iTEIFREY ramcode size(vector + ramcode)

(2) retention_data

B85m HY deepsleep retention mode Z#F MCU # N\ retention 5, SRAM BYA] 16K/32K B LARI= BB AR$F(E
SRAM ERVEIERER,

EFRPNERETENREZRENG, OME data"ERE bss "B, XMEHIANBRTERT 16K BY retention X
i, N deepsleep retention FREEEK,

MRHFE—EHFTEN T ETE deepsleep (deepsleep retention mode) HAEIRE A BIRTE, REZE(1HE
El retention_data"EREBNA], HERTEEX T ERRNIXEF " _attribute_data_retention_"o LT AJL A RAEI:

_attribute_data_retention_ 1int AA;
_attribute_data_retention_ wunsigned int BB = 0x05;
_attribute_data_retention_ 1int CC[4];
_attribute_data_retention_ unsigned int DD[4] = {0,1,2,3};
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S2EZTEENEEN BRI data/bss"ERATA], data BRI BT 2 W AT initial value BEIRFIFE flash L;
bss EXRRYZ = initial value 3 0, TLEIZRI AR, bootloader BITEIYEIZETE sram Li&79 0 BIHE],

{B retention_data" BN E BT EARE initial value BB N 0, WETHRMHERIFENIM initial value, FERE
flash B9 retention_data area Lo _EF (Z¢ normal deepsleep MifE) FRE(XFEN E sram AY retention_data
area o

“retention_data"ER B2 E R E ram_code” &R, Bl"vector + ramcode + retention_data” 3 ERIRIMEHEFR7E
flash B9gT@E, ENI1BEK/I\A retention_size”s MCU £H (deepsleep wake_up) f&"vector+ramcode+ re-
tention_data” fEA—NEAENE sram BFimE, EEFHITEEFRRERH deepsleep (RE suspend /
deepsleep retention) , X—ERMWARM—ERIFE sram £, MCU BB M flash EiREY,

boot.link XA retention_data EXMEXHIBRE T,

. = (0x840000 + (_rstored_));
.retention_data :
AT ( _rstored_ )

{
.= ((C+ 3) [ 4)*4);
PROVIDE(_retention_data_start_ = . );
*(.retention_data)
*(.retention_data.*)
PROVIDE(_retention_data_end_ = . );

UEREBENE XN, FIEMNEERIEE retention_data" X BFHTE, 7T flash firmware PO HATEEE M
A rstored_”, TE Sram _EXTRZAGHBIEF 0x840000 + (_rstored_)o Mi*_rstored_"XMEFLZE ram_code”
section &R,

£ deepsleep retention 16K Sram mode B, “retention_size” REEFEIT 16K, MR 16K KIPREI, AFPH
LSRR deepsleep retention 32K Sram mode, SNARAFIEZENECEFEHZ deepsleep retention 16K
Sram mode, BT X# retention_size B FIE XY 16K, 4miFIN=HII TEFIRAEIR,

BRALUEE TEN—MA R EHREIR:
a. JR/VERE X M attribute_data_retention” BIERVEIE;
b. RIS deepsleep retention 32K Sram, FMELEFESE/\T 1.3,

L retention_size" FiEBIT 16K BF (RI&A 12K), flash EfFE—HF 4K My wasteful flash area” (T34 flash X
1) , WA firmware binary file ERILAER 12K ~ 16K AR L2 LA 0", ¥ F Sram /§, Sram £
HE&E 4K By wasteful sram area” (X SRAM X)) .

MRBPAFREREKRZH flash/sram, FILLEHIEN B 28 ram_code # retention_data, &FZAIFTE
ram_code/retention_data B9 function (EK%K) /variable (Z2) @B RMIA XK BEFEIE ram_code /
retention_data 1. JXTE ram_code FAY function BI AT &E1TRT B LA RREIHEE, FXTE retention_data FHY
variable U A ATI A ¥R LT EI LARRINGE (BAARRREESZRIMFEEEDHNA).

(3) Cache

Cache & MCU M5B R ETF, BXAWECE N Sram F—EEA A LUIEEi51T. Cache size REIEH, &
& 256 FT5H tag A 2048 FTH Instructions cache, =3t 0x900 = 2.25K,
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FEIHATER code ATLUEEM SRAM HiEENHTT, B firmware R LIE T SRAM B code R2—EF9), ®TF
#K 2B ERIRTE Flash H, RIBIZEFMEEMERIE, TTLUE—SE64 Flash code T#fi&%I Cache &, MR YFIE
FEMITH code TE Cache B, HIEM Cache EEFHHNIT; WRATE Cache 1, MM Flash iEBY code H ik
Cache, BM Cache FiEEUHIT,

Firmware B9 text” BB 2% B KEI SRAM d1, XE4) code TEEFEHEMIRIE, EE—HW load Fl Cache
7 REITo

Cache K/NEEIEM 2.25K, B1E Sram FRRViCiatt A e]ERERY, XEBAECEZ Sram 16K retention area [5H,
BN CaaHhiE ) 0x844000, LEsRMMIES 0x844900,

(4) data / bss

“data” & Sram HEBIEFELVRNEETE, Bl initial value 3 0 BT =, “bss” EXE Sram H7F
BAEFRVIBUHNERETE, B initial value I 0 NERTE, XMIBH BIETE—ELH, data FBEXRIR bss &,
FRLUX BER—NEEIEN B,

“data” + “bss” EFRER Cache, f2iaHhHEED Cache BYLSEMILE 0844900, TEIA boot.link FEKES, HIZEE
X Sram L data ERFFARIHLE

. = 0x844900;
.data :

“data"ER =W IBR N eRTE, HYESZSERFIEFMEE flash A, BIEFFAR Firmware By data initial

value”s
(5) data_no_init

AT T4 retention BB HY ram, FHIDBEMT X—1E. XTENERE: HTE ram #, #FRE retention £,
LEEB AT E2VRERBENIE, XNERR SDK MILILEERN, FHEERAFPEH. NRENEEENATA
XN, FSERIE: TEEFEAZA—TERESE, BEWMESFERZEREELT deep retention/deep/
reboot/EH L%,

(6) stack / unused area

ITFERIA 64K BY Sram , “stack” EMEEHIHIE 0x850000 (48K Sram FFazHiiE g 0x84C000, 32K Sram i
[Z3iEg 0x848000) FiaHY, HAMAM TELIEM, BN stack 355 SP EEIBANXRE BIR, HIBEHIZNE
o

ZHABER T, SDK library fEA T stack By size FiBid 256 byte, BHT stack BIfEA size BURT stack &ix
IERIIE, FRIARER stack WERERAF LENERIZITRE XN MRAFER T LLRRRIEE TR 2L
AR, IBTERREFERATHRANGSHHATE, HEHMBEAEEIEMN stack LEBORNER, BSHRE
stack BB size TK,

HHEPW Sram FRKZEN, ESERKBIEECHEEFRERT %/ stack, XNTEBEE list XHXRDH, B

BEIL N AIEFIBITIEER, MEREETTEFRBEIEEERERA stack LLEIRR code &, & MCU reset, i52EX
Sram F[a)EMTE stack ERAE,

“unused area”Bl bss ERLERMIES stack RN Z [BIRIKIT B, FEHXNTEEER, 7588 stack 3%
B bss MR, Sram FERAZAEIRR, R stack BRI G bss ERES T, MiHEA Sram FIEE T,

B list XAFRILIE Y bss BREGRAMIL, BFUBE T B stack BIGRATIE, ARFEDMXN=EZS
8%, 45 EEIRAIER stack FoRitbit, BILIKIE Sram ERAREEL. TE demo FRABH DG ZEo
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(7) text

“text"E& =2 Flash Firmware HFIFTEIE ram_code REHE S, FERFFIIREUNIEIN T "_attribute_ram_code_",
SWHRIFN ram_code B, HEMEEMX M XBFHRBMESIBHEIFD T text" . —MRERT, "text” B2
Firmware RERKMIZEE], AT Sram B9 size, FTLARE®EZ Cache NEEFINEE, BEEMITHY code 5t load
El Cache B AT LIHIT,

(8) rodata /data init value
Flash Firmware HIf& T vector. ram_code # text, RIRBIEIEN rodata” E&F“data initial value”s
‘rodata”ER BRI EX AR, FEERTEHHIE, BAXEF const’ EXHEE, Ltbi0 Slave By ATT

table:

static const attribute_t my_Attributes[] = ------

PR LATER A list SXHREE" my_Attributes”7E rodata FRZ Ao
BIENT AN data" LB EF P EMBENERETE, WNEXEBEEWT:

int  testValue = 0x1234;

BALARIZBRIMESEVIE 0x1234 2 E data initial value"®, 7EIE{T bootloader B, % ¥ EHE I F|
testValue XN EYATFERIE,

2.1.2.2 list X{¥53#r demo

XE L BLE slave sx{& 5 HY demo 825x ble sample A, & "Sram T{E]5 B & Firmware T 8] EE K7
Mo

825x ble sample B9 bin XHH] list XL ER"SDK"->"Demo”->"list file analyze”s

UITFoHH, sHMZAEE, %8 boot.link. cstartup_8258_RET_16K.S. 825x ble sample.bin #1 825x
ble sample.list, IEAFR BITEXXHIXEIEEMNAE.

list XHFFEA section WA HIE RN TEFR CER Algn FHIFF) !

AN-21112301-C2 31 Ver1.0.1



Tl Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

Sections:
Tdx Name Size VMR LMR File off Alogn
0 .vectors Q0000170 00000000 00000000 OO000B00D 2%%4
CONTENTS, ALLCC, LOAD, READCHNLY, CODE
1 .ram code QQ0023f0 00000170 00000170 O0O00QO0EBLITO 2%*2
CONTENTS, ALLCC, LOAD, READCHNLY, CODE
2 .text 0000614c 00004000 00004000 0000c00D 2%%4
CONTENTS, ALLCC, LOAD, READCHNLY, CODE
3 .rodata 000008ec 0000al4c 0000al4c 0001214c 2%%2

CCNTENTS, ALLOC, LOAD, EEADCHLY, DATA
4 .retention data 00000ceg 00842560 00002560 00002560 2#*d
CCNTENTS, ALLOC, LOAD, DATA

5 .data 0000002 00844500 0000aa38 00014900 2*=*2
CCNTENTS, ALLOC, LOAD, DATA

6 .has 00000259 00844530 0000aaeg 000143%2c 2**4
ALLOC

T IC32.attributes 00000010 OQO0OCOO0000 OOQO0000O0 0001482c 2%*0
CCHNTENTS, EREADCHLY

. Comment 0000001a 00000000 OQO0000000 000143832 2**0
CCHNTENTS, EREADCHLY

8 5]

Figure 2.4: “list 3Xf§ section 4tit”

1RHE section HKITFHRRE THNESTILR, MEEAED section MAHLE——X KL,
(1) vectors: M Flash O FF#4, Size 79 0x170, itEHLER#IES 0x170;
(2) ram_code: M Flash Ox170 FF38, Size 79 0x23f0, IHHEHLEFRMIULF 0x2560;
(3) retention_data: M Flash 0x2560 FF4A, Size /3 Oxce8, itEHLERMULS 0x3248;
(4) text: M Flash Ox4000 FF#8, Size 79 Ox614c, IHEHLERMALA Oxal4sc;
(5) rodata: M Flash Oxal4c FFif, Size /9 Ox8ec, IHEHLFRMIULSA Oxaa38;
(6) data: M Sram Ox844900 FF¥f, Size 7 Ox2c, HEHLERMILA 0x84492c;
(7) bss: M Sram Ox844930 FF#4, Size /9 0x259, B HLEFRMIALF 0x844b89,

ZERENETH, FR Sram =879 0x850000 -0x844b89= 0xb477 = 46199 byte, JHZ stack HREMER
i 256 byte, | 45943 byteo
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Disassembly of section .wectors:

Q00000000 < Starti>:

Disassembly of section .ram code:

00000170 <blt packet crcZ4 opt>:

Dizassenbly of section .text:

00004000 <_ modsi3>:

Dizassembly of section .rxodaka:

0000aldc <C.1.44943-0x8>:

Dizaszenbly of section .retention data:

00842560 c_retentinn_data_start_>:

Dizaszsenmbly of =section .data:

00244200 <_5tart_data_>:

Dizassembly of section .pgs:

00844830 <_5tart_b55_>:

00844b88 «<blt dma tx rptri:

00002560 g *AB5* 00000000 rstored
Figure 2.5: "list Xf4 section #hit”

FERTE list XHEPIEE section"BRNBIEZRS section MIFCIAMMUEEHIBIE, 44 2B EEmH st XH
section &it”, 0T

(1) vector:
“vectors”EZTE flash firmware HRECIAHINES 0, RN 0x170 (RfG—EFIE#ILY Ox16e-~0x16f), size
53 0x170, LEBIRFEEI Sram &, 7E Sram _EAYHEIAEFY Ox840000 ~ 0x840170,

(2) ram_code:
“ram_code”EfCiaHE g Ox170, Z5RHIIEA 0x2560 (BRE—EHUEMNES 0x255¢~0x255f), _EERIRFEE]
Sram J&, 7E Sram LAJHIAES 0x840170 ~ 0x842560,

(3) retention_data:
“retention_data”fE flash HPigsatthlitrstored s Ox2560, 2" ram_code” MIZEE,

“retention_data”fE Sram AFCIRHINEST Ox842560, LEERMNEA 0x843248 (FfG—E#UEMIES 0x843244
~ 0x843247),

“vector+ram_code+retention_data” = size {E retention_size”JJ 0x3248, BBA flash firmware HET 16K 2
B 0x3248 byte BB, M 0x3248 E 0x4000 K4 3.43K I=[a))EF wasteful flash area (T flash X
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1) “ (AP RILUTFF 825x_ble_sample.bin BEIXEE T B EEZTMAY 0); Sram HI 0x843248-~0x844000
K45 3.43K B jalE F wasteful sram area” (FEZ SRAM X3i) o

(4) Cache:
Cache £ Sram FHIHESEEIS: 0x844000~0x844900, Cache BIMHXIZ BTE list KRR LK H 3k,
(5) text:

“text”E&1E flash firmware FfCi4a#IE A 0x4000, LN Oxaldc (RfE—EEkIEMIE S 0xa148-0xa14b),
Size 9 Oxal4c- 0x4000 = Ox614c, FBIE Section LEitHEIE—EL

(6) rodata:
“rodata” ERECIAMIE A text BILESRMIIE Oxal4c, L5RMNUE N Oxaa38 (RE—EFIEMIL A Oxaa34-0x8337)0
(7) data:

“data”EZTE Sram _icigithit g Cache BULSSRMIHE Ox844900, list X4 Section ZEiTEB D45 HBY size 79 Ox2¢,
“data”ER7E Sram LBILERMINEA 0x84492¢ (RE—EEIEHINEA 0x844928~0x84492b),

(8) bss:

“bss"ER7E Sram _Eiciahit g data” ERRYLE SR Ox844930(16 FTXITF) , list X4 Section I DA E
1Y size 3 Ox259,
“bss"ERTE Sram _ERYLETRMIES Ox844b89 (FRfG—EEIEMINLS 0x844b84~0x844b88),

& Sram Z[E]I 0x850000 - 0x844b89 = Oxb477 = 46199 byte, JEZ stack EE(FEFHM 256 byte, iXF
45943 byte,

2.1.3 MCU thht=sialisia

2N 0x000000 - OXFFFFFF HitikZs{E]AYiA a1 4 L T & .

2.1.3.1 IMRZRERIRER(F

IM&=NE] (reqister #l sram) BV E1R(FEIZAIE ARSI

u8 x = *(volatile u8*)0x800066; //iF register Ox66 HI{E
*(volatile u8*)0x800066 = 0x26; //*A register 0x66 NH{E
u32 y = *(volatile u32*)0x840000; //3R sram 0x40000-0x40003 HHLAIE
*(volatile u32*)0x840000 = 0x12345678; //4A sram 0x40000-0x40003 H3IENH{E

ngs

2R RER write_reg8. write_req16. write_reg32. read_reg8. read_reg16. read_req32 XIMEZIE]
HITHE, HLREEHRE. F2EE, 1588 drivers/8258/bsp.ho

ARTEF M write_reg8(0x40000)/ read_reg16(0x40000) BIIE{E, EE XINTFR, MHE H 0x800000
MRZEBNLE Gtiksk BIT(23) 9 1), FRLL MCU BEBSHRIAINEIZE Register/Sram F[a), MAREIHIE
flash =&,
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#define REG_BASE_ADDR 0x800000

#define write_reg8(addr,v) U8_SET((addr + REG_BASE_ADDR),v)
#define write_regi6(addr,v) U16_SET((addr + REG_BASE_ADDR),v)
#define write_reg32(addr,v) U32_SET((addr + REG_BASE_ADDR),v)
#define read_reg8(addr) U8 GET((addr + REG_BASE_ADDR))
#define read_regl6(addr) U16_GET((addr + REG_BASE_ADDR))
#define read_reg32(addr) U32_GET((addr + REG_BASE_ADDR))

XEAR—IREXNTTRIRE: MNREMRER 2 Fh/4 FUNEHTRKIRETINGTE, —EEZRERMLR 2 F
T5/4 FHNFTH, MRAHNFHIE, SREBUBRTHEIR. N THEMEERN:

ul6 x = *(volatile u16*)0x840001; //0x840001 %8 2 FTIMT
*(volatile u32*)0x840005 = 0x12345678; //0x840005 5B 4 FTXITT

EEUNEMRYIRE 181!

ule x = *(volatile u16*)0x840000; //0x840000 2 FTIXITT
*(volatile u32*)0x840004 = 0x12345678; //0x840004 4 FTAITT

2.1.3.2 Flash BYI2(E

HEBDRBIENSE 8 E Flash 148,

2.1.4 SDK Flash Z[a]i9 5 EC

HERSHNBIENE 8 E Flash 7148,

2.2 BIphisEiR

2.2.1 System clock & System Timer

RYBIHH (system clock) & MCU HITIZRFRYIBT ¥,

RATERZE (System Timer) 2— 1 RIEMERTEE, 7 BLE I FITHIIRMHAT B EHE, R LURELAF
EJ
7E Telink E—1X IC (826x &%) L, System Timer BIBT#RJRTF system clock, 1 B85m %! IC L, System

Timer #1 system clock @JRILHF Y. S0 TFEFRR, System Timer @HYMEE 24M Crystal Oscillator 48 3/2 53
SIS EIRT 16Mo
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Ry iy
Doubler ——48M :

32M
3/2
Divider

RC FHS

Oscillator

RC_24M— —system clock—e

FHS MUX
System Clock MUX

\J

Divider

24MHz Crystal l
Oscillator

Pad_24M

v

3/2 5 etI:r:‘:T'mer—l-
Divider ¥ :

Figure 2.6: "System clock & System Timer”

B L] LAEE, system clock BJLARISMER 24M & KIR %2345 doubler BB RS {EHRE] 48M B D MIEE 16M.
24M. 32M., 48M F, X—3 clock F{TFFA crystal clock (%0 16M crystal system clock. 24M crystal system
clock) ; WRILAE IC AER 24M RC Oscillator 22513 %] 24M RC clock. 32M RC clock. 48M RC clock &, X
—RFATHRA RC clock (BLE SDK RZ#F RC clock) o

7 BLE SDK A1, FRATHEFF(ER crystal clocke

a1k EH AR TER APl B2E system clock, TEMAEETE SYS_CLK_TYPEDEF X AIEIRES X N AY clock BD
A,

void clock_init(SYS_CLK_TYPEDEF SYS_CLK)

BTF B85m RFITH A System Timer 5 system clock 71, AP EE T ## MCU LR BEHIEIRM clock @3%F
JBF system clock IB2 System Timero 1L system clock 9 24M crystal BYIERRFITIHAE, AT system
clock 4 24M, [ System Timer & 16Mo

7EXX % app_config.h H system clock AKIFRZEY s« ms. us BIENXINT:

#define CLOCK_SYS_CLOCK_HZ 24000000

enum{
CLOCK_SYS_CLOCK_1S = CLOCK_SYS_CLOCK_HZ,
CLOCK_SYS_CLOCK_1MS = (CLOCK_SYS_CLOCK_1S / 1000),
CLOCK_SYS_CLOCK_1US = (CLOCK_SYS_CLOCK_1S / 1000000),

1

Fr B BT $IE N system clock BUREHIRIR, EIREEIRMY clock BY, REE{HERA EHE CLOCK_SYS_CLOCK_HZ.
CLOCK_SYS_CLOCK_1S &F; =2, tNRAFRBIERAP clock BNEEFHRANZULENNENX, HBEIZIERE
B$hiE A system clocko

i PWM IRz PWM BEEAF SRR BT, 1588 PWM BUBSHERE system clocko
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pwm_set_cycle_and_duty(PWMO_ID, (ul6) (1000 * CLOCK_SYS_CLOCK_1US), (ul6) (500 *
< CLOCK_SYS_CLOCK_1US) );

System Timer EIER 16M, FFLITFXA timer, SDK code AN TRIEERRT s« ms M uso

//system timer clock source is constant 16M, never change

enum{
CLOCK_16M_SYS_TIMER_CLK_1S = 16000000,
CLOCK_16M_SYS_TIMER_CLK_1MS = 16000,
CLOCK_16M_SYS_TIMER_CLK_1US = 16,

1

SDK HLATJLA APl #BZ2ER System Timer HEXBI—LE42(E, FRLUS R EIXLE API 1R{ERY, #BER Lm¥E
{M"CLOCK_16M_SYS_TIMER_CLK_xxx" B9 R KR8],

vold sleep_us (unsigned long microsec);
unsigned int clock_time(void);
int clock_time_exceed(unsigned int ref, unsigned int span_us);

#define ClockTime clock_time
#define WaitUs sleep us
#define WaitMs(t) sleep _us((t)*1000)

HTF System Timer & BLE iTBYE9E M, SDK HFFH BLE BYEIMEXMISHINTE, EH R EIRTEHRIAN, &B
£ F"CLOCK_16M_SYS_TIMER_CLK_xxx" B9A o

2.2.2 System Timer BY{EA
main BRI sys_init ¥1885ERE, System Timer AU T{E, FIF RILLSEEY System Timer ITHER2889(E (&
#R System Timer tick) o

System Timer tick — s EIRAIN—, EHKER 32bit, BIF 1/16us il 1, &//ME 0xO00000000, wmAE
Oxffffffffo System Timer RIS THAVETIR, tick (A 0, Bl&RA(E Oxffffffff FREAIBTEI/T: (1/16) us * (2°32)
KETF 268 ¥, &1L 268 ) System Timer tick H—F,

MCU 7EIB1TIZF IR system tick A={F 1k,

System Timer tick BYIEEX BT LU clock_time() BRIERIRTS:

u32 current_tick = clock_time();

BLE SDK ¥4 BLE BYF#EE T System Timer tick i&1+8Y, BRFFHAZFEHEX System Timer tick K52
BRI BB AT ¥ 7, SBIUIETE user EAX S System Timer tick SES2I—LE (& 52 A9 TE BT FIEE BT 1 7o

EEANELI— M ERBRGEN, REERBIKIETEING, BT2EIERRKIN, FEFRIEIERELT
BUSERT MR, —MRATHIREERTZHATZINNAE, KIAE:

(1) Bohitht: E—1 u32 T E, EEFHIER HAET System Timer ticko
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u32 start_tick = clock_time(); // clock_time() returns System Timer tick value
(2) EEFHELTEEIHLET System Timer tick 0 start_tick WEERTBIRZEENNEE, BB,
INNERERA , PITIENAVIRIE, HIRIESCPREIFERBIFITAY IR BT —HAIERY,
BIRREEETHIRTIEN 100 ms, EWHETRBEANSH5:

if( (u32) ( clock_time() - start_tick) > 100 * CLOCK_16M_SYS_TIMER_CLK_1MS)

HRFEEEELKR u32 B, RT system clock tick M OxfEffffff 2| O X PMRPRIE To
LPr_E SDK AT HERAZN AR S A u32 HEMRA, IRETH—RARKE, FERKN#HZ D, #
B LA T EREGEITE S FI B

Iofe —

if( clock_time_exceed(start_tick, 100 * 1000)) //FE_NSEEMN us

FEIRMZE: BT 16MHz B —EN 268 ¥, XPMEWRBRERT 268 FHLUANER, NREBET 268
7, FEERE LMTERSERITRIM (XEFNAR).

RIFREs). A iR (Refi—R) B2 #WE, BFE#HT B()

u32 a_trig_tick;
int a_trig_flg = 0;

while(1)
{
F(A){
a_trig_tick = clock_time();
a_trig_flg = 1;
}

if(a_trig_flg && clock_time_exceed(a_trig_tick,2 *1000 * 1000)){
a_trig_flg = 0;
BO);

2.3 GPIO &R

GPIO 1R1RAYIEBEIE user 3B drivers/8258/gpio_8258.h. gpio_default_8258.h. gpio_8258.c KI2fE, FiF
RESELURRS A IR 2

RIS R B FFERAVIRIE, IFEE M (gpio_lookuptable) RIEfZ,

2.3.1 GPIO ENX

B85m RFIiS A A 5 4H 36 4 GPIO, ©3H: GPIO_PAO ~ GPIO_PA7. GPIO_PBO ~ GPIO_PB7. GPIO_PCO
~ GPIO_PC7. GPIO_PDO ~ GPIO_PD7. GPIO_PEO ~ GPIO_PE3

AE:
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* IC B9 core PR EREX 36 1 GPIO, EEAMAKIE—F IC WARREFE L, AJEFLE GPIO H&E5IH, FR
LUER GPIO BHiELA IC SEPRETZEEH KM GPIO BERIUE,

EFRPEFEEER GPIO BY, HIRER FENEEENX, #EN drivers/8258/gpio_8258.h
AE:
7 1 GPIO EbBA4S%, TEIER!

1) MSPI B9 4 /™ GPIO, X 4 /> GPIO @ MCU RAZLHE SPI B4k, BTIETE flash &1F, LBEIAN spi ik
&, user KIEREEIRIEE(], FEFHPFEEFEHR, X1 4 1 GPIO A PEO. PE1. PE2. PE3,

2) SWS (Single Wire Slave), F8F debug FIIRTE firmware, LEBERIAN SWS RS, F2FHP—HRFEH, B85m
By Sws EHRIA PAT,

3) DM #1 DP, LEBERIAA GPIO KT, HEE USB IHEERY, DM #1 DP FE(FH; HARFEE USB BY, AILUER
GPIO €M, B85m B DM. DP BRI/ PA5. PA6.

2.3.2 GPIO R&kEH

XERFEFFREETRORELRD GPIO R,
1) func(ZHEEECE : 45%RINEE/—AR GPIO), MNFBEFEAMNmHINEE, FHEEN—K GPIO,

void gpio_set_func(GPIO_PinTypeDef pin, GPIO_FuncTypeDef func);

pin I GPIO EX,, BUF—#, func RIIEF AS_GPIO SREMIFHRINEE,
2) ie(input enable): HINfERE

vold gpio_set_input_en(GPIO_PinTypeDef pin, unsigned int value);

value: 1 #1 0 2355R7R enable # disables
3) datai (data input): HENEREFTHEY, ZERNHFIZ GPIO BEHIAVEBT, BFIREVUMEE.

unsigned int gpio_read(GPIO_PinTypeDef pin);

BERBEREER 0; RESBE, REFE 0 ME, XEERIFEIE, HRISHFH, REAEBF—ERZ 1,
=—1E 0 BB,

FRLAAER S, FEEERZRM if( gpio_read(GPIO_PAO) == 1) 5%, HEFEAFERFZIINERRAIE, B
RERE 15 0 HmiHER:

if( !gpio_read(GPIO_PA®) ) //¥Ikr={KEEF

4) oe(output enable): Mt fERE
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vold gpio_set_output_en(GPIO_PinTypeDef pin, unsigned int value);

value 1 #1 0 9355R7% enable # disables
5) dataO (data output): HHIHFEEEITHE, ZEN 1 BHEBEF, ~ o BHEBEF,

voild gpio_write(GPIO_PinTypeDef pin, unsigned int value)

6) REPIEI_ETHIBEECE : B M LHi. 10K EHI. 100K THI 3 FiEINEFE, FIERBENRSE 4 #: M £
fiI. 10K EHI. 100K FHIF float K

vold gpio_setup_up_down_resistor( GPIO_PinTypeDef gpio, GPIO_PullTypeDef up_down);

up_down BYMEMECE /9

typedef enum {
PM_PIN_UP_DOWN_FLOAT
PM_PIN_PULLUP_1M
PM_PIN_PULLDOWN_100K
PM_PIN_PULLUP_10K

}GPIO_PullTypeDef;

-

[l
w N =, O
-

-

7E deepsleep 1 deepsleep retention JRE T, GPIO B NE RS LEL, BREM L THIBENDAE
¥o

AE:

X TF GPIO TE#HITINAER DAL B VAR, EEIREBITIRF:

(A) FHEFLZ GPIO ThEE, ABARELBAMEEMNINGE MUX BBEWFGE, =EHEIE GPIO IHEE disable,

(B) FFUARINEE 10, BEMAL GPIO output, HIEFTRZAY 10 BY output {EF] OEN IREX/E, &G enable GPIO
IhEE,

(C) FFeAIhEER 10, EEMRK GPIO input F B 10 £, 563§ output IRERL 1, OEN IRE N 1 (XIR PA 1 PD),
EHR¥ pullup iISEB R 1 (3R PB A PC) , /5 enable GPIO g,

(D) % pullup IREN 1 (XIRZ PB #1 PC) F# B 10 AEHI, %8 output IRERL 0, OENIREN 1 (MK PA 1
PD), EHX¥& pullup IREHN 0 (IR PB 1 PC) , /5 enable GPIO IhAE,

GPIO FCERZFZA:

DI_.]' GPIO_PA4 Ha%ﬁ&ﬁm‘i‘llu\, #Eﬁlﬂj%—%qzo
gpio_set_func(GPIO_PA4, AS_GPIO) ; // PA4 ZRIAA GPIO ThEE, RILIRIEE
gpilo_set_input_en(GPIO_PA4, 0);

gplo_set_output_en(GPIO_PA4, 1);
gplo_write(GPIO_PA4,1)

:H' GPIO_PC6 Eaﬁjjtfﬁu)\n_.\) #UI*EIEEIZZI:iiguﬁ&%EFa %EEELE‘T, BE.U: float EEEF E’”l‘]o
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gpio_set_func(GPIO_PC6, AS_GPIO) ; // PC6 ZRIAA GPIO ThEE, RILIRIGE
gpilo_setup_up_down_resistor(GPIO_PC6, PM_PIN_PULLUP_10K);
gpilo_set_input_en(GPIO_PC6, 1)
gpilo_set_output_en(GPIO_PC6, 0);
if(!gpio_read(GPIO_PC6)){ //&TIXEF

3) ¥ PAS. PA6 BHIECE R USB Ihak,

gpilo_set_func(GPIO_PA5, AS_USB ) ;
gpilo_set_func(GPIO_PA6, AS_USB) ;
gplo_set_input_en(GPIO_PA5, 1);
gpio_set_input_en(GPIO_PA6, 1);

2.3.3 GPIO MI¥II41k

main.c FEA gpio_init K%, FRT MSPI 4 4 GPIO LISMYEME 32 4 GPIO BPIRESER VB L—E

%FHFE’J app_config.h FEZBECE GPIO BT, XTMREEE 10 MR AERIARS. 32 1 GPIO BIA
)|kll_a\

1) func

BR7T SwS , HMR—Af GPIO K.

2) ie

BRT SWS ERik ie 1, EftFiER—AR GPIO Bk ie /9 O,
3) oe

28A 0.

4) dataO

287 0o

5) AE8 LTI ERACE

2EBA floats

B £ ¥ 1515 S B drivers/ 8258/ gpio_8258.h. drivers/ 8258/ gpio_default_8258.h #1 drivers/ 8278/
gpio_8278.h. drivers/8278/gpio_default_8278.h,

WRTE app_config.h FEREINENHE/L GPIO FIIKRE, A gpio_init ABERARKIARKES, MaEER
FAFTE app_config.h EEERVIRTS. RER gpio MENIAKBRERLRRTH, XEEMEZEN (LLPAO K ie
A1) :

#ifndef PAO_INPUT_ENABLE
#define PAO_INPUT_ENABLE 1
#endif
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U 7E app_config RETLURRIE XL TR, XLERMABMHER U EXMEGAE,
£ app_config.h FEZE GPIO REAZEA (UL PAO AH)

1) B2& func:

#define PAG_FUNC AS_GPIO
2) BcE ie:

#define PAO_INPUT ENABLE 1

3) BidE& oe:

#define PAG_OUTPUT_ ENABLE 0

4) B2&E dataO:

#define PAG_DATA_OUT 0]

5) ECEMEP L T hIFERE:

#define PULL_WAKEUP_SRC_PAG@ PM_PIN_UP_DOWN_FLOAT

GPIO BIHIIA L B4
1) AILARAITE app_config.h HENX GPIO FYFIAIRTS, TE gpio_init FELULTE;
2) AIBATE user_init BRERAIEIT GPIO IRESITHIRER (gpio_set_input_en F) MILUKRE;

3) AT LAER A EmF A TURA: 7E app_config.h FIREIE X —LE, gpio_init MILAIT, 7E user_init FIKTE
%gl\_%o

AE:

« 1 app_config.h FITEXH] user_init FIZER— GPIO HEMNREANRENEN, RIBEEFNLERIT
@, SRERLL user_init FIGE N,

gpio_init BRELAYSCINANT, anaRes_init_en BIEAEEIN L THIBERTHISE,

void gpio_init(int anaRes_1init_en)

{
// gpio digital status setting
if(anaRes_init_en){
gpilo_analog_resistance_init();
}
}
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SENHEEERINFEEENNAA, 16 GPIO Wi _E THIEBFEAEFF287E deepsleep retention HABIZRT I
RIFAIEEBR, FrLd GPIO &1 _E THIEBPERIRSEETE deepsleep retention mode F#E4ERHE,

AT R deepsleep retention MEEZ [ GPIO & E FHIFEBIAAVIRES AR HWENE, 7E gpio_init AIZCEHIT L5
=5 deepsleep retention wake_up, IRIBXMREEIZE anaRes_init_en BIE, W TEM code FiiR:

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup();
gpilo_init( !deepRetWakeUp );

2.3.4 GPIO ¥{FIRATE deepsleep retention mode K

LFENEH GPIO KEIEHIF, BRT B THIEBEREEINEESS (analog register) 154, EMFAEIVRES
(funce ie. oe. data0 %) EEIWINFEHF2S (digital register) I=HIAY,
SEMEERNFESENNEAH, deepsleep retention HIBIFFA digital register FPRSEEEK,

7E Telink £—1X 826x &% IC £, suspend HA[BIRTLAR gpio output RiFHI—LESMEISE, BEIT B85Sm LUl
R suspend i 7 deepsleep retention mode &, gpio output IRASK, TIATE sleep FRIELERBIIEHISH
B, BRI GPIO A E FHIBEMRESRAZLI: Lhi 10K K& gpio output high, THI 100K
& gpio output lows

AR
« deepsleep retention HAEIRY GPIO REITHIREMFH LH 1M (LHIBERIGESELEEBREBE VCC f—LE),

54h, £Hi 10K BIEHIRARERR PCO-PC7 BIEHL 10K (T deepsleep retention wake_up RI=E52EY
ERELED, FEER), HM GPIO L 10K #ZR LA,

2.3.5 BoE sws EHiF5IETEH

Telink FREBY MCU #BfER SWS (single wire slave) FEHMERIEF. ERLNNARBEL, SWS XA pin
BIRES A

1) function £i&79 SWS, 3E GPIO.

2) ie =1, RA input enable BY, A ATLIKE| EVK RHIEFHar<, FARERIE MCU,.

3) HMAYECE : oe. dataO #A 0,

RAULEREE, TR EVK AU <, EBRNEER—IMNKG: HENRFHEREEREERIN
1% (WIAIXLIIMY, BRIEIEBRAIBERPENEIA 100mA),, BITF SWS & F float RE, BIBERIETI—MEIRAVEK
18, RUNRE EVK KW, XMEIRNG LA SHEREE,

R FERIE AR, ¥ SWS B float WSEENMIN LHL, BIHRIK LRI 1M EBRERARR,

B85m Y SWS # GPIO_PA7 £, 7E drivers/8258/gpio_default_8258.h F& PA7 Y 1M LHiFF/BENE]:
#ifndef PULL_WAKEUP_SRC_PA7

#define PULL_WAKEUP_SRC_PA7 PM_PIN_PULLUP_1M //sws pullup
#endif
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2.4 R4iHhlER

BHEIER IC BB R RB LU TR MR

(1) FRERETRIMAL—1F, MCU REEFETEREREED

(2) FREETHEAR—MPEEFAD, REIMEEM irq_handler BREL, 7EIZREEEEDTREEXPETRY
IRTSALSRF B 2 P T B S RARA

LEBER 1 RET MCU MR BB IR IR AR A R HE— MR ROIESER, MR~ E, T
ERRILZIMR, HEHNFRBAY, BEFENPAESTEEA RMN, R, HE 2 1NE 2 N ERERET,
FRE R BT ER T A M B SEAS e Rz, E— A Brim R AERY AYBY 8], BURTFX AR LR MCU @B EEAIEHR
AR BT LA IR E AR BT TE BRB9BYIEl, S0 TFEFAR, BT IRQ2 AR IRQ1 IETEANE, HMFE IRQ1 AMIBELE
RIGAEEMINZ, IRQ 2 delay RYBTBIERIFERALE IRQ1 process HEx ABT(E],

IRQ1 trigger

IRQT process

A

t1 |12

<——IRQ2 delay— |IRQ2 process

IRQ2 trigger

Figure 2.7: "IRQ delay”

£ BLE SDK #2, fEfY system timer #1 RF B MNRGHRUET, MMRAFLKEEMIAIRET, WARREERDRY
FREfTRIBYIE] )RR, SNREF FEILMEMPET (bbil UART. PWM %), REEENATINT:

(1) SDK H system timer A RF B NRGFRUET, FIRERIERAHITENEIRE 200us, XEMRE R FIBNBYHETET
RETTASERYMEN, HIEiE F&RARIREHILAYEERRYIEA 200us,
(2) system timer # RF BN RFHETE N 7 LIE BLE 1£55, BT BLE TR AM™AE, FEEMWIERT KA.

FRLAZE FIgNayehlT, IBRRtalfRaedc, #INTE 50us A, dIREHET K, FIGEHIR BLE BYFED H
&, SRR ERERR. RS, BLE EiEFRE,
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3 BLE &R

3.1 BLE SDK 5R{4%844
3.1.1 ¥5' BLE SDK #X{4%249

1R#E BLE spec, —MELEARAER BLE SDK 224930 FEFAT

Application

Profile 1 Profile 2 Profile n

I

Generic Access Profile

Generic Attribute Profile

Attribute Protocol Security Manager

Logical Link Control and Adaption Protocol

Host

HCI

Link Layer

Physical Layer

Controller

Figure 3.1: "BLE SDK #X{$%2#5"

E LEFRIIZEMHE, BLE WY& Host #1 Controller FER5

« Controller {9 BLE [RE 1Y, £23F Physical Layer (PHY) # Link Layer (LL), Host Controller Interface
(HCI) 2 Controller 5 Host MIME—@{53#%0, Controller 5 Host FiEMEIER B&RET 1ZiE O 5T M.

« Host fE4 BLE EE X, thi¥ EH Logic Link Control and Adaption Protocol (L2CAP) . Attribute
Protocol (ATT). Security Manager Protocol (SMP), Profile B#& Generic Access Profile (GAP). Generic

Attribute Profile (GATT).
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- NEE (APP) 8% user HEMHEXNBARIEAMEZF service XN HY Profile, user i@id GAP EiTHlia]
Host, Host i@id HCI 5 Controller e EIER E, N TFEFIT.

BLE Host
HCI HCI
cmd data
HCI
HCI HCI

data event

BLE Controller

Figure 3.2: “Host #1 Controller B9 HCI $XE3cE"

(1) BLE Host i@id HCl cmd ZE121EI&E Controller, X% HCI cmd W NASEZESEEIFENBR controller APl

(2) Controller 3&id HCI [ host _EIREFH HCl event, KEHMZEAENLA,

(3) Host B EBRIZL M HIKFZBIEIEE T HCl 523X F Controller, Controller ¥ #iEEH#Z X Z Physical
Layer #H{T&IX,

(4) Controller 7£ Physical Layer WWZIHY RF #3E, LHIBTRE T Link Layer BYEUEIRE Host BIEUIE: @R
= Link Layer B9EUE, EIZMIBHEE; 1R 2Z Host FIEEE, M@ HCI BEIEEE Hosto

3.1.2 Telink BLE SDK $%{42243

3.1.2.1 Telink BLE controller

Telink BLE SDK Z#5#R/HRY BLE controller, B#E HCl. PHY (Physical Layer) # LL (link layer)o

Telink BLE SDK B1& Link Layer I RMFRAIRZ (standby. advertising. scanning. initiating. connection),
conneciton K& THI Slave role 1 Master role tB&F32#F, B85m BLE Single Connection SDK HHJ Slave role
#0 Master role #8322 single connection, Bl Link Layer RBELIF—NERE, TARMZ A Slave/Master &
Slave # Master [EIBY7ETE,

SDK B9 B85m hci @— BLE slave BJ controller, FEEfMBIb—1NE9T BLE Host B9 MCU thiA TERZ R —
MIER BLE Slave 4%, Z2HMEWT,
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Other MCU BLE
Host
UART/USB l
HEI
_ BLE
Link Laver

Controller

Physical Laver

Figure 3.3: “Telink HCI Z2#4"

Link Layer connection JRZSEIRY Sz 5 single connection BY Slave #1 Master, AB4 B85m hci SEFRtB AT LAEH
BLE master controller /A, {BSZFR¥F— BLE host iIBITEREZMARS (40 linux/android) Rif, &—
& Master controller REEERE—MEEF, JLFEEERXH, FrLl SDK 1£ B85m hci EHEEIE master
role BYFIIREIH 5o

3.1.2.2 Telink BLE Slave

Telink BLE SDK 7£ BLE host £, 2%t Slave ZB5 B stack S22 X1F; W F Master T MBI, FH SDP
(service discovery) XKEZ%

Y user REEFHANREM BLE slave Y, Telink BLE SDK 51T Host (slave 2843) + #R/A&RY Controller, SEFRAY
hNARZE =3 EEARERSM— LR IR, F15E SDK NARFARFEFHE (B sram. iZ1TEE. IhiE
%) &)\, HZEHWITEFTR. SDK A B85m ble sample. B85m remote. B85m module #BEETF1%%2H,
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Application
App
GAP ‘ HIDS BAS ‘AUDIO ‘ ‘ OTA ‘ Profile
] J L
I_ -t--------------—-""=-"—-""—-"-"—-""-"¥""-""-""="="=—-"¥—-"—-"=- ="
: Generic Access Profile :
’ Generic Attribute Profile ‘ Host
i BLE
Attribute Protocol Security Manager StaCk
Logical Link Control and Adaption Protocol ‘
| |
HCI ‘
@ Power
Link Layer k;“ Controller
@ Management
Physical Layer K‘:

Figure 3.4: “Telink BLE Slave %214

BRSO ETLFIRBEIERR B & user B] LUBE SFZ O FIRIERHIN, S1RME user AP, TIOETELENMNARRA
R AIEIERCE, user TiES S,

Controller 843 HCI 35225 Host BVEIEEEIZRO (7 L2cAP BxiR), BRERH—IZEO, APP NEEWA
LIEES Link Layer #1T8IER H, Power Management (PM) {RINFEEIRE TR AERE Link layer, NAE
ALUAR PM X EBEOHITIEEIENIRE,

ZEIME, NARS Host WEIBRER@ET GAP RiFE)IEH], WiXARTE ATT. SMP 1 L2CAP #ieft 748
X#EO, AUNNEEREERE, B2 Host WEHFEEEY GAP BNINAEXE,

Host B LA Attribute Protocol AER, SSILT Generic Attribute Profile (GATT). MAEET GATT, EX user

B o EEMK R profile 1 service, 3% BLE SDK demo code 1L MNEZR profile, BFE HIDS. BAS. AUDIO.
OTA &,

TEETFXMEER BLE MR E IO M—LEARNNE, HABEER user APl
Hrb Physical Layer 5e£H Link Layer 5%, BEAZEENAEEANES, XEBRFNE.

8B Host 5 Controller FYER D #ERX EIERESE HCI 3R5ERY, 1BEZAERZ Host # Controller 1hYi%5ER, A
BNFEREE, IFEF L2CAP E3FM HCI FUERIAMIBREGLITTY , FrL3 HCI SBoB AN A,
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3.1.2.3 Telink BLE master

Telink BLE master FISLI A XARREF Slave, SDK EIRMEAFRAR controller ¥#3£E library BE, B1E app &
I host #1 user B 289 application, 0 TFEFIT

Application

]

Host
GAP App

SDP (simple
reference)

SMP ATT

L2CAP

HCI

Link Layer Controller

Physical Layer

Figure 3.5: “Telink BLE master 244"

SDK H B85m master kma dongle T#2 demo code @ETFIZZEMLIMAY, host ERYAASJLFEBTE app LM
T, SDK IRMHEFFRAER interface fi user ESERIXLETNAE,

App BRI TAER 12cap. att FRIAME, 7E SMP E 9 RIRE T REAM just work 5T, B85m master
kma dongle 2XIA SMP 2 disable Y, EE user H I THX N7 74 BE enbale SMP, HHF SMP BYSZILLL
BREZx, BRH code SEMEZEEETE library B, app EREBFAMEXD interface BIA], user #FH
BLE_HOST_SMP_ENABLE BIe[#XEIFTERY code ALIE,
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#define BLE_HOST_SMP_ENABLE 0
//1 for standard security management,
// 0 for telink referenced paring&bonding(no security)

SDP BEREZMIERSY, Telink BLE master FiEFRER SDP, RB{HT —1MEENSE, X B85m remote
A9 service discovery, B85m master kma dongle ZXikiZ simple reference SDP 23T FHY,

#define BLE_HOST_SIMPLE_SDP_ENABLE 1 //simple service discovery

SDK 12tFr B service discovery fBX ATT R1ERFR/E interface, user AJLAE%E B85m remote AY service
discovery LI E2H service discovery, &R BLE_HOST_SIMPLE_SDP_ENABLE disable, f£A# slave
L9TEIFR service ATT handle RSEIEUREA A,

Telink BLE master A3z #F Power Management, A%t Link Layer B scannning # connection master role
&EM suspend QMIE,

3.2 BLE Controller

3.2.1 BLE Controller 7748

BLE controller £2#% Physical Layer. Link Layer. HCI #1 Power Management,

Telink BLE SDK 3 Physical Layer (XRZ driver 3XFHEY rf.h BY ¢ X)) Se2E2EE! library A1, user REET
fi#, Power Management S$EAXEEEMNETHIFANAE, FERERIE—T, FAMEZENE,

ARZINE Link Layer 1 HCI, BEF HCl EE 2 interface, HLMMITHEEHERE N T #21F Link Layer F13KEX
Link Layer B9, FRULESIFANER Link layer, FTETER Link Layer # API BYE 2R3 HCI #BX interface
__?Ei?'jo

3.2.2 Link Layer iR7S#H

TE7 BLE spec | Link Layer RZ&#HLo
FZ(ERIEFEE (Core_v5.0) (Vol 6/Part B/1.1 “"LINK LAYER STATES").
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gﬂlsmg '

N

%
/

()

| Scanning

N
N

|«—»| Standby |« Initiating |

\_/

———=| Connect

Figure 3.6: "BLE Spec 1 Link Layer JRZS#H1”

Telink BLE SDK Link Layer JAZS#H80 FEFrTo
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Idle

Y
F Y
A

Advertising [« » initiating

Power
Management *

ave role

Figure 3.7: “Telink Link Layer JKZS#1”

Telink BLE SDK Link Layer 3KZS#HLH BLE spec XM —3, #E 5 MEAIRE: Idle (Standby). Scanning.
Advertising. Initiating. Connection. ¥ Conneciton JXZX 4353 Slave Role #1 Master Roleo

X R4BIEXT library FI/T4E, BRI Slave Role # Master Role #32 & T single connection BJi&it, Slave
Role BXIAA9 single connection BY; Master Role B HItRHEBIZ single connection B9, {BHETFRERSEME multi
connection B, FRLUXE & H Master role single conection, F1R3KAI Mater Role multi connection fEX 43

A2 R4 3% Slave Role [EEIFRI Conn state Slave role 3% ConnSlaveRole/Connection Slave Role B {& 5
ConnSlaveRoleo

AR H3E Master Role [FREH# /Y Conn state Master role 8 ConnMasterRole/Connection Master Role B8]
54N ConnMasterRole,

El# Power Management HAZ LL B9—MIRE, MEINEERER, RRBIZ SDK R 3t Advertising 1 Connection
Slave Role #{T T EINFELIE; Idle state MNRFBERINFE, user TR FAFFEBMEX AP BT SER; EM/L4
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state, SDK ZREMIRINFEEIR, user W ATEN FHELIEINGE,

BT Em 5 MR, stack/ble/ll/Il.h REX T IREHBIER. HE ConnSlaveRole #1 ConnMasterRole BHIRZS
Z#R = BLS_LINK_STATE_CONN,

#define BLS_LINK_STATE_IDLE 0

#define BLS_LINK_STATE_ADV BIT(0)
#define BLS_LINK_STATE_SCAN BIT(1)
#define BLS_LINK_STATE_INIT BIT(2)
#define BLS_LINK_STATE_CONN BIT(3)

Link Layer IKZSHIBILIIRERTE BLE stack [KEBISEM, Frll user TR ABTEEBERE, REERENHFIK
&, ART@E API BIA], RENER LM 5 MIRESHEY 1 54,

us blc_11_getCurrentState(void);

3.2.3 Link Layer IABSHA SR B

3.2.3.1 Link Layer K741

Telink BLE SDK Link Layer REMZRAMBERES, BEIGITLERE, 8—MREWBHERI—MEIR, A

ERTREREARN (dle 3R, user BILFIMERNAREREESSHRENAE, MMEIARMRAH, Lt
i user EEMNFZ BLE slave, BRAREERN Advertising R ConnSlaveRole HRIRFAETIA T, FITHY
Scanning/Initiating FIRRGBEWECEHK. XHFMRITHIBHET A code size fl ram_code, FEEFEAR
REHEXABRASHWRITHFE,

MCU B9¥ItRIC BT, APIANT:

void blc_11_1initBasicMCU (void);
Idle ﬁﬂw']m\}]ﬂ API ill]-F, /Z\/FIEIJ, FEEEIJ BLE r‘-%%ﬁ E?ﬂy‘/_\ﬂﬁo
void blc_11_1initStandby_module (u8 *public_adr);

HML MR (Scanning. Advertising. Initiating. Slave Role. Master Role Single Connection) ¥tRA&iRAY
¥ta1k API 2 BIEAT

void blc_11_1initAdvertising_module(u8 *public_adr);
void blc_11_1initScanning_module(u8 *public_adr);
void blc_11_1initInitiating_module(void);

void blc_11_1initConnection_module(void);

void blc_11_1initSlaveRole_module(void);

void blc_11_1initMasterRoleSingleConn_module(void);

L API H5E% public_adr #BR& BLE public mac address B35t
HA BT API BF#I8A1E master # slave 2EABY module:
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void blc_11_1initConnection_module(void);

User @3 LA _ETLN API BECELESE Link Layer K&, TELSH/LNEBNAS A MM NNNATS, BFR
RFLUTLMES, user AILLBITECEAS,

3.2.3.2 Idle + Advertising

bls_Il_setAdvEnable(0)
Advertising dle

bls_Il_setAdvEnable(1)

Figure 3.8: “Idle + Advertising”

LEFR, R¥%E1 Idle 1 Advertising #23R, FHREZR Advertising THEESLIMAIR Y0 beacon &, B85
M EERER.

Link Layer IRSHUERANB AR
u8 mac_public[6] = {-=* }s
blc_11_1initBasicMCU();

blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module(mac_public);

Idle #1 Advertising IKZSEYYIHEED bls_II_setAdvEnable 32,

3.2.3.3 Idle + Scanning

WTEFR, R Idle # Scanning &R, FRAKEZRB Scanning IHEELIN beacon FF= I EE 2893
A,

Link Layer SRESHURIRIIB LA S

u8 mac_public[6] = {-- };

blc_11_1initBasicMCU();

blc_11_1initStandby_module(tbl_mac);
blc_11_1initScanning_module( tbl_mac);

Idle #1 Scanning IRZ&BILIRIET blc_ll_setScanEnable LI,
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blc_Il_setScanEnable(1,x)
blc_Il_setScanEnable(0,x)

Figure 3.9: “Idle + Scanning”
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3.2.3.4 Idle + Advertising + ConnSlaveRole

bls Il _setAdvEnable(0)

Advertising |

-«

Connection
Slave role

Figure 3.10: "BLE Slave LL State”

bls_|l_setAdvEnable(1)

TEFFRRA—1EZAR BLE slave AR Link Layer IRESHILAE, SDK A b85m hci/b85m ble sample/b85m

remote/b85m module BERETZIREHAE,
Link Layer SRESHURIRIIB LA S

u8 mac_public[6] = {:=- };
blc_11_1initBasicMCU();
blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module(mac_public);
blc_11_1initConnection_module();
blc_11_1initSlaveRole_module();

BERSNAET, REBWETERL T,

(1) MCU EEBfE, #HNA Idle state, Idle state B3 adv Enable, Link Layer tJ#2%! Advertising State; adv

Disable BY, [B1Z] Idle states
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Adv Enable # Disable i&@id FE API bls_Il_setAdvEnable izl
LEBfE, Link layer BRIARTF Idle K&, —RRFEETE user_init EERF Adv Enable, # X\ Advertising states
(2) Link Layer &F Idle state BY, Physical Layer FN#ITIEM] RF #HXENE, FREHRAE,

(3) Link Layer & F Advertising state BY, £ #& channel E&RiX[ #&B, & master WEII &6, FRIX
conneciton request, Link Layer WXE]3X 4™ connection request &, MM FHIEBILERE, Link Layer #fA
ConnSlaveRoleo

(4) Link Layer &F ConnSlaveRole BY, H=F&R=[EF) Idle State B{#& Advertising state:
+ master [ slave &JX terminate 88%, WiFF&E#Z, slave UiE| terminate @<, JBH ConnSlaveRole,
+ slave [A master &iX terminate 88%, FnhMiFFE#E, 1BH ConnSlaveRole,

slave BY RF B R E o master KB R E, S slave KN EIWAFI €, itk BLE BY connection

supervision timeout, IBH ConnSlaveRole,

Link layer B ConnSlaveRole IBHi% state BY, 1RIE Adv @E# Enable IR E)R[E state: & Adv # enable,
Link Layer E#r[B1Z Advertising state; # Adv # Disable, Link Layer [E]Z] Idle state, Adv &bF Enable (&
Disable BURTF user ER B &E—/XIAA bls_l_setAdvEnable BV ERIE,
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3.2.3.5 Idle + Scanning + Initiating + ConnMasterRole

Scanning

blc_Il_setScanEnable(1,x)

blc_Il_createConnection

create connection timeout

Connection
Master role

Figure 3.11: "BLE Master LL State”

LEFIRA—NEZRD BLE master WA Link Layer IRZSHIE S, SDK A B85m master kma dongle BT
ZIRSHIEE . Link Layer IRESHUEIRIDIA K AFD N :

u8 mac_public [6] = {:"- bg
blc_11_1initBasicMCU();
blc_11_1initStandby_module(mac_public);
blc_11_1initScanning_module(mac_public);
blc_11_1initInitiating_module();
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blc_11_1initConnection_module();
blc_11_1initMasterRoleSingleConn_module();

tZJKuJ$n2H‘&j:’ *ku¢511bﬁ§ﬁi*ﬁ yujto

) MCU EEEfS, # A Idle state, Idle state BY3§ Scan Enable, Link Layer HJ#2%] Scanning State; f£ Scanning
State BP¥% Scan Disable BY, [E1E] Idle states

Scan Enable # Disable i&d API blc_Il_setScanEnable izl
LHEfE, Link layer BRIALTF Idle state, —RRFEETE user_init BEF Scan Enable, # N\ Scanning stateo

Link Layer &8F Scanning state B, &% Scan E|fY adv packet i&id event “HCI_SUB_EVT_LE_ADVERTISING
_REPORT" report £& BLE hosto

2) Link Layer AJLA7E Idle state #1 Scanning state 3&3id API blc_Il_createConnection fifi& ## A Initiating state,

blc_ll_createConnection 3§ 7 E B EZN—1 %> BLE 8% mac address. Link Layer # N\ Initiating
state [FABT Scan $EEM BLE 1&#, EWEIENIEMBIEIEZR adv packet [F&IX connection request Fi#
A ConnMasterRole, HE—ERE]A Initiating state ;&8 Scan EISEM BLE 1&%, TEALEE, B2
& create connection timeout, E#[EIF] Idle State & Scanning state.

AE:

« Initiating state BJLAM Idle state # Scanning state # N\ (B85m master kma dongle Ft@M Scanning
state HIZ# ), create connection timeout [5[EZ! create connection Z &RV Idle State @{#& Scanning
stateo

3) Link Layer &F ConnMasterRole BY, =& X [[EF) Idle State:

a) slave [A master &iX terminate @<, BFFIEE, master YWEI terminate B8<, IBH ConnMasterRoles
b) master [[ slave &IX terminate #8<, FohiHERE, IBHE ConnMasterRoleo
c) master B9 RF IRBLRE T slave X B2 E, S master K EWWAZEIE, & BLE B connection

supervision timeout, iBH ConnMasterRole,

Link layer By ConnMasterRole B i% state BY, REEEIZE] Idle state, & B EL Scan HIEMTFER API
blc_Il_setScanEnable iI&& Link Layer BXi# N Scanning states

3.2.4 Link Layer B3[F

#£41% BLE SDK B9 irqg_handler 1 main_loop 3Ri#BA Link layer TEZ RS TIERIFF,

_attribute_ram_code_ void irq_handler(void)

void main_loop (void)
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{
//1/1/1//7///////////// BLE entry ////////////////////////////
blt_sdk_main_loop();

L1177777777777777777/7 UT entry [//////////7777/7////77/////

BLE entry #843 blt_sdk_main_loop ¥t SR BLE Wil ARMEXHEIENIEM4. Ul entry & user BB 2RI
BB,

3.2.4.1 Idle State BI[F

% Link Layer &F Idle state BY, Link Layer #1 Physical Layer ;2B EAESELIE, blt_sdk_main_loop KX

TEREER, BAEFERAFPE. FTLOAR Ul entry HIEB T E™ main_loop BIBIF,

3.2.4.2 Advertising State BJ[%

chn 38

chn 37 chn 39

TX’ RX TX‘ RX TX‘ RX

Adv event ‘ Ul task/suspend Adv event Ul task/suspend

I
[
+«—— Adv interval :
I
|

Figure 3.12: “Advertising State A"

Advertising state BSFEE LR, §— adv interval BFE]A Link Layer itk — Adv event, —NBRAYAY 3
1 adv channel 82 B/ Adv event =7E channel 37, 38. 39 FERE—INT #HEE. BA—1 HEEZEH
BANKEIRE, FF master AJRENEIR, EIEEFM: —1E scan request, WEIXNMEEBAIE—1 scan
response fEAEIE; 5—1ZE connect reqeust, WIXMEL/FH] master FIL ble i#F#E, #H A Connection state
Slave Roleo

user 7 main_loop BY Ul entry Zp538Y code HITRTEEIFFT/RAY Ul task/suspend BB #A1T, XER52BTEIEER
B LARSRAS Ul task, SNRFERINFENIE, BILUE S RIIETEIAR sleep(suspend/deepsleep retention) LAFE
{[RZIE =

£ Advertising state, blt_sdk_main_loop RSB XL ENIENES, REMA LN R Adv BXBLMNEIAS
. BFE BLT_EV_FLAG_ADV_DURATION_TIMEOUT. BLT_EV_FLAG_SCAN_RSP. BLT_EV_FLAG_CONNECT
%,
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3.2.4.3 Scanning State BIF

le——— Scanning/Ul task Scanning/Ul task Scanning/Ul task ——

Scan interval ————

Channel 37 Channel 38 Channel 39

Figure 3.13: “Scanning State BYF"

Scanning state BB _EFRR, Scan interval 2 API blc_Il_setScanParameter i &, 4 Scan interval
FF— channel #TWE, ZER Scan window i&iTEI SDK B, FfLA blc_ll_setScanParameter A3} Scan
window BYIZE SDK B FRAER,

B Scan interval &5 G, YIRS T—PMNKEM Channel, FFIAEF—HH Scan interval, ik channel BYTH{E
Z interrupt &R, 7E irq R5ERIZEITE, ERITHEIEELE,

Scanning interval £, Scan A% PHY BE—EH&TF RX RS, §F MCU BEHELIMUEIRME, FRUE LR
timing #BEE44 T Ul tasko

7E Scan interval LUREIERERY BLE packet &, BUREEIBREFZEIRM RX fifo A (IFLZ code FIBY my_fifo_t
blt_rxfifo) , blt_sdk_main_loop RIS ERMH RX fifo PR EEEHIE, MRAMIEHRE adv HIEE L
event"HCI_SUB_EVT_LE_ADVERTISING_REPORT"¥H report 4 BLE hosto

3.2.4.4 Initiating State BI[F

le—————— Scanning/Ul task Scanning/Ul task Scanning/Ul task ———

Scan interval ————

Channel 37 Channel 38 Channel 39

Figure 3.14: “Initiating State BYf"

Initiating state Bf F B %0 L Fr7®, # Scanning state BRI 2 —# B8, KRE == Scan interval B API
blc_ll_createConnection & 8. ™ Scan interval 3— channel #{TWE, &HI Scan window 1&itZ|
SDK 8, PFLL blc_ll_createConnection A%t Scan window BYI&E SDK @A IEERY,

& Scan interval EEG, THREIT—PMKREH Channel, FFIAEF—IH Scan intervalo P2 channel BIEI{E
Z interrupt BB, 7E irq R5ERIZEITE, EHITHEIEELE,

Scanning state B BLE controller ¥UXEIRY adv packet report £5 BLE host, [ Initiating state A& report adv
#4 BLE host, © R Scan A blc_Il_createConnection I&EMILEE, &% connection_request FEITE
¥, R Link Layer # )\ ConnMasterRoles
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3.2.4.5 Conn State Slave Role BJF

brx brx brx
start | working| pos
ﬂ Ul task H Ul task/suspend H Ul task H Ul task/suspend
' brx : ! brx !
event | ﬁeventﬁ:

| Conn interval :
[}

Figure 3.15: “Conn State Slave Role BYF"

ConnSlaveRole BYFEIM_EFR. — conn interval FFIRRIATE, Link Layer ##1T—X BLE B9 RF Uik S
2. foik PHY #HANKREIRE, WEI master IBERIE— ack BEIE, HH more data, M4KEEUR master
BHEE, XIFZEFIRA brx evento

1£1% BLE SDK A, RIBFEHITIEDES, 81 brx TIEHDH 3 PMIER:
(1) brx start FHER

i master A BRIBTEIIREFRAY, & H system tick irq & #H N brx start i E&, EXPAHBTE MCU IRE
PHY BY BLE IRESHEN brx KRE, REEHMIFWEERNEXES, ABREFRT irq

(2) brx working FTE%

brx start Z55Rf5, MCUBH irq 5, REBHEANKERE, HFETRELENFEIE, FEERHEM
25, XNIEMA brx working FYEZ

(3) brx post PYE&

Wk B5eRfE, brx working £55R, E#EH system tick irq A& #H NFRIHRTT brx post B, XTMMERTER
i HRARHE brx working FYERUCR BRYIE AT BLE BY—Le3dEF BTt TAR R AU b 38,

LE="MERP brx start 1 brx post ESEFUISERL, M brx working MERFRBEIRHFNESS, ILEY Ul task A]
PUIEEHIT GEE brx working FYER RX. TX. RAE TSR RRELLAIMYBIBRZ BT LA Ul task BY)o brx
working BYE]A, EHREHITW AR, FiLIREE# sleep(suspend/deepsleep retention)o

A conn interval RFRZE brx IIZBYETE], RILLARM Ul task, SNRFBERIHFENIE, rTLUEZRBVETEA
3K sleep(suspend/deepsleep retention) LARER{EINFE,

7 ConnSlaveRole, blt_sdk_main_loop EELME brx TFEUREIAVEIE. brx working iITF2HR, SEPRETE RX %
YT irq RMERFRFEEGUREIRY master BIBEEEIHR, XEHIBHARSIZILAIE, MEFHIBEEFZIR
4 RX fifo ;1 (XK code HHY my_fifo_t blt_rxfifo), blt_sdk_main_loop RIS ERH RX fifo RETEE
', REFGHIEMELIE,

blt_sdk_main_loop ¥ #IEEIRVMIEEIIE:
(1) BIEENRE
(2) BURBLRIREMT

RRATHYEUIEE AT BB T master &45 Link Layer BYIZHIEn <, ILEIITIZERS, B master K43 Host BHY
I, MBI HC ZORBIEERS L2cAP BAME,
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3.2.4.6 Conn State Master Role BJJF

- Conn interval

btx btx
start pos
ﬂ Ul task H Ul task H Ul taskH Ul task
l btx ! [
event_"! = event
I
i
I

Figure 3.16: "Conn Master Role BY”

ConnMasterRole RIFEIN LR, B— conn interval FFERIBHE, Link Layer #1T—/X BLE B9 RF ZUK 82
T2 Joik PHY AR EIRE, M slave RE—NEEEFEFNAB ack 8, &E more data, MLELERA slave
A8, XMIIZEFFA btx evento

7£iZ BLE SDK H1, 1RIBHEEHMNIEDES, 1 btx Z1EHD A 3 PMMER:
1) btx start PHE&

Y master X BAYBTEIIREFIRES, £ system tick irq it & ## N btx start FEE, 7EXPHMTE MCU 88
PHY E’J BLE '{k/u\*ﬂ:ﬁ)\ btx )Ikll_a\7 R_EEE#{HH?EL&@E{J*E*)’Eﬁ; %Eﬁﬂjqﬂﬂéﬁ iFQO

2) btx working P E&

btx start Z55Rf5, MCU B irq 5, REBHHENLZERE, HEITERAKRENFAELIE, FEERHFEM
&5, XNIEFFA btx working BERo

3) btx post FTER

Wk B5ERE, btx working £53R, [E#EH system tick irq A NFBIHIT btx post &, XIMMEBRETER
Y ARIRHE btx working MY ER U & BIRVIE/RAT BLE FY—Le BB B et 1TAE R RO I,

LE=FERS btx start #1 btx post EBEHREISERL, M btx working YERRFRERHHBS, LA Ul task B
MIEBEHIT.
£ ConnMasterRole, blt_sdk_main_loop EEMIE btx TFEUREIAVERIE, btx working i3F2A, SEFRETE RX %

Weeh i irq AMIEFREEEAFUREIR slave SIBREFE IR, XEHIEAFSILIKRLBIE, MBRFHIEEFEIRE
RX fifo o blt_sdk_main_loop REZICERM RX fifo PEEEHIE, REBWIEMELE,

blt_sdk_main_loop F BB IEEIE:

1) FIEE R
2) BB EBVREMT
ﬁ@*ﬁﬂ’]*ﬂl?&ﬁﬁi BT slave &%5 Link Layer BYITHIa <, LEMMITIZSM S, Fie master 44 Host BRIEK

', s ﬂHCI%D}Iq%ME:’E | L2CAP BAbEE,

3.2.4.7 Conn State Slave role BIF{FP

ConnSlaveRole, 81" interval BE—MRABEMH, UHELEM Brx Event, B85m SDK 1, Brx Event 58
Sl AN, I MCU RAESHFMEE—BHITH. R user 7 Conn state —LEF S EIRKE
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IR RSB EF (EbAIEFR Flash) , FAEERE Brx Event {52, BLE W ERMRAELEE, RREEN
Fo FFXFER SDK FIRMHT —FERIPHE, it user 1S Brx Event FIFMEEF BLE HIBSE, user EE™
MAREX M HIRIRIE, X APIOOTF:

int bls_11_requestConnBrxEventDisable(void);
void bls_11_disableConnBrxEvent(void);
void bls_11_restoreConnBrxEvent(void);

VA bls_lI_requestConnBrxEventDisable 3RERiE X Brx Evento

1) i AP REIEE N 0, RAHGIAESTHAFBNRIE, BN 885 Brx Event, TE Conn state BYAY Brx
working B E&, FEEEZEIE, REMEN 0, —EEFI—=EB Brx Event &R/G, EFIFKH Ul task/
suspend BYEIAZ =IEZHIF,

2) iz AP R[EE O ERFAILUER FIE, REIKERRITFFE Brx Event BUBYE], BN ms, ZFEMHERE=
S5

A. BEBILink LayerAJAdvertising stateSfIdle state, IR[E|{ENoxffff, EN&HBrx Event, AP XHF &
SRRV BT [B]FE{E 2 < EB P LU,

B. & XEINConn state, UXEI T masterfJupdate mapEXupdate connection parameter Bif;&H B EFHAYAT(E]
mBY, IR[OIBYE N E B B A HE1EYEl, BM{SiEBrx EventBIAYEI R EEBIE EFH BT IR, TURIER
EEFIEBIRTE, REMFEE,

C. &HAINConn state, Hi&ZBmasterWEHIFK, REEN HAlconnection supervision timeout{EHI—
¥, tbanHaitimeout91S, RENE500ms,

user A _EERY API EBIE{E3E Brx Event, EREEMNAIETE (ms), BB SHESIEITHE, BIA#HT
ZES. EZESHITZE, @A API bls_Il_disableConnBrxEvent {538 Brx Event. B4R G, AR API
bls_Il_restoreConnBrxEvent EFiFF/3 Brx Event F{&E BLE b1 /%,

SEERATGENT. HPAEAKEEIAET, LUNRZIRSERRMESSIYE &,
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if(bls 11 regquestConnBrxEventDisable ()
{

bls 11 disableConnBrxEvent(};
!#if 0 JSSfrtest 1
3 irg dizable();
DEG CHN3 HIGH:
3 2leep u= (287*1000) ;
3 DEG CHN3 LOW;
f irg emnable(}:
iffel=e [/ test 2
3 DBEG CHN3 HIGH:
| flash erase sector (0x40000):
L DBEG CHN3 LOW:
!gendif

bls 11 restoreConnBrxEvent (}:

Figure 3.17: “Scanning in Advertising state BY/F"

3.2.5 Link Layer IREHIT B

L BLE Link Layer KW TIERFENAT RELSWLMIRE, 88757 E BLE slave/master FE AN A,
BRZEE user AIRES AN —LE4FBAIN A (ELIN7E Conn state Slave role BHAZERERS advertising) , Telink

BLE SDK X Link Layer BPRZSHUAIN 7 — L4578 RAVINEE, TEIFMAIIAR,

3.2.5.1 Scanning in Advertising state

1E Link Layer &F Advertising state BY, RILUARAN Scanning featureo

™0 Scanning feature BY APl J9:

ble_sts_t blc_11_addScanningInAdvState(void);

Z#4 Scanning feature BY APl J3:

ble_sts_t blc_11_removeScanningFromAdvState(void);

LA EFA API ble_sts_t FEBIAYIR[EHEERZ BLE_SUCCESS,

454 Advertising state A Scanning state BYBSFFE, AN Scanning feature % Advertising state f5, BYFF

B4 T
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Set Scan Set Scan

Adv event Fi Scanning/Ul task W Scanning/U! task %

|
\
«—— Adv interval ;
|
|

Figure 3.18: “Scanning in Advertising state BYF"

AT Link Layer iR 24 F Advertising state (BLS_LINK_STATE_ADV) , & Adv interval A, Rz Adv
event FIRHIESEIEEFFARM Scanning,

EE Set Scan WIBHE, SHIBT— T Ya18tiallEE X Set Scan BHE] S 2HB#BiE— Scan interval (RH
blc_Il_setScanParameter BIIKTE) , EBINILIHE Scan BY channel (channel 37/38/39),

Scanning in Advertising state FIfEEiES% B85m_feature_test FIAY TEST_SCANNING_IN_ADV_AND_CONN
SLAVE_ROLE,

3.2.5.2 Scanning in ConnSlaveRole

7E Link Layer & F ConnSlaveRole BY, BILURIN Scanning features
7NN Scanning feature BY API /9

ble_sts_t blc_11_addScanningInConnSlaveRole(void);

X144 Scanning feature BY APl J9:

ble_sts_t blc_11_removeScanningFromConnSLaveRole(void);

L ER API ble_sts_t KAYAVIREIEERZE BLE_SUCCESS,
£55 Scanning state #1 ConnSlaveRole BYBYFE, HMA Scanning feature 2| ConnSlaveRole f&, BYFENN
To

Set Scan Set Scan

ﬂ Ul task H<7 Scanning/Ul task 4-'“ Ul task H<7 Scanning/Ul task ———»
|

| brx : |
f— e .. brx

| —

event | event |
! Conn interval '—-:
|

Figure 3.19: “Scanning in ConnSlaveRole BfF"

LA Link Layer 24 F ConnSlaveRole (BLS_LINK_STATE_CONN) , & Conn interval A, BRZs brx
event FIFAIBT B2 ZRFEFRAM Scanning.
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8 Set Scan WBHE, SFIMT— T LA EIIEEE LR Set Scan BYE| S 2B BT — Scan interval (KB
blc_II_setScanParameter BYIRTE) , EBLM I Scan BY channel (channel 37/38/39),

Scanning in ConnSlaveRole BY{EIEEZE B85m_feature_test AIfY TEST_SCANNING_IN_ADV_AND_CONN_
SLAVE_ROLE,

3.2.5.3 Advertising in ConnSlaveRole

£ Link Layer &F ConnSlaveRole B, BILUZAN Advertising featureo
™0 Advertising feature BY APl J9:

ble_sts_t blc_11_addAdvertisingInConnSlaveRole(void);

X144 Advertising feature BY API J9:

ble_sts_t blc_11_removeAdvertisingFromConnSLaveRole(void);

LA EF API ble_sts_t FEEAYIR[EHEERZ BLE_SUCCESS,

#£4 Advertising 1 ConnSlaveRole BIBYFE], AN Advertising feature %) ConnSlaveRole /5, BIFFEUI
o

{_1 Ultask{w Adv L Ul task/sleep >
event

l brx | |

— — |

| event | |

|- Conn interval -

|

Figure 3.20: “Advertising in ConnSlaveRole BYF"

LA Link Layer iX24F ConnSlaveRole (BLS_LINK_STATE_CONN), & Conn interval /A brx event 45
Rig, MZHRIT—AX adv event, ARFIRHIBTEIZEL Ul task BN sleep(suspend/deepsleep retention) T
HIhFE.

Advertising in ConnSlaveRole FIfEAES % B85m_feature_test FIAY TEST_ADVERTISING_IN_CONN_SLAVE_ROLE,

3.2.5.4 Advertising and Scanning in ConnSlaveRole

#5& FE Scanning in ConnSlaveRole #1 Advertising in ConnSlaveRole B, BILATE ConnSlaveRole H[E]
BYANN Scanning #1 Advertising, BYFFEI0T :
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Set Scan

Scanning/Ul task >

A

’_‘ Ul task H Adv event

| |
«—brx event—s»|
|

Y

- Conn interval

Figure 3.21: “Advertising and Scanning in ConnSlaveRole BYF"

LA Link Layer 2 F ConnSlaveRole (BLS_LINK_STATE_CONN), T£& Conn interval / brx event £
XRE, LZIIT—R adv event, FAEFISHIBTEIFERM Scanning.

ESE Set Scan HIAHE, SHIBT— T YaietialiEE L)X Set Scan RHElm 2 E#8id— Scan interval (RE
blc_ll_setScanParameter BII&RE) , EBINILIHE Scan BY channel (channel 37/38/39),

Advertising and Scanning in ConnSlaveRole BIf£ 155 % B85m_feature_test AAY TEST_ADVERTISING_
SCANNING_IN_CONN_SLAVE_ROLE.

3.2.6 Link Layer TX fifo & RX fifo

[ FAEH BLE Host FREREIE R AR EEE @ Controller BY Link Layer 52X RF BRI A%, 1F Link Layer
IRt T — BLE TX fifo, AJLUEREFEIREIE, FH7E brx/btx FFEEHITEIER X,

Link Layer brx/btx BYUWEIBIFRE peer device NEIBER R FFMIE—™ BLE RX fifo H, SAEZ L1544 BLE
Host SiNZ R0 IE,

Slave role # Master role BY BLE TX fifo #1 BLE RX fifo FILIEA T —2X, BLE TX fifo #1 BLE RX fifo ZR{ERNZFH
BENX:

MYFIFO_INIT(blt_rxfifo, 64, 8);
MYFIFO_INIT(blt_txfifo, 40, 16);

Hrh RX fifo size BRIAA 64, TX fifo size BKIAJ 40, BRIEFEEF data length extension, HNARRIFEEN
X sizeo

AER TX fifo number F& RX fifo number, #IKEN 2 &, B 2. 4. 8. 16 HfH, User AJURIER S
NEEHEEER,

RX fifo number FXIAA 8, XB—MUIREGIERE, BEWBMAIR Link Layer RERZEE 8 MIEE. MIRIGEE
AKX, SHBAEZM Sram, MNRIKEHOX/), TTeEHMEBEEZHINE: 7£ brx event BY, Link Layer E7]
BETE— interval EHIL more data (MD) 1, ELWZNE, WNRIKE 4 BNE, REJgEE—1 interval k£
HIMESDNE (Eb0 OTA. $BIK master ESZEIEHFIER), M LEXXLEEIERNMLN B FRZRIERERF R
IR, FBAMBRIEER —LEEIEMR overflow,

TEZE— RX overflow BIURGI, FENBUOTRIE:
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a) RX fifo #1&XH 8;
b) 7 brx_event(n) FFE#I RX fifo FIE. Bigsto 5k o f 2;
c) £ brx_event(n) # brx_event(n+1) FYE& main_loop fFTEESZEZE, &8 KMEFEEY RX fifo,

d) A brx_event M ERERE Z G R

H_E3"Conn state Slave role BYE/\FiERFA1EIE, 7E brx_working FYERUREIRY BLE 2BE R 2IE N E RX
fifo 7 (RX fifo 5485t ++) , BEIEBXH RX fifo #iBEH TR IRIRIERNIE main_loop FEERY (RX fifo IRIEH +
+), BAITAILEIE 6 EHIESBERIRIEH 0 Xigl, XBEEEFEMZTE brx working YERRY Ul task BIFRE
£ RX. TX. RATEIZFE U IEFRIMYBTE],

brx brx brx brx
tart| brx working pO/ \;ﬁ"t brx working post
UI task UI task
I=7im i 1l ] ] (R P I B B I B I B |
| e 6 || st/ neep || B I o 8 | p chsten
:‘—Brx event (n-)—b: :<—Bﬁf event (nH—)——:
rptr:0

rptr:0
wptr (2+6) & (8-1)=0

If the RX fifo rptr is 0 before the

‘b ‘ pkt is received, assuming that
there are multiple pkts in one brx
event and main loop does not
process RX fifo(means rptr not ++),
then after receiving the 6th RX
data, the RX fifo wptr will cross
the rptr area, causing lst pkt to

q » "\wptr:2 qp be covered.

Figure 3.22: "RX overflow El/R 1"

LEERFIFERTFERT 1 NEZER, ESEERETERBEK, BRMRIE, TEX RX overflow fERZNIAE
MmEHMHBRES: T—1 brx_event HAlE], master [ slave ENZEHIE, LLINZEAHE 7. 8 1, X
MIERTEHTF master —FFRIXTREHIE, slave KARHAITAIE, INTE, RIEHRBHT 2 £, BREF
eSS T 8 EWEMEIEE L.
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brx brx
tart brx working post
UI task
=== == i ([ | R | | B R S ¥ B T T ] B T B S|
T N Dl el Dl el el e e UI task/sleep

[
|<——  Brx event (n)

I

rptr:0
wptr (2+8) & (8-1)=2

If the RX fifo rptr is 0 before the
pkt is received, assuming that
there are multiple pkts in one brx
event and main_loop does process 2
RX pkts(means rptr point to 2),
then after receiving the 8th RX
data, the RX fifo wptr will cross
the rptr area, causing 2nd pkt to
. H ‘\‘wptr:Z p be covered.

rptr:2
—B I overflow SHHIBIBEERIAA, WNEBRFAEMS, WSHI MIC failure BriZERl#, (IH SDK BBF brx
event Rx IRQ #1F Rx fifo IEEIE, EERAMEUEEHILE, R main_loop AR RX fifo KIEMESECEH A
&, FRLAEERAIE SOK B, AR EEFZANFREX N, BHE master TE—MEZEMR LA KZHEIE, &
B Ul task BT EIRE5E, BHPEERI,)

B &l SDK #% T Rx overflow #&%: £ brx Rx IRQ FIREHFIM RX fifo EIgHMIEIEHEERS AT Rx
fifo &, —B&I Rx fifo WG #HNIL RF RE ACK 3475, BLE HNSHAREBIBE®, LI SDK FRMET Rx
overflow [EIAREAEBIAF , XIGEEET Telink defined event"=7 18X MElE,

EEMRATEELIL— interval ZF 8 MEMEIERAVE, FINRY 8 URAFBAT

TX fifo number XA 16, BEMBAMBEIBESIRAIBEZT EBITIENEE, User NRARIIX AKX fifo, BB
8

MEIGEKRA (3032) 2HAEZH Sram.

TX fifo B, SDK JK/Z stack BEEAZT 2 1, M THATEHNEEMER, TX fifo 7 16 B, NAEREEA 14
™, N8 RNAEREEA 6 1

User ZEN B A 1XE4ERS (ELaNIAA blc_gatt_pushHandleValueNotify) , WiZFci@E—T A1) Link Layer if
B%D TX fifo A,

TE AP BT HIET AT TX fifo AR T Z0D, EEFRERRS DA

Figure 3.23: "RX overflow E7R 2"

usg blc_11_getTxFifoNumber (void);

Eb4n TX fifo number BRIAA 16 BY, user BTN 14 4, FRLLZ APHREIMNERE/NF 14, FERERN: &[0
13 JIEE 1 1NAH, &[E 0 NFRREER 14 N Ao
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TX fifo EA L, MNMRBEFLEEFZVNRR, BREESEE push #UER, ZEB— fifo, PHLERERMIARIA
Elﬁo

£ B85m remote MIEFAIEFR, BT EMSLEEZHIESEIFM 5 M, BE 5 4 TX fifo, HEAB fifo R
BERBIE 9 1N AT R TX fifo AN —LIHRZM4SHNEE (ELUNIELFE £ BLE stack E[EE master BY
command, fE TX fifo BIENT —MKIE), B4R code B3AINT: HUEW A TX fifo FiBd 8 M, A%
BEEIE push 3 TX fifoo

if (blc_11_getTxFifoNumber() < 9)

FEITSIS SRR, SDK R T IRMSUEIRE overflow EIFIAMENISISN, FEIRMT TEM AP BT
PRE— interval £ more data EHEE (BB RX fifo RBMIER T BIBHTRS), WM
7)o

void blc_11_1init_max_md_nums(u8 num);

HAEE num FTLUEZEM more data IEHRATRERIT RX fifo numbers
AE:

- FEFENE, REENARERZ APl (B8 num XTF 0) AHBRE—MEZEEMH L more data 3
#ERYTNEE,

3.2.7 Controller Event

AT HE user ENFAEXT BLE stack [RE—LXENERVICRAMAIE, Telink BLE SDK 12t 7 =FK R
event: —== BLE Controller EXHIFRER HCl event; Z2 Telink B2 EXH—E event, #FA Telink defined
event (HIFFZEEIYETF Controller event) ; ==& BLE host EXB—EN R EMNE M EME GAP
event (HETLLAJIRE host event, XEBDBENBIFTBE RS "GAP event” EFI),

BLE SDK event Z2#31% BBAN FEIFR=, B LAFE HCI event F Telink defined event ¥JE3F Controller event,
M GAP event J&F BLE host event, FTEIMR/NTRBEENLE Controller event,
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Host event

(GAP event) _ _
Host ~  Application

HCIl event Telink defined event

BLE Controller

Figure 3.24: "BLE SDK Event 244"

3.2.7.1 Controller HCI Event
HCl event 3% BLE Spec tR/&1&1TH, T Telink defined event 27E BLE slave (b85m remote/b85m module
%) EBEX, B

« 3}F BLE master, 2H HCl event;

« ¥JF BLE slave, HCl event # Telink defined event [RIRfR] A,

7E BLE slave L, XTE event EARHEEMI, REHE event EEFE X T : Link Layer B9 connect # disconnet
event, EEIREANE,

User ETLIRIEE CHFE, EXME event PhiE—E(A, BAIUKRERNER, Telink BLE SDK &, b85m
hci/b85m master kma dongle module FfEA T Telink defined event,

W& Host + Controller Z2¥FR7R, Controller HCl event 233 HCI 3§ Controller FRIERI event IRE545 Hosto
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BLE Host

Host data
cmd

HCI

HCI
Controller data event

BLE Controller

Figure 3.25: "HCI| Event”

Controller HCl event FIE X, #1&E1ES M (Core_v5.0) (Vol 2/Part E/7.7 “Events”), EH 7.7.65"LE Meta
Event”#§ HCI LE(low energy) Event, EMAEBEE @Y HCl event, 1R¥E Spec FIE X, Telink BLE SDK 123§
Controller HCl event 4393 HCI Event #1 HCI LE evento BF Telink BLE SDK FFT{RIIFEIELF, FREATE HCI
event AZIFTREARMILN, M HCILE event BAZEE T,

Controller HCl event #HXMIZAENX. EOENXZFIBESZE stack/ble/hci BR TR,

R user FFETE Host T App FBIZUR Controller HCl event, BIZEEEFA Controller HCI event B callback B
8, EREERXRN event BY mask ¥ F,

Controller HCI event BY callback BRZERERFEAZEO SR

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
vold blc_hci_registerControllerEventHandler(hci_event_handler_t handler);

callback REEE AR u32 h B—Mrid, EEMNERZAEEE, user REEXELTHENEIA :

#define HCI_FLAG_EVENT_TLK_MODULE (1<<24)
#define HCI_FLAG_EVENT_BT_STD (1<<25)

HCI_FLAG_EVENT_TLK_MODULE 7Z/5EH Telink defined event B /148, HCI_FLAG_EVENT_BT_STD X
IFERT HA] event A9 Controller HCI evento

callback ERFIFEE A para Fl n RN event WEIBFRBIBKE, Z¥IEF BLE spec FEXH—HK, User AI&
% b85m_master kma dongle U1 A ALK controller_event_callback EREIAIEATZHL,
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blc_hci_registerControllerEventHandler(controller_event_callback);

3.2.7.2 HCI event

Telink BLE SDK 257 /D EB43HI HCl event, FEFIH T 1L user AIREFREE T HRMY events

#define HCI_EVT_DISCONNECTION_COMPLETE 0x05
#define HCI_EVT_ENCRYPTION_CHANGE 0x08
#define HCI_EVT_READ_REMOTE_VER_INFO_COMPLETE 0x0C
#define HCI_EVT_ENCRYPTION_KEY REFRESH 0x30
#define HCI_EVT_LE META Ox3E

a) HCI_EVT_DISCONNECTION_COMPLETE

¥1EIESM (Core_v5.0) (Vol 2/Part E/7.7.5 “Disconnection Complete Event”), 1% event BIEAEIEKE R
7, param len 7 4, S0TFFR, EAEEIES X IEEIEZESE BLE spec,

hci event event param status |connection handle| reason
code len
0x04 0x05 4 0x00

Figure 3.26: "Disconnection Complete Event”

b) HCI_EVT_ENCRYPTION_CHANGE and HCI_EVT_ENCRYPTION_KEY_REFRESH

#5158 (Core_v5.0) (Vol 2/Part E/7.7.8 & 7.7.39), R Controller iIZEMExX, BIRMIMIREES library #
SERT, XBERNBAT,

c) HCI_LEVT_READ_REMOTE_VER_INFO_COMPLETE

#I1HI1EEMR (Core_v5.0) (Vol 2/Part E/7.7.12)s 3 Host {7 HCI_CMD_READ_REMOTE_VER_INFO fi%&
Controller Al BLE peer device X B version 158, HEUWEIT peer device B version /&, [ Host EiRi%
event, 1% event BRMEEIEKER 11, param len 7 8, WITFFR, BEERHBUIES IEEEZESE BLE spec,

hci event i\;r: pa|1eranm status |connection handle| version |manufacture name subversion
0x04 0x0c 8 0x00

Figure 3.27: "Read Remote Version Information Complete Event”

d) HCI_EVT_LE_META

RTIYEF 2 HC LE event, RIEFEH sub event code HIMT B K event F B, HCl event R T
HCI_EVT_LE_META, EMEPE&E:d THE API 3RITH event masko
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ble_sts_t blc_hci_setEventMask_cmd(u32 evtMask);

event mask FYE XU TFFr/R:

#define HCI_EVT_MASK_DISCONNECTION_COMPLETE 0x0000000010
#define HCI_EVT_MASK_ENCRYPTION_CHANGE 0x0000000080
#define HCI_EVT_MASK_READ_REMOTE_VERSION_INFORMATION_COMPLETE 0x0000000800

F user KRBT iZ APl I E HCl event mask, SDK EXIAR#TFF HCI_CMD_DISCONNECTION_COMPLETE XJ[ZRY
mask, BMFRIE Controller disconnect event BY_E3Ro
3.2.7.3 HCI LE event

% HCl event A event code 73 HCI_EVT_LE_META, F£=& HCI LE event, subevent code S MAME user AJAE
BETRINT, RN,

#define HCI_SUB_EVT_LE_CONNECTION_COMPLETE 0x01
#define HCI_SUB_EVT_LE_ADVERTISING REPORT 0x02
#define HCI_SUB_EVT LE_CONNECTION_UPDATE_COMPLETE 0x03
#define HCI_SUB_EVT_LE_CONNECTION_ESTABLISH 0x20

a) HCI_SUB_EVT_LE_CONNECTION_COMPLETE

¥1EESM (Core_v5.0) (Vol 2/Part E/7.7.65.1 *LE Connection Complete Event”), 2 controller Link Layer
#0 peer device ¥1I connection f&, E£RiZ evento % event NS EEIEKEN 22, param len 919, WF
Fiim, BAFEIESXIEEESE BLE spec,

0x04 0x3e 19 0x01
. event aram b t . Addrt
hci event P subeven status | connection handle| Role |Pee™9"
code len code ype
peer addr conn interval
supervision master
conn latecncy i ¢ clock
Imeou daCcuracy

Figure 3.28: "LE Connection Complete Event”

b) HCI_SUB_EVT_LE_ADVERTISING_REPORT

#1518 (Core_v5.0) (Vol 2/Part E/7.7.65.2 “LE Advertising Report Event”) 2 controller BY Link Layer
scan ZIIEMEAY adv packet f5, @3 HCI_SUB_EVT_LE_ADVERTISING_REPORT _E#R%4 Hosto % event AI%K
BEKEARE (BURT adv packet BY payload) , ¥1TFFR, BEEHIES XIEEESE BLE spec,

AN-21112301-C2 75 Ver1.0.1



T Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

0x04 Ox3e 0x02
) event param | subevent num event .
hci event code len code report type address type[1...i]
address[1...i] length[1..i]
datal[1...i] rssi[1..i]

Figure 3.29: "LE Advertising Report Event”

AR Teink BLE SDK HIEY LE Advertising Report Event X RIR—™ adv packet, Bl EEHH i 7 1.
c) HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE

1#15158 8 (Core_v5.0) (Vol 2/Part E/7.7.65.3 “LE Connection Update Complete Event”), 2§ Controller =#4
connection update £ AY, [ Host L3 HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE, i% event
R EMAEIEKE X 13, param len 9 10, SITFFIR, EAMIES XIEEESE BLE spec,

0x04 Ox3e 10 0x03
. event aram .
hci event P subevent status | connection handle
code len code
. supervision
conn interval conn latency .
timeout

Figure 3.30: "LE Connection Update Complete Event”

d) HCI_SUB_EVT_LE_CONNECTION_ESTABLISH

HCI_SUB_EVT_LE_CONNECTION_ESTABLISH @*f HCI_SUB_EVT_LE_CONNECTION_COMPLETE B9#}38, BR
T subevent A—39, HMFAEESE#ERE, SDK F b85m_master kma dongle £ T % event, % event @
ME—BY3E BLE spec #n/ERY event, BTF Telink FABENX, BRTE b85m_master kma dongle {FEH,

TEFHIREA Telink X% event HRE,

BLE Controller 7E Initiating state BY, 3@EIIEEE EEEZM device adv packet BY, [A'E&IX connection
request B, ILEIARE I HBEBUEIX connection request, #RTFKAIAA Connection complete, A
Host L3R LE Connection Complete Event, Link Layer iERi# N Master role, HFXPMNEEARH ack/retry Al
8y, FTIARIE Slave —EXUWE], SNR Slave FFXA connection request, FLTCAHFN Slave role, FEIH
AE2#N brx BRI KL B, LXMIBERLER, Master Controller XA IEHIEIZ: #HN Master role fF, &
E—THI 6 ~ 10 4 conn interval EEEBEWENEW slave 98 (HLBIARXIL CRC BFEM)

- NR—NEEBEUE, FIBAIAFZ Slave ZEUWE] connection request, TERIEIEL R T LE Connection
Complete Event BYEIHE T, AR _E3R— Disconnection Complete Event, H3#gH disconnect reason
2 Ox3E (HCI_ERR_CONN_FAILED_TO_ESTABLISH) .
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« T£81 6 ~ 10 4 conn interval EBUE Slave 98, A BEMIE Connection Established (EEZBEMIL) ,
Master [GEIARIEA BERERF T i#1T,

IRIE_EERYHER, BLE Host BIRMEBTF AR Z 2 TEUREI Controller BY LE Connection Complete Event f5, &
iAJ9 connection B42 Established, #ZiRHE conn interval BEI— timer (BY{EIREA—LE, 10 4 interval
M, BEERKERIE), EX1 timer ZWQEREE disconnect reason /7 0x3E Disconnection Complete
Event, SNRZERIIEZEEILS connection Establisheds

¥ TF BLE host FUXMMIBIEENE R, RBEZ LI, B SDK EREENX T HCI_SUB_EVT_LE_CONNECTION
_ESTABLISH, ¥ Host WKEIIX event B, FLZREH Controller BELME Slave i connection OK T, BJLALkEE
TEHRE

HCI LE event £ E@d FTERY APl FTFF masko

ble_sts_t blc_hci_le_setEventMask_cmd(u32 evtMask);

evtMask BUE X W LA H—LE, EMBY event FBFAILATE hei_const.h FEE],

#define HCI_LE_EVT_MASK_CONNECTION_COMPLETE 0x00000001
#define HCI_LE_EVT_MASK_ADVERTISING REPORT 0x00000062
#define HCI_LE_EVT_MASK_CONNECTION_UPDATE_COMPLETE 0x00000004
#define HCI_LE_EVT_MASK_CONNECTION_ESTABLISH 0x80000000

s,

& user Fi@di% API IGE HCI LE event mask, SDK BRIAFRE HCI LE event FFRFTFF.

3.2.7.4 Telink Defined Event

B2 T FRER Controller HCI event, SDK I2{#7 Telink defined event, Telink defined event f2% % 20 14, 7
stack/ble/Il/Il.h FREZERE X

BHl SDK AXiFLL FEIASE M4, HA BLT_EV_FLAG_CONNECT/BLT_EV_FLAG_TERMINATE BJIEfZ ] HCI
event 1A HCI_SUB_EVT_LE_CONNECTION_COMPLETE /HCI_EVT_DISCONNECTION_COMPLETE IhgE L2
BEMN, 22 event FUEI D ENXAE,

#define BLT_EV_FLAG_ADV 0
#define BLT_EV_FLAG_ADV_DURATION_TIMEOUT 1
#define BLT_EV_FLAG_SCAN_RSP 2
#define BLT_EV_FLAG_CONNECT 3
#define BLT_EV_FLAG_TERMINATE 4
#define BLT_EV_FLAG_LL_REJECT_IND 5
#define BLT_EV_FLAG_RX_DATA_ABANDOM 6
#define BLT_EV_FLAG_PHY_UPDATE 7
#define BLT_EV_FLAG_DATA_LENGTH_EXCHANGE 8
#define BLT_EV_FLAG_GPIO_EARLY_ WAKEUP 9
#define BLT_EV_FLAG_CHN_MAP_REQ 10
#define BLT_EV_FLAG_CONN_PARA_REQ 11
#define BLT_EV_FLAG_CHN_MAP_UPDATE 12
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#define BLT_EV_FLAG_CONN_PARA_UPDATE 13
#define BLT_EV_FLAG_SUSPEND_ENTER 14
#define BLT_EV_FLAG_SUSPEND_EXIT 15

BIE B AN, Telink defined event R1E BLE slave #HXN A7 S#ft &, Telink defined event 7£ BLE slave
N EMENASEIH, BRMAR.

(1) B—MHHXEEN event WENARIEMFM, XMAXIEIITFFA independent registration”s
Bl R AR BB :

typedef void (*blt_event_callback_t)(u8 e, u8 *p, int n);

Hrp e i event number; p AEIFREBHITH, KES LRBXEENET, TEEEREE LREHHE
WA—1F; n BEIEIEHFIERNERERERE,

JEAREIARELEY API J9:

void bls_app_registerEventCallback (u8 e, blt_event_callback_t p);

B— event EEMN, BUATNARREENNHIELERBBER. KBEBEMEIFREB event, TR
Rz,

(2) FEZMARE: FIE event WENARBEARE—MND, 81MEHEEMNEBURTZ event AT event
mask BEWITF. XA FNIFRA shared event entry”s “shared event entry” A= EM event [EF
ZSEAF HCl event —1EM API:

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
vold blc_hci_registerControllerEventHandler(hci_event_handler_t handler);

BAXEBEHET HCl event BEMEIEREL, BE-HBESLI EE—LXF, HClevent [EIFREER:

h = HCI_FLAG_EVENT_BT_STD | hci_event_code;

Telink defined event “shared event entry” A=V EHE:

h = HCI_FLAG_EVENT_TLK_MODULE | e;

Hrh e 2 Telink defined event B event numbero

Telink defined event “shared event entry” A=, AT HCl event B mask A%, &—1 event BEWIAN,
BTEH API RIGEH mask:

ble_sts_t bls_hci_mod_setEventMask_cmd(u32 evtMask);

evtMask BYEF] event number BN XE N
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evtMask = BIT(e);

Telink defined event (IFMILINA X, @ B RFIMILHY, REeER—MEEER S 1 independent registration”,
SDK H4s K ZHERR AR AT ; 2H b85m_ module AT AR 2 “shared event entry”s

7E Telink defined event BYfEMA L, 3 2 “shared event entry*i55% project "b85m_module“#J demo code,
TEA connect M terminate FHEIEAG, HEWARXEHA A code LMY 7E,

(1) A — “independent registration”

void task_connect (u8 e, u8 *p, int n)
{

// add connect callback code here
}
void task_terminate (u8 e, u8 *p, int n)
{

// add terminate callback code here
}

bls_app_registerEventCallback (BLT_EV_FLAG_CONNECT, &task_connect);
bls_app_registerEventCallback (BLT_EV_FLAG_TERMINATE, &task_terminate);

(2) A" shared event entry”

int event_handler(u32 h, u8 *para, int n)

{
if( (h&HCI_FLAG_EVENT_TLK_MODULE)!= @ ) //module event
{
switch(event)
{
case BLT_EV_FLAG_CONNECT:
{
// add connect callback code here
}
break;
case BLT_EV_FLAG_TERMINATE:
{
// add terminate callback code here
}
break;
default:
break;
}
}
}

blc_hci_registerControllerEventHandler(event_handler);
bls_hci_mod_setEventMask_cmd( BIT(BLT_EV_FLAG_CONNECT) | BIT(BLT_EV_FLAG_TERMINATE) );
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FEX Controller FRERISEMF. FMHMARM. N AIEHARKEISHHITIFATRRA.
(1) BLT_EV_FLAG_ADV

BEMBEIRBER.
(2) BLT_EV_FLAG_ADV_DURATION_TIMEOUT

EHph kS WNR user AR API bls_Il_setAdvDuration 18 & T #&EE[EHI, BLE thiiRKBEBEI—1it
BY, 7EXNRINAEIG, FIE 18, RNMAZENS, user JUATEIZEHLEIAREPHITER T BEHRLE.
BT AT BEeE. BRIKEN &Y EIRHIFIR1E,

[Of&35% p: =FEE NULL.
BIBKE n: 0.
AR 1% event 7E Link Layer ¥ BRI advertising in ConnSlaveRole A fifi%

(3) BLT_EV_FLAG_SCAN_RSP

BHMASYE: slave MTFTHERE, URE master BY scan request AN, [B] scan response B fii & % E 4
[ElfEt5Et p: =HEE NULL,
BIEKE n: 0,

(4) BLT_EV_FLAG_CONNECT

EHMASME: Link Layer & F T #BRSESUE) master BOEZIEREE T, MAXMER, #HAN Conn state
Slave role, fl&1ZEMH,

BUEKE n: 34,
BlEHEst p: p FEEEKEN 34 byte —K ram X3, ¥ TFEFRAEREEREETT PDU,

Payload
InitA AdvA LLData
(6 actets) (6 octets) (22 actets)

Figure 2. 10: CONNECT _REQ PDU payload

The format of the LLData field is shown in Figure 2.11.

LLData

AA CRCInit |WinSize | WinOffset | Interval | Latency | Timeout ChM Hop | SCA
(4 octets) | (3 octets) | (1 octet) | (2 octets) | (2 octets) | (2 octets) | (2 octets) | (5 octets) | (5 bits) | (3 bits)

Figure 2.11: Ll Data field structure in CONNECT REQ PDU's payload

Figure 3.31: “EZIEKEE T PDU”

A LB ZE ble_format.h A rf_packet_connect_t BIEX, EZFIFEREEIT PDU MIZEMER InitA [6] FFEA,
Zl hop 5%k,
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typedef struct{
u32 dma_len;
u8 type 14,
u8 rful 2dlg
u8 chan_sel:1;
u8 txAddr :1;
u8 rxAddr :1;
u8 rf_len;
u8 1initA[6];
u8 advA[6];
u8 accessCode[4];
u8 crcinit[3];
u8 winSize;
ulé winOffset;
ulé interval;
ulé latency;
ulée timeout;
u8 chm[5];
u8 hop;
}rf_packet_connect_t;

(5) BLT_EV_FLAG_TERMINATE

EHMASH: Link Layer IREHIAFM Conn state Slave role B HATHLE,

ElEest p: p IBE— u8 LEMTE terminate_reason, LT EXRBURIET4 reason FHHI Link Layer
BRI,

BIEKEn: 1

Conn state Slave role IR =FERITAY reason DRNEAT:

A. slave #l master B9 RFBEHIAE (RF RIFIHE master BTEEE) , slave ELL—ERATEIULAE] master BY
8, EEEBY (connection supervision timeout) BIfl & iZE4, EIZMF, [E1E] None Conn state, terminate
reason 9 HCI_ERR_CONN_TIMEOUT (0x08),

B. Master &% terminate I & Bf FFiE %, slave U terminate @<, XWX PN@ < H 1T ack /T, fil
RiZEMH, EZWFA, [l None Conn state, terminate reason & slave 7 Link Layer UK Y
LL_TERMINATE_IND =B # Error Code, i% Error Code 2 H master ;REH, & ILHY Error code B
HCI_ERR_REMOTE_USER_TERM_CONN(Ox13). HCI_ERR_CONN_TERM_MIC_FAILURE (0x3D) %,

C. Slave AT API bls_lI_terminateConnection(u8 reason), Foh#fFFERE, terminate reason =2i% API Y
S22 reasons

(6) BLT_EV_FLAG_LL_REJECT_IND

EHf& M Master 7E Link Layer &3X LL_ENC_REQ (encryption request) , BEEBETHERZAIER 5 E
Y LTK, slave To3ERBIFTRZAY LTK, &3% LL_REJECT_IND (or LL_REJECT_EXT_IND), UtBtfb%i%EH,

ElfEest p: IBMAAIZR command(LL_REJECT_IND or LL_REJECT_EXT_IND),
BIEKE n: 1.
EZEEIESB (Core_v5.0) (Vol 6/Part B/2.4.2 ).
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(7) BLT_EV_FLAG_RX_DATA_ABANDOM

EHRLSEM: Y BLE RX fifo overflow BY (BZEH/iX Link Layer TX fifo & RX fifo”/\73) , B E—NEEIE)
[REWEIZEEHE > RENZERERNE (BPEEREA API: blc_ll_init_max_md_nums BE&#7 0, SDK
REASMZEHENNE), ik BLT_EV_FLAG_RX_DATA_ABANDOM ZEff,

EIE3ES p: T4E5 NULL,
HIEKE n: 0o
(8) BLT_EV_FLAG_PHY_UPDATE

EHmAZME: Y slave HE master AR LL_PHY_REQ, FHRIIKELMGHEL; HEY slave HE
master #EHUWRE] LL_PHY_REQ, #H PHY EfINGEHt%,

BHERE n: 1
[ElfFEE p: fEE—1 u8 KEME S, ERZANERZR PHY mode.

typedef enum {
BLE_PHY_1M = 0x01,
BLE_PHY_2M 0x02,
BLE_PHY_CODED 0x03,

} le_phy_type_t;

(9) BLT_EV_FLAG_DATA_LENGTH_EXCHANGE

EHMAZMH: Slave M Master R H Link Layer R AFIBKER %, Bl—5 %% |l_length_req, F—7A0l
£ Il_length_rsp, #1R Slave ETh&IX Il_length_req, TEZFUE II_length_rsp BFft%; WR Master K
ll_length_req, Slave [BI£ II_length_rsp [FILZfil %

HHEKE n: 12
[EfFEEt p: EE—HAEHIE, WM TERIERRE 6 1 ule NEE,

typedef struct {

ulé connEffectiveMaxRxOctets;
ulé connEffectiveMaxTxOctets;
ulé connMaxRx0Octets;

ulé connMaxTxOctets;

ulé connRemoteMaxRxOctets;
ulé connRemoteMaxTxOctets;

}11_data_extension_t;

connEffectiveMaxRxOctets #l connEffectiveMaxTxOctets & HaNEIEZE FRARAFH RX 1 TX BRAEIEKE;
connMaxRxOctets 1 connMaxTxOctets BI&FHE S RX M TX BAIIEKE; connRemoteMaxRxOctets
connRemoteMaxTxOctets B /1% RX fl TX RAEIEKE,

connEffectiveMaxRxOctets = min(supportedMaxRxOctets,connRemoteMaxTxOctets);

connEffectiveMaxTxOctets = min(supportedMaxTxOctets, connRemoteMaxRxOctets);

(10) BLT_EV_FLAG_GPIO_EARLY_WAKEUP
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EHf &R Z M BLE slave # A sleep (suspend I deepsleep retention) Z#i, HEIFF—REEFRAETE =,
BizBtEl R EEER (XEH sleep RETH timer ITHREIMBY) , BBAREE—NMAA: WR sleep BIBTEID
K, user BMESHAE sleep BERGZ BERIE, WF—LELBIMERILIR™HINA, AlgEsHm@E, nxtFH#
B, SAERENIERTRRER, ATRIBZBAZRNX ELIBRBERR, REENVNEERE
10-20ms LbiSF, HEBTENER sleep BFE)ARA, U0 400ms. 1s ZF (sleep BYEITE/B A latency HIRHR SR X LE
B) , REMEE. BATET MCU #HN sleep ZHIF| T Ha1EERAVATIE], WRBTENIK, &E suspend/
deepsleep retention BJLURERERIRBENEIRRIERE (FE PM EIRIFHNA) .

3 suspend/deepsleep retention 7E timer wakeup BB Z Hi#K GPIO $ERIMEEERT, fit%k BLT_EV_FLAG_GPIO
EARLY_WAKEUP ¥,

PHEKE . 1,

[El{E$E5t p: FBE—1 u8 BT E wakeup_status, wakeup_status BZEIZFR T XA suspend HFLEIREE RN
43T, H drivers/8258(8278)/pm.h B & EIWI FEEEIRES

enum {
WAKEUP_STATUS_COMPARATOR = BIT(0),
WAKEUP_STATUS_TIMER = BIT(1),
WAKEUP_STATUS_CORE = BIT(2),
WAKEUP_STATUS_PAD = BIT(3),
WAKEUP_STATUS_MDEC = BIT(4),
STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
STATUS_ENTER_SUSPEND = BIT(30),

I

U ESHHE XESE RINFEER 85 TEFRA,
(11) BLT_EV_FLAG_CHN_MAP_REQ

HHfh k% slave 7F Conn state, master EE B YENEFIEMMS5IER, XiE¥F— LL_CHANNEL_MAP_REQ,
slave EIXMEK G A ZEH, FER slave WEIZIEKRMBHE, EFHEEIE,

BIERE n: 5o
EIfF4EEt p: p FEM N EMRFIRBARN S,

unsigned char Z£&YA bltc.conn_chn_map[5], FEEIAREHRITE p $8MEMY bltc.conn_chn_map BE&E
BEHHYE channel mapo

conn_chn_map A 5 1 byte RINEHFISARTIR, RAMSNAEE, 81 bit KR— channel:
conn_chn_map[0] BY bit0-bit7 435I channelO-channel7,

conn_chn_map[1] BY bit0-bit7 53 5!ZR/R channel8-channel15,

conn_chn_map[2] B9 bit0-bit7 S 5ZRT channel16-channel23,

conn_chn_map[3] BY bit0-bit7 5355 channel24-channel31,

conn_chn_map[4] BY bit0-bit4 435I channel32-channel36,

(12) BLT_EV_FLAG_CHN_MAP_UPDATE
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EHA M slave TEEEIRA, WEI LL_CHANNEL_MAP_REQ <53 7 EHMEEIS, & channel map
HITEH, MERIZEMH,

[El{%£45%t p: p 8 conn_chn_map[5] BIE#E, HEAYEY conn_chn_map @FEHLUGEHH mapo
BIEKE n: 5

(13) BLT_EV_FLAG_CONN_PARA_REQ

EMMAEZM: Slave IBETIEES (Conn state Slave role) , master IEZEEETHYUINEENSH, &iF
LL_CONNECTION_UPDATE_REQ #5%, Slave I8&FWEIXMEKRGHALZIZEH, HIHELELEXMEK,

BIRKE n: 11,
[ElL$85t p: p $8MA LL_CONNECTION_UPDATE_REQ BJ PDU, W TFEFFRAY 11 4 byteo

CtrData
WinSize WinOffset Interval Latency Timeout Instant
(1 octet) (2 octets) (2 octets) (2 octets) (2 octets) (2 octets)

Figure 2.15: CtrData field of the LL CONNECTION_UPDATE REQ FDU

Figure 3.32: "LL_CONNECTION_UPDATE REQ Format in BLE Stack”

(14) BLT_EV_FLAG_CONN_PARA_UPDATE

EHAARM: slave TEIEEIRE, WE LL_CONNECTION_UPDATE_REQ FEI T ixE#H MBS, IHEZESE
WITER, MERIZEN

HIEKE n: 6o

[EfE4Est p: p FEMEESHERENHSH, 0T

p[0] | p[11<<8: new connection, L 1.25ms 3 unit

p[2] | p[3]1<<8: new connection latency.

pl4] | p[5]<<8: new connection timeout, LA 10ms /A unit

(15) BLT_EV_FLAG_SUSPEND_ENETR

B AEM: slave 11T blt_sdk_main_loop EKIERES, #H N suspend ZEifEKIZEH-
[EfZ4EEt p: THEFT NULL.

HIEKE n: O,

(16) BLT_EV_FLAG_SUSPEND_EXIT

EHMA Y slave H1T blt_sdk_main_loop KBS, suspend MEEE 2 [l &RIZEMH
[ElfE45%t p: THEE NULL,

HIEKE n: 0,

I
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« SCFR SDK [REBHIT cpu_sleep_wakeup MEERFEHITIZ[EIE, BARERBH gpio MEEIREW timer MEEE, #D
ST MMEZENE, NEF A% T BLT_EV_FLAG_GPIO_EARLY_WAKEUP H#, XEMNEHMLGE
WITIRF RS E RINEEE —RINFEEE TEVH S 2 B RER,

3.2.8 Data Length Extension

BLE Spec M core_4.2 FF9A1ENNT data length extension (DLE),

3% BLE SDK Link Layer 37#5F data length extension, B rf_len <EX#F%! BLE spec ERAKE 251 bytes,
¥15IEBMR (Core_v5.0) (Vol 6/Part B/2.4.2.21 "LL_LENGTH_REQ and LL_LENGTH_RSP"),

User S1REE(FE data length extension IIEE, R TFTHFIZE,

Step 1 IRESIER TX & RX fifo size

W EREKBEREEE AR TX &RX fifo size, EEEXL fifo & HIEAEM Sram FE], 1TI&E fifo size BFTR%EEY
BROIEME, ®%R Sram BRE,

REBEENMAK TX fifo sizes TX fifo size ZE/VEL TX rf_len K 12, BT 4 FHXTF
TX rf_len = 56 bytes: MYFIFO_INIT(blt_txfifo, 68, 8);

TX rf_len

141 bytes: MYFIFO_INIT(blt_txfifo, 156, 8);
TX rf_len
WK BEENMA RX fifo sizes RX fifo size Z/DEL RX rf_len K 24, BATIR 16 FH 55

RX rf_len = 56 bytes: MYFIFO_INIT(blt_rxfifo, 80, 8);

191 bytes: MYFIFO_INIT(blt_txfifo, 204, 8);

RX rf_len

141 bytes: MYFIFO_INIT(blt_rxfifo, 176, 8);

RX rf_len

191 bytes: MYFIFO_INIT(blt_rxfifo, 224, 8);
Step 2 IEESIEM MTU Size

MTU BIsx KB TTATFIEE BLE F Y L2CAP BENEIBEF R payload K/, att.h PIRE T IEOKEK
ble_sts_t blc_att_setRxMtuSize(u16 mtu_size): 7& BLE WiXt%#ItA1LES, BRI EIEERZRIHTESISE
MTU K/)\, 1B MTU size BRIERTE MTU exchange SRR NEESEIB, MTU size effect =min(MTU_A,
MTU_B) MTU_A 7i&%& A FrsZ#3H9 MTU K/, MTU_B R1&%& B FiZHM MTU K/)\; BIMNEHE MTU size K
F DLE KEAEEFE 2% A DLE BI/ERRIGINE BEHIEFILER,

MTU size exchange FISEIL, iEBE RN ATT & GATT” B HIIFAMIRAE, WAILIS%E b85m_feature_test
2 DLE demo M5 %,

#define MTU_SIZE_SETTING 196
blc_att_setRxMtuSize(MTU_SIZE_SETTING);

MTU KF 247 B, AR ELIALLT API AR buffer:

vold blc_l2cap_initMtuBuffer(u8 pMTU_rx_buff, ulé mtu_rx_size, u8 pMTU_tx_buff, ulé mtu_tx_size)

Step 3 data length exchange
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EWE KGR, —EEHIRTE BLE connection £ data length exchange XN RIEB AR5 M. data length
exchange i#2R2 Link Layer £ LL_LENGTH_REQ #1 LL_LENGTH_RSP ﬂﬁ/\@ﬁ’mﬁﬁ.&, slave FI master £
fAI—F &R LLERAFE LL_LENGTH_REQ, 55—7[EIR LL_LENGTH_RSP, BEXEMEHNREfG, master
slave ZPEEXNE M UL TX 1 RX R AEEK, RERFEMNRAEKPHNR/IME, BIEHE HE] connection WA &
RAEK.

AEEW—iR & A LL_LENGTH_REQ,data length exchange SRF2£5 R AT, SDK #B= =4 BLT_EV_FLAG_DATA
_LENGTH_EXCHANGE E#%[EIA (FieEEM 7T 1ZFHENE) , user AJBE Telink defined event”ZF 53 BI35%
BER T R iZEHEIAR B E N SEINE X,

73X BLT_EV_FLAG_DATA_LENGTH_EXCHANGE EH4EAREE, FJUREREANEKX X 8K RX &
Ko
EEPRM AR, Y 8x5x EJ BLE slave i& &Y, master IHEJRESETIAME LL_ LENGTH_REQ, HATEERS

FrohkitS, GNR master & B EDNARE LL_LENGTH_REQ, TAEEHMH slave i Enh k&S, SDK IetEshLiC
LL_LENGTH_REQ K9 API J0F:

ble_sts_t blc_11_exchangeDatalLength (u8 opcode, ulé maxTxOct);

API 1 opcode E"LL_LENGTH_REQ", maxTxOct IEHFIEEZIFNRA TX €1, bl TX RRKEKH 200
bytes BY, KEIWT:

blc_11_exchangeDatalLength(LL_LENGTH_REQ , 200);

HTF slave i & H AR E master ERX 2 FEWAIE LL_ LENGTH REQ, E—NEZHNHE: M
BLT_EV_FLAG_DATA_LENGTH_EXCHANGE E&[EiF, & connection BIIFH B — N4 E 288818
(Ebam 2s) , WR7E 25 EXMEA—BE&EMA, Tt master & B EhA#E LL_LENGTH_REQ, ItbEY
slave 88 API blc_Il_exchangeDatalLength E5h4F#E LL_LENGTH_REQ,

Step 4 MTU size exchange

F% 7 LE data length exchange 7i#2, MTU size exchange BRI BERIT, HBERAM MTU size £34, Fh
LEXF 51 TE BLE 12cap BLEIEK B, MTU size HEREARTETF TX & RX®RAE K, MTU size exchange
HISKIL, IBEEARXIE" ATT & GATT” O BFALEE, WEILASE B85m_feature B demo 5%,

Step 5 WA KEIRVIRIE

18 user FEBEARE ATT & GATT BB HV—LEWiBH, B#E Handle Value Notification #1 Handle Value Indica-
tion, Write request #1 Write Command 2,

EULE 3 NS BESIEMSTRBEM £, rIUFFBRIEEKE,
EEBIERE ATT 289 Handle Value Notification #1 Handle Value Indication X EHY API BNE], S8 TFT,
BERZENHIEIUMKES BN TENAS p” ' len”BIF],

ble_sts_t blc_gatt_pushHandleValueNotify(ul6 connHandle, ul6 attHandle, u8 *p, int len);
ble_sts_t blc_gatt_pushHandleValueIndicate(ul6 connHandle, ul6 attHandle, u8 *p, int len);

W BE R ELIE Write request 1 Write Command ¥ NAIEHEARKE w BIe], ZERIARKE, s|AFESiEHTE
EHIEIE,
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3.2.9 Controller API

3.2.9.1 Controller API %EB

7 3.1 /NTIFRRBEYAROE BLE thidiRZRMah, NAERTES Controller BY Link Layer BIZFEIERR B/, &N
1B Host IB#IBET A, mRZH Host @13 HCI 1BITHIap S 1ZIXLS Link Layer, Host #@1d HCI O~ &ZBIFR
B Controller £ #85 < #F7E BLE spec {Core_v5.0) FERENXT , FFIESR (Core_v5.0) (Vol 2/Part E/
Host Controller Interface Functional Specification ).

Telink BLE SDK B2 IZIBITERN BLE Z224ig1t, BILUER—DEIRE Controller 55 49b—"ME1T Host
WHRARRELTE, FRUFTEBRIEIZE Link Layer BY AP| Z8 2™ M&3%ER Spec k£ Host command BYEIEE T
RE X LAY,

B4R Telink BLE SDK Sz KA T N LEMZEY, MAREEH Host BEIFIRIFIZE Link Layer, {BERR API IE
SARER HCI 2989 APl TEM APl BEANBHR LAY Spec LAY Host command, user AILAEZE Spec
L BRI BBANLAIEAR

BLE spec EFTE R HCl command, Controller BV IEE =B I AY HCl command complete event 3 HCI
command status event fEAX Host BRI %, {B7E Telink BLE SDK 1, @517 2R,

1) 3F b85m_hci KBINZFH, Telink BY IC 2YEH BLE controller, FBEMEMRAVETT BLE host B MCU thRET
£, & HCl command #EBEX A HCI command complete event 8% HCl command status event =4,

2) 3+F b85m_master kma dongle FZFH, BLE Host #1 Controller #RIE{TTE Telink IC L, Host JAA interface
&IX HCl command £ Controller B, Controller 23F#R8EIEMULE], REBERIER, FILL Controller 7E4
I8 HCI command BYAREB[EIE HCI command complete event 5% HCl command status evento

Controller API BYEERRTE stack/ble/Il 0 stack/ble/hci BR Tk 4R, Heh || BR TRIE Link Layer 3R
MIINEERY 229379 ILhe ll_adv.h. II_scan.h. ll_ext_adv.h. Il_pm.h. ll_whitelist.h, user B]LAR#E Link Layer
HIThEEER TF4K, LLINER advertising #8XINRERY API RARNZIZERTE 1l_adv.h HHEERA,

3.2.9.2 APIiR[0]2EA! ble_sts_t

7f stack/ble/ble_common.h HE X T AR ble_sts_t, ZEREN SDK FASZE AP FOIR[EIERE, 38
TR API B9I& BB EER ER B MNIRIESZEY, 7 =iR[E] BLE_SUCCESS (fE7 0); R[EIMEMIE 0 EEERT
REBHEIR, BE— " TEMNESTN—FEIRER, FEM AP BFHAF, 2528 —1 API FiE A ERIR
BlE, HEBRZ M EIRREENEFEIRERER,

XMREMEZER! ble_sts_t ANMYFETF Link Layer B API, Xf Host B—X%E API tiEH,

3.2.9.3 BLE MAC address #]141t

A ARY BLE MAC address BxEARBIZFEAIEHE public address # random static address.
3% BLE SDK H1, JAAIT#EOIRTF public address # random static addresso

vold blc_initMacAddress(int flash_addr, u8 *mac_public, u8 *mac_random_static);

flash_addr & flash E7#fi& MAC address BYMIILEIA], SEXAFIEAYITEE, 8x5x 512K flash TR AYX M
1t 0x76000, INRAZEE random static address, EH mac_random_static E"NULL"EPA],

BLE public MAC address FRIIIREVE, A Link Layer #]3814EY API, 3§ MAC address £\ BLE hili%:
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blc_11_1initStandby_module(mac_public);

MR AZ Link Layer BPIRSHHHY Advertising state B Scanning state, tEEIE MAC address fE\:

blc_11_initAdvertising_module (mac_public) ;
blc_11_initScanning_module (mac_public) ;

3.2.9.4 Link Layer IRZSHNAL

LEHERN Link Layer IKSHBVIFAENAE, LTI API BFECERER BLE RSB MERAIFI8 K,

void blc_11_1initBasicMCU (void)

void blc_11_1initStandby_module (u8 *public_adr);
void blc_11_1initAdvertising_module(u8 *public_adr);
void blc_11_1initScanning_module(u8 *public_adr);
void blc_11_1initInitiating_module(void);

void blc_11_1initSlaveRole_module(void);

void blc_11_1initMasterRoleSingleConn_module(void);

3.2.9.5 bls_ll_setAdvData

J#151E2 M (Core_v5.0) (Vol 2/Part E/ 7.8.7 “LE Set Advertising Data Command”).

LSB MSB
Header Fayload
(16 bits) (as per the Length field in the Header)

Figure 3.33: "BLE ik #EEE"

BLE thiMi%E, B LEFR, R byte & head, JGESE Payload (PDU), &% 31 byte,
TEH APl FBFI&E PDU P9 RIEIE:

ble_sts_t bls_11_setAdvData(u8 *data, u8 len);

data $5§H#5M PDU RYEHINE, len NEIEKE.
R[EZEE ble_sts_t AIAERBIFLE R TR
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ble_sts_t Value ERR Reason

BLE_SUCCESS 0 NN

HCI_ERR_INVALID_HCI_ CMD_PARAMS 0x12 Len BEBRAEE 31

user BILATEHIIALRYBHMRIBAZ AP IRE #BEIE, MAILITEFIZITHITE main_loop EREEIIEMAZ API K
(5 ¢

% BLE SDK H feature_backup THZFRENXHI Adv PDU W, EARZNFERE XiHESE 1Y BLE Spec {CSS
v6) (Core Specification Supplement v6.0) R Data Type Specifcation BYE A%,

const u8 tbl_advData[] = {
0x08, 0x09, 'f', 'e', 'a', 't', 'u', 'r', 'e',
0x02, 0x01, 0x05,
0x03, 0x19, 0x80, 0x01,
0x05, 0x02, O0x12, Ox18, OxOF, 0x18,

}

EFEHESER, B BRER I feature”,

3.2.9.6 bls_Ill_setScanRspData

1151520 (Core_v5.0) (Vol 2/Part E/ 7.8.8 “LE Set Scan response Data Command”).
AT EmEmS 86 PDU BIIEE, scan response PDU BYIREEA API:

ble_sts_t bls_11_setScanRspData(u8 *data, u8 len);

data $5%t#EM PDU BIEHIIE, len ABIEKE, REIZEH ble_sts_t FIREREIFVLE RN TR,

ble_sts_t Value ERR Reason
BLE_SUCCESS 0 AN IH

HCI_ERR_INVALID_HCI_ CMD_PARAMS 0x12 Len BERAKE 31

user AJ LATERDRA 1L BIBHRIAAE1Z APl i€ & Scan response data, tAJ A FIEFEITAITE main_loop EHERTE
% API 3R{EER Scan response data. % BLE SDK A B85m_ble remote TFEAE X scan response data 80,
scan R\ A M Eaglerc” o B NFEXMIE XIESE Y BLE Spec {CSS v6) (Core Specification Supplement
v6.0) B Data Type Specifcation FJE{AREEE,

const u8 tbl_scanRsp [] = { 0x08, 0x09, 'V', 'R', 'e', 'm', 'o', 't', 'e',};

_HETE advertising data # scan response data FEBIKE TIRFRIFEAR—FE, BATEFHE 10S RFELHE
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EIHG &R, BIMSEZMAIERT—#:
a) —EIRFREN EE, BARTHIEEB A feature”;
b) —Eig&FF #&BfF, &KX scan request, FHiEEX[EE scan response, A BRTHIRE RTINS

Ew

= "VRemote”s

user ATLIAEXA M EPRIRERTEA—F, REAENMAIETR T AENZEFT,

PR EIS &M master EERS, master fEIEIEEM Attribute Table B, SIREVIEER gap device name, EE
HEEMAIRESIRIERENIEERERIZE BT

3.2.9.7 bls_Ill_setAdvParam

#1BE1BESER (Core_v5.0) (Vol 2/Part E/ 7.8.5 “LE Set Advertising Parameters Command”).

Advertising Advertising Advertising
Event Event Event
T_advEvent — T_an‘vEuﬂnE -
advinterval ol advinterval |
# adu.DE?a 1y advDeala
Advertising
State
entered

Figure 3.34: "BLE #Y#% 2 Advertising Event”

BLE #MY4%E Advertising Event (f&#F Adv Event) W EEFIR, IEHNRES— T_advEvent, slave H{T—
W, =T #& channel (channel 37. channel 38. channel 39) E&LX—1H,

TEA API 3t Adv Event I BXHSEHITIZE

ble_sts_t bls_11_setAdvParam( ul6 intervalMin, ul6 intervalMax, adv_type_t advType,
< own_addr_type_t ownAddrType, u8 peerAddrType, u8 *peerAddr, adv_chn_map_t
< adv_channelMap, adv_fp_type_t advFilterPolicy);

(1) intervalMin & intervalMax

G B #504(8)j8]FR adv interval BYSEE, LL 0.625ms NEAE(L, SEETE 20ms ~10.24s Zjd], 7 H intervalMin
INFZETF intervalMaxo

BLE spec EXK adv interval REIE— 1M EENE, TEE—LMEHBNZE K, Telink BLE SDK i&id intervalMin
F intervalMax IS BAFBIERLEI, SE&H adv interval 27F intervalMin-~intervalMax 2 BN T, &
IGER intervalMin F intervalMax 1HZE, adv interval £ZFEEH intervalMin, F&T{,

RIBRE BERIZEE, intervalMin # intervalMax BIEE —LEIRTE , 1B (Vol 6/Part B/ 4.4.2.2 “Advertising
Events”)o
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(2) advType
S% BLE Spec, HUMEARRHEE4LAWNT:

Advertising Event | PDU used in this advertising | Allowable response PDUs for

Type event type advertising event
SCAN_REQ | CONNECT_REQ
Connectable Undi- ADV_IND YES YES

rected Event

Connectable ADV_DIRECT_IND NO YES*
Directed Event

Non-connectable ADV_NONCONN_IND NO NO
Undirected Event

Scannable Undi- ADV_SCAN_IND YES NO
rected Event

Table 4.1: Advertising event types, PDUs used and allowable response PDUs

Figure 3.35: “BLE #MM ik #&SE4"

LEF Allowable response PDUs for advertising event 53 F YES #l NO BT EMER HEHEETWH
& &BY Scan request # Connect Request #{TME, #0: ZB— Connectable Undirected Event ¥F Scan
req # Connect Request #1TMHNZ, 0. F— Connectable Undirected Event X} Scan request #1 Connect
Request #BBEMANZ, M Non-connectable Undireted Event 3 E{ JEB AR,

AR 1 Connectable Directed Event %t Connect Request MM AR MYES"ALAMT " 5, RRERE
WEIITEZH Connect Request, TA—EXMR, MASW whitelist idi8, FITH 3 MYES"FRRA LUEIAER
B9IER, BRFEERBT whitelist BIIZE, 1RIE whitelist BT ERHRRERLIBEMN, FEH whitelist
PEFRN B,

LA EPOfr-#E& =4, Connectable Directed Event X439 Low Duty Cycle Directed Advertising # High Duty
Cycle Directed Advertising, XiF—HEEBSEAMIBEHELE, NTEX:

/* Advertisement Type */

typedef enum{
ADV_TYPE_CONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY
ADV_TYPE_SCANNABLE_UNDIRECTED
ADV_TYPE_NONCONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY

}adv_type_t;

0x00, // ADV_IND

0x01, // ADV_INDIRECT_IND (high duty cycle)
0x02 , // ADV_SCAN_IND

0x03 , // ADV_NONCONN_IND

0x04, // ADV_INDIRECT_IND (low duty cycle)

ZIARE BRI #%2805 ADV_TYPE_CONNECTABLE_UNDIRECTED,

(3) ownAddrType
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FEET BN EAES, ownAddrType 4 NEIERIET T

/* Own Address Type */

typedef enum{
OWN_ADDRESS_PUBLIC = 0,
OWN_ADDRESS_RANDOM = 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC = 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM 3,

}own_addr_type_t;

XERNEBAH NS

OWN_ADDRESS_PUBLIC [ #&#BHREE public MAC address, SERRIIIERE MAC address #IA1LET AP
blc_initMacAddress(flash_sector_mac_address, mac_public, mac_random_static) B9 &,

OWN_ADDRESS_RANDOM R BHIEE(ER random static MAC address, izithitskiEF TE APl i&ER
&:

ble_sts_t blc_11_setRandomAddr(u8 *randomAddr);

(4) peerAddrType & *peerAddr

Y advType IS BENEE EBEHERE directed adv (ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY #1
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY) BY, peerAddrType # *peerAddr FHF}E%E peer device
MAC Address RUZEBIFNMIE,

Y advType AEMZERIES, peerAddrType 1 *peerAddr RIEEBTLRY, ATLUEE 0 #1 NULL.
(5) adv_channelMap

RES #& channel, AILUKHEE channel 37, 38, 39 AEE—1F %1, adv_channelMap BIERNZEIT:

typedef enum{

BLT_ENABLE_ADV_37 = BIT(0),
BLT_ENABLE_ADV_38 = BIT(1),
BLT_ENABLE_ADV_39 = BIT(2),

BLT_ENABLE_ADV_ALL
}adv_chn_map_t;

(BLT_ENABLE_ADV_37 | BLT_ENABLE_ADV_38 | BLT_ENABLE_ADV_39),

(6) advFilterPolicy

BFREAE BEY, JWHEMIEGEM scan request I connect request REXBVITIEHREE, TIEAMIIEER
BITEAER whitelist . 7E/GE whitelist AP IFAARRE

AHEER 4 M EERMNT, BEAREE whitelist 33 JEIHEE, 1% ADV_FP_NONE,

typedef enum {
ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY = 0x00,
ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_ANY 0x01,
ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_WL 0x02,
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ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_WL = 0x03,
ADV_FP_NONE =  ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY,
} adv_fp_type_t; //adv_filterPolicy_type_ t

IR[EE ble_sts_t BJREHILAVEMREIN TR

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AN

HCI_ERR_INVALID_HCI_ 0x12 intervalMin 8 intervalMax BIEARFT & BLE spec BIFLE
CMD_PARAMS

¥2BR BLE spec HCI #843 Host command BYi&it, Set Advertising parameters FBHZE T LEBY 8 NEE. [E
MIGENRREESEN, AAN—LRENSHZEEEREXAM, il advType # advinterval, ERIE
B advType T, ¥t intervalMin #1 intervalMax BSEERESFA—1#, FAIKEARRIEERE, WRIE set
advType F set advinterval IFEFANREIR API, HILEIRSEEREMIT AT,

BREET user W—EEANSHAIRESLEMNEEBR, MXAHEEESREEIEA bls_Il_setAdvParam [F
FHEE 8 MNEE, SDK WHF 4 NS BHMBHEEAXEANS %*51 %ﬂﬂ T APl, LUSE user BIfEMA,
BhEEE 3 N APIEOTR:

ble_sts_t bls_11_setAdvInterval(ul6 intervalMin, ul6 intervalMax);
ble_sts_t bls_11_setAdvChannelMap(u8 adv_channelMap);
ble_sts_t bls_11_setAdvFilterPolicy(u8 advFilterPolicy);

X 3 1 API 9885 bls_ll_setAdvParam F—%,
IR[E{E ble_sts_t:

1) bls_ll_setAdvChannelMap #1 bls_II_setAdvFilterPolicy 2% #iR[E] BLE_SUCCESS.
2) bls_lI_setAdvinterval iR[E] BLE_SUCCESS & HCI_ERR_INVALID_HCI_CMD_PARAMS,

3.2.9.8 bis_IllI_setAdvEnable

1¥1B15SM8 (Core_v5.0) (Vol 2/Part E/ 7.8.9 “LE Set Advertising Enable Command”).

ble_sts_t bls_11_setAdvEnable(int en);

en /3 1 BY, Enable Advertising; en /9 O B, Disable Advertisingo
a) 1 Idle state B, Enable Advertising, Link Layer 3\ Advertising state,
b) £ Advertising state BY, Disable Advertising, Link layer # N\ Idle state,

c) 7EEfth state, Enable Advertising 3% Disable Advertising #3AREMA Link Layer B9 states
AE:
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- BEEFENE, TEMFHRIERIZEER, ble_sts_t TFMIR[O] BLE_SUCCESS, HFt=E adv HHXEHNK
HFTFE XA, BERELLTF idle 5 adv state A4,

3.2.9.9 blis_Il_setAdvDuration

ble_sts_t bls_11_setAdvDuration (u32 duration_us, u8 duration_en);

A bls_ll_setAdvParam X EFAES UK EMING, £ bls_ll_setAdvEnable (1) FFAT #. HHEMK
B BEAHTNERTE, teREAE—KRNEEMEXE, RILIAR L/ AP,

duration_en &4 1 "B ITEITHEE, 1§89 0 RRXFITEIIIIEE. RBEEITEIIIEEFBIVIER T, duration_us
(BBfil:us) BUNIRETBE N,

T2 MR BERVBT B S FHIRTTEY, —BBHTILAIBYEIRY, (=1L #E, I #&(EEE (AdvEnable) K34, 7 None Conn
state ¥, =UJHEF Idle State, ILATSAHE Link Layer 3544 BLT_EV_FLAG_ADV_DURATION_TIMEOUTS,

BLE Spec F#IE ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY [ #&2£8!, Duration Time BEIEA 1.28s,
E) 1.28s ZEBEIET B, PR FiXHr #%358Y, JAA bls_ll_setAdvDuration IRERF T ¥, IR[EIE ble_sts_t
TR

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AL IH

HCI_ERR_INVALID_HCI_ Ox12 ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY J#&ZERIR
CMD_PARAMS BE#ZIGE Duration Time

R user FETE Adv Duration Time EAT #BELLE, EIFNGET HESH (AdvType. Advinterval. AdvChan-
nelMap %) , EE7E BLT_EV_FLAG_ADV_DURATION_TIMEOUT E4MEIARKERE, FEEEBEXAR
bls_Il_setAdvEnable(1) FFIEFTHI 1E,

fih & BLT_EV_FLAG_ADV_DURATION_TIMEOUT EE X E— S HmIE R :

BRIZIEE T duration_us 9 2000000, BEP 2s,

MR Slave —EHE 1%, BRAT BB 2 25 B &ft & timeout, 11T BLT_EV_FLAG_ADV_DURATION_TIMEOUT
EiER

MR FEBFEIAREF 2s WIERT (RIETE 0.55 BIBY (&) , Slave #l Master EZE LT, X timeout BYIT
NEREHIXERERE, MEREGFER, EHANERZRKRS 1.55s WENE, B E I AXLFRIZEERN
timeout BY[B] RIEYF 2s BY, HF UL ELA FERRS, F2ERE BEHERTEN, UMAsME
BLT_EV_FLAG_ADV_DURATION_TIMEOUT [E]3&,

FE:

o L NIEIRES—ERBYE) (40 10s) GErFEZEEFHERINT % (adv) RS, BRE—TFESa, hiiLIA
FLE R R BEIEBE T Z BIIEER 25 timeout, fifik BLT_EV_FLAG_ADV_DURATION_TIMEOUT [Eli&, 7
XFhE R it &R BLT_EV_FLAG_ADV_DURATION_TIMEOUT BB &miTiEd 7 LRI ER timeout
EREI =1
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3.2.9.10 bic_Ill_setAdvCustomedChannel

TE APl BT EHI45%A advertising channel/scanning channel, RXt—LIEE4EHRANAEE X, i BLE
mesh, HMER BLE NAREFEHZ APl

vold blc_11_setAdvCustomedChannel (u8 chn®, u8 chnl, u8 chn2);

chnO/chn1/chn2 IEEEEHININ =, EMARFREIN RS 37/38/39, tLUNIEE 3 1 advertising channel 535!
9 2420MHz. 2430MHz. 2450MHz, A0 FIEMA:

blc_11_setAdvCustomedChannel (8, 12, 22);

3.2.9.11 rf_set_power_level_index

% BLE SDK 2t BLE RF packet BEEIZTER API:

vold rf_set_power_level_index (rf_power_level_index_e level)

level (EAVIREBE drivers/8258(8278)/rf_drv.h FIEEXBIMZET £ rf_power_level_index_eo

% AP IEER RF X BEEE, XM BEMNEZERENEN, BEEFNERMUEEHMAILUSE, Lk BTRIEE
SUAYE LRIF—RINEERHE, FEFEMNRE.: f_set_power_level_index X PMEREAZBZE X MCU RF #8%
H—LEeFFRHITIRE, M—EB MCU #A sleep (83F suspend/deepsleep retention) f&, XLLEFFIAEED
SEK. Fill user FEEFER, 8K sleep BEEfS, XPNREBMINISEEMEE—B. LLUNTE SDK demo HFERAT
BLT_EV_FLAG_SUSPEND_EXIT [, KRS suspend BEXR rf power B EIIKE—IE, 90T code
FfiiRo

_attribute_ram_code_ void user_set_rf_power (u8 e, u8 *p, int n)

{
rf_set_power_level_index (MY_RF_POWER_INDEX);

}
user_set_rf_power(0, 0, 0);
bls_app_registerEventCallback (BLT_EV_FLAG_SUSPEND_EXIT, &user_set_rf_power);

3.2.9.12 blc_lI_setScanParameter

#EFSE (Core_v5.0) (Vol 2/Part E/ 7.8.10 “LE Set Scan Parameters Command”)o

ble_sts_t blc_11_setScanParameter (u8 scan_type,
ul6 scan_interval, ul6 scan_window,
own_addr_type_t ownAddrType,

scan_fp_type_t scanFilter_policy);

SIS
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1) scan_type

Al3%&HE passive scan Ml active scan, XFIRZ active scan RTEUNEI adv packet Bl L& scan_req LURBXIR &
scan_rsp NEZ{E R, scan rsp A& adv report event 1544 BLE Host; passive scan A& scan reqo

typedef enum {
SCAN_TYPE_PASSIVE = 0x00,
SCAN_TYPE_ACTIVE,

} scan_type_t;

2) scan_interval/scan window

scan_interval I & Scanning state BY4 s J#RETE], B9 0.625ms, scan_window 7E Telink BLE SDK A&}
BHEERIE, S2FRAY scan window 1B scan_intervalo

3) ownAddrType
8T scan req ELMIUESEAIAY, ownAddrType 4 PDENERMEIIT:

typedef enum{
OWN_ADDRESS_PUBLIC 0,
OWN_ADDRESS_RANDOM = 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM = 3,
Jown_addr_type_t;

OWN_ADDRESS_PUBLIC %7 Scan BIB{ZERA public MAC address, SEFRHERE MAC address #1IA1LEY
API blc_initMacAddress(flash_sector_mac_address, mac_public, mac_random_static) BIZ &,

OWN_ADDRESS_RANDOM 7R Scan MIBHZ{ER random static MAC address, %t IEFTE APl I&E
&

ble_sts_t blc_11_setRandomAddr(u8 *randomAddr);

4) scan filter policy

B#ix#FM scan filter policy A TFEMA:

typedef enum {

SCAN_FP_ALLOW_ADV_ANY =0x00,
SCAN_FP_ALLOW_ADV_WL =0x01,
SCAN_FP_ALLOW_UNDIRECT_ADV =0x02,
SCAN_FP_ALLOW_ADV_WL_DIRECT_ADV_MACTH =0x03,

} scan_fp_type_t;

SCAN_FP_ALLOW_ADV_ANY 7R Link Layer 3f scan EJBY adv packet A&, EHi% report El BLE Hosto
SCAN_FP_ALLOW_ADV_WL MZEK scan ZIAY adv packet HIETE whitelist BER, 7 report £l BLE Host,

R[O{E ble_sts_t 38 BLE_SUCCESS, API RAa#{TSHEEMNE, vser FEEARIRESHNEGEL
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3.2.9.13 blc_ll_setScanEnable

FIEIFEM (Core_v5.0) (Vol 2/Part E/ 7.8.11 “LE Set Scan Enable Command”)e

ble_sts_t blc_11_setScanEnable (scan_en_t scan_enable, dupFilter_en_t filter_duplicate);

scan_enable BEEEFUT 2 MNAIIEE:

typedef enum {
BLC_SCAN_DISABLE
BLC_SCAN_ENABLE
} scan_en_t;

0x00,
0x01,

scan_enable 7 1 B, Enable Scanning; scan_enable /9 O BY, Disable Scanninge
1) £ Idle state B, Enable Scanning, Link Layer # N\ Scanning stateo

2) 7£ Scanning state BY, Disable Scanning, Link layer i# N\ Idle state,
filter_duplicate S¥ERBMT 2 aliEfE:

typedef enum {
DUP_FILTER_DISABLE
DUP_FILTER_ENABLE
} dupFilter_en_t;

0x00,
0x01,

filter_duplicate /9 1 BY, RINABEEGRTIS, X ENRE adv packet, Controller R[A Host £IR—
JR adv report event; filter_duplicate § 0 BY, RABEE LIS, * scan FIW adv packet =—H LIR%A
Hosto

IR[E{E ble_sts_t Il &K,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AN
LL_ERR_CURRENT_STATE_NOT_ Dl SDK 1 Link Layer &3F BLS_LINK_STATE_ADV /
SUPPORTED_THIS_CMD EX BLS_LINK_STATE_CONN X&

LIRE T scan_type A active scan. Enable Scanning &, &1 device, RIFE—R scan_rsp H_EIRLE Host,
E 7R Enable Scanning /&, Controller RXREIE&EH scan_rsp #HITIER, RKENIFMHES scan_rsp FIFR
B, MEREEAFA=EREZZIEEN scan_reqo

& user BEZR ERE— device B scan_rsp, BILUE blc_ll_setScanEnable EEI&E Enable Scanning
LI, EAER Enable/Disable Scanning BY, i&#&HJ scan_rsp 5IREBRIE 0
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3.2.9.14 blc_lI_createConnection

FIEIFEM (Core_v5.0) (Vol 2/Part E/ 7.8.12 “LE Create Connection Command”).

ble_sts_t blc_l1_createConnection (ul6 scan_interval, ul6é scan_window, init_fp_type_t
< initiator_filter_policy,

u8 adr_type, u8 *mac, u8 own_adr_type,

ulé conn_min, ulé conn_max,ul6 conn_latency, ulé timeout, ulé ce_min, ulé ce_max)

1) scan_inetrval/scan window

scan_interval I&& Initiating state A Scan s tieAdia], S{I) 0.625ms.

scan_window 7£ Telink BLE SDK EF&HEIE, SEFRAY scan window I&E /I scan_intervalo
2) initiator_filter_policy

1ETE HANERRIR ERVERRR, A& T

typedef enum {
INITIATE_FP_ADV_SPECIFY = 0x00, //connect ADV specified by host
INITIATE_FP_ADV_WL = 0x01, //connect ADV in whitelList

} init_fp_type_t;

INITIATE_FP_ADV_SPECIFY FRIEZENIKE MRS adr_type/mac;
INITIATE_FP_ADV_WL FRRIBHE whitelist BEAVIKEREE, A adr_type/mac TE X,

3) adr_type/ mac

initiator_filter_policy 9 INITIATE_FP_ADV_SPECIFY BY, 3t E A adr_type (BLE_ADDR_PUBLIC Z¢#&
BLE_ADDR_RANDOM). #3it5 mac[5...0] B9 &,

4) own_adr_type I8 IEER Master role R MAC address 228!, ownAddrType 4 PNRELEMEIN T,

typedef enum{
OWN_ADDRESS_PUBLIC = 0,
OWN_ADDRESS_RANDOM = 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC = 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM = 3,
Jown_addr_type_t;

OWN_ADDRESS_PUBLIC R EZAATEFER public MAC address, SEFRIIIERE MAC address ¥I381LEY AP
blc_Il_initStandby_module (u8 *public_adr) BIIZ &,

OWN_ADDRESS_RANDOM R IEZEMBMZEER random static MAC address, ixithitsgiRTF FE APl i&ER
&:

ble_sts_t blc_11_setRandomAddr(u8 *randomAddr);
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5) conn_min/ conn_max/ conn_latency/ timeout

X 4 NEYAE T BILERG Master role BUERSE, RN XLESH W BT connection request &% Slave,
Slave BB EFFHIEZES L,

conn_min/conn_max & conn interval BISEE, Telink BLE SDK A1 Master role Single Connection B {#H
conn_min BB, B/ 0.625ms,

conn_latency ¥ connection latency, —f%i&/9 0, timeout $85E connection supervision timeout, B}
10mso

6) ce_min/ ce_max

SDK ERAME ce_min/ ce_maxo

R[EEFIR:
ble_sts_t Value ERR Reason
BLE_SUCCESS 0 ANNALIH
HCI_ERR_CONN_REJ_ 0x0D Link Layer B4 TF Initiating state, ABIZWETRY
LIMITED_RESOURCES create connection
HCI_ERR_CONTROLLER_BUSY Ox3A Link Layer &F Advertising state @ Connection

state

3.2.9.15 blc_ll_setCreateConnectionTimeout

ble_sts_t blc_11_setCreateConnectionTimeout (u32 timeout_ms);

IR[E{E S BLE_SUCCESS, timeout_ms B} ms.

IR¥E Link Layer RKEHIAHNA, H bIc_II_createConnectlon fii % Idle state/Scanning state # X\ Initiating state
&, MRKETTEEIE Hé, 2fil%& Initiate timeout, B Initiating stateo

§/RIAMA blc_ll_createConnection BY, SDK ZFAIAIZE H#FIRY Initiate timeout BY{E]/T connection supervision
timeout "2, IR User RFEEMFEA SDK EXIARIXNBYIE], A]LITEE$ESE blc_ll_createConnection Z 518 B
blc_lI_setCreateConnectionTimeout 1Z& B 2 EEHM Initiate timeout,

3.2.9.16 bim_IlI_updateConnection

#1518 (Core_v5.0) (Vol 2/Part E/ 7.8.18 “LE Connection Update Command”).

ble_sts_t blm_11_updateConnection (ul6 connHandle,
ul6 conn_min, ulé conn_max, ulé conn_latency, ulé timeout,
ulé ce_min, ulé ce_max);

1) connection handle
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BEREEMERESHB connection,

2) conn_min/ conn_max/ conn_latency/ timeout

IEEEBEEHMIEESE, Master role single connection B RIEZEER conn_min {EAFH intervalo
3) ce_min/ce_max

SETRS(SEN

iIR[E{E ble_sts_t 2B BLE_SUCCESS, API AE#HITEHESEMNE, vser FERIRRESHNGEN,

3.2.9.17 bls_Ill_terminateConnection

ble_sts_t bls_11_terminateConnection (u8 reason);

% AP BT BLE Slave i&&, Rt Connection state Slave role &,

NAEA LUARLE API 7E Link Layer E&IXE— Terminate 44 master, FEIMIFFZERE, reason NEEIEEMN
BIFFIRE, reason FUIREIFIESMR (Core_v5.0) (Vol 2/Part D/2 “Error Code Descriptions”)o

ERZRRITTERESHW terminate, NBE—HRIEE reason H:

HCI_ERR_REMOTE_USER_TERM_CONN = 0x13
bls_11_terminateConnection(HCI_ERR_REMOTE_USER_TERM_CONN);

Telink BLE SDK J&/& stack 1, IE— A SERZ APl 5 terminate: BEMNAISEHEIEE, AWML
JEEGE MIC $51%, 18 bls_lI_terminateConnection(HCI_ERR_CONN_TERM_MIC_FAILURE), SX13} 4R35
%, BT EE,

Slave JAFZ AP| EohRRRMFIEIER, — =ik BLT_EV_FLAG_TERMINATE B4, T Z2S4MIEEREE
A LB EIM A terminate reason FXPNFENEER reason B—HM,

1E Connection state Slave role BY, —A&IER FEIEIFEAZ APl 8] LIRETIARIE terminate F0EME, BHEE—
LA BN S S HMIZ AP ARLM, RIBIRENE ble_sts_t AJA T EMMNAEIRERE, BiXNARERIERZ API
B, HE—TIREERSE N BLE_SUCCESS, REMEFIRI T,

ble_sts_t Value ERR Reason
BLE_SUCCESS 0 ANNALIN

HCI_ERR_CONN_NOT_ESTABLISH Ox3E Link Layer &F3E Connection state Slave role

HCI_ERR_CONTROLLER _BUSY Ox3A Controller busy (B AEHIRIEEAIX) ENLEETZGD,

3.2.9.18 bim_Il_disconnect
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ble_sts_t blm_11_disconnect (ul6 handle, u8 reason);

% AP BT BLE Master &%, 23 Connection Master role i&FH,

ER Slave role BY API bls_II_terminateConnection THEE—#¥, X3IEZ— conn handle &%, XEREA Telink
BLE SDK X Slave role F9i&it E &% R44HF single connection, i Master role B9i&it E#& multi connection,
FRIAATIEEEE disconnect B connection handle,

APl IR[EHEIN TR,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AR TN
HCI_ERR_UNKNOWN_CONN_ID 0x02 Handle i®, HAZXIZM connection

HCI_ERR_CONTROLLER_BUSY  Ox3A Controller busy (B AZHIBEELRIX) BRLEESZHS.

3.2.9.19 Get Connection Parameters

FREY Y ATEESEH Connection Interval. Connection Latency. Connection Timeout B9 API #1F (23t Slave
role I&FR) :

ul6 bls_11_getConnectionInterval(void);
ul6 bls_11_getConnectionLatency(void);
ul6 bls_11_getConnectionTimeout(void);

a) HIR[EIEAN 0, FRRZHA] Link Layer &&F None Conn state, HFUE&HEEESE,
b) FiR[EIAIE 0 ERTBHE:

« bls_ll_getConnectioninterval R[EIAYESFF conn interval BRIA 1.25ms B{E, EbINXAET conn interval
73 10ms, MLRENER 8.

+ bls_ll_getConnectionLatency iR [BI3EPR Latency 1o

« bls_Il_getConnectionTimeout iR[E]FZ SR conn timeout BRLL 10ms FIBEAI{E, LbENX AT conn timeout
79 1000ms, MR[E{EF 100,

3.2.9.20 bic_ll_getCurrentState
T API BFIREX AT Link Layer FRAEIIRTS.

u8 blc_l1_getCurrentState(void);

user TEN FAEFIMTHATRT, 40:
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if(blc_11_getCurrentState() == BLS_LINK_STATE_ADV)
if(blc_11_getCurrentState() == BLS_LINK_STATE_CONN)

3.2.9.21 bic_lI_getLatestAvgRSSI

% Link Layer # X\ Slave role 3 Master role f5, &3 @& API 8815 EIIRB 2i%1ERY peer device @ X —E&EY
[B]AY Y RSSIo

u8 blc_11_getLatestAvgRSSI(void)

IR[E{E u8 BY rssi_raw BEM—ERIEEIR, rssi_real = rssi_raw- 110, {RI&ERENEN 50, M rssi = -60 dbo

3.2.9.22 Whitelist & Resolvinglist

BIENEE, Advertising/Scanning/Initiating state BY filter_policy &RH K& E] Whitelist, 21R#E Whitelist &1
B EFHITHENAVIRIE, PR Whitelist B EE Whitelist 1 Resolvinglist FER53 o

i@id peer_addr_type # peer_addr B] LL¥|#F peer device #i3EZEAIZ T RPA (resolvable private address) o
R T ERRFIBTENET,

#define IS_NON_RESOLVABLE_PRIVATE_ADDR(type, addr)
( (type)==BLE_ADDR_RANDOM && (addr[5] & 0xC0) == 0x00 )

JE RPA A BT LATEAEE] whitelist 7, B&T SDK whitelist &% 17 4 ™MKE:

#define MAX_WHITE_LIST_SIZE 4

Ax#EO:

ble_sts_t 11 _whitelList_reset(void);

Reset whitelist, iR[E{E9 BLE_SUCCESS,

ble_sts_t 11 _whitelList_add(u8 type, u8 *addr);

HI—MgEE whitelist, R[EEYIR:

ble_sts_t Value ERR Reason
BLE_SUCCESS 0 AN TN

HCI_ERR_MEM_CAP_EXCEEDED 0x07 whitelist B3, FRIN%KK
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ble_sts_t 11 _whitelList_delete(u8 type, u8 *addr);

M whitelist fHIB&Z BiARIIAYIZ S, REIMEA BLE_SUCCESS,

RPA (resolvable private address) i&#&, BE{FEM Resolvingliste AT T ram £/, BAJ SDK Resolvinglist
RZ1EE 2 M&E:

#define MAX_WHITE_IRK_LIST SIZE 2

tHX AP TN :

ble_sts_t 11_resolvinglList_reset(void);

Reset Resolvinglisto IR[B{E BLE_SUCCESS,

ble_sts_t 1l_resolvinglList_setAddrResolutionEnable (u8 resolutionEn);

IREMULARITGER, SNREER Resolvinglist f@fiithit, —EBFTHERE. AREMINVEHR, ALK,

ble_sts_t 11l_resolvinglList_add(u8 peerIdAddrType, u8 *peerIdAddr,
u8 *peer_1irk, u8 *local_irk);

INEEA RPA HIAERYIEE, peerldAddrType/ peerldAddr # peer-irk 18 peer device EFRBY identity address
Mirk, XEFEBSERMMEBIZFFME Flash B, user AJATEXH SMP B3 # BIFRENX L£1E B BYIZ L,
3T local_irk SDk ER;&E IR, 1E NULL BIA],

ble_sts_t 11l_resolvingList_delete(u8 peerIdAddrType, u8 *peerIdAddr);

PR Z BRIV & o
Whitelist/Resolvinglist SRELIAET ERIEER, 185 %E SDK feature test demo FIEY TEST_WHITELIST.

3.2.9.23 blc_att_setServerDataPendingTime_upon_ClientCmd

FI&E Client NIFFEZEEEM SDP BY, HEES# R INRY Server EREI X EHREBTEEERITIRIEE W
fREFR#ITEIE, LA TX buffer b FIR EKBVIRTS. FILINRAFEI AL EIE, IREBZ BT RF tx_buffer
T TR,

E A HEFFER—NEIER pending BB SR XNaldl, HXBIRIAXNERE SDP el Z E#1T, &
2 FIEEEELT, 18D blc_att_setServerDataPendingTime_upon_ClientCmd(u8 num_10ms) X4 api A LA
{&EqBYiE], S% step /9 10mso
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3.2.10 Coded PHY/2M PHY

3.2.10.1 Coded PHY/2M PHY 743

Coded PHY #1 2M PHY 2 {Core_5.0) #i&HNMY Feature, IR AIEE LY BT BLE WN S, Coded PHY
B& S2(500kbps) # S8(125kbps) LUERN EIREEEAIN A, 2M PHY(2Mbps) KAIEE T BLE ® 5. 2M PHY/
Coded PHY AJLUMERTE @8, W BEEERRS THIERE, SRS THERAAESNHRHN
7, [ #EE NMEA AT Extended Advertising” E T HH R El,

3.2.10.2 Coded PHY/2M PHY Demo 7148

Telink $21&# B85 BLE SDK A1, AT Sram, Coded PHY/2M PHY BIAE XN, BFRUREREHIL
Feature, BILATF¥TFF, $THAERILIEZE BLE SDK 1211 Demos

+ Slave IHB]E#E Demo "b85m_feature_test”

=]

7 vendor/b85m_feature_test/feature_config.h FENX %
#define FEATURE_TEST_MODE TEST_2M_CODED_PHY _CONNECTION

+ Master IFA]E&% Demo “b85m_master_kma_dongle”

AR LUEREREM RMNIEE, REXIEF Coded PHY/2M PHY BIETLAFD Telink B9 Slave I FHFBEH
BX,

WRMER Telink 1I211AY SDK, Master A Coded PHY #1 2M PHY B 2BiAX AN, EE @I TEM G AT
Fo

£ vendor/b85m_master_kma_dongle/app.c %X void user_init(void) AZRI0 API(SDK EERIARXKIFIRY)

blc_11_1init2MPhyCodedPhy_feature();

3.2.10.3 Coded PHY/2M PHY API 7748

(1) API

voild blc_11_init2MPhyCodedPhy_feature(void)

FAF{ERE 2M PHY/Coded PHY,

(2) 7E"Telink defined event” &I T —" BLT_EV_FLAG_PHY_UPDATE"Event, & TiESZ81HE" "Con-
troller Event"E RN B,

(3) API:

ble_sts_t blc_11_setPhy (ul6 connHandle,le_phy prefer_mask_t all_phys, le_phy_prefer_type_t
< tx_phys, le_phy_prefer_type_t rx_phys, le_ci_prefer_t phy_options);
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BLE Spec ¥iEiEO, #FHiEEE (Core_v5.0) (Vol 2/PartE/7.8.49 “LE Set PHY Command”)o
connHandle: slave & BLS_CONN_HANDLE; master i/i%i& BLM_CONN_HANDLE,
HthBHIEEE Spec EX. &4 SDK EAEERTE X demo FAEIEMR.

(4) API blc_lI_setDefaultConnCodinglndication()

ble_sts_t blc_11_setDefaultConnCodingIndication(le_ci_prefer_t prefer_CI);

3E BLE Spec tREEO, X Peer Device @i API bic_Il_setPhy () E&4&H PHY_Req FRIERT, #AAIEFH AL
BT It API IR B &IV preferenced Encode Mode (52/58).

3.2.11 Channel Selection Algorithm #2

Channel Selection Algorithm #2 & (Core_5.0) FR#TZINEY Feature, B ERBIMTINES, BEXBEENA
Ai5BAIEEZE (Core_5.0) (Vol 6/Part B/4.5.8.3 “Channel Selection Algorithm #2")

BLE SDK F#H% Demo &%,

« Slave iH&EZ£ Demo "b85m_feature_test”

1£ vendor/b85m_feature_test/feature_config.h FENXZEINT
#define FEATURE_TEST_MODE TEST_CSA2

a) SNREMA (Core_4.2) API EXHI &, AFEILUERERANENERBAEE #2, SDK FEIAZRHE
B, MRBEFERBNE L #2, FEBEIHA TER API E8E,

voild blc_l1_initChannelSelectionAlgorithm_2_feature(void)

b) SNEREEA (Core_5.0) API EXH Extended Advertising, FEEEET Extend Adv RFECIERE, FHM
BT _EERY API FREBMAE A #2, X Spec FHVMIE, MMEXHF (ENEE Extended Adv LH2HIE
1%, EEATERINMERBIEE #2), MNRRZMA Advertising THEE, ATIE Sram, BINAFEREBKIT
§/£ #20

+ Master Im&% Demo “b85m_master_kma_dongle”

RN master IRBMREE #2 WEXFN, WMRFERFHLEFHERE user_init() PIERBREER API fFaE.

vold blc_11_initChannelSelectionAlgorithm_2_feature(void);

3.2.12 Extended Advertising

3.2.12.1 Extended Advertising 7748

Extended Advertising & {Core_5.0) #ZsI0HY Feature,

HF {Core_5.0) 3F Advertising ZB53 B9 &, SDK HFTARMNT JL™ API A] L& X {Core_4.2) ARE X BT #EIhEE
# {Core_5.0) FAMBI1BINEE, XEBH API HNSTEUEHETI R (Core_5.0) API (FE/NIESI B
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XAMNEHR), M {Core_4.2) API #&"Controller API"ETiHFT4EH bis_II_setAdvData(). bls_Il_setScanRspData()«
bls_ll_setAdvParam(), iX 3 > API REESEHL (Core_4.2) EXHII #EINRE, FREMBSCIL (Core_5.0) BT #E
IhgE.

Extended Advertising TE4F =0T

(1) #8A0T Advertising PDUs IR AEIERKE, M (core_4.2) BY Advertising PDU & 6—37 bytes %
{core_v5.0) Extended Advertising PDU FYER K1 0—255 bytes (2N PDU BYKEE), AR Advertising
Data #IBEKE AT Adv PDU, RBEIRESEA N 4~ Advertising PDU 53 %,

(2) FIRIEN AR R T EFEARFER PHYs (1Mbps, 2Mbps, 125kbps, 500kbps).

3.2.12.2 Extended Advertising Demo &7

Extended Advertising Demo “b85m_feature_test R 77%:
Demo1: FATFUAE (Core_5.0) ZIFHIFTERIERM HEINEER .

a) TE vendor/b85m_feature_test/feature_config.h XA
#define FEATURE_TEST MODE  TEST_EXTENDED ADVERTISING

b) WRIBEELXBRIMEEFEREN LAV, Demo AILUEHT (Core_5.0) FAZIFMIFREI HEAE, AL
KA TR

/* Advertising Event Properties type*/
typedef enum{

ADV_EVT_PROP_LEGACY_CONNECTABLE_SCANNABLE_UNDIRECTED = 0x0013,
ADV_EVT_PROP_LEGACY_CONNECTABLE_DIRECTED_LOW_DUTY = 0x0015,
ADV_EVT_PROP_LEGACY_CONNECTABLE_DIRECTED_HIGH_DUTY = 0x001D,
ADV_EVT_PROP_LEGACY_SCANNABLE_UNDIRECTED = 0x0012,
ADV_EVT_PROP_LEGACY_NON_CONNECTABLE_NON_SCANNABLE_UNDIRECTED = 0x0010,
ADV_EVT_PROP_EXTENDED_NON_CONNECTABLE_NON_SCANNABLE_UNDIRECTED = 0x0000,
ADV_EVT_PROP_EXTENDED_CONNECTABLE_UNDIRECTED = 0x0001,
ADV_EVT_PROP_EXTENDED_SCANNABLE_UNDIRECTED = 0x0002,
ADV_EVT_PROP_EXTENDED_NON_CONNECTABLE_NON_SCANNABLE_DIRECTED = 0x0004,
ADV_EVT_PROP_EXTENDED_CONNECTABLE_DIRECTED = 0x0005,
ADV_EVT_PROP_EXTENDED_SCANNABLE_DIRECTED = 0x0006,
ADV_EVT_PROP_EXTENDED_MASK_ANONYMOUS_ADV = 0x0020,
ADV_EVT_PROP_EXTENDED_MASK_TX_POWER_INCLUDE = 0x0040,

}advEvtProp_type_t;

Demo2: 7£ Demol [ #&INAERIEME £, AT Coded PHY/2M PHY HYIEHE,
a) TE vendor/b85m_feature_test/feature_config.h XA

#define FEATURE_TEST MODE  TEST_2M_CODED_PHY_ EXT_ADV

b) RIBREMELAM PHY mode EFMEN AR FEREMEKINEE.
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AE:

o PRIFEAN Demo BY, MNRHI TEFAITHEIRIET, e RENE X B attribute_data_retention” B
HIYEHE size #8337 16K, i SDK BRIARYRZ deepsleep retention 16K sramo

A M Ak ek b LAk s b WY G55 e ¥R ] DSt e b e e b e M e AL WY e
C:\TelinkSDK1.3\opthtc32\bin\tc32-elf-1d.exe: section .text loaded at [00004000,0000ab8kb] overlaps section .retention_data loaded at
[000037a0, 00004£d7]

make: *%% [ble 1t multimode.elf] Error 1

Figure 3.36: “Error in compiling a demo”

B LUEE FEM—M 5 AR (AP TIESZE “Sram M Firmware (8" ETHINA)
BDERE X attribute_data_retention” @ IERIEIE,
BRI deepsleep retention 32K Sram, FHALE 5755 % “software bootloader 143" &5,

3.2.12.3 Extended Advertising 18X API 7743

Extended Advertising Z893 RARERKBVIKIT, FIMNEEE] adv data length/scan response data KERAH
T, FEZRRK 1000 % bytes WEIEKE, MBIIXFHFEKREEIHN code T Sram BUREE (AAK
R EFARREANIIEKERE), MURKEREREIN Sram 2B RLEAFBEE Xo

L7 SDK 25 1 4 Advertising set A3z#F Multiple Advertising Sets, 1BRA T HELUGET EBH multiple
adv sets, code Y API ZB2F A Multiple Advertising Sets Mi&ITHY, P AIEEZBE multiple adv sets BY
SHIRE.
R LRI B, It T T APl

(1) ¥ALEEEFBIT APl RS ES Extended Advertising FR{ERAY Sram,
blc_11_1initExtendedAdvertising_module(app_adv_set_param, app_primary_adv_pkt,
< APP_ADV_SETS_NUMBER);
blc_11_1initExtSecondaryAdvPacketBuffer(app_secondary_adv_pkt, MAX_LENGTH_SECOND_ADV_PKT);

blc_11_1initExtAdvDataBuffer(app_advData, APP_MAX_LENGTH_ADV_DATA);
blc_11_1initExtScanRspDataBuffer(app_scanRspData, APP_MAX_LENGTH_SCAN_RESPONSE_DATA);

BiE LM AP ARRERNES BN AR
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app_advData app_primary adv_pkt
ddbytes
APP_MAX_LENGTH_ADV_DATA \ //
pa
rd

ya
pa
/
\ \ app_adv_set_param /

d
/
ya
*dat_extAdv 4
,,,,,,,,,,,,,,,,,,, yd
rd
- rd
dat_scanRsp ya
S
N bttty /
a / d dv_pkt
) a secondary adv
app_scanRspData /, *primary_adv [ PP_ Y_acv_p.
)
APP_MAX_LENGTH_SCAN_RESPONSE_DATA e MAX_LENGTH_SECOND_ADV_PKT
*secondary adv +———

Figure 3.37: “Extended Advertising ¥J8ALR1EH B

- APP_MAX_LENGTH_ADV_DATA: —* Advertising Set MY¥UEKE, AR RERBEXRGNA, BATHEE
XK\, LUFiE deepRetention F[d]o

« APP_MAX_LENGTH_SCAN_RESPONSE_DATA: —*™ Advertising Set BY scanResponse ¥UEKE, BF
FERIBEFAA, BHREEXAN, U deepRetention i,

« app_primary_adv_pkt: — Primary Advertising PDU $BKEN K/, EEDEKERN 44 bytes, F
FETeERER BN,

- app_secondary_adv_pkt: —“ Secondary Advertising PDU B KEH K/, EEHERKERN 264
bytes, AP EREEFERIE

£ SDK $21HAY demo"b85m_feature_test”M (vendor/ b85m_feature_test /feature_extend_adv/app.c) FAF
AILURIEE SEREKE X A THRRKSZEC sram, LUAFITE Sram BT,

#define APP_ADV_SETS_NUMBER 1
#define APP_MAX_LENGTH_ADV_DATA 1024
#define APP_MAX_LENGTH_SCAN_RESPONSE_DATA 31

(2) API blc_Ill_setExtAdvParam:

ble_sts_t blc_ll_setExtAdvParam(----- );

BLE Spec O, ATIRE BSH, #MiESZE (Core_5.0) (Vol 2/Part E/7.8.53 "LE Set Extended
Advertising Parameters Command”), H45& SDK EMZHERIE XM demo AEEIRME,

HFE:

« B adv_tx_pow EARZFIEFELIX power B, BEHBIMAR API void rf_set_power_level_index
(rf_power_level_index_e level) 3RECE & IX power,
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(3) API blc_ll_setExtScanRspData:

ble_sts_t blc_11_setExtScanRspData(u8 advHandle, data_oper_t operation, data_fragm_t
< fragment_prefer, u8 scanRsp_datalen, u8 *scanRspData);

BLE Spec i, FAFI&E Scan Response Data, F4r]&% (Core_5.0) (Vol 2/Part E/7.8.53 “LE Set
Extended Scan Response Command”), FH454& SDK A& BYE M demo FIEEIERE,

(4) API blc_Il_setExtAdvEnable_n:

ble_sts_t blc_11_setExtAdvEnable_n(u32 extAdv_en, u8 sets_num, u8 *pData);

BLE Spec #REEO, ATF$IFF/*F Extended Advertising, ¥4AR]E% (Core_5.0) (Vol 2/Part E/7.8.56 “LE
Set Extended Advertising Enable Command”), FH45& SDK EMASEETE XH demo FAEXRIERE,

{EBH) SDK R3ZHF 1 1 Adv Sets, FRLUALL API BRI AR, REALUG multipleAdv sets 88, Rid Telink
SDK 1R#EItE API THEES 7 —MEIfLAY API, FISRIR(EFTH/XE 11 Adv Sets, HITREES, B APIIOIT
FiR, MANSEHAREEMITERN APl —#, BRAFRIGE 11 Adv Seto

ble_sts_t blc_11_setExtAdvEnable_1(u32 extAdv_en, u8 sets_num, u8 advHandle, ul6 duration,
< U8 max_extAdvEvt);

(5) API blc_Ill_setAdvRandomAddr()

ble_sts_t blc_11_setAdvRandomAddr(u8 advHandle, u8* rand_addr);

BLE Spec tE#EO, AFigEIR&M Random #tutlk, FHIESE (Core_5.0) (Vol 2/Part E/7.8.4 “LE Set
Random Address Command”), FH45E SDK A AIE X demo AEERIRE,

(6) API blc_lI_setDefaultExtAdvCodinglndication:

void blc_11_setDefaultExtAdvCodingIndication(u8 advHandle, le_ci_prefer_t prefer_CI);

3E BLE Spec 47 E32 0, A BLE 4R/ API blc_II_setExtAdvParam() IR B BB A, SNRIEE N Coded PHY

(B4 s2 # s8) Bi&FiEHBEARMNEIFT Encode mode, SDK ZRIAN S2, RABRPIERF, EX T API K
1%$% preferenced Encode mode S2/58,

user AJI@IT prefer_Cl 55 3R#1T S2/58 mode %, EAEKESIT:

typedef enum {

CODED_PHY_PREFER_NONE = 0,
CODED_PHY_PREFER_S2 =1,
CODED_PHY_PREFER_S8 =2,

} le_ci_prefer_t; //LE coding indication prefer

(7) API blc_Ill_setAuxAdvChnldxByCustomers:
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vold blc_11_setAuxAdvChnIdxByCustomers(u8 aux_chn);

3E BLE Spec #rA#EO, AFPRLUESILEREGIEE Auxiliary Advertising channel BO@EiEE, FAT debug A,
MRAFEEARIEREERENX, Auxiliary Advertising channel BSHHER (FEHECEE 0-31),

(8) API blc_ll_setMaxAdvDelay_for_AdvEvent:

void  blc_1l1_setMaxAdvDelay_for_AdvEvent(u8 max_delay_ms);

iE BLE Spec #R&#EO, ATFIRETE Advintervel Ehili_ ERY AdvDelay B8], MASHEE O, 1, 2, 4, 8, #
TEjg MSo

advDelay(unit: us) = Random() % (max_delay_ms*1000);

T_advEvent = advInterval + advDelay

YN8 max_delay_ms = O ,T_advEvent BIAT|E) 2FEHEAY advinterval BYaE];
1R max_delay_ms = 8, T_advEvent BYBYEITE advinterval Bl EF 0 - 8ms HIBENRIZE.

(9) FEHBI API, 79 Multiple Advertising Sets API FRie8, #Z<hRk SDK Rz#F, R a] LAERY 2B,

ble_sts_t blc_11_removeAdvSet(u8 advHandle),
ble_sts_t blc_11_clearAdvSets(void);

3.3 BLE Host

3.3.1 BLE Host 7743

BLE host £13E L2CAP. ATT. SMP. GATT. GAP %2, APENNEEHIEET host BRI,

3.3.2 L2CAP

IBIEFERRITHI S ERMGEE E#A L2CAP (Logical Link Control and Adaptation Protocol) , BB _EEEN
BE, mTEERHSRE, AEFNNSIEHIEZEEEENER, FLEMBIRELE X OTHZSEIEL
BT,

BLE BY L2CAP ERLHIELT L2CAP BHELARA, EEEMEBERXT, FRITORMEAR, R RREEHIF
EENE, NMERBRESEHRITEE, L2CAP NEHEMII TEFIR, BRIRMEENARHIEDE44 BLE
controller, ¥ BLE controller YREIBIEIEIT R AR CID #IB_LIREE host Ro
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ATT SMP
CID = 0x0004 CID = 0x0006
1=~~~ T
| | L2CAP Signaling
L2CAP | CID =0x0005 |
e e e 1
LE-U Logical Link
LE Controller
Attribute Protocol Attribute Protocol
A ¥ 3
SDU SDU
Y A 4
L2CAP o L2CAP PDU _ L2CAP
Maximum size depends on MTU
Device A Device B

Figure 3.38: "BLE L2CAP £5#9LA Kz ATT (HEIEEL"

L2CAP #R#E BLE Spec i&it, TEIHREE A Controller 1 Host FUBIENTHE, 4 KSR EREMINARIKE TR,
FE yser B5MMATRLD, user IRIBUUTILA AP HITIRE RN,

3.3.2.1 ¥t L2CAP ¥ERb IR R

1E BLE SDK Z2#971, Controller BI3RE@E1d HCI 5 Host 311, M HCI Bl Host #3E, B S7E L2CAP ERME,
EFRATE AP SEAHZ NIRRT

void blc_12cap_register_handler (void *p);

7£ b85m_ble_remote/b85m_module & BLE Slave WA, SDK L2CAP EAME Controller #3ERIRE S :

int blc_l2cap_packet_receive (ul6 connHandle, u8 * p);

ZRBELENIEPRI, ERMNRREIMEEHTRETER LEML ATT. SIG 5 SMP,
afe:
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blc_12cap_register_handler (blc_l2cap_packet_receive);

7£ b85m_master kma dongle 7, WHAE®E T BLE Host IhaE, HABREWT, JRIDIEHELE user BE:

int app_l2cap_handler (u16 conn_handle, u8 *raw_pkt);

af:

blc_12cap_register_handler (app_l2cap_handler);

1£ b85m hci H1, RLI T slave controller, blc_hci_sendACLData2Host ERIEIE controller #XIE3@5E UART/
USB ZFREMHEOZ1X4, BLE Host 185,

int blc_hci_sendACLData2Host (ul16 handle, u8 *p)

af:

blc_12cap_register_handler (blc_hci_sendACLData2Host);

3.3.2.2 EINEIESH
(1) Slave IEREIMEIESI

7 BLE 1iX#% ™, slave @i 12cap 29 CONNECTION PARAMETER UPDATE REQUEST @< [@ master EH
B—AMNERS . ZoaSHBIAW TR, #EIESR (Core_v5.0) (Vol 3/Part A/ 4.20 "CONNECTION
PARAMETER UPDATE REQUEST"),

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x12| Identifier Length
Interval Min Interval Max
Slave Latency Timeout Multiplier

Figure 4.22: Connection Parameters Update Request Packet

Figure 3.39: "BLE 1M{#%™ Connection Para update Req #&="

% BLE SDK T L2CAP B LRt T slave T HHIFEHIEZ S API, AXME master £1X E@XD
CONNECTION PARAMETER UPDATE REQUEST #%,
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vold bls_l2cap_requestConnParamUpdate (ul6 min_interval, ul6é max_interval, ulé latency, ulé
< timeout);

L g2 $ B CONNECTION PARAMETER UPDATE REQUEST MY data XIS, X N, =
min_interval 1 max_interval B9EZSLFT interval BYEI{EPRLL 1.25 ms (Y0ERIE 7.5ms BIERE, ZERN 6),
timeout BYEISERR supervision timeout BY[EMERRLEL 10ms (W0 1's BY timeout Z{E7I 100),

A% 7£ connection EIIHYEYE, ERIFEMIEESE

void task_connect (u8 e, u8 *p, int n)

{
bls_12cap_requestConnParamUpdate (6, 6, 99, 400);

bls_12cap_setMinimalUpdateReqSendingTime_after_connCreate(1000);

; Data Type Data Header L2CAP Header SIG Pkt Header SIG_Connection_Param_Update_Req CRC
e LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld |[[Code Id Data-Length ||IntervalMin IntervalMax Slavelatency TimecutMultiplier

L2CRP-5 || 2 1 1] 0 16 0x000C 0x0005 [|0x12 0x01 Ox0008 0x0006 0x0006 0x0063 0x01390 0x28D¢
] Data Header L2CAP Header SIG Pkt Header SIG_Connection_Param_Update_Rsp RSSI
i Data Ty = = = = CRC FCS
us YPE 111D NESW SN MD EDU-Length ||L2CAP-Length Chanld |[Code Id  Data-Length ||Result (dBm)

L2CRP-5 || 2 1 1 0 10 0x0006 0x0005 [|0x13 0x01 0Ox0002 0x0000 0x2DE483 || -38 OK
tue Il Nata Tuna ” Data Header Il ~or Il RSSI I :(‘EI

A .o | = [ "
Figure 3.40: “#l& 2R conn para update reqeust I response

Heh API:

vold bls_l2cap_setMinimalUpdateReqSendingTime_after_connCreate(int time_ms)

AP EEERREILG,slave 18&EF R time_ms(B{L : Z2F#))/5H01T API:bls_I2cap_requestConnParamUpdate,
REFEESH, BRPNREEZENE, RiEB bls_l2cap_requestConnParamUpdate, M slave i&&EE
BEE 1s BRITRZEESHERER.

7E slave RZFHR, SDK $£fft T 3REX Conn_UpdateRsp 5 R EIAREIED, BT B slave RIFHERE
SEIERBEW master IELEXRIES, S0 LEF/R, master #5277 slave B Connection_Param_Update_Req
S

vold blc_l2cap_registerConnUpdateRspCb(1l2cap_conn_update_rsp_callback_t cb);

2% slave ¥R EH:

blc_12cap_registerConnUpdateRspCb(app_conn_param_update_response)

HAh[EER S app_conn_param_update_response EREBEIT:

int app_conn_param_update_response(u8 id, ul6 result)

{
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if(result == CONN_PARAM_UPDATE_ACCEPT){
//the LE master Host has accepted the connection parameters

}
else if(result == CONN_PARAM_UPDATE_REJECT){
//the LE master Host has rejected the connection parameter

}

return 0;

(2) master BN EFHEFIF

slave ERIEFAVIEIZESEUS, master IRZE)iZe5<, [B] CONNECTION PARAMETER UPDATE RESPONSE &%, ¥
1E1ESH (Core_v5.0) (Vol 3/Part A/ 4.20 "CONNECTION PARAMETER UPDATE RESPONSE")o
TEFFATAZGSEREN result B X result 7§ 0x0000 BFHRRIESZAS, result H 0x0001 BRRIELZ

AN
AR Yo

SCPRBY Android. i0S IREREER user FRERIBRNERSE, IRE1N &K BLE master BIUEE X, BA EE—
KEEARN, XBEERMB—NR—BINE, REESE user TETHIRY master FRAEMNIX P EIBIBSE)IN,

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x13| Identifier Length

Result

Figure 4.23: Connection Parameters Update Response Packet

The data field is:
+ Result (2 octets)

The result field indicates the response to the Connection Parameter Update
Request. The result value of 0x0000 indicates that the LE master Host has
accepted the connection parameters while 0x0001 indicates that the LE
master Host has rejected the connection parameters.

Result Description

0x0000 Connection Parameters accepted
0x0001 Connection Parameters rejected
Other Reserved

Figure 3.41: "BLE 1Y% conn para update rsp t&3("

Telink BY b85m_master kma dongle 4L IE slave HEIZESEE T demo code 0T :

AN-21112301-C2 114 Ver1.0.1



T Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

else if(ptrl2cap->chanlid == L2CAP CID SIG CHANNEL) //signal
‘ if (ptrl2cap->opcode == LZCAP CMD CONN UPD PARA REQ) //slave send conn param update req on l2cap
{ rf packet 12cap connParaUpReq t * req = (rf packet l2cap connParaUpReq t *)ptrL2cap;
u32 interval us = reg->min interval*1250; //1.25ms unit
u32 timeout_us = reg->timeout*10000; //10ms unit

u32 long_suspend_us = interval_us * (reg->latency+l);

/ 1 * (latency +1)*2 <= timeout
if( 1nterva1 us < 200000 && long suspend us < 20000000 && (lonqisuspendius*2<:timeoutiu5) )

should send a conn param update response on l2cap
C 1 send CONN_PARAM UPDATE REJECT
endConnParamUpdateResponse(conn handle, reg->id, CONN PARAM | UPDATE . i ACCEPT) ; //send SIG Connection Param Update Response

ccept, master host should mark this, add

1 send update conn param req on link layer later

/ lag here, then send update conn para
host_update conn param req = clock tlme() | l
host update_conn_mln = reqg- >m1n interval;
host_update_conn latency = reg- >latency
host_update conn_timeout = reg->timeout;

}

else

{
blc 12cap SendConnParamUpdateResponse (conn_handle, reg->id, CONN_PARAM UPDATE REJECT) ; //send SIG Connection Param Update Response

}

Figure 3.42: "Demo code of b85m master kma dongle”

£ L2CAP_CID_SIG_CHANNEL EIKZE| L2CAP_CMD_CONN_UPD_PARA_REQ f&, BE%IREX interval_min (3
HIEANRE interval). supervision timeout 1 long suspend time(interval * (latency +1)), FXJXLEEIEM—
e SIBMEAYHIRT . R interval < 200ms; long suspend time<20s; supervision timeout >= 2* long suspend
time, AEXLEXHMERZSHARIE, FRHEMNIEL, XE2NMEER demo &it, user AILUIRIEZE E#1T48
KB

TERTER Slave WBHRHIE, HERTE API WIZFHBFHITEER!

void blc_12cap_SendConnParamUpdateResponse( ul6 connHandle, u8 req_id, conn_para_up_rsp
< result);

connHandle $EE Y&l connection ID, result 0 TR MERRTIES MBS,

typedef enum{
CONN_PARAM_UPDATE_ACCEPT
CONN_PARAM_UPDATE_REJECT

}conn_para_up_rsp;

0x0000,
0x0001,

W3R b85m_master kma dongle #%7 Slave BIERIE, AT —ERTEIAIEE API bim_II_updateConnection [A
Controller £—N&E##Y cmd, demo code E{EM host_update_conn_param_req fEAFKIE, H7E main_loop
FRIERY 50ms fEAFEEX T update,
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//at least 50ms later and make sure smp/sdp is finished
if ( host_update_conn_param req && clock time exceed(host update conn_param req, 50000) && !app_host_smp_sdp_pending)
{

host_update_conn_param req = 0;

if (blc_11 getCurrentState() == BLS_LINK STATE CONN){ //still in connection state
blm_ll_updateConnection (cur_conn_device -conn_handle,
host_update conn _min, host_update_conn _min, host_update_conn_latency, host_update conn_timeout,
0, 0);

Figure 3.43: "Demo code of b85m master kma dongle”

(3) Master £ Link Layer FEHEIESEK

Slave & 31X conn para update req, # B master [B] conn para update rsp #EZERIEfG, master 2&IX link
layer [EABY LL_CONNECTION_UPDATE_REQ <, S TFEFITo

Data Header
1s(|DataType ||; - n WFew sm MD PDU-Length
Control 3 1 1 4] 12

Data Header RSSI
Data Ty CRC FCS

' YP€ |ITTTD WESW SN MD PDU-Length (dBm)
Empty BOU|| 1 o 1 o0 i 0xBFEQOF || 0 || oK |

Figure 3.44: “#l& 27 Il conn update req”

slave WEILEFIERE, 1B TFTRE—1NEH master Y instant BY{E, X slave Y instant {EEAXME
REHE, BFHFFHANEZESE, FHihA[EASEH BLT_EV_FLAG_CONN_PARA_UPDATE,

instant & master # slave In BELEIFFEZRSHITEIE, SBEIN 0x0000-~0xffff, TE—M&EEH, BN
E—E#HEHEEN, L master KiX conn_req B slave EHEfG, master FATIRBE SRS (MR
BENERIRTS) , F3§ master iKY instant 35 Oo slave YkE conn_req, MIIEIRESIHEZIEIZRTS, ¥ slave
i%BY instant & 0o master #l slave NE— 1M EZEME—NEREEMY, MIKE conn_req EMNFE—MEIESE
ff, instant BA 1, B NEEEH instant BA 2, KREEHE,

4 master &I1X LL_CONNECTION_UPDATE_REQ BY, &fa— "5 instant @I6EFS H instant NiEZS
4B, master $5ER LL_CONNECTION_UPDATE_REQ BHHI /L MEZES M NE, HT slave ] master B9
instant {EIAREHEEM, BUREI LL_CONNECTION_UPDATE_REQ BY, B 2/ instant ZF master FrEBERY
AN instant BEIZE4EY, FRAMNEESH. XER O LURIERIGBER—Y 8 S RiEES IR,

3.3.3 ATT & GATT

3.3.3.1 GATT EZcE (i Attribute
GATT EX THFAEE: Server # Client, % BLE SDK H1, Slave 2 Server, XAY Android. i0S i&& 2 Client.
Server EEIRMHZ A service £ Client 1518l

GATT BY service SRR HEZ 1 Attribute MR, B Attribute BEEE—EMEEE, YZPAEMEN
Attribute ASTE—HChY, FRBERS /AR —1EZARB services
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GATT Server

Service

Attribute

Attribute

Service

Attribute

Attribute

Attribute

Figure 3.45: “Attribute #JB{ GATT service”

— Attribute WEAABHEMEIELUT:
(1) Attribute Type: UUID

UUID FRX 2 E— attribute BYSEEY, H2KH 16 1 bytes, BLE FRAEMMYH UUID KEENX A 2 4 bytes,
XREEA master IFEBER—ERKIRGE, B 2 1 bytes B UUID HIRAL 16 byteso

user EIEFHAEFIRER 2 byte B UUID BY, master & ERAIEXLE UUID AFRAVIZEE IS, Z BLE SDK A
BEENXT —LEFRER UUID, DRIEUTXHR: stack/service/hids.h. stack/ble /uuid.he

Telink FABBY—LE profile (OTA. MIC. SPEAKER %), tRERFEEAZHE, 7E stack/ble/uuid.h HITE XXLE
FABER VUID, KEH 16 bytes,
(2) Attribute Handle

slave B Z 1 Attribute, XLE Attribute ZAR— Attribute Table, 7E Attribute Table 1, &— Attribute
#BE— Attribute Handle (&, FXRX28— 1 FRREH Attribute, slave Fl master BILEEE, master @it
Service Discovery iISi2fZHiZEXZ! slave BY Attribute Table, F1E#E Attribute Handle FIERINE—NRFE
B Attribute, XEFE(EEAEIEBE R E® L Attribute Handle, FAFLEIERM Attribute BIEIET -

(3) Attribute Value

1 Attribute BB ITNZEY Attribute Value, FISR{EA request. response. notification F indication BI%KIE
7£3% BLE SDK H1, Attribute Value FA$55f15EHFrisXIFRIKE SRR,
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3.3.3.2 Attribute and ATT Table

HT I slave iRAY GATT service, 1% BLE SDK &1+ 7T — Attribute Table, 1% Table FHZMNEZRR Attribute
4HRK. Attribute FIENX JI:

typedef struct attribute

{
ulé attNum;
u8 perm;
u8 uuidLen;
u32 attrlLen; //4 bytes aligned
u8* uuid;
u8* pAttrValue;
att_readwrite_callback_t w;
att_readwrite_callback_t r;

} attribute_t;

55 BRI BLE SDK £5HAYSE Attribute Table RifBALL LBV E X, Attribute Table fXEBIL app_att.c,
W TRFRRER D

static const attribute_t my_Attributes[] = {
{ATT_END_H - 1, 0,0,0,0,0}, // total num of attribute
// 0001 - 0007 gap
{7,ATT_PERMISSIONS READ,2,2,(u8*)(&my_primaryServiceUUID), (u8%*)(&my_gapServiceUUID), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_devNameCharVal), (u8*)(&my_characterUUID), (u8%*)
< (my_devNameCharval), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_devName), (u8+*)(&my_devNameUUID), (u8*)(my_devName), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_appearanceCharVal), (u8*)(&my_characterUUID), (u8*)
< (my_appearanceCharVval), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof (my_appearance), (u8+*)(&my_appearanceUIID), (u8*)
< (&my_appearance), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_periConnParamCharVal), (u8*)(&my_characterUUID), (u8%*)
< (my_periConnParamCharVal), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof (my_periConnParameters),(u8*)(&my_periConnParamuuiD),
< (u8*)(&my_periConnParameters), 0},
// 0008 - 000b gatt
{4,ATT_PERMISSIONS_READ,2,2,(u8*)(&my_primaryServiceUUID), (u8%*)(&my_gattServiceUUID), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_serviceChangeCharVal), (u8*)(&my_characterUuiD),
< (u8*)(my_serviceChangeCharval), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof (serviceChangeVal), (u8*)(&serviceChangeUUID), (u8*)
< (&serviceChangeval), 0},
{0,ATT_PERMISSIONS_RDWR,2,sizeof (serviceChangeCCC),(u8*)(&clientCharacterCfguUuiD), (u8*)
< (serviceChangeCCC), 0},
1K

iEEE, Attribute Table WENBIENMT const:

AN-21112301-C2 118 Ver1.0.1



T Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

const attribute_t my_ Attributes[] = { ... };

const REFRIUFFFFX N HANBIBRLZEFHEE flash, LATIE ram =(a, X4 Attribute Table EX
£ Flash LFIBERBERIRM, TEEHRS.

(1) attNum
attNum B MER.
attNum E—NMEARRT A Attribute Table B Attribute #1H, Bl Attribute Handle IR A(E, 1ZEE
[TE Attribute Table #£ARYEE O IR Attribute H{HF

{57,0,0,0,0,0}, // ATT_END_H - 1 = 57

attNum = 57 R 8] Attribute Table AHEH 57 4 Attributeo

£ BLE B, Attribute Handle fEM 0x0001 744, FEIM—IEIE, MEALHN TIRM 0 FFI&, TE Attribute Table B2
ik EEXAEIE Attribute, IFIFEBREESE Attribute TEEIEEN TIRS ST H Attribute Handle BI{ES
WUENIFT Attribute Table f5, ¥ Attribute TE &1 Attribute Table 34 TIFS, FAEEREZ Attribute
BIAY Attribute Handle {&o

¥ Attribute Table HIFFERY Attribute #58, #HEIRE—1MESIE H T Attribute Table BB Attribute
BIEL8 attNum, B#I SDK 9 57, user SIRFMELMIBRT Attribute, BEXFIE attNum HITIEXG

attNum B NMEB A TIE T HFIM service FHEE/LA Attribute ¥

F—1 service BYE —1 Attribute BY UUID #4420 & GATT_UUID_PRIMARY_SERVICE(0x2800), X
Attribute _EBY attNum I5EM L FT Attribute FFIBEREEHE attNum 1 Attribute B F1Z service BYZHRLER
o

0 EEAEFRR, gap service UUID 3 GATT_UUID_PRIMARY_SERVICE B9FB Attribute £ attNum A3 7, M
Attribute Handle 1~ Attribute Handle 7 iX 7 4> Attribute B F gap service BJ1ER,

FR7T 5 O 1M Attribute F1E— service B Attribute 4b, EfttFRrER Attribute B attNum FIEEBAIE R
Oo

(2) perm
perm 2 permission BIEE.,
perm FATHEE YAT Attribute # Client i5RIAIA R,
BERE LT 10 ¥, 81 Attribute BIARE AT TENERENNAEAS,

#define ATT_PERMISSIONS_READ 0x01
#define ATT_PERMISSIONS WRITE 0x02
#define ATT_PERMISSIONS AUTHEN_READ 0x61
#define ATT_PERMISSIONS AUTHEN WRITE 0x62
#define ATT_PERMISSIONS_ SECURE_CONN_READ OXE1
#define ATT_PERMISSIONS SECURE_CONN_WRITE — OXE2
#define ATT_PERMISSIONS AUTHOR_READ Ox11
#define ATT_PERMISSIONS AUTHOR WRITE 0x12
#define ATT_PERMISSIONS_ENCRYPT READ 0x21
#define ATT_PERMISSIONS ENCRYPT_WRITE 0x22
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AE: BEI SDK HAZIFHRAOEFIRNE,
(3) wuid and uuidLen

REBZ BIFfIAR, UUID 297Fh: BLE FRERY 2 bytes UUID F Telink FABHY 16 bytes UUID, i@3d uuid 1 uuidLen
A LA B IR X A UUID,

uuid B—1 u8 BU$EEt, uuidLen FRINMIBH FF RIS ESE vuidLen 4 byte BB A EAE] UUID, Attribute
Table @7F7E flash £ERY, FRERI UUID BR2TFEFE flash £BY, FRLL uuid @38A flash B9—MEE
a) BLE #r/RY 2 bytes UUID:

U Attribute Handle = 2 BY devNameCharacter BB Attribute, #EFLEBINT:

#define GATT_UUID_CHARACTER 0x2803

static const ul6 my_characterUUID = GATT_UUID_CHARACTER;

static const u8 my_devNameCharVal[5] = {0x12, 0x03, 0x00, 0x00, 0x2A};
{0,1,2,5,(u8*)(&my_characterUUID), (u8*)(my_devNameCharVval), 0},

UUID=0x2803 7£ BLE I5R’R character, uuid $8A my_devNameCharVal 7 flash FAY#IAE, uuidLen 79 2,
master XX Attribute BF, UUID &= 0x2803,

b) Telink A HY 16 bytes UUID:
1 audio A MIC B9 Attribute, FEXED:

#define TELINK_MIC DATA {0x18,0x2B,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05, 0x04,0x03, 0x02,
<  0x01,0x0}

const u8 my_MicUUID[16] TELINK_MIC_DATA;

static u8 my_MicData = 0x80;

{0,1,16,1,(u8*)(&my_MicUUID), (u8*)(&my_MicData), 0},

uvuid 8™ my_MicData 7 flash H Ay #E AL, uuidlen 9 16, master FiEX D Attribute B, UUID = 2
0x000102030405060708090a0b0c0d2b18,

(4) pAttrValue and attrLen

F—1 Attribute BBRBE XN Attribute Value, pAttrValue @— u8 BUI5%t, 5@ Attribute Value FR7E
RAM/Flash BUiE, attrLen FASRRBRZEIETE RAM/Flash EBIKE, % master 3EEY slave 4™ Attribute B9
Attribute Value BY, % BLE SDK M Attribute B pAttrValue $E5t#5mBIKIE (RAM/Flash) FF#4, BX attrLen
MFIEREIZE mastero

UUID 2F3EM, Frid vuid 2¥5M flash BUIEST; T Attribute Value FIRES IS R EIT12(E, MRBGIRESLM
TE RAM L, FRLL pAttrValue AJEFS[E RAM, tETEEFSM Flash,

Attribute Handle=35 hid Information BY Attribute, FBXAi5:

const u8 hidInformation[] =

{
U16_L0(0x0111), Ul6_HI(Ox0111), // bcdHID (USB HID version), 0x11,0x01
0x00, // bCountryCode
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0x01 // Flags
};
{0,1,2, sizeof(hidInformation),(u8*)(&hidinformationUUID), (u8*)(hidInformation), 0},

ESEPRRZ A, hid information 4 4 byte 0x01 0x00 Ox01 0x11 B RIEN, At KREITieE, FRUUEXMN
AILUER const XFIFHETE flash Lo pAttrValue $8M hidinformation E flash ERIMAE, LtEBY attrien KL
hidinformation SEFRAYIKERUE, 2 master 3521% Attribute BY, SIRHE pAttrValue F attrLen 3&[E] 0x01000111
£5 masters

master 1% Attribute BY BLE #BU1TE], master £ ATT_Read_Req i<, REEIEM AttHandle = 0x23
= 35, Xf[Z SDK H1 Attribute Table B8 hid informationo

1 Data Header ) L2CAP Header ATT_Read_Req RSSI
us || pata T Security Enabled —Read | CRC FCS
us YPElILID WESN SN MD EDU-Length urity Ena L2CAP-Length Chanld ||Opcode AttHandle (dBm)
L2CAP-5 || 2 1 0 0 11 ves 00003 0x0004 ||0x0R  0x0023 0x65CCC5 || o0 || ox
] Data Header _ RSSI
us || DataType |i-oor NEsw SN MD PDU-Length || Scou/wy Enabled ) CRC (aBm) || FE5
Empty EDU|| 1 1 1 o 0 Yea ox2Rs76a| 0 || ok
1 Data Header ) RSSI
wus || Data Type [IID NESN SN MD EDU-Length Security Enabled CRC (dBm) FCS
Empty BOU|| 1 0 1 o o Yea ox2251B9|| o0 || oK
1 Data Header ) LZCAP Header ATT_Read_Rsp RS5SI
us || pata T Security Enabled —Read | CRC FCs
us YPEIILID NESN SN MD EDU-Length urity Ena L2CAP-Length Chanld ||Cpcode AttValue {dBm)
L2CAP-5 || 2 0 0 0 13 ves 00005 0x0004 |[0x0B__ 11 01 00 01| oxsereao|_o_ | ox |

Figure 3.46: "master 3 hidinformation 89 BLE #l&"

Attribute Handle=40 battery value BY Attribute, HEXED:

u8 my_batval[1] = {99};
{0,1,2,1,(u8*)(&my_batCharuuiD), (u8*)(my_batval), 0},

SRR AR, R YFTEMEEMN my_batVal (ERIRIE ADC RIFZIMWEBEEMNET, RGBT slave £ notify
& master ERNEIAGNIERILE master, FTl my_batVal RIZRIEATE L, BT pAttrvalue 5@ my_batVal
£ RAM _LRYshAL,

(5) EIERER w
[EERE w BT R RERE:

typedef int (*att_readwrite_callback_t)(ul6 connHandle, void* p);

user IRFETEXEIAEKE, FUEE LEER. BIEAKE w 2 optional B9, XE—MEEKR Attribute R,
user JLUSERIATRE, WAl REZERAE (REERIEANERTIET 0 X R).

EIERER w AR FHR: Y slave UREIR Attribute PDU B9 Attribute Opcode AL T =BT, slave 2 Z(0]
TR w BEWILE:

a) opcode = Ox12, Write Request.
b) opcode = 0x52, Write Command.

c) opcode = 0x18, Execute Write Request.
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slave REIU LB &<E, MNREEIRELARE w, slave =ETNA pAttrValue 1B FIIEEMIXIETS master
B3 RMME, BAMKEN master FIEEBRIFM 2caplen-3; MR user IRE TEIARE w, slave YE|LL
EEmLERIT user WEIARER w, LB RER pAttrvalue I8 FIIEXIAE #iE. XM ERERERF,
HEEE—TMEX

user IRELIAKE w AT LIE master £ ATT BRI Write Request. Write Command 1 Execute Write
Request %, WNREHIRBEIFERE w, FEITH pAttrValue FriERNIXIFE B RIS ST AT L LSS A9 12
(30 pAttrvalue 381A flash ToiASEGIR1E; TE attrLen KEARIE, master NWERESHT, SHREMEBIE
WERIRIEEE) o

3.4.5.1 Write Request

The Write Request is used to request the server to write the value of an
attribute and acknowledge that this has been achieved in a Write Response.

Parameter Size (octets) Description

Attribute Opcode 1 0x12 = Write Request

Attribute Handle 2 The handle of the attribute to be
written

Attribute Value 0to (ATT_MTU-3) The value to be written to the attri-
bute

Figure 3.47: “BLE #¥#%9 Write Request”

3.4.5.3 Write Command

The Write Command is used to request the server to write the value of an
attribute, typically into a control-point attribute.

Parameter Size (octets) Description

Attribute Opcode 1 0x52 = Write Command

Attribute Handle 2 The handle of the attribute to be
set

Attribute Value 0to (ATT_MTU-3) The value of be written to the attri-
bute

Figure 3.48: "BLE 1/M¥4%+ Write Command”
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3.4.6.3 Execute Write Request

The Execute Write Request is used to request the server to write or cancel the
write of all the prepared values currently held in the prepare queue from this
client. This request shall be handled by the server as an atomic operation.

Parameter Size (octets) Description

Attribute Opcode 1 0x18 = Execute Write Request

Figure 3.49: “1¥{#%9 Execute Write Request”

[EEEREL w B9 void BY p 55116 master Tan LR AKIR(E, KFF p IER—FAEF, RAFLOENTESH
{RFfrRo

typedef struct{

u8 type;

u8 rf_len;

ulée 12cap;

ul6 chanid;

u8 att;

u8 hl;

u8 hh;

u8 dat[20];
}rf_packet_att_data_t;

p 1M type, BIIRMEUIBERKEN 12cap - 3, FE—PEMEIES pw->dat[0],

int my_WriteCallback (void *p)

{
rf_packet_att_data_t *pw = (rf_packet_att_data_t *)p;
int len = pw->12cap - 3;
//add your code
//valid data is pw->dat[@] ~ pw->dat[len-1]
return 1;
}

FEXANEMIE of_packet_att_data_t FRTEfIE /I stack/ble/ble_format.ho
(6) ElVEX%L r

[EERRER r BRI BRERRE:
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typedef int (*att_readwrite_callback_t)(ul6 connHandle,void* p);

User lIRFETE XEIFIRKEL, TUEE LS. BIEERE r 2 optional B9, MFE—1EMAER Attribute R,
user AJLUGEBIEREKER, WEJURIKERR (REERIANMZATIET 0 F®K) ,connHandle 3 master
0 slave ZiB)AEIZE)A, slave N EBE BLS_CONN_HANDLE; master iZi%Zi& BLM_CONN_HANDLE,

ElEERE r il R4 H slave WEIAY Attribute PDU BY Attribute Opcode AELTFF MY, slave 2 E[E]E
BRI r EEWIRE:
a) opcode = Ox0A, Read Request.
b) opcode = 0xOC, Read Blob Request.
slave EILL L2 fE,
a) WIR vser IKE T EIEIREER, HITIZEE, RI\BZRBHREEREEEESE Read Response/Read
Blob Response:
« ZREEAN 1, slave R[BIE Read Response/Read Blob Response £4 masters
- BIREENEMIE, slave M pAttrValue 3EFTFIIEMBIXIE IS attrLen NMEA Read Response/Read Blob

Response [E|E£45 mastero

b) WNR user ZBIKELIEAEEEN, slave M pAttrValue F8EFTIEMBIXIFE attrLen MEF Read Response/
Read Blob Response [E|&Z44 mastero

MR user ZBIEUREI master BY Read Request/Read Blob Request [S1EEXENIE[EIE #Y Read Response/Read
Blob Response BINE, FLRILUEA T RZAVEIREERER r, TERIEREEEDR pAttrValue 155HFTTE ram IR,
HE return HEREER Oo

(7) Attribute Table 513

RIELL ST Attribute BUIE4RIEBE, fF M Attribute Table #Ji& Service LM TEIFIT. $— Attribute B9
attnum AT EHHI ATT Table Attribute BI3(E, FIFRHY Attribute B 5TIE Service B4, E—AHL—%K
Attribute 3% Service B declaration, HEfFA attnum ISESEREMZ DS Attribute BTF 3% Service B9
Bk, SLPrE4A Service BIE—5KZE— Primary Service.

#define GATT_UUID_PRIMARY_SERVICE Ox2800
const ulé my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;
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Index Total number of attribute items that excludes itself.«
[+ 2
Inaey Servicel declaration attribute and it has N attributes
1o including itself service declaration attribute.+
Index Attribute#1+
2+
Index Attribute#2+
3«
-
-
-
-
-
IndexN+ Attribute#N-1+
Index Service? declaration attribute and it has M attributes
N+1o including itself service declaration attribute.+
Index Attribute#1+
N+2+
Index Attribute#2+
N+3+~
-
| |
.
-
| |
-
Index+ Attribute#M-1+
N+M-«

Figure 3.50: "Service Attribute Layout”

(8) ATT table Initialization

GATT & ATT YAtk REEIZN FHEM Attribute Table BUIEFHEZITMNARENRT, 1R API:

void bls_att_setAttributeTable (u8 *p);

p 79 Attribute Table BY3E$t.

3.3.3.3 Attribute PDU and GATT API

R4 BLE Spec, % BLE SDK BaiZ#FH Attribute PDU BLATJ1EE:
« Requests: client &ZiX%4 server BYEIBIEK,
+ Responses: server YEl client B9 request /5 &K IZHIEIREEIN
- Commands: client KiX48 server Y&,

« Notifications: server &KX client BIEIE,
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« Indications: server &i%44 client B9EURE,
« Confirmations: client ¥t server #3IERIHEIA,
THEEEZBINEAR Attribute Z5#9F0 Attribute Table 54, 3t ATT BFRERI ATT PDU #1795,

(1) Read by Group Type Request, Read by Group Type Response

val

Read by Group Type Request #1 Read by Group Type Response J¥iEEH (Core_v5.0) (Vol 3/Part F/3.4.4.9
and 3.4.4.10),

master & 1% Read by Group Type Request, fEi%fn <P EFIATILERAY attHandle, 157 attGroupTypesslave
W EiZ Request f5, B HH Attribute table, 7EIEERIECIAFNLEREY attHandle FIXEIFFS attGroupType
Y Attribute Group, iBiZ Read by Group Type Response [E]& Attribute Group 158,

Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC R3Sl

Data Ty FCS
ype LLID NESN SN MD FDU-Length ||L2CAP-Length Chanld |(Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRP-S || 2 1] 1 1] 11 0x0007 0x0004 |[0x10 0x0001 0xFFFF 00 28 0xB9867B || -38 oK |
Data Header RSSI
Data Ty CRC FCS
YP€ |lLLID MESN SN MD EDU-Length {dBm)
Empty FDU || 1 0 0 0 0 OxREQODS || -38 O |
Data Header L2CAP Header ATT_Read_By_Group_Type_Rsp RSSI
Data1ype | 7o n Weaw am D POU-Length ||[L2CAP-Length ChanId ||Opcode Length AttData CRC (aBm) || F¢*
L2CLP-3 2 a a a 24 0x0014 0x0004 || 0x11 0x06 01 00 07 00 00 1& 08 00 OA 00 OA 1& 0B 00 25 00 12 18 0x58FCAT || -38 OK |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI FCS
R LLID NESN SN MD PLDU-Length ||[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CLP-5 2 1 0 1] 11 0x0007 0x0004 | 0x10 0x0026 OXFEFF 00 28 Ox5R6275 || -38 [0):4 |
Data Header RSSI
Data Ty CRC FCS
YP® |{L1D WESN SN MD PDU-Length (dBm)
Empty FODU|| 1 1 1 0 1] 0xAEOBAD || -38 0K
Data Header RSSI
DataType ||| 10 WESN SN MD EDU-Lemgeh| O°C (aBm) ||F€3
Empty FDU|| 1 a 1 a a OxREODT3 || -38 OK
Data Type Data Header L2CAP Header ATT_Read_By_Group_Type_Rsp CRC RSSI FCs
LLID NESN SN MD PDU-Length |[[L2CAP-Length Chanld |/Opcode Length AttData (dBm)
L2CRP-5 | 2 0 0 0 12 0x0008 0x0004 | 0x1l 0x06 26 00 28 00 OF 18 0x158866 || -38 OK |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI FCS
ype LLID MNESN SN MD FPLDU-Length |[L2CAP-Length ChanId |Cpcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRP-35 2 1 0 1] 11 0x0007 0x0004 || 0x10 0x0023 OXFEFF 00 28 0x055C4D || -38 0K |
Data Header RSSI
Data Ty CRC FCS
¥P€ |lit0 WESW SN MD PDU-Length (dBm)
Empty FODU|| 1 1 1 0 1] 0xAEOBRO || -38 O
Data Header RSSI
Data¥pe ||, 110 WESN sv MD FDU-Lenath (EiE (aBm) || €3
Empty PODU|| 1 a 1 a a 0xAEODT3 || -38& OK
Data Type Data Header L2CAP Header ATT_Read_By Group_Type_Rsp CRC RSSI FCs
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode Length AttData {dBm)
L2CRP-5 | 2 0 0 0 26 0x0016 0x0004 | 0x1l 0x14 29 00 32 00 11 19 0D OC OB OA 09 O& 07 06 05 04 03 02 01 00 0x898D99 || -38 0K |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI FCS
ype LLID NESN SN MD PDU-Length |[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CLP-3 2 1 a a 11 0x0007 0x0004 || 0x10 0x0033 0xFFFF 00 28 0x3C57D1 || -3& OK |
Data Header RSSI
DataType ||| |10 WESN SN MD EDU-Lengch| C°C (aBm) ||F€3
Empty FDU || 1 1 1 0 0 OxREOBRO || -38 O
Data Header R3S
Lo LLID NESN SN MD PDU-Length (EnE (dBm) =
Empty PODU|| 1 a 1 a a 0xAEODT3 || -38& OK
Data Header |l L2CAP Header Il ATT_Error_Response Il RSSI
Data Type CRC FCS
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld [[Opcode ReqOpCode  AttHandle ErrorCode I (dBm)
Toeap-s 2 non 0 [ Ilnsxnnns nznona linkn1 nx1n NxnN3z arT noT Formninsnzy |l nxanorarll —3s | o

Figure 3.51: "Read by Group Type Request Read by Group Type Response”

LBEFR, master Zif] slave BY UUID 3 0x2800 Y primaryServiceUUID B Attribute Group 158

#define GATT_UUID_PRIMARY SERVICE 0x2800
const ulé6 my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;

£ YUH] demo code, slave B Attribute table PELUUTF/LEAFTESIZENRK:

a) attHandle M 0x0001 ~ 0x0007 BY Attribute Group,
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Attribute Value /9 SERVICE_UUID_GENERIC_ACCESS (0x1800).
b) attHandle M 0x0008 ~ 0x000a HY Attribute Group,
Attribute Value /9 SERVICE_UUID_DEVICE_INFORMATION (Ox180A).
c) attHandle M Ox000B ~ 0x0025 By Attribute Group,
Attribute Value /9 SERVICE_UUID_HUMAN_INTERFACE_DEVICE (0x1812).
d) attHandle M 0x0026 ~ 0x0028 BY Attribute Group,
Attribute Value /9 SERVICE_UUID_BATTERY (Ox180F).
e) attHandle M 0x0029 ~ 0x0032 By Attribute Group,

Attribute Value 9 TELINK_AUDIO_UUID_SERVICE(0x11, 0x19, 0x0d, 0xOc, OxOb, 0x0a, 0x09, 0x08, 0x07,
0x06, 0x05, 0x04, Ox03, Ox02, 0x01, 0x00).

slave ¥ LA_E 5 4> GROUP B attHandle 1 attValue A5/ 2381 Read by Group Type Response [EIE %5 master,
RIE—" ATT_Error_Response FREBFFERY Attribute Group ERERIEFEEE, Response 53, master & EIX
B EF1ERI% Read by Group Type Requesto,

(2) Find by Type Value Request, Find by Type Value Response

Find by Type Value Request # Find by Type Value Response 1¥iE& 88 (Core_v5.0) (Vol 3/Part F/3.4.3.3
and 3.4.3.4),

master &JX Find by Type Value Request, 7E1%#r<HIEERIATNLERAY attHandle, FETE AttributeType I
Attribute Value, slave W E3% Request [, J&[F 21 Attribute table, TEIEERIFCIAFILERAY attHandle 3%
| AttributeType #0 Attribute Value FHITEZAY Attribute, i®3Z Find by Type Value Response [B]E Attributes

Data Type Data Header L2CAP Header ATT_Find_By_Type_Value_Req CRC RSSI FCS
LLID NESN SN MD FDU-Length ||L2CAP-Length ChanlId ||[Opcode StartingHandle EndingHandle AttIype AttValue (dBm)
L2CAP-S || 2 1 1 0 13 020009 0x0004 ||0x06  0x0001 0XFFFF 0x2800 OA 18 0x4CER12 || -S54 | oK |
7] Data Header RSSI
DataTyPe ;770 NESW SN MD BPDU-Length| °°C | (aBm[FCS
1||Empty PDU|| 1 0 0 o 0 0xCacoEs || -54 || oK |
T Data Header L2CAP Header ATT_Find_By_Type_Value_Rsp RSSI
Data T CRC FCS
AWPS 111D NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode HandleInfo (dBm)
Jlzacar-s | 2 1 0 o0 ] 0x0005 0x0004 ||0x07  0C 00 OE 00 0xF92EDS || -54 || oK |

Figure 3.52: “Find by Type Value Request Find by Type Value Response”

(3) Read by Type Request, Read by Type Response

Read by Type Request #l Read by Type Response JFIFZEER {Core_v5.0) (Vol 3/Part F/3.4.4.1 and 3.4.4.2),

master &IX Read by Type Request, 1Ei%sn<PIEECIATLERAY attHandle, 57 AttributeType, slave X
F3Z Request &, IBA A Attribute table, 7EFSERIRIAFLERE attHandle FIXEITFS AttributeType HY
Attribute, 3832 Read by Type Response [B]& Attributes
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i Data T Data Header L2CAP Header ATT_Read_By_Type_Req
L LLID NESN 5N MD FPDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttType
| zacae-s| 2 0 o0 1 11 0x0007 0x0004 ||0x08  0x0001 0xFFFF 00 2B 0y
l Data Header RS5SI
Data T CRC FCS
YPe |lL1ID NESN SN MD PDU-Length (dBm)
J|Empty EDU |1 1 0 0 i oxg98717| 0 || o
i Data Header RSSI
Data T CRC FCS
YP® |l{ILID NESN SN MD POU- Length (dBm)
J|Empry EDU|| 1 1 1 0 i oxg9ERBl|| o || o
i Data Header RSSI
Datalype (I, - NEsw SN MD PDU-Length CRC (aBm) || F€S
J|Empty POU|| 1 0 1 0 i oxeoecez || o || ok
l Data Header RS5SI
Data T CRC FCS
YP® |lL1ID NESN SN MD FPOU-Length (dBm)
|| Empty EOU|| 1 0 0 0 i oxeseica| o || cx
i Data T Data Header L2CAP Header ATT_Read_By_Type Rsp cRE
YPElTTID WESW SN MD EDU-Length ||L2CAP-Length Chanld ||Opcede Length AttData
| z2caE-s| 2 1 0 0 14 0x000R 0x0004 |0x09 0x08 03 00 74 53 65 6C 66 &9 || 0xDBGO:

ar r e — = ir | Ly | L]

Figure 3.53: "Read by Type Value Request Find by Type Value Response”

LEFTR, master 3% attType 9 0x2A00 Y Attribute, slave H1 Attribute Handle 79 00 03 BY Attribute:

const u8 my_devName [] = {'t"', 'S', 'e', '"L', 'f', 'i'};

#define GATT_UUID_DEVICE_NAME Ox2a00

const ulé my_devNameUUID = GATT_UUID_DEVICE_NAME;

{0,1,2, sizeof (my_devName), (u8*)(&my_devNameUUID),(u8*)(my_devName), 0},

Read by Type response # length /9 8, attData A AT byte I HFIHY attHandle 0003, fS@ 6 ™ bytes
FFTRAY Attribute Valueo

(4) Find information Request, Find information Response

Find information request # Find information response #3558 (Core_v5.0) (Vol 3/Part F/3.4.3.1 and
3.4.3.2)

master &IX Find information request, IEECIATILERAY attHandle, slave WEIZan<fE, RHERIGFLERY
Fr attHandle X Attribute B9 UUID @32 Find information response [E]£%4 master, ¥ FEFfR, master
EKIR1F attHandle Ox0016 ~0x0018 = Attribute B information, slave BIEX=1 Attribute BJ UUID,

Data T Data Header L2CAP Header ATT_Find_Info_Req cRe rssl |,
L LLID NESN SN MD FPDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle (dBm)
JlLacae-s| 2 D 1 0 g 0X0005 0x0004 ||0x04  0x0016 0x0018 0x36202F || -38 || ¢
] Data Header RSSI
Data Ti CRC FCS
YP® |IILTD NWESN SN MD EDU-Length {dBm)
J|Empty POU|| 1 0 0 0 i 0xRE0ODS || -38 || oK
] Data Header RSSI
Data®ype l;77n Wesw sw MD PDU-Length| °CHC (aBm) || F€5
J|Empty POU|| 1 1 0 o i 0xRE0GOE || -38 || OK
] Data T Data Header L2CAP Header ATT_Find_Info_Rsp
ype LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode Format InfocData
Jzacar-s]| 2 1 1 0 18 0X000E 0x0004 ||0x05  0x01 16 00 02 29 17 00 08 29 1& 00 03 28 || o

Figure 3.54: "Find Information Request Find Information Response”

(5) Read Request, Read Response
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Read Request #1 Read Response i#iF5

master &% Read Request,

BY Attribute Value (BIZE T [EEXK

N
=507

nn

BEERER—1

y& ) #L'ﬁix

{Core_v5.0) (Vol 3/Part F/3.4.4.3 and 3.4.4.4),

attHandle, slave Y{Z|/5i@id Read Response [BIEFEERT Attribute
), WTEPFITR.

Data Tvoe Data Header L2CAP Header ATT_Read_| che RSS! || cq
YPE|lLLID WESW SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle (dBm}
L2ckE-5 || 2 0 1 o 7 0%0003 0x0004 ||0%0A  0x0017 0x99CSED || -38 || ox

Data Header RSS5I
Data T CRC FCS
YPE |II1ID WESN 5N MD PDU-Length (dBm)
Erpty FOU|| 1 0 0 o 0 0xAE00DS || -38 || ox
Data Header R&5I
Data T CRC FCS
YP® |\I1ID NESN SN MD PDU-Length (dBm)
Erpty EOU|| 1 1 0 0 o OxAE0606 || -38 || OK
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T —Head_ CRC FCS
YP®|lIIID WESW SN MD FPDU-Length ||L2CAP-Length Chanld | Opcode Attvalue {dBm)
L2caE-5 || 2 1 1 o 7 0x0003 0x0004 |[0x0B 02 01 0x908287 || -38 || ox
Figure 3.55: "Read Request Read Response”
(6) Read Blob Request, Read Blob Response
Read Blob Request #1 Read Blob Response #i55H8 (Core_v5.0) (Vol 3/Part F/3.4.4.5 and 3.4.4.6),
Y slave 4™ Attribute BY Attribute Value ERVEREE MTU_SIZE (BHI SDK # 23) B, master BEF

F Read Blob Request 3Ri%EXiZ Attribute Value, MTIfETE Attribute Value BILIS3 B 41X, master 7£ Read
Blob Request $57E attHandle # ValueOffset, slave WEZF< /G

{BiB1T Read Blob Response [EIE Attribute Value (&i&

slave i@i¥ Read Blob Response [BI3K#E45 masters

B 7 [EhEK

W EIFfR, master 3 slave BY HID report map (report map RK, T
slave [A] Read response, ¥ report map BI—&B49 2B [E]L4

, FREIWRAY Attribute, FRIE ValueOffset

*5( r, BITIZERED)

i 23) BY, B4t &I1X Read Request,
master, ZfG master {£F Read Blob Request,

LLID NESN 5N MD PDU-Length

L2CAP-Length ChanId

Opcode AttHandle ValueOffset

(dBm)

L2cap-5ll 2 o 1 i} 9

0x0005 0x0004

0x0C  0x0020 0x002C

0xSSTDEE Il -38 OK

Figure 3.56: "Read Blob Request Read Blob Response”

(7) Exchange MTU Request, Exchange MTU Response

Data Header L2CAP Header ATT_Read_Req RSSI
DataTyPe ||; 7 'n WESN SN MD EBDU-Length ||L2CAP-Tength Chanld ||Opcode ActHandle EE (@Bm) ||FC3
LacaP-s || 2 0 1 0 7 0x0003 0x0004 |[0x02  oxo020 oxE4ncz7 || 38 || oK |
Data Header RSS!
Data T CRC FCs
YP€ ITTID NESN SN MD PDU-Length {dBm)
Erpty P00 | 1 0 a0 o 0 oxaE00Ds || 38 || o
Data Header RSS!
Data T CRC FCs
YP€ |ITTID NESN SN MD PDU-Length {dBm)
Erpty P00 | 1 1 a0 o 0 0xAE0s06 || -38 || o
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T, —Read | CcRC FCs
YP|ILLID NESN SN MD FPDU-Length ||L2CAP-Length Chanld ||Opcode AttValue (dBm)
Lacap-s || 2 1 1 o 27 0x0017 0x0004 |[0%0B__ 05 01 09 02 A1 01 85 01 09 01 AL 00 05 09 19 01 29 03 15 00 25 01 | oxeEesoD|| -3e | ok |
— Data Header L2CAP Header ATT_Read_Blob_Req . RSS! | cs
LLID NESN SN MD PDU-Length ||L2CAP-Lengch Chanld ||Opcods AttHandle ValueOffaet (dBm)
Lacap-s || 2 0 1 a 9 0x0005 0x0004 |[0xoc__ oxo020 0x0016 0xeF3E9S || —38 | ok |
Data Header RSS5I
Data T CRC FCs
YP® |ITITD NESN SN MD PDU-Length (dBm)
Erpty 200 | 1 o0 o0 0 oxAE00Ds || 38 || o
Data Header RSS5I
Data T CRC FCs
YP® |ITITD NESN SN MD PDU-Length (dBm)
Erpty P00 | 1 1 a0 o0 0 0xAE0s06 || —38 || o
Data Header LZCAP Header ATT_Read_Blob_Rsp RSSI
Data T, Sl CRC FCs
YP|LLID NESN SN MD EDU-Length ||L2CAP-Length Chanld ||Opcode PartAttValue (dBm)
L2CAP-5 || 2 1 1 0 27 0x0017 0x0004 |[0%0D__ 75 01 95 03 81 02 75 05 95 01 81 01 05 01 09 30 09 31 09 38 15 &1 | ox2DEeF2 | 3¢ | 0K |
— Data Header LZCAP Header ATT_Read_Blob_Req . RSS! | cq
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Exchange MTU Request # Exchange MTU Response #1828 (Core_v5.0) (Vol 3/Part F/3.4.2.1 and
3.4.2.2),

W FEFRR, master A slave @33 Exchange MTU Request #1 Exchange MTU Response 3R&1Xf 75 #9 MTU
sizeo

Data Header L2CAP Header ATT_Exchange_MTU_Req RS5I
Data T = = = CRC FCS
= LLID NESN SN MD FPLU-Length ||[L2CAP-Length Chanld ||Opcode ClientBxMTU (dBm)
L2CAP-5 || 2 0 1 0 7 0x0003 0x0004 ||0x02 0x009E 0xC70102 || -38 0K
Data Header L2CAP Header ATT_Exchange_MTU_Rsp RSSI
Data T = = = CRC FCS
L LLID NESN 5N MD FPOU-Length ||L2CAP-Length Chanld ||Opcode SerwverBxMTU (dBm)
L2CRE-5 || 2 1] 1] 1] 7 0x0003 0x0004 ||0x03 0x0017 0x1DEBEL || -38 0K

Figure 3.57: “Exchange MTU Request Exchange MTU Response”

2 Telink BLE Slave GATT EMBEUR AR ZHRHIET —1 RF 8 KENEIE, TKE| GATT B2 EMHHE
BY, FERFIM master REINFHI RX MTU size, tBELE MTU size exchange BIid#2, MTU size exchange B
BN T EW GATT BKB8EHIENR A,
a) FAPRILUEID AT GAP event [EAHFFE eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU 3E¥kKEX
EffectiveRxMTU, Hrh:

EffectiveRxMTU=min(ClientRxMTU, ServerRxMTU)o

R “GAP event”’ NI SIEHNT4E GAP evento
b) b85 Slave GATT BUWK B EIEAILLIE,

B85 Slave ServerRxMTU ZRIAF 23, SEPRERA ServerRxMTU AJ LA #5E) 250, BI master i 250 4 byte By
DEEIETE Slave IR LEMN TR EIEEED . SNAPREFBE master WO BEHE, FHTE API
HABEX Slave IRAY RX size:

ble_sts_t blc_att_setRxMtuSize(ul6 mtu_size);

REETIR:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 ANINRLTH

GATT_ERR_INVALID_ PARAMETER Il SDK HENX  mtu_size KFHRAE 250

IR Master GATT BEAEKBHIBEBERIXL Slave, Master IS E TN K FE ATT_Exchange MTU_req, IR
Slave [B]& ATT_Exchange_MTU_rsp, EM ServerRxMTU J3_EME API: blc_att_setRxMtuSize IR BEE, IR
FBPFEMT GAP event, FEFET eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, FIFP A LITE GAP
event [ElEERERFFREY EffectiveRxMTU F Master ImfY ClientRxMTUo

c) b85 Slave GATT BA KB EIERIALIE,
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2 b85 Slave FETE GATT BAXKEEIER, FEHIKEE Master BY Client RxMTU, RENBIEKETREE
ATF ClientRxMTU,

Slave #cfEFH API blc_att_setRxMtuSize 12E H S8 ServerRxMTU, BRI 158,

blc_att_setRxMtuSize (158) ;

BIARTE APl E&AFE—1 ATT_Exchange_MTU_req:

ble_sts_t blc_att_requestMtuSizeExchange (ul6 connHandle, ul6 mtu_size);

connHandle 9 Slave conection BY ID, 9 BLS_CONN_HANDLE, mtu_size 4 ServerRxMTU,

blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, 158);

Master WL E| ATT_Exchange_MTU_req f&, [E& ATT_Exchange_MTU_rsp, SDK U ZE| rsp /5, it & Effec-
tiveRxMTU, MNERAFEM T GAP event HEFE T eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, M
EffectiveRxMTU #1 ClientRxMTU & LIRS EF,

(8) Write Request, Write Response

Write Request #1 Write Response i#1§8R (Core_v5.0) (Vol 3/Part F/3.4.5.1 and 3.4.5.2),

master &31X Write Request, 18E X1 attHandle, HHIFHHEXEIE, slave EIfG, XEIFETEM Attribute, 1R
1B user EBHIRE TEIARE w REHIBZEALRIARE w RMEBEBEZREES AMNH Attribute Value, F[E]
£ Write Responses

TEFRA master [ attHandle /3 0x0016 B Attribute B\ Attribute Value 79 0x0001, slave YEIEHIT
ZE121E, HIB Write Responses

Data Header L2CAP Header ATT_Write_Req RS5I
DataType | /70 WESW SN MD PDU-Length |L2CAP-Length Chanid ||Opcode AttHandle Attvalue CRC (@Bmy || F€3
L2CRE-5 || 2 o 1 @ g 0x0005 0x0004 |[0x12  ox0016 01 0o 0xDCE476 || —32 || oK
Data Header RSSI
DataType |;77n NESN SN MD FPDU-Length CRC (aBm) || FE3
Empty FOU|| 1 0o 0 o 0 0xRE0ODS || -38 || oK
Data Header RSS!
DataTyPe |17 70 NESN SN MD FPDU-Length CRC (aBm) || FC5
Empty EOU|| 1 1 0 @ 0 0xAECG06 || -38 || OK
Data Header L2CAP Header ATT_Write_Rsp RS5I
Data T Virite_ CRC FCS
YPEITIID WESN SN MD FEDU-Length ||L2CAP-Length ChanId ||Opcode {dBm)
L2CRE-5 || 2 1 1 0 5 0x0001 0x0004 |[0x13 0xFBEDB1Z || —38 || oK

Figure 3.58: "Write Request Write Response”

(9) Write Command

Write Command 1#iE&88 (Core_v5.0) (Vol 3/Part F/3.4.5.3),

master &iX Write Command, IEER attHandle, FHITHEMEXEIE. slave NEIfG, EISER Attribute,
IBHE user BHRIRE TEIARE w RELHIEZEARIERE w FAMIBIRZEHIEE \XNM Attribute Value, &
EIEEFEE,
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(10) Queued Writes

Queued Writes B & Prepare Write Request/Response 1 Execute Write Request/Response & ATT ¥, ¥
IBARAT LIS (Core_v5.0) (Vol 3/Part F/3.4.6/Queued Writes)

Prepare Write Request #l Execute Write Request BJLASEININ R AFRINAE :
a) IREKEMENS NI,
b) AFE—REIMMITHNEFIREREANSZIME,

Prepare Write Request 28 AttHandle. ValueOffset #l PartAttValue, :X# Read_Blob_Req/Rsp FfMo Xt
BH Client BERT IATERASTIFEZ Z N EME, aUEE— M KEMENS M. XF, EEERTERINT!
ZHi, Client AJUBERE UG I EEES N Servero

FiE: 0 SDK IRANZHF A KEMES AR, KEMESRAKENTET 244 T, IRKEKXTF 244
FT, WEZREABLLT APIEO, X prepare write buffer RIKE#HITIEEL:

vold blc_att_setPrepareWriteBuffer(u8 *p, ul6 len)

WTEFRR, master [ slave EMFHERIKAIFRIE: 1 am not sure what a new song” (FHEITZES
23, EABRIA MTUIBERT) B, B%kiX Prepare Write Request, {@#% 0x0000, ¥§"I am not sure what"&B
PEIET 4 slave, slave [A master [@] Prepare Write Response., Zf5 master &iX Prepare Write Request,
fR# 0x12, ¥ “ a new song” EBNEIES 44 slave, slave @ master [@] Prepare Write Response, = master
BREMESISERME, KX Execute Write Request 45 slave, Flags I 1: RRGILEIER, slave BE
Execute Write Response, 24 Prepare write idf245 K,

XEBFAI LB Prepare Write Response BB & 1ERFHY AttHandle. ValueOffset # PartAttValue, X##
MBI T HIRE BTSN, Client AJLAXTEL Response #1 Request IFERE, MFRERIIEIEWRIEHE
o

Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp [
L LLID NESN 5N MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset PartAttValue
L2CAP-5 || 2 0 1 1] 27 0x0017 0x0004 |(0x17 0x0015 0x0000 49 20 61 6D 20 6E &F 74 20 73 75 72 65 20 77 68 &1 T4 0
Data Type Data Header L2CAP Header ATT_Prepare_Write_Req CRC RSSI ECS
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset PartAttValue (dBm)
L2CAP-5 | 2 0 0 0 20 0x0010 0x0004 |(0x16 0x0015 0x0012 20 61 20 6E 65 77 20 73 &F 6E &7 0x9E8D4R6 || -54 0K |
Data Header RSSI
Data Ty CRC FCS
YPe |IITID WESN 5N MD PDU-Length (dBm)
Empty PDU|l 1 1 0 0 0 0x071388 || -54 [v):4
Data Header RSSI
Data Ty CRC FCS
¥P® |lz10 WESW SN MD PDU-Length (dBm)
Empty PDU|l 1 1 1 0 0 0x0T1EZE || -54 QK
Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp CRC RSSI FCs
yp LLID NE3N 35N MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueDffset PartAttValue {dBm)
L2CAP-3 2 0 1 a 20 0x0010 0x0004 || 0x17 0x0015 0x0012 20 61 20 GE &5 77 20 73 &F GE &7 OxFF79B4 -54 OK
Data Header L2CAP Header ATT_Execute_Write_Req R355I
Data T = = S CRC FC5
YP|LLID WESN SN MD PDU-Lengtn ||L2CAP-Length Chanld ||Opcode Flags (dBm)
L2CAP-5 | 2 0 [i] 0 & 0x0002 0x0004 |[0x18 0x01 0x24D166 || -54 OK |
Data Header RSSI
LSO LLID NESN SN MD PDO-Length G (dBm) R
Empty PDU|l 1 1 0 i) 0 0x071388 || -54 O
Data Header RSSI
Data Ty CRC FCS
YP® |IIIID WESN SN MD EDU-Length (dBm)
Empty PDUJl 1 1 1 0 0 0x0T1EZE || -54 [v):4
] Data Header RSSI
Data Ty CRC FCS
YPe |71ID HESN SN MD PDU Length (dBm)
Empty FDUJ 1 0 0 0 0 0x07155B || -54 0K
] Data Header L2CAP Header ATT_Execute_Write_Rsp RSSI
Data Ty = = = CRC FCS
YP®lLLID NESW SN MD PDU-Length ||L2CAP-Length ChanId |/Cpcode (dBm)
L2CAP-5 2 a 1 [u] 5 0x0001 0x0004 || 0x19 0x430D57 -54 OK

Figure 3.59: "Write Long Characteristic Values 7 {jl”

(11) Handle Value Notification
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Handle Value Notification #1588 (Core_v5.0) (Vol 3/Part F/3.4.7.1).
Parameter Size (octets) Description
Attnbute Opcode 1 0x1B = Handle Value Notification
Attnbute Handle 2 The handle of the attnbute
Attribute Value 0to (ATT_MTU-3) The curmrent value of the attnbute

Table 3.34: Format of Handle Value Notification

Figure 3.60: "BLE Spec H Handle Value Notification”

L+EFFRA BLE Spec # Handle Value Notification BYME o

i% BLE SDK 12t API, AAFE Attribute BY Handle Value Notification, user XD API LUSBEEE
notify FY%UE push ZIRER BLE Bff fifo, MMARRTERIORIBA R interval BHIGERMY fifo BIEKHE push ZIFE
% fifo, RZLEN RF X2+,

ble_sts_t blc_gatt_pushHandleValueNotify (ulé handle, u8 *p, int len);

handle AR Attribute BY attHandle, p ABRIEXNESAFEIHIENLIETH, len IBEAZNEIENFT T,
Z API Z¥F IR EINEE (IRIE EffectiveMaxTxOctets i B MR, BIFEERE RF TX RAKIEFTEK, DLE A]
BEIBOUZE, BIAR 27, TXRNBHEEIR AP, &F), TR—MEKIEIBIFAZ 1 BLE RF packet &
EHE, B len ATAZIF R A,

Link Layer 7E Conn state BY, —RRIER FEEZFHEZ API AT LRI push $UREIRB G fifo, BHfFE/E—LE
HRIBERESEZ AP TABLNK, RIEREE ble_sts_t AT T X N AVFEIRE A,

BINNAREIARZ API B, {E—TRE{ERE A BLE_SUCCESS, &AA BLE_SUCCESS, NEBZHF—R
B8R pusho

IR[EEFIRI T,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 e8]

LL_ERR_CONNECTION_NOT_ ESTABLISH Ul SDK HENX Link Layer &F None Conn
state

LL_ERR_ENCRYPTION_BUSY I, SDK HEX. ATFECXHINZMNER, FEERIE
R

LL_ERR_TX_FIFO_NOT_ENOUGH T SDK FREX BARYBIEEESEIEIT, 4
Tx fifo %A

GATT_ERR_DATA_PENDING_DUE Tl SDK REX AFIBAIRSMER, FREALUE

_TO_SERVICE_DISCOVERY_BUSY
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#3E: SDK #iE T B— L APl (A min(EffectiveMaxTxOctets, EffectiveRxMTU) D B &/NETT, FH
B master # slave &SR] LA, EINFEFER AP :

ble_sts_t blc_gatt_pushHandleValueNotify (ul6 connHandle, ul6 attHandle, u8 *p, int len);

FRZ AP BY, BiVAFPKEIREERSE N BLE_SUCCESS, #HHELS5 blc_gatt_pushHandleValueNotify iR[E]
BEEER:

1) b FEEXINERES, #7 APIIR[EIME: SMP_ERR_PAIRING_BUSY;
2) o FINZMEERT, ¥ APIR[EE: LL_ERR_ENCRYPTION_BUSY;

3) & len KF ATT_MTU-3 BY (3 @ ATT BMIEMETIKE. opcode # handle), RHBAABRLEMEIEKEBLET
ATT B ENRAEUEKE ATT_MTU, IRENEHN GATT_ERR_DATA_LENGTH_EXCEED_MTU_SIZE,

(12) Handle Value Indication

Handle Value Indication J¥15&88 {Core_v5.0) (Vol 3/Part F/3.4.7.2),

Parameter Size (octets) Description

Attribute Opcode 1 0x1D = Handle Value Indication
Attribute Handle 2 The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The current value of the attribute

Table 3.35: Format of Handle Value Indication

Figure 3.61: "Handle Value Indication in BLE Spec”

LEFFRA BLE Spec # Handle Value Indication B To

1% BLE SDK 12t API, BFE Attribute B Handle Value Indication. user JARAX API LU B 2 EE indicate
BYERIE push RUERERY BLE BR{F fifo, MMMARSTERIEBIWA B interval BRI fifo BIEIE push RIREH fifo,
B&EE RF RiEH X,

ble_sts_t bls_att_pushIndicateData (ul6 handle, u8 *p, int len);

handle AR Attribute B9 attHandle, p NEBAIXMNELNEFEIENLIEH, len IBERIZNIHIBEBHNFETE,
Z API 2R EINEE (IRIE EffectiveMaxTxOctets i B MR, BIFEERE RF TX RAKIEFTEK, DLE 7]
BEIBEUZE, IR 27, TXRNBHEEIR AP, I&F), TR—NMEKIEIBIFA Z 1 BLE RF packet &
EHE, B len ATAZIFR A,

BLE Spec BHIE TH—1 indicate BY¥E, #EZEEI Master Y confirm 7 8EIANT indicate AN, RAEEIHEIR
BERIXT— indicate i,

Link Layer 7E Conn state B, —f&1&ER FEIZFIEEZ APl RILUALIN push BUREIREY fifo, {BHEFHE—L
BHIBENESRIZ AP ARKN, RIEREE ble_sts_t AT T AN NAEIZRERRE. BIXNARIERZ AP BT,
KE—TIRE{ERS N BLE_SUCCESS, &AM BLE_SUCCESS, NEEHFF—RMERFERX push, REET!
RUOTF:
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ble_sts_t Value ERR Reason

BLE_SUCCESS 0 ey 12785

LL_ERR_CONNECTION_NOT_ ESTABLISH T SDK AREX Link Layer &F None Conn
state

LL_ERR_ENCRYPTION_BUSY T SDK FREX A FEIFSINZEBNER, REERIE
R

LL_ERR_TX_FIFO_NOT_ENOUGH Tl SDK REX. BABIREASRTET, PH
Tx fifo %A

GATT_ERR_DATA_PENDING_DUE T SDK FRENX ATFIBHIRSMER, TREATUE

_TO_SERVICE_DISCOVERY_BUSY

GATT_ERR_PREVIOUS_INDICATE_ T, SDK HENX B1— indicate FUEIREEH

DATA_HAS_NOT_CONFIRMED master ffIA

FiE: SDK FiE TE—1MER APl (A min(EffectiveMaxTxOctets, EffectiveRxMTU) fiAHS B &/NETT, FH
B master # slave &R LUER, AP ERH API) .

ble_sts_t blc_gatt_pushHandleValueIndicate (u16 connHandle, ul6 attHandle, u8 *p, int len);

FAZ AP B, BIVBFPREREENSE N BLE_SUCCESS, FHIR[EIAEM bls_att_pushindicateData AJIR
CEEEER:

1) A FEEIIBNEREY, #7 APIIR[EE: SMP_ERR_PAIRING_BUSY;
2) b FINZMERRY, ¥ APISR[EIME: LL_ERR_ENCRYPTION_BUSY;

3) & len KF ATT_MTU-3 BY (3 @ ATT BRIENRILKE opcode # handle) , WEAERIXMEIERKE PDU 8
H7T ATT BXHEFMEREA PDU KE ATT_MTU, IREEHN GATT_ERR_DATA_LENGTH_EXCEED_MTU_SIZE,

(13) Handle Value Confirmation

Handle Value Confirmation #1888 (Core_v5.0) (Vol 3/Part F/3.4.7.3)

N ABESEE—X bls_att_pushindicateData (8¢#& A blc_gatt_pushHandleValuelndicate) , [ master &
IX indicate ¥#E/E, master KEIE—1 confirm, RAIXMEIBRIMIA, FAJT slave A Bl AL L IXT—H
indicate i,

Parameter Size (octets) Description

Attribute Opcode 1 0x1E = Handle Value Confirmation

Table 3.36: Format of Handle Value Confirmation

Figure 3.62: "BLE Spec A1 Handle Value Confirmation”

M EBRTILEL, Confirmation HAIEEBIH—EIK handle BYHEIA, XFIE AR handle £RY indicate
FURE % —[B1E — Confirmation,
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RNTILNBRT#EAELZER indicate data @B BELA M Confirm, AP B LU EM GAP event B, HFFE
¥ERZEY eventMask: GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM 3E5£BX Confirm =k, X4 GAP event”/\
TREMANE GAP evento

3.3.3.4 GATT Service Security

TE48 GATT Service Security Bi, FAF R AL T ##—T SMP fBXxHIRA,
BEE ' SMP'ETEXIFMANSE, TH LE BXAR. MESFKEEMEAIR.

TER BLE spec £5HH GATT IRBREFRRBIFRZBIMEI X R, FHMOIUBZE (core5.0) (Vol3/Part C/
10.3 AUTHENTICATION PROCEDURE),

Local Device Pairing Status
Link Local Device's Unauthenticated | Authenticated | Authenticated
Encryp- | Access LTK or LTK or LTK with
tion Requirement |No LTK Unauthenticated | Authenticated | Secure
State for Service No STK STK S5TK Connections
None Request Request Request Request
succeeds succeeds succeeds succeeds
Encryption, Errar Resp - Error Resp: Error Resp : Error Resp -
No MITM Insufficient Insufficient Insufficient Insufficient
E Protection Authentication | Encryption Encryption Encryption
=
E‘ Encryption, Errar Resp - Error Resp: Ermror Resp.: Error Resp -
s MITM Insufficient Insufficient Insufficient Insufficient
5 Protection Authentication | Encryption Encryption Encryption
Encryption, Error Resp.: | Error Resp.: Error Resp.: Error Resp.:
MITM Protec- |Insufficient Insufficient Insufficient Insufficient
tion, Secure |Authentication | Encryption Encryption Encryption
Connections
None Request Request Request
succeeds succeeds succeeds
Encryption, Request Request Request
No MITM succeeds succeeds succeeds
T Protection N/A
s ) (Not possible
> Encryption, to be Error Resp.: Request Reguest
Q MITM _ encrypted Insufﬁ::ient_ succeeds succeeds
w Protection without LTK) Authentication
Encryption, Error Resp.: Error Resp.: Request
MITM Protec- Insufficient Insufficient succeeds
tion, Secure Authentication Authentication
Connections

Table 10.2: Local device responds to a service request

RPRILUREZMEE:

Figure 3.63: "R 1ERMBRGT X R
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« F—HIRYANEEM slave RERTLTMBZRETEX;

« %%l (local Device’s Access Requirement for service) MR IR B R ATT RAPFFHEHIAR (Permission
Access) REBEBX, M TEFT;

- BZFINDH 4 NFH, X 4 DFHINREZE LE REER 1 TEANMES (BEREMTE L a0 &
RESEEZMT 4 Mrppy—id:

a) No authentication and no encryption
b) Unauthenticated pairing with encryption
c) Authenticated pairing with encryption

d) Authenticated LE Secure Connections

/** Bdefgroup ATT PERMISSIONS BITMAPS GAP ATT Attribute Access Permissions Bit Fields
* e
* (See the Core vb.0(Vol 3/Part C/10.3.1/Table 10.2) for more information)

=/
#define ATT PERMISSIONS AUTHOR 0x10 //Attribute access(Read & Write) requires Authorization
#define ATT PERMISSIONS ENCRYPT 0x20 //Attribute access(Read & Write) requires Encryption
#define ATT PERMISSIONS AUTHEN 0x40 //Attribute access(Read & Write) requires Authentication(MITM protection)
#define ATT PERMISSIONS SECURE CONN 0x80 //Attribute access(Read & Write) requires Secure Connection
#define ATT PERMISSIONS SECURITY (ATT PERMISSIONS AUTHOR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN | ATT PERMISSIONS SECURE CONN)

//user can choose permission below

#define ATT PERMISSTONS READ 0x01 //!'< Attribute is Readable

#define ATT PERMISSIONS WRITE 0x02 //!'< Attribute is Writable

#define ATT PERMISSIONS RDWR (ATT PERMISSIONS READ | ATT PERMISSIONS WRITE) //'< Attribute is Readable & Writable

#define ATT_ PERMISSIONS ENCRYPT READ (A'I'I'_PERHISSIONS_HEDD | A'I'I'_PER'MISSIONS_ENCRYPT) //1< Read requires Encryption

#define ATT PERMISSIONS ENCRYPT WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS ENCRYPT) //1< Write requires Encryption

#define ATT PERMISSIONS ENCRYPT RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT) //'< Read & Write requires Encryption

#define ATT PERMISSIONS RUTHEN RERD (A'I'I'_PERHISSIONS_HEDD | ATT PERMISSTIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN) //1< Read requires Authe
#define ATT PERMISSIONS RUTHEN WRITE (A'I'I'_PERHISSIONS_WRITE | ATT PERMISSTIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN) //1< Write requires Autl
#define ATT PERMISSIONS AUTHEN RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //'< Read & Write requi:
#define ATT PERMISSIONS SECURE CONN READ {ATT_PERMISSIONS_READ | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT_PERMISSIONS_ABTH:EN)
#define ATT PERMISSIONS SECURE CONN WRITE (A'I'I'_PERHISSIONS_WRITE | ATT PERMISSIONS SECURE CONN | ATT_PERMISSIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN)
#define ATT PERMISSIONS SECURE CONN_RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN)
#define ATT PERMISSIONS AUTHOR READ {A'I'I'_PERMISSIONS_READ | A'I'I'_PE.RMISSIONS_E.UTHOR) /1< Read requires Authorization

#define ATT PERMISSIONS RUTHOR WRITE (A'I'I'_PERHISSIONS_WRITE | A'I'I'_PER'MISSIONS_B]]THEN) / /1< Write requires Buthorization

#define ATT PERMISSIONS AUTHOR RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS AUTHOR) //1< Read & Write requires Authorization

Figure 3.64: "ATT Permission X"

2% GATT service security BYSRINER SMP ¥ S ML EBIEZIFNRSTE2AINIKE. ATT XH
FISERRISES#E X R, MAR master B XK, LLWIEKA] slave IRER SMP fEZFHNRESERE
Authenticated pairing with encryption, B2 master A&HNREETE2FRE Unauthenticated pairing with
encryption, LEESHIR ATT RPENGIFERIIIER ATT_PERMISSIONS_AUTHEN_WRITE, BBA master 5
ZAFER, RITSLEMBEZFETERITEIR,

FRPRILURRE ATT RASFERPRSIN A

Eba0 slave IS X EHNEE L 2K FIE Unauthenticated pairing with encryption, B REEIEFERKIE
Security Request Xf A A&k master FHIRECHS, BBARF Al LIEELAS notify BMNE PS4 ERE
(Client Characteristic Configuration, f&#k CCC) BRI PRIZE /9 ATT_PERMISSIONS_ENCRYPT_WRITE, #B
4 master REEIZ CCC fg, slave KEIEHREEF|ARE, X2fE master FBEEITINE R,

N ==
AE:

- ARFIRENRERFNRARTIEEEIFNEERELT, RE ATT RPKFMENNIE (ATT Permission)
ABE LPrE MR E R TR LUEE GATT service security BF, XF LE ZLER 1 FHIER 4 K
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I, SNRAFPRIGE Authenticated LE Secure Connections —FhZ& 31, MR YFIIEELIF LE Secure
Connections only,

GATT BRI RFIAF T LIZ b85m_feature_test/ feature_gatt_security/app.co

3.3.3.5 B85m master GATT

7 b85m_master kma dongle &1, 1R T LT GATT API, FATFMEEM service discovery SRE M EIREIHIRITN

ok
HBeo

void att_req_find_info(u8 *dat, ul6 start_attHandle, ul6 end_attHandle);

dat LPRKE (byte): 11,

void att_req_find_by_type (u8 *dat, ul6 start_attHandle, ul6 end_attHandle, u8 *uuid, u8*
< attr_value, int len);

dat SEFREE (byte): 13 + attr_value K&,

void att_req_read_by_ type (u8 *dat, ul6 start_attHandle, ul6 end_attHandle, u8 *uuid, int
< uuid_len);

dat SFRKE (byte): 11 + vuid K&,

void att_req_read (u8 *dat, ul6 attHandle);

dat LPREKE (byte): 9,

void att_req_read_blob (u8 *dat, ul6 attHandle, ul6 offset);

dat SLFREKE (byte): 11,

void att_req_read_by_group_type (u8 *dat, ul6é start_attHandle, ulé6 end_attHandle, u8 *uuid,
< int uuid_len);

dat EFFEKE (byte): 11 + uuid KE,

void att_req_write (u8 *dat, ulé attHandle, u8 *buf, int len);

dat SEPRKE (byte): 9 + buf FIEKE,

void att_req_write_cmd (u8 *dat, ulé6 attHandle, u8 *buf, int len);
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dat RFFKE (byte): 9 + buf BIBKE,

LLE API, BEFLENXAEFETIE *dat, AFEA AP #1TEIEALZ, REIAA bim_push_fifo 3§ dat X F|
Controller %1%, HEFEZTEHMREIERT N TRUE, LU att_req_find_info AFIIIT, HittiEO&RAER
£ E.

u8 cmd[12];

att_req_find_info(cmd, 0x0001, 0x0003);
if( blm_push_fifo (BLM_CONN_HANDLE, cmd) ){
//cmd send OK

}

EALEEBENAER Slave XKIET XA find info req. read req & cmd &, RIREUKE] Slave EIEH find
info rsp. read rsp FXJ[ Y response 58, TE int app_l2cap_handler (u16 conn_handle, u8 *raw_pkt) F3%
RN T AEZR R IERD ]

if(ptrL2cap->chanId == L2CAP_CID_ATTR_PROTOCOL) //att data

{

if(pAtt->opcode == ATT_OP_EXCHANGE_MTU_RSP){
//add your code

}

if(pAtt->opcode == ATT_OP_FIND_INFO_RSP){
//add your code

}

else if(pAtt->opcode == ATT_OP_FIND_BY_TYPE_VALUE_RSP){
//add your code

}

else if(pAtt->opcode == ATT_OP_READ_BY_TYPE_RSP){
//add your code

}

else if(pAtt->opcode == ATT_OP_READ_RSP){
//add your code

}

else if(pAtt->opcode == ATT_OP_READ_BLOB_RSP){
//add your code

}

else if(pAtt->opcode == ATT_OP_READ_BY_GROUP_TYPE_RSP){
//add your code

}

else if(pAtt->opcode == ATT_OP_WRITE_RSP){
//add your code

}

}
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3.3.4 SMP

Security Manager (SM) 7 BLE FRIFEEHMEN LE ISFREMBIAEENZ T Key, HERIIERINZ M,
MEZHRATURRERE=F"REEEEH. REIEXMTPHIERBEAS. SMP FHARIERAFRSE
{Core_v5.0) (Vol 3/Part H/ Security Manager Specification).

3.3.4.1 SMP K%

BLE 4.2 Spec #iid 7 —FFRFL£iEHE (LE Secure Connections) EEx A, Bt ARELE S ESE#
—1858, M BLE4.2 IRINVES A REIAIMERERK (LE legacy pairing)o

[BIEi“GATT service Security”/\T, AIEIZAMIE BB IPIRSER AT

Local Device Pairing Status

Unauthenticated | Authenticated | Authenticated

LTK or LTK or LTK with
No LTK Unauthenticated | Authenticated | Secure
No STK STK STK Connections

Figure 3.65: "I E IR

HXOMNRER B LE 2RI 1 BIENRS, i#1E7 IEB2E {Core_v5.0) (Vol 3//Part C/10.2 LE SECURITY
MODES)

a) No authentication and no encryption (LE security mode1 level1)
b) Unauthenticated pairing with encryption (LE security mode1 level2)
c) Authenticated pairing with encryption (LE security mode1 level3)

d) Authenticated LE Secure Connections (LE security mode1 level4)

AR ARIERRENRELI ARTEFEEAVERINES LA, BEAIRENRERIERTE
EX =P N

a) master WIHIZTEREZIFHRERL 2L >=slave FIHZEREZIFHNRELL2E;
b) ZAIHFIX IHIZIRE BIRER SMP SHUEMAETEN B MRE (MREFEEMNENE).

2ZH03ki5H, ARBEMERIRE slave MBI IFHNRERZEEFERE model level3, BEERE slave BY master 1&
BAREIFEMNNE (REREZHF model levell) , BBAEES slave fl master RARHFITEXT IR, slave 3
FRMERNZEHKTIZE model levell,

ARFALUEEIT APl IZE SM e RINRET2FR:

void blc_smp_setSecuritylLevel(le_security_mode_level_t mode_level);

WEEZER le_security_mode_level_t BAEX BT :
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typedef enum {

LE_Security_Mode_1 Level_1 = BIT(0), No_Authentication_No_Encryption = BIT(0),

< No_Security = BIT(0),
LE_Security_Mode_1_Level 2 = BIT(1), Unauthenticated_Paring_with_Encryption = BIT(1),
LE_Security_Mode_1_Level_3 = BIT(2), Authenticated_Paring_with_Encryption = BIT(2),
LE_Security_Mode_1 Level 4 = BIT(3),

< Authenticated_LE_Secure_Connection_Paring_with_Encryption =BIT(3),

}le_security_mode_level_t;

3.3.4.2 SMP &3t E

Telink BLE SDK Hf SMP S#EENBEEREL SMP ANL2ERMECEREF, slave B9 SMP IhaEBaiges
BHERE%RSZ LE security model level4; master B SMP THEEE RIS ELREMN AR THESRSZE LE
security mode1 level2 (fR4EEHT Just Works AT0) o

(1) LE security mode1 levell

Z2RF) 1 RPREFZFHMEZEX, NRFELH SMP IhiE, AR RFEEVRAMAFTIRBIN TR

blc_smp_setSecuritylLevel(No_Security);

RTNEIR AN HEEEH TR NE DR, BMENAIEREMNER, REHESIELRTME. —KH
FUFIEEARAZIFIEENBEMNAZE, NTE, master KEEEXEK, slave [E]E SM_Pairing_Failedo

Gzaciases || s || ox Empty 20U L 1 0 o [ || oxooooi1|| —sa | ok
—
N Data Header L2CAP Header SM_Pairing_Req
peess Address | Direction || ACK Status | Data T¥Pe 7/ 1 \pon sw MD  PDU-Lengtn ||L2CAP-Length Chanld ||Opcode I0Cap OOBDataFlag AuthReq MaxEncKeySize InitKeyDist RespkeyDist| Che (
0%2AC795C5 2 oK racar-s | 2 11 0 11 0x0007 0x0006 ||0x01  0x04 _ 0x00 0x05 0x10 0x07 0x07 0x000014
= A o A He %

Data Header
LLID HESN SN MD FPDU-Length
1 0 1 0 0

tcess Address || Direction || ACK Status || Data Type

Empty PDU

seem=t
RSS!

aam) | FCS
—s54_| oK
RSSI

(dam) | F€5
-6z | 0K

Data Header L2CAP Header |/ sM_Pairing_Failed ||
LLID NESN SN MD PDU Lengl:h LZCAP L2CAP-Length Chanld |/Cpcode Reason
0K L2caP-5 || 2 1 0 0 0x0002 0x0006 | 0%05 _ 0x05

T LI I Ll Nata Headar 1M et

0x000014

0x2ACTISCS OK

Data Header
LLID HNESN SN MD PDU-Length
1 a [1] a [1]

tcess Address || Direction || ACK Status || Data Type

Empty PDU

|0x2RCT93C5 oK 0x000015

RSS!
(dBm)
-54

ACK Status FCS

scess Address || Direction Data Type

0x2ACTISCS | 0x00000E OK

Figure 3.66: #8127 Pairing Disable”

(2) LE security mode1 level2

ZeR5 2 RNIGERE T Unauthenticated_Paring_with_Encryption, dM{ERE ML LEZRMN AR T
B9 Just Works EE3tiE .

A GBI EIX SMP BEABLSAVEIR, FH{1HE SM BB A EBIEERINENLT &R, SDK IR T AP
AT IRBE T XHF BLE4.2 Finztds:

vold blc_smp_setParingMethods (paring_methods_t method);

AR paring_methods_t BIREXTEUT:
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typedef enum {
LE_Legacy_Paring 0, // BLE 4.0/4.2
LE_Secure_Connection = 1, // BLE 4.2/5.0/5.1
}paring_methods_t;

B. £ LE security mode1 levell IIMIREKFNECEMMSAZIRAAIT AP BFHaW SMP B5HECE, &
EHEXIH FLASH A KELS:

int blc_smp_peripheral_init (void);

MREVARUMNEERIERA T Z API, N SDK 2fEREIASHERE SMP:
s RINEBNESEZE2E%R: Unauthenticated_Paring_with_Encryption;
- BRAGPEETN: Bondable_Mode (TEfEECXMINZE G &RY KEY E| FLASH) ;
« 2RIA 10 8E/1:2 IO_CAPABILITY_NO_INPUT_NO_OUTPUT,

U EBINBS R IRBEARIT Just Works IRNEEER, FRUUBFP RIARZ AP, HBHFEET LE security
mode1 level2, i&@iZ A #1 B FA141#E LE security model level2 B FEFEE

A GEEEEEREMT Just works FIBHERE -

blc_smp_peripheral_init();

B. REFEABELDERT Just works FUFIALECE::

blc_smp_setParingMethods(LE_Secure_Connection);
blc_smp_peripheral_init();

(3) LE security mode1 level3

Z2gF 3 RRIGERE 2 Authenticated pairing with encryption, IMESHECFHET THI Passkey Entry.
Out of Band .

ZRFNEEIZRTIF Authentication, IR EEBIEMSEZHEREE NG B EEM, BLEA/HTHOT
=% Authentication AIh:

- EASERNAR, IS ARKRBRER TES, BI—HER TK, B—HHAHEEA TK (Eb40 Passkey
Entry) ;
« EEXAIIN A BITE BLE RF ZRIA AR E—LER, #HITELSMEIIR(E (U0 Out of Band, —fZED
NFC &% TK) ;
- GEBITIHE TK(80 Just Works , FIRIZEIIERE TK: 0). BEFTERZF 3 A NE T Unauthenticated,
FRLL Just works B9REZRFIFTRL LE security model level2,
Authentication BEFFRECAT NS BRI EE M, IREXFHAXNAFRIPFX BT LA MITM (Man in the Middle) A
i8] AR

A. B#& Authentication FYIREEEIZE H MITM flag B 00B flag, SDK IR THEN API AFIKE MITM
OOB flag BY{E:
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void blc_smp_enableAuthMITM (int MITM_en);

void blc_smp_enableOobAuthentication (int 00B_en);

Hh&# MITM_en. O0OB_en BB 0 3#& 1, O XMRKEE; 1 MRIfERE,

B. 1R#E Authentication ATVHINR, SMIBHET =ZHENA R, X=LARBERKH FE XIS BEH 10 8E

71, Ff] SOK - TINTMEORFERE SRS RERY 10 68

void blc_smp_setlIoCapability (io_capability_t ioCapablility);

A28 io_capability_t EAEXNRBIT:

typedef enum {
I0_CAPABILITY_UNKNOWN = Oxff,
I0O_CAPABILITY_DISPLAY_ONLY = 0,
I0_CAPABILITY_DISPLAY_YESNO = 1,
I0_CAPABILITY_KEYBOARD_ONLY = 2,
I0_CAPABILITY_NO_IN_NO_OUT = 3,
I0_CAPABILITY_KEYBOARD_DISPLAY = 4,

} io_capability_t;

C. EHEMER T MITM. OOB flag EERAENI:

Initiator
OOB Set OOB Not Set | MITM Set MITM Not Set
OOB Set Use OOB Check MITM
5 | OOB Not Set | Check MITM | Check MITM
T
c
5] Use Use
§ MITM Set IO Capabilities | 10 Capabilities
1%
Use Use
MITM Not Set IO Capabiliies | Just Works

Table 2.6: Rules for using Out-of-Band and MITM flags for LE legacy pairing

BESRFEAMIGEMITIFIEEH 00B LUK MITM flag JREEA 00B HXEZRIE 10 BE
KEY F=4E . FEIRZ SDK 1R1E 10 BE MY X RIEFR AR KEY P4 7575 (17 5B EEE! io_capability_t):

Figure 3.67: “ZRECXRIUT MITM. OOB flag fEAAFENI"
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// H: Initiator Capabilities

// V: Responder Capabilities

// See the Core v5.0(Vol 3/Part H/2.3.5.1) for more information.

static const stk generationMethod t gen method legacy[5 /*Responder*/][5 /*Initiator*/] = {
{ JustWorks, JustWorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ JustWorks, JustWorks, PE Resp Dsply Init Input, JustWorks, PE Resp Dsply Init Input },
{ PK Init Dsply Resp Input, PE Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustForks, JustWorks, JustWorks, JustWorks }.
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK Resp Dsply Init Input, JustWorks, PK Init Dsply Resp Input },

};

#if SECURE_CONNECTION ENABLE
static const stk generationMethod t gen method sc[5 /*Responder*/][5 /*Initiator*/] = {

{ JustWorks, JustForks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ JustWorks, Numric Comparison, PE Resp Dsply Init Input, JustWorks, Numric Comparison },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks }.
{ PK Init Dsply Resp Input, Numric Comparison, PE Resp Dsply Init Input, JustWorks, Numric Comparison },

bi

#endif

Figure 3.68: “1RIER[E 10 BESIBRET KEY F=4ET7574"

XE BIRMRET KRR T LLEZE {core5.0) (Vol3/Part H/2.3.5.1 Selecting Key Generation Method), X#AE
EBHFNE.

RIBLLENAE, FAENIE LE security model level3 BT /LM WAEEE A :
A IKEERESREF T 00B FHIALECE

blc_smp_enableOobAuthentication(1);
blc_smp_peripheral_init(); //SMp SEECEMNMNIEIZ API ZHI

XEBREAHRE 00B &4 TK &, SDK ENAERM T KA GAP event LAHF, 1BEE "GAP event"E T,
RELAFHPISE O0B TK BRI API TN :

voild blc_smp_setTK_by 00B (u8 *oobData);

S oobData RNHERIGEM 16 i TK BEHNKIETH

B. ISR E&EHRECI T Passkey Entry (PK_Resp_Dsply_Init_Input) BI¥IIELECE :
blc_smp_enableAuthMITM(1);

blc_smp_setIoCapability(IO_CAPABILITY_DISPLAY_ONLY);
blc_smp_peripheral_init();//SMP SEECENDITEIZ API ZHI

C. IREZEREHEMT Passkey Entry (PK_Init_Dsply_Resp_Input Z¢#& PK_BOTH_INPUT) BI¥IAILERE:

blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(I0_CAPABLITY_KEYBOARD_ONLY);
blc_smp_peripheral_init();//SmP SEECENIIRIEIZ API ZHI

XEBRIKREBFREN TK &, SDK TN ARBRME THXA GAP event L8P, IBE%E GAP event"ETI, &
HLA PG E Passkey Entry BY TK {8 API 1T :
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vold blc_smp_setTK_by PasskeyEntry (u32 pinCodelnput);

2% pinCodelnput RRIZEM pincode (B, SEEITE"0-999999", TE Passkey Entry F=U T, master /R TK,
slave BEHIN TK BIER FER.

RELREFER AT Key FEAREBE T EITEZNHRIRIGE ZIFTAEDN SMP Z2FRH, MR master R
BREER LE security model levell, IBARE slave BASBH SMP ITHAERY, EA master A #FEEXI N

3
w
o

(4) LE security model level4

Zeg5 4 RRIEERE 2T Authenticated LE Secure Connections, W& E AW ER, TH Numeric
Comparison. Passkey Entry. Out of Band &,

RIBUAEANE, BAITHE LE security model level4d BT /LFHVIAERE AR
A IKEERLTEEZELCM T Numeric Comparison FI¥IIAILECE :
blc_smp_setParingMethods(LE_Secure_Connection);

blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(I0_CAPABLITY_DISPLAY_YESNO);

XER I REIRAF ERBELLRIE, SDK ENARERME THEXE GAP event 6P, 155 % "GAP event'&
T RIELAFIKREHEILRER YES'S"NOERY API 40T

vold blc_smp_setNumericComparisonResult(bool YES_or_NO);

S YES_or_NO: EHERKREN AR T, ATFLARFPHIALKRIEERHNHERE —H. YEFHIAETH
6 (UEEMXTIHE—EEY, AR 1. “YES”, A—3% 0: “"NO"

B. IR F AT RLEEEI T Passkey Entry FUFNIGKECE :

XE AP ¥R S H LE security model level3 BEEES T B. C (R4 ECXS Passkey Entry) EA—I, M
— AR EEEBRRARIN S IRERXY AN R EE

blc_smp_setParingMethods(LE_Secure_Connection);
..... //B%E LE security model level3 EEE AT B. C

C. IRBERLTEEZEX T Out of Band FIFIIRLERE :
ZER5 BRI SDK FHAREM, FRAUXBEMABMERNTE.
(5) TEBNABILNEFING SMP SERECERXM API:

A. SDK 1Rt R B EEH BYSEINEER API:

vold blc_smp_setBondingMode(bonding_mode_t mode);

2B bonding_mode_t BEAEXNBINT:
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typedef enum {
Non_Bondable_Mode
Bondable_Mode

}bonding_mode_t;

1 ]
= ©
- -

ALEL 2R 53E model levell BVIRE, HNERFRESEINAE, SDK BEIAFRT, FRA—RIERTRFRASE
E/IFEARZ APl

B. SDK 1R B EFERE Key Press THEERY API:

vold blc_smp_enableKeypress (int keyPress_en);

R~ Passkey Entry HABIR B2 KeyboardOnly I EIRME—LEMKNENRNKRESES, FHNEH SDK FZHF
ZINEE, FTUSEHMITULE R 0o

C. EREEEANTEERA Debug HENNZZERLRT

vold blc_smp_setEcdhDebugMode(ecdh_keys_mode_t mode);

K2R ecdh_keys_mode_t BIAENX AT :

typedef enum {
non_debug_mode = 0,//ECDH distribute private/public key pairs
debug_mode = 1,//ECDH use debug mode private/public key pairs
} ecdh_keys_mode_t;

Z AP RERSEZRIEMBERTER, TR EREMNER TERTHENZE L, IUERERRGR, X
IHARFEMRABARF T, BRILAES sniffer TEIMEY BLE =8, #Mm#THIESEIR, Fril BLE
spec HIMELH T —HATF Debug FIMEENMZEFAT/QAX, RBEHFBXMELR, BLE sniffer TEFAIUAEER
A AR Z BERS o

D. BIINT APIIRE SM BEHIE. BREHE MITM flag. BEXZHF 00B. BEZHF Keypress notification, A
RZ3E910 geH1 CEBTELAHE R BMMEE AP, ATHPIRESE, SOK HIRETH—EE API):

vold blc_smp_setSecurityParameters (bonding_mode_t mode,int MITM_en,int OOB_en, int keyPress_en,
io_capability_t ioCapablility);

AEBENMATETEHAEX, XEMFBEET,

3.3.4.3 SMP R2i5RitE

SMP Z23EXR (Security Request) 3% slave AJLAKkIX, FRLUXERS 23 slave & &Ko

A VELEEXRIZM R 1 B— M aEMNR2IERE (Security Request) , ZBHEMZRE slave AJ L EEhfE%k
FCITRAERIFF 8. SDK IR TIT AP BFRIBHALE slove BB EEZGEHERIERFILENER pending_ms
Zf/EHEMA master &IX Security Request, TFEERAIX Security Request MUK ARENECIT At LA
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blc_smp_configSecurityRequestSending( secReq_cfg newConn_cfg, secReq_cfg reConn_cfg, ulé6
< pending_ms);

MZEKA secReq_cfq EEENXNANT:

typedef enum {
SecReq_NOT_SEND = 0,
SecReq_IMM_SEND = BIT(0),
SecReq_PEND_SEND = BIT(1),
}secReq_cfg;

FNBSHHEXNNBUNT:
« SecReq _NOT_SEND: HEEFREIIfG, slave F&EEIKIX Security Request;
* SecReq_IMM_SEND: &E#&E#Z1iIf5, slave RILBIKIX Security Request;

+ SecReq_PEND_SEND: ZEHIZFEII/G, slave FFF pending_ms (R =) EERERELKIX Security
Request

(1) BRER, slave 7 pending_ms Z2FETFUE] master BY Pairing_request Bt R B KX Security
Request;

(2) 7EELEMER, pending_ms ZEF Z BTUIR master BA %1% LL_ENC_REQ MZHREIEFERE, NABLKIX

Security Requesto

newConn_cfg: BFHEEHMILZSH, reConn cfg BFEEREEMNIESE, XEB SDK EhRENNIRHEERS
AEFIERNEN: EBELNIEE, TREBEZNE (BIEZ%E) , master BN ER—EEEF
LL_ENC_REQ RINZ5EEE, LLEIUNR slave 5‘2‘ T Security Request SiaEfA master oI EEES, FRLA
SDK &t T reConn_cfg BBE, BFF AIURBELGEERE,

AE:
- UHIREREEEEEZRIAR. BiEVIALRBHEER,

K%K blc_smp_configSecurityRequestSending BIMIANS AT o fES:

Table 3.13: bic_smp_configSecurityRequestSending FUiGIANS A S

Parameter SecReq_NOT_SEND SecReq_IMM_SEND SecReq_PEND_SEND

SecReq_NOT F—REEZEHERLNETRAL F—REEFXL SecReq, F—REEAFRK SecReq, [EiE

_SEND SecReq (B EIZEIEI& SecReq (B  pending_ms ZFfE& SecReq
pending_ms F&3%) # pending_ms %) (* RETESE0RAE)

SecReq_IMM_ S—/RiEHZIBI& SecReq, HF—REEHELEHIL F—REZIBE% SecReq, [E

SEND [EER% SecReq (B Bl% SecReq (B% % pending_ms ZEME4.
pending_ms F&&) pending_ms F&3%) SecReq (* WETEISENER)
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Parameter SecReq_NOT_SEND SecReq_IMM_SEND SecReq_PEND_SEND

SecReq_ F—IREH pending_ms £  F—REE pending_ms B EZHECIEER
PEND_SEND #f5% SecReq (* WaEIE =#/G% SecReq (*I  pending_ms ZF/F5% SecReq
SR, BEERL BIESENAA), Bz (* WATESEIREA)
SecReq Bl% SecReq

HAREARRAM— T FMGE, HBESEM, FTHEKNA:
(1) newConn_cfg: SecReq_NOT_SEND

reConn_cfg: SecReq_NOT_SEND

pending_ms: ItLEHZSEHAREIER,

newConn_cfg: SecReq NOT_SEND FRRFIEE slave FRFEBNAJL Security Request, RBETEN A &t
TERES IR 33 5 BT IER. WRM B RLEEEIIER, WAHITINEBEX . INTE, 7 master KIXECXIF
K€ SM_Pairing_Req BY, slave MLz, BEA=EnAA master KIEEXTIER,

EEmE— T T ] Tt MY ||LLID WESN SN MD  PDU-Length o (dBmy) ||~
xBE4714ES S-5M OK Empty PDU|| 1 1 0«0 [i] 0x00000D||_-54 || oK
Data Header I L2CAP Header I SM_Pairing_Req |i RSS
€83 Address | Direction || ACK Status || DataT¥Pe ||/ 1) ypoy sy mp  EPDU-Length ||L2CAP-Length Chanld ||Opcode 10Cap OCBDataFlag AuthReq ySize InitKeyDist RespleyDist| ' (dBm
KBE4T14ES O L2CRE-S || 2 1 1 0 11 ||ox0007 0x0006 ||0x01 _ 0x04  0x00 0x05 0x10 0x07 0x07 | _oxoooo0e || -78
Data Header RSS!
tess Address || Direction || ACK Stat Data Ty CRC FCS
irection us YP® |ILID WESN SN MD EDU-Length (dBm)
xB24714ES OK Empty PDU|| 1 [ [i] 0x00001C||_-54 || oK
Data Header RSSI
fess Address (| Direction || ACK Status || DataType ||/ ooy~ or 1 Eoy-rengon CRC Bm) || €S
xEE4714ES OK Empty PDU|[ 1 00«0 [ 0x00000C || 78 || OK
Data Header |l L2CAP Header [ SM_Pairing_Rsp |l RSS
ess Address | Direction || ACK Status || Data TYPe ||/ /7 jrsy sy mp  PDU-Lengen ||E2caP-Length Chanld ||Opcode IOCap OCBDataFlag RuthReg ySize InitKeyDist RespKeyDist | CRe (dBm
IxB84714ES OK L2caP-5 || 2 1 0 0 11 |[ox0007 0x0006 ||0x02  0x03  0x00 0x01 0x10 0x03 0x03 || _oxoo0012 || -54

Figure 3.69: “#l& £/~ Pairing Peer Trigger”

reConn_cfg: SecReq_NOT_SEND RNIZFHELEERT, [EIEET slave I§E R EKIX Security Requesto
(2) newConn_cfg: SecReq_IMM_SEND

reConn_cfg: SecReq_NOT_SEND
pending_ms: kBT ZBEREIER.

newConn_cfg: SecReq IMM_SEND RIRHI&®E slave —REZEF S F5NA master & Security Request, LA
it & master FHIAECI A2, YN TE, slave EBHAIX SM_Security_Req & master RIXEEIHERK:

592 ||=8321694 ] 0x039 0x4CD612E9 M35 0K Control ||_3 00 0 ) | SRRSO [OOSR | 0x000021 | -S54 || OK
s

ime (us! Data Header LZCAP Header
AT Direction || ACK Status | DataType o7 17 yrayw sy Mp  PDU-Length | L2CAP-Length Chantd [|opc
593 5-> ok | zacar-s| z 1 0 o & 0x0002 0%0006
= D
Time (us) Data Header L2CAP Header SM_Pairing_Req
[T +39699 &) Direction | ACK Status || Data Type LLID NESN SN MD PDU-Length ||L2CAP-Length ChanlId ||Opcode IOCap OOBDataFlag AuthReq = InitKeyDis
594 |=e361694 || ox12 || Ox4CDEIZES || M-S oKk ||zacar-s|| z 11 o 11 0x0007 0x0006 |[0x01__ 0x04 _ 0x00 020D 0x10 0x0E

[, || Tme 655Y | g || ReEese Aaresel orection [[ack status [[oata rype || Petabeader | I S| coc |25 o]

Figure 3.70: “#l8 &/ Pairing Conn Trigger”

reConn_cfg: SecReq_NOT_SEND FRREIZEIEHE slave F=A&IX Security Request,

ItEoh SDK IR M T — M RIR&IX Security Request B89 API, BTN EZE, NAEHUMERERZ API
&% Security Request f:
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int blc_smp_sendSecurityRequest (void);

XBEEEFTEMNZ, BPINRMEA blc_smp_configSecurityRequestSending B L LB MIEREIIE, MAE
BfEAER blc_smp_sendSecurityRequest R,

3.3.4.4 SMP 4EE2i5A

XEBITIEH SMP 48 EEEE X slave 1I8F KM, AP RILIEZE SDK demo “b85m_ble_remote " #JiRH1i&
& direct advertising B9,

Slave % A] LU EIRS7ZGE 4 I master WECIHE R, X 4 MEFETLULIEMT,. TERZEOAFIRE Hai1F6E
HNRZIREH, FBT 4, MRAFRTKENIE, FAEDLA 4.

#define SMP_BONDING_DEVICE_MAX_NUM 4
ble_sts_t blc_smp_param_setBondingDeviceMaxNumber( int device_num);

WRIKE T blc_smp_param_setBondingDeviceMaxNumber (4), E2xf 4 ™M&&GE, —BEXE 5 1, a8
R ERENID (5B 11) RENENEEMER, AREFHESE 5 MEENEEER.

MRIGE T blc_smp_param_setBondingDeviceMaxNumber (2), B&xt 2 M&&EE, —BEXE 3 1, e
BB REBHIDN B 11D KENEXEEHR, AEEHES 3 MEENRENER.

T@E API AFIRENY AT slave 7F flash E/FERVECXTRINEY master & E,

u8 blc_smp_param_getCurrentBondingDeviceNumber(void);

RiREEN 3, AR flash EERITFAET 3 MEEXMIIBNIRE, X 3 MLK&EHALUEIEMD.
(1) SREESFMEIRT

#1 BondingDeviceNumber #XB—MEZ 0 index, IN5R 2 A BondingDeviceNumber A 1, BBARE 1 1
bonding 1&%&, EM index /9 0; R BondingDeviceNumber 7 2, FMEERY index 25179 0 # 1,

SDK £t 7 /M index BHINF AN 1. RIBEEFROEEZNEAINE; 2. RIBEFEXAEILZEAIRF,
ATLUET T APIIRE index BFTATN:

void bls_smp_setIndexUpdateMethod(index_updateMethod_t method);

MEE2ERY index_updateMethod_t BRENXNBUNT:

typedef enum {
Index_Update_by_Pairing_Order

0, //default value
Index_Update_by_Connect_Order = 1,
} index_updateMethod_t;

TEZHINEBFEM index BEFA:
A IRIBISRRIEZNEAINFE (ndex_Update_by_Connect_Order)
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Y05 BondingDeviceNumber 7 2, B M&ER index 23579 0 1 1o Index IiF R USRI —RIEZE N HE
B, HABRIE—1EX & BRI slave FtH] masterA ECxtRTH, B masterB EExtALIh, LEAY slave BY
flash 7Zfi&_£ masterA 3 index O, masterB A index1, EJ masterB B&iILAVIKE. EEIL slave Fl masterA
BIE—RELN, XEHE masterA I AERIAN—1N%E, LB index 0 iI&&E L masterB, index! IZHLEH
masterAo

IR BondingDeviceNumber 3 3, =/MN&EH index 9304 0. 1. 2, 0 BREEEN, 2 SRIMEEN,

N5 BondingDeviceNumber A 4, F9M&&ERY index 22505 0. 1. 2. 3, ItE 3 BEIMEENILEE. RIEL
EHHEIR, & slave ELACH masterA. B. C. D, LB masterD & index3 i&%, & slave fl masterB [EiE
—®, M master B B AERHIEY index3 1&&F,

HTF index R UARITEZNEININFEN. FAUBEFZIRFAMET 4 WWIBER: BELEN masterA. B, C.
D, BECH master E, Ml slave 2MIFRERER masterA; {BINRTEAXS masterA. B. C. D5, 5t#l masterA
BliE—X, LEATIAFEZ A B. C. D. A, BEX masterE BIiE slave TAEMIBR masterB IEEITHE B

B. {RIEIR FEIXBYE) L /E NI (Index_Update_by_Pairing_Order)

312 BondingDeviceNumber A 2, P MNMEEB index 23079 0 f 1. Index lF BB BT EISC/EAAE: R
1% slave 5t#l masterA BCXIERTh, BAH] masterB ECXIALTN, LEBY slave BY flash 7 £ masterA 79 index O,
masterB A index1, 3EH1L slave fl masterA EE—RATN, LB index 0 I&F KA masterA, index1 &
%7 masterBo

Y15 BondingDeviceNumber J 4, FAM&&EHY index 2309 0. 1. 2. 3, 0 BERERXMWILE, 3 BN
WG, IRIELERHEIA, & slave ELEECHT masterA. B. C. D, IEES masterD 2 index3 &%, HHiE|FE
slave # master A. B. C. DT‘|‘AJ||JﬁkF"|§| %, index O, 1. 2. 3 KD FIFE masterA. B. C. Do

EEFEIGEEINEIE 4 WIER: BEELEEY masterA. B. C. D, BEX master E, M slave £RIffcHzEN
masterA; WRTEEZX masterA. B. C. D&, #tHl masterA BiE—%, EIRFKIB A. B. C. D, Bioxt
masterE BYIE slave =MIbF masterA BIECAHE Bo

(2) BEEEENRAEX API IHEA
Master IR & 4E S BTEMETE flash £, HEXH:

typedef struct {

u8 flag;

u8 peer_addr_type; //address used in link layer connection

us peer_addr[6];

us8 peer_key_size;

us8 peer_id_adrType; //peer identity address information in key distribution, used to
~ 1identify

us peer_id_addr[6];

us own_ltk[16]; //own_ltk[16]

us8 peer_irk[16];

u8 peer_csrk[16];

}smp_param_save_t;

HES B 64byteo

- peer_addr_type # peer_addr i& link layer _& master BUZEFE#IE, &% direct adv BY{ERX ML,
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« peer_id_adrType/peer_id_addr #] peer_irk & master £ key distribution B EEE#RAY identity address
*l] irko

B Y peer_addr_type # peer_addr Z A i#ITAIFAT 3L (resolvable private addr, f&#K RPA), BRF%E
@ﬁﬁi’@iﬂ:l_llﬁﬂj, FHREBHEXIEEARINE resolving list 1, LUE slave AILUEEMTH (B%F feature_test 1
TEST_WHITELIST BYF%) o

HBH user FHE*E,
@ API £ index M flash EIREISERIEE,

u32 bls_smp_param_loadByIndex(u8 index, smp_param_save_t* smp_param_load);

REERN 0 RRREMER KK, IF 0 BEMZE R X Flash E#tilit, LkANZET bonding %&H 3 BY, FRENR
IERYERMERIRERIEXER

bls_smp_param_loadByIndex(2, *:*)

TEZEOMER master B9IAE (link layer ERYEEMINE) M flash E3REX bonding BYIKERIE R,
u32 bls_smp_param_loadByAddr(u8 addr_type, u8* addr, smp_param_save_t* smp_param_load);
REEA 0 RNREVEEELM, IE 0 MENIZEEXE Flash ik,

TmE API BF slave I&& B4 FLASH EEEMFIBRENHPERES

void bls_smp_eraseAllParingInformation(void);

/EE%E’JIE: ﬁﬁ)t'lﬂﬁﬁlﬁ AP| ﬁﬁfﬁgb‘%'f%]«i%ka:q'z %lu\o
TE API AJLLAT slave I&EEEBELES B1ZHE7E FLASH FRIE:

voild bls_smp_configParingSecurityInfoStorageAddr(int addr);

HihS % addr AILAIRIEL R EE R, AFPEERIAISE XA SDK FLASH RIS B ET, REHE
EEMER FLASH & EXE,
3.3.4.5 master SMP

master B9 SMP IWEE B eI ZIFHE AR A FTHmEKSRE LE security model level2 (fBECHT Just Works
7A30) . AP AIIEE b85m_master kma dongle”, REEIEEL b85m_master kma dongle/app_config.h”X
HTHR:

#define BLE_HOST_SMP_ENABLE 0

ZIREEE N 1, WERIRER SMP: BEE master ZIFHNRELTEKSH LE security model level2, ZHRHESHR
FC3t Just Works AR; BIZARECEN 0, NFRTBBIFTENBE XX EIEINEE,
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(1) master {E8E SMP (I8 &% BLE_HOST_SMP_ENABLE J3 1)
FRZZE2RFNEERANNEFAIT API BFHHBE SMP S2HELE, B1FHEXIT FLASH BI¥B1LED
B

int blc_smp_central_init (void);

MNRERUNEERIEAR T Z API, T SDK KfERBINSHEERE SMP:
- RMAZHNEEREER: Unauthenticated_Paring_with_Encryption;
« FVABEIRIL: Bondable_Mode (EMEEEXIINZESD A KEY E FLASH) ;
- 2RI\ 10 BEFI:2 10_CAPABILITY_NO_INPUT_NO_OUTPUT,
EEMHEE X #F LE security model level2 B, REERAFBEBEN T =" API:

vold blm_smp_configParingSecurityInfoStorageAddr (int addr);
vold blm_smp_registerSmpFinishCb (smp_finish_callback_t cb);
vold blm_host_smp_setSecurityTrigger(u8 trigger);

TEARMTEX=1 API:
A. void bim_smp_configParingSecuritylnfoStorageAddr (int addr);

% API BILUETF master IS RELESES SIFEMETE FLASH RIVIE, HASHE addr AILURIBLIFREEER,.
B. void bim_smp_registerSmpFinishCb (smp_finish_callback_t cb);

ZENERSEER N =M REBER D K TRfEMtA, B A LUENRREMLERERECH el E .
C. void bim_host_smp_setSecurityTrigger(u8 trigger);

% APl TE2ATEE master EREMAEME. EIEREMNMNZER, BEASHETLUERFENT:

#define SLAVE_TRIGGER_SMP_FIRST_ PAIRING 0
#define MASTER_TRIGGER_SMP_FIRST_PAIRING BIT(0)
#define SLAVE_TRIGGER_SMP_AUTO_CONNECT 0
#define MASTER_TRIGGER_SMP_AUTO_CONNECT BIT(1)

BRRFE: 1. F—REXE, 2 master EE master EEHRFEEIIBFRITZBEUWE] slave KiXH Security
Request [GBFIRACHT; 2. BLEMEIZEENER, & master EEHAIX LL_ENC_REQ NIZ#E IR E FUR
%l slave &RIXHY Security Request EBFIAMNZ#EE. —MFINTSECE Master F—REEX Eoh & EE I TIEK,
[EIERYERNA LL_ENC_REQ,

REANBRREAESZEWT, BFREUSZE b85m_master kma dongle”:

blm_smp_configParingSecurityInfoStorageAddr(0x78000);

blm_smp_registerSmpFinishCb(app_host_smp_finish);

blc_smp_central_init();

//SMP trigger by master

blm_host_smp_setSecurityTrigger (MASTER_TRIGGER_SMP_FIRST_PAIRING |
< MASTER_TRIGGER_SMP_AUTO_CONNECT);
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EFLUFILA master InHISES EHEXH API, 2t master SMP ThNEBFEREN, BRAEEERTHE

int tbl_bond_slave_search(u8 adr_type, u8 * addr);
int tbl_bond_slave_delete_by_adr(u8 adr_type, u8 *addr);
void tbl_bond_slave_unpair_proc(u8 adr_type, u8 *addr);

(2) IENBENXEMERE (I8E7% BLE_HOST_SMP_ENABLE /9 0)

MRAFRFRERABEXNVEEXEE, FBHKEX APIINT:

blc_smp_setSecurityLevel(No_Security);//Z2F Smp IfgE
user_master_host_pairing_flash_init();//BENXH I

A. Flash fZf 75181t
ERINBERRY flash $IEX sector 3 Ox78000 ~ Ox78FFF, 7E app_config.h Ha]LUEEK:

#define FLASH_ADR_PAIRING  0x78000

3% flash 0x78000 FFI4E 8 1> bytes X9 A—> area, K 8 bytes area, &1 area BJ LITEE— Slave HY
mac address, HEAE— byte BIFEL, FHITA byte Jut3ER, f5HE 6 79 6 bytes BY mac addresso

typedef struct {
u8 bond_mark;
u8 adr_type;
u8 address[6];
} macAddr_t;

flash FFET 2P E B KRS 8 bytes area 97X, F—TEB slave mac FFfETE 0x78000~0x78007,
¥ 0x78000 HYSE — byte FREE /9 Ox5A, RASHEIMUER, HEME Z B Y mac address BY
7 7E 0x78008~0x7800f, ¥ 0x78008 #T L#RiZ Ox5A; L IFfE S =B mac address BY 1F i 7E
0x78010~0x78017, 4% 0x78010 #T_E#RI2 Ox5A,

NREFE slave IRFHEECKT, dongle InBEIRIE X MEEH mac address, REER Z FHifFf#E1Z mac address
B 8 bytes area HIHREAIE /9 0x00 BIA]; iRiE EE =1 device FHIE—1 device, & 0x78000 B A
0x00 Bl7A],

KA LmEXM sbytes IMIESEZNRER, BFEBEITIEPRREEREA flash_erase_sector XM KEIZ flash,
RDZIRIEIR— sector 4K B9 flash FEBITE 20~200ms Z 8], XMEIEIRS(EC BLE BRI FHIEIR.

BFEREM slave mac MECIHFAEFIBREC X IRBRER Ox5A 1 Ox00 FRENIRERT, H 8 bytes area HKHZ,
AJRER B sector 4K flash S HE, FLLEMBAIEHEN T 4531402 M 0x78000 FFIAIEEN 8 bytes
area 158, BAIEMAEM mac address 1% ram B slave mac table, XiFFEHICE 8 bytes area BEH A,

WMRAZIE, MIBIEED sector, AR ram LR slave mac table EFEE] 0x78000 FIGHI 8 bytes

areao

B. Slave mac table
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#define USER_PAIR_SLAVE_MAX_NUM 4 /J/telink demo use max 4, you can change this value
typedef struct {
u8 bond_mark;
u8 adr_type;
u8 address[6];
} macAddr_t;
typedef struct {
u32 bond_flash_idx[USER_PAIR_SLAVE_MAX_NUM]; //mark paired slave mac address in flash
macAddr_t bond_device[USER_PAIR_SLAVE_MAX_NUM]; //macAddr_t alreay defined in ble stack
u8 curNum;
} user_salveMac_t;
user_salveMac_t user_tbl_slaveMac;

A EEZ57E ram HfER slave mac table EIFFRERIECI TR, % USER_PAIR_SLAVE_MAX_NUM Bl &]
EXBHERBENRZAF/LRERX, Telink FRIAF 4, 184 4 MKEBEXS, user AI LUBEXME,

Ri& user BRZ 4P 3 MEE, ¥ USER_PAIR_SLAVE_MAX_NUM XA 3 &, user_tbl_slaveMac #1 curNum
RRYA flash FIBRTJLNEMM slave 1&%, bond_flash_idx $ERIZREMMAULTE flash ERY 8 bytes area
Eiat AR F 0x78000 MRIEE (HARECH X MEHES, ATLUEE X MRtZE1kE] 8 bytes area RIFREAL,
BHEEH 0x00), bond_device #4Hi2% mac address.

C. #8% API i%FH
HTF Fm flash 26#1&31F0 ram A slave mac table B9i&it, DBIBELLTIL AP BTLLAA.

a) user_master_host_pairing_flash_init

void user_master_host_pairing_flash_init(void);

AR BEXEMNER flash #1IaLEER, BRBEXAANFERARIZGLE,

b) user_tbl_slave_mac_add

int user_tbl_slave_mac_add(u8 adr_type, u8 *adr);

ARII— slave mac, return 1 RRERIN, 0 "RNEM. HEMINKEEX EBY, TEREBLLERE. RESTHM
ZFi flash M slave mac table FIKFREELIEARAE. HEEERAE, THFLHHRIME slave mac table,
F1E flash B9— 8 bytes area L1Ff#. BHEAIRAE, FTRIVENREOR: BFRAFRMNEEEHIEZE
EREN, Telink demo NHEREZEEEREN, BT telink RAEXNMIN 1, BERENHMEIE ST
FoXti& &, HofEF user_tbl_slave_mac_delete_by_index(0) Mlie Lg%, BIE slave mac table EEMMNFR
. User ATLURYE B CHISREE M8 BOX N ERELAYSEHL,

c) user_tbl_slave_mac_search

int user_tbl_slave_mac_search(u8 adr_type, u8 * adr)

IRIE adv report MG EMNHERZIZE B E BT slave mac table A1, BNHIBTYAI AT BEMNIEEEEZH
B4# master fgxf £, BREBAR I EINISE I UEZEE,
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d) user_tbl_slave_mac_delete_by_adr

int user_tbl_slave_mac_delete_by_adr(u8 adr_type, u8 *adr)

BT FEE A PR — B BYIR &

e) user_tbl_slave_mac_delete_by_index

vold user_tbl_slave_mac_delete_by_index(int index)

BITIERE index MIBREZITI&E. Index ERMHIIBIGEIXHINF. IMNRZFAKEIMDNEN 1, BLEHOBMEE
index JKIZAN 0; WIRIMRBHEAREXT NN 2, F— 1B LAIKE index I 0, FZNELBVIKE index A 1;
RS,

f) user_tbl_slave_mac_delete_all

vold user_tbl_slave_mac_delete_all(void)

IBRFR B ECRdig o

g) user_tbl_salve_mac_unpair_proc

vold user_tbl_salve_mac_unpair_proc(void)

RIERENHS, SERBORRAERMIEE, BRARARN NN 1 WEMESE, User TLUSHIZE
R,

D. HEZMEIXT
master U&Z Controller EIREIIEEEY, BLUTHMIERSH Slave #HITERE:

AR RER user_tbl_slave_mac_search RIEHEIKEEE BELIR master Boxf i3 H B ERMEE N, MNRE
Ly, AL BohiEE.

master_auto_connect = user_tbl_slave_mac_search(pa->adr_type, pa->mac);
if(master_auto_connect) { create connection }

ELEI KB TTE slave mac table BE, AIEBEMER, RERTHEFIEMNFMH. SDK FEUARE
TR FEIERMN AR, EHRI FRKSEEEBEILAIRIRE T, —& master dongle FECXHEHRILT; Z2 =m0
[TREEIER Telink EXMVECX B EEE, 5!

//manual paring methods 1: button triggers

user_manual_paring = dongle_pairing_enable && (rssi > -56); //button trigger pairing(rssi
< threshold, short distance)

//manual paring methods 2: special paring adv data

if(!user_manual_paring){ //special adv pair data can also trigger pairing
user_manual_paring =

< (memcmp(pa->data,telink_adv_trigger_paring,sizeof(telink_adv_trigger_paring)) == 0)
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&& (rssi > -56);
}

if(user_manual_paring) { create connection }

= Fohio At & RV &R, EEERINENLR, Bl HCI LE CONECTION ESTABLISHED EVENT _EiRAT, 35
LEEERINE slave mac table #:

//manual paring, device match, add this device to slave mac table

if(blm_manPair.manual_pair && blm_manPair.mac_type == pCon->peer_adr_type &&
'memcmp(blm_manPair.mac,pCon->mac, 6))
{
blm_manPair.manual_pair = 0;
user_tbl_slave_mac_add(pCon->peer_adr_type, pCon->mac);
}
E. fgfoxt

_attribute_ram_code_voild host_pair_unpair_proc (void)
{
//terminate and unpair proc
static int master_disconnect_flag;
if(dongle_unpair_enable){
if(!master_disconnect_flag && blc_11_getCurrentState() == BLS_LINK_STATE_CONN){
if( blm_11_disconnect(cur_conn_device.conn_handle, HCI_ERR_REMOTE_USER_TERM_CONN) ==
BLE_SUCCESS){
master_disconnect_flag = 1;
dongle_unpair_enable = 0;

#if (BLE_HOST_SMP_ENABLE)
tb1_bond_slave_unpair_proc(cur_conn_device.mac_adrType,
< cur_conn_device.mac_addr);
#else
user_tb1l_salve_mac_unpair_proc();
#endif

}
if(master_disconnect_flag && blc_11_getCurrentState() != BLS_LINK_STATE_CONN){
master_disconnect_flag = 0;

2 £ FE code, A0 X & 4 & 8BS, Master £ 8 B bim_ll_disconnect ¥ FiEE, A E1E B
user_tbl_salve_mac_unpair_proc K %% 4 12 fi# At %t, Demo code BHiEMiEFR A ME X i&E, BF I
HERAREXNMERE 1, FIUBHERET —0 R user IRE T LHRRE MBI ZMEE, WERIZEAR

user_tbl_slave_mac_delete_by_adr Bf user_tbl_slave_mac_delete_by_index EMIFREMEE-
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FRECIT R MHBI4E R, Demo code LA T HMIEN, —= master dongle EFFEAHIZEMIRT, Z2E1E HID
keyboard report service FURZIRRECITEEE OxXFFo

User BRI LURIR B SRR E XS CUREC I BURR A 5 o

3.3.4.6 SMP XIKEE

L SMP RGBS, BT LUEE EIE R U HI RS R ERS M. BRI AANT:
a. I gap BHIRMIERER, FTHEM mask, HHH GAP_EVT_SMP_PAIRING_FAIL , 07TF:

blc_gap_registerHostEventHandler( app_host_event_callback );
blc_gap_setEventMask( GAP_EVT_MASK_SMP_PARING_FAIL );

b. BRI EN % mask TITRZAIRLIE

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_PAIRING_FAIL:
{
gap_smp_paringFailEvt_t* p = (gap_smp_paringFaillEvt_t*)para;
//TEERVIRE
}
break;
default:
break;
}
return 0;
}
3.3.5 GAP

3.3.5.1 GAP #1541k

GAP I8tk D EMAE, slave ERIUIT APl #1581k GAP:

vold blc_gap_peripheral_init(void);

Master SEAUNT API #1881k GAP:
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vold blc_gap_central_init(void);

HEIXENEE, WARS Host AR B F@EiE GAP Rifinishl, MiNARTE ATT. SMP F L2CAP #Bigfit
THEXEQD, JUNNEREERE, Bl SDK B GAP BEXERIE host B LMIEMH, GAP FIBLEIERTM
host BEEMAMERENO.

3.3.5.2 GAP Event

GAP event I ATT. GATT. SMP. GAP % host IMYBRESEF=ENEMH. MEISCERNIATLUE, B
SDK BHHEEFE D NMAZE: Controller event 1 GAP(host) event, EH controller event X439 HCI event 1
Telink defined event,

Telink BLE SDK FR¥HTiZ T GAP event &8, FEZIMUREHFSEEMEM, hiROERFERESEHEM
B8, 13312 SMP HBXMAIE, 40 Passkey BN, FCXMERBHAF %,

IR user FETE App BIEI GAP event, BEFEEM GAP event B callback K%, HRFERKIL event
89 mask T

GAP event Y callback EREEEFFMEOD

typedef int (*gap_event_handler_t) (u32 h, u8 *para, int n);
vold blc_gap_registerHostEventHandler (gap_event_handler_t handler);

callback EHERREIAAY u32 h & GAP event 1518, KEMURZAHSRAEI,
TEYEL AP ARNEY:

#define GAP_EVT_SMP_PAIRING_BEAGIN 0
#define GAP_EVT_SMP_PAIRING_SUCCESS 1
#define GAP_EVT_SMP_PAIRING_FAIL 2
#define GAP_EVT_SMP_CONN_ENCRYPTION_DONE 3
#define GAP_EVT_SMP_SECURITY PROCESS_DONE 4
#define GAP_EVT_SMP_TK_DISPALY 8
#define GAP_EVT_SMP_TK_REQUEST_PASSKEY 9

#define GAP_EVT_SMP_TK_REQUEST_00B 10
#define GAP_EVT_SMP_TK_NUMERIC_COMPARE 11
#define GAP_EVT_ATT_EXCHANGE_MTU 16
#define GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM 17

callback EKEIREL A para # n R event WEIENIEUERKE, T>CIFHAMALLEYILHAEY GAP event, User
A]&% b85m_feature_test/feature_smp_security/app.c P TFAELM app_host_event_callback EIEHIR
REI,

blc_gap_registerHostEventHandler( app_host_event_callback );

GAP event EE@ET TEA AP EFTH masks
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vold blc_gap_setEventMask(u32 evtMask);

eventMask BYEXWITN_EELA H—LE, EHAE event mask B3P B LATE ble/gap/gap_event.h REE,

#define GAP_EVT MASK_SMP_PAIRING BEAGIN (1<<GAP_EVT_SMP_PAIRING_BEAGIN)
#define GAP_EVT_MASK_SMP_PAIRING_SUCCESS (1<<GAP_EVT_SMP_PAIRING_SUCCESS)
#define GAP_EVT_MASK_SMP_PAIRING_FAIL (1<<GAP_EVT_SMP_PAIRING_FAIL)

#define GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE (1<<GAP_EVT_SMP_CONN_ENCRYPTION_DONE)
#define GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE (1<<GAP_EVT_SMP_SECURITY_PROCESS_DONE)
#define GAP_EVT MASK_SMP_TK_DISPALY (1<<GAP_EVT_SMP_TK_DISPALY)

#define GAP_EVT_MASK_SMP_TK_REQUEST_PASSKEY (1<<GAP_EVT_SMP_TK_REQUEST_PASSKEY)
#define GAP_EVT_MASK_SMP_TK_REQUEST_00B (1<<GAP_EVT_SMP_TK_REQUEST_00B)
#define GAP_EVT_MASK_SMP_TK_NUMERIC_COMPARE (1<<GAP_EVT_SMP_TK_NUMERIC_COMPARE)
#define GAP_EVT_MASK_ATT_EXCHANGE_MTU (1<<GAP_EVT_ATT_EXCHANGE_MTU)

#define GAP_EVT MASK_GATT_HANDLE_VLAUE_CONFIRM (1<<GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM)

& user RKIBITIZ APl I&E GAP event mask, ABFA Y GAP AT event FERE A= @RN AR,
R
« LIFIEIR GAP event BY, II&TEFM T GAP event [EiA, BFET XA eventMasko
(1) GAP_EVT_SMP_PAIRING_BEAGIN

BHMEEMHE: Y slave # master NIRIZEE#H N connection state, slave &iX SM_Security_Req @< /5,
master &IX SM_Pairing_Req 15K IARECHT, slave WEIXNECIIERGSHY, MAZEH, RREEXFFE.

Data Type Data Header LZCAP Header SM_Security_Req
LLID NESN 5N MD PDU-Length |L2CAP-Length Chanld jOpcode AuthReq
L2caP-5 || 2 1 0 o 6 0x0002 0x0006 lox0B o1
Deta Type Data Header L2CAP Header SM_Pairing_Req
LLID NESN SN MD FPDU-Length |[L2CAP-Length Chanld |(Opcode IOCap OOBDataFlag AuthReq MaxEncHeySize IniteyDist ReapHeyDist
L2CAR-5 || 2 1 1 o0 11 0x0007 0x0006 [[0x01  0x03  0x00 0x01 0x10 0x02 0x03

Figure 3.71: “master & Pairing_Req”

HIERKE n: 40
[ElfFEEt p: EE—FRAEHIE, WM TERE:

typedef struct {
ul6é connHandle;
u8 secure_conn;
u8 tk_method;
} gap_smp_paringBeginEvt_t;

connHandle &R HanEEW.
secure_conn A 1 RiRERAREMZ4EFE (LE Secure Connections) , BNIEEMA LE legacy pairings

tk_method RNIZFTREMNERA T AHEDN TK EARX: B4 JustWorks. PK_Init_Dsply_Resp_Input.
PK_Resp_Dsply_lInit_Input, Numric_Comparison %,
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(2) GAP_EVT_SMP_PAIRING_SUCCESS

EAFA: BENBNRIEERTRNSTEZSEMN, ZMKREIN LE BEXNMBRZERDLZME 3 (Key
Distribution, Phase 3) , IRBERFTEN KR, WFFWNHERD LZTTHEMRENKRINENS, SNEZMEA
(PR AnE S

BEKE n: 4
[EfFEEt p: EE—FREHIE, WM TERE:

typedef struct {
ulé connHandle;
u8 bonding;
u8 bonding_result;
} gap_smp_paringSuccessEvt_t;

connHandle R HFNERE AR,
bonding /7 1 ®'~/EHA bonding IhaE, TUREA,

bonding_result 7R bonding FY4ER . WNEREHEFE bonding THRE, M 0, NRFAET bonding THEE, MK
FENENE Key BEWIEHIITEMETE FLASH B, 7Z6ERTHA 1, BNA 0.

(3) GAP_EVT_SMP_PAIRING_FAIL

EHRAFM: BT slave Bl master ER— M A EIEE AR, HEBETHINREFREREASEHE
XRtELE,

HIEKE n: 2
[EfEsEt p: EE—FRAEHIE, WM TERE:

typedef struct {
ulé connHandle;
u8 reason;
} gap_smp_paringFailEvt_t;

connHandle &R HENEEAWR,

reason RN AMNER, XEFH/LNMERNEMEANERE, EMEMAMERERKITEIUEZE SDK
BHR T stack/ble/smp/smp.h X,

FCIt R ME EAE XA LLBER (Core_v5.0) (Vol 3/Part H/3.5.5 “Pairing Failed”),

#define PAIRING FAIL_REASON_CONFIRM_FAILED 0x04
#define PAIRING_FAIL_REASON_PAIRING_NOT_SUPPORTED 0x05
#define PAIRING_FAIL_REASON_DHKEY CHECK_FAIL 0x08
#define PAIRING FAIL_REASON_NUMUERIC_FAILED 0x0C
#define PAIRING FAIL_REASON_PAIRING TIEMOUT 0x80
#define PAIRING_FAIL_REASON_CONN_DISCONNECT 0x81

(4) GAP_EVT_SMP_CONN_ENCRYPTION_DONE
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EHAR M Link Layer IIZEB5EMBTY (Link Layer YRE] master &HY start encryption response) fifiko
BIBKE n: 3.
ElfF4EE p: IBRA—FRAEHIE, W TEEE:

typedef struct {

ul6 connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; @: pairing,
< encrypt with STK
} gap_smp_connEncDoneEvt_t;

connHandle R HaIZEZ AR,
re_connect A 1 RRIREHEE (BEAZEID A LTK INZHER) , HiZER 0 MR IFSHYEIMBEIE—XMN

==
P2
Ho

(5) GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE

EMpAEEM: S—REITE, 7T GAP_EVT_SMP_PAIRING_SUCCESS Bz Gt %, BOEREBLHER, 7F
GAP_EVT_SMP_CONN_ENCRYPTION_DONE E# Gtk

BHEKE n: 3
[ElfFEEt p: EE—FRAEHIE, WM TERE:

typedef struct {

ulé6 connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; 0: paring ,
< encrypt with STK
} gap_smp_securityProcessDoneEvt_t;

re_connect /3 1 RNREENE (BEAZAINEZN LTK MEREER) , HiZEN 0 WRFHFAMEZE— XM
R

[WE o)

(6) GAP_EVT_SMP_TK_DISPALY

EHMASEM: slave YiE] master KIEM Pairing_Req [&, 1RIBXIHIZ BN S MG EHEI S
B, BfTpter LUEDERE T REA R 4B TK (pincode) BA . MRBHHIRE PK_Resp_Dsply_Init_Input
(BR: slave IHER 6 i pincode 15, master iHfASTHIA 6 {i pincode 18) A3, MXIZEME,

BIEKE n: 4,

[EIE3EE p: $BE— u32 BITE tk_set, ZERNA slave EEBHNAEM 6 il pincode 13, WHEEBREEER
Z 6 {5 {E,

BRI URERKRERAERKEY 6 i pincode 5, A AFshi&E— 1N F18E8Y pincode 13, 5190123456,

case GAP_EVT_SMP_TK_DISPALY:

{
char pc[7];
#if 1 //Foh&E pincode 5
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u32 pinCode = 123456;
memset(smp_param_own.paring_tk, 0, 16);
memcpy(smp_param_own.paring_tk, &pinCode, 4);
#else//(FRIKEMVIERMB pincode 15
u32 pinCode = *(u32*)para;
#endif
}

break;

FFP¥ slave EEEFIM 6 {iI pincode FZ4INE master I&& L (F0FH) , 52 TK N, ECIHRIEFUMEH
17. WRAPHIN pincode FHIRHEREEUH, MEXRIZERKL,

X F Passkey Entry R ABISLfl, PR A LS ZE SDK £ demo “vendor/b85m_feature_test/ fea-
ture_smp_security/app.c”s

(7) GAP_EVT_SMP_TK_REQUEST_PASSKEY

EHMAZM: H slave 18 % B A Passkey Entry 5 X BY, B A PK_Init_Dsply_Resp_Input 3% &
PK_BOTH_INPUT EcXt A B, A ZEH, BRAFRERA TK . AREREIZEHEMEEED 10
NBESTHIN TK B (BBEY 30s tIRERMANECI KK , 3N TK BRI API: blc_smp_setTK_by_PasskeyEntry
£'SMP SHECE ETHIRH,

%&?EKE n. Oo
B85t p: NULL,

(8) GAP_EVT_SMP_TK_REQUEST_OOB

EHMARHE: Hslave REBBAEALRX 00B A, ML ZEMH, BHMAFEEEY 00B ARHAN 16
il TK B AREREIZEHEMEETET 10 MAENRAN 16 L TK E (B 30s IRIERBAUEXTRKD) ,
I TK {ERY API: blc_smp_setTK_by_OOB 7£'SMP 2B " ETH 1%,

BIEKE n: 0,
[Elf£#8%t p: NULL,

(9) GAP_EVT_SMP_TK_NUMERIC_COMPARE

EHMERM: slave NEI master KIXMY Pairing_Req f&, RIBXMIHIZENEX SEM A MG EX S EED
BN TR T LU ERE T RECXHERA AR TK (pincode) EA, WRBARIZE Numeric_Comparison 3,
M=I7BMfR%. (Numeric_Comparison FNBIERELLER, BTF smpd.2 ZEM%E, master M slave IGFHE
S#H B 6 i pincode B3LARYES"MI"NO"XIEE, AFARENEMIHIRE R pincode BE—H, HEE
RiEDNBIAS T S YES U TK REET @) .

BIEKE n: 4.

[ElfE35%t p: IBE—1 u32 BT = pinCode, ZIEBIA slave FEBHNAER 6 i pincode 13, NAEREE
ENiZ 6 l5E, FHRMHE YES"H"NOBIFEIANE,

XFHELLBRNBIOEG, BAIATLULEE SDK 12 M demo “vendor/ b85m_feature_test/ fea-

ture_smp_security/app.c”s

(10) GAP_EVT_ATT_EXCHANGE_MTU
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EHARME: TILR master IiAIX Exchange MTU Request, slave [B]& Exchange MTU Response, X&
slave I A& 1% Exchange MTU Request, master [B]& Exchange MTU Response, fffiER FYSL,

HHEKE n: 6o
EIfetEE p: FEE—RRFHRIE, WRINTERE:

typedef struct {
ulé6 connHandle;
ulé peer_MTU;
ulé effective_MTU;
} gap_gatt_mtuSizeExchangeEvt_t;

connHandle &R/ Ha1EEAW.
peer_MTU RAwAY RX MTU 1B,

effective_MTU = min(CleintRxMTU, ServerRxMTU), CleintRxMTU TR iHHEY RX MTU size {8, ServerRxMTU
RTRIRSE A RX MTU size B, Master #l slave 32 H T {RILAY MTU size [, BXWER/IMEERNRIZEN R
A MTU size {Ho

(11) GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM

BHM A NBEBSIEBE—X blc_gatt_pushHandleValuelndicate, [A] master &% indicate (&5, master
KEIE—1 confirm, RARXXNMEIERIFIA, slave YKEIZ confirm BYfitg,

BIEKE n: 0,
[Elf£#8% p: NULL,
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4 RINFEERE (PM)

EIh3EEE (Low Power Management) tEIIAFRANIHFEEIE (Power Management) , AAXAEFEEHN
PMo
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4.1 {KIH#EIRTN
4.1.1 {RThFEIETU

8x5x MCU IEEHITIEF AT F working mode, IBS TIEERRTE 3-7mA Zidl, MRBEXLINFEEEHNKDD
FEET

{EI#ERTL (low power mode) X#7T sleep mode, €13F 3 #: suspend mode. deepsleep mode # deepsleep
retention mode, ERAEZEEXE, A0 RAHISH AX#F suspend mode,

Table 4.1: Sleep mode %P5

Module suspend deepsleep retention deepsleep
Sram 100% keep first 16K(or 32K) keep, others lost  100% lost
digital register  99% keep 100% lost 100% lost
analog register 100% keep 99% lost 99% lost

ERH 3 # sleep mode T Sram. FEH7F2E (digital register) . #IUZF7E88 (analog register) JRESHREMN
SR,

(1) Suspend mode (sleep mode 1)

LERRFELEETT, RU—TEEIEE. MCU AEBDEHFIRIRETE, PM IRIRERIEE TR, LAY IC BIRE
60-70 UA Z[Ble 3 suspend WIREEfS, AT,

suspend mode FFTERY Sram # analog register #BEERTEIRS. SDK AT FBEEINFE, E#H A suspend 1K
FELERNBEMIDERIGE TIHBIER, XEHZIERE digital register =198, REEXRNEEEIHHIT
e vERE, 8E:

a) baseband EBEEF/DER] digital register, user TEEXFRIZ API rf_set_power_level_index i EHETF
2B, AXIEFIHEHEENA, X1 API FETEX suspend BEREHEFAR—R.

b) 1=l Dfifo JRZSHY digital registero ¥R drivers/8258(8278)/dfifo.h HHRIFER API, user TEEFXLE AP
BIBTE, ATHERER suspend wake_up EEREEFIRE,

(2) Deepsleep mode (sleep mode 2)

TR (ELEETT, MCU 4 KEPD RUBE R R EBUTER, PM IEHIEHEIF T (F, 7E deepsleep mode T IC B
ANF 1A, WRWE flash BY standby BBRHIME AR 1WA 4, ABESHNEE deepsleep /3 1~2UA.
deepsleep mode wake_up BY, MCU B EMB5H, HNF LBHUR, EFSEMAHBRHTIGEK,
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Deepsleep mode T, B&T analog register LB/VEJLA register BERTFIRT, HMFFE Sram. digital register.
analog reqgister £EHEEK,

(3) Deepsleep retention mode (sleep mode 3)

L EH deepsleep mode, ERRIE, 1BRTATEE Sram 58; suspend mode Sram # register B] LURIFAR
%, BRERRE=.

AT ERM—LEE sleep HERBREXBEEBIHR sleep MEBFRELZMERSHWEAHS (b0 BLE K
BEARAEFIERR) , 8x5x IBINT —FF sleep mode 3: deepsleep with Sram retention mode, f&#F deepsleep

retention (8% deep retention). #8#E Sram retention area FIA/N\RE, X4H deepsleep retention 16K Sram
# deepsleep retention 32K Sram,

Deepsleep retention mode t@—7# deepsleep, MCU 48 KEF 73 BUBEFIEIRARRTER , PM FEMFIERBIF T (E, Th
$ERTE deepsleep mode Ehiti EIE1N retention Sram JEFERVER, BBIRTE 2-3UA Z[8l, deepsleep mode wake_up
B, MCU BREMBE, BFIEMARHITIGRN.

deepsleep retention mode #1 deepsleep mode TE register IRSFRESFERM—K, /L FLEpi=E, deepsleep
retention mode R deepsleep mode #BLt, Sram BYHI 16K (XA 32K) ATLURIFRIEE, FIRH Sram £Zfis
B,

deepsleep mode # deepsleep retention mode FI7E analog register ZEDEBE R DEAT LUFRIFRIHE, XER
M analog register B3&:

a) =% GPIO &M _ L THIEEFERY analog register

1Bt API gpio_setup_up_down_resistor K&/ GPIO &3 L THiEBFE, FHETE app_config.h FERIEMIIT
HNEEER GPIO &I ETHIEBM, AJMUFRFRS.

#define PULL_WAKEUP_SRC_PD5 PM_PIN_PULLDOWN_100K

S 1 GPIO #RIREIT4E, 1M gpio output J&F digital register #FHIFYIRZ. 8x5x T£ suspend HRIBIAJ LA
gpio output RITHI—LEINEIGE, BN deepsleep retention mode f&, gpio output IRASKR, TETE
sleep HRIEERRBVITHISMNEIGE . AT LAER GPIO 1IN _E THIEPRAPIRESKRAE LI : EH 10K £E gpio
output high, THI 100K £ gpio output lows

b) PM IREFRAFIRRY A= analog regsiter

drivers/8258(8278)/pm.h XY DEEP_ANA_REG, #WIF code Fi7R:

#define PM_ANA_REG_POWER_ON_CLR_BUF1 0x3a // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF2 0x3b // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF3 0x3c // system used, user can not use

FEIENZE, BERAAFER ana_3c, ZIRIPSERBAKE stack FH, NMRNBAERBERIIZSE
2%, EEEKN ana_3a. ana_3b, AANEERINFESHELRLD, BNEFFEHES— bit IR AEH
REMER, BEETUEE SDK B vendor BER THI"b85m_ble_remote”s

M VARIEEIRINSZR AT RESE N HIRN GPIO MEEMEIREE, bl GPIO_PAD SHFMER deepsleep,
{ER7EIAR cpu_sleep_wakeup EKEFT gpio EENTET, XMESIHEIRMN GPIO REE, BAXLERINTE
HBEB=ER.
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#define DEEP_ANA_REG6  0x35
#define DEEP_ANA_REG7  0x36
#define DEEP_ANA_REG8 0x37
#define DEEP_ANA_REG9  0x38
#define DEEP_ANA_REG10 0Ox39

ERE R LATEXJL analog regsiter FIREF—LEEMNRIER, deepsleep/deepsleep retention wake_up fg
A BUES 2 iTEE R E,

4.1.2 {RIHFEMREE]R

B85m MCU MIRINFEMER R R =BT, suspend/deepsleep/deepsleep retention & B] LA#E GPIO PAD
timer MEE2, 1% BLE SDK AR, Hx* 2 #MMREER, s TFFrR (EE code 1 PM_TIM_RECOVER_START #
PM_TIM_RECOVER_END W NENX A EMEEIR) :

typedef enum {
PM_WAKEUP_PAD = BIT(3),
PM_WAKEUP_TIMER = BIT(5),
}SleepWakeupSrc_TypeDef;

PAO
PAl | wakeup = Suspend | Wakeup

—-.. _*7

Mode

GPIO - Deepsleep | yakeup| 32k

PAD wakeup Retention |e——

Mode timer
wakeup Deepsleep wakeup
PDE Mode
PD7

Figure 4.1: "B85 MCU MBI EE R
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0_EEIFRR, MCU BY suspend/deepsleep/deepsleep retention TEREH B 2 NMEEEJR: TIMER. GPIO PAD,

- MRERJRE PM_WAKEUP_TIMER KB 32k timer (32k RC timer or 32k Crystal timer) o 32k timer 1£
SDK RELAZWIEHIIBK, vser EERANARERMERE, REETE cpu_sleep_wakeup() FIZE XM
[T

. IREEE PM_WAKEUP_PAD 3K HE GPIO 1&1R, & MSPI 4 NERISMNRER GPIO (PAX/PBX/PCx/PDx) BIS
KB TEE G REETNAE,

ACE GPIO PAD MEEE sleep mode BY API:

typedef enum{
Level_Low=0,
Level_High =1,
} GPIO_LevelTypeDef;
vold cpu_set_gpio_wakeup (GPIO_PinTypeDef pin, GPIO_LevelTypeDef pol, int en);

pin 3 GPIO &

pol AMEEIRMETE X . Level_High &Rinm BTMEE, Level_Low RNEKEBTMREE,

en: 137K enable, 0 &R disable,

HI35ERR:

cpu_set_gpio_wakeup (GPIO_PC2, Level High, 1); //GPIO_PC2 PAD MEFEFTFF, =FEFMERE
cpu_set_gpilo_wakeup (GPIO_PC2, Level High, 0); //GPIO PC2 PAD MAEEX[A]

cpu_set_gpilo_wakeup (GPIO_PB5, Level Low, 1); //GPIO PB5 PAD MAEEFTFF, 1FEEFIEEE
cpu_set_gpio_wakeup (GPIO_PB5, Level_Low, 0); //GPIO PB5 PAD NMAEE[F]

4.1.3 {KIHFEIETRYBNFNIREE
RE MCU #HN\BEIRFIMEERRY API J9:

int cpu_sleep_wakeup (SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef wakeup_src,
unsigned int wakeup_tick);

« B—NEH sleep_mode: K E sleep mode, BLLTF 4 Mk, 25IFRTR suspend mode. deepsleep
mode. deepsleep retention 16K Sram. deepsleep retention 32K Sramo

typedef enum {
SUSPEND_MODE =0,

DEEPSLEEP_MODE = 0x80,
DEEPSLEEP_MODE_RET_SRAM_LOW16K = 0x43,
DEEPSLEEP_MODE_RET_SRAM_LOW32K = 0x07,

}SleepMode_TypeDef;

« BINBE wakeup_src: 1B HAETH suspend/deepsleep MIMREER, S HEER PM_WAKEUP_PAD.
PM_WAKEUP_TIMER FIJ—PEE S, 1R wakeup_src 7 0, BBAHNIKIHFE sleep mode f&, o3&
RS,
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- B=NBE wakeup_tick”: H wakeup_src FIZE T PM_WAKEUP_TIMER BY, FEIEE wakeup_tick
SRORTE timer FEAIBIE MCU IREE, WIREHIZE PM_WAKEUP_TIMER Mg, ZBHMILE N

wakeup_tick NER—MEXE, IRBRAXIEBIETEEH System Timer tick RIEE, 2 System Timer tick 89
BEIAEIXMEER wakeup_tick [§, sleep mode #IRER, wakeup_tick BIEBEIRIELFIHY System Timer tick
&, MNEEEEERNERERNLEITEE, 7 aUBERMEHERAE, NREEZEREYFIH System
Timer tick, B wakeup_tick #1TIRE, MEEERVEYE] SR AiTH,

HF wakeup_tick 24axtA(E], MBIE 32bit BY System Timer tick BERTFASEEZA, FRLUXA APl BERT
AR EEEMRY. Baifigit 2R AEREIE 32bit BERTRAVERA System Timer tick XfRZBY{E]RY
7/8, System Timer tick R KBERTAME 268s, AR sleep BHiBIAT[EI /9 268*7/8=234 s, BIFE delta_Tick
TRERBIE 234 s, ZEEFKAEERATE], user AJLUAAKIERRL, BARISE 4.2.7 FT,

cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER, clock_time() + delta_tick);

R[E{ESI SH] sleep mode HIMERRAVEE S, ZREIER bit W WRTHIRELR

enum {
WAKEUP_STATUS_TIMER
WAKEUP_STATUS_PAD

BIT(1),
BIT(3),

STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
I
a) WAKEUP_STATUS_TIMER X1 bit 3 1, #tBAXHE] sleep mode & Timer IREE,
b) WAKEUP_STATUS_PAD X4 bit /9 1, 1BHZA sleep mode &# GPIO PAD MEfE,

c) WAKEUP_STATUS_TIMER #1 WAKEUP_STATUS_PAD RIS/ 1 BY, R Timer #1 GPIO PAD FEMREE R
EBTERT -

d) STATUS_GPIO_ERR_NO_ENTER_PM @ — LRI HRAVIRE, RTAHAIALET GPIO MEEEFRIR: bl
LIRETHE GPIO PAD S EETFMEER, MEX GPIO ASBFENIHZEIRNIEA cpu_sleep_wakeup
# N suspend, BIET PM_WAKEUP_PAD MERER, ItEEYSHIMTIE# N suspend, MCU IZZIBH
cpu_sleep_wakeup K, £A3HIR[EI{E STATUS_GPIO_ERR_NO_ENTER_PM,

— AR A0 T B TR BEBR A (8] ©

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + delta_Tick);

delta_Tick 2—MExHIBYIE] (Eb%0 100* CLOCK_16M_SYS_TIMER_CLK_1MS) , f0_EH&if clock_time() &t
TR T £ XFBYE],

25(535 B cpu_sleep_wakeup BIFRIE:

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD, 0);

EFHITIZR ST ## N suspend mode, RAEE# GPIO PAD MEEE,
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cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + 10*
< CLOCK_16M_SYS_TIMER_CLK_1MS);

EFHITIZREETH N suspend mode, REEW Timer MAEE, MEERAYIE)NHEIATIEIN0LE 10 ms, FRLA suspend
BYIE]9 10 mso

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,
clock_time() + 50* CLOCK_16M_SYS_TIMER_CLK_1MS);

FEFHITIZRELESH N suspend #2318, BI4% GPIO PAD # Timer MEEE, Timer MEERVBYEHIRE S 50ms, WNR
£ 50ms &R FifMA T GPIO FIMEESHE, MCU &% GPIO PAD MiEE; W15 50ms W GPIO &ifE, MCU &
 Timer MAEE,

cpu_sleep_wakeup (DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0);

EFERITIZERERESH N deepsleep mode, BJ# GPIO PAD FMEEE,

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K , PM_WAKEUP_TIMER, clock_time() + 8*
< CLOCK_16M_SYS_TIMER_CLK_1S);

RFEHITIZRERESH N deepsleep retention 32K Sram mode, B4 Timer MR, MRERRY|E]NEITIZRIERRY 85
Eo

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,clock_time()
&+ 10* CLOCK_16M_SYS_TIMER_CLK_1S);

EFHITIZREETH N deepsleep retention 32K Sram mode, BJ# GPIO PAD # Timer MEEE, Timer MEEERY
B AITIZERELEY 10s B WRTE 10s LR ZAIfEA T GPIO ThfE, MCU &% GPIO PAD MEf2; 90R 10s AL
GPIO &hfE, MCU & Timer MREE,

4.1.4 RINFEMREESIBITIRIE
% user JEH API cpu_sleep_wakeup &, MCU # N\ sleep mode; HMREERfMA MCU MEEE, WFAREH
sleep mode, MCU NHHIEITRIERA—H,

TEIFMANLE suspend. deepsleep. deepsleep retention 3 # sleep mode WIREE[GHY MCU iT1Tiit2. BS
ETE,
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dee
Power on psleep
wakeup
deepsleep retention
wakeup
Running Running
hardware bootloder hardware bootloder
Running Running
software bootloder software bootloder
System initialization System initialization
User initialization User initialization
normal deep retention
main_loop
while (1)
Operation set A
no
cpu_sleep wakeup(...)
sleep
wakeup
d 1
suspend deepsleep eeps ?eD
retention
wakeup wakeup
Operation set B

Figure 4.2: "Sleep Mode Wakeup Work Flow”

MCU EEB (Power on) Zf5, BMEENNA:
(1) izf7HEH bootloader (Run hardware bootloader)

MCU BBt EIT—EEERIENE, XEEBELERESF L, T EEN.

LM FIRBA— X LB R, EbaN: 3% flash BY boot BENATRIE, FIBTYAINIZIEZITHY firmware 27247
flash #3k 0 £AY, IERTE flash #ilk 0x20000 LAY (BR OTA #8X); i3 flash NI BERIE, HIKFLFIEEM
flash LN Z/DEIRE] Sram, EABHAENEIE (B5F% 2 &3 Sram KEEHNNA) . B1TEH bootloader
BT RE flash LEIREMNE sram, —ARAITETEIERE, ELE0EEM 10K HIRABIFER 5ms A Ao

(2) iIZ1T%14E bootloader (Run software bootloader)

hardware bootloader IBITERZ/E, MCU FFI8IE1T software bootloader, Software bootloader FLEBIEST

33 M vector i (b85m sdk HY boot BR TH.s (LRIZERF) o
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Software bootloader B AT AEE C BSIEFMETIREFAFIFE, nILURRABRINAREFEHNIBK.
(3) BZ#Iak (System initialization)

System initialization ¥ N main BRI # & cpu_wakeup_init B user_init Z BI Z B EEIRI ALK (BIF
cpu_wakeup_init. rf_drv_init. gpio_init. clock_init), I¥BERBHIEIRNEE/IBINFTEIRS,

(4) BP#Ma (User initialization)

User initialization 4379 User initialization normal #1 User initialization deep retention ff#, 933X SDK &
BKI%X user_init_normal 1 user_init_deepRetn, ¥FF{EMA deep retention BITLTFE, LEUN kma master dongle,
R user_init, ZFETF user_init_normale

user_init # user_init_normal EEIEFAENHRLEM—E, BYEIRK,

user_init_deepRetn REEM—LEHHEXIMIBK, TEREMENL, EREIRITHNEHREREFDBNLS
KRBT EEHKE]T MCU retention XiEH, deep retention HAEXLETERFALT, BRETLTEEFIR, FIL
user_init_deepRetn @—MNRIEL, TET7THEMMTE T I

(5) main_loop

User initialization SERE, #HN while(1) #HI#9 main_loop, main_loop F# N sleep mode Z HifY— R 51
{EFRJ9 Operation Set A", sleep MiEE 2 [F—ARFIIREFF " Operation Set B”,

B8 _EE sleep mode wakeup work flow, sleep mode FRAZ53#f:
(1) no sleep

WREE sleep mode, MCU BUIETTRIZNTE while(1) &R, REHIT Operation Set A" ->"Operation Set
B

(2) suspend

WMERIAA cpu_sleep_wakeup REIHN suspend mode, 3 suspend #MEER/S, ¥ T cpu_sleep_wakeup K
HHVIEEIRY, MCU IE{TE/ Operation Set B”,

suspend ix T/ sleep mode, TE suspend HABIJFRE R Sram FIREERIFAE, FAIENHF/ENFFEIR
SHHRIFAE (RBJUMFHRIGISN ; suspend MiEEfG, IERFEERERNMUEIETT, LFEFAREEEMEM sram
MFEFIIREMME, suspend MERSE BRINFERS.

(3) deepsleep

WRIFA cpu_sleep_wakeup ERIE#H N deepsleep mode, 2 deepsleep #IMEES, MCU K EF[EE] Run
hardware bootloader,

BJLAEH, deepsleep wake_up R Power on BIRIER/LFE—XEY, FrEHREEH VB ERSFERHG

MCU # N\ deepsleep &, FAER Sram M#F/IEINFFe (REJLNMEMNFFRH615N) #=B, FrUIhGE
RIE, MCU B3/ITF 1uA.

(4) deepsleep retention

WMRIFA cpu_sleep_wakeup EREH N deepsleep retention mode, = deepsleep retention #MEEfS, MCU
2 E#E1E] Run software bootloader,

deepsleep retention &1TF suspend H deepsleep Z[BJH—HH sleep mode,
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suspend AANERFAERN sram MFFSREMEREB RS ; deepsleep retention FHEEREFSTFA RS,
Sram RIREHT 16K (T 32K) FRE, FRLIINFELL suspend 1BK1RZ, 3H 20A EfH.

deepsleep wake_up EREEMMERNREZENIZIT—IB, M deepsleep retention B] LABK:I"Run hardware
bootloader"X—#%, XA Sram BIFT 16K (32K) EEHIBRAEN, FHREBM flash EEFHEN—K,
fBEF Sram L retention area HFE, “run software bootloader o & Bkid, %HEHIT; BT deepsleep
retention TIEREERFEHIRT, FILL system initilization HIAIT, FiFesBIVIBRUEEEHIKE. deepsleep
retention wake_up JGRY user initilization B LU—LE A EL#, H MCU power on/deepsleep wake_up [GH)
user initilization X 73208, SFEARXIEFEMNNTE,.

4.1.5 API pm_is_MCU_deepRetentionWakeup

EEI.“sIeep mode wakeup work flow”B]LAFE], MCU power on. deepsleep wake_up. deepsleep retention
wake_up X 3 MIEREAFELIT Run software bootloader. System initialization. User initializationo

7E1B1T system initialization.user initialization 2 PMF Y, user TEEFE HFHI MCU ZE#H deepsleep retention
wake_up MY, LUEM—LEX 5T power on. deepsleep wake_up BJIEE, PM driver IRIHFIETE S deepsleep
retention wake_up B9 API J3:

int pm_1is_MCU_deepRetentionWakeup(void);

return B9 1, R’ deepsleep retention wake_up; return B 0, 7~ power on 3 deepsleep wake_upo

4.2 BLE {RINEEIE

4.2.1 BLE PM #1841k
MREATRINGEET, =EI% BLE PM &R, BB TE API B1F],

void blc_11_1initPowerManagement_module(void);

SERINFEERN, FNAAL AP, I PM BXPNABNTEHMAWEIREERT, AJUTE firmware

size %l] sram sizeo

4.2.2 BLE PM for Link Layer

1% BLE SDK {RINFEEIEZEXS BLE Link Layer IHFENEIR, BB ZEAXASEIEXT Link Layer BYIT43,

SDK HEFBF 2 ¥t Advertising state 1 Connection state Slave role f TIRINFEEIE, HERMET —F APl #
user AAMEE,

FtF Scanning state. Initiating state # Connection state Master role, SDK ERAEHRINFEEIE,

FFF Idle state, SDK BARIRMERIRINFEEE, HFURERP K BLE RF E@IaI{E (BP blt_sdk_main_loop
REFTEETR) >, user BILLBETTIAR PM driver EM—LRINFEEE., THE code H—MEEM demo: H Link
Layer & F Idle state BY, &> main_loop suspend 10ms,

AN-21112301-C2 172 Ver1.0.1



T Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

void main_loop (void)
{

/111777777/7////////// BLE entry [////////////////////////
blt_sdk_main_loop();

/117777777/7777////// UI entry [/////////////////////////
// add user task

///17/7/77///7//////// PM configuration ////////////////////////
if(blc_11_getCurrentState() == BLS_LINK_STATE_IDLE ){ //Idle state
cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER,
clock_time() + 10*CLOCK_16M_SYS_TIMER_CLK_1MS);

}
else{

blt_pm_proc(); //BLE Adv & Conn state
}

Y Link Layer &F Advertising state @ Conn state Slave role BY, TEIFfRA sleep mode HIBSFE,
=YW

« B9 Conn state Slave role /3 connection latency = 0 B9/

T advertising T wakeup

sleep sleep
|
:*— Adv interval
|
|
brx ! brx brx
T brx start) |working | post
B |
! I
! I
! I
UL task sleep UI task sleep
le— brx 4.: ! brx :
event event |

I
<« Conn interval :

I

I

I

I
Figure 4.3: "Sleep Timing for Advertising State and Conn State Slave Role”

(1) &&F Advertising state BY, & Adv Interval B, Adv Event BJja]@48Y, BRZE Ul task Fif 5 FARYATIE],

FARBEFIE] MCU BILU# N sleep mode (suspend/ deepsleep retention)o

B, F— Adv interval £ Adv event FFIARIBTEIFRATE X A T_advertising; sleep T EMEEERVETBIER(]1E
X7 T_wakeup, T_wakeup B2 F— Adv interval £ Adv event B9FF%8, T_advertising 1 T_wakeup £~
XHEERNNBREEFERE,
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(2) &F Conn state Slave role BY, &4 Conn interval A, brx Event (brx start+brx working+brx post) BY/&] &
WY, BRZE Ul task G FARYATIE], RISRAETIE] MCU BILL# N sleep mode (suspend/deepsleep retention)s

Eth, ZE— Connection interval £ Brx event FFARIBTEIFRAIE X A T_brx; sleep BEMEERIBTEIFATE
XA T_wakeup, T_wakeup 3@ F— Connection interval £ Brx event BYFF¥8, T_brx #1 T_wakeup EZ
XHEEENNBHEEFERE,

BLE R BIENEREN LA MRS sleep BENHEITEIE, user BAJLURTE SN X LERTE]: RaFEN
sleep. # N\ suspend mode iE# N deepsleep retention mode.

8x5x HY sleep mode 43 3 #: suspend. deepsleep. deepsleep retetnions

3 F sleep mode HHY suspend # deepsleep retention, user AEEIFHH API cpu_sleep_wakeup LI,
SDK 1R#E Link Layer FUKSHEINFEEI, 1 BLE i iRE M T —ERIEEENSG (RN KBEE
blt_sdk_main_loop L), user REZIFAAMENEY API BRI XHEIHFERTTALE,

3FF deepsleep, BLE {RINAEBIEREIERTHIIE, FRLL user BB FHHTEN FAREIEA APl cpu_sleep_wakeup
Ei#EN deepsleep, F & deepsleep mode BIfER, RILAEZE SDK project "b85m_ble_remote” blt_pm_proc
BRIEL AT deepsleep FURMEE,

TEFFIEXT Advertising state 1 Connection state Slave role B{EIFEEIRMIFHAINA

423 HXT=E

BLE PM A IEREROSHIMEZTE, ARPEXETHXETE,
BLE SDK RENX T st_Il_pm_t” MK, TERIIEZEWERLTE (API MENFEHRIINTE),

typedef struct {

u8 suspend_mask;

us8 wakeup_src;

ul6 sys_latency;

ul6 user_latency;

u32 deepRet_advThresTick;

u32 deepRet_connThresTick;

u32 deepRet_earlyWakeupTick;
}st_ 11 _pm_t;

B II_pm.c REX T TEIFEE,

st_1l_pm_t bltPm;

© BXHWERTE library 1, XBHRUEXRABNTHERENNE, AR AT MEEEEHTT
(=R

TEMNBFSZLFHIEM bitPm. suspend_mask” BNEE,
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4.2.4 API bls_pm_setSuspendMask
FTFEE Link Layer Advertising state #1 Conn state Slave role {KIHFEE IR API:

void bls_pm_setSuspendMask (u8 mask);
u8 bls_pm_getSuspendMask (void);

&£ bls_pm_setSuspendMask & & bltPm.suspend_mask (ERIN{ES SUSPEND_DISABLE),
XFE API BYJRRD A

vold bls_pm_setSuspendMask (u8 mask)

{

bltPm.suspend_mask = mask;
}
u8 bls_pm_getSuspendMask (void)
{

return bltPm.suspend_mask;
}

bltPm.suspend_mask BI&E, BILLGEEFE TEJLMEFN—, SEEFZSMER IRIE

#define SUSPEND_DISABLE 0

#define SUSPEND_ADV BIT(0)
#define SUSPEND_CONN BIT(1)
#define DEEPSLEEP_RETENTION_ADV BIT(2)
#define DEEPSLEEP_RETENTION_CONN  BIT(3)

SUSPEND_DISABLE #R7R sleep disable, A5 MCU # A suspend #l deepsleep retention,

SUSPEND_ADV #1 DEEPSLEEP_RETENTION_ADV 735l Fi F1=%! Advertising state BY MCU 3# N\ suspend
deepsleep retention,

SUSPEND_CONN #1 DEEPSLEEP_RETENTION_CONN 43l F#=Hl Conn state Slave role B MCU # N\ sus-
pend 1 deepsleep retentiono

SDK {(kIh#% sleep mode BYI&it L, deepsleep retention 2 suspend BIERIEL, BHIZFEE sleep mode BY
Ih#%.

Bl Conn state slave role A5, SDK B 7S & % bltPm.suspend_mask F SUSPEND_CONN @EF 4R, 7
I LA#E N suspendo 7EBIBA# N suspend BIERL F, RIBLFRIERBL S bltPm.suspend_mask H1 DEEP-
SLEEP_RETENTION_CONN 2 & 4%, 7 #ERE LAY suspend mode 2 FE#H I/ deepsleep retention
mode,

FrLAU0ER user FE MCU # A\ suspend, $JFF SUSPEND_ADV/SUSPEND_CONN BlA]; 1R FHE MCU #HA
deepsleep retention mode, #ZAEEIFIFF SUSPEND_CONN #1 DEEPSLEEP_RETENTION_CONN,

% APl SR'E R 3 MiE R
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bls_pm_setSuspendMask (SUSPEND_DISABLE);

MCU R A iFi# N sleep modeo

bls_pm_setSuspendMask (SUSPEND_ADV | SUSPEND_CONN);

MCU £ Advertising state # Conn state Slave role R F# N suspend, BEARRIFFHN deepsleep reten-
tiono

bls_pm_setSuspendMask (SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV
| SUSPEND_CONN | DEEPSLEEP_RETENTION_CONN);

MCU 7E Advertising state # Conn state Slave role ftliFL)\ suspend # deepsleep retention, E{A# NHiFH
sleep mode AT sleep B EHKERTE, EERSFAN

BRT LE 3 MERER, BrIHI—ESARIIAEE, W:

bls_pm_setSuspendMask (SUSPEND_ADV)

[F Advertising state ATLA#H N suspend, Conn state Slave role RAAF#H N sleep modes

bls_pm_setSuspendMask (SUSPEND_CONN | DEEPSLEEP_RETENTION_CONN)

3% Conn state Slave role A] LLi## N suspend 3% deepsleep retention, Advertising state RAFH N sleep
mode,

4.2.5 API bls_pm_setWakeupSource

user i@ _EERY bls_pm_setSuspendMask i&E MCU # X\ sleep mode (suspend 3¢ deepsleep retention) , &
I TE/ AP AT E sleep mode BIMEEER,

void bls_pm_setWakeupSource(u8 source);

source B BUKIRIREEJR PM_WAKEUP_PAD.
Z AP IRERET = bltPm.wakeup_src, SDK HREISA:

void bls_pm_setWakeupSource (u8 src)

{

bltPm.wakeup_src = src;

MCU 7£ Advertising state Bf Conn state Slave role #\ sleep mode, SEFRBIMIEEIRA:
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bltPm.wakeup_src | PM_WAKEUP_TIMER

Bl PM_WAKEUP_TIMER 2—E2EBM, KT user BNIEE, X2 THFIE MCU —EB1E45E HIBT 8] s 1t
R A AMEIZE T M Adv Event 8§ Brx Evento

B/RIAR bls_pm_setWakeupSource IREMEEIRG, —B MCU # A\ sleep mode #RIEEEfS, bltPm.wakeup_src
A ==
E%&;ﬁ Oo

4.2.6 API blc_pm_setDeepslieepRetentionType

BIEIT4R T deepsleep retention 1R#E retention sram size BIZEF)E 935 16K sram retention 1 32K sram
retention, & sleep mode A deepsleep retention mode 43T, SDK RIRHE user BNIZE #H NHELAY deepsleep
retention mode,

E API ft user %E#F deepsleep retention modes

void blc_pm_setDeepsleepRetentionType(SleepMode_TypeDef sleep_type);

AERER R B LT

typedef enum {
DEEPSLEEP_MODE_RET_SRAM_LOW16K
DEEPSLEEP_MODE_RET_SRAM_LOW32K

}SleepMode_TypeDef;

0x43,
0x07,

SDK HI2RIARY deepsleep retention mode 9 DEEPSLEEP_MODE_RET_SRAM_LOW16K, user S1SRFEE reten-
tion 32K sram, #IRWRVEHEIERWT code BIA],

blc_pm_setDeepsleepRetentionType(DEEPSLEEP_MODE_RET_SRAM_LOW32K);

I
. % API BYIERAZRIE blc_ll_initPowerManagement_module Z &7 BB,

BERNIE 2 EAH, Sram WESEEIAZIZEE deepsleep retention 16K Sram I&ITHY; RIESE 1 S
R, FEIMFEZEARED IC LU deep retention size B, BEIXRFEREM software bootloader BEIX 40
boot.link, B{ARIBRETXRMIERIGEHESZE software bootloader 7T48"/ V3,

IR YA IC 7 8258, {EFH deepsleep retention 32K Sram, MIEELI TN BRIEH:
Step 1 1%#F software bootloader X4 /9 cstartup_8258_RET_32K.S;

Step 2 1RIEIEEX boot.link X1 J% SDK/boot/boot_32k_retn_8253_8258.link XHEHNAE#E| SDK iIREFE T
B9 boot.link {4,

Htt 1C BIRER EXIU, AP RIESEFRMERERENA,
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4.2.7 PM IR IETRIE

RIDFEEENIALIERE, THHEANRBSINBRESHIAIRGAE, BRRNTIL user THELERE
HFRrBIZEA T,

4.2.7.1 blt_sdk_main_loop
SDK H1, blt_sdk_main_loop 7£— while (1) HEHHHERERA,

while(1)

{
/1/1777777//7////////// BLE entry [////////////////////////
blt_sdk_main_loop();

//17717777/777//////// UI entry [///////////7///////////

//UI  task

/111777177/7////////// user PM config ////////////////////////
//blt_pm_proc();

}

blt_sdk_main_loop EIETE while(1) FREF#EHIT, BLE RINFEEIEM code 1E blt_sdk_main_loop BRI, Ff
LURITHAEEIER code tHR—EERIIT,

THERZ blt_sdk_main_loop EREHPEINFEEIRIZERILI,

int blt_sdk_main_loop (void)

{
if(bltPm. suspend_mask == SUSPEND_DISABLE) // SUSPEND_DISABLE, can not
{ // enter sleep mode
return 0;
}
if( (Link Layer State == Advertising state) || (Link Layer State == Conn state Slave role)
s )
{
if(Link Layer is in Adv Event or Brx Event) //RF is working, can not enter
{ //sleep mode
return 0;
}
else
{
blt_brx_sleep (); //process sleep & wakeup
}
}
return 0;
}
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(1) & bltPm. suspend_mask 7 SUSPEND_DISABLE B, EiZRH , ReH1T blt_brx_sleep &%k, Frld user

A bls_pm_setSuspendMask(SUSPEND_DISABLE) BY, {RINEEENZEMSTERY, MCU Fsi#
N{EIH#E, while(1) B9 loop —BEERIT.

(2) SNER Advertising State 9 Adv Event B Conn state Slave role B9 Brx Event IEFE11T, blt_brx_sleep &

BHWASWHRIT, XEREAME RF BESIEIEIETT, SDK FERIE Adv Event/Brx Event 53R Z [ 7 &E
# sleep modeo

HUERDNRAERRER, 7 AT blt_brx_sleep Ko

4.2.7.2 blt_brx_sleep

bit_brx_sleep EEHZHEIIMIN TR,

HFE:

void

{

« XEBLIBRIAM deepsleep retention16K Sram it FE,

blt_brx_sleep (void)

if( (Link Layer state == Adv state)&& (bltPm. suspend_mask &SUSPEND_ADV) )

{

J/HEIBIRE, AF#H suspend

T_wakeup = T_advertising + advInterval;

”

BLT_EV_FLAG_SUSPEND_ENTER” event callback execution
T_sleep = T_wakeup — clock_time();
if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_ADV &&

T_sleep > bltPm.deepRet_advThresTick )

{

//suspend i1s automatically switched to deepsleep retention

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW16K,
PM_WAKEUP_TIMER | bltPm.wakeup_src,T_wakeup); //suspend
//McU WMEERfS PC 1B reset to 0, BEHIT software bootloader //(cstartup_8258 16K.S). system

[N

}

else

{

initialization &

cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);

}

”

BLT_EV_FLAG_SUSPEND_EXIT ” event callback execution

if(suspend =# GPIO PAD MifZ)
{

”

BLT_EV_FLAG_GPIO_EARLY_WAKEUP” event callback execution

}

else if((Link Layer state == Conn state Slave role)&& (SuspendMask&SUSPEND_CONN) )
//HH0 Conn state, ¥ suspend
if(conn_latency != 0)

{
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latency_use = bls_calculateLatency();

T_wakeup = T_brx + (latency_use +1) * conn_interval;
}
else
{

T_wakeup = T_brx + conn_interval;

}

”

BLT_EV_FLAG_SUSPEND_ENTER” event callback execution
T_sleep = T_wakeup — clock_time();
if(  bltPm. suspend_mask & DEEPSLEEP_RETENTION_CONN &&
T_sleep > bltPm.deepRet_connThresTick )
{ //suspend is automatically switched to deepsleep retention
cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW16K,
PM_WAKEUP_TIMER | bltPm.wakeup_src,T_wakeup); //suspend
//McU WRIRERFS PC {B reset to 0, ¥EEHFIT software bootloader//(cstartup_8258 16K.S). system
o 1initialization =5
}
else
{
cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);
}

”»

BLT_EV_FLAG_SUSPEND_EXIT” event callback execution
if(suspend 2# GPIO PAD MEER)
{

”»

BLT_EV_FLAG_GPIO_EARLY_WAKEUP” event callback execution
VA% BLE BSFHEXAIRLIR

}

}

bltPm.wakeup_src = 0;

bltPm.user_latency = OxFFFF;

}

LT blt_brx_sleep REHIRIEFRRILREZ, HRINSTMRERIERFR: B conn_latency FER
EJE conn_latency =0 BiEN. ERERAREE deepsleep retention EXXHIIE N, ETRE suspend, X
Bi%E suspend mask BIERRIZ bls_pm_setSuspendMask(SUSPEND_ADV | SUSPEND_CONN) B, xRz
XMIE o

SEXEBIEMTAR controller event, XEF I J1L suspend X event [B] 7 &K £ B 1 17 B9 BT #1.:
BLT_EV_FLAG_SUSPEND_ENTER.BLT_EV_FLAG_SUSPEND_EXIT.BLT_EV_FLAG_GPIO_EARLY_WAKEUP,

Link Layer Advertising state BY bltPm. suspend_mask A SUSPEND_ADV 4%, ¢#& Link Layer Conn state
slave role BY bltPm. suspend_mask A SUSPEND_CONN 43§, mILU# A suspendo

£ suspend I T, RZFAAT driver HEY API cpu_sleep_wakeup:
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cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);

MR EEJE /9 PM_WAKEUP_TIMER | bltPm.wakeup_src, Timer THRHFEM, BN T HIE MCU —EEE F—
Adv Event. Brx Event EISRginefe, MEEEAYE] T_wakeup IBEBE A ALFIEAIE sleep timing for Advertising
state & Conn state Slave role”s

blt_brx_sleep K #{iB & B3 bltPm.wakeup_src # bltPm.user_latency MIEE i, FRLEEFE API
bls_pm_setWakeupSource & BRI ERERR, SXRENERMRII—REH NI sleep mode B,
B API bls_pm_setManuallLatency t—#%,

4.2.8 deepsleep retention BYIEA S

5|\ deepsleep retention, Xf_EEAIERENIERIZASE D,
LUNAERRINTIRER, deepsleep retention mode #FTFHo

bls_pm_setSuspendMask( SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV | SUSPEND_CONN |
< DEEPSLEEP_RETENTION_CONN);

4.2.8.1 API blc_pm_setDeepsleepRetentionThreshold

Advertising state/Conn state slave role A7, FWELUTFEM, suspend A= ERITIES deep retention:

if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_ADV &&T_sleep > bltPm.deepRet_advThresTick )
if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_CONN 8&&T_sleep > b1ltPm.deepRet_connThresTick )

F—&MH bltPm. suspend_mask ¥ DEEPSLEEP_RETENTION_ADV EE4 M, iECENAT

B _1NEMH T_sleep > bltPm.deepRet_advThresTick 3% T_sleep > bltPm.deepRet_connThresTick H1, T_sleep
= T_wakeup - clock_time() FRNMEEERY [BlRLZSLBTESIE], B sleep BUFFLEETIEl, XPNEHFHNBNZE: H sleep
BOFFEREY (BB Id 4 E RYBY (B)I{ERY, MCU BY sleep mode A=A deep retentions

BAVENBROISEEEIRERN AP, STFFRARE, REMESAN ms,

vold blc_pm_setDeepsleepRetentionThreshold( u32 adv_thres_ms,

u32 conn_thres_ms)

{

bltPm.deepRet_advThresTick = adv_thres_ms * CLOCK_16M_SYS_TIMER_CLK_1MS;
bltPm.deepRet_connThresTick = conn_thres_ms * CLOCK_16M_SYS_TIMER_CLK_1MS;
}

API blc_pm_setDeepsleepRetentionThreshold Fi-Fi& & suspend t]#: %2 deepsleep retention ik ZHHH
BYEIEME, XMEITENTIEBKRERNINFE,

BEHIX sleep wake_up [FIBTTRIZ ZBB9RBARIAN, suspend mode wake_up &, A LAIZZI[EIZE] suspend
AIRVIRR M EIETT. LA RIZRTE T_wakeup BERZ G, BILAIZZIFFIAAIT Adv Event/Brx Event £,
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M deepsleep retention wake_up f[GBE[EIEI"Run software bootloader" A, # suspend wake_up 18
tb, EEZIETT 3 MFE (Run software bootloader + System initialization + User initialization) , ZABEEX
[E12] main_loop ##A1T Adv Event/Brx Event f£55,

LA Conn state slave role ffll, FEI&R'R sleep mode 535/ suspend # deepsleepretention BYHY timing (B
FF) & power (Ih¥E) XJtbo

N HELBEY Brx event Z[BIBYBY B E{E T_cycle BN H A1 ] E A, & Brx Event NI FIIL, FEXER
A 1_brx, ¥FEBIEA t_brx (XEER t_ brx BATHHEEBME T_brx X 4%) o Suspend HIEKEBRA
|_suspend, deep retention BIJEEERA |_deepReto

“Run software bootloader + System initialization + User initialization”FUIZ 2 BB REE RN Linit, 3HERE
BYEIA T_inite SEPREIRZARAR, T_init WESEE user FIBITNE, EESNAWASLI,

I
I_brx |-------
Brx
Event Brx
Event
suspend
T_suspend | ‘
I
| 1 t
| ! {
i« t_brx — ! t

1 i 3 T cycle E

I
| | |

I_brx |------- |
Brx
Event Brx
Event

I initf-—- ! ‘
| |
| i
| deeps] i |
| eepsleep retention |
| |
| |
I deepRet ‘ ' E

1,

1
/ \
// \\ t
7 L. \\
S <—T_ init — '\
. \

T wakeup’ T wakeup

Figure 4.4: "Suspend Deep sleep Retention Timing Power”

T 2EHRL RN,
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« T_cycle: P MBSEAY Brx event Z[BIRYATEIE(E
* I_brx: ¥& Brx Event BYINFEFI9M, FEXEBRA [_brx
« t_brx: |_brx }F4EATE]
« |_suspend: suspend [
« |_deepRet: deep retention BIERER
« |_init: Software bootloader + System initialization + User initialization X2 IR
o T_init: |_init FFEEAYEBTE]
B4, FRA7T suspend mode BY Brx FIITHFEN:
|_avgSuspend = |_brx*t_brx + I_suspend* (T_cycle - t_brx)
BT T_cycle it KF t_brx, (T_cycle - t_brx) 4ZFF T_cycle,
|_avgSuspend = I_brx*t_brx + I_suspend* T_cycle
fEMAT deepsleep retention mode B Brx SEIYTHFEN
|_avgDeepRet = |_brx*t_brx + |_init*T_init + |_deepRet* (T_cycle - t_brx)
= |_brx™t_brx + I_init*T_init + |_ deepRet * T_cycle
Eb#R |_avgSuspend # I_avgDeepRet, E#AEEIRY * _brx*t_brx", &ZLLIRHIED/:
|_avgSuspend - I_avgDeepRet = |_suspend” T_cycle - I_init*T_init - I_ deepRet " T_cycle
= T_cycle( (I_suspend - I_ deepRet) - (T_init*I_init)/T_cycle)

ST ERNNAER (B REAIRETHFERIRNERER) , &2 (_suspend - I_ deepRet) B—MEE
BY1E, tb30 suspend /9 30UA, deepsleep retention /3 2uA BY, (I_suspend - |_ deepRet) = 28uA; (T_init*I_init)
REWEEENE, bl Linit 73 3mA, T_init 77 400 us, (T_init*l_init) /9 1200 uA*us

|_avgSuspend - I_avgDeepRet = Tcycle (28 - 1200/Tcycle)

AIUEE], % T _cycle FER/NET (FIFH T_cycle < 43 ms), M suspend mode RARMFIYIHFETEIR;
T_cycle 3ABf (T_cycle > 43 ms), fEF deepsleep retention mode REMTIIIHFESER,
xR

« PM G RIBERBH AT UED, Y T sleep > 43ms MBHRA ¥ suspend BEIYIHEA deepsleep
retentiono —R&F(1IA MCU working Bja] (Brx Event + Ul task) Eb3%%E, I T _cycle BABY, RILUA
A T_sleep HFTF T_cycleo

BAFB U BHZIZ BRI TIREMIE, MCU XTF T_sleep KF 43ms BY suspend BEILIHE A deepsleep
retention, ¥IF T_sleep /NF 43ms B9 suspend R RIFIFALE,

blc_pm_setDeepsleepRetentionThreshold(43, 43);

LL— 10ms connection interval * (99 + 1) = 1s FIEEZEAF#H1TIHER

£ Conn state slave role BY, AFTNARBMNES. F5h latency BIRESE, ST MCU suspend BYAJREH IR
10ms. 20ms. 50ms. 100ms. 1s HFA[E{E, 1RIE 43ms HFMEIRE, MCU KB 50ms. 100ms. 1s &F
suspend HJ# A deepsleep retention, i 10ms. 20ms 2 suspend IEEHEF suspend, XFAIMIEA] LURIE
— PRI,
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HTF deepsleep retention BITHFELL suspend 1K, FHE " Run software bootloader + System initialization + User
initialization” 3 M ENEFERZH oI, RIEBULDH, —ER T_cycle KFENRAEZE, &
Fi deepsleep retention A 2B EIH#E. LEGIFHRIHEREEEN demo, user EXRMINFEMWETHEERIE
—ENFEENE EAARNPXNEEE, REATUREIRFE.

DOERFI&IT ESZE SDK ## demo, B7E user initialization X&B43& 8 EIRAVIE IR ARIBT B EFE, @M
T_cycle IR E#ARAK. —A&EBIE 100ms LU LRI T_cycle, {F deepsleep retention mode BITHFEHRE
&

4.2.8.2 blc_pm_setDeepsleepRetentionEarlyWakeupTiming
2% FEmME"suspend & deepsleep retention timing & power”, B LLFEI, suspend wake_up HIBY[E] =
T_wakeup IE8F2 F—" Brx Event FFIEHIBY[EI s, XFRZ BLE master imFFia % €898 E],

deepsleep retention wake_up FYBY|E] RN R BIKE R T_wakeup BYiE, FARFRI: A MCU BB, FFE
#2233 T_init BYBTIE] (Run software bootloader + System initialization + User initialization 3 N3 B HFERI R
i8]) 7 BEFFUA Brx Event, B£%Eid T BLE master In& BAYEYIE] R0

AT FRXANEM, MCU wake_up BB R EIRAIZI T_wakeup’s

T_wakeup’ = T_wakeup - T_init

LA Conn state slave role 735l (Advertising state FYRMET2AERE]) , £ PM B ERIERT blt_brx_sleep
EKEKH deepsleep retention wake_up BIBY|E] s TR ILERE, W0F:

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K, PM_WAKEUP_TIMER | bltPm.wakeup_src,
T_wakeup - bltPm.deepRet_earlyWakeupTick);

T_wakeup & BLE stack Ba1it BRI EISR, vser REEXE T_init BWE, MAILLUEE THE API RIGE
deepsleep retention wake_up BIIRRTE,

vold blc_pm_setDeepsleepRetentionEarlyWakeupTiming(u32 earlyWakeup_us)

{
bl1tPm.deepRet_earlyWakeupTick = earlyWakeup_us * CLOCK_16M_SYS_TIMER_CLK_1US;

User RiIEZIRY T_init BEEIIKEER EE AP BIFT, SREIRERVELL T_init BEA—=, BFREENTFXME,

4.2.8.3 T_init BI{LILFINE

XEBDHINBAEZRE ram_code. retention_data. deepsleep retention area & Sram HEXHIBER, 18 user

5% sram TiEFEHIFAN A,

(1) T_init timing
HE"suspend & deepsleep retention timing & power”, && LEEAMIEIA, XTF T_cycle BAMIE R,
sleep mode f#/ deepsleep retention THFEE(R, EXMIEXT T_init BT ERMIN, TEEHF,. ITRE

PR [BIBRERAVINFE, FER T init NEHEIREMAEIR/. Linit WEREX LZRIFREN, FREEMM
o
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T_init = Run software bootloader + System initialization + User initialization 3 NS B HFERMBE A, BHX

3 NBBIFFH S, FTEXEBSEREIE,

 T_cstatup /9 Run software bootloader BYBY 8] (Run software bootloader Tt 1 17C 4 X 4
cstartup_xxx.S) o

« T_syslnit LT system initialization BIBY|E],
« T_userlnit IHAT user initialization FIBT{E],
T_init = T_cstatup + T_syslnit + T_userlnit

TEA T_init WNFEE.

irq_enable
I
! I
! |
1 !
i T_init !
! |
I
! |
! |
! |
! |
I
Debug gpio T _cstartup T sysInit + T userInit
| i i
I I I
I I I
| : |
| ! i main_ loop |
| : : : ; | ! |
I I I I . |
{=Tes 1+ T es bss—=I<T cs data—»iq— T es 2 — | ! ! While (1) 1
3 i | i ! ! ! { !
| ! T !
I ] I
e — T cstartup j<— T sysInit —=|<——— T userInit ——— |
! | | |
I I i 1 I
I
‘ | : | !
| i i i
1 I
! : } :
! I
T wakeup’ ' T brx or 1
L i

T advertising

int main(void)

Figure 4.5: "T_init Timing”

ZE5eEEENENBSE S,
T_wakeup B F— Adv Event/Brx Event FFIARIBYE] =, T_wakeup’ & MCU 281 wake_up HIBTIE],

MCU wake_up f&, 11T cstatup_xxx.S, ZRAEBkEEEI main KR, $11T System initialization + User initialization,
ZE#H N main_loopo —Bi# AN main_loop fERILLAME Adv Event/Brx Event, FFLA T_userlnit £55R BYATE] 3 52
Adv Event/Brx Event FFIAB9ES(8] T_brx/T_advertisingo E™ irq_enable XM EREE T_userlnit 1 main_loop
354%, # SDK Lk code @A RAY,

SDK Lk, T_sysInit BJja]&2¥E sys_init. rf_drv_init. gpio_init. clock_init HITAYBTE), XLERY|E] SDK BEMT
ik, TITHYENAEIRK. PRLA T_sysinit @— P EIEHME, user FAFXEXMETE, SDK X ERS BTE]RY
FiER B XLEMBHREESEIHE ram_code HIETT,

TER X SDK 1 T_cstatup # T_userlnit H{TIFAAINEBo

(2) T_userlnit
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HEIEmENAEI A, user initialization 7E power on. deepsleep wake_up. deepsleep retention wake_up HJ

B R ER R E AR N To

3 F & B FEA deepsleep retention mode BIR AR, user initialization RHEEX 53 deepsleep retention
wake_up M power on/deepsleep wake_up. BLE SDK AR, FREHI user initialization &2 T E K BN Al SEMo
3% BLE SDK H1*b85m_master_kma_dongle” project t—#%,

void user_init(void);

3FF B85m FR{ER T deepsleep retention mode M A, AT RERFRINFE, T_userinit EE&M . FILUE
X4, deepsleep retention wake_up BY, user initialization EERE MR, user_init EREXFFFAR initialization
AL D AL —BEGSHFRNRK, —2 Sram EEETEMRK,

TR#E deepsleep retention mode B LURHFF Sram Bl 16K (32K) FIREREM, RITTLUISSETEENXK

retention_data, X#£HYIE deepsleep retention wake_up BIFLR] AR BT S ¥R LAIETE], BHTFEH 78/
RETEWRIF, deepsleep retention wake_up BB 1Z28M9#IA LA NEFHITo

RALHTRIT AR deepsleep retention wake_up BY, BITHAIITH user_init_deepRetn K%K, power on #
deepsleep wake_up BH11T user_init_normal, 30F code Ff7R:

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup();
i1f( deepRetWakeUp ){
user_init_deepRetn ();

}
else{

user_init_normal ();
}

user AJLAFRTEE—TFIXFE R ERBISCHL, TFHEE SDK demo "b85m_ble_remote” user_init_deepRetn BRI#XHYSE
Mo

_attribute_ram_code_ void user_init_deepRetn(void)

{

#1f (PM_DEEPSLEEP RETENTION_ ENABLE)
blc_app_loadCustomizedParameters();
blc_11_1initBasicMCU(); //mandatory
rf_set_power_level_index (MY_RF_POWER_INDEX);
blc_11_recoverDeepRetention();
app_ui_1init_deepRetn();

#endif

}

g1 3 A (code blc_app_loadCustomizedParameters £ rf_set_power_level_index) & BLE #J#aHARA] /D
RABREHFFRVIE1L,

blc_II_recoverDeepRetention ¥t Link Layer #AXINEHIRESHIIME, H stack [RELIE,
UENANMEUEETEESE, user REXER,
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&G app_ui_init_deepRetn & user XN B EREIEHF F2s0EF YA .SDK demo “b85m_ble_remote”H
GPIO MMEERIGE . Led TIRSHNIKEEE FREA#IAL. SDK demo “b85m_module” A UART BB 1Z28HY
REMEEEHHE L.

?_ SDK demo & _E, user initialization JNRIEHN T EthIhaE, 3 ‘tb¥ﬁinJﬁEE|'\J initialization & BaI /RN
. WE|—% initialization BY code #1740, FIMTH R4 Sram TEXREEHFF2509121F,

« WNRZ4E Sram TERVRME, BN Sram TE=RMKEF attribute_data_retention”E X F “reten-
tion_data”E%, FLAILURIE deepsleep retention wake_up EAEBEFH VAWK, REEZIREKRE
user_init_normal EREFFRITT -

- MRBEETFRMVIRME, BAKTHE user_init_deepRetn KT, HREFIRSHERE,

deepsleep retention wake_up fGH9 T_userlnit Ft2 user_init_deepRetn XA ITASIE], SDK FHREIFX
R IR LR ram_code FRLATI & IiE1TRY A,

= T deepsleep retention area & TEEBHEIRT, user BFEERIEMABVRE G F4A (LA X KK E] ram_code
o

(3) T_userlnit 7E Conn state slave role 1L
(ST
(4) T_cstartup

T_cstartup BT cstartup_xxx.S (Eb#0 cstartup_8258_RET_16K.S) FriEFERIET|E], 15 user &% SDK H
boot 3%,

T_cstartup $ZIRES IR BT LAMRHRAY 4 MBS EIZHAY :
T_cstartup = T_cs_1+ T_cs_bss + T_cs_data + T_cs_2
T_cs_1 # T_cs_2 mMEYEIREER, user BAEBHEN], FHREEEXT.

T_cs_data & Sram H“data”EEBIFIA1LET[E], “data"ER R EVMIBIMNERTE, ENNVIBEFETE flash
B9 data initial value"Xig k. “data”EX#IMR1LEYBTIEIFLE MCU M flash “data initial value"Xi%_ ERI#I{EE D
F| Sram “data"ERHUIE R, XAV YR code 0T :

tloadr ri, DATA_I

tloadr r2, DATA_I+4

tloadr r3, DATA_I+8
COPY_DATA:

tcmp r2, r3

tige COPY_DATA_END

tloadr ro, [r1, #0]

tstorer ro, [r2, #0]

tadd ri, #4

tadd r2, #4

tj COPY_DATA

COPY_DATA_END:

FA flash FEBEIUREEMLLINIE (LBDEE: 16 byte FUEAMEE 7us BFE]) , TNR data”EEHIEHIER S,
MEIE T_cs_data BYEIMRA, ZSH T_init R AK.
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SDK H“data”EREiEM DT, user AILIBEXHEAIENEBNGEAEES list XFH data” EREIKR/)

MR data”ERIEK, %A TE deepsleep retention area T/l B IEMIAIR T, BEELBE T data"ERMNTE
X EF " attribute_data_retention”E X E retention_data"E& k.

T_cs_bss & Sram H“bss”ERRIFIE{LET[B), “bss"EXBIHIEN 0, RFHEEM flash EEED data, RFEERE bss”
ESXIRZAY Sram £2BF 0 BNRl, FEA"bss” E& Sram & 0 #EXM ALY code:

tmov ro, #0
tloadr rl, DATO + 16
tloadr r2, DATO + 20

ZERO:
tcmp ri, r2
tjge ZERO_END
tstorer r0, [r1, #0]
tadd rl, #4
tj ZERO
ZERO_END:

T_cs_bss & bss"EX#XIEB 0 IR{ERVETIE], = word (4 byte) ;& 0 FUREIEFE R, L bss"#/NBY, T _cs_bss
R BIIR bss"ERRK (LLIIRBFHENX T —MERKHLEEA int AAA[2000] = {0}), T_cs_bss HYBT{E]H
ST KEZ, Frbl user RRFEEXR, RILUTE list XEFHEE bss"ERRIA/ N

MR bss"ERIRA, BEMM T_cs_bss. TG EF data"ER—+¥, TE deepsleep retention area Za] BIEAYA]
BT, BRERBT bss"ERMTENNREF attribute_data_retention”E X E retention_data”E& ko

(5) T_init M=
RIBUAENLR, XF T_cstartup 1 T_userInit BIBSEMRILIL, & T_init LILEIER/)\BYE), ARFEMNEL T_init,
Z| API blc_pm_setDeepsleepRetentionEarlyWakeupTiminge

T_init B9 RBD T_cstartup BIEE R, T_cstartup RYCHE cstartup_8258_RET_16K.S MXfFH *_ reset” X4
=, WTF code Fimo

__reset:

#if 0
@ add debug, PB4 output 1
tloadr ri, DEBUG_GPIO @0x80058a PB oen
tmov roé, #139 @b 11101111

tstorerb ro, [r1, #0]

tmov ro, #16 @0b 00010000
tstorerb ro, [r1, #1] @6x800583 PB output
#endif

££5E " T_init timing” &7 Debug gpio BYRE, 7E *__reset” XET Debug GPIO PB4 itHEAYIR(E, user
RER #if O"CB #if 1@ RIFTH PB4 Hilth = AVIRME,

T_cstartup £55RBY(8)2 T E"tjl main”BYBYIE] o
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tjl main
END: tj END

B4 main REFIGHIBTIEIS T _cstartup £5RBVETB)JLFEBEFRN. 7 main RE—FIERIMS 1L PB4 i
ik, WTFrm. AEX DBG_CHNO_LOW K#iF app_config.h 7 * DEBUG_GPIO_ENABLE" FY¥] 7,

_attribute_ram_code_ int main (void) //must run in ramcode

{
DBG_CHNO_LOW;  //debug
cpu_wakeup_init();

PB4 B—=—1ErILUNEH T_cstartup BIFFLERT(E],

£ user_init_deepRetn B EE T_userlnit Z53RMF RN PB4 Ml =AY 1E, XIFR A LASSILE A Debug
gpio B9%R, User AILUEE RIKEES. BEITNEFZENEL T_init. T_cstartup BIBY[E], User 7EIEf# GPIO
BENEM L, AIRIEBCHEE, X Debug gpio B code #H1TEE, LUSEIEZMESHNENEE, W
T_syslnit. T_userlnit &,

4.2.9 Connection Latency

4.2.9.1 connection latency 3838 Sleep B3

AIEXF Conn state slave role B sleep mode BIT4R (BE E"sleep timing for Advertising state & Conn state
Slave role”FfiiR), #BRET connection latency (f&#R conn_latency) &BEMBIETIR.

PM ZRMETFRIZE L, T_wakeup = T_brx + conn_interval, ¥ code ¥07TF,

if(conn_latency != 0)

{
latency_use = bls_calculateLatency();
T_wakeup = T_brx + (latency_use +1) * conn_1interval;
}
else
{
T_wakeup = T_brx + conn_interval;
}

& BLE slave £23F connection parameters update (EZSEEHT) A2, conn_latency £/, sleep wake_up
9B a1 79

T_wakeup = T_brx + (latency_use +1) * conn_interval;

TEPFTRA— conn_latency &EX4BTHY sleep BYFF, LEET latency_use= 2,
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TX RX TX TX TX RX
Master
T brx T_wakeup
I
| I
I sleep —‘
Slave | . | T T |
brx [ I brx |
| event | : -
I

[ L ! o o
|<+—— Conn interval —>:<— Conn interval —>:<— Conn interval —

|
|
-
: event
|
| |

Figure 4.6: "Sleep Timing for Valid Conn_latency”

conn_latency JXBEXET, sleep BYBT[E] R AREBIT 14 connection interval (—R&&EBELER/)N)HTF conn_latency
HERL, sleep MBTEIATRESHII—NLIRAMIE, W 1s. 2s F, RAVFEAULERIERMR. K sleep HAEIE
FAIH#EEE/\HY deepsleep retention mode A LEBHE X,

4.2.9.2 latency_use BJitE

% conn_latency £ BY, T_wakeup BIE R H latency use JREM, R BH latency use H AR EHEST

conn_latency.

latency_use = bls_calculateLatency();

£ latency_use 1HEH, HREI—1 user_latency, XNE user AILUSERE, EEN APl REIJEIEA:

vold bls_pm_setManualLatency(ulé latency)

{
bltPm.user_latency = latency;

bIth user_latency XPNEZEMHEN OxFFFF, EE PM BEMERFED blt_brx_sleep R RE2EEIETE
REIF OXFFFF, 3iBH API bls_pm_setManualLatency & B/ user_latency I gmiTt—IX sleep B, &
/ATHE’J sleep HHEEEFMILE.

latency_use BItEEIENT,
B it E system latency:
(1) BEYFINEESHD connection latency 77 0, system latency A O
(2) EHFNEZESET connection latency JE 0:

. %é’lﬁﬁ%?ﬁLﬁ—‘Eﬁﬂfﬁﬁkﬁ%, WAZRTE F— connection interval BESRW A B4R 4AME (ELINE
BEIREE RIET. WE master FEIEBTSMIETES), system latency 7 0o
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- BURRKERSEESEENIET, M system latency ZFF connection latency, BRAB—MFIS, 0
RUEIT master B update map request B update connection parameter request B SEFRAE AT E]
M7E (connection latency+1) 1 interval Z /], MSEERAY system latency 5@ MCU 7E SEPRE AT E] =
ZEIBR interval BE3R, HAfR BLE BYFFRYIEH,

=]
latency_use = min(system latency, user_latency)
Bl latency_use BY system latency # user_latency HBYE/)ME,

LI EZBIERILIE Y N8 user I8 API bls_pm_setManualLatency I BRI user_latency Lt system latency
I\, user_latency ESENRLZD latency_use, FN system latency FENRLZB] latency_uses

4.2.10 API bls_pm_getSystemWakeupTick
THEMN APl BFIREURINFEE IR ITEM suspend B2SRAVET[E] == (System Timer tick) , Bl T_wakeups

u32 bls_pm_getSystemWakeupTick(void);

M PM ZR{EEAMEHAZ blt_brx_sleep RIEFEILUEE, T_wakeup BT ELLEHE, BERIFR cpu_sleep_wakeup
R T , MAERAETE BLT_EV_FLAG_SUSPEND_ENTER FE4ElERERE A BEFEEMM T _wakeupo

TEIREFEAIN A 75,3548 BLT_EV_FLAG_SUSPEND_ENTER 4 [EIE& R bls_pm_getSystemWakeupTick
B

bls_app_registerEventCallback(BLT_EV_FLAG_SUSPEND_ENTER, &ble_remote_set_sleep_wakeup);

<

void ble_remote_set_sleep_wakeup (u8 e, u8 *p, int n)

{
if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN && ((u32)
< (bls_pm_getSystemWakeupTick() - clock_time())) >
80 * CLOCK_SYS_CLOCK_1MS){
bls_pm_setWakeupSource(PM_WAKEUP_PAD);
}
}

U EX AN ELRR S E LM ER M LR R ER.

—PMEBNAANHRBOEABMIFLELBEEY, RORNNEHEE—FEEZEM. H user B
bls_pm_setSuspendMask 18 & T Advertising state #1 Conn state #3E#H N\ sleep mode, £ conn_latency
REEMMEIE T, FE Adv interval 1 conn_interval BIEFRZHFFIAR (—RRIZETE 100ms LUA), sleep B
BfiEl R =812 Adv interval #1 conn_interval, BEBSHRIZEIFMHIIAE, MASER. LWERIZE GPIO MEEE,
TiLIRBEEHEIRERE MCU,

{BEY conn_latency £3/5 (kb0 conn_interval /9 10ms, conn_latency /3 99), AIBERER Conn state BY
B9 sleep RIFLE 150 XNIIEFIREAIESEI, 7 BLT_EV_FLAG_SUSPEND_ENTER [B]3 2 ¥ #r a0 R LAk
& Conn state, HHHFIEH NI suspend RYMEEERY ] S BE B HFIATIEIKTF 80 ms, ABAIE GPIO PAD Ay
BARM#HZE, MR timer WREENERESE, BRERTSHGPIO LBEFERET K, itk MCU IERIMREE,
EIBRENEBES, REMTASER.
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4.3 GPIO MERRY;F S EIN

4.3.1 REERTFEFH BT EH#EN sleep mode

BT 8x5x B GPIO MEER FE=XETMER, MAS LF A TRIAMREE, FRLIHECE T GPIO PAD MEERY, Lbin
RETHEA GPIO PAD SHFMEER suspend, EHifR MCU 7EIAA cpu_wakeup_sleep # A suspend BY, &)
BIXAN GPIO IREIMNEBTEREEREBT. EHACEREBETT, LMRFEN cpu_wakeup_sleep ¥ EM, fill
& suspend RI@LMEY, SIUZRER, BIEEEEFH AN suspends

MRHIMEIER, FTRESEREERTINEE, thiNARiE# N deepsleep EHIEEE, EFEFNIT, ER
MCU Fi&# N deepsleep, T code #1517, FERENFTERRE, ENMEFH flow AJEERELIE.

user TE{#H Telink BY GPIO PAD MafigRY, EFEBEGFXNREH,

MNRNAEEERIFFEX e, EIAA cpu_wakeup_sleep RIERBT R ET GPIO PAD MiERRE R4 WA
&5, AT RRIERERHNA BTN IZLE, PM driver 7 —LEciE

(1) Suspend & deepsleep retention mode

R ZE suspend # deepsleep retention mode, #ERRIRIBHEKEL cpu_wakeup_sleep, FZEK#LEHANLR[ENE
Bl EE L I AR E .

« PM IR ERME]T GPIO PAD &ERAPIRE, iR[E] WAKEUP_STATUS_PAD;

« PM &R _E&EMNEI GPIO PAD £AVIRE, iR[E] STATUS_GPIO_ERR_NO_ENTER_PM

(2) deepsleep mode

R Z deepsleep mode, PM driver RTEKEBE&IF MCU reset (ILBYAY reset R watchdog reset 3R —%) ,
F2F=[E 2] Run hardware bootloader" FFAE iz To

XL EiRIER, £ SDK demo “b85m_ble remote” A, T HERAIRLIE,
7£ BLT_EV_FLAG_SUSPEND_ENTER I E T REH suspend B el X BTEIBY, 7 =FE GPIO PAD Mt
8

vold ble_remote_set_sleep_wakeup (u8 e, u8 *p, int n)

{
if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN && ((u32)(bls_pm_getSystemWakeupTick() -
« clock_time())) >80 * CLOCK_SYS_CLOCK_1MS){
bls_pm_setWakeupSource(PM_WAKEUP_PAD);
}
}

LIRS ERERE, BEFohgE latency I 0 HE—NME/NHE, F13F sleep BHEIIRE, iR sleep BIEIR
281t 80ms, BBATMAEKERBILENIHE (drive pin EESEF) FBET GPIO PAD SHEFEMEE, T
KEBFRTo
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int user task flg = ota is working || scan pin need || key not released || DEVICE LED BUSY;
if (user_task _flg){
bls pm setSuspendMask (SUSPEND ADV | SUSPEND COCNN) ;

#if (LONG PRESS KEY POWER OPTIMIZE)
extern int key matrix same as last cnt;
if(!ota is working && key matrix same as last cnt > 5){ //key matrix stable can optimize
bls pm setManuallatency(3):
¥
else{
bls pm setManuallatency(0):; //latency off:
¥
fel=e
bls pm setManuallatency (0);
fendif

Figure 4.7: “RIh#E(CEE”

MCU # N\ deepsleep BIFRFNIE N :

- —RBIES 60s RETMAESHFSFEHN deepsleep, XENEHEIFIRBEIET, FTLULLBIARSE drive pin
SEFEH deepsleep TIEHN;

« ZRF# 60s [FiHN deepsleep, XBHREIAE drive pin EMEEF, SDK 2 FEM drive pin MEE
BERERR, RARBIFRE, EFRET XN (BERBRBEETDNERLIE).

4.4 BLE 2R RINFESIESE

ETH2 7% BLE SDK {RINAEBIEM LM RIBEM F, user IR R EHEE B SMRINESIE, 155% SDK
demo “b85m_ble remote” RIIFEEENEZE code, TEM—LEARRE,

7£ main_loop B9 PM configuration ZB43 70 blt_pm_proc EEK, FEXMREERIE main_loop MR/SMHE,
LURIEIZ{TAY 8] L B3ZiT blt_sdk_main_loop. EIt blt_pm_proc R EERINFEEENEE, FTEIRIE U
entry ZR ZMESHMIEE L RBAENIEE,

bit_pm_proc BRIRIIFEEEEE/ LM EREZEWT:

(1) HEFSEERXHA sleep mode BF, F1IEF (ui_mic_enable). LINEESSIEITHT, iR E bltm.suspend_mask
79 SUSPEND_DISABLE,

(2) Advertising state &4 #&BYIEIAE] 60s, 1&8E MCU #H N deepsleep, MEEIESN GPIO PAD (FETE
user initialization B3 1ERIREIZHE GPIO PAD) , ¥IMTR ST B 60s NAEERRARGERZE, BT
= advertise_begin_tick IB R #EFIEH System Timer ticko

REIES: 60s T #E#HAN deepsleep HNEBNRN T BIFE, BALE slave IKFEBH master EZNE—HE
&, user FEREBCHF R, MWINFEHITIFGE, REMMAIE advertising state BIBTE]a)H,

(3) Conn state slave role BY, FREHIREHMEERTENR. RESMIS. LED 5%, BdRIE—XREX™H
{52 0¢i8] 60s L E, i&E MCU # N\ deepsleep, MEEJRFA GPIO PAD, H BE7E deepsleep iZI2E 1728
DEEP_ANA_REGO #riZ HEIREEEIRS TH N deepsleep (deepsleep MiERfS, FILUSE MR EER
TREE master ELE)o
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REIEL: 60s TEBUESHN deepsleep WEMRAT B, EFRRERERNEZNINGEREIEN, el
RN deepsleep. user HEIRIEE S HIE RMINFERITURE GNRISLHL,

Conn state slave role BYE# N deepsleep, i bls_ll_terminateConnection @ master &iX—> TERMI-

NATE 8%, HFX MW ack /5 (tkEYEfiik BLT_EV_FLAG_TERMINATE SE4E1EE %K) BN deepsleepo

XEMZE N T HR master YEl salve EEHBTERNEREILZIETF. WR slave ZE RIEMTEEKRIHN deep-

sleep, master MR FIEZREH —EZ1HEM slave FH, BHE connection timeout &, X connection

timeout BYEIATEETR K (l:l:!ll] 20s), WIER7E 20s connection timeout Z &l slave #MEEFH & #EZXH master

L_LJE%, BT master BT E—RENERKREHR, SFHTEILZIA slave BINERE. A LHEARMEE
ERERIS.

(4) YB—LEIESTEEWKTIEIA sleep BIREY, BILAFENIRE user_latency 8 0o ¥ key_not_released.
DEVICE_LED_BUSY B API bls_pm_setManualLatency ¥ user_latency &9 0, #F4 latency_use
T 0, conn_interval 4 10ms BY sleep AY[E]FREEIE 10ms.

(5) ELESE 4 PHEM E, FohXE latency f&, 81 conn_interval ZFEEER, FEHME RS, BigE
I LED R MIBEHREES Y conn_interval Z3ii—x, BT A LIBM—LEThEEM Ko

LONG_PRESS_KEY_POWER_OPTIMIZE % 1 BY, Yi#@BE1EE (key_matrix_same_as_last_cnt > 5), &
LUFEmLE latency BYE, JEH bls_pm_ setManuaILatency (3) &, sleep BIBYEIFR=#BE 4 1 conn_interval,
conn_interval /7 10 ms B, & 40 ms EE3R— 402 LED FIIGHHH,

user EEAXMEKE, FEBITIRIE conn_interval BYEFI{ESS 0N B 8] 3 iE(H,

4.5 [ FEEMIREE

£ Advertising state #1 Conn state Slave role, RZ[E GPIO PAD IMEERTIR T, —BEi# A sleep mode, REETE
BLE SDK TR IFRIBTIE] R T_wakeup MEEE, user ToATER —MFERIME =R sleep IRFIMREE, A TIEN PM
BIRIEME, SDK EINT N AEENEEEN AP F1ERIEIE R L.

N FEEERMEER API:

vold bls_pm_setAppWakeupLowPower(u32 wakeup_tick, u8 enable);

wakeup_tick JITEBIMEEERY System Timer tick {&;
enable 73 1 B TFZMRERTHEE, enable 79 O BYXiH,

A EERMEE L RS, 1T bls_pm_registerAppWakeupLowPowerCb EAHI[EERKIER, EERAEF APl 10
T

typedef void (*pm_appWakeupLowPower_callback_t)(int);
void bls_pm_registerAppWakeupLowPowerCb(pm_appWakeupLowPower_callback_t cb);

LA Conn state Slave role J3f§l:

% user A bls_pm_setAppWakeupLowPower & & 7 M B E BT MEFERY app_wakeup_tick, SDK TEi
sleep H1, ST app_wakeup_tick @ETE T_wakeup ZHlo

- IR app_wakeup_tick £ T_wakeup Z&i, W FEFITR, MLATE app_wakeup_tick fil’& sleep 1ZRIMEEER;
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« WNR app_wakeup_tick £ T_wakeup ZJ5, MCU EEB&7E T_wakeup MREE,

T brx T wakeup

app_wakeup_ tick

sleep >

A

|
|
|
|
|
|
T_wUI task(_
|

brx |
event |

f

Y

- Conn interval

Figure 4.8: "EarlyWake_upatapp_wakup_tick”
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5 {RERfZI

B E (battery power detect/check), 7E Telink BLE SDK FIfEXx Xt a]gE HIMEMMZ F, BiE:
BB SN (battery power detect/check) « {REEMASN (low battery detect/check) . {EEEEM (low
power detect/check). BBIH8ZE (battery detect/check) o Lt SDK HAERSEFIREEIN battery_check.
battery_detect. battery_power_check ZF#p&,

G — LR (low battery detect) "X PNRAMRFHITIRE,

Zz)% B85m BLE Single Connection SDK FF&F#ft

5.1 {REBIENMEE Y

ERBEMERNTR, BTEMBESEH TR, HBERE—ENERSSIERZ N
a) 8x5x L{EBBIEREEA 1.8V~3.6V, HE[EMETF 1.8V BY, 8x5x BELT EFRIEREN T,

b) LEHMEEEREN, RATFEBENAIRE, Flash B9 write" 1 erase”I2ERIgEA HERIXBE, 1EM program
firmware AP HIBERFEEN, REASHTREN. REUFHNESZR, BITEXAAIaEH XY
REREIREHN 2.0V,

RE L EmAER, FRARMEBRNSR, HIIEE—LELBEE (secure voltage) , AEHBESTEXINE
SLEBENREA A MCU BT E;, —BBEEEFREBE, MCU FIEETT, FEIULZH shutdown (SDK k£
fEA#HN deepsleep mode L),

LEHEMMAIRERE, XTBEERER, BRI SDK FRIAER 2.0V.
=
- RERPEERE 2.0V ARTA. 2EE, TP ERELFEDITHGESXLERE, 1R user EREMHE
BRI T AEENIRT, SHEBEEMNSRELERFR, BENBRELEHE.

3FF Telink BLE SDK FFA LI, REFFR T BitHE, [BRNENIRZmEBNE e ARAEIETT
MES, URIEF @R E M.

REBERNXF Flash #BIERIRIF, £ Flash NMABNETHIBRENTA,

5.2 {EKEBIEMAYSCIR
KB NFEEFER ADC X EIRBEFHITMNE, user IFBE XY 8258/8278 Datasheet t#Hx ADC ET1, Foxd
B85 By ADC EHHITHEN T ik

R MAISSI, 454 SDK demo “b85m_ble_sample“48 HAYSE IR BA, &2& X battery_check.h #l
battery_check.co

IR app_config.h XHFHZE"BATT_CHECK_ENABLE"S#ITFH, XMNEIAZXFN, user EAKE
MThRER BB =,

#define BATT_CHECK_ENABLE 1
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5.2.1 {REBIENAEE R

REEANZ— M EZR ADC REFESS, 7ESEI ADC REFRREBERN, A—LEFEIEMIEE, HEAMT:

5.2.1.1 EiXfEA GPIO (N EE

8x5x HY ADC % NB 8 L X #FE"VCC/VBAT” M NBIE E X BIRBE#HIT ADC X&F, N TEZEE
ADC_InputPchTypeDef FIERE—"VBAT",

ERTFELEAFHIERE, 8x5x “VBAT” channel FEEEA, FrLA Telink #E: RAFER VBAT” ANBE, &4
FEMA GPIO BINEE,

BIFRY GPIO MIN@iE A PBO~-PB7. PC4. PC5 Y input channels

/*ADC analog positive input channel selection enum*/
typedef enum {

BOP,

B1P,

B2P,

B3P,

B4P,

B5P,

B6P,

B7P,

cap,

C5P,

VBAT,
}ADC_InputPchTypeDef;

fEF GPIO input channel XTERJREBE#HTT ADC K, BRMLIM AR
a) EJRIEREEI GPIO input channel

M EBEERIGIT E, BEIREEM GPIO input channel &%, ADC #J1A81LEY, 35 GPIO I NEMEE (ile. oe.
output £&Bi% 0), LAY GPIO EMBEEFETFRIREE, BiF#HTT ADC EiFE00],

b) EBJREAIEARR GPIO input channel

B EAFEBIRH GPIO input channel %1, FEEB) GPIO EEBEFRME, 8x5x NEPEBEKLS
IR LURIE GPIO Wit S BB B EEMBIREBEEKEESE. B84 GPIO MmN E BT LUER EE./FT_\%J_»,
1@i¥i% GPIO input channel i#1T ADC %,

B#1"b85m_ble_remote”i&$EH GPIO input channel & PB7, R T % 2 i EBIEARZME GPIO input channel” 5
o

1% PB7 /9 GPIO input channel, PB7 fEAEI® GPIO IhEE, #IMBHEIFTERZ (ile. oe. output) EFEIA
KB, FMISEHRIEN.
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#define GPIO VBAT DETECT GPIO_PB7
#define PB7_FUNC AS_GPIO
#define PB7_INPUT ENABLE 0
#define ADC_INPUT_PCHN B7P

FEWIT ADC Ri¥HY, PB7 HHERT:

gpilo_set_output_en(GPIO_VBAT_DETECT, 1);
gpilo_write(GPIO_VBAT_DETECT, 1);

ADC EHELZRG, AL PB7 M AXiE, BT b85m_ble_remote " FEFEIR F PB7 BEHERTMN (&
MEMBRER), HESBEFHAEMTMRE, FrLl SDK EHEFEIE PB7 RS XIE,

5.2.1.2 REEFERESER

R 8x5x ADC input mode [EIFYZ#F R IHETL (Single Ended Mode) MZED1EIL (Differential Mode) , {BH
FREFENRR, Telink ME: REEFEREDEREN, BHERARTRITFER,

%ﬁ*ﬁ_ﬁﬁﬁ input channel 4379 positive input channel (IE#H#IANIBEE) # negative input channel (fAlmHEIA
i), #WNEREBE[ENRN positive input channel EBEEZs negative input channel BBEFEIMEBEEE,

IR ADC XK#£HY input channel RE 114, FRZEZEILE, R ZHaE0 input channel I8 & 79 positive input
channel, ¥ GND &7 negative input channel, Xt ZEMEBEZEH positive input channel BEMEZ.

SDK FRREMERET Z2HEI, code WM. “#if 1”5 nelse" DB ERMNINEEIZE, “#if "REANTIL
code IBTTERUTTAEEl, vILUBIIE #else”3RIERE, adc_set_ain_channel_differential_mode APl Hi%&1F
T PB7 ¥EN positive input channel, GND ¥EJ4 negative input channels

#1f 1 //optimize, for saving time
//set misc channel use differential_mode,
//set misc channel resolution 14 bit, misc channel differential mode
analog_write (anareg_adc_res_m, RES14 | FLD_ADC_EN_DIFF_CHN_M);
adc_set_ain_chn_misc(ADC_INPUT_PCHN, GND);

#else
////set misc channel use differential_mode,
adc_set_ain_channel_differential_mode(ADC_MISC_CHN, ADC_INPUT_PCHN, GND);
//set misc channel resolution 14 bit
adc_set_resolution(ADC_MISC_CHN, RES14);

#endif

5.2.1.3 WZ0{EH Dfifo 1##3{3%18 ADC FRiE{E

IFF 8x5x, Telink ME: HABE[EA Dfifo IR ILIN ADC RIEFEIRE, AEE dirver BT REAYSSIN,
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unsigned int adc_sample_and_get_result(void);

5.2.1.4 AR ADC EZEELK

£# (8258 Datasheet) AJH], ADC IREHIEFE Left. Right. Misc ZJ11 channel, BF—E4HMNER, X
Lt state channel TARBS T{E, Telink #FE: ADC IRSHIFAY channel ATIRIIIETT, FEERERY TIE,

BRERNEN—FThEREARR ADC K&, FHRE Misc channel, User IRFEEMEEMMSMNE LAY ADC BIE
£, WEEMFEHA Misc channel, Amic Audio EMIZ Left channel, {REENTEZSEHM ADC FESRIETT,
IR YB3 TR SEH,

5.2.2 {REBIS MY EIR{EH

User f"b85m_ble_remote” app_config.h XHHHIZ * BLE_AUDIO_ENABLE” XA 0 (X# Audio FIETH
BE) , FABTLIIRTS ADC RWRENAFERR demo, HEEHIZSZE b85m_module”HIEEWK demos

5.2.2.1 {EEEENMIATL

£# adc_vbat_detect_init EREHISZIN,

ADC #Ha L RIIRE 240 5% B T ERHRFE: 5t power off ($2E8) sar adc, AREEEMEBE, RS power on
() sar adco FIE ADC EIERIFIAILER A IEMREX Tz

vold adc_vbat_detect_init(void)

{

/******power off sar adc*******ﬁ/

adc_power_on_sar_adc(0);
//add ADC configuration

/******power on sar adc*******i/
//note: this setting must be set after all other settings
adc_power_on_sar_adc(1);

Sar adc power on 5 power off ZHIMECE, user REFREEEN, FEAXLRIAFIZREMIT. User INRIEHF
T AE# GPIO input channel, EIZFEHZE"ADC_INPUT_PCHN"MIEXBNA], User BURE-EBERINER KA T B
JRIERZEI GPIO input channel’B9i%it, FEER "GPIO_VBAT_DETECT"fitt & B IFHIRIELRIR,

adc_vbat_detect_init #IILERELTE app_battery_power_check FiAMAR code 79:

if(!adc_hw_initialized){
adc_hw_1initialized = 1;
adc_vbat_detect_1init();
}
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XBFEHAT—1ZEE adc_hw_initialized, BHZTEH 0 RAR—XIBKL, FBEEE 1; ZZTEHN 1 HAE
M. adc_hw_initialized £ F@E API RS #IRE,

vold battery_set_detect_enable (int en)

{
lowBattDet_enable = en;
if(len){
adc_hw_initialized = 0; //need initialized again
}
}

7T adc_hw_initialized B9I&ITRI LASEIMBYTHAES :
a) 5HEfh ADC 53 (“ADC other task”) BIHJJiR

HRE[E sleep mode (suspend/deepsleep retention) BIFZME, ROMRERIISEM ADC ESHITR,

RAEEZERBENSEHM ADC ESHITIREER, FTEEHIN adc_vbat_detect_init #ZRMIT, FTLAREE
EE| user initialization 1, WMTE main_loop B,

F—RHIT app_battery_power_check K #{BY, adc_vbat_detect_init #i1T, BEEAFASERERIT.

—B"ADC other task"FHB ZH1TE, FIEE ADC IFERAN, HR ADC other task #1318 KBS A bat-
tery_set_detect_enable(0), IEBIEFRF adc_hw_initialized 7& 0o

% ADC other task"5eRk/5, 32 tH ADC BIfEMN, app_battery_power_check B X717, HTF adc_hw_initialized
B 0, WIEXMIT adc_vbat_detect_init, XFEFFRIE T REICNERTIERNEBEHRITIRK,
b) Xf suspend #1 deepsleep retention HYEIERN L IR

1% sleep mode ZEE#HE,

adc_hw_initialized XML EFE BN TE X E—"data"E& 58 bss R EI T &, FEEE X F retention_data
to EXTE data”F&EL bss” LRI LURIES X deepsleep retention wake_up IETEHIT software bootloader (E]
cstartup_xxx.S) BIXNBEWEMYIIRNA 0; 1 sleep wake_up EXN B2 URIFAT,

adc_vbat_detect_init R EMAE R reqgister BIHEENFER: 7E suspend mode FTRIEE, AILUREFERT;
7T deepsleep retention mode F&FHE,

R MCU # N suspend mode, BER/GHEXINIT app_battery_power_check BY, adc_hw_initialized BI{EF
suspend ZBEI—, FREEMNIT adc_vbat_detect_init EE,

N8R MCU i# N deepsleep retention mode, B35 adc_hw_initialized 79 0, %R EF#IT adc_vbat_detect_init,
ADC XM reqgister REEEWEHACE,

adc_vbat_detect_init EREFIZTE register BPIRZSEI LUTE suspend BRIE1RIF AR H,

SEXRINFEEIE 29X suspend mode BYIRBARIAN, Dfifo HBXAIZTEESTE suspend mode S¥gH, Frld
LUF#A] code & BIE adc_vbat_detect_init ERER, MMETE app_battery_power_check ¥, HFERERX
BN FIEREFMRE.

adc_config_misc_channel_buf((u16 *)adc_dat_buf,ADC_SAMPLE_NUM<<2);
dfifo_enable_dfifo2();
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SDK FR¥} adc_vbat_detect_init ERIEHRIN T XEF"_attribute_ram_code_“LU&E N ram_code, REBHZE
AT MWK ERZEESHINGE, LLIN3 BB 10ms * (99+1) = 1s KEREE, & 1s BER—K, FEpyKE
FR{EFAYE deepsleep retention mode, HBAEREEFR/G adc_vbat_detect_init —ESEMHIT—X, MAZ
ram_code GHITRESTRIE R,

XA _attribute_ram_code_"FEM I, EF=mMAY, user AILURIE deepsleep retention area HIERATE
5, BEFENRNER, RKRERTEULLEREMAE ram_code H,

5.2.2.2 {KERISAb IR

£ main_loop %, JAF app_battery_power_check ERESZIEERICMAILNIE, X code AT

_attribute_data_retention_ u8 lowBattDet_enable = 1;
us8 adc_hw_1initialized = 0;
vold battery_set_detect_enable (int en)
{
lowBattDet_enable = en;
if(len){
adc_hw_1initialized = 0; //need initialized again
}
}
int battery_get_detect_enable (void)
{
return lowBattDet_enable;
}

if(battery_get_detect_enable() && clock_time_exceed(lowBattDet_tick, 500000) ){
lowBattDet_tick = clock_time();
app_battery_power_check(VBAT_ALRAM_THRES_MV);

}

lowBattDet_enable FRAIAES 1, EBENEEIARIFRN, MCU EBEFIZZFTUFBERBEN, ZTEFEIR
B ¥ retention_data, iR deepsleep retention FEEEREHIIRZ.

RBEEHM ADC ESHEL L ADC FERNET, 7 EEXTE lowBattDet_enable BIfE: HHfth ADC ESFFIAET,
VA battery_set_detect_enable(0), LthBY main_loop RARZEIEAMA app_battery_power_check ¥, TEH
fb ADC ES4EKR /S, M battery_set_detect_enable(1), 34 ADC EERM, IthBY main_loop X AT LR
app_battery_power_check E&%K,

BT T = lowBattDet_tick RITHMEERIMAYSAZE, Demo FAE 500ms HIT—RIKERM, User B] LAIRHE
B S EREEX P ETE)E,

app_battery_power_check REFBEALIERLRILRED, S REMEERNBREK. Dfifo BUES. TR
HIFREX. #IERVRMIE. REBIREMNLIEESE,

ADC REHUIBRVIREXER T Dfifo mode, Dfifo BRIAXKNE 8 ¥R, ElERAR/IMERITEFIIE.
adc_vbat_detect_init EREETLAFEIE adc REFRFEHEA 10.4us, FRLUEREXEUIBLFEAME 83us,

A LAEE] Demo H72"ADC_SAMPLE_NUM"B] LA#IEEN AT 4, 48%2 ADC KIEETE)E] 41us. HTFER 8 EXUE
HN7E%, HEERSTMNER,
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#define ADC_SAMPLE_NUM 8

#1f (ADC_SAMPLE_NUM == 4) //use middle 2 data (index: 1,2)
u32 adc_average = (adc_sample[1] + adc_sample[2])/2; #elif(ADC_SAMPLE_NUM == 8) //use
< middle 4 data (index: 2,3,4,5)
u32 adc_average = (adc_sample[2] + adc_sample[3] + adc_sample[4] +
adc_sample[5])/4;
#endif

app_battery_power_check EK##MEl ram_code £, &F FEIT adc_vbat_detect_init” ram_code AYLEAH,
HBEAT HEIBITHIE, KA,

XA _attribute_ram_code_"REBHA, EFmMEY, user BILURHE deepsleep retention area BIfEATE
0, EEFENENER, RRAESTIELEREIRANE ram_code F,

_attribute_ram_code_ void app_battery_power_check(ul6 alram_vol_mv)

5.2.2.3 {KERE

app_battery_power_check B9&#K alram_vol_mv I5E R BIEMEBIRESBE, BAIH mV. RIBEFINXNE, SDK
FRERIAIEE /I 2000mV, 7E main_loop BEENF, HEBIRBERT 2000mV BY, #NREEE,

RERERILIE demo code W TFAiR. REFIM shutdown MCU, FeEB#ITEM I,
"b85m_ble_remote"fEA#H N deepsleep BIFF TR shutdown MCU, FHIZE T IREA LUIREEEITSS.
RERZAAIE, BRT S shutdown 9b, user BT LUEEREMAVIREITH,

THE code 1, A LED AT 3 RIRIN, SR~ mERERETEREREM,

if(batt_vol_mv < alram_vol_mv){

#if (1 && BLT_APP_LED ENABLE) //led indicate
gpio_set_output_en(GPIO_LED, 1); //output enable
for(int k=0;k<3;k++){

gpilo_write(GPIO_LED, LED_ON_LEVAL);
sleep_us(200000);
gplo_write(GPIO_LED, !'LED_ON_LEVAL);
sleep_us(200000);

}
#endif

analog_write(DEEP_ANA_REG2, LOW_BATT_FLG); //mark
cpu_sleep_wakeup(DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0);

*b85m_ble_remote”#% shutdown f&, #HNAI#EMEEERY deepsleep mode, LEBYTINRAZ A FRRMEEE, SDK =*7E
user initialization RYBHMBESTIRIRM—RIKEBALN, MAZZEFER main_loop FHEM, XEFRIEMFEEZE N T #%
N ERYEEIR, ZF1HBRINT :

AN-21112301-C2 202 Ver1.0.1



T Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

WREEBIRERY LED AMREELIRT T = RERE, ABEHN deepsleep X#IEEE, M main_loop RIRLIER
&, EEZE/D 500ms Wt EASEMIRERRN, 7£ 500ms ZAi, slave W BB EXKXLEBAT, RARESE
master BEEE LT, XHENIE, MUNBELEBIRENIGEXSETER bug 7o

EAXNRE, SDK #AITE user initialization BIBHZRFLIRBIMUEERICN, AMEX—FS AL E FEIE R,
ERLATE user initialization BIBHE, ZRHINMEEEFS

if(analog_read(DEEP_ANA_REG2) == LOW_BATT_FLG){
app_battery_power_check(VBAT_ALRAM_THRES_MV + 200); //2.2 V
}

1R#E DEEP_ANA_REG2 HRINFF2309E ] LIFI KT @ TR EIRE shutdown #HMEERAVIER, LEAT#HITIRIRIKE
i, FRIBEZEIM 2000mV IREBFIRSE) 2200mV FRAMEEBE). 15 200mV WREZ:

HRERNSE—EIRE, TEFRIEVNELERVERMEMN—HE, LINRETE 20mV, AIREE—XIENRIEBE
£ 1990mV #H A\ shutdown &R, FAGMEESTE user initialization BIFHMEE XAMEIAIEEESZ 2005mV, il
REZLL 2000mV AIREBERIE, BT A LE EEHEARR bugs

FRLEETE shutdown R MEER SRYLREEBICNEY, BIREBERMEAS—L, FaEELLRBEENN R
KIREHE Ko

OB YERMEEENAMEEETF 2000mV #H AN shutdown IRRAGE, ASEMIREEE 2200mV, L user

RARECXD 2200mV SXKFREBE 2v-2.2V BFRIRKREE. ~aEREEREREETE, #ITRB
HEMEME, HEMEBENER, FmiREEBRER,

5.2.2.4 {KEBIEN debug 1R

"8258_ble_remote” Demo code FEEH TH debug XM, 1RHL4E user #1T debuge

#define DBG_ADC_ON_RF_PKT 0
#define DBG_ADC_SAMPLE_DAT 0

HFTE debug WIBHEA RTBEFTH LA %"

"DBG_ADC_ON_RF_PKTfIH G, SE HBEMEZREHZRENKIEE LER ADC RELERENERE, F
= T B RsiEmiEee, R REERT debug.

“DBG_ADC_SAMPLE_DAT"$TH /g, BILUE ADC KM EER1ZMETE Sram Lo

5.2.3 {KE2NF Amic Audio

S2ERBRNEMFERARAPIEANNE, HFEEILI Amic Audio B, REMEFEEANF Amic
Audio B9TJRENT],

WRREREBENBEIMERNAR, BEABETE, BRIMEERNALHFS. Y Amic Audio #AEAR, MILTME
=

(1) REAMREBT
VA battery_set_detect_enable(0), HFEEBILMIEIR ADC FREAKIE S,
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(2) Amic Audio ADC #I%a1k

BT ER ADC A AR EBENA—1F, FTEX ADC EM#HITHIEK. BAEHGESE R Avdio" BRI
2]

Amic Audio £55RBY, JAFD battery_set_detect_enable(1), SEMEEBMIER ADC RIECEWREM, AR
KNEESHMPEN ADC B, ARFIEHITRBRN,

MR ZEBKNFEAIE Amic Audio BY ADC ESEIITEE, Hh ADC ESHIIERREE Amic Audio RIRLEE
TR

WMRZEEBAM. Amic Audio. Hft ADC ESH 3 MESRERIETE, user AIRIEADC BBERFERFER "R
RN, SZ{EEHRNF Amic Audio TIHREIMAY A%, EBTEM,
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6 Audio

Audio BFISFJRRILAZ Amic 2% Dmic,
- Dmic REZEFEHAIMNE audio LIRS FH, BHMFES151E 827x 5¢& 825x L;

« Amic FREFATH RSB codec 1RIR, MRIAHN Audio ESHITRIFFRIE, RERUNBRFESER
F| MCU,

6.1 #1341k
6.1.1 Amic FI{EERISM

SERSEXREENBINBRIF, Amic Audio FUEEBINIEER ADC HEIREY, HABIR ADC #ITHIHREER,

E38, WMNRNALEFEREHI Amic Audio FIEfM ADC F53, X 2 MESHEEN ADC HITUIMRER, WRE
BY I Amic Audio. BB, Efth ADC £55, X 3 MESHEENR ADC HITLIRER,

825x/827x Amic TFETE Audio ESHBINIRE, XiFABESKIMEBLNA Amic Xt ADC HEIRATLIHEER

6.1.2 AMIC {IMa1igE
£# SDK demo “"b85m_8258_ble_remote”iIEZ A IEFE X code,

void ui_enable_mic (int en)

{

ui_mic_enable = en;

gpilo_set_output_en (GPIO_AMIC_BIAS, en); //AMIC Bias output
gplo_write (GPIO_AMIC_BIAS, en);

if(en){ //audio on
audio_config_mic_buf ( buffer_mic, TL_MIC_BUFFER_SIZE);
audio_amic_init(AUDIO_16K);

}

else{ //audio off

adc_power_on_sar_adc(0); //power off sar adc

#1f (BATT_CHECK_ENABLE)
battery_set_detect_enable(!en);
#endif

E vi_enable_mic EREH, en=1 XN Audio FESHFRE, en=0 XM Audio FSZHILER,

Audio FFE4Rt, GPIO_AMIC_BIAS EEimHE S EFEHRIKE Amic; Audio £E 5, GPIO_AMIC_BIAS EE XA,
FA LEX N ERITE sleep mode IR,
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Amic FIEHIRE RN

audio_config_mic_buf ( buffer_mic, TL_MIC_BUFFER_SIZE);
audio_amic_init(AUDIO_16K);

Audio ELEiZF2H, EMRIEER Dfifo BEIERREAEIENE Sram Lo audio_config_mic_buf AFEEZ
Dfifo £ Sram _RIEIEHAFNKE,

Dfifo BIECETE vi_enable_mic REFFLIE, Y TFER Audio FHIRESEEfH—IE, JREZ Dfifo 14 reqister
7E suspend RI=EEBEK,

Audio ESERMEHER, WK HF SAR ADC, BALETE suspend BYRER:

adc_power_on_sar_adc(0);

BT Amic FMERERNEEYHER ADC iR, 7£ vi_enable_mic EREE RN battery_set_detect_enable(!
en), ATFXAMFBEBN, EEERHRBIENZ 2N B,

EBEEESHHRITHIE main_loop B Ul entry #8453
#if (BLE_AUDIO ENABLE)

if(ui_mic_enable){ //audio
task_audio();

#endif

6.1.3 DMIC #iaisE

b 7o

6.2 Audio ¥iEQbIE
6.2.1 Audio #IEEM RF 5iX57%

Amic REHFMNEREEHER pcm KA, BAET demo FIRMHT sbc, msbc # adpcm =MEF E X, HHF
adpcm XA pcm to adpem BIEGHE RS adpem 18X, E4EZEN 25%, FLURIE BLE RF #3E=, master
IR IR adpem MEEIBMRESEIR S pcm o

Amic REEZE S 16K*16bit, FFEh 16K > sample, & ms 16 > sample, BEIE ms 16716bit = 32byte,

£ 15.5ms, =4 15.5%16=248 4 sample £ 496 bytes FIREEIE, FX 496 bytes #1T pcm % adpcm %%
#: 1/4 [E487 124 bytes, FEBTANLE 4 1 bytes BIKIE8., 8% 128 4 bytes HI%KIE.

128 bytes BYEHE, 7 L2cap B LKIXL master, 2 5 1 packet £i#17, AABNEEAKER 27, #F
—PNENFE 7 1 bytes BY 12cap FIIRERIE A

[2caplen: 2 bytes, chanid: 2 bytes, opcode: 1 byte, AttHandle: 2 bytes
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TEFFFRAZHIMEN RF 238, AIUEIE—IEHE 7 MEIMIEE, EEELR 20 bytes B9 audio R,
[EEME 27 bytes £ audio 3, F—1NEEMK 20 bytes B audio 8, 5@ 4 MEHTENE, T
BE 12cap WEAEE, 8 1MEAIUK 27 1 bytes: 20 + 274 = 128 bytes,

Data Header RSS!
Data Ty CRC FCs
YPE |\T7TnD NESN SN MD PDU-Length (dBm)
Empty FDU|| 1 T 0 oxaFEFDC || —38 || oK
Data Ty Data Header i L2CAP Header
YP®|LLID NESW SN MD PDU-Length ||L2CAP-Length Chanld |(Opcode AttHandle AttValue
L2CAP-S || 2 T 27 0x0083 0x0004 ||0x13  0x0028 3F 03 07 7C A9 BE 13 65 21 43 51 B1 43 22 14 10 C3 40 22 25
Data Header RSSI
Data Ty CRC FCSs
YP€ |lLLID NESN SN MD PDU-Length (dBm)
Empty FOU|| 1 e e 0 oxaFE4ne || 38 || ok
Data Header Generic LZCAP Payload RSSI
YPe|ILIID NESN SN MD PDU-Length |[80 94 38 33 73 08 11 2A 32 61 94 11 99 53 (dBm)
L2CAP—C || 1 oo 27 41 92 99 A9 E9 81 8B 1C 9A 09 AA D1 &B 0x132861 || -38 || oK
Data Header RSS!
Data Ty CRC FCs
YPE |\T7TTD NESN SN MD PDU-Length (dBm)
Empty FOU|| 1 T T 0 oxeFEFDC || 38 || oK |
Data Header Generic L2CAP Payload RSSI
Data Ty CRC FCs
YPe|ILITD NESN SN MD PDU-Length ||AC BB C9 B9 C9 8A 8D CB 4B 9C 09 AB 99 29 (dBm)
T2cap—C|| 1 0 1 1 27 OF AB 0B 1A OF 04 15 21 53 30 €8 17 90 0x368693 || -38 || oK
Data Header RSSI
Data Ty CRC FCs
YP¢ ||ILID NESN SN MD FPDU-Length (dBm)
Empty FDU|| 1 0o 0 0 0 oxeFE4R || 38 || oK |
Data Header Generic L2CAP Payload RSS1
Data Ty ! CRC FCs
YPe|LITD NESN SN MD PDU-Length |[19 09 89 89 89 A8 08 8A 50 E9 19 8A B8 DO (dBm)
T2cap—C|| 1 Tow o 27 08 AL F9 88 CL A0 92 Bl 1B 9A 9E CA C9 0x441600 || —38 || o
Data Header RsSI
Data Ty CRC FCs
YPE |\T7TnD NESN SN MD PDU-Length (dBm)
Empty FDU|| 1 oo 0 oxaFEFDC || —38 || oK
Data Header Generic L2CAP Payload RSS1
YP|lLLID NESN SN MD PDU-Length ||EQ 81 0B 09 1A DB B3 99 A9 D2 99 OF B9 91 {dBm)
L2CAP—C || 1 0 1 0 27 €9 B0 B1 CB B2 E1 1A AR 13 OF 3A 47 32 0xF0sAcE || —38 || o
Data Header RSSI
Data Ty CRC FCS
YPE |\T7TD NESN SN MD PDU-Length (dBm)
Empty FOU|| 1 0 0 0 0 oxeFE4Rs || —38 || ok
Data Header R5351
Data Ty CRC FCs
YPE |\T7TTD NESN SN MD PDU-Length (dBm)
Emotv EOOI 1 1 0 0 o oxarE272 |l —38 |l ok

Figure 6.1: “Audio $UEME"

4ESRIE BLE 1&IR ATT & GATT B9 %t Exchange MTU size Z3RVRBEATAN, X E audio HUEETF 128 byte
K BTE slave HIT T HEAIE, MBHLE peer device (FHIEE) WIIXLEFEEBERPEMRLI, M—
EEIBI Exchange MTU size BAEXT 75 peer device BIERK ClientRxMTU, RE Y ClientRxMTU KFZHTF 128
B, slave ImAYIXA™ 128byte KB A BEM peer device IEFALIE,

FRIAS audio ESHE, FEXIX 128 byte KEEY, RIFMA blc_att_requestMtuSizeExchange #1T Exchange
MTU sizeo

vold voice_press_proc(void)
{
key_voice_press = 0;
ui_enable_mic (1);
if(ui_mtu_size_exchange_req && blc_11_getCurrentState() == BLS_LINK_STATE_CONN){
ui_mtu_size_exchange_req = 0;
blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, 0x009e);

HEEFRMOER
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(1) @3 blc_gap_setEventMask(GAP_EVT_MASK_ATT_EXCHANGE_MTU) $TH MUT JFMFHF%;
(2) #AfG@d blc_gap_registerHostEventHandler (gap_event_handler_t handler) 7} GAP BI[ElFRIEL ;

(3) TEEIEEREFIENN if(event==GAP_EVT_ATT_EXCHANGE_MTU) ¥I#riE4), SEI MTU size Exchange BY
callback, 7E callback BZE¥IMF peer device E’J ClientRxMTU BB ATFTHET 128, AT —HAR master i&8&
B ClientRxMTU #BEL 128 K, SDK FH:&H@id callback FIBTSERR ClientRxMTUo

audio service 7 Attribute Table YIRS :

/f 0033 - 0036 MIC

{0,ATT_PERMISSIONS READ, 2,1, (u8%) (émy characterUUID), (ug*) (¢PROF_RERD NOTIFY), 0O}, / fprop
{0,ATT PERMISSIONS_READ, 16,=zizeof (my MicData), (ug*) (smy MicUUID), (u8*) (emy MicData), 0}, //wvalue

{0,ATT PERMISSIONS RDWE, 2, sizeof (micDataCCC), (u8*) (éclientCharacterCEfgUUID), {us*) (micDataCCC), 0}, J/value
{0,ATT PERMISSICNS RDWR, 2,sizeof (my MicName), (u8*) (fuserdesc UUID), (ug8*) (my MicName), 0},

Figure 6.2: "MIC Service in Attribute Table”

E_E%E 2 1 Attribute 1R audio FIEZIXAY Attribute, TEIX 4 Attribute _EfFFF Handle Value Notification
BEUEA1%LS master. master URE Handle Value Notification f&, BILUSIES: 5 MO B RAY Attribute Value
BURFHITHER 7 128 1 bytes, XMEBITHRESIEREA pcm LB audio FiE,

6.2.2 Audio ¥EE4SS
RIBLA_EBERR, 7E application/audio/audio_config.h AEXEXMZ

#1f (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_GATT_TLEINK)

#define ADPCM_PACKET_LEN 128
#define TL_MIC_ADPCM_UNIT_SIZE 248
#define TL_MIC_BUFFER_SIZE 992
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_GATT_GOOGLE)
#define ADPCM_PACKET _LEN 136 //(128+6+2)
#define TL_MIC_ADPCM_UNIT_SIZE 256
#define TL_MIC_BUFFER_SIZE 1024
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_HID DONGLE_TO_STB)
#define ADPCM_PACKET_LEN 120
#define TL_MIC_ADPCM_UNIT SIZE 240
#define TL_MIC_BUFFER_SIZE 960
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_HID)
#define ADPCM_PACKET_LEN 120
#define TL_MIC_ADPCM_UNIT_SIZE 240
#define TL_MIC_BUFFER_SIZE 960
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_SBC_HID DONGLE TO_STB)
#define ADPCM_PACKET_LEN 20
#define MIC_SHORT_DEC_SIZE 80
#define TL_MIC_BUFFER_SIZE 320
#elif (TL_AUDIO MODE == TL_AUDIO_RCU_SBC_HID)
#define ADPCM_PACKET_LEN 20
#define MIC_SHORT DEC_SIZE 80
#define TL_MIC_BUFFER_SIZE 320

AN-21112301-C2 208 Ver1.0.1



Tl Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_MSBC_HID)

#define ADPCM_PACKET_LEN 57
#define MIC_SHORT DEC_SIZE 120
#define TL_MIC_BUFFER_SIZE 480

F—5 adpcm [E4EEUIEE=/ 248 1> sample, 496 1> byteso HHTF Amic —ETEHITREHIEAIEIA pcm 1%
REUERBNFLIREBIFH buffer £ (buffer_mic). XA buffer IRBNEEBTEME 2 EEEEIR, AR 496
A sample, LUSEIEIERIZE HF{RIF. FH 16K KHE, 496 1> sample 4 992 4> bytes, TL_MIC_BUFFER_SIZE
79 992,

E X buffer_mic:

s16 buffer_mic[TL_MIC_BUFFER_SIZE>>1]; //496 sample,992 bytes
config_mic_buffer ((u32)buffer_mic, TL_MIC_BUFFER_SIZE);

MR EI¥RIE 7S 2l buffer_mic BINEISBAINT

Amic REEREIRIRER 16K BIEREAEMAM buffer_mic #illtFFEHIRTE, MEHE), HESRAKERN 992,
—BRIRAKE, EHEE buffer_mic HUHFHIEHERE. XPMEEARFMAEZE LNEIE#HITEARSEELWIEE
BFIBT, BERESENHIE, B RAM EUENSIES, #IP—1SiEHATiERHFIRME audio HIEEL
E| RAM BYBR- M IIET

B _EEX— buffer_mic_enc, FAREFEMELEGH 128 1 bytes FIEEE, 3§ buffer_mic_enc B number &
A 4, BREZALUERF 4 EEBEVEIE.

int buffer_mic_enc[BUFFER_PACKET_SIZE];

BUFFER_PACKET_SIZE 9 128, BT int &5 4 1 bytes, F[RF 1284 4 signed char,

buffer_mic buffer mic_enc
— e —— A
585 128 byte _
248 . L AR

sample SR DA

> 128 byte

~ I —
SHEEE—s o | UHEECET  SiRe | 128 byte
e 1 2 A & o i
fidifF B sh4Ed sample FOEAL AL
128 byte

Figure 6.3: “#UEE4a0 12"

EEFTRASIEESEL RN T,
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buffer_mic BEpEIF—MEG S5, RRTERMG LEP—MRiEH

LR LN BIE5 5IREHPENEBCELHRE 248 1> sample B, B ETARESRLIERE, MiEigH
FHAENH 248 4> sample RYEIEESE S 128 1 bytes, BB RIEHBIE LHNMUE, RTRMIKIZIE
EMIBIUET R, MLEREE, TENEEEHE BBH 248 1 sample BVEHE, REAZXMMEE,
M IEMIELE NI,

BT 248 1> sample BIF=4£BYiE] 7 15.5ms, BEMRIEEFZEL 15.5 ms AEB—KR, HETEANNEAIH, BF
8 main_loop FHIT—R task_audio, FB4 main_loop BIBFEIATUNF 15.5 ms A BERIEE LIRS =
EERIRES, main_loop BIEFEIZF connection interval, FRABES$MESHINA, connection interval — &
Z/\F 15.5 mso SERRRZAAAHETE 10 mso

buffer_mic_enc 7E34 LIPS IEHFNIEIEE, & 248 sample FIBEESEH 128 bytes &, 3FiX 4 128 4> bytes
ENZBHHFRts, #EISZERE—TX buffer B&iat. Bad, BREMN—EHERFE (B
15t E/E85h 128 bytes BIAD)

K EAREHIEIRIZ 1S BLE RF BB REE DX A ER:

1E buffer_mic_enc BB AT (BIEHMNREHBESH AT, FFRIET). BT, MRttt
EH 128 bytes #0112 BLE RF BUBEREE AKX, ARRKIEEHSEE EFRHRGE.

Audio FEEZELIZF N AIERELN proc_mic_encoder, i5&% SDK FRISEHL,

6.3 ERSHERTE

B85m EiEHE SDK IR T sbc. msbe #l adpem ERSMREREE L, TEEEL adpem RFBENERS
FRIEZEE %, XTF sbc Ml msbe, user AISE TIESLINHITIRAR,

adpcm EFEAARMREN
vold mic_to_adpcm_split (signed short *ps, int len, signed short *pds, int start);

« ps EEREEFISIEREFNERLE, X _EEAF buffer_mic BIIEIEFTRIMIE.
+ len BY TL_MIC_ADPCM_UNIT_SIZE (248), /& 248 4 sampleo
. pds IERESRGELHIEAFNERIE, XN _EER buffer_mic_enc BIHBIIE,
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0 .
1 predict

2 predict 1dx
3 124 audio data len

1

1/ 454

248 sample B e
19(‘] IJ:"l[\S | [/ ]--'-'I h}u tes

127

Figure 6.4: “[E48 F AN N XK HE"

W EEFRR: EREENEIEREZENEIRE bytes 77 predict; SE=1 byte 7F predict_idx; 5 4 4 byte JHHI
adpcm IUAY audio BB B MEUEEZ, tWIE 124; BT 124 1 bytes HH 496 bytes FIRE#IE 1/4 [£45
MR, ERNEGEEZFNA, REERIBEXNAEXMNAEELERNE,

FREARE AR N KON |
void adpcm_to_pcm (signed short *ps, signed short *pd, int len);

- ps EREEMRERNLBUERNEFEFIRRMAE, WFLEISM 128 bytes BY adpcm HEXNEIE, XMIULEE
user X buffer, M BLE RF UXZEIBY 128 bytes #3E#E N1 EiZ buffer;

« pd IEMREZEEIEIRH 496 bytes pcm A B MEBIBEBRF B, XPMFE user E X buffer, 1%
WA S EEMIZ buffer ZEUE,

- len SEBHKE—E, 7248,

FRIEZERIBHZE, MR _EEFrR, MBIE bytes IREIFIEIEA predict, =1 byte I predict_idx, 5 4 ™A
audio FUEBMKE 124, [FERY 124 bytes XEEHEHN 496bytes pcm &I audio FE,

6.4 Audio FIERIERIE

B85m SDK H9*b85m_ble_remote”#1"b85m_master_kma_dongle” TIEHFEE T ZMEHXIER, user ATLUTE
app_config.h @I B AT, ZRIAN TL_AUDIO_RCU_ADPCM_GATT_TLEINK, BP Telink B E XK
Audio 2038, HMEXIZEMT:

/* Audio MODE:
* TL_AUDIO_RCU_ADPCM_GATT_TLEINK
* TL_AUDIO RCU_ADPCM_GATT_GOOGLE
* TL_AUDIO_RCU_ADPCM_HID
* TL_AUDIO_RCU_SBC_HID
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* TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB
* TL_AUDIO_RCU_SBC_HID DONGLE_TO_STB
* TL_AUDIO_RCU_MSBC_HID
*/
#define TL_AUDIO_MODE TL_AUDIO_RCU_ADPCM_GATT_TLEINK

HTFESPZMENRERM, MERIAN Telink BEXHREZE—MEEZHIRERH#ITER, BORE
FEXIfE 8, TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB #1 TL_AUDIO_RCU_SBC_HID_DONGLE_TO_STB
MR LINIHEE XM R BRIZARRE, FEIAEZETREEIHA TL_AUDIO_RCU_ADPCM_GATT_GOOGLE,
TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB #1 TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB =fh
FEHITIREE, TEIRMHAY sdk ARSI audio THAE, slave I user B]E% b85m_ble_remote T#E, master I user
A& % b85m_master_kma_dongle T#%E,
AR
c EFEREFAAERN, FFRTRE X REFTERLEN, XBRHFESHEX b EER
S ®M, User £ ff A TL_AUDIO_RCU_ADPCM_GATT_GOOGLE. TL_AUDIO_RCU_MSBC_HID.
TL_AUDIO_RCU_SBC_HID, BRI EERMM KB EXH, HAH encode tRIRAI X KA A slave i
(b85m_ble_remote T#8) BI4mIZ/E, decode tRIRAIXT RIS master ¥ (b85m_master_kma_dongle)
RS E, TRPEXHER A TEMR:

v 1= b85 ble sdk
ki Includes
= algorithm
v = application
= app
v (= audio
lg adpem.c
adpcm.h
audio_common.h
audio_config.h
gl_audio.h
sbc.h
lg 1l audio.c
tl_audio.h
liblt b85 gl audio.a
liblt_b85 _msbc_decode.a
liblt_ b85 msbc_encode.a
liblt_b85_sbc_decode.a
liblt b85 sbc_encode.a
= keyboard
&= print
= usbstd
rf frame.h
= boot

Figure 6.5: "Corresponding library files”

- ZIiRBR, HFEM SBC R, NMIKEH AN TEFRR:
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« Properties for b85 _ble sdk

O X
type filter text Settings v T
Resource
Builders :
C/C++ Build Configuration: |825x_ble_remote [ Active ] ~ | Manage Configurations...
Build Variables
DiSfovery Optior & Tool Settings # Build Steps " Build Artifact [a Binary Parsers @ Error Parsers
Environment
Logging (& Additional Tools in Toolchain Libraries (-) & &8 8 F 2
CEEETIC| I ¥ TC32 CC/Assembler It 825y
Tool Chaingditor & General I
C/C++ Genera # paths
Project Referenges ¢ Debugging
Run/Debug Settifg: ¥ TC32 Compiler
Task Repository (& Directories
Telink Tools ¢ Symbols
WikiText # Warnings
# Debugging
¥ Optimization
# Language Standérd
# Miscellaneous,
& TC32 C Linker
# General
Libraries Path (-L) € & | gl
2 Objects \ "$fworkspace loc:/${ProjNamel/proj lib"
® TC32 Create Extended Listing > >{P c
# General
® TC32 Create Flash image
# General
& Print Size
# General
a % Restore Defaults Apply

@

Figure 6.6: "SBC mode setting method”

6.4.1 TL_AUDIO_RCU_ADPCM_GATT_GOOGLE

Audio BJ demo &% Google Voice B V0.4 B Spec #{TXI, user ALK A% demo 5 google BMEFF
HTIBESHEXRBFFR, Google By Service UUID %8R Spec MEMHITIRE, T
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ATV Voice ATWW_SERVICE_UUID | ABSE0001-5A21-4F05-BCTD-AFO1FE17
Service B664
Wite ATW_CHAR_TX AB5EQ002-5A21-4F05-BCTD-AFO1F617 | Write
Characteristic B664
Read ATW_CHAR_RX ABSEQ0003-5A21-4F05-BCTD-AF01F617 | Notify
Charactenstic B664
Google Confidential 3
Control ATW_CHAR_CTL ABSEQ0004-5A21-4F05-BCTD-AFO1F617 | Notify
Characteristic B664

Figure 6.7: “Google B Service UUID I&E"

6.4.1.1 #4afk

BLE Voice (ATV-Remote) Initilization

Remote ATV

Device
connected

‘Get_caps (CHAR_TX:0x0A, {get_caps})

Get_caps_resp
(CHAR_CTL:@0x0B, {get_caps_resp})

L 4

ATV

Figure 6.8: "Google EBEE AL AIZ"

VI EER slave InIREX master IWHECERES, BMUEEXREERANT:

* By ATT Write Command Packet (ABSEND02-5421-4F0S-BC70D-AF01F617B664: 04 01 00 00 03 01)
£ [B- ATT Notification Packet (ABSE00D4-5A21-4F05-BC7D-AF01F617B664: 0B 00 04 00 03 00 86 00 14)

Figure 6.9: "HIEEXEER"
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6.4.1.2 IEEHIEEH

@

Search button
pressed
SEARCH KEY (@x@C, ©9x221)
Search (CHAR_CTL:9x08)
Mic_open [EHAR:TK:BxBC,{codec:used})ﬁ
Mic_ppen_error
(CHAR_CTL:0x@C, error_code(2)
............................................ *
Audio _start (CHAR_CTL:Gx®4)
Audio_data (CHAR_RX:Data)
Audio_data (CHAR _RX:Data)
Audio sync (CHAR CTL:OxBA) _
Audio data (CHAR RX:Data) |
Mic_close (CHAR_TX:@x@D)
Audio_end (CHAR CTL: ®x00) X

Figure 6.10: “BEHIEEH"

EBTERGE, Slave lE&A Master Bk i% Search_KEY, #EEINT:

[B- ATT Notification Packet (Report: 2 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "vhid" DD:DD:DD:DD:DD... 2 bytes (21 02)

Figure 6.11: "Search_KEY packet”

#%%& Slave Ine[@ Master Iim &% Search, ¥IESWT:

2 (B ATT Motification Packet (ABSE0004-5421-4F05-BC7D-AF01F61 7B664: 08) Master: C4:19:D1:01:EA:FE <-> Slave: "vhid" DD:DD:DD:DD:DD:DD 1 byte (08)

Figure 6.12: “Search packet”

}&%& Master If2[[) Slave ii&iX MIC_Open, $iEEWTF:

4] 'E;J ATT Write Transaction (ABSE0002-5A21-4F05-BC7D-AFD1IF6176664: 0C 00 0200 03)  Master: C4:19:01:01:EA:FE <-> Slave: "vhid" DD:DD:DD:DD:DD:DD 5 bytes {(0C 00 02 00 03)

Figure 6.13: "MIC_Open packet”
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Slave imf&&M Master s A&IX Start, HIEEWT:

[

{3~ ATT Motification Packet (ABSE0004-5A21-4F0S-BC7D-AFD1F617B664: 04 00 02 00) Master: C4:19:D1:01:EA:FE <-> Slave: "vhid" DD:DD:DD:DD:DD:DD 4 bytes (04 00 02 00)

Figure 6.14: "Start packet”

1RHE Google Voice B Spec, EFHFRMBBESHIRL IS —MBVEIERN 134Byte, BMRELETIOT:

ATT Notification Packet (ABSE0003-5A21-4F05-BC7D-AF01F617B664: 00 00 00 00 00 01 FF FF 88 08 19 1900 91 82 94 18 09 9B 40)

=
4

@ [o ATT Notffication Packet (ABSE0003-5A21-4F05-BC7D-AFO1F617B664: BS 01 76 11 92 A% 00 D3 99 13 2D 2B 3B A7 Ad 58 98 24 58 94)

® [ ATT Notification Packet (ABSEQDD3-5A21-4F0S-BC7D-AF01F617B664: BA SA 89 38 36 45 9C 12 85 DA 80 1C 94 98 33 C0 10 93 94 92)

® [ ATT Notification Packet (A35E0003~5A21~4F05-BC?D-AmﬁEbmtra m@a oL 14339 aFa 3084 A1 B 3C)
® [ ATT Notification Packet (ABSEO003-5A21-4F05-BC7D-AFD Y90 AB 31'1AA2 4Eﬁ BE 01 08 2C B1 CS 1C)
® o ATT Notification Packet (ABSED0D3-5A21-4F05-BC7D-AFDIF617B664: 81 OA 98 29 D4 89 34 04 AS 1F 2A 82 89 91 26 95 90 42 B0 17)

® [ ATT Notification Packet (ABSENDD3-5A21-4F0S-BC7D-AFD1F617B664: 99 38 29 04 E9 15 8B 64 02 B1 09 08 09 79)

Figure 6.15: "Google Voice 22"
=YW

« £ Dongle & B R KX close FLERBEFH, RANABNHMNARERES. AExIEE
Master U5 dongle SEERRYAEX code.

6.4.1.3 TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB

ZIEHK A Service NIALTF Spec RFIER HID BRSS, @i iZARSZ RIS Dongle EEMIZE Z BHES, &I
$e52 Dongle M _EAINIZEZHF HID REH XX Eo
Slave Master

[0x99 Dx99 0x99 0x21]
Start Request——

[0x01]
Report_Inl[20Bytes]—s -
Audio .
Data Report_In2[20Bytes] —
480Bytes Encode ——Report_In3[20Bytes] — Decode ,onp .o
N\ 120Bytes 120 ’
= " Byees T W\
—— Report_Inl[20Bytes]—
Audi .
DLE'LIED ——~Report_In2[20Bytes] —

——Report_In3[20Bytes] — -

[0x99 0x99 0x99 0x24]

End Request———

- --Ack
[0x00]

Figure 6.16: "ADPCM_HID_DONGLE_TO_STB &= FiBSHIEXE"
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FFU4ES, Slave [A Master KX start_request, $#IEEMT:

S—— e m— s mme

2 [B_ ATT Notification Packet (Report: 20 bytes) Master: C4:19:01:01:EAFE <-,., 20 bytes (99 9999 21 00 00 00 00 00 00 00 00 00 0000 0000 ..,

Figure 6.17: “Start_request packet”

Master WeEl start_request f§, &iX Ack, HIEBWT:

ATT ‘Write Command Packet (Report: 1 byte) Master: C4:19:D1:01:EA:FE <-... 1 byte (01)

Figure 6.18: “Ack packet”

Slave FHIARIX Audio IEE IR, IETHIERMEMESEERELL 480Bytes A/N#H1TIRIE, BEHERLET
ADPCM [EZERAESEN 120Bytes, ASEHFI M 6 AEIEEMRKIZL Master I, BLABK/\N 20Bytes, N
THRESENSERINF, XRAS=HBNEE handle BIMAE. EWIKTETHR 6 AWEEFIAHITRE
ERRESES. BREENT:

f ATT Motification Packet (Report: 20 bytes) Master: C4:19:01:01:EA:FE <-.., 20bytes (77 77 77 40 80 80 88 00 88 08 08 08 08 00 88 00 00 80 90 18)

& ATT Motification Packet (Repork: 20 bytes) Master: C4H19:D1:01:EAFE <-.., 20bytes(0805092A92B40923B105C294 18892641 1B 21 ES 13)

« ATT Motification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-... 20 bytes (B7 91 09 5B 39 90 9B 1A 07 80 89 59 89 A9 3B 44 B7 01 08 0B)
Ee ATT Motification Packet (Report: 20 bytes) Master: C4:19:D01;01;EA:FE <-.., 20 bytes (00 29 03 1D 26 02 BE A9 59 06 01 34 D4 98 A9 43 00 BB 31 BS)
Ee ATT Motification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-.,, 20 bytes (3C 22 91 97 08 3C 48 18 BB 59 36 11 A3 04 C3 0D 39 B1 16 0B)
ﬁ, ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-... 20bytes (48 1E97 199A 1BB9BC 1B29F5 8139 A9940C 76 11 90 B3)
E_ ATT Motification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-... 20bytes (9831 C2909206 3934 AS A1 92 C8B0 75 1C 1A 93 1461 32)
£ ATT Motification Packet (Report: 20 bytes) Master: C4:19:01:01:EAFE <-... 20bytes (8096 3ACA 2D 10B0SS91F200 110D 3200E1 Al 21 AD 29)
Ee ATT Motification Packet (Report: 20 bytes) Master: C4:19:D1:01EMFE <-... 20 bytes (30 BA BE 49 CB 07 33 91 1B 14 B3 1B 90 DO 83 BF 3C 12 CA 29)

Figure 6.19: “"HID iE& B RIZ"

EERIBSERLERAY, Slave @ Master &% End Request, #iBEIIT:

- ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA,.. 20 bytes (99 99 99 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00)

Figure 6.20: "End request packet”

Master 7EUXE| End Request G &% Ack, HIEEWNT:

& ATT Write Command Packet (Report: 1 byte) Master: C4:19:01:01:EA:FE <-> Slave: "testau... 1 byte (00)

Figure 6.21: "Ack packet”

6.4.2 TL_AUDIO_RCU_SBC_HID_DONGLE_TO_STB

ZAETF] TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB —#¥, RE# X Service AMEEF Spec FHIER HID
ARSS, @I IZARS AISEIS Dongle HEHEAVIS & Z BIRVIBIE, FITRE Dongle M E(UMI&&EZHF HID RS AR
g,
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Slave Master

0x99 0x99 0x99 0x31]
Start Regues|———

Encode * oo Ack---=-==-=======- Decode 160B yLes

160Bytes
: 0x01] —
N 20Bytes 20Bytes > \f\,

Report Inl[20Byvtes]—

Audio

Inanda at s Report In2|[20Byvtes|——
160Bytes Encode Data Decode 160ByLes

avay |::> 20Bytes Report_In3[20Bytes]—— 20By1 e-s::> "y

Report Inl[20Bytes|——=
Audio
Data

Report In2[20Bytes|——

Report In3[20Bytes|——

0x99 0x99 0x99 0x34]

End Request——

sl===ss==s=ssss=ssfplfsss=s=s=ss=s=s=s====

—Ack
x00]

Figure 6.22: “SBC_HID_DONGLE_TO_STB 3 FEFIERE"

FF3&ET, Slave [ Master &iX start_request, #IEEINT:

[B_ ATT Notification Packet (Report: 20 bytes) 1 C4:19:D1:01:ER... 20 byt 99 31 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00)

Figure 6.23: "Start_request packet”

Master Y E| start_request f§, &IX Ack, FIEBWT:

2 E. ATT Write Command Packet (Report: 1 byte! aster: C4:19:D1:01:EA... 1 byte (01)

Figure 6.24: “Ack packet”

Slave FF¥A%IX Audio IBEEIE, EBEHIEMNMEMNESEE R L 160Bytes K/NHITIRIE, BEHIEFLET
SBC 488 EESE /0 20Bytes, FRAEERIXL Master I, BLHAB AN 20Bytes, ATHRIBEZENLEIRF,
RAS=HENEE handle BRANRE. FWHRESTR 1 AREEFIEHTRESTRESES. HEEW
I

(ED B8 77 67 66 7B 57 BS 83

B ATT Notific es)

- 5) H 29 BE 0C 31 BB 5B BS BB 5B BS)

ks 'E_ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testaudio” DD:DD:DD:DD:DD:DD 20 bytes (BF B2 21 11 11 C3 6C 29 C3 1C 49 C4 1C 49 C3 1C 45 C5 1C 45)
# G ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testaudio” DD:DD:DD:DD:DD:DD 20 bytes (84 B2 11 11 10 C4 2C 43 C4 6C 3C C4 1C 52 C56C 49 C4 6C 46)
# £ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testaudio” DD:DD:DD:DD:DD:DD 20 bytes (BC B3 21 12 21 C3 1C 25 C2 5C 25 C3 5C 45 C5 5C 54 C5 5C 45)
# £ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAIFE <-> Slave: "testaudio” DD:DD:DD:DD:DD:DD 20 bytes (AE B3 22 11 11 C3 9C 24 C25C 21 €2 5C 35 C4 5C 55 C5 9C 55)
# G ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-> Slave: "testaudio” DD:DD:DD:DD:DD:DD 20 bytes (9F B2 22 21 22 C5 1C 45 €3 9C 45 C5 5C 45 C3 5C 31 C4 8C 48)

Figure 6.25: "SBC fZIDimiE S B ER"

EARESERERY, Slave [ Master &% End Request, FIEEIIT:
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[B_ ATT Notification Packet (Report: 20 bytes) Master: C4:19:01:01:EA... 20 bytes (99 99 99 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00)

Figure 6.26: "End request packet”

Master TEURE] End Request G4 Ack, BT

B ATT Write Cormmand Packet (Report: 1 byte) Master: C4:19:D1:01:EA...

Figure 6.27: “Ack packet”
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7 OTA

797 SR 8x5x BLE slave BY OTA IhEE, BE—MKEIEN BLE OTA master,

OTA master AJILL@ LS slave BEFAMNEFILE (FETE APP B OTA), tAILAEF Telink BY BLE
master kma dongle, TELL Telink B BLE master kma dongle EJJ ota master 4743 OTA, #8X code
LA SE %% SDK TH feature_ota_big_pdus

8x5x ¥ Flash ZHttEEh: BRT Flash BIE ML 0x00000, EZFFM Flash Stk 0x20000 (128K)
0x40000 (256K). 0x80000 (512K) iEEY firmware 51T, A4S 0x20000 AFIFF T OTA,

7.1 Flash Z249ig11#0 OTA &t

7.1.1 FLASH 7782249

fEABEHNE 0x20000 B, SDK ZRiFH KM firmware size NAATF 128K, BP flash B9 0-0x20000 Z[E/MIX
I 1FGE firmware, (BEHET—EFHNERE, MNRERBEhIIE 0 1 0x20000 3% OTA A4, H firmware
size R1FHEEE 124K (EHhit=EI&R/EH 4KB EBAREEMER) ; KRB 124K HERABohit{i 0 F 0x40000
REBEALR, B&EX firmware size R 252K, MRET 252K HEABENMIE 0 ] 0x80000 32 EFH
4%, LB firmware size RAEEBIE 508K,

0x80000 0x80000
0x40000 0x40000 0x40000 0x40000
RF
transform
New_firmware ’& : :
- 1 Firmware_2.bin Firmware 2.bin 0 Firmware_3.bin
storage area %
&
o
&
0x20000 0x20000 0x20000 é 0x20000
Firmware 1.bin New fi
Ota_master. bin ew_firmware Ota_master. bin
storage area
0x00000 “—————- 0x00000 0x00000 0x00000
slave ota master slave ota master
OTA of the (2n+1)-th time OTA of the (2n+2)-th time

Figure 7.1: “Flash 7Zfi&&5#9"

(1) ota master B firmware2 55 E| 0x20000-~0x40000 B X1,
(2) & 1x OTA:

« slave EERFM flash B 0-0x20000 XIFIEIEFRBEN, BIT firmwarel;
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. firmwarel iE1T, #IAKHIBHEIE 0x20000~0x40000 KIFES, ZXIBIZERNEFR firmware B726E
X

« BEh OTA, master i@id RF & firmware2 TIiEE) slave BY 0x20000-~0x40000 Xig, slave reboot (B
EDh, RMU—KErEBHER LB),

(3) FFY firmware3 %5 E ota master #J 0x20000~0x40000 KX i,

(4) 88 2 R OTA:
- slave LHEBETM flash B9 0x20000~0x40000 XIFIERERF/F5h, BT firmware2;
. firmware2 i&17, #IBLEVEHEE 0~-0x20000 KIFAFES, ZXEIFERFE firmware BITFEEX,
« [B5h OTA, master #@id RF ¥ firmware3 T slave B 0~0x20000 X3, slave reboot.

(5) EER OTAIIZEE LE (1) - (4) T2, AJEMHEN (2) AKRE 2n+1 R 0TA, (3) AERE 2n+2 R OTA,

7.1.2 OTA EI%iE

IAEEBY FLASH TRAESEM BN, 1¥4RRER OTA I2F EHRIE R,

BENB—TZMutBEE (RNBFiRR Bt 0x00000 #1 0x20000) : MCU EHfF, EAIAM O it
Bah, BfEiR flash Ox08 FINR, FHiZEN 0x4b, MM O HlItFFIEIRZAIEEI RAM, HEBEZEFAEHIEES
#EM 0 HHEFFIE, BPENFSHIILE = 0+PC $55HHYME; & O0x08 FYEARF 0x4b, MCU HiIEZEIR 0x20020 HIfE,
F1ZER 0x4b, M MCU M 0x20000 FFEA#RAIEEI RAM, HHEZ EFRrEMEEERE M 0x20000 HIEFFA,
ENEXEHINE = Ox20000+PC $EFHHIES

FrA RE4&24 0x08 #1 0x20008 RE(IRIME, EIRIEE MCU 11T FLASH BBERHIMLED,
SDK FHE—& (2n+1 8% 2n+2) LB OTA Ti2H:

(1) MCU k8, @idiE 0x08 1 0x20020 HIEF Ox4b 1ELLER, HERThHtht, FATEMITRZAYHbLEE EhHEH,
1T, LIhEER MCU BB Th5EM.

(2) FEFAIEHEET, R MCU BB FFa8#k MCU NI @ MBS 5

EM 0 BB, ¥ ota_program_offset i&/9 0x20000, HIF 0x20000 KIFIE Oxff AR L EEFRF Oxff,
TR F—X OTA RS89 firmware RTFN 0x20000 FHAMIX IS ;

EM 0x20000 BEf, ¥ ota_program_offset &4 0x0, FHi§ 0x0 XIHIE Oxff WNA L EHEFR A Oxff, &
T F—X OTA $X1889%h firmware 27N 0x0 FIARIX I,

(3) Slave 2FIEEIE{T, OTA master LEIETT, H5 slave EII BLE iEiZ,

(4) 1E OTA master I Ul &N OTA IR (AILLE#EHE. PC TEEWES), OTA master N OTA 12z
&, B EERE slave OTA service ¥R Attribute BY Attribute Handle B9{& (BTLL slave ZEHH master
TN, WALLEY read_by_type FREUX handle 1),

(5) OTA master JREX T slave OTA service #{3E Attribute B Attribute Handle (&5, FREXXA] slave FLASH
M firmware RS,

I

« &EHA legacy protocol MIRENARASEE user BITEIL; EXHA extend protocol MIFREXAR A S HEX 1%
EEEM, XTF legacy 5 extend protocol FIX 5| user AIEE 7.2.2 /T,
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(6) master FEEM OTA BEfE, £Ak—1 OTA_start sp<3@40 slave AN OTA #E,
(7) Slave WgZE| OTA start </, HAN OTA &I, FH1F master & OTA #iRE.

(8) Master M 0x20000 FFARIXIFIEFNSIFMEIFHY firmware, AEIRTAIA slave &KX OTA $3E, EEED
firmware #84&33 %,

(9) Slave #ZUX OTA #3E, [ ota_program_offset FFIARIXIHF &,

(10) master IR &SEFAER OTA $iRE, KMEXLELIE slave REHEHUE GAAKE BLE BIBRREF kT
link layer V3B R G EMRIER ack) o

(11) master WEFFEM OTA HUIEER slave IEFAEIE, &iXE—1 OTA_END &%,

(12) Slave WEI OTA_END &%, ¥§#f firmware Xigi{g#&thsit 0x08 (BN ota_program_offset+0x08) B A
Ox4b, B ZRIEM firmware ZiEX S mEHUE 0x08 HIHA T Hy 0x00, R F—XIZERETIEIEMNFR
BRI R ARSI T,

(13) Slave @& Handle Value Notification 3& OTA BYER 3RS masters

(14) 3% slave reboot, M firmware £

EEA OTA BfEIZH, slave SR BEREHENEL, EAIESFMHIOEZEER (OTA FIAREE
Bih—1itey) , —ER#HE. EENIEN, slave RINAEMKNK, HANARERWHNEREA, EHZHH

firmware,o

LB slave AKX IRVETE SDK EBLAEM, user REERMEMAKT, master in B EEMIMNVIERF KT,
EERIEMANE,

7.1.3 {2 Firmware size #l1 boot address

API blc_ota_setNewFirmwwareStorageAddress Z#HECLEantiit, XN BahititiERIZ OTA &ITHRT 0
HUEINS — N FE New_firmware BYIHE (REER 0x20000. 0x40000 5% 0x80000),

Table 7.1: Firmware size # boot address *1H&

Firmware_Boot_address Firmware size (max)/K

0x20000 124
0x40000 252
0x80000 508

SDK FREMABIER K firmware size 4 252K (HF—LE457%MRE, Bty 0x40000 B firmware size
BATF 252K) , XMAIBEhiE 0x00000 F1 0x40000, X MEFMEIXAIHEIA—2, user ATLUARA AP

blc_ota_setNewFirmwwareStorageAddress RFH{TIEBE R A firmware size:

ble_sts_t blc_ota_setNewFirmwwareStorageAddress(multi_boot_addr_e new_fw_addr);

2% multi_boot_addr_e RNAILAFENFEhAE, HBE=Fh:
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typedef enum{
MULTI_BOOT_ADDR_0x20000
MULTI_BOOT_ADDR_0x40000
MULTI_BOOT_ADDR_0Ox80000

0x20000, //128 K
0x40000, //256 K
0x80000, //512 K

}s

XA AP RBETE main EREH cpu_wakeup_init ZHTAM, SMNEK. FEER cpu_wakeup_init ERIPFER
1 firmware_size ] boot_addr BU{EM—LIGE .

7.2 OTA 153\ RF B IR

7.2.1 Attribute Table 7 OTA BYRMIE

Slave BRTE Attribute Table AN OTA BIMEXAZE, M OTA #iE Attribute BY att_readwrite_callback_t r I
att_readwrite_callback_t w 935i& 7 otaRead l otaWrite, F/E M%7 Read F Write_without_Rsp (Telink
B9 Master KMA Dongle ZRIARH Write Command k%48, FFEE slave [0 ack, EEELFHR),

// OTA attribute values
static const u8 my_OtaCharVal[19] = {

CHAR_PROP_READ | CHAR_PROP_WRITE_WITHOUT_RSP | CHAR_PROP_NOTIFY,

U16_LO(OTA_CMD_OUT_DP_H), U16_HI(OTA_CMD_OUT_DP_H),

TELINK_SPP_DATA_OTA, };

{4,ATT_PERMISSIONS_READ, 2,16,(u8*)(&my_primaryServiceUUID), (u8*)(&my_OtaServiceUUID),
< 0},

{0,ATT_PERMISSIONS READ, 2, sizeof(my_OtaCharVal),(u8*)(&my_characterUUID), (u8*)
< (my_OtaCharval), 0},

{0,ATT_PERMISSIONS_RDWR,16,sizeof(my_OtaData),(u8+*)(&my_OtaUUID), (&my_OtaData), &otaWrite,
< NULL},

{0,ATT_PERMISSIONS_RDWR,2,sizeof(otaDataCCC),(u8*)(&clientCharacterCfguuiD), (u8*)
< (otaDataCCC), 0},

{0,ATT_PERMISSIONS_READ, 2,sizeof (my_OtaName),(u8*)(&userdesc_UUID), (u8*)(my_OtaName), 0},

master [@ slave &% OTA 3R, SRR EESE 3 1 Attribute BEUEE, master EEHNE X Attribute 7E
A Attribute Table IR Attribute Handle, SN5R user {8 master 1 slave /AL TELF Attribute Handle &
M7 %, BJLIEIZETE master IRENX Attribute Handle FI{E.

7.2.2 OTA Protocol

Bal OTA X THEE#H 1T T BH B R B LAIHIRAEI Y, E4 OTA hiNEE T Legacy protocol # Extend
protocol BN ERST
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Table 7.2: OTA hi¥%)%

OTA Protocol -

Legacy protocol Extend protocol

AR
- OTA protocol Z3FRITHAE:
- OTA Result feedback function: ZIHEERAE, ZRIATRN

- Firmware Version Compare function #1 Big PDU function: iZIhRERIE, AR, EEIE—=
HihgyhR A& S L3R INBETE Legacy protocol #1 Extend protocol FSRMMEFAX I, EEFASETX
OTA_CMD EBR A

THEBNEIIESE Legacy Fl Extend protocol #1T774R,
OTA_CMD 48Rk
OTA Y CMD BY PDU 30T :

Table 7.3: OTA B9 CMD BY PDU

OTA Command Payload -

Opcode (2 octet) Cmd_data (0-18 octet)

Opcode:

Table 7.4: CMD Y opcode

Opcode Name Use*
OxFFOO CMD_OTA_VERSION Legacy
OxFFO1 CMD_OTA_START Legacy
OxFFO2 CMD_OTA_END All
OxFFO3 CMD_OTA_START_EXT Extend

OxFFO4 CMD_OTA_FW_VERSION_REQ Extend
OxFFO5 CMD_OTA_FW_VERSION_RSP Extend

OxFFO6 CMD_OTA_RESULT All
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=YW
« Use: To identify the command use in Legacy protocol. Extend protocol or both of all
* Legacy: Only use in the Legacy protocol
+ Extend: Only use in the Extend protocol
« All: use both in the Legacy protocol and Extend protocol
(1) CMD_OTA_VERSION
ZE S IRIE slave Ml firmware RS HIES, user ZXA OTA Legacy protocol #1T OTA F4&, BILU%E

EER, EERZGLN, BT slave InFRERIEIFRERTTM firmware i S8I% .

vold blc_ota_registerOtaFirmwareVersionReqCb(ota_versionCb_t cb);

server IHTEUWREI CMD_OTA_VERSION #p4Bt &t & 1% ]38 R #7,
(2) CMD_OTA_START

ZmLA OTA ARFFE® S, master RXPDE P4 slave, FARIEXNESRN OTA B, Zdn XMt Legacy
Protocol #1TfER, user &XHA OTA Legacy protocol, MMHAERIZDS,

(3) CMD_OTA_END

ZomSRERSDS, OTA Y legacy F extend protocol ¥IRBIZMESHNERDS, L master EFTER
OTA ¥IREB#E slave IEMIZURS, KiX OTA end 3%, AT it slave BIXHAEBET2UREIT master FTE%EK
#& (double check, IN—EFF), OTA end S fEE™ 4 MNEME bytes, FEIFMNE.

Table 7.5: OTA &R &S

- CMD_data -

Adr_index_max (2 octets) Adr_index_max_xor (2 octets) Reserved (16 octets)

« Adr_index_max: &AM adr_index {&
« Adr_index_max_xor: Adr_index_max BRI {E, HIRIEFER
* Reserved: REMLUSIIREY RIER

(4) CMD_OTA_START_EXT

%< /9 extend protocol FIEY OTA AR FFIAT S, master KX PNELLA slave, ARIEXNELN OTA B
user &3X A OTA extend protocol MR A ZESIERAF AT S
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Table 7.6: OTA_START_EXT €453

- CMD_data -

Length (1 octets) Version_compare (1 octets) Reserved (16 octets)

» Length: PDU length
« Version_compare: 0x01: FF/BhRASELIRINEE Ox00: XAk LLiRThEE
* Reserved: REHLUGEY BER

(5) CMD_OTA_FW_VERSION_REQ

ZHSH OTA FHRSRFMERALIIERSS, HHTH clent KiE Server i, ERKIIRASHIFEF
o

Table 7.7: OTA_FW_VERSION B£5t4

- CMD_data -

version_num (2 octets) version_compare (1 octets) Reserved (16 octets)

« Version num: client IRfFHRRY firmware R4S
« Version compare: 0x01: FFEIRZSELIRINEE 0x00: XA ELEINAE
» Reserved: fRBHELUGEYT EBFEH

(6) CMD_OTA_FW_VERSION_RSP

%L NRRARNN 5%, server IRTEUE] client ﬁﬂ%ﬂ’ﬂﬁﬁzt:tbﬁi%?ﬁ’% (CMD_OTA_FW__ VERSION _REQ) &,
SBEBM firmware lRASS 5 client IRiERARBNIRAESHITHEL, BERTHE, HXERETZHLIR
Ol &IiX45 cliento

Table 7.8: OTA_FW_VERSION [E|E4519

- CMD_data -

version_num (2 octets) version_accept (1 octets) Reserved (16 octets)

« Version num: Server im HENHE{TH firmware R4~ S
« Version_accept: Ox01: &% client IfFZRiIEK, 0x00: EL client ImFAKIFK
+ Reserved: REHLEYT BER

(7) CMD_OTA_RESULT

%L OTA ZERIR[EEES, OTA HER/GE slave SRERFE B LIEL master, EEA OTA IR, TIEAIN
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LM, OTA_result 35 FIR—K, user AIRIER[EIHILE R K HIBFFAKRE T BI.

Table 7.9: OTA Z&RR[Es S 45

CMD_data -

Result (1 octets) Reserved (16 octets)

Result: OTA &RER, FMEEIBERNREISERIN TR

Table 7.10: OTA iR[C|{EZEY

Value  Type info
Ox00  OTA_SUCCESS success
0x01 OTA_DATA_PACKET_ OTA data packet sequence number error: repeated OTA PDU or lost
SEQ_ERR some OTA PDU
0x02  OTA_PACKET_INVALID  invalid OTA packet: 1. invalid OTA command; 2. addr_index out of
range; 3.not standard OTA PDU length
0x03  OTA_DATA_CRC_ERR packet PDU CRC err
0x04  OTA_WRITE_FLASH_ERR write OTA data to flash ERR
Ox05  OTA_DATA_UNCOMPLETEIlost last one or more OTA PDU
0x06  OTA_FLOW_ERR peer device send OTA command or OTA data not in correct flow
0x07  OTA_FW_CHECK_ERR firmware CRC check error
0x08 OTA_VERSION_ the version number to be update is lower than the current version
COMPARE_ERR
0x09  OTA_PDU_LEN_ERR PDU length error: not 16*n, or not equal to the value it declare in
"CMD_OTA_START_EXT" packet
Ox0a OTA_FIRMWARE_ firmware mark error: not generated by telink’s BLE SDK
MARK_ERR
OxOb  OTA_FW_SIZE_ERR firmware size error: no firmware_size; firmware size too small or
too big
0x0c OTA_DATA_PACKET_ time interval between two consequent packet exceed a value(user
TIMEOUT can adjust this value)
0x0d  OTA_TIMEOUT OTA flow total timeout
Ox0e OTA_FAIL_DUE_TO_ OTA fail due to current connection terminate(maybe connection
CONNECTION timeout or local/peer device terminate connection)
_TERMIANTE
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Value  Type info

OxOf-  Reserved for future use /
Oxff

Reserved: fREMLUIGEY BER
OTA Packet £5#J4HR :

Master TESRF WirteCommand 3% WriteResponse [A] Slave A& 5 L FEIEET, ATT BH XM Attribute Handle
BI{EA slave Ui OTA 2X3EHY handle_value, 1R#E Ble Spec L2CAP B % PDU format BIFISE, Attribute Value
KEE X7 FEHH OTA_DataSize EB43

Ati Handle | Adr_index

L2CAP len

loctet 2octets 2octets loctet 2octets 2octets

Figure 7.2: "L2CAP PDU FXf[Z OTA packet”

+ DLE Size: CID + Opcode + Att_Handle + Adr_index + OTA_PDU + CRC
+ MTU_Size: Opcode + Att_Handle + Adr_index + OTA_PDU +CRC
« OTA_Data_Size: Adr_index + OTA_PDU + CRC

OTA_Data 1743:

Table 7.11: OTA data

Type Length

Default™ + BigPDU* 160ctets -2400ctets(n*16,n=1..15)

*E:
+ Default OTA PDU KEREEERIAK/NA 160ctets
+ BigPDU: OTA PDU KEREHCEEA 160ctets - 240 octets, B 16 FHEE,

OTA_PDU Format

% user X OTA FIRY Extend protocol, Z#¥ Big PDU, BIRIZFKEHIT OTA FRIRIE, A OTA FALREY
B, user AIBIREETE client IFEENIRE PDU A\, RETD byte BIFHIER Adr_Index #1 Data #1T
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—/N CRC_16 ITEBFIE— CRC BE, slave UgZE| OTA data g, TR CRC ITE, REREITEN
CRC M&H, FIANXB—NEREIE.

Table 7.12: OTA_PDU Format

- OTA PDU -

Adr_Index (2 octets) Data(n*16 octets) n=1..15 CRC (2 octets)

(1) PDUBKE: n=1
Data : 16 octets

Adr_Index 5 Firmware address FIBRET X% :

Table 7.13: n=1 BY Adr_Index 5 Firmware address BRg3ZR

Adr_Index Firmware_address

0x0001 0x0000 - OxO00F

0x0002 0x0010 - OxO01F

XXXX (XXXX -1)*16 - (XXXX)*16+15

(2) PDUBKE: n=2
Data : 32 octets

Adr_Index 5 Firmware address FIBLET X % :

Table 7.14: n=2 BY Adr_Index 5 Firmware address BRETFR

Adr_Index Firmware_address

0x0001 0x0000 - Ox001F
0x0002 0x0020 - OxO03F

XXXX (XXXX -1)*32 - (XXXX)*32+31

(3) PDU BKE: n=15
Data : 240 octets
Adr_Index 5 Firmware address FIBET X % :
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Table 7.15: n=15 B Adr_Index 5 Firmware address BRETZR

Adr_Index Firmware_address

0x0001 0x0000 - OxOOEF
0x0002 0x0010 - OxO1DF

XXXX (XXXX -1)240 - (XXXX)240+239

FE:
« 71 OTA A48, KIXMSE PDU length & 16 FHXTF, AIYRE—EHM OTA BREUE/NT 16
FHE, RN OxFF #UEFTHEFTF, Fu0:

a) HAIBY PDU length IRE N 32, RE—EHAEMEIE PDU A 4octets, TR 120ctets BY OxFF 3
fTXd5%

# & ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2B12: AB 07 B3 ... Master: 4E:DA:20:E28:E3 <-> Slave: "BI1_ota" DD:DD:DD:DD:DD:DD 36 bytes (4B 07 B3 03 7B 04 0B 0003006301 00000201 00000101 0...
o ﬁ_ ATT Write Command Packet (00010203-0405-0607-0803-0A0BOCOD2B12: AC 07 4A... Master: 4E:DA:20:E9:28:E3 <-> Slave: "B91_ota" DD:DD:DD:DD:DD:DD 20 bytes (AC 07 4A DD 64 3C FF FF FF FF FF FF FF FF FF FF FF FF E7 7D)

Figure 7.3: "PDU length 32"

b) HAIEY PDU length KB N 48, &xE—EHBEEIE PDU A3 200ctets, MFEEZRM 12o0ctets BY OxFF i##
TXTF

# (4 ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2612: 1C 0520 ... 52 bytes (1C 05 20 01 00 00 00 0O D0 00 00 00 00 00 00 00 00 00 00 30 01 €001 00800001 0001 0007 023301630376 ...

. ATT Write Command Packet (00010203-0405-0607-0809-040B0C0D2612; 1D 0501 ... 36 bytes (1D 05 01 01 00 00 01 02 0000 €O 00 18 18 18 18 FF FF 44 DD 6A 3C FF FF FF FF FF FF FF FF FF FF FF FF 52 78)

Figure 7.4: "PDU length 48"

c) HAEIA PDU length i€ BN 80, RE—EMAEREIE PDU f 520ctets, NMIFEEFM 120ctets AY OxFF #
T35

Master: 4E:... 84 bytes (10 03 00 00 00 00 64 10 B7 1D C8 20 6E 36 AC 30 D2 26 90 41 DC 76 F4 51 6B 6B 56 61 B2 4D 3C 71 05 50 20 83 B8 ED 44 93 OF FO E8 A3 D6 D6 6C B3 61 CB B0 C2 64 98 D4 D2 D3 66 76 E2 0A AD 1CF2...)
Master: 4E:... 68 bytes (11 03 00 30 01 CO 01 00 80 0001 00 01 00 D7 02 33 01 B3 03 7B 04 0B 00 03 00 63 01 00 00 02 01 00 00 01 01 00 00 01 02 00 00 CO 00 18 18 18 18 FF FF 4A DD 6A 3C FF FF FF FF FF FF FF FF FF FF...)

Figure 7.5: "PDU length 80"

. %£FRE PDU ANTIRIBHMELER, user AIBER Telink BARZFF#TIREN

7.2.3 RF Transfer {0 38755%

Master Ui@id L2CAP BHY Write Command Bf Write Request [@] slave Zen S HIEIE, Spec METEUE] Write
Request [E#JUR[E] Write Response, XF ATT IEHBX Write Command #1 Write Request BI/T4E, XFHA
{KLHRE user AJEB%E Ble Spec 5 3.3.3.2 /N\TIANA, Telink Ble master Dongle ZRIARHE Write Command %k
EHIENGS, TZAN T, OTA BEUE transform RIQEE—1 OTA BIBRE W ack, BN master @i write
command Z—* ota #iEfG, FEURUHLEERNAREER ack EREIE, RE master IHFEH TX buffer &7F
N RIEBIBERAE—EHE, HIEE T —EHIEEH TX buffer,
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TERF 25X Legacy Protocol # Extend Protocol. EAK OTA 9 Version Compare BURZ#ITNA, EAE A
RF Transform HR Salve #1 Master IARXBid18, TXHERHEIE Server ixBPA Slave i, Client: Bl Master
i, EERAEXS,

OTA Legacy Protocol iifz:

OTA Legacy F&& Telink E—hREY OTA i, FNELFIRAA Slave imH Master InEEN R EIITE, TEIREZEG)
WieA:

AE:
« PDU KERABIAR 16 octets K/, Rk DLE KERVIRE,
- Firmware compare THRERIEF

BARIRERZIN TEFR:

Legacy
[ I"

Client ‘

Server

CMD_OTA_START

OTA_DATA

(PDU length = l6otets)

CMD_OTA_Result

OTA_DATA

OTA_DATA

CMD_OTA_END

CMD_OTA_Result

Figure 7.6: "OTA Legacy protocol 2"

Client GBI J54A Server I &iX CMD_OTA_START @<, Server infEEIdn € EFFRESIZEIL OTA R, 155
Client IHFFI8&1X OTA_Data, ZdFZARELHIMEMRIRERMK, Server im=A Client iz&1X CMD_OTA_Result
EMREEIRER, EMETRIEFERSHEN reboot, Client IMUREIRSIZENMELE OTA $3EE ., & Client I
# Server IHALINSER T OTA_Data &5, NI Client if=[A Server ii®&iX CMD_OTA_END, Server im{EE5
IR[O)4E RS B &IX CMD_OTA _Result 45 Client i, FHEi# N reboot, BITHA firmware,

OTA Extend Protocol g

WEIXFTIR, OTA Extend 5 EENTAM Legacy IR B SFEEIBH XA, HEHFIREA Slave imAl Master i
BAREIE, TEXAZG5HA:

AE:
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« PDU KEXHA 640ctets K/\, 7K DLE KEHIR{E,

- Firmware compare THRERI%EIF

Server Client

1 DLE Exchangs

-,

CMD_OTA_START_EXT

OTA_DATA

(PDU Length = Gdotets)

CMD_OTA_Result

OTA_DATA

OTA_DATA

CMD_OTA_END

CMD_OTA_Result

Figure 7.7: “OTA Extend Protocol Jif2"

BTFXRAT DLE KEINEE, Client IHEAZEESL Server BT MTU 1 DLE 32 E, A T RAGRIZFAE
M Legacy Z£{}, Client B[ Server W5A&1% CMD_OTA_START_EXT &%, Server HE B RFIAESE
I OTA #43E, ##%E Client InFFIRRIX OTA_Data, ZidZHREHIMEMIRBEL, Server im=[M Client if&IX
CMD_OTA_Result BIREIFIRE R, EMEITREFEFRZHN reboot, Client ImUEIFRILEMELE OTA #iE
&5, & Client IH# Server IRAIN5E T OTA_Data &5, M Client IfX[A Server #m&X CMD_OTA_END,
Server HEWEFREILERE B 4IE CMD_OTA_Result 45 Client i, 3 H#F AN reboot, TITHH firmware,

OTA Version Compare g
7E Slave I, Extend # Legacy Protocol #BEBRRALLIRINEE, HA Legacy TS 7120, FE user BT,
i Extend BRI ThRALLIMITHEE, user AILLEEER, W TFFIR, EFBNTE:

#define OTA_FW_VERSION_EXCHANGE_ENABLE 1  //user can change
#define OTA_FW_VERSION_COMPARE_ENABLE 1 //user can change

THE Extend FEBRALLIRTIEERN A BRI #H 1T 5 A -
AE:
+ PDU KEXH 160ctets K\, Rk DLE KEBIEE,
« Firmware compare IHEEEE (OTA FFALRARZASS 9 0x0001, FBhRA LR fERE
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Extend Version Compare
~— —-\\ IJH- N
Server Client
\_ ‘_I |_ )
CMD_OTA_FW_VERSION_REQ
(new_fw_version = 0x0001,
Version_compare 1)
CMD_OTA_FW_VERSION_RSP
(local _version = 0x0001,
Accept = 0) Fa
CMD_OTA_FW_VERSION_RSP
(local_version = 0x0000,
1|I_'I_'I_‘|,J: = l'
CMD_OTA_START_EXT
-
OTA_DATA
(PDU Length lBotets)
OTA_DATA
-
OTA_DATA
CMD_OTA_END
CMD_OTA_Resul
—— —

Figure 7.8: “OTA Version Compare Jiiz"

TE{ERERRZSELIRTINRESS, Client IREAE4A Server Wi&IX CMD_OTA_FW_VERSION_REQ hrZAstbiIE RS, H
&% PDU HREFE Client i Firmware ARZASS (new_fw_version = 0x0001), Server #EFKEYX Client BEEIAR
KEEEHSEMIRAS (local_version) HITXTEL:

EEWMRZAS (new_fw_version = 0x0001) AAFAMARZAS (local version = 0x0001), M Server IHE
1648 Client I OTA ALKIFRK, KIEL Client inhRAS MRS (CMD_OTA_FW_VERSION_RSP), &IXHE
BaEEWRSE (accept = 0) FAHARAS (local_version = 0x0001), Client TEUREIFELE OTA HEXIRE,
B HFihR A AR AN

E1EWBIRRAES (new_fw_version = 0x0001) KFZAsHihRZASS (local version = 0x0000), Ml Server imsiE
U Client i OTA FHERIER, KIX4A Client IARAS LAY (CMD_OTA_FW_VERSION_RSP) , ZIXHIER
BEEWBE (accept = 1) FZAHARZS (local_version = 0x0000), Client FZEWREIFFFIAHESE OTA AEIEX
121E, SRRSRIXHEM, ENE%® Server iAI%E CMD_OTA_START #3%, Server IRfEREIS < BT EEIE
U OTA B#iE, ##%& Client ImFFIG&IX OTA_Data, IR EHIMERIZERY, Server in=[ Client T &IX
CMD_OTA_Result BLREIFIREE, EMMETREEFEARZEHAN reboot, Client inliEIF=ILEMELE OTA R
&5, & Client Iw# Server IRpIN5E T OTA_Data &%, M Client If[A Server #m&X CMD_OTA_END,
Server HEWEIFREILERE B A% CMD_OTA_Result £5 Client i, 3 H#F XN reboot, EITHH firmware,

OTA E{k3CIY:
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LFENBTED OTA RERIE, TEEFINE—T Master M Slave AFBEIERR G LI :
AR

« OTA Protocol: Legacy Protocol

+ PDU KEXHA 160ctets K/, 5K DLE KELRIEE,

« Master BFFE Firmware compare IhAE

(1) NEBEEEMAHAN OTA RAWITH, —BRNEIZITH, #HN OTA R,

Az

(2) master [@ slave 53X OTA ep S HEIE, EBHNE slave IR AT OTA B Attribute B Attribute Handle
L=

& user RABENTENA, BEEXZE,
ERBERNTI, KA Read By Type Request BIATIRIEX Attribute Handle &,
Telink FRiG BLE SDK Y OTA data #Y UUID #F:2 16bytes, EIKiTERE FEIXME:

#define TELINK_SPP_DATA OTA {0x12,0x2B, 0x0d, Ox0Oc, OxOb, Ox0a, Ox09, Ox08, OxO7, O0x06, Ox05, Ox04,
<  0x03,0x02,0x01,0x00}

£ master B Read By Type Request A Type iIRE /93X 16 4> bytes B UUID, slave i#[EIE B Read By Type
Rsp AT LAEE] OTA UUID FRTERYIX A Attribute Handle, 31 TFEIFfR, master BJLAEZ! Attribute Handle BY
B89 0x0031,

) [F— Data Hieader LZCAP Header ATT_Read_By_Type_Req
YP|llLI0 MESW SN MD FDU-Length ||LZCAP-Length Chanld |Opcode StartingHandle EndingHandle AttIype
LacaF-5 || 2 0 0 0 25 020015 0x0004 | 0x08  0x0001 OXFFEF 12 2B 0D OC OB OR 09 08 07 06 05 04 03 02 01 00
T Data Header RSSI
Data Ty CRC FCS
YP€ |lLLID NESW SN MD PDU-Length (dBm)
Empty FDU|| 1 1 1 o0 0 oxeFErDC |0 || ok |
] Data Header L2CAP Header ATT_Read_By_Type_Rsp R5SI
Data Ty CRC FCS
YPS||LLID NESW SN MD EDU-Length |[L2CAP-Length Chanld |/Opcode Length AttData (dBm)
LocaP-5 || 2 0 1 0 3 00005 020004 [(0x09  0x03 31 00 00 0x79893F|_0 || 0K |

Figure 7.9: “master 3&@id Read By Type Request 3REX OTA B9 Attribute Handle”

(3) 3KBEY slave Al firmware lRAS, RESEBLREM OTA B (BREACEEH, FEEFEM) ., X—
7 user HEERFEREEM. 1% BLE SDK MR AMFIIRASIREVNE, user AILAB1TA1E. BHIRY BLE
SDK A1, Legacy protocol & B LIMRASHIEIX, user AJLAEA write cmd Z¢ write response RIS
@33 OTA version cmd [@ slave f£3X—MKEX OTA version BJiEXK, B2 slave ARIHTEUREI OTA version
ERIHR R IR E— P ENAREL, user B 2EEIAREERBNER slave IHHIARA S FiXLE master (400
FahE— NOTIFY/INDICATE BY¥K3E) o

(4) B5h OTA FIAN—1itES, EEEFEEIZITRESET 30 ¥ (XRZNESEE, KFRRIE user
MAWIEE OTA FERZ D EIEBEMHITM) .

YR 30 FHIAA OTA YK, EA slave imlE OTA #IBE=RI CRC, —B CRC H#HiRgE HIMEH b
iR (WET flash $HIR) , TARIAN OTA KW, BEIEFEFER, ILHT link layer F5i% ack master, master i
HEIE—BEA A HESEB,

(5) 3%EX Master flash 0x20018~0x2001b FANET, HE firmware BY sizeo
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X size EHEBIRIFZELIMAY, Ri& firmware Y size I 20k = 0x5000, BBA firmware BJ 0x18 ~ Ox1b
AY{E 0x00005000, FFLATE 0x20018 ~ 0x2001b BILLI%E! firmware BIA/N.

W TFEFRM bin X1, 0x18 -~ Ox1b A A 0x0000cf94, FRLAA/NI Oxcf94 = 53140Bytes, M 0x0000
§IJ 0Oxcf96,

0 1 2 3 4 5 & 7 8 & AB CD EF
00000000 F322 2034 1120 5D02 €384 0200 6FO0 6015
00000010 21A8 0000 0000 0O0OCO|S4CE_0000JO0CO0OC 0O0O0O
00000020 4pB4E 4C54 0000 3B17 2701 0O8EO 2381 B17D
go0000030 9702 OAEOQ 59382 0ZFD 1681 2702 0O0EOD 9382

Figure 7.10: “firmware = fjl-FF k5

0 1 2 3 4 5 e 7 8 9 A B C D E F
o00O0CFe0 OOOCOD EB0O3 00ZB 0000 ZO00A 0005 ZRO01 0000
oooocCEg70 OR48 0OAOO 0201 0000 0101 0000 0102 0829
QO000CFEO Z0RA1 OAOB 0848 O0OAD9 05ZA 0129 FFFF FFFF
0000CFS0 EC&E DDAY9

Figure 7.11: “firmware Rfjl-£5EZ(5"

(6) M@ slave Z£— OTA start 5%, @4 slave N OTA I, Z#F master IHH OTA #3E, W TEFIT.

Data Type Data Header L2CAP Header ATT_Write_Command CRC RSSI FCS
L LLID NESN 35N MD PDU-Length |(L2CAP-Length Chanld ||Opcode AttHandle AttWValue (dBm)
L2CRE-5 || 2 a a 1 £l 0x0005 0x0004 || 0x52 0x0031 01 FF 0x61875B 1] O |

Figure 7.12: “master & OTA start”

(7) M Master flash 0x20000 KIiFFIaERI%E 16 1 byte BY firmware, IEN OTA data packet, IZEXNAY
adr_index, Fit%® CRC &, ¥ packet push & TX fifo, —EZ firmware size f&fg—" 16 byte A1k,
¥ firmware FTENEIE S S AIX4 slaveo

BURAX A EMEITENSR, FH OTA data BIIETL, BXEKIES 20 bytes, HIF bytes X adr_index, XEiR
16 NMEXH firmware #3E, &EMIEF 18 ¥4IEEY CRC ITHEE.

AR, R firmware RIF—EHIERRE 16 FTHXTF, FTERRROIOIZ oxff #3477, HHE CRC WEHET
ERH BRI R L,

55 LEFREY bin XHFRIFMANE OTA BiEINEHE,

$—2#IE: adr_index 57 0x00 00, 16 MIEH 0x0000 ~ Ox000f HHEMIE, FAIEX 18 MEITE CRC,
{Ri& CRC £532 79 0xXYZW, HB4 20bytes HEFIA:

0x00 0x00 Oxf3 0x22 ... BB& 12 1> bytes.....
FEEMIE:
0x01 0x00 0x21 0xa8 .... &h& 12 4 bytes.....
E=EHUE:

0x60 Ox15 OxZW OxXY

0x00 0x00 OxJK OxHI
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0x02 0x00 Ox4b Ox4e ... EE& 12 4> bytes..... 0x81 0x7d OxNO OxLM

EIEE £ R

0xf8 OxOc 0x20 Oxal .... BE& 12 1 bytes..... Oxff Oxff OXST OxPQ

Ra—EHE:

0xf9 0xOc Oxec Ox6e Oxdd Oxa9 Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff OxWX OxUV
12 4> Oxff AR TTRVEHE,

Oxec Ox6e Oxdd 0xa9 AE 3 M~ E 6 1, EEEA firmware bin B CRC_32 RIGLER, slave £ OTA F4&
WP ED T EZEWEIFE bin B9 CRC_32 KIE(E, ELERITES Oxec Ox6e 0xdd 0xa9 #H1TLEER.

Oxf9 ~Oxff I 18 4> bytes B9 CRC IHELER A OxUVWX,
EREIEI TERR:

+ (K, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2B12: 01FF)

+ [E, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0OD25612: 00 00 F3 22 20 34 11 AD 50 02 63 54 02 00 &6F 00 60 15 7B 35)
+ (B, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2512: 01 00 21 AB 00 00 00 00 00 00 94 CF 00 00 00 00 00 00 &7 BO)
+ &, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C002612: 0200 4B 4E4C 540000 3B 17970108 EQ 938181 7D 74D4)
+ (B, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0COD25612: 03 00 97 02 0A ED 93 52 02 FD 16 81 97 02 00 ED 93 82 59 58)
+ (B, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0COD2E12: 04 00 62 FC 7390 0280 99 62 F3 A2 02 30 73 10 30 00 &3 38)

Figure 7.13: “master OTA #}#E 17

+ By ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2612: F3 0C 20 A10A 03 03 43 0A 09 05 2A 01 29 FF FF FF FF AA 24)
+ By ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C002612: F9 0C EC 6E DD A9 FF FF FF FF FF FF FF FF FF FF FF FF E3 OF)
+ By ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2612: 02 FF F9 0C 08 F3)

Figure 7.14: “master OTA 8 2"

(8) firmware ¥IBRIX5TEES, & BLE link layer WHIERGELK e A XHE (HAREH link layer BY
IR slave ack 7, ARINNZEIERIERTN) . BEREKRIEHZE, master KIE—> ota_end ¥, B
1 slave FRAEHUIEE &IX5EEE,

OTA end B packet ERFTIEHN 6 1, BIF A Oxff02, HEMFE bytes AHFHY firmware R KR
adr_index B (XMEATIL slave InBRHINEE BiERE—F/L5F OTA #HE), REM bytes HHEIR
KB adr_index ERVEXR ,, AHF—NERNRI, OTA end FFE CRC R,

I _EEFRREY bin 915, 8AHY adr_index 9 Ox0cf9, EEUR{EN 0xf306, &M OTA end BN EEFfT.

(9) ¥ZE master I link layer TX fifo @B AT. BAT, HBEZFIFIENEIEMNGLSHMERINLEHZE, B
master IHHY OTA EEZEBL 225,

CRC_16 IHERE R A EEEB MR 1: crc16 BIE"

WIBHIEFTIR, Slave ME{E OTA Attribute EIEJIR otaWrite 1 otaRead ENR], master & IZFIIFRET write
command 8%, BLE MM ik= BB =L ERE otaWrite BRIFHITAMNE,

7E otaWrite EREXE Xt packet 20 byte FUEUIREHTTHE T, BEFCHITE OTA CMD iEE OTA data, ¥ OTA cmd i#
THENMIME, X OTA #iEi#1T CRC REHIREE! flash MR E,
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slave Ui OTA EXBVE(EAN:
(1) UeE OTA version % (OTA_FIRMWARE_VERSION %) :

master BXKFK1S slave firmware kA5, 1% BLE SDK WEIX MY, TR, RZERIE user EEMT
UE version FIEIERER, FIBTEE A BIRERE.

£ ota.h REEEMIZEIRERERATEO )

typedef void (*ota_versionCb_t)(void);
vold blc_ota_registerOtaFirmwareVersionReqCb(ota_versionCb_t cb);

(2) WE OTA start 88
LAY slave #H N OTA &2

P £/ bls_ota_reqisterStartCmdCb ERFUEAM T OTA start BYBIEIEREL, MHRITIULERER, X EREHIE
HRILBFEHN OTA EXG, BN—LEHURESE, thilR PM X8 (613 OTA UEEFREMNRTE). B
slave BEIHLEIF—1 slave_adr_index, #{EH-1, iIBR&IE—RIEM OTA dats BY adr_index, FAFHIUTEEA
OTA IBFEEEEE. —BEHE, AN OTA KN, BE OTA, LIRER, MCU EF, master imHFUAE
slave BY ack &, tB=HTF OTA EZBIMERFIHRHEFLI OTA KK,

SEAR OTA start BYEIERIER:

typedef void (*ota_startCb_t)(void);
vold blc_ota_registerOtaStartCmdCb(ota_startCb_t cb);

user BEFMXNEIAE, LUETE OTA start BIBHEM—LE4R(E, LLINECE LED ITHVAIZRIANR S RIS OTA
EE#TT,

54 slave Xigi—BIKE] OTA start FFiE OTA [&, =B MTE, — & OTA BN IESER VBT BYa],
B # SDK FRERIAZE 30s. W1R 30s ZA OTA ERAEFEM, #IAN OTA_TIMEOUT KM, SEFF user RIEFEIR
EESH firmware A/ (BiAHFERY) #1 master I BLE #IEH % (KEMIFSRM OTA EE) FEHXD
RN 30s, SDK IREEMHNTEN:

blotaSvr.process_timeout_us = 30 * 1000000; //default 30 s
blotaSvr.packet_timeout_us = 5 * 1000000; //default 5 s

MIaIZZE T, user AJARA TEBVAVER RIS IEITERF BT b,

void blt_ota_procTimeout(void),

FIh—Z receive packet HIEBRYAYE], EUE|—X OTA HUEEHSEH—Nx, BEIBYak 5s, BI 55 Ri&H
BT —2#3EMNA 9 OTA_RF_PACKET_TIMEOUT %M,

(3) KRNIEEY OTA #E (FIFE bytes /3 0~-0x1000) :
XAEENER AR OTA data,

8| slave KEI—™ 20 byte BY OTA data packet, #& adr_index @& FT slave_adr_index BIEN 1. HEAR
%, HBBEE, OTAKNK; HHEZF, T slave_adr_index B,
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SAFEXTRD 18 byte INAE#IT CRC_16 BIREL, EHARILES, OTA K; HMLES, MK 16 byte WEREMIETE
flash XML& ota_program_offset+adr_index*16 ~ ota_program_offset+adr_index*16 + 15, &5 flash HJ
T2, WNREEE, OTA HRK.

AT 1RIE OTA 5ERkfE firmware FYSEEE MY, EREESIEA firmware #1T CRC_32 iKRIE, 5 master &iXid
KEH G EITESFINREEFRITILR, FMEFMNEHBEREIBEHIELEE, 1A OTA KK,

(4) UxEl OTA end:

& OTA end B adr_max MIEBRREERLIEH. H1EH, N adr_max AJLLERM double checko
double check B9BYE, FIHF slave ZBTUREIRY master BIEIE index SR KESIZEHH adr_max @EHEE. &
1%, IAA OTA BRI, BEARE, INARETRE—EH/VELHIE, OTA FRE, H OTA FRINHIBHE, slave &
ZH firmware FITERUERY flash BEIREIRA 0, B firmware FRITEMIIERY flash BEIAREIRS Ox4b, &
MCU reboot,

(5) slave &% OTA &R Rk IRLS master:

slave In—B Bz OTA, RE OTA BINIERKRY, &G slave BRRLRALIELE masters W T2 OTA AT
[& slave KIEEREFEERE (KERE 3 1 byte) :
o . )
£, ATT Write Command Packet (00010203-0405-0607-0803-0A0BOCOD 2B 12: F3 OC EC 6E DD AS FF FF FF FF FF FF FF FF FF FE FFFFE3DF) |
E, ATT Writ Command Packet (00010203-0405-0607-0809-0A0B0C0D2812: 02 FF F9 0C 06 F3) |
B- ATT Notification Packet (00010203-0405-0607-0809-0A0B0COD2812: 13 FF 00) |

Figure 7.15: “slave ¥ OTA FiINBVEE R KIX4A master”

(6) slave $£f OTA REBICHEEREK :
slave Ir— B S5 OTA, 7E OTA FINBYEIE MCU reboot:
ERI, &=7F reboot BIIZE flag &iF MCU BRBEHEIETT New_firmware;
& OTA KM, SR HEIRNHEFEBIEEERRBR, EEIE1T Old_firmware,
£ MCU reboot 8, 1RIE user BE:EMT OTA REENARE, RAEBEMEIZE L
T EHEX code:

vold blc_ota_registerOtaResultIndicationCb (ota_resIndicateCb_t cb);

RETEIRREG, BEERBBSE result B enum 5 OTA LIRMVER—1F, £—1 0 2 OTA BTN, HRR
RRNKMIRE.

OTA FHEREIhEN R M il & ZEIAREL, SEPRCEE AT LUEIT 1Z R 84S RIR B B 303K#1T debug, 7£ OTA
FERIOET, ATLUERZEI EER result [F, 3§ MCU B while(1) &%, R T7TRYNISAFHEREESHE OTA KK,
7.3 OTA &21¢

7.3.1 OTA Service ¥iER %

OTA Service 2—7 GATT service, OTA service £ RIPE)ZAFLZE BLE GATT service data &2 RIFHYIAIRE,
BNEEAR M IAEIEIRIR), 1RIE BLE Spec B9i&it, AILAERMAEZEIELT:
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(1) Fia SMP, BiXfERREEH Security Level, SRIIINEER . RBEAARMENEE, A HHA) OTA server
IBRINR. BE AR SMP BINT4A.

EbaNfEA Security Mode 1 Level 3, 7T Authentication 1 MITM BYEERY, BILABERIEEI= @ slave 1&&EM
YFER master A BERCK MNBE R IN AR [EE, KEHETEHM slave IREMZBRIN. IHFRIFE GATT service
data HIEMEMAMENMNEEESIGE, WEBMLTERRZXLEHIET . WNRFEA Mode 1 Level 4, Secure
Connection + Authentication, Z2RINES T o

AIRE S M EIM code EI3ELLT:

typedef enum {

LE_Security_Mode_1_Level_1 = BIT(0), No_Authentication_No_Encryption = BIT(0),
< No_Security = BIT(0),
LE_Security_Mode_1_Level 2 = BIT(1), Unauthenticated_Pairing_with_Encryption = BIT(1),
LE_Security_Mode_1_Level_3 = BIT(2), Authenticated_Pairing_with_Encryption = BIT(2),
LE_Security_Mode_1_Level_4 = BIT(3),
< Authenticated_LE_Secure_Connection_Pairing_with_Encryption = BIT(3),
}le_security_mode_level t;
#define ATT_PERMISSIONS_AUTHOR 0x10 //Attribute access(Read & Write) requires
 Authorization
#define ATT_PERMISSIONS_ENCRYPT 0x20 //Attribute access(Read & Write) requires
< Encryption
#define ATT_PERMISSIONS_AUTHEN 0x40 //Attribute access(Read & Write) requires
< Authentication(MITM protection)
#define ATT_PERMISSIONS_SECURE_CONN 0x80 //Attribute access(Read & Write) requires
< Secure_Connection
#define ATT_PERMISSIONS_SECURITY (ATT_PERMISSIONS AUTHOR | ATT_PERMISSIONS_ENCRYPT |

o ATT_PERMISSIONS_AUTHEN | ATT_PERMISSIONS_SECURE_CONN)

(2) A whiteliste AFAILUMERB®RE, RMNECHEEREDN master IREERE, WA UBAREBREERN
JE;- 8

(3) {ERMIAERRFAMRIF, local device F peer device {#F resolvable private address(RPA), BB A3
RANSMHitui, FEREZENRS,

7.3.2 OTA RF &2

BT RF BARERR, TE—ENRIPHHIRMBEER OTA ZIZF Firmware FIFEEIEMIERIE,

SEFENMTAR, OTA master FRERAIR Firmware REB—EX/ND RS MEIER, S MEIEER 2byte
EEFYIS, MO FiEHN 1 #EE,

7.3.2.1 LinkLayer $UEEiHNE

BLE Spec FEMURIEHISEEIE ST T IRANR I

—3 LinkLayer RIXIRTEFRIFT—EEIEN, FERINANNEZG, ARUNREIT—8&ENEE, B
MRIESHRE AR ER;
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— 2 LinkLayer EWIRENS—EHENERFIISHITHRE, EELUMNKESEER, BRFIIHUERASHE
BEE,

=X TFE—8HE, AXHERBLARMT CRC24 RIGE, BWHEMTERKEHTLL, FIBk RF FHE
FEREE,

Telink BLE SDK 3@id T Sig B/ BQB IAIE, TR L&,

LinkLayer IXLi&1HH1%, BJLIAYE RF LA SRBVEIREIR.

7.3.2.2 OTA PDU CRC16 %38

SERNEIEINA, 7 LinkLayer HUBRIPHEM £, OTA thi EFBIEI— CRC16 K5, EIFEIEEMENN
L2

7.3.2.3 OTA PDU K5I E

OTA master ¥ Firmware 3B F OTA PDU, &1 PDU B3EBECHEREYIS.

AT EFIHAE, RI& Firmware size 7 50K, 3&E8 OTA PDU 16Byte #1754, PDU ${&} 50*1024/16=3200,
BAFESISH 0 ~ 3199, BP Ox0 ~ OXC7F,

OTA FFtalE, IREFHEIFESIS A 0, BUEI—2% OTA #UE, ERTEFEYISHMLIRFYISxtt, RE-&RE
TINATRIZER, RNERMERFSIS +1; NMR-ZEXRE, IANAKK, 455K 0TA, XL LURIE OTA
PDU BYEZ4FOME—%,

1F OTA 455 BT, BILATE OTA_END B_EBILLi%EI Firmware fxfg— OTA PDU BFE%IS 0xC7F, BXMNFS!

ERLIFERN R AETIS#HITHLL, FTUMBE OTA PDU EEEEEEELFE R, NREFEKRNSEAEY
S OxC7E, Mi%EBE master ivfE TE—1E, B OTA KK,

Mgt ES7E—ie, TR OTA master i3t Firmware IEHIFRSY, FBES—1 OTA PDU EHEM A Lo

7.3.3 Firmware CRC32 138

FE—M OTA master I EM_EIREHEIRNER, AEESH BLE FmMENL. A Telink wIFTHEEM—IEHR
89 binary X% fE, AIRERMRIERIZR/ICMEEL T XA binary X1, LLUIEA byte HABHER, XPEHEIR
8 binary XHZEF| OTA master E3#1T OTA FEKBY, master TIEBEXMNEIR, & UMERM Firmware 25
slave #4k, MMMIERK slave IAVIZF A IERIETT,

AT HRIRLL LRI, SDK HIEANT Firmware CRC32 ¥, 7EMRIFLER binary XHFME&E—F, X binary
XHE#HIT CRC32 T8, HBEEERBIEZELER, OTA ALKIIZR, server IRiAUERIEINHFHIT CRC32 it E,
OTA_END ¥R ITEEMEE—1 OTA PDU EME#HITILE, REZEHBEA AN Firmware REHE
o

7.3.4 OTA REHEBRIA

Telink OTA IR AILIARTEERSHZIMNIREEE, BAFEIREETHINEL,

SEREFENSA, MCU FERT ZMALEsHIINE, FEER T —1 byte BIARIZ (I MCU L BB BT H B
Firmware M Flash BB MBS, A TETFIREE, RiRIKE HE] Firmware FE#7E Flash 0x0 ~ 0x20000 X4
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Xija], Erpitiit 0x0008 EREFRIZX A Firmware B, LAY 0x4B; FHY Firmware FE#RIEMETE 0x20000
~ 0x40000 X MX (8], HF 0x20008 XAtk FRER FARSHR Firmware @G B, #IB{EN OxFF,

OTA AEFFHARE, EWEIE—Z OTA PDU B9 0x08 st FRYEH 0x4B, BRXZE PDU B A\ Flash BISHE
¥ 0x20008 B RY OxFF, A&, FE OTA RIZEIEFHEFRE Flash SAEEMG, itk 0x20008 BIE
57 0x4B, EXZEEABIZILZAERTE, &&BE M 0x0 ~ 0x20000 BY Firmware, BMERTEESE 0x20000
~ 0x40000 EHLE Flash ALK, EH EBE 0x0 ~ 0x20000 BY Firmware AJLUETTo

Ba—%, Tfik 0x20000 -~ 0x40000 EAJ Firmware #AMIBIEHfE, 3§ 0x0 ~ 0x20000 HAJHIHE 0x0008
FHRZEY Ox4B B/ 0x00, FTRXMXIF E Firmware k. F1AT LU iE 0x0008 BB 0x00 BHf—1NR
F1RE, TEEM—ZIMTE, XMEEEANRTT (BE#ERI 0x00 HIRE HEMIE 0x4B HIE) , BEAKXK
(BP Ox4B (RIFAL) , WNRRIERTH, T—REHFH LBIRIETT 0x20000 ~ 0x40000 EH Firmware; $ARK
K, MIARIETT 0x0 ~ 0x20000 LM Firmwareo
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8 Flash

8.1 Flash thht 4> fg

FLASH 7Zf#(E B LA— sector BIR/)N (4K byte) AEARHIEAL, AN flash BVIRFRELL sector AU (IR
FRERELA flash_erase_sector), IEiE_LR—MEMEEREFHET— sector BE, FRAMENEEFTEELR
[EIEY sector (BALEIRERIE RATIGEHMNSEHVE BIRIBRR) o FRLAERIN user £ FLASH ZEE KIS EIHERE A
BEEEBREARR sector RN, RFMXEE (Customed Value, MAC address, Pair&Sec Info) BRIAIE
K BIENIRIE flash ELK/), wmIBE flash RARERLGIE.

MTERE 512K/1M Flash F&E{E ERIESES, LAERIA OTA Firmware EK size RFiBiZ 128K JfFIRiHAE,
MR AFEHRT OTA Firmware size, MMM AZET K, AP RIUBITO .
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0x100000
MAC address area
0xFF000
calibration data area
0xFE000
BLE stack data area
(Pair & Security data)
0xFC0O00
0x80000
user data area
0x78000
calibration data area
0x77000
MAC address area
0x76000
BLE stack data area user data area
(Pair & Security data)
0x74000
user data area
0x40000 0x40000
OTA new Firmware storage OTA new Firmware storage
area area
0x20000 0x20000
old Firmware bin area old Firmware area
0x00000 0x00000

Figure 8.1: “512K/1M FLASH it 53 fig”

LTEFR, HRFRERMASECERL user IRAET MM AMEEIZEO, user RILURIEE S EE XMLkt 5 E.
TERNBEABIMUE 5 ER 7555 U R R A E St it f93E O, PR AR AT LUEE mid B HAEX A9 Flash
size KN, FHARIEEI M Flash size S ECAEXT S H9 R BBt =s 8],

u8 flash_cap = temp_buf[2];
unsigned char adc_vref_calib_value_rd[4] = {0};
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if(flash_cap == FLASH_SIZE_512K){
flash_sector_mac_address = CFG_ADR_MAC_512K_FLASH;
flash_sector_calibration = CFG_ADR_CALIBRATION_512K_FLASH;
}
else if(flash_cap == FLASH_SIZE_1M){
flash_sector_mac_address = CFG_ADR_MAC_1M_FLASH;
flash_sector_calibration = CFG_ADR_CALIBRATION_1M_FLASH;

}

else{
//This SDK do not support flash size other than 512K/1M
//If code stop here, please check your Flash
while(1);

}

(1) HfER 512K Flash BY 0x76000-~0x76FFF X 4 sector 77 fif MAC ik, H A 1M Flash B A
OxFFO00~0x100000, SEfRLE MAC address 6 4™ bytes FZETE 0x760000,76005(0xFr000 OXFFO05), Zifs
FA 512K BY, &= byte BUMIALTFINTE Ox76005, 1K byte HHTFITE 0x76000, Eb¥0 FLASH 0x76000 %
0x76005 BIABMKR A Ox11 0x22 0x33 0x44 0x55 0x66, BBA MAC address § 0x665544332211,
REMEFABERARIFE IR MM MAC #IIHEE 2] 0x76000 (OxFFO00) ik, #1 SDK ¥EFTRZ, ¥
R user BEEBHX ML, BRFERERAKRS FMALE T HENAYIE. SDK TE user_init EREE
=M FLASH B9 CFG_ADR_MAC 3=BX MAC #ilit, X/NZR1E stack/ble/blt_config.h BEEEREIF.

/**************************** 512 K Flash ****************************f/

#ifndef CFG_ADR_MAC_512K_FLASH

#define CFG_ADR_MAC_512K_FLASH Ox76000

#endif

/**************************** 1 M Flash *******************************/
#ifndef CFG_ADR_MAC_1M_FLASH

#define CFG_ADR_MAC_1M_FLASH OXFF000

#endif

(2) ¥F 512K Flash 0x77000~0x77FFF X1 sector 7§ telink MCU EEREEFIMIEE, 1M Flash BF5
OXFEOOO-~OXFEFFF, REXEZHEEREBRE FRZEEBBRERR sector"BIRN, XA sector 4096
bytes &BRE 64 bytes XD AFRREMETT, BMETEE—ERERE R REE S UBRIER— sector,
ERAREE EEAERFZITIERREIF ML, SEFR firmware FEIBTTH REEIEXEREE S, A
AFEE, BERARITFERRR.

ROEXEEBNAT, BFPEEE (Telink_IC_Flash Customize Address_Spec). ABMHOEX LAt A9 RI%
AL ROAS BE1TIRA, Lbanmigtiil 0x00 $E58IE 0x77000 3% OXFEO00,

a) fm#&Hik Ox00, 1byte, TFf# BLE RF SRR E(E,

b) RiZHIUL Ox40, 4 byte, 7FfiE TP {ERE, B85Sm IC FNHRE TP Kk, XERE,

c) @&t 0xCo, 7Zfi& ADC Vref iR (E,

d) fR#EHit Ox180, 16 byte, 7FfiE Firmware 8FE R, ATFHLEZEF Firmware #& Ao
e) fRIEMIlL Ox1CO, 2 byte, 7Ffi& Flash VDDF KA (E,
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f) Hft, RE,

(3) 512K Flash 0x74000 ~ Ox75FFF X 4 sector # BLE hiNIR R K S B, X F 1M Flash B
OXFCOOO-~OXFDFFF, AR GZMHEXMIMEZE B, user o] LB X sector L&, size [E
EAFE sector 8K, ToiAMER, ALUARTEEREEHE X INZE BEMEIVCIEHIL:

void bls_smp_configParingSecurityInfoStorageAddr (int addr);

(4) 1B 0x00000 ~ Ox3FFFF 256K T BIZRIAENIZE =iE];

0x00000 ~ Ox1FFFF £ 128K A Firmware 2% a]; 0x20000 ~ Ox3FFFF 128K & OTA BBt 1Z (&
Firmware B9=18], BIZ#FE K Firmware Fa14 128K,

EEIARY 128K BT 8I3T user RIFAK, T user FHEEFE OxO0000~0x3FFFF Xi3 BB —LE 2|8 3K E9 %K
EEETE, R THENM AP, EXAEREE OTA ETMIIFMIREA,

(5) BIRH FLASH SIALEMEN user BMIBIEIEZSIEL,

8.2 Flash 12k
Flash Z[a)AYi: 512 {E(ER flash_read_page # flash_write_page EKi%K, flash FIIRFRMER flash_erase_sector
I E
(1) Flash G2
flash 512 {EEH flash_read_page # flash_write_page ERIFRILI,

vold flash_read_page(u32 addr, u32 len, u8 *buf);
vold flash_write_page(u32 addr, u32 len, u8 *buf)

flash_read_page ERIFEEY flash EHIAR:

voild flash_read_page(u32 addr, u32 len, u8 *buf);
u8 data[6] = {0 };
flash_read_page(0x11000, 6, data); //i& flash 0x11000 FFIEHY 6 > byte F| data #14H.

flash_write_page ¥ 3T flash HITEHR(E:

flash_write_page(u32 addr, u32 len, u8 *buf);
u8 data[6] = {0x11,0x22,0x33,0x44,0x55,0x66 };
flash_write_page(0x12000, 6, data); //[A flash 0x12000 FFIEHY 6 > byte BN 0x665544332211,

flash_write_page E¥EX page HVIRE, flash BEE— page /9 256 byte, XPDREIRIERIHIIER/ NRKA
256 byte, FEEESHFMAE page SEE

LIS ER LR — page BUEMBNLES, RAMUES 256 byte, flash_write_page(0x12000, 256 , data) 1%
{E1EHS, T flash_write_page(0x12000, 257 , data) (iR, EAN&E—HIERETF 0x12000 FREHY page
T, B EaRN.
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HIRIRERIIEARE — page FIEHINLEY, EEFEAREEHINEE page BYR)&R, U0 flash_write_page(0x120f0,
20, data) FREE T, B 16 PHIIETE Ox12000 XA page, MG 4 PMHIETE 0x12100 X4 pages

flash_read_page REE_LEWHIEE page BYARE, BJLA—RMIRENEEIE 256 byte BYEKIE,
AR
- user TEfEH flash_write_page HR#EY, &ZREE—RE 16 1 byte, 7 2FH BLE FHfEE
- ZIRHINEEE, 15454 Flash API XF BLE timing BIS20E" 853 BV 4R,
(2) flash #EERIR(E

{88 flash_erase_sector ERERIEPE flashs

vold flash_erase_sector(u32 addr);

— sector 9 4096 byte, #1 0x13000 ~ Ox13fff @—5TER sectoro

addr &I — sector FUEH#INE, ZREEIZBREA sectoro

BEE— sector BIBTEISELERK, 16M RFETHET, ALEE 30 ~ 100ms EEFKATE,
(3) flash B FIZPRRIEX RAEHRTAIFZ I

FENBH=A flash IRERER flash_read_page. flash_write_page. flash_erase_sector 7ZEHITHY, B
TR RFPRIXIE irq_disable(), RIFEREHME T irq_restore(), EEKIZNTRIE flash MSPI BIFFi%
EMRERIMEMESYS, RHLIEFBEXAE flash 121EAR MSPI 2&TMERBARRRNEN.

X BLE SDK RF Wk BIRVES 2 SRR T RIZHIRY, flash BRIEXFARSGFENERNERE BLE Wk BAIET
FaWr, SRR,

Hrh flash_read_page EREBIHITEIEI R AKE, X BLE BIRRBTR MR/, HEA flash_write_page BN
7f BLE EERESNEREK—RE 16Bytes, NIRIKANIERTGER R BLE NFEM M, PRUARIIEBINAFE
main_loop B BLE EHEIRESE, AEELIRE XKML,

flash_erase_sector EREFHIHITEIE) AL EIJLE ms, FRAATEERERFE main_loop B, —B# N\ BLE &%
KRS, FARFEEA flash_erase_sector KE, BUEMKIF BLE WA BRBTEISR, EMEZEF. IRELE
B RTE BLE EIZMBHRFEIRMR flash, BRIBAXIESE TR Conn state Slave role By FRIPEZIM AR
1B

(4) 3% flash BTLAEAIHSE A ARSI

BLE SDK By firmware TZf#7E flash £, FEFE1TA, REF flash 51— EA B HARFBEIIE ram
EHTT, RIRME RIS REIRIBIEFNEIMRIE, EEEMIHEM flash 1EF ram BIRETFE cache X1
(f81%F cache), MCU i@id B opiEHINER MSPI BEEAEIR, =Y flash ERIRR,

Bl LUEARS ST IEEN flash FHIRDS, 1EFHH T flash RIEE MCU RARLIFREIER, YAIEIE
U RIEEIERTF ramcode £, RABEFSBEIYNIIEEI MSPI, &@id MSCN. MCLK. MSDI #1 MSDO PUiE£k
EI21E spi BB FERIRFIERN flash 23R

U3 3 #Rfl:
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ulé x = *(volatile u16*)0x10000; //I1 flash 0x10000 FH byte

u8 data[16];

memcpy(data, 0x20000, 16); //¥% flash 0x20000 16 1~ byte copy % data
if(!memcmp(data, 0x30000, 16)){ //i% flash 0x30000 16 1 byte M data LLIR

user_init BEIEEY flash EAREBEFIGERIF A register BY, EBRFRAIEEIAIE flash AL, 15
22 SDK BER#,

static inline void blc_app_loadCustomizedParameters(void);

3% flash AJLAEARIEHZN, BRFEEFERIEHTS flash (B flash REEET flash_write_page K3,

FTEFEIRHIE flash EE— 1A ZHRERNM S RBEZ@ET MCU RASLIRTIAVEEE, MCU #aEXLE
BUBETETE cache B, MR cache EXMUELREREMNBEERN, XEMIANZEIEIIEKREALE, i
MCU = EiZH cache BEEEFMRBIENER, WNR user BB HI TEXFHER:

u8 result;

result = *(volatile ul6*)0x40000; //3EFH15EY flash
u8 data = Ox5A;

flash_write_page(0x40000, 1, &data );

result = *(volatile ul6*)0x40000; //38FH3BY flash
if(result !'= Ox5A){ ..... }

flash #i3ik Ox40000 AR E Oxff, % 1 RIZFR result J9 Oxff, FABTB N Ox5A, G HE 2 RizFNESE
Ox5A, 1BEFFEFLAHMNLERIERE Oxff, B/M cache BEEFIMFE—REEFNER,

xR
s MRHMXFHZRER— MU A XM MUNESRRERN, TARERBHOER, FH API
flash_read_page REMHERE, XMRELIINERFIEM cache BEEZ BIRFNE,
AR AN TSR A IEHa
u8 result;
flash_read_page(0x40000, 1, &result ); //API 1E=HY flash

u8 data = Ox5A;
flash_write_page(0x40000, 1, &data );

UE=BIENRIE flash BELA/), RIBE flash BERNREHIE.

8.3 Flash 1Z{ERYIRIF

BT write flash # erase flash FYIEFEH, TEIGMUEFEIEE L SPI B& LB Flash, SPI Sk LAY
REMIEFEE, XEXBENBUIE—BHEMSERARAIENGER, bl firmware BRI IBE=IE K
firmware To;ABIE1T, OTA WEE SR,
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£ Telink S/ ZEMNEFZEF, BT Flash FAREFRE TRESENERER. FRENFGTERRE
BERBEMRE. BRSCKIR. R% LHEMRREISMENEESHEBRHIFE. N TEREENFREIE
ABURIEXEL, XEBAINE—LERXE Flash BIERIPEGZE, ERINRREEFEREZEBXLERH, 1§
MEZHNR2FRIPHE], AHERFmAREE.

8.3.1 {REERNRIF

ZERBERIPETIING, FTEEEEFABM Flash write  erase IREZ RIEMMIREN, B BTN EBE
TR Flash BB, BIMATRIERZ—EHE—NREMEETIME, £ main_loop FHERINEMEREL
W, RIERFNIERIZIT.

=

« XTF flash [RERP, UTZLLMIM 2.0v. 2.2v Fi&llE, BETXERERERO. &E5EH, TRER
EERERITHEEXLERE, tLINEER. BREKHAFER, HENBRSLEHE,

X SDK demo HRBYREAT A -

Step 1 E/Sc7E LEBEM deepsleep MEEERS, 7EIAF Flash ERENZ AT, #EFHIT—REELN, LU LEEBES
R flash (AR

_attribute_ram_code_ int main (void) //must run in ramcode

{

if(!deepRetWakeUp){//read flash size
user_init_battery_power_check(); //battery check must do before flash code
blc_readFlashSize_autoConfigCustomFlashSector();

Main_loo();

}

Step 2 7 main_loop #, ®FF—E 500ms BEHITR{EEN:

if(battery_get_detect_enable() && clock_time_exceed(lowBattDet_tick, 500000) ){
lowBattDet_tick = clock_time(); //EXINERNFEHFHETE, IR 500ms HIT— R

u8 analog_deep = analog_read(USED_DEEP_ANA_REG);
ul6 vbat_deep_thres = VBAT_DEEP_THRES_MV;
ulé6 vbat_suspend_thres = VBAT_SUSPEND_THRES_MV;
if(analog_deep & LOW_BATT_FLG){
if(analog_deep & LOW_BATT_SUSPEND_FLG){//ZHZHIFVEEEEHET 1.8V
vbat_deep_thres += 200;
vbat_suspend_thres += 100;
}
else{//ZHINEBENTF 1.8--2.0v
vbat_deep_thres += 200;

}
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app_battery_power_check(vbat_deep_thres,vbat_suspend_thres);

ZE mcu WIEREN flash W ITEREER, Fit Demo IRETE 1.8V LT EZE#H N suspend,
1.8~2.0V LU R H EIZ#H N deepsleep, FE—BGHEKRMEET 2.0V, BEEFIBEAE 2.2V, SAFAS
MEERETIRR. XARITEERUTILR:
.« 1.8V BNEBEBERT flash BITEREMXEE, Bi#FEN deepsleep [FMEER B AIEEIERK flash FEMHINSE
M, FUEE 1.8V LLT#HN suspend, FRIEGHRE;
< 2.0V YA HMERFIZIEATRERIRBEER flash TEERE T1E, FLLTE 2.0V U TEEHAN
deepsleep, RIECH REIEITHXIEIR;
- HERBEBEREY, EMEE 2.2V FeeFEEMINEEE, XBATHRIEEREBERINEHFZTBEEE—
EHE, WRFBMENEIURARSE,
R SDK Demo HFHVERCNEBEREIES, AFRAIUSERETIEIT.
AE:
« XF flash (RERF, ULLTNERE, RESEE, TR ERBIGELTGEREHE, LLINBEER.
BIREEMAERR, HENBRSTLEHE.

8.3.2 Flash lock fR#R

BT ERMENBEENSEESE, BIERNEF M Flash SR, XERTERLERT, BMEMTE
FErNERARe, BERNZ GNARS MRRIZTH/ IR XIS Flash HBIFREEAIE, TS Flash
HIFREHBREERRBEFAMAE Flash HABTHKENR. RALEINEFERFBMEEHRTT Flash BIE
ERIP, XHERERIRIRIETL, Flash WABHRERRE,

—RBINEF RINEFED G RIF (Flash I8, XAFERRE Flash LRI LR T AR BHVERERiE X2
LA SDK Sample T2 AFIH R ERRIPANSRIPB G %o

8.3.2.1 #IIAL B {RiP

a) HEFRIPAIN: EBILET, BRITEESRIPM flash Hhlitk/)\, INTEE 825x_ble_sample ZwiFHFK
B9 list X1, % 8.1 ERENIIRAIAN, flash FEERIFHIN bin XIFK OTA FRITEMIXIS, EILAE 256k,

b) A flash_read_mid FIiF flash B, RIBLERIAAEXREE, HBIBEERPAMEATRSH. BHTF
IE[BIRY mid B9 13325e, HILRILATE drivers BR TH flash_mid13325e.c/ flash_mid13325e.h X FFE
EFANERE. RZANITEMNEZTERIPXIBAE 256k, Mizioh flash }REFRIPE 256k IS,
FEESEM A AW TE:

AN-21112301-C2 249 Ver1.0.1



v Telink

Zz)% B85m BLE Single Connection SDK FF&F#ft

_.=_!'.-:".l"::?.:-_f'ar'._—'-*'.n_ void ﬂ.a:.h_loq:kcvoid)
flash lock mid = flash read mid();
#if(MCU CORE TYPE == MCU CORE 825x)
switch(flash_lock_mid)
case 0x13325e:
flash lock midl3325e (FLASH LOCK LOW 256K MID13325E);
break;

case 0x134051:

flash lock midl34051 (FLASH LOCK LOW 256K MID134051);:

break;

Figure 8.2: "% Flash A E{R{p"

8.3.2.2 OTA IIEHAIRIFIRIE

£ OTA 1, RATFHREN flash #HITIEG1R(F, FMINR LBEERIFAVIENE, £ OTA IREFFEREMBEBUER

P, BILATE OTA_START [EIiFH#TT flash fRBIRIF, BT
Step 1 B AEVIRLERELPIN LT A 7EEMEIEREL;

blc_ota_registerOtaStartCmdCb (&flash_ota_start);

Step 2 7E[EFAREF, RIFZFI EBEZIN flash 38, FAXNRREHTTARRIF:

vold flash_ota_start(void)

{

switch(flash_lock_mid)

{

case 0x13325e:
flash_unlock_mid13325e();
break;

BT OTA £&RfE, TIEHIHERN, BENMEITER, FIERFIR, BHE—TF89 flash_lock 5B

RREFERIP, AR RIENANR 2,

8.4 NE Flash T8
8.4.1 Flash iin)BdF ¥ BLE BIFEIRZIM

8.4.1.1 Flash ifialBtRE

(1) Flash IR{EEABYF
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MSCN '\ /o
mspi X XXX X == = - OO

Figure 8.3: “Flash EZi2{ERfE"

LTERFRA— AR MCU 518 Flash BYE, MSCN #{fHRiE], 7£ MCLK =%, @i MSDI #1 MSDO BYES
TIREZ, 585 Flash BIEIER B,

Flash 5RIBI 72 Flash #RfFEZAESF, MSCN HIREABINEIERE, NEZ/E4ER. FiBHY Flash ZHREERZE A
EAER, S0 Flash IEERJ LIRS MET 1 Flash ##1FE AT,

F— Flash i2{FR AN FE AL, HAEFE—MEENFTRZE, FEHITT F—HREIRE
(2) MCU f&4iA18] Flash

Firmware Zf&7E Flash 1, MCU HITIEFE EE1EHIM Flash FIREIESHEIE, &5 2.1.2.1 WNATHNE
EiFEIRNA N text BF1 read only data”E&. MCU B3 FEFSERTIEREY Flash ERYIES, FRUISAREHED
Flash 12FEAE, XMIIZEH MCU BEBEEIN, SRS 5,

main_loop BFEITEIER, MNRRALLERR, #HN irq_handler, BIE main_loop F irq_handler FEYFE

FFHEBTE text BRH, R Flash BIFHZR, ENEEH MCU BEHFRTRE, ERMIFAXNMASMNEET
Eo

(3) {43A18] Flash

MCU BEiA18] Flash RERRIFIEFIESH read only data”[B)@, INRFEN Flash Foh# T GIBFIRE, F
F flash driver F#Y flash_read_page. flash_write_page. flash_erase_sector & APl, E&F X/ API IR
A, AILUBELEHRGREE Flash BIEEARNEF, Sthf MSCN, ZARIREHIE, &EHE MSCN.

(4) Flash i5iRIEY /SR LUK fRIR T3 7%
BT Flash RERANFR— 1 AA 0B MRIFEIRE, A MCU EHRERYIEIE Flash B, BFIRHEM
MCU AR RE IR PEAG, BELIRFHR,

HIX N RIS B4 E main_loop i flash_read_page.flash_write_page.flash_erase_sector
Z£ API, MSCN HRGIETEHITEUEIRE N, L% 7 HH#, irq_handler PE—LIESTEMETE text B, MCU
BEHHE— N Flash REEARIFE, XNREFMMEIE main_loop ARIBIFEHR, SR MCU SENEEE

1Xo

W FEFAR, Software 8] Flash £53RAEY, A4ERBTFHIELE, MCU BEHFIAIAIR Flasho ItELET Flash 1hiRIAYES
RNAREHHE,
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Software access FLash

MSCN 1\ /

MCLK |||||||||
wsol —OO0CO0!

wsoo X OXOXOOO0

MCU hardware access FLash

MSCN /_
v  LUUUUUL - _ruuuudy
W 0 0.0.0.0.02bnn0.0.0.0.0.0. Gl
epo  (HIHXXX K== —-OOCOOOC

Figure 8.4: "FITSEH Flash BY/HZE”

DR FRRL NSRS FHENRM, HJLURHRRZ AR AR T /LM

a) main_loop FAREHIMAE R ERH 12 1E Flash BIF Y APle XNFEARE{T, SDK M1 A L= HIM
flash_write_page % API FY{ER,

b) irq_handler RIEHFAMIZFEIRAITZEE] ramcode, FMRFEM text E&F1“read_only_data” B, X1
FEHMARKF, ZFRTF 825x/827x Y Sram size, WRFIERIFETAY code £87Z6E%!I ramcode, Sram
RBEAEH, BINGTF user MXMIBHFRIABZER, T/ARIE user Il code ERIABATE,

c) BREHRIE Flash BIFBYJLD AP R, fIRIF, XEFFERT, Aitirq_handler MR, Flash I5IRIERE, B
VR

B#i Telink BLE SDK R T /7% 3, Flash APl FRXABffRIF. W code Fiin (FRIEIEEE T ET code), FH
irq_disable T, irq_restore TkE kT,

void flash_mspi_write_ram(unsigned char cmd, unsigned long addr, unsigned char addr_en, unsigned
< char *data, unsigned long data_len)

{
unsigned char r = irq_disable();
""" //flash access
irqg_restore(r);
}
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TERXFERIF Flash iHENFNEREREE, P4iHE Flash BHGHRETXHA, RiELET FEERFEEL
ZimRy (FRBrERE) , FEARMIAIE) Flash NF2ERERLERG, MEFBHRET, HERETIZZIMN, BHE MCU
FE1318) Flasho

Software access Flash

MSCN _\ /‘

IRQ EN

N

—\ MCU hardware access Flash /—
IRQ IRQ

coming process

Figure 8.5: “[EFfARIHIFHTMES flash $R1E”

8.4.1.2 Flash API ¥} BLE timing BYSZ
BIET4E T £ Flash APl XHBTERIPRARRIXGFNEEH MCU 1518] Flash BYFERMNE@, HF XM= HF
FRE BT ASSE A, HIAEFRPITRE FERHIT, HBEZ B IERBTE Al get RAVEIER.

(1) X<HErt BLE timing R9SZMR

254 BLE timing BUSF RN B XA SDK H BLE HIESH BTX. BRX IREWE AP RES KR, BTX
1 BRX 2RISR, LA slave role B BRX Jf5I3i5ER,

BRX timing AL EBELERE ZY, LA BLE slave BRX I more data BY RX IRQ FIRMERHEI, SN TFEIFfR. SDK i&
THERREIE— RX IRQ #EML, AJUBIERMAE, BFREERE, MRED RX IRQ #EE, A
RX IRQ HY RX packet th= &=, &R Linklayer ZEHIEEIR,
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RY IRQ 1 RY IRQ 2

3‘44444444447 Trx irq ————
i i

RX1 TX1 RX2 TX2
itl
|

IRQ disable I T irq dis
case 1 |
t3 RX fRQ 1

queued
I

RX IRQ 2

I

I

; queued

]

| 1
I
I
I
|
|

IRQ disable

T irq dis
case 2 I 1T

t5 RX IRQ L t6
|

IRQ disable

I

I

I

i

! - T irq dis ——————»
case 3 } ~Irad
I

t8

t7
RX IRQ 2
queued

Figure 8.6: “Flash #2{EX} Link Layer X"

Ef RX1 7 t1 2 RX IRQ 1, RX2 7 t2 ik RX IRQ 2., WIRGEXFUM AL, FRISTE t1 M t2 SEEIRLN,
R IEM IR RX packets

t1 0 t2 BHEIEA T _rx_irq, F*FRBTIFEERTIEIN T irq_dis, T_irq_dis > T_rx_irqo

=& IRQ disable case 1. IRQ disable case # IRQ disable case 3 X HEfiFLEATE)ERR T irq_dis, 1BX
FRETRYEC AN t1 BT BT iEl A —H¥,

IRQ disable case 1, t3 XM, t4 IkEFBT, t3 < t1; t4 > t2o RXIRQ 17E t1 ToiEMARz, HHFHEAZEE. RX
IRQ 2 7E t2 fit%, & RX IRQ1 (AAHMFFAFIEREEE —1 RXIRQ), RXIRQ 2 HIPAERF, 1 t4 WIEH
H1To RXIRQT XA RX1 FEEKL, IR RX1 B— MNEMHIEIEER, Linklayer FisH o

IRQ disable case 2 # IRQ disable case 3, RX IRQ 1 #] RX IRQ 2 RAWIERHIT, BEEEE, F*ok4EiE
Ro

B EBFF el USRI — N NEELEL:

YR TSN B K TFENL2EE, AlfER AL Linklayer FE1zRIXPL,

XANLZLEHE, IR SDK H Linklayer BYFi&it. BLE Spec B F4FR#HEX, LHIFHH T_rx_irq EREZ, A
FATRFANER, XEERAHT2EER 220Us.

B R X HRTiE4EAd(a] T_irq_dis, LEfIFH IRQ disable case 2 A IRQ disable case 3, ATFXFHEEAEN
BYjE)mA—H, RXIRQ 1 3{ RX IRQ2 IR, F2%&%E RX IRQ 2 BE RX IRQ1 SHMEE. BMER RQ
disable case 1, IR RX1 ] RX2 BREXEENTE, REZBHFAREREAIEIR.
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FRET R FIRFEERT KT 220us BY, RR—ESILHIEEIR, HASNEERNHE, 7 EIREMAEIR, XERK
HEE: XHRAETEREK. XHhMrRIAIESH RX IRQ KRBT El R A EMIFEN XK. BTX 3 BRX HiH
I more data; ELHHA RX IRQ BIF™ RX packet R BEREIEEMFARTEES, FIUREALEILE:

FRIT R EFFERETIEI R F 220us BY, =M linlayer HEERIXIEG, #EERIERB(E,

BLE SDK Linklayer B9i&it, UEXPLABR, BIARMT XA EKTE/NTF 220us BIER, REEAEE
HHN=,

XBEIMTE EEFIF RX packet BB, 7E Telink BLE SDK fEE4EFH, KFEBEIFF RIRAEX AN
B ENRFENENHET, &3 device £iZF— reason 79 0x3D (MIC_FAILURE) B terminate €1, 53T
%o

U ESIRAIEN, kA EiEd K S RX IRQ #IER XK E#MEERE, RAEE, (B SDK SIEHLE
FrhBT X AT EIRY AR, MAEERIFANSR. EEENERRER user BRI T HthAYH BT (Ebal Uart. USB
%), XLrEmNZERRERITEIEIMNRTS K, BRMXFANMRN—FN, Bl RXIRQ TR, XEHA
PFRE— user RETHITHIR AL 2BY8) 100uUs.

(2) Flash APl XH#r{RIFFT BLE timing BISZMH

A7 R HIA1R] Flash #1 MCU iR Flash BYBSFEHZR, Flash API ffE T XMV 5. HAMTX AR
£:BYjE] AF 220us BY, Linklayer AJEEREHEBERINIE, AT HERRXZENFE, FEXT Flash API XHMTH
BABTE,

= ® MBY BLE timing & connection state slave role 1 master role, R F B F mainloop FEY Adver-
tiisng state A= &M, TE mainloop connection state 1, FEXRFLIT =1 Flash API: flash_read_page.
flash_write_page. flash_erase_sector, Hftll Flash API —f&REAREE MBI EA SBE,

a) flash_read_page

ZMIKIEIE, flash_read_page —/R4IRENEY byte #EARHEL 64 B, BIEJIEE RS, £ 220us MUK, #BidiX
MEEEE—EBINXPE,

3RZUEIN user {8 flash_read_page i Flash BYER %% 64 byte, HNIRBI 64 byte, EBHRMZ XIAR
flash_read_page KL,

b) flash_erase_sector

flash_erase_sector AYBYE]—ARTE 10ms ~ 100ms X NELR, TITET 220us, FTLUX SDK E3K user £ BLE
connection state NEiEM flash_erase_sector, EHIFJEARX API, connection —E&H 5,

FATZEIN user FERAEMAREN flash_erase_sector B9i&1t. LbII—ENARERNT REEHTE Flash L1FHE
H—LEXRER, 8T ERTIE BRI —IRIRAMXIS, FH flash_write_page FAEI{FFIEMHRRI %,

BLE slave WA, XFTEAEERH flash_erase_sector, MNRIZBBREELE, AILUER Conn state Slave role
B R ARIP A SIS AEE, IEBE R ALAYEHN A,

FE, AFHREEIPNEIEFEEE S, WF SR/ flash_erase_sector, RNENXAR, TTEIRIETE BLE slave
EESHREEZFBAXENFINREMN. BEiX user REMIETT EFBEFFXFIE o

c) flash_write_page

flash_write_page BHEIUREI SN XBEEREN, B3F: Flash #1125, Flash TZ. write byte number. S1X&
%, TEMRE Flash B9JLNFSERIFMIRA,
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8.4.2 & Flash API FIfEMR

RIEE—TIBINAE, Flash API A flash_write_page BRNE Flash FIFHEMEXE, ATILES 825x. 827x BE
FTHREJLMHRE Flash 487748

EE:

« PUYA Flash BBt R7E 825x # 827x L2 A, BREHEXRARENNE, BFMRAFLX BLE
timing BYIERE,

8.4.2.1 GD Flash

GD Flash BF ETOX ITZ, & 825x. 827x RELEHMAE Flash,

flash_write_page RUHAERTEIIRS# len (BI—RMBEANFTHE) X, A F—MELNXR, &3
Telink RERBVFANRF 2, RMFTHENTEHFET 16 B, EANEREBIRERE 220us UA; FHHEN
%ﬁl_ 165 %ﬁ}—u‘_to

¥F GD Flash, ZEXK flash_write_page EAFTHERKEN 16, WREBI 16, tbad 32, BAILUREAARE
16 byteo

7 SDK &It E, M FRE flash_write_page B /5, —& SMP FERCEE R, FHANEERE AN 16 byte,;
— 2 OTA G N firmware BY, EBTEXE N 16 byte, OTA K&i&it L, LbIIEE 240 byte BHREUE,
=IFHKT 15 REN (16"15=240),

sRZUIEINE P (EH flash_write_page 8RXE&ZE AN 16 byte, BNEHER BLE timing AHRAIXIPL,

8.4.2.2 Zbit Flash

Zbit Flash & ETOX ITZ, flash_write_page HIBYE]ER GD Flash 24, BRHIZRAE AN byte #EH 16,

{BETF zbit Flash s B RI—LE4FME, HRE EHEY, flash_write_page JHFEMIBEISE K, X MM, BLE
SDK RURME3E 79

() ¥TFEEENBHRNTM, TERIFARATFAE Zbit Flash BitH. X—RtBiEEFER.

(2) SDK TE:# K| flash_write_page BY#I75 (SMP FEECITE R OTA ENFH firmware) 3&F T Flash BY
HEEBE, XEALFSLE Zbit Flash B NBE)A K,

TEE 2 SiEEIEREEE, FHAZ Zbit Flash I RAARIF L EIEHBE L EN.
% Handbook FIXTRZAY B85m B E SDK (135 T 825x. 827x RIS ) BEFMNI%iEHE, ¥ Zbit FLash,

3T F S 825x/827x BLE EEiE % SDK JLINEEHEARZA, Telink BLE Team release 7 HXHY patch, ASZ#F
Zbit Flash, &P S EH patch, HfREFTXFL,

8.4.2.3 PUYA Flash

825x 1 827x LIEMMBIAE PUYA Flash & Sonos T2, flash_write_page BYja|#l{#F] ETOX TZX5R K,
AR
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« PUYA Flash BB R7E 825x #l 827x L2 A, BREHEXRAIRENNAE, BFMRAFLX BLE
timing BYIERE,

Sonos I Z Flash A7%#F byte 185, RE#F page %5,

Eba0iE A flash_write_page £ 0x1000 X MiEE N— byte BIEK{E Ox5A, Flash REREVIERFTIE 01000
FNET page AA (0x1000 ~ Ox10FF £ 256 byte) £EPIEHRER, ARBEELE— byte B 0x5A,
A page EEMELIFEE 0x1000 X1 pages

EXMFNSI AR Z: B byte HEARER 1. 2. 4. 8, B=E 200. 255 F, HIEMBEEHBESA—D
page 256 byte BIBT[EIFEIN, ABEEFE 2ms B, MaimIi RS X e aliiEid 220us, linlayer FAE H S
=B RFL,

HF Sonos TZ Flash write BY[&] 2ms IEAFLEHIE 220us, FETE Linklayer 1& i+ _EMHEE 5 2= RKARR.

User TEETE Flash BY, WA flash_write_page K#, flash_write_page EEhRZS SDK B — KK,
EHhRAs SDK BR2—MEF, XMEHEIAIER flash_write_data K%K, ZEEREIE X GD #0 Zbit Flash Y
flash_write_page BISZH,

BLE SDK TE#ISALAIBHZIQN Flash 2!, WNRAIRE Sonos TZ Flash [, 2% flash_write_page I5FHER
NB—MFIRAVRER, ZEEAH Linklayer IR FIITI#IT TR E, EohZEEFF BTX. BRX BY timing, 1t write
flash IGHTEKIZAERM BTX. BRX ERYE] EE G, XMEITE SDK [KEXRIA, X user REJIBI, user AU
f£F8 flash_write_page BI®E], TELA BRX AAGIRHAE, BTX [REEEM, EHRENTEFT.

FAMRI% flash_write_page HITHIBI AARER 2ms (SERRBYBIHAFBXAME, ZLLEES, SDK AERE XY
BBl TN T 20 3R) o

1
1
]
! Conn_inetrval
i
1
1
1
i

write write i i i
req done i i :
Write | | : i i
flash - : ! |
1 write | : |
cose 1 i : )
— sxecute i write | i write
E req i ' done
Write ! \/ ! /
1 F—-——-
flash ! | write | write
case 2 i ' wait | execute
I . .
write | ! write
req | i done

Write Fo -
i write write
flash E wait execute
case 3 ——— E—

Figure 8.7: “Sonos T2 flash 7EiZURE ORI/EHITH{E
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B & write_req B3R EAiER flash_write_page %X, write_wait I8 HEF BRX RENZT RN —1 %22
Bfial s (B AE— while fBIFIEERSEHL) , write_execute @E R Flash I#EEARIE, M flash N5
Ao Write_done ®RRENHIN. MAEBEEIM flash_write_pag JHFEM ZBFE]EM write_req Zl write_done
SNSRI

Write flash case 1, write_req Z&7E BRX ZIM—1MRELEMBTE], BHIZFMIT wrire_execute, MEAREFN
flash_write_pag AYIE]IF 2ms,

Write flash case 2, write_req &% BRX EHEH, ItLBYE write_execute, TIEEHINAEIF BRX timing SHEE,
FRLASEHAT write_wait, Z1F BRX &R G H write_execute, NABEEIN flash_write_pag BFE]E write_wait
BYBY a0k write_execute BYBY{E] (2ms), write wait BY[E]ER BRX SEPRETTHYEJHEX,

Write flash case 3, BfA write_req R7E BRX timing H1, \BEHEFHRFKE— BRX £ 2ms ZWEPRMLZ, Y08
BHiE write_execute JEFE 2ms, =5 BRX FHARTEIH#ER , & BLE slave W EBY[BIF81R. FT LUX B IA A write_req
ERLREHBE R, 1T write_wait BX BRX £5RGH write_execute, NMARBEEEIN flash_write_pag BFE]
& write_wait BYBFEINN L write_execute BYBTIE] (2ms), write wait BY[E]ER BRX SEFRETTAYEIME X,

MUL BTN, PUYA Flash LR flash_write_page BR#EBY, REILZIFLEEMIT write flash Bh{E, AJ&E
REKTEF—NENEIEABEERITEANIINE. NRASMEMIAA flash_write_page, BFIBEITHER
RERRRE, XR— 1P ERIER. REMZFIFER white_wait SEHFENFE, FTERR2—MLERRENE R TH
flash_write_page BY{E]JIIILH, ItEEY BRX FFTEARER more data 30 BRX RHEEBYE)IIEE Ko

Conn_inetrval

write Write i write
b flash 3 done
l case 5 ‘
_________________________________________________________________
i write write
! wait execute
Write )
write flash write
req done
\ case 4 /

Figure 8.8: “more data S flash B Eh{ELERT”
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9 #HEEtE

Telink {2t 7T —EET1THITVIHEEY keyscan 2819, BFIZRAMAIE, user JLIEZEAXERDHY code, 8

A BE AR,

9.1 §E34EP%

WTEFR, XZ—1 56 B Key matrix (SBRHEFEF), &xZZHF 30 MEHE. Row0 ~ Row4 & 5 ™ drive pin
(IXEHER) , FAREHIKEIESE; ColLO ~ Col5 2 6 4> scan pin (FHEM) , AFRAEYTY L2TERER

BT

Drive
Pin

Scan
Pin

Row()

Rowl

Row?

Row3

Row4

CoL0

Col1

Col2

Col.3

Col4

CoLd

Figure 9.1: “{T5| R LEN"

Telink EVK #R L9 22 BOREIEME, EXRFTmARrREFEESHRE, fINEESAXEFSE, TEM
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Telink $ftiEIT23HY demo IR ABIRFHITIREE, 54& EE, 3t app_config.h A keyscan HEXHIECEFHITIFAMN
BBUN T,

RIESCPRAVREEERER, demo R E RowO ~ Row4 79 PE2. PB4. PB5. PE1. PE4, ColLO ~ ColL5 JJ PB1. PBO.
PA4. PAO. PE6. PE5,

TE X drive pin #4HF0 scan pin #44H:

#define KB_DRIVE_PINS
#define KB_SCAN_PINS

{GPIO_PE2, GPIO_PB4, GPIO_PB5, GPIO_PE1, GPIO_PE4}
{GPIO_PB1, GPIO_PBO, GPIO_PA4, GPIO_PAO, GPIO_PE6, GPIO_PE5}

keyscan fEFARY_ETFHIEBPREERER GPIO AVIRIAEEFE: drive pin EEX NI 100K, scan pin #EEY_EHI 10K, FB4
LS BERBE TR, scan pin fEARIA GPIO ERINEH 10K LENEBF, HIFEAFBE, 7 drive pin L
HEEBTF, scan pin EEMREBE, MRTHFT EEZERT CEEILLBY drive pin RE float &, & output i&%
FTFF, scan pin EEIHIZE 100K 1 10K BIDERFE, ET2S)

EXITHRFHEH, drive pin i EB IR scan pin HEFINBE BT,

#define

KB_LINE_HIGH_VALID

EX Row # COL B9 ETHI:

#define MATRIX_ROW_PULL PM_PIN_PULLDOWN_100K
#define MATRIX_COL_PULL PM_PIN_PULLUP_10K
#define PULL_WAKEUP_SRC_PE2 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB4 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB5 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PE1 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PE4 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB1 MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PBO MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PA4 MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PA@ MATRIX_COL_PULL

#define
#define

HTF1E gpio_init B3 ie IR

#define
#define
#define
#define
#define
#define

Z MCU # N\ sleep mode BY, FEIZE PAD GPIO I&FE, i&E drive pin HBTFIREE, IR TIEREBY, drive pin
JEE 100K A 10K B9 EEBF, 5 10/11 VCC ERBF, FTEITFH drive pin B ie IEEXE EBFIRE:

PULL_WAKEUP_SRC_PE6
PULL_WAKEUP_SRC_PE5

PB1_INPUT_ENABLE
PBO_INPUT_ENABLE
PA4_INPUT_ENABLE
PA®_INPUT_ENABLE
PE6_INPUT_ENABLE
PE5_INPUT_ENABLE

BEEINEA 0, scan pin BEIEEBF, T ie:

TN ZX AW

MATRIX_COL_PULL
MATRIX_COL_PULL

N R R R R R
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#define PE2_INPUT ENABLE
#define PB4_INPUT ENABLE
#define PB5_INPUT ENABLE
#define PE1_INPUT_ENABLE
#define PE4_INPUT ENABLE

N R R AR

9.2 Keyscan and Keymap

9.2.1 Keyscan

BR FEEESERS, 7 main_loop FIERA TEEREGEM keyscano

u32 kb_scan_key (int numlock_status, int read_key)

B — 1B numlock_status £ main_loop FIAAKN &N 0 BIAl; R B TE deepsleep BE R AV IR E 1T
HIRBRN A 2 HI8 A KB_NUMLOCK_STATUS_POWERON, /S EMRZFHARFNE (X DEEP-
BACK_FAST_KEYSCAN_ENABLE) .

FEZNBE read_key = keyscan REUZEMEEFLIE, XPMN—RART, —EHIEHN 1808 (F 0 &EiRE
{E4ET71E buffer B, FIREL LR,

REERTEA user HRAVRBIABE T AIMEMAREELTH: BRAH, R([E1; TTAEY, &R[E 0

kb_scan_key XPMNEREZTE main_loop FIEARY, iR1E BLE BSFEAIH, main_loop BYIETTATEIN adv_interval
8¢ conn_interval, T 3BIRESET (R adv_interval 7 30ms), & 30ms i—% key scan; HEEREH (Ri&
conn_interval = 10ms) , & 10ms ffi—X key scan,

Be F, HF key scan AT _EIZBERVIRESF LR key scan BPRESA—HER, FHIAAET .

KRR FRT —MARIaEEAIE: RELMELMAR key scan IRBIRES—1F, BM EL—XEENR
A RBERESA—HFE, TIANB— T ERNRET K. XEHRE 1 RIEBELL, FHEEERRENRK
BB kb_event EMARIRER, FERRFERHFINRBRENEHVEFZERS. X2 MARKER
keyboard.c HIRY:

unsigned int key_debounce_filter( u32 mtrx_cur[], u32 filt_en );

LEFMEHISRFIEASIENREME EFrARBIR THMARRSHNES, LB, BIANSEREMERE
ISHFFBRBEHRZNTN. RBEIPEENRREEREMEBIRS R EEAEL, REEHZN 1, &
MiRE 0o 30: HTF—MRFERE—PTWL; MA—MREERE—NEW; LT —TREBIRTE 5RO
—MEN; RTITRTMENBR TE=Z1TRERE—NEN; R TR MENRAREF—MFRE—1E.....

9.2.2 Keymap & kb_event

user FEIAA kb_scan_key BE—MEZELAE, BZ— 1 2/HNEMALE kb_event RIREN Y FIBIILRIR

=
1CNO
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#define KB_RETURN_KEY MAX 6
typedef struct{

u8 cnt;

u8 ctrl_key;

u8 keycode[KB_RETURN_KEY_MAX];
}kb_data_t;
kb_data_t kb_event;

kb_event B 8 1™ byte A% :
F— ont BFEREAIA/L N ERIREEET,

B ctrl_key —fRA=AE, REEMARER USB HID keyboard BYA = AZI (keymap HIHY keycode i&H
OxeO - Oxe7 BY=ft%, FRLL user FAREIRX 8 ME),

keycode[6] A FRZFMH AT 6 THIZ TIZEM keycode (MNREFMRTHIREE 6 >, RBAI 6 MEERMN
H3K) o

FRrE I M AY keycode TE app_config.h HRENX :

#define KB_MAP_NORMAL {|

VK_B, CR_POWER, VK_NONE, VK_C, CR_HOME, |
VOICE,  VK_NONE, VK_NONE, CR_VOL_UP, CR_VOL_DN, |
VK_2, VK_RIGHT, CR_VOL_DN, VK_3, VK_1, |
VK_5, VK_ENTER, CR_VOL_UP, VK_6, VK_4, |
VK_8, VK_DOWN, VK_UP, VK_9, VK_7, |
VK_o, CR_BACK, VK_LEFT, CR_VOL_MUTE, CR_MENU, }

XA keymap HINETAN 576 5EPEEM—3, TN NIREIRRIZ A keycode, W#RT RowO F ColLO %k
KX BIIEGE, HRAY keycode 9 VK_Bo

7E kb_scan_key ERIEAEE, FXERISIE kb_event.cnt 3& 0, M kb_event.keycode[] X PMERA R EIRM,
FrilEmiRE 1 RSB KET, A kb_event.cnt FIBT Y AT EMERE FH L NERAIRE,

a) kb_event.cnt = 0 B, E—XRBEMIEMEIRS kb_event.cnt BEEAREFF 0 W, BRHAERZ 1. 2 X2 3,
XN LU —ERRERBR, FHEES—MERBUEERENTFL I EREM. AT kb_event.keycode[] BE
BERLUE, WERTHM, RRE,

b) kb_event.cnt = 1, AJEE_LIR kb_event.cnt =0, BPBARBTHME—MEWIZT, AJEELR kb_event.cnt
=2, MARBETUEHRMEP—PIERR;, BEEEMATEEN, =1 MEDR MBI B, It
kb_event.keycode[0] FRm HEI#IE FHIX M RIVRE, SMEHY keycode BEEARE,

c) kb_event.cnt = 2, AJBE_EIX kb_event.cnt = 0, T2 N ERBYIET; BJRE_ LR kb_event.cnt =1, —
MEWIE TR B —NBWIRT; BIAE LR kb_event.cnt = 3, = MBWIE TS, Hh—MERER; Hibr]
BEMEESE, LAY kb_event.keycode[O] F1 kb_event.keycode[1] R HaT#IE TR MENEE, BEH
keycode ZEERE,

user B] LUBRTE key scan B1E 24§ kb_event.keycode 75 0, XBTFLAILIARYE kb_event.keycode REIMTE S
BRBTHLRE, WA

EXNRAIRZE R IRE MR TRES, FTAE kb_event.keycode[0] 3F O BY, FLIANB—MREHIZ
T, AFREAERES M MERHZ FHER MERHN— T RREFEREB T
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kb_event.keycode[0] = 0;//clear keycode[0O]
int det_key = kb_scan_key (0, 1);
if (det_key)
{
key_not_released = 1;
u8 key® = kb_event.keycode[0];
if (kb_event.cnt == 2) //two key press, do not process
{
}
else if(kb_event.cnt == 1)
{
key_buf[2] = key0;
//send key press
bls_att_pushNotifyData (HID_NORMAL_KB_REPORT_INPUT_DP_H, key_buf, 8);

}
else //key release
{
key_not_released = 0;
key_buf[2] = 0;
//send key release
bls_att_pushNotifyData (HID_NORMAL_KB_REPORT_INPUT_DP_H, key_ buf, 8);
}
}

9.3 Keyscan Flow

JAF kb_scan_key BY, — M ExEASHY keyscan BYRIEIN T :
(1) B—REIEMEEH,

3% drive pin 2884t drive B (0), BEIFHEEXFRBARM scan pin, EREBEIRTIEMNBFE, HiZERH—75!
FIFERITHEMEFT (B scan_pin_need FR2BEMMTIS),

ERNEAE—RLEMER, BEFTHNIE, ZOEHRTRETHNRAE, EMELERBR THESREZET
A, LhRGERE, MANT E—R2EMERRE, EEEAMERY EEERT, Mo EEERH keyscan, 7
RERBEE TRASTERZ6IE,

F—REIEFEEHEB code MIAT:

scan_pin_need = kb_key_pressed (gpio);

7E kb_key_pressed HREHREFAERNITIRHEEBT, TR 20us & ERNRA T FFEFRERAIE scan pin)o
RET— release_cnt A 6, HIQMENEE EHIRBRIETHEMERE, HFARRBIUZMIAEEREMAE
EITHIET, MExRZEM 6 i, BRIRIMEL 6 XMBERONZIZREIBEREABEZRTHE, TMT7T—1
key debouce FAEIEHEIRME,

(2) IRIBLEMEEHNER, ZFTHME.
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SIEMEBRPRLAIBGRBR T, FFRZETIEHE, M ROWO ~ ROW4 ZF1THHB drive BT, REXSI ERYEBT
8, HHIRBETHUE,

PAIVA: IR EYS

u32 pressed_matrix[ARRAY_SIZE(drive_pins)] = {0};
kb_scan_row (0, gpio);
for (int 1=0; 1<=ARRAY_SIZE(drive_pins); i++) {
u32 r = kb_scan_row (i < ARRAY_SIZE(drive_pins) ? 1 : 0, gpio);
if (V) {
pressed_matrix[i - 1] = r;

}

EMZRTHRERER T —EAERM AR RITRE

—2YEIT drive B, HAEBEIEENL AT CoLO ~ Col5, RIBZANHEIAM scan_pin_need AT LARIEHLES)
LTREOSIEEIE BT, A RiEENE L WATiZRIFIENA],

—BE—17 drive Y, FE 20us EAENF/FREMNE, 87T —TMEHLE, 1 20us NEFERFIERZLEIRT
code 1, TETXME, BRIFEASLZMANA, 5 user BITIERE,

BRI MEIRBIRSMER u32 pressed_matrix[5] (AIBHRZXH 40 §ll) FK7F0E, pressed_matrix[0] BY
bitO~bit5 #RI2 RowO _E CoLO ~ ColL5 BEERE, ... , pressed_matrix[4] BY bitO-bit5 #RI2 Row4 L ColLO
~ CoL5 BEBEERE.

(3) ¥ pressed_matrix[] #{TBAEI ISR AR
POIVAREE SN
unsigned int key_debounce_filter( u32 mtrx_cur[], u32 filt_en );

u32 key_changed = key_debounce_filter( pressed_matrix, (numlock_status &
< KB_NUMLOCK_STATUS_POWERON) ? 0 : 1);

Y deepsleep BEREHRIZEIQMBY, numlock_status = KB_NUMLOCK_STATUS_POWERON, LItAY filt_en =
0, FHITIEK, BAHT RIFENRERE,

HMERT, fit_en = 1, FEIRFLIE, RELENERE: RIFELSLMIR pressed_matrix[] —, BM L
—RBEMBY pressed_matrix[] A—, TINAZBIZREFERETEUNEZN, key_changed = 1o

(4) ¥t pressed_matrix[] HITEFLIE

¥ pressed_matrix[] FANEIEAX, % kb_scan_key (int numlock_status, int read_key) FIEY read_key 9 1
B, ZZNEHEHPXBIEIE, H read_key 7 0 B, ZEHXEIERGFER, FBHLE, REFEE read_key A
18Y, ABeIRE ZREFIEE,

BTFEHNIA read_key KitH 1, XEDAIUAREARIT, HETFEAXEHEEIER. BAEFELBANE,
(5) #R#E pressed_matrix[], &Z& KB_MAP_NORMAL, R[EI%E{E,

TR HIERI ST kb_remap_key_code # kb_remap_key_row, FNEENE, user BITEERR,
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9.4 Deepsleep MEEE{RIEIFHE (wake_up fast keyscn)

Y Slave IRBTEERIKEEHN deepsleep 5, WIRTEMREE, MRS, ZRMLFRE, BELT user_init FTE
main_loop LRI EE, FEELEAREISERENERIZL ble master,

% BLE SDK FAEZM T HEXAIIELL deep back EISREERAJRERYIR, EXMEEERRIBERIAE] 100 ms
25 (40300 ms). AT BALEMERRX MERE(ERIE, £ SDK BT IREFEHBHEFHIENLIE,

RIFHRER N IREMREESS MCU EHTM flash load IZFEM A K S#EIE—LLBYE], 7£ main_loop B keyscan
BB R FRAEEhE R AME L 2 S — LR E], FIRERSBX MERIER,

EEHIESENNRE BSHEE T ERBRELEIE, push 2| BLE TX fifo /5, HENEESHIESKENS
1o

FEXHY code 7E app_config.h FIEY7 DEEPBACK_FAST_KEYSCAN_ENABLE 5%,

#define DEEPBACK_FAST_KEYSCAN_ENABLE 1

void deep_wakeup_proc(void)

{

#1f (DEEPBACK_FAST_KEYSCAN_ENABLE)

if(analog_read(DEEP_ANA_REGO) == CONN_DEEP_FLG){
if(kb_scan_key (KB_NUMLOCK_STATUS_POWERON,1) && kb_event.cnt){

deepback_key_state = DEEPBACK_KEY_CACHE;
key_not_released = 1;
memcpy(&kb_event_cache,&kb_event,sizeof(kb_event));

#endif

IR BIBHRETE user_init BIFLE TIREIIH, IREY deep PIEBENFERIONEIDIERREFEN deep MEE
&, VA kb_scan_key, XBSARBEIAEIGIERNIE, EIFFRENYFIEEIMENERENRBRES, EREAD
BHRIET CREITIZRBETFHE kb_event.cnt IE 0), NIE kb_event TEFE N FEFTE kb_event_caches

main_loop BY keyscan AN deepback_pre_proc #1 deepback_post_proc SbEE:

vold proc_keyboard (u8 e, u8 *p)
{
kb_event.keycode[0] = 0;
int det_key = kb_scan_key (0, 1);
#1f (DEEPBACK_FAST_KEYSCAN_ENABLE)
if(deepback_key_state != DEEPBACK_KEY_IDLE){
deepback_pre_proc(&det_key);
}
#endif
if (det_key){
key_change_proc();

}
#1f(DEEPBACK_FAST_KEYSCAN_ENABLE)
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if(deepback_key state != DEEPBACK_KEY_IDLE){
deepback_post_proc();

}
#endif

}

deepback_pre_proc b IBRZEE slave Fl master EIZ E LG, EE—K kb_key_scan R BIZBIRES T AT,
B ZHI&FH kb_event_cache MEMEN HRTRMAVRRTH, LI T7TREFARENEZFLIE,
FEIE—TIRERERNAIE: FoiaXMERERN, A—THEFERBNRSEEEERERE. 58
BiRE, TREEMFSHN release, EAEXFRIRERBES~E—BRE, EHFRBELERT, &
ERE—TEEREL— I FIH release, BNEARSEMEFNRBEHF—EHEN, TEBEK.

deepback_post_proc (M IEFLEIRIE deepback_pre_proc FREE FF & release B, RREEARER ble
TX fifo BR—MZHE release it

9.5 Repeat Key {8
U ENBHRERN keyscan FSEERBRESTBUN~E— 1N THEMH, BT kb_event KIEZEXHAT key E,
FTELIL repeat key THEE: —MRE—EHREN, FEERRZE—MIRE

AN repeat key %32, 7E app_config.h FEEEHEXNEI T, KB_REPEAT_KEY_ENABLE FiR¥TFH X
repeat key THRE, BRIAXNIHEER XA,

#define KB_REPEAT KEY ENABLE 0
#define KB_REPEAT_KEY_INTERVAL_MS 200
#define KB_REPEAT_KEY_NUM 1
#define KB_MAP_REPEAT {VK_1, }

(1) KB_REPEAT_KEY_ENABLE

FAR$TFFE XA repeat key ThAE,

EELI repeat key, BEFER KB_REPEAT_KEY_ENABLE i&A 1o
(2) KB_REPEAT_KEY_INTERVAL_MS

TE X repeat key B repeat BYig),

F1%N 200 ms, RRY—PNEE—EHIRER, 813 200 ms, kb_key_scan =iR[E—1EM, FHE7E kb_event
B4 EHaX MRS,

(3) KB_REPEAT_KEY_NUM & KB_MAP_REPEAT

ENX YHETEE repeat FIEE,

KB_REPEAT_KEY_NUM EX#{&; KB_MAP_REPEAT EX— map, AHFIEEZE repeat B keycode, FE
XA map H keycode —FEEE KB_MAP_NORMAL HHE,

Iz A& .
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WMRETREI— 6°6 BUFEREIETE, M NREENXSLIAINEER: 8 NMEPE UP. DOWN. LEFT. RIGHT. V+. V-,
CHN+. CHN-3Z%#¥ repeat, & 100ms repeat —R; HAVIREE R 25 repeat keyo

#define KB MAP NORMAL i\

: {VK_POWER, VK _LOW BATT, VE TV PLUS, VK TV MINUS, VK TN OUTEUT, VE VOL UE,}, \
{VK_VOICE SEARCH, VK PROGRAM, VK RETURN, VEK_HOME, VK_MENU, VE_EXIT, I, \
{VK_UP, VE_CH_UP, VE_W_MUTE,  VK_LEFT, VK_CONFIRM, VK_RIGHT, }, \
{VK_VOL_DN, VE_DOWN, VE_CH_DN, VE_FAST BACKWARD, VE PLAY PAUSE,VE 1, b\
(VK 2, VE_3, VE 4, VE 5, VE_ &, VE 7, LAY
(VK 39, VKBAD ASTERTX,VE 0, VE_NUMBER, VK _W_SRCH, VE 8,3, }

#define KE_REPEAT KEY ENABLE 1

#define KB REPEAT KEY INTERVAL MS 100

i #define KB REPEAT EEY NUM 8

#define KB MAP REPELT { VK _UP, VK_DOWN, VE_LEFT, VE_RIGHT, \

VK_VOL UP, VK VOL DN, VK CH UP, VE_CH DN, }

Figure 9.2: “Repeat key N %]

repeat key FUBBHEMXEBARNE, vser BITIERE, REFETRE LR EONEMAILUIREIMERBET .

9.6 FiEAhIE

£ (Stuck Key process) FEMIRYH—NERSY/ERBERANNE, BRPANMNVA—LERAIEEH—FE
HEMREERET, LORENFF/RIREIEEET BT WEIEEDN keyscan 2 RI—BE —EIRBWIRE
REBMB, code EERAMHENMNFRAIE, ME—BHINEIRBRELERW, KTHAFRT deepsleep FEA
RINFERS,

app_config.h FEXBENE N

#define STUCK_KEY PROCESS_ENABLE 0
#define STUCK_KEY ENTERDEEP_TIME  60//in s

ZRINERWMIEZXREM, ¥ STUCK_KEY_PROCESS_ENABLE &7 1 BT R4 E,

STUCK_KEY_ENTERDEEP_TIME EXF#AIBTIE], &N 60s RRHY— MR ZMEBWIRE, RE—BEEEX
THELET BT 60s, FMIAARERLET, LEEHNIS1E MCU # N deepsleeps

2% STUCK_KEY_PROCESS_ENABLE %, BILUTE keyboard.c F#EIEXAREAT:

#if (STUCK_KEY_PROCESS_ENABLE)
u8 stuckKeyPress[ARRAY_SIZE(drive_pins)];
#endif

EX— u8 BIER4A stuckKeyPress[5], ATFICRUAIREEME EWM—THZT EEFH#. ZENREERE
key_debounce_filter EREFSEINA, 15 user BITIERE,

EEREXAIEN:
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kb_event.keycode[0] = 0;
int det_key = kb_scan_key (0, 1);
if (det_key){
if(kb_event.cnt){ //key press
stuckKey_keyPressTime = clock_time() | 1;;

HFE—MRBRENTN, BRUMBIRBIZTE (kb_event.cnt 3F 0), BRXMRIAAVIRFEIRZ FIRSHYBTIE]

stuckKey_keyPressTimeo

SAIGTE blt_pm_proc MEIITF:

#1f (STUCK_KEY_PROCESS_ENABLE)
if(key_not_released && clock_time_exceed(stuckKey_keyPressTime,
< STUCK_KEY_ENTERDEEP_TIME*1000000)){

u32 pin[] = KB_DRIVE_PINS;

for (u8 1 = 0; 1 < ARRAY_SIZE(pin); i ++)

{

extern u8 stuckKeyPress[];
if(stuckKeyPress[i])
continue;
cpu_set_gpio_wakeup (pin[i],0,1);

""" if(sendTerminate_before_enterDeep == 1){ //sending Terminate and wait for ack before enter
< deepsleep
if(user_task_flg){ //detect key Press again, can not enter deep now
sendTerminate_before_enterDeep = 0;
bls_11_setAdvEnable(BLC_ADV_ENABLE); //enable adv again

}
}
else if(sendTerminate_before_enterDeep == 2){ //Terminate 0K
cpu_sleep_wakeup(DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0); //deepSleep
}Htendif

BRI — IRBIRIR T B 2B B RELBT 60s, &Y, NMIAANRARET FEAE, BIEREMN
stuckKeyPress[] IREX A £ RRIFAETTS, BXLEITERSETF PAD IREE deepsleep EXA{RERFE PAD IREE

deepsleepo

BN E RS RIZREIZ TBY, IMBITT L drive pin EEIRIZ 10/11 VCC EEBF, BRI EHN deepsleep
N, RANELREEBTT, RB#HAN deepsleep MBS LN S BTREE,; BNRBFRERS, AIUES
#N deepsleep, BIRBWREREY, 17 LR drive pin FUEBTEL N 100K FHIFMEERTF, FHuREEel LIREEEE
MCUo
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10 LED &1

10.1 LED E2MXAREER

1% BLE SDK {17 —"" led BEEMNSZENIE, LUREIEM, user AT EIZRFERAXE 2B code EZEHLIM A
ZEEIET. BT vendor/common/blt_led.c, user fEE 2B C file A include vendor/common/blt_led.h
Be],

user EEFHAN=1REN:

vold device_led_1init(u32 gpio,u8 polarity);
int device_led_setup(led_cfg_t led_cfg);
static inline void device_led_process(void);

ISR RIBHZE(ER device_led_init(u32 gpio,u8 polarity) IR E X &7 LED X[AY GPIO FkiE. HRMEI&H 1,
R gpio HIHEBF == LED; Mg HN 0, RNEEBFERE LED,

7 main_loop BY Ul Entry B84 710 device_led_process EKI#, ZRBMEBBRKNERTE LED E5E8E=M
(DEVICE_LED_BUSY), HEMES, EHRITHENBVIZE

10.2 LED F2MECEMEIR

10.2.1 EX led event

ERWMTEMAEENX — led event:

typedef struct{
unsigned short onTime_ms;
unsigned short offTime_ms;
unsigned char repeatCount;
unsigned char priority;

} led_cfg_t;

onTime_ms # offTime_ms RRHFIH led event RIF=HCAIETE] (ms) FIMRKBIETE] (ms). FRENZH
unsigned short int XA, K 65535,

repeatCount #R7x onTime_ms F offTime_ms EXHN—=—KWoH{EFEEE %/ VR, FERERHA unsigned
char EXHY, B&RK 255

priority TR a1 led event BI KR,

HERIMNEEX —MRHK K led event BY ((ZBBYEIFRE], tBHLZE repeatCount REELEA), 3§ repeatCount
E'Jfﬁlnjj 255(0xff), ItkBY onTime_ms #1 offTime_ms BEEHAI—1 =& 0, —NIE 0, RIEIE 0 IR K=
IE'IKIO

LUFRILA led event BYRMI:

(1) 1 Hz BYSAZEANE 3 #): = 500ms, K 500ms, repeat 3 Ko
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led_cfg_t led_eventl = {500, 500 , 3, Ox00};

(2) 4 Hz BISARAMR 50 #b: = 125ms, K 125ms, repeat 200 /X
led_cfg t led_event2 = {125, 125 , 200, Ox00};

(3) £=: onTime_ms 3E 0, offTime_ms /9 0, repeatCount /9 Oxff
led_cfg t led_event3 = {100, 0 , Oxff, 0x00};

(4) KX onTime_ms /3 0, offTime_ms 3F 0, repeatCount /9 Oxff
led_cfg t led_eventd = {0, 100, Oxff, 0Ox00};

3 #EMEA: onTime_ms J 1000, offTime_ms 7 O, repeatCount /3 0x3

led_cfg t 1led_event5 = {1000, O, 3, 0x00};
VAR device_led_setup —* led_event IX%44 led ESEIE:

device_led_setup(led_eventl);

10.2.2 LED Event B9 5E4R

user AJLATE SDK BRENXZ led event, LED fEF—PBEE]s= REEHIT—1 led event,

XNEEW led BIEZBEIREASIIR, 3 led THEY, led % user T device_led_setup EIZHIEM led
event; H led busy B (BI— old led event IB&BLER) , ¥F new led event, XFA led event BRI
HITELES. & new led event IS T old led event FILAELR, 35 old led event HiIFF, FFIAHIT new led
event; & new led event BIRERIETHZET old led event BIRIER, HEEHTT old led event, ¥ new led
event fiFF CEE: BIUIKRMT, HASEX led event EEEREEBLIE) .

user AT LURIELL LR led event (LARBIEN, EESHINAEREXARREMRELD led event, SLIMESH led
AN VE
546, BT led WEIRRAE T EiWAHE], & DEVICE_LED_BUSY B, REEH N latency £BFHY long suspend,

WRFHFANT— long suspend (Eb30 10ms * 50 = 500ms) , 2T onTime_ms BUNIE (80 250ms) FTi&
BRIBMmE, MMEMT LED AMREYE,

#define DEVICE_LED BUSY (device_led.repeatCount)

LA LR, FRETE blt_pm_proc FRYFAERZEIAIE

user_task_flg = scan_pin_need || key_not_released || DEVICE_LED_BUSY;
if(user_task_f1lg){
bls_pm_setManualLatency(0); // manually disable latency
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11 P¥ERISE (Software Timer)

RT HE user —LeF BB ERTEE(ESS, Telink BLE SDK 1217 blt software timer demo, B £IZFRIBREA,
user AJ LITEIBRR 7 1% timer BOIRITREREERIEFEA, tWrllE SM—EEigit.

B 2 EB7E vendor/common/blt_soft_timer.c 1 blt_soft_timer.h X, EEEFEH, EE TEENN
1:

#define BLT_SOFTWARE_TIMER_ENABLE @ //enable or disable

blt soft timer & TF system tick IRITIEIB timer, HEMRETEAZEH timer BBLKE, BEBRIEE
main_loop F—E# &,

BATIE: bit soft timer EMRHRAERBIEAT sms. BN FHENREERFT 2R 5ISHIIB T

blt soft timer ERAFFRERNIE main_loop FEWEN, WEEMRTEH N suspend [GREB R BTIREEH 1T
timer B9ES3, ZigHRETRINFEMREEE SN B/ AR E IR AR SCIAT,

BaNgit ERZEITZEF 4 D timer 1817, LR user BAILUEEA FTEMAREIME LRI E E /DAY timer:

#define MAX_TIMER_NUM 4  //timer max number

11.1 Timer #3841k

TR TE AP HITHIAL:

vold blt_soft_timer_init(void);

AIUE DR _E#IaL 2235 bit_soft_timer_process XA N FB B HE B MR ER AV 137 BRI 2K
vold blt_soft_timer_init(void){

bls_pm_registerAppWakeupLowPowerCb(blt_soft_timer_process);
}

11.2 Timer MR
blt soft timer FYZHALIRER blt_soft_timer_process BRI :

vold blt_soft_timer_process(int type);

—HEFBEE main_loop FINTEFMRUERR—E®RIAR, S5—HEACEMANAERFRENEIERE,
BBATIRIE suspend PR ETERIRAIREER, HRPRERITIZERER, EAEE timer £55,
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_attribute_ram_code_ void main_loop (void)

{
tick_loop++;

#if (FEATURE_TEST MODE == TEST_USER_BLT_SOFT_TIMER)
blt_soft_timer_process(MAINLOOP_ENTRY);

#endif
blt_sdk_main_loop();

blt_soft_timer_process BIB¥H type B TAMIEN: 0 FRRTE main_loop PEMFHN, 1 RIRALET timer
1R AIMEEE B N1Z R %

#define MAIN_LOOP_ENTRY
#define CALLBACK_ENTRY

N o

blt_soft_timer_process FIEARSLIILLIRE 2, BEARBREMOT:

(1) BEREYE] timer table FEEIXHE user EXHY timer: EEBNEHIZRY, HXENEAREERGEE;
£FA timer £33, #EFETIEIT.

if(!blt_timer.currentNum){
bls_pm_setAppWakeupLowPower(0, 0); //disable
return;

(2) B E ERER— timer S 2R ENX: E/zﬁn_ I, MBL, [MHLEETIET. it LRRIE
timer TEEAIHRER B IZIRETBIHFRY, FRLAX EEE]WETJJ: 1Ry timer BIAL,

if( !'blt_is_timer_expired(blt_timer.timer[0].t, now) ){
return;

(3) WIHFIFAEMN timer 155, REMEHAE]T ST timer XRAES,

for(int 1=0; i<blt_timer.currentNum; i1++){
if(blt_1is_timer_expired(blt_timer.timer[i].t ,now) ){ //timer trigger
if(blt_timer.timer[i].cb == NULL){
}
else{
result = blt_timer.timer[1].cb();
if(result < 0){
blt_soft_timer_delete_by_index(i);
}
else if(result == 0){
change_flg =
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blt_timer.timer[1].t = now + blt_timer.timer[i].interval;
}
else{ //set new timer interval
change_flg = 1;
blt_timer.timer[i1].1interval = result * CLOCK_16M_SYS_TIMER_CLK_1US;
blt_timer.timer[i1].t = now + blt_timer.timer[i1].1interval;

}

XEEAIUERN timer ESZRBMAVLIE: FZRPBOREENT 0, X4 timer ES2HMiE, FEABIL;

FHREEN 0, RIFL—RIVERE; FREEKRT 0, MLZREHEMFAFNEREE (8L us).

(4) EEEME 3 TH, WR timer ESZRPVESLET TN, WZAIRIBEIREF TSRS, XEBE

A,

if(change_flg){
blt_soft_timer_sort();
}

(5) HEER timer ESHIMARNZESBIEERS AR R 3 7 (3s ATLABAAR—LE) A2, WFZMHERANAR

tRRIMEERYEYIE], X HIN B ERAIREE,

if( (u32)(blt_timer.timer[0].t - now) < 3000 * CLOCK_16M_SYS_TIMER_CLK_1MS){
bls_pm_setAppWakeupLowPower (blt_timer.timer[0].t, 1);

}
else{

bls_pm_setAppWakeupLowPower(0, 0); //disable
}

11.3 FINERR[ES
R AP RER SRS

typedef int (*blt_timer_callback_t)(void);
int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us);

func NERABITEIES RER; interval_us JERESE], BN us.
EBRMESS func B9 int IREE=FIEHERN:

a) RENENTF 0, MZESHITREHEEMFR. IR M MERZHE I FRITRIRE.

b) 3&[E] 0, M—EERZHIB interval_us KER,
c) REMEAXRTF 0, NEAIZREIEMAFHIERNEELE, Bl us.
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int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us)
{
int i;
u32 now = clock_time();
if(blt_timer.currentNum >= MAX_TIMER_NUM){ //timer full
return 0;
}
else{
blt_timer.timer[blt_timer.currentNum].cb = func;
blt_timer.timer[blt_timer.currentNum].interval = interval_us *
& CLOCK_16M_SYS_TIMER_CLK_1US;
blt_timer.timer[blt_timer.currentNum].t = now +
< blt_timer.timer[blt_timer.currentNum].interval;
blt_timer.currentNum ++;
blt_soft_timer_sort();
bls_pm_setAppWakeupLowPower (blt_timer.timer[0].t, 1);
return 1;

REIREH, ANEIYENSBEBIRAERN, FNKK. SHRM—THE timer (£33, HMEFHP—T
HF, UARENSIESEEMIMEERSLRIEHIFERN, BE L&A timer ESX A index 79 0o

11.4 BIPREISFES
BT ERLEREENT 0 REHMRENEES, Fa SR TE AP S EHSEHN RIS,

int blt_soft_timer_delete(blt_timer_callback_t func);

11.5 Demo

blt soft timer BY Demo code 155 % feature_test 1 TEST_USER_BLT_SOFT_TIMER,

int gpio_testO(void)

{
DBG_CHN3_TOGGLE;
return 0;
}
int gpio_testi(void)
{

DBG_CHN4_TOGGLE;
static u8 flg = 0;
flg = !flg;
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if(flg){
return 7000;
}
else{
return 17000;
}
}
int gpio_test2(void)
{
DBG_CHN5_TOGGLE;
if(clock_time_exceed(0, 5000000)){
//return -1;
blt_soft_timer_delete(&gpio_test2);
}
return 0;
}
int gpio_test3(void)
{
DBG_CHN6_TOGGLE;
return 0;
}
a1k

blt_soft_timer_init();

blt_soft_timer_add(&gpio_testd, 23000);
blt_soft_timer_add(&gpio_testl, 7000);
blt_soft_timer_add(&gpio_test2, 13000);
blt_soft_timer_add(&gpio_test3, 27000);

EXT 4 MES, X4 PMNERNESSERA:
(1) gpio_testO & 23ms toggle —Ro
(2) gpio_test1 AT 7ms/17ms FNETBIAVIIR E BT,
(3) gpio_test2 £ 5s 55 B S M, REHERHA N ] IAKILX M IhEE: —=F 18 blt_soft_timer_delete

(&gpio_test2); —=& return -1,

(4) gpio_test3 & 27ms toggle —X,
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12 IR

12.1 PWM Driver

PWM XM EERESR, BAEMEREZRFFFHERLI. BREFESRN AP REEXTE pwm.h 1, &

N—s—

12.1.1 PWM ID &R

B85 H 12 & PWM, £33 PWMO ~ PWMS5 Fl PWMO_N ~ PWM5_N,
IXEh EENXT 6 & PWM A

typedef enum {
PWMO_ID = 0,
PWM1_ID,
PWM2_1ID,
PWM3_1ID,
PWM4_ID,
PWM5_1ID,

Ipwm_1id;

W DIGE 6 B PWMO ~ PWM5, B4 6 & PWMO_N ~ PWM5_N 3R PWM BYEF BN thal PWMO_N
1 PWMO R, X PWMO AER PWMO_N A1E, ™ PWMO FEET PWMO_N AE. FRUAREIZEE T PWMO,
PWMO_N IR E T, BIEEMLEB—E,

X 12 B& PWM JRZAY IC ERIID TR

Table 12.1: PWM Pin {1537

PWMx  Pin PWMx_n Pin

PWMO PA2/PC1/PC2/PD5 PWMO_N PAO/PB3/PC4/PD5

PWM1  PA3/PC3 PWMI1_N PC1/PD3
PWM2 PA4/PC4 PWM2_N PD4
PWM3  PBO/PD2 PWM3_N PC5
PWM4 PB1/PB4 PWM4_N PCO/PC6
PWM5 PB2/PB5 PWM5_N PC7

£/ void gpio_set_func(GPIO_PinTypeDef pin, GPIO_FuncTypeDef func) I B XN BRI PWM IhEE,
pin FISEPR PWM EH.XTRZEY GPIO;
func MILERE GPIO_FuncTypeDef EX BRI AS_PWMO ~ AS_PWM5_N, RIE_EEZFRS gpio SLFRAY pwm If
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REXI NSRS, WP

typedef enum{

AS_PWMO = 20,
AS_PWM1 = 21,
AS_PWM2 = 22,
AS_PWM3 = 23,
AS_PWM4 = 24,
AS_PWM5 = 25,
AS_PWMO_ N = 26,

AS_PWMI_N = 27,
AS_PWM2_N = 28,
AS_PWM3_N = 29,
AS_PWM4_ N = 30,
AS_PWM5_N = 31,
}GPIO_FuncTypeDef;

LLANERER PA2 YE PWMO K.

gpilo_set_func(GPIO_PA2, AS_PWMO);

12.1.2 PWM BJ§h

fEM API void pwm_set_clk(int system_clock_hz, int pwm_clk) 3RI&E PWM B clocks
system_clock_hz Y FIFIRFESFH CLOCK_SYS_CLOCK_HZ (XNZERTE app_config.h FENXH) ;

pwm_clk AEIKEM clock, system_clock_hz —EEBEMH pwm_clk EfR, A EEDIMEIIXNMERB PWM
clocke

ATk PWM BTG, PWM clock RBRERX, RAEFEBIRAN, HEIRE pwm_ck A
CLOCK_SYS_CLOCK_Hz, BD:

pwm_set_clk(CLOCK_SYS_CLOCK_HZ, CLOCK_SYS_CLOCK_HZ);

Eb i L 8 R ZESEh CLOCK_SYS_CLOCK_HZ 79 16000000, EEIHSER PWM clock BHHF1 R A RS, H
16Mo

WNRAEE PWM B 8M, FIRUITIEE, FERSIEINMAETH (CLOCK_SYS_CLOCK_HZ JJ 16000000+
24000000 8§ 32000000), PWM clock &BE 8M,

pwm_set_clk(CLOCK_SYS_CLOCK_HZ, 8000000);

12.1.3 PWM [AHE (cycle) FIGSEL (duty)

PWM SRR EZARBEAIE PWM {55t (Signal Frame)o
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ACE—1 PWM Signal Frame FEI&E cycle fl cmp NS,

void pwm_set_cycle(pwm_id id, unsigned short cycle_tick) B Fi&E PWM cycle, BE{iIJ PWM clock B9
o

void pwm_set_cmp(pwm_id id, unsigned short cmp_tick) BFI&E PWM cmp, B9 PWM clock BIM4%,
TE API 3 LEFMN APl §ZA—, TJLUIREIRENNE,

voild pwm_set_cycle_and_duty(pwm_1id id, unsigned short cycle_tick, unsigned short cmp_tick)

ABAXF— PWM signal frame, I8 PWM &5=tL (PWM duty):
PWM duty = PWM cmp/PWM cycle

TEMEYTF pwm_set_cycle_and_duty(PWMO_ID, 5, 2) 1SEIHILER, — Signal Frame BY cycle & 5 4 PWM
clock, SEBFAIEIA 2 9 PWM clock, PWM duty /9 40%.

PWM
clock |

PM

waveform

—t
]
[~}

o

-~
v

Signal Frame Signal Frame

Figure 12.1: "PWM cycle & duty”

¥F PWMO ~ PWM5, Ef ESBohEBTREIE, REFREHE. NREZEBEFEFHE, BUUT/LM
FiE:

1) EAXRIAY PWMO_N ~ PWM5_N, #1 PWMO ~ PWMS #f.

2) fEF API static inline void pwm_revert(pwm_id id) ¥ PWMO ~ PWM5 B2 EIZER.

EEU0 /189 pwm clock 77 16MHz, FEIKE PWM BHIA 1ms. H=LEA 50% B PWMO — frame 7574
A

pwm_set_cycle(PWMO_ID , 16000)
pwm_set_cmp (PWMO_ID , 8000)

=%
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pwm_set_cycle_and_duty(PWMO_ID, 16000, 8000);

12.1.4 PWM EFZIR

API void pwm_revert(pwm_id id) AF¥ PWMO ~ PWM5 JEAHZEUR .

API void pwm_n_revert(pwm_id id) BBFi§ PWMO_N ~ PWM5_N JEFEUR.

12.1.5 PWM FEHI{Z1E
TEHEDN APl BFABHELEE—E PWM:
void pwm_start(pwm_1id id) ;

voild pwm_stop(pwm_id id) ;

12.1.6 PWM &z

PWM # 5 #1#3(: Normal mode(#2#R Continuous mode). Counting mode. IR mode. IR FIFO mode #1 IR
DMA FIFO mode, WITFEX:

typedef enum{

PWM_NORMAL_MODE = 0x00,
PWM_COUNT_MODE = 0x01,
PWM_IR_MODE = 0x03,
PWM_IR_FIFO_MODE = 0x07,

PWM_IR_DMA_FIFO_MODE = OXOF,
}pwm_mode;

PWMO £% Normal mode. Counting mode. IR mode. IR FIFO mode # IR DMA FIFO mode FRrERY 5 #i&
X; M PWM1 ~ PWM5 #32%E normal modes

WIE, 2H PWMO BB normal mode MY 4 FhEFFERIET .

12.1.7 PWM Bk##% (pulse number)
API void pwm_set_pulse_num(pwm_id id, unsigned short pulse_num) BFIZBIEEM PWM EHZH Signal
Frame FYMNER, X2 pulse”H Signal Frames = RE—ME=o

Normal mode (Continuous mode) A3 Signal Frame MIBIREI, FrLAULE APl 3 Normal mode TE X, R
BHM 4 MIFHR mode A B ETREAZEIX A AP,
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12.1.8 PWM Hilf

FENLLB—T Telink MCU HlFRY—Le B AHE =,

FRfT status" B HEHRFESIE (BMEPEIEIE) FAERRSIREA, ERKBITREPERIEE, FEF
W mask" RS, REFRMEIERLE, “status"UAREBEML (BH 1), —ARIBEE X status"E 1 BIRIER LUAER
XM status” (BEIZEI 0)o EXAHMIMALNAVELS: RlrIaR, RNEGPEEIES=SE, R EEFEF PC Bk
%% irq_handler Z#1THEXAMIE,

MR user ZEPUTHWIILN, MEBHRERYUBIPE N NAFFE mask" W ITH. "mask’AJEEEZ 1, %
Mmask’Z BB E 'S5 MNXH. RBEHUME Mmask"&FTH T, B status" A =& RLPRIINE, MCU
BkE%E| irq_handler ZH1T; REE—1"mask J&ITH, H# status"BIF=4 BT E AR A& SR RRIEN

PWM driver R user BJREEERFIAFETINTFAR (code TEX M register_8258.h #1) , BRIbZ SN2 B
FEH, user FAXE,

#define reg_pwm_1irq_mask REG_ADDR8(0x7b0)

#define reg _pwm_irq_sta REG_ADDR8(0x7b1)

enum{
FLD_IRQ_PWM®@_PNUM = BIT(0),
FLD_IRQ PWMO_IR_DMA_FIFO_ DONE =  BIT(1),
FLD_IRQ_PWMO_FRAME = BIT(2),
FLD_IRQ_PWM1_FRAME = BIT(3),
FLD_IRQ_PWM2_FRAME = BIT(4),
FLD_IRQ_PWM3_FRAME = BIT(5),

FLD_IRQ_PWM4_FRAME = BIT(6),
FLD_IRQ_PWM5_FRAME BIT(7),

}s

LESIH RS 8 1, IR core_7b0/7b1 BY BIT<0:7>, core_7b0 23X 8 NI "mask”, core_7b1
Z 8 NHlTAY status”s

% 8 Nl status"3 A 3 K. BETEFRINAE, Ri& PWMO IE7E IR mode, PWM Signal Frame By =LE
79 50%, 81 IR task JRHIBK AR pulse number (2% Signal Frame number) 73 3,
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IR task
(pulse number = 3)

IR task
(pulse number = 3)

s
L J

% > % > % L

* > % > % L

Signal Frame Signal Frame Signal Frame Signal Frame Signal Frame Signal Frame
A
A ‘ A
IRQ_PWMO_FRAME IRQ_PWMO_FRAME
IRQ_PWMO_PNUM IRQ_PWMO_PNUM

Figure 12.2: "PWM interrupt”

1) 8—3&: IRQ_PWMn_FRAME(n=0,1,2,3,4,5)
I:Pliéﬁﬁg I:IEE,‘J 6 /|\r IEElg_l_*EFq:H—éﬁ: ﬁ%u& PWMO~PWM5 J:FZEEO

WMEFrR, IRQ_PWMN_FRAME 281 PWM Signal Frame &R GE =AM FH, PWM 5 MIERE, Signal
Frame #Z PWM BEHHNERE(, PFRAUAREWH PWM 1#3(, IRQ_PWMn_FRAME &= HIN,

2) 822 IRQ_PWMO_PNUM

IRQ_PWMO_PNUM 2—4H Signal Frame (MH APl pwm_set_pulse_num JRE) ZERBIF=EM R, Bl
& 3 1 Signal Frame GF%&—1> IRQ_PWMO_PNUM,

PWM B Counting mode. IR mode R ZE| APl pwm_set_pulse_numo FFLL, 2B PWMO BJ Counting mode.
IR mode ZAA &4 IRQ_PWMO_PNUM,

3) 8= IRQ_PWMO_IR_DMA_FIFO_DONE

PWMO L {E7E IR DMA FIFO mode BY, % DMA FFREREWFH PWM BB R EXTER, A
IRQ_PWMO_IR_DMA_FIFO_DONE,

LTEREIFFEHEXBR mask BB #FT A, A =itk i, 33F PwM AlT, L FLD_IRQ_PWMO_PNUM
R, HE 3 B mask"EEFTFHF:

1) FLD_IRQ_PWMO_PNUM HJ"mask”

B core_7b0 JFRZAY mask”, FTFHAEN:

req_pwm_irq_mask |= FLD_IRQ_PWMO_PNUM;

—RRIEFTFF mask ZRIFTiEIEZ AR status, BALEFRBTIEN#RIRARA |
reg_pwm_irq_sta = FLD_IRQ_PWMO_PNUM;

2) MCU R &l ERY PWM “mask”

Bl core_640 B4 BIT<14>,
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#define reg_irq_mask REG_ADDR32(0x640)
enum{
;I;;)'_.IRQ_SW_PWM_EN =) BIT(14), //irq_software | irq_pwm
1
IRAEA:

reg_irg_mask |= FLD_IRQ_SW_PWM_EN;
3) MCU S HHTfEREI, BP irq_enable()o

12.1.9 PWM phase

vold pwm_set_phase(pwm_1id id, unsigned short phase)

RAFI&E PWM FIARIBIZERT BT &],
phase JZERTAT{E], B9 PWM clock BIMNER, —MRAEEIER, 187 0.

12.1.10 IR DMA FIFO mode

IR DMA FIFO iR 2R ECE#IEEE DMA B2 FIFO R, EAE FIFO 2 4 bytes FARFTTR— PWM JEHZ,
i DMA data buffer £3/F, PWM BHERSIRIREYE]REE PWM waveform 1. waveform 2. waveform
nESEKRIFEHZE, Y fifo 11T DMA RIZH cfg_data |5, & TET IRQ_PWMO_IR_DMA_FIFO_DONE,

12.1.10.1 DMA FIFO BYEdE

&1 DMA FIFO L, fEF 2bytes (16 bits) REZE— PWM waveform. A FE APl iE[E] 2 bytes BJ DMA
FIFO $iB.

unsigned short pwm_config_dma_fifo_waveform(int carrier_en,
PwmOPulse_SelectDef pulse, unsigned short pulse_num);

% API B=1NS#: “carrier_en”. “pulse”fl*pulse_num”, ECE KA PWM waveform Z&"pulse_num”{> PWM
Signal Frame M4,

BIT(15) JR7E L HT PWM waveform BB A Signal Frame BIMET, XK API Y carrier_en”:
« “carrier_en” /9 1 BY, Signal Frame FREFKH2ERBY;
« “carrier_en”/9 0 B, Signal Frame @2 0 #iE, SHPTHo

“pulse_num” I H PWM waveform H Signal Frame Y&,

“pulse” A EFRIN TR NE Xo
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typedef enum{
PWM@®_PULSE_NORMAL
PWMO_PULSE_SHADOW

}PwmOPulse_SelectDef;

0,
BIT(14),

“pulse”; PWMO_PULSE_NORMAL BY, Signal Frame 3R E APl pwm_set_cycle_and_duty FIEZE; “pulse”
PWMO_PULSE_SHADOW B¥, Signal Frame (B PWM shadow mode HIECE,

PWM shadow mode @9 7 1&N1—%H Signal Frame WYECE, MM/ IR DMA FIFO mode B PWM waveform Bt
BEIRNEZMNREM. BLE API 0T, 57&F APl pwm_set_cycle_and_duty e2—o

vold pwm_set_pwm@_shadow_cycle_and_duty(unsigned short cycle_tick,
unsigned short cmp_tick);

12.1.10.2 i1%EH DMA FIFO Buffer

DMA FIFO buffer WECE TG, VAR TE API, itk buffer IEHIUEEEEI DMA R3R,

vold pwm_set_dma_address(void * pdat);

12.1.10.3 IR DMA FIFO Mode BB 5ELE

DMA FIFO buffer & 25, AR THE APl /@ PWM waveform BI&IX:

vold pwm_start_dma_1ir_sending(void);

DMA FIFO buffer LFfE PWM waveform RIZELERG, PWM IRRESB S, NREBEEIZFIFEIE
PWM 123k, JAE @ API:

vold pwm_stop_dma_ir_sending(void);

12.2 IR Demo

User AJ&% SDK demo “ble_remote” ! IR B code, & app_config.h FBI% "“REMOTE_IR_ENABLE"i&A 1,

12.2.1 PWM B pY%EREF
R MR ZRBEERENEE Y PWM BY5EIL, MR EIAEREERILIRS, IREHEMA—RIS5E
IR BY5EIR.

TRIBAS Y BLE B84 Xt Link Layer BEEHIN4E, Link Layer £ T RFFMTRAIE brx event (RFTHI SDK B
£2% adv event JEI main_loop FAME, FELHBARAFRTEIBTE) . NR IR U0 PWM ki BB E] iR
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EEEAY, brx event HHXBIRMTART , XK GHA MCU B9BY[E], ATEERSE PWM it BITIHERY B4
R, IR A&EIR, FrLA IR AEEER PWM Normal modes

B85 &A% 4 IR DMA FIFO mode, IR DMA FIFO mode B3 F726E FIFO AILLENXTE Sram L, {#18 FIFO B9
HERERS, JUBEMHER LEEERRN PWM IR mode BITRFE,

IR DMA FIFO mode B IR ETIE % 4H PWM waveform 7ZfE7E Sram £, —B S5 DMA MAEERENS S,
XA P BRI IERATE], XeJLUBSLEARET RS _EZ AN BRI INE S 2B PWM waveform #3E

B,

HFEE PWMO EF IR DMA FIFO mode, IR FYSCII R EE@ T PWMO RLIL, FEAFEBREIZIHAT IR BYIEHI GPIO
AR PWMO (BE PWMO_n) JTRZAIEE R,

12.2.2 Demo IR Y

SDK _E demo IR 3N FTEFR.

' |
: 110 mS ' 110 oS |
|
| | '
Start Repeat Repeat
9ms 560uS 560uS 9ms
4. bms 560uS 1690uS
| . I
Loglcal L @1 2250118
Start : “n” l Logical 1 : Repeat
Data
Red : Start
Data format: Address + Addrss + Command + Command Blue: Data

Green : Repeat

Figure 12.3: "Demo IR Protocol”

12.2.3 IR B¥Figit

BHEEEIGIT IR ’NE, 1RHE demo IR B9, 454 IR DMA FIFO mode B94F s, NS TEETRM IR B
Fo

IR DMA FIFO mode — M5B HESTE X A FifoTaske Fci%ER SDK demo H3T IR repeat {55 B ER A add
repeat one by one (ENFMN repeat) "MIARNE, BN TEMEENH 1o

#define ADD_REPEAT_ONE_BY ONE 1
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éF ifoTa SkidﬂTai FifoTask idle 1 FifoTask repeat FifoTask repeat
1moms ——— |« 110 mS 110 mS -
«— T data—/«~—— 110mS - T_data — !
data Tepeat repeat repeat
IR d.ma fifo done IR dma fifo done IR dma fifo done IR dma fifo done
IR start interrupt interrupt

interrupt interrupt

Figure 12.4: IR Timing 1”

H—NMEBHETHMA R REFAE, & IR Ik HE LM FifoTaske

(1) IR start fj§, 1&1T FifoTask_data, KIZXBMEIE, FifoTask_data ¥F4EET[a] N T_data, BHFEIENTHE
%, T_data WARHE. FifoTask_data &[G, fl& KT IRQ_PWMO_IR_DMA_FIFO_DONE,

(2) £ IRQ_PWMO_IR_DMA_FIFO_DONE HUfER#¥E, /3 FifoTask_idle, XMMEEAEXTHKZES, BYE
79 110ms - T_data, FifoTask_idle FERNENXEA TIEHIE 1 1 FifoTask_repeat BBl RIESFTE IR start
[589 110ms, FifoTask_idle £&55Rf5, ffA&H#T IRQ_PWMO_IR_DMA_FIFO_DONE,

(3) £ IRQ_PWMO_IR_DMA_FIFO_DONE FR#fR#E, FE%E 1 1 FifoTask_repeat, B FifoTask_repeat
FIF4ERTE]ER 2 110ms, REBEHEMN WA IRQ_PWMO_IR_DMA_FIFO_DONE HR R ER4R L0~ —
FifoTask_repeat, FLEILUES IR repeat 55 HIFRFELRIX,

(4) IR stop BBl R @ AMED, BURTIZHE release BYBT|E], N A B MENIZE release 5, EHRE
FifoTask_data IEFSERLAYRITR F, FHH{ELE IR DMA FIFO mode BIRI4EER IR BYAI%,

X EENFIRIT#HIT R NPT REE:

(1) BB F FifoTask_repeat & Bl E BB, M IR DMA FIFO mode B Dma fifo 3R 2 bR K, AT LA
¥ % 1 110ms BY FifoTask_repeat & 79 1 > FifoTask_repeat*n, X ## A LU 2 38 4 o &b 12
IRQ_PWMO_IR_DMA_FIFO_DONE Ry X ¥, X2 Demo H 7%“ADD_REPEAT_ONE_BY_ONE"JJ O HY
RIE, I1LEY Demo ERT 5 1 IR repeat signal & —" FifoTask_repeat*5, User A] LA#R#E Dma Fifo
BIERIER, MRk,

(2) EF B 1 LB L, 35 FifoTask_ilde F155—* FifoTask_repeat*n &—itC, £AA% FifoTask_idle_repeat™ns
RAER IR B0 FEIFRR:
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\*\F\{f\(,\)Tasleata ; FifoTask idle repeat*n

FifoTask repeat*n

~— 110mS § 110 mS * n i 110 mS * n
- - + + +
g S 8 eeecocee S 8
data g eeeccee g g g g
(5] ) (5] <9 (&)
~ ~ ~ ~ ~

/ 1 2,3... n 1 2,3... n

IR start

IR dma fifo done IR dma fifo done

IR dma fifo done
interrupt interrupt

interrupt

Figure 12.5: "IR Timing 2"

RIELE R B, RERIELEXNIT code:

IR start BFIEM ir_nec_send K#X, FFE FifoTask_data, EEEEFAFRIEITE], FifoTask_data £5RAIFRR

B, FFi& FifoTask_idle. FifoTask_idle £5RRIHPHTE, FF/iE FifoTask_repeato FEFIELE IR DMA FIFO mode
Z B, FifoTask_repeat ELH1T,

vold ir_nec_send(u8 addri1, u8 addr2, u8 cmd)
{
if(ir_send_ctrl.last_cmd != cmd)
{
if(ir_sending_check())
{
return;

}

ir_send_ctrl.last_cmd = cmd;

// set waveform input in sequence
T_dmaData_buf.data_num = 0;

//waveform for start bit
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_2nd;

//add data
u32 data = (~cmd)<<24 | cmd<<16 | addr2<<8 | addri;
for(int 1=0;1<32;1++){
if(data & BIT(1)){
//waveform for logic_1
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_2nd;
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}
else{
//waveform for logic_0
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_2nd;
}

//waveform for stop bit
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_2nd;
T_dmaData_buf.dma_len = T_dmaData_buf.data_num * 2;
ir_send_ctrl.repeat_enable = 1; //need repeat signal
ir_send_ctrl.is_sending = IR_SENDING_DATA;

//dma init
pwm_set_dma_config(PWM_DMA_CHN);
pwm_set_dma_buf(PWM_DMA_CHN, (u32) &T_dmaData_buf ,T_dmaData_buf.dma_len);
pwm_1ir_dma_mode_start(PWM_DMA_CHN);
pwm_set_1irq_mask(FLD_PWMO_IR_DMA_FIFO_IRQ);
pwm_clr_irqg_status(FLD_PWMO_IR_DMA_FIFO_IRQ );
core_interrupt_enable();//
plic_interrupt_enable(IRQ16_PWM);
ir_send_ctrl.sending_start_time = clock_time();

12.2.4 IR #1841k

12.2.4.1 rc_ir_init

IR #MAEREINT, user 5% SDK Lt code,

vold rc_ir_init(void)

12.2.4.2 IR & 4EcE

Demo code o

pwm_n_revert(PWMO_ID);

gpio_set_func(GPIO_PB3, AS_PWMO_N);

pwm_set_mode(PWMO_ID, PWM_IR_DMA_FIFO_MODE);

pwm_set_phase(PWMO_ID, 0); //no phase at pwm beginning

pwm_set_cycle_and_duty(PWMO_ID, PWM_CARRIER_CYCLE_TICK,
PWM_CARRIER_HIGH_TICK );
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pwm_set_dma_address(&T_dmaData_buf);
reg_irq_mask |= FLD_IRQ_SW_PWM_EN;
reg_pwm_irq_sta = FLD_IRQ PWMO_IR_DMA_FIFO_DONE;

35\ PWMO X#F ID DMA FIFO mode, FRLUER PB3 XA PWMO_N RS2,

Demo IR ERSAZER N 38K, FAHAN 26.3us, =L 1/3, R APl pwm_set_cycle_and_duty E2EEHAF &
=Lk, 1£ Demo IR 1, B BM S ARREEIMENIE R, X4 38K BIEKE LUHEFRE FifoTask BIECE. Fir
LUREER[FEH PWM shadow E,

DMA FIFO buffer A T_dmaData_buf.
FIF R LT mask “FLD_IRQ_SW_PWM_EN",
A BTIR S FLD_IRQ_PWMO_IR_DMA_FIFO_DONE"

12.2.4.3 IR TEHNEKL

¥R SDK demo & waveform_start_bit_1st. waveform_start_bit_2nd &,
£8 R BNFEITHNE, EEBEH FifoTask_data. FifoTask_repeats

Start 55 & 9ms NEIRIES +4.5ms TEFES , XIRAIF DMA FIFO #iERVECE A pwm_config_dma_fifo
_waveform SEIUOTF:

//start bit, 9000 us carrier, 4500 us low

waveform_start_bit_1st = pwm_config_dma_fifo_waveform(1, PWMO_PULSE_NORMAL, 9000 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

waveform_start_bit_2nd = pwm_config_dma_fifo_waveform(0, PWMO_PULSE_NORMAL, 4500 *
& CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);
ulé waveform_stop_bit_2nd;

REBRIEFNTE, BTSS! stop 55, repeat 55. data BB 155 . data BB 0"ESWECE,

12.2.5 FifoTask BYECE

12.2.5.1 FifoTask_data

1BHE demo IR BT, SIREBELE—1 cmd (Lb3l 7), Jo& start (55 (9ms HUR{ES +4.5ms TEKES),
SAIE 2 address+ ~address+ cmd + ~cmd. SDK Demo code HF{1BX address J9 0x88,

YARIX ~cmd BIRE— bit BY, logical “0”3f logical “1"HNEEEHE—EBRLE K ES. IR -cmd FEABE
AR, BEWETRESHI—NE: ATFREHERNEREAXS, FHERE— bit WEHKESH
B2 560us & 1690us, SHEEIRFXE— logical 0”2 logical “1"s

AT RXANEE, FAE Data ESEE LEFHI— stop 155, stop ESHIMEE: 560us EK{ES +500us
THKEES

RIE_EEAVHER, FifoTask_data TEH K 3 5!
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(1) start 55 : 9ms HKES +4.5ms THKES
(2) data {5 address+ ~address+ cmd + ~cmd
(3) stop: BREXH 560us HKES +500us THKEES

BIELILE 3 RS, BCE Dma Fifo buffer Baf IR BIAIX, ZEBH1E ir_nec_send ERERFFHITIRI, HAEs
% code W1

// set waveform input in sequence
T_dmaData_buf.data_num = 0;
//waveform for start bit
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_2nd;

//add data
u32 data = (~cmd)<<24 | cmd<<16 | addr2<<8 | addri;
for(int 1=0;1<32;1++){
if(data & BIT(1i)){
//waveform for logic_1
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_2nd;

}
else{
//waveform for logic_0
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_2nd;
}

//waveform for stop bit

T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_2nd;
T_dmaData_buf.dma_len = T_dmaData_buf.data_num * 2;

12.2.5.2 FifoTask_idle

£# R MEigit, FifoTask_idle BY4EEY{E) 110ms - T_data. FifoTask_data FFIARtIE RAT(a):

ir_send_ctrl.sending_start_time = clock_time();

HBATE FifoTask_data EERfALAZIFRTIE, 115 FifoTask_idle BYBYFATIE] /9 :

110ms - (clock_time() - ir_send_ctrl.sending_start_time)

FtRZ code BT :
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u32 tick_2_repeat_sysClockTimer16M = 110*CLOCK_16M_SYS_TIMER_CLK_1MS - (clock_time()
< 1ir_send_ctrl.sending_start_time);
u32 tick_2_repeat_sysTimer = (tick_2_repeat_sysClockTimer16M*CLOCK_PWM_CLOCK_1US>>4);

XEEITAOIEIRAMNTIREE, SR NSRBI EBRI, REITEIERR System Timer 315
EEER 16Mo T PWM clock BIKIRE PCLK, FREZE[EY system clock SMEFIE 16M (24M. 32M) BHEH

(™

FifoTask_idle R&Ix PWM waveform, BRI LA B—EHERIZETLEH KIS S 45 APl pwm_config_dma_fifo_waveform
RE—1NS carrier_en BEEE X 0 BIRTEH,

waveform_wait_to_repeat = pwm_config_dma_fifo_waveform(®, PWMO_PULSE_NORMAL,
< tick_2_repeat_sysTimer/PWM_CARRIER_CYCLE_TICK);

12.2.5.3 FifoTask_repeat

1RHE demo IR BIMY, repeat IS HIARME 9ms MEIKIES +2.25ms THKEES.

KATF FifoTask_data HRIE, FEE repeat ESEELRM— MBI RESENERAIITS, BIENEH
560uso

B R B FI&IHAIH], repeat 55 ERIFLATEN 110ms, BBA 560us HiKIES 2 BT RE SIF4EIE
7

110ms - 9ms - 2.25ms - 560us = 99190us
— I EEH repeat ESHIEEW T code FimR:

//repeat signal first part, 9000 us carrier, 2250 us low

waveform_repeat_1st = pwm_config_dma_fifo_waveform(1, PWMO_PULSE_NORMAL, 9000 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

waveform_repeat_2nd = pwm_config_dma_fifo_waveform(®, PWMO_PULSE_NORMAL, 2250 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

//repeat signal second part, 560 us carrier, 99190 us low

waveform_repeat_3rd = pwm_config_dma_fifo_waveform(1, PWMO_PULSE_NORMAL, 560 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

waveform_repeat_4th = pwm_config_dma_fifo_waveform(0, PWMO_PULSE_NORMAL, 99190 *
& CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++]

waveform_repeat_1st;
waveform_repeat_2nd;

waveform_repeat_3rd;

waveform_repeat_4th;
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12.2.5.4 FifoTask_repeat'n and FifoTask_idle_repeat'n

B FifoTask_idle. FifoTask_repeat J&H, 7£ Dma Fifo buffer L{E/EAIE MBI AISLIN FifoTask_repeat™n
FifoTask_idle_repeat™no

12.2.6 MAE¥IER IR busy

user EN BB T E " ir_send_ctrl.is_sending” SRFIBTYHET IR BEELEIIEH repeat 55,
MR ATFEEIEDI IR 7 busy BIFIET, = IR busy BY, MCU REE# suspendo
if( ir_send_ctrl.is_sending)

{
bls_pm_setSuspendMask (SUSPEND_DISABLE);

}

12.3 IR Learn

12.3.1 IR LIEENR

THNFESIZFBLIINE AR/ AXMIZWAIIMS ST, FIBMAKERFZEWEIMISE S BRAHERIEAF
=5, MMTEMMLIINEFNFS], FIZEHBEXEIIEFEZE RAM/FLASH, ZEBRIBIINERAEFE, &
BEEIMKR LiEH K.

12.3.2 IR Learn FE{4RIETE

LTHNF S BIREF BB ER A0 T EIFARo
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R10

L IFout
[ [

10K

TL_IRin

Bl Q4
c1815 2 22K t C1815

o o™

L

TL_IRcontral

1N4148 47K R12 _NC

TL_VDD——— A~

Figure 12.6: “IR Learn hardware circuit”

HALIMNESPIRASEY, IR_OUT 5 IR_CONTROL 5|RIFNIZE I GPIO THEERIBTHIME, LAY Q2 5 Q3 EaF&
IEZ, IRLIN BEERERENASET, BESREZRERKRIIEEMEL: HRNEE IS BT,
IR_IN #FHIE, RN IR_IN IRERNSEBF, TINFESIBERFIRXMFYE, FH GPIO KEBEFMERTRFES
5%, EESIFEANB. ZXmER NEC BINAIL5,, MiMEIR RN BEA A TEFT.

6257, 1Bms +BZ268. 33ms +62T79. S51lms +6290. BSms +6301. 85ms +6313. 03ms +6324. 20ms

I ([EEEEEEEEEAE AR MEEEEEE

Figure 12.7: "IR_IN waveform of NEC protocol”

He R BHEIONEK, BEMNEDNIEER. BMAF R FNTEM T, simSEERIIMESHAS,
EUWENS ST IR_IN #4E, AREPEH IRLIN {KEBFEA 9.35us, FAHRA 26.4us, MEHIFINZEN 37.88kHz.
X5 NEC WMNELE 38kHz, 1/3 B& = EbARITAD,

AN-21112301-C2 292 Ver1.0.1



vl Telink
Zz)% B85m BLE Single Connection SDK FF&F#ft

+96T0560. 00M=  +96TO590. 00Ps  +96T0920. 00P=  +96T0950.00Q=  +96TO09S0.00Ps  +96T1010.00P=  +96T1040.00Q=  +96T1070.00Ps  +96T1100.00P=  +96T1130.00U=

FEETEE T IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|III

I [ 5 R |

Figure 12.8: "IR_IN waveform of NEC carrier”

12.3.3 IR Learn iR{FRIBHELR

FLASNEIIN, SRBIKEHMER IRIN TROBARA T, SRIRREIRIRERERLINGR, IR_IN &AL
RAARAL T, EREPEITEACREKSIEFKNNE. REZRE. HREAR, EAEHREULEER
R ERIFH A& o

T EFrRE T IERE RN, BIE 1. 2. FiRBIEIR/AFEIRER D BV EIF RIS R buff o [F
BHER—EHREMM 1 WBEFIREVIFEE, ST TIHERSREHEBEINE fc, FIERTMERERI,
R%ER fo MBURIIER, ERE 1/3 AT, RIRFR 1. 2 JRZAETEI A EOR/AFFIRBIRF RIXHR, Feml
SMFESIHIE AR,

1 2 3456 -
! Carrier Non-carrier

Figure 12.9: “Carrier and non-carrier”

12.3.4 IR Learn ¥X{4i5iEA

BERETRAIMNE IR KRIXIRE, FEUT/INTE:
(1) A ir_learn_init(void) #{TH#IA1L;
(2) TESRBTEREARN ir_learn_irq_handler(void) FBFRMRREAE X265 ;
(3) 7EREFHENN ir_learn_detect(void) E83 LIFIBTE SILER;
(4) 1B rc_ir_learn.h FAARZREN ;
(5) £ Ul BIEH{UERN ir_learn_start(void) ERIEFFIEFS];

(6) P 3 FRBEMFIMTREFIMERE, FH get_ir_learn_state(void) ERLIFESIRE, RIBEFIM
INSRMM Ul BIR1E: BERINMETE 7 - 9 TRAE, EXRWAIUERHITSE 5 FIPITHMBEENX
Ul BhfE;

(7)) ZIME, IUBEEINERHITRE. AENFE—TEBHITLANREZNTNGBL, F8
ir_learn_send_init(void) 323, ¥R, AMIZEREUS IR_OUT B PWM HitH5 M, BEEEFHNLII
FIRE, DMEFRITTE 1 REMVBLS FITHEE,
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(8) REMFE S ERFEIERPERNSHIENEETEXIH, RAM/FLASH 58], H ir_learn_copy_result
(ir_learn_send_t* send_buffer) EREIE I EFE XA INE SIE R R IXME KR,

(9) RFEMBRE—P 218 ir_learn_send (ir_learn_send_t* send_buffer) Kk, BEIEREIZE,
Eitb, THNFESIMNEANINEEMERI, E TENIOERE EEIND BRIz ZE—EAiE B B g B R EH

A E.
12.3.4.1 IR_Learn #Jt41t

TEfER IR Learn THAERT, ¥& rc_ir_learn.c 5 rc_ir_learn.h  NTIEG, S—F EZARVBLERE:

void ir_learn_init(void)

ZERERTE re_ir_learn.c R3REILME, EBLBFERANSEHAEESE, 5% IR_OUT 5 IR_CONTROL &4 GPIO
Fid 0, AF/IEET GPIO HBrEREF BRI ES (Lo
12.3.4.2 IR_Learn FRETLMEE

BT IR Learn THEERET UL, P F/EFIFARIMPEAIRR L BT MIREIMERZRHFNHIET,
RAPYRZ GPIO Hlffr, FTIREXRMIITENGL, EH GPIO PRI, B#H{TIER. RIARBMT:

vold ir_learn_1irg_handler(void)

{
gpilo_clr_irq_status(FLD_GPIO_IRQ_CLR);
if ((g_ir_learn_ctrl -> ir_learn_state != IR_LEARN_WAIT_KEY) && (g_ir_learn_ctrl ->
~ 1ir_learn_state != IR_LEARN_BEGIN))
{
return;
}
ir_record(clock_time()); // IR Learning
}

Heir_record() NEBEMWESIEZE, AMREFIRE, BHERITHEKSIENIRE, ZRBEIE _at-
tribute_ram_code_ #ZE ram .
12.3.4.3 IR_Learn &R IR

S£RMEBERHETEERARRIBEYILIEINBERRMEERLIIIZINRE, FES loop HHRITRKEE
SeRAEM, BT LATESN main_loop() HRiEAE R

void ir_learn_detect(void)

RSN, Y S FFAEEEEE IR_LEARN_OVERTIME_THRESHOLD BHARUREIEAZ BRI T3
SFRABWRIESE, BiYRENRENERKEIFNESNEAANEIREETH, NINRKEINEKS
EFRB D IBITIZENEHE (BN 15) MEARFESIRIY, TNEIAAEK,
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12.3.4.4 IR_Learn ZENX

FEIYT B, 7E rcir_learn.h BT —L£RE X

#define GPIO_IR OUT PWM_PIN // GPIO_PE3
#define GPIO_IR_CONTROL GPIO_PEO
#define GPIO_IR_LEARN_IN GPIO_PF1

BI=NENX T GPIO 5|Hl, 9% IN/OUT/CONTROL, iRIEEMIZITNRZ,

12.3.4.5 IR_Learn BEIEREX

£ U ERERSIEA R Learn BRIRARIIHNFESI IR, REWMT:

ir_learn_start();

12.3.4.6 IR_Learn FIJRBEIH

user JUAARESEBHRHBERESIER, REOT:

unsigned char get_ir_learn_state(void)

{
if(g_1ir_learn_ctrl -> ir_learn_state == IR_LEARN_SUCCESS)
return 0;
else if(g_1ir_learn_ctrl -> ir_learn_state < IR_LEARN_SUCCESS)
return 1;
else
return (g_ir_learn_ctrl -> ir_learn_state);
}

R[EMEH 0 LI5MNFESIRII,
REMEH 1. A5VFSI#ITRIRFFIA,

RENE > 1: L9MNESIRW, REMERNKKIERER, MR ir_learn_states FRIFNKMERE, ir_learn_states EX
I

enum {
IR_LEARN_DISABLE = 0x00,
IR_LEARN_WAIT_KEY,
IR_LEARN_KEY,
IR_LEARN_BEGIN,
IR_LEARN_SAMPLE_END,
IR_LEARN_SUCCESS,
IR_LEARN_FAIL_FIRST_INTERVAL_TOO_LONG,
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IR_LEARN_FAIL_TWO_LONG_NO_CARRIER,
IR_LEARN_FAIL_WAIT_OVER_TIME,
IR_LEARN_FAIL_WAVE_NUM_TOO_FEW,
IR_LEARN_FAIL_FLASH_FULL,
IR_LEARN_FAIL,

}ir_learn_states;

12.3.4.7 IR_Learn_Send #]14k

£ Ul BHEFESIME, EREFIFNKCARRAREMRMERE, REmT:

vold ir_learn_send_1init(void)

MBREPEEIGE PWM HBXE3, FEEXSE, HIT IR_OUT &N PWM MO, FEIREER
[GLIINESIThEESLE, MNEBFIAEZEIRA 11.3.4.1 {#ERBIFB L ERE

12.3.4.8 IR_Learn &£R S HIFK%K

ESH PR ELB N MIREEHAIMNE ISR, Eit U BEETUEESIRNEREILERS

B RAM/FLASH EMUE, MZEREER, ENTUFREMRENT ISR, RIRHEREH R, B
RIERRFNSHER], REIOT:

vold ir_learn_copy_result(ir_learn_send_t* send_buffer)

Hrh send_buffer REIMNEIRIXBENEMEK, ZEWEEE— KA S clock_tick B. #FES5IEEH
BWHREE (M 0 AT . BERERENFRSIEFEK buffer,
typedef struct{

unsigned int  1ir_learn_carrier_cycle;

unsigned short ir_learn_wave_num;

unsigned int  ir_lenrn_send_buf[MAX_SECTION_NUMBER];
}ir_learn_send_t;

12.3.4.9 IR_Learn KiXF %k

EFI AT RIXAIRREE, AJUARRERBIEFEILERAE. RKHBNT:

vold ir_learn_send(ir_learn_send_t* send_buffer);

Hrh send_buffer A E—MNREEAMNSEAE, ZEAXEREART repeat THEE, BXIARZRBELE—RFES]
EIFRTZ, W0 repeat, FAFEITE U BEAENSBEMEITEEFRIZRE,
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12.3.5 IR Learn E3%i¥#%

NETFIERAE, XBIFRLOAINEIEERIE, UTH—EBENER, EI—8RENIINGE, ZHIEES
Start Carrier. Start No Carrier. bit 1 carrier. bit 1 no carrier « bit O carrier. bit O no carrier. End carrier «
End no carrier o

SN SRR L] B I I

Start Carrier Start No Carrier bit "1" carrier | bit "1" no carrier | bit "0 carrier | bit 0" | End carrier End no carrier

no carrier
Figure 12.10: “£IME SN ER”

BAFELINASIRSIKE RN 9 GPIO THEIAMEE, FILERRR TSN TEGHIHENDY, BT
RIS RIVEIE. ELANFEIREP, HFBRRAIRFIHFENEE, MUK/ AFHREE IR
ELNFRSBIAN—TEIKER, MAEMRR BRI EREBIANIERR. Eit ERELDINF SIBEEPR
NI TEFR:

SR 1 ERESRSR

Start Carrier Start No Carrier bit "1" carrier | bit "1" no carrier | bit "0" carrier | bit"0" | End carrier End no carrier
no carrier
carrier or no carrier _ - _ - - - -
carrier no carrier carrier no carrier carner no. carrier no carrer
carrier

Figure 12.11: "R SIFEIRHF )"

BiERERNIT, #BIEFHAIRE curr_trigger_tm_point, FH 5 _Exi# NAUTETE] last_trigger_tm_point
MRS EI— N EHARYBYIE] time_intervale WNRXNBYEIER/N, MEIAAMEZZEF,; NRXPEEBEmEEE,
NEARFIEIEZFT — no carrier E&, TILLATATEFRAY carrier RSB — MK NEEICR E—PNEIKER
BY{E)HIIN buffer, HAFE—R# NFRETEEIEE E—RPUrBTEIREE, N FEMR:
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time interval

JEiSESR L

carrier or no carrier

carrier no carrier carrier
algorithm operation carrier time no carrier time
record in buffer record in buffer
first irq time last irg time now

Figure 12.12: “4I5NF S E A"

BIBIL AL, £ wave_series_cnt M O FFIRIENN, DRI E—NEHIKER. F—NIFEHKRER. F2NEHK
& BIANERURER.. BN, BitEHNE N ERMBEEANMNAME (wave_series_buf[wave_series_cnt])
wave_series_buf[0]. wave_series_buf[1]. wave_series_buf[2] ., —EEEFLER, wave_series_cnt XK

T EBEEE, wave_series_buf FEH T REENEKE,

5456, FRIN R (FAIEE) drht, i85 N REE, BRERH/NH—1 68, ERERERR, BFSI4ERE
RIZEBHER, HZEELBRIAN 1/3(FIERE)o

THNFEIIRERE, FTHTEIERAX, EREFIERN, WERBERSIEF RS KX, FIA
PWM DMA_FIFO &3, BEIBEIMNE IR, H=tb. URE MBI DMA buffer f§, FF/2 DMA,
SR BMREHEINEFEESIBLIETRH, H=E FLD_IRQ_PWMO_IR_DMA_FIFO_DONE Hilf,

12.3.6 IR Learn FE3J&¥iF%

£ rc_ir_learn.h FEX T —ESIINEIBRRNSE, SRFIRESHIRILN USER_DEFINE HBITIRER,
HEWFIMRF=ERRNRME, XEFFANTAXLESK,

#define IR_LEARN_MAX_FREQUENCY 40000

#define IR_LEARN_MIN_FREQUENCY 30000

#define IR_LEARN_CARRIER _MIN_CYCLE 16000000/ IR_LEARN_MAX_FREQUENCY
#define IR_LEARN_CARRIER _MIN_HIGH TICK IR _LEARN_CARRIER_MIN_CYCLE/3
#define IR_LEARN_CARRIER_MAX_CYCLE 16000000/ IR_LEARN_MIN_FREQUENCY
#define IR_LEARN_CARRIER_MAX_HIGH TICK IR _LEARN_CARRIER_MAX_CYCLE/3

U ESEIGE TAIMNFE IR, BIABIRE R 30k~40k. FENSHRZRBMERSHITELNE MK
JAERE sys_tick . BRIAN 1/3 AELHNBETE L sys_tick ENRABSH/IME, UHEESHITEFER. T
HFTARMEMFILERNSR, FSSBYRABZEEXTE rcir_learn.h H:
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#define IR_LEARN_INTERVAL_THRESHOLD  (IR_LEARN_CARRIER_MAX_CYCLE*3/2)
#define IR_LEARN_END_THRESHOLD (30*SYSTEM_TIMER_TICK_1MS)
#define IR_LEARN_OVERTIME_THRESHOLD 10000000 // 10s

#define IR_CARR_CHECK_CNT 10

#define CARR_AND_NO_CARR_MIN_NUMBER 15

#define MAX_SECTION_NUMBER 100

(1) IR_LLEARN_INTERVAL_THRESHOLD.

R ERAE{E, ZAIAEJ IR_LEARN_CARRIER_MAX_CYCLE {B8Y 1.5 fZ, LR \hErpIetial/ iz En
INATEE K IR
(2)IR_LEARN_END_THRESHOLD

ISNFSLERENE, SFMRHENFEEETZEE, NBIZBERKEHNT—RFE, WIANIHESSE
BER,

(3) IR_LEARN_OVERTIME_THRESHOLD
HBAYEYiE], MRLINF IR RGBT ZHEEINRREIRA ENGE, WEAAZEISRRERBKRK,
(4) IR_CARR_CHECK_CNT

R E ARABTEIR B HARS B RER B 1L, BAIAIRAN 10, RRRGENET 10 REPERRY time_interval FRAYER/)
BEfEAHIKIE, ERXEFIERIERITEIRER.

(5) CARR_AND_NO_CARR_MIN_NUMBER

HRSIFHKERR/N\EE, SO FEIIETNE, MRICRNFRSIFFRBRNSENTZEE, WA
REFIFBNRILMILRIIINFE IR K.

(6) MAX_SECTION_NUMBER

HRSIEHKRENRAREE, TI&E buffer K/NEHEER, WNIEE R 100 MR INES)ZIRREZIER 100
MRS IEERER, B NBAR LRI INFE SR,
12.3.7 IR Learn £ R

EFIEREF, ERIBEFIMNERENEASIRLRELN, HgNRERZRFINKASIERS, SH
ERETHITEANNEEE T KA. NTEFR.
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HIERTE

t0 12 t4
t1 i3

Figure 12.13: “£I9MNE S $51R”

AE=EEE 1/30 KIESAR 38K BVAIMES A, WP EREEAKRLN 26.3us, BHEFH 1/3 894 8.7us. 1
t0 BYZl, SMPRFERGER R FMESHIE, TH GPIO it kT, MHANPERERITCREDLAESEREFNR
NPT, LN 4us £EZERT 1 ENPETRBFEHITIRE. BTFEPEPRITIIERK, £ 12 i
RETRITER, MRERFZEEE 4us £H. EMERZIET t3 B9Z], BFRERE TN TEEELK,
LR RBTIRE I EERR, BEHXRALRT, 7 t2 /5 4us EAMETITETIEEMA, RSB RER
FIZENPET, TE 4us [GRY t4 BHNFRETEITIRNE, ZRBEE LATRE, BHPETHITHNRAZ AN, HedE
TR, RRHNPETAYBSE LR, — N SUREHRREE R, HFAINF SR KEREPRPIZRAIA
BIRTTALF S, ENPEHIEEIRE, SSBIIINFIERRE,

RIS EZE LA
—BRAINFSIEERN ram_code HUBDHAITESIE], XPERNELRITIHIRIE, THRIEK
"SRRI E MR, BLE BT EIF IDLE RSHIEFETR SAAENE, FEIINFEIFFEX

B, Ul BRSNS JHER I B RS R, BSREE.
12.4 Demo B8

Ble SDK HJ feature IR B8 T Z@MILIINIXRINEEMLIINFE S THAE, RAMLIINMEIS AN NEC Ri5. RERY
B Z a0 code FA7R:

vold key_change_proc(void)

{
switch(key0)
{ ......
if(switch_key == IR_mode){:----
}
else if(switch_key == IR_Learn_mode){-":*-*
}
else{
}
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BEMEX Z EET FERREIFRRITAER B E (L IRE, REABSEIAISE BLE SDKo
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13 Feature Demo 7743

B85m_feature_test §+X—LL= FIAY BLE $8XH feature 81T demo code, AP AIEE XL demo BT
BITHEESCER, 1¥18M code, 1E B85m_feature_test THERE app_config.h A¥t% FEATURE_TEST_MODE"#
TERMENENX, BNAREIARRE feature test AY Demoo

//power test
#define TEST POWER ADV 10
#define TEST POWER CONN 11

//smp test
#define TEST SMF SECURITY 20 //If testing SECURITY, such as Passkey Entr

//gatt secure test
#define TEST GATT SECURITY 21 //If testing SECURITY, such as Passkey Entr

//slave data length exchangs test
$define TEST SDATA LENGTH EXTENSION 22

//other test

#define TEST USER BLT SOFT TIMER 30

#define TEST_WHITELIST 31

//phy test

$define TEST BLE PHY 3z // BQB PHY TEST demo

#define TEST EMI 33 // EMI Test demo

$define TEST EXTENDED ADVERTISING 40 // Extended RDV demo

#define TEST 2M CODED PHY EXT RDV 50 // 2M/Coded PHY used on Extended ADV
#define TEST ZM CODED PHY CONNECTION 60 // 2M/Coded PHY used on Legacy ADV/Ex
#define TEST STUCK KEY 90

#define TEST_AUDIOC 91

#define TEST IR g2

#define TEST L2CAP PREPARE WRITE BUFF 93

#define TEST OTA 95

f#define TEST_FEATURE_ BACEKUP 200

#define FEATURE TEST MODE TEST_FEATURE_BACKUF s TEST_FEATURE_BACKUF

Figure 13.1: “feature test AYliX Demo EHF"
TENEE Demo Mk %,

13.1 [ BTh$EMR

W EENRFRFESEHT EE I, BRAENKEAIIMEL BRNEINFE. £ spp_config.h FEIENR
FEATURE_TEST_MODE Jy TEST_POWER_ADV,
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#define FEATURE_TEST_MODE TEST_POWER_ADV

£ feature_adv_power FIRIEFERIELAT BRE NS Demo HIRM T M REE DRI N rIER %
NAEPIERT 1%,

13.1.1 RIEET BTN

7£ feature_adv_power 1, BRINMINAVAERIEIZMI BINFE, FTER #if 0 oL #if 1, WM TFREBFIR.

#1f 1 //connectable undirected ADV

Demo FAIAI HBEUEKER 12byte, AP AIRIEFKIELL

//ADV data length: 12 byte
u8 tbl_advData[12] = {0x08, 0x09, 't', 'e', 's', 't', 'a', 'd', 'v',0x02, 0x01, 0x05,};

Demo BT 1sichannel, 1s3channel, 500ms3channel B &8, AP IRIEE CZEREER MM ATNITED
al,

13.1.2 JEREREr BTN
7E feature_adv_power #, FRIAMIAEBIERTEZN BT

#1f @ //un-connectable undirected ADV

Demo et T A EEIEKE 25179 16byte 1 31byte, AR EIRIEFRE Kk,

#if 1 //ADV data length: 16 byte
u8 tbl_advData[8] = {
0x0C, Ox09, 't', 'e', 's', 't', 'a', 'd',
};
#else //ADV data length: max 31 byte
u8 tbl_advData[] = {
Ox1E, Ox09, 't', 'e', 's', 't', 'a', 'd', 'v', 's8', '9', 'A', 'B', 'C', 'D', 'E', 'F',
e 1@, "4, "R0, Ugy0 040 g0 0@l 0p0  0gd 0o - 0a0 0o - 0@n o OpC
1
#endif

Demo 7T 1s_3channel, 1.5s_3channel, 2s_3channel B &S5, HAFRIEB S ERIEEXNAYNIRED
o],
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13.2 SMP ik

Smp MR EZMHEMNEZRVRIZ, TEDAUATIIMEGI:
(1) LE_Security_Mode_1_Level_1, no authentication and no encryption.
(2) LE_Security_Mode_1_Level_2, unauthenticated paring with encryption.
(3) LE_Security_Mode_1_Level_3, authenticated paring with encryption-legacy.

(4) LE_Security_Mode_1_Level_4, authenticated paring with encryption-sc.

FFBETE app_config.h H4§ FEATURE_TEST_MODE 73 TEST_SMP_SECURITY,

#define FEATURE_TEST_MODE TEST_SMP_SECURITY
TENESMHEMEHTEENS,

13.2.1 LE_Security_Mode_1_Level_1

LE_Security_Mode_1_Level_1 N EENEBEXN AR, BERINERRME. BFP R feature_security.c B
SMP_TEST_MODE 243 SMP_TEST_NO_SECURITY,

#define SMP_TEST_MODE SMP_TEST_NO_SECURITY

13.2.2 LE_Security_Mode_1_Level_2
LE_Security_Mode_1_Level_2 &9 just work, RIIZEARIANIE. Just work X434 legacy just work, sc just

workoFA PR FE K feature_security.c B9 SMP_TEST_MODE B2 SMP_TEST_LEGACY_PARING_JUST_WORKS
(& SMP_TEST_SC_PARING_JUST_WORKS, FE%R 3B,

13.2.2.1 SMP_TEST_LEGACY_PARING_JUST_WORKS

RPN T EA:

#define SMP_TEST_MODE SMP_TEST_LEGACY_PARING_JUST_WORKS

= {m] .
NS ﬁ*i =].

I3

AN-21112301-C2 304 Ver1.0.1



ol Z7)% B85m BLE Single Connection SDK FF& F#ft

Slave Master
Adv Data
»
Conn Req

SMP Pair Feature Exchange

SMP Key Generation

SMP Key Distribution

Link Data

Figure 13.2: “Legacy Just Work JRiEREE"

13.2.2.2 SMP_TEST_SC_PAIRING_JUST_WORKS
AFA eI ™MER:

#define SMP_TEST_MODE SMP_TEST_SC_PAIRING_JUST_WORKS
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Slave Master
Adv Data
»
Conn Req

SMP Pair Feature Exchange

SMP Public Key Exchange

SMP Authentication Statel

SMP Key Distribution

SMP Authentication State2

Link Data

Figure 13.3: "SC Just Work ifen=EE"

13.2.3 LE_Security_Mode_1_Level_3
LE_Security_Mode_1_Level_3 ABEINENXIZE Legacy B AT, IRIBACT SEIKE S /9 O0B, PassKey Entry,

Numeric Comparison. B &l demo 12T Passkey Entry R {EICEEEN SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI
#1 SMP_TEST_LEGACY_PASSKEY_ENTRY_MDS| AP IRIEEEIERE. TEEENAB TXFMmMHAR.

13.2.3.1 SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI

FAFPEE1E feature_security.c PIITER:

#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY ENTRY_ SDMI

et IRZPHRE slave IRRETH, master WMAZEH. ALY, JEMTEXMEX gap evente EEXEESR
BENE] app Bo
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blc_gap_registerHostEventHandler( app_host_event_callback );

blc_gap_setEventMask( GAP_EVT_MASK_SMP_PARING_BEAGIN
GAP_EVT_MASK_SMP_PARING_SUCCESS
GAP_EVT_MASK_SMP_PARING_FAIL
GAP_EVT_MASK_SMP_TK_DISPALY
GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE );

— — -

BREEEIREI GAP_EVT_MASK_SMP_TK_DISPLAY HERHTEN T Y a0 = 2.

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_TK_DISPALY:
{
char pc[7];
u32 pinCode = *(u32*)para;
}
break;
}
}

BEAREREENT:
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Slave Master

Adv Data

Conn Req

SMP Pair Feature Exchange

Slave Display Key Master Enter Key

SMP Key Generation

SMP Key Distribution

Link Data

Figure 13.4: “Legacy Just Work SDMI JifEREE"

13.2.3.2 SMP_TEST_LEGACY_PASSKEY_ENTRY_MDSI

M EEHXFNRZE master B REH, slave WIAZH,. AR EEERAB:

#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY_ENTRY_MDSI
BEARZENT:
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Slave Master

Adv Data

Conn Req

|

SMP Pair Feature Exchange

Slave Input Key Master Display Key

SMP Key Generation

SMP Key Distribution

Link Data

Figure 13.5: “Legacy Just Work SIMD JifEm =&l

13.2.4 LE_Security_Mode_1_Level_4

LE_Security_Mode_1_Level_4 AEEIAMEX INZE SC EEX A, BIBEXNSEHIEE H N 00B, PassKey
Entry, Numeric Comparison, B 8] demo 1 ff T SC PassKey Entry A& SC Numeric Comparison
= f = KB B SMP_TEST_SC_PASSKEY_ENTRY_SDMI. SMP_TEST_SC_PASSKEY_ENTRY_MDSI &
SMP_TEST_SC_NUMERIC_COMPARISON BFIRIEZEE AR, TEEENAB X/ IHAH.

13.2.4.1 SMP_TEST_SC_NUMERIC_COMPARISON

AP EE1E feature_security.c FIITE:

#define SMP_TEST_MODE SMP_TEST_SC_NUMERIC_COMPARISON

IEX AR AFLLER, BITEECXAIEIZS, master # slave IR BRI PIN §3, AR LEREF B EHEE
NRABE, NHHREHINREEX . Demo BEKBIALINAIE YES 5E NO, REMLIELT:
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if(consumer_key == MKEY_VOL_DN){
blc_smp_setNumericComparisonResult(1);// VES
/*confirmed YES*/

led_onoff(LED_ON_LEVAL);

}

else if(consumer_key == MKEY_VOL_UP){
blc_smp_setNumericComparisonResult(0);// NO
/*confirmed NO*/

led_onoff(LED_ON_LEVAL);

}

MEREENT:

Adv Data

Master

Conn Req

Display PIN Code

SMP Authentication

Link Data

SMP Pair Feature Exchange

SMP Public Key Exchange

SMP Authentication State2

SMP Key Distribution

Display PIN Code

Statel

Figure 13.6: "Numeric Comparison EgtmE &

13.2.4.2 SMP_TEST_SC_PASSKEY_ENTRY_SDMI

R EE feature_security.c R TEX:
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#define SMP_TEST_MODE SMP_TEST_SC_PASSKEY_ENTRY_SDMI

FEx S IZRHE slave IHERETA, master InHINEH. ¥R, ‘T TEXHMEX gap event, BEXMEESR
BXIE app Bo

blc_gap_registerHostEventHandler( app_host_event_callback );

blc_gap_setEventMask( GAP_EVT_MASK_SMP_PARING_BEAGIN
GAP_EVT_MASK_SMP_PARING_SUCCESS
GAP_EVT_MASK_SMP_PARING_FAIL
GAP_EVT_MASK_SMP_TK_DISPALY
GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE );

— = -

BAREZEEHFIREI GAP_EVT_MASK_SMP_TK_DISPLAY sHEMHTEN T Y FTHZHE o

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_TK_DISPLAY:
{
char pc[7];
u32 pinCode = *(u32*)para;
}
break;
}
}

BEXRETEENT:
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Master

Adv Data

Conn Req

SMP Pair Feature Exchange

Input PIN Code

Display PIN Code

SMP Public Key Exchange

SMP Authentication Statel

SMP Authentication State2

SMP Key Distribution

Link Data

Figure 13.7: “SC SDMI ER3tRiE R EE"

13.3 GATT Security iz

H BLE #&3R 3.3.3 ATT&GATT ETEH], IRSZFIRFEN Attribute BEX TIEGINE, BMEMER L EIXE
MNNERAEREHES, I Demo Y SPP AR H:

// client to server RX

{0,ATT_PERMISSIONS_READ,2,sizeof(TelinkSppDataClient2ServerCharVval), (u8*)(&my_characteruuiD),
< (u8*)(TelinkSppDataClient2ServerCharval), 0}, //prop
{0,SPP_C2S_ATT_PERMISSIONS_RDWR,16,sizeof(SppDataClient2ServerData), (u8*)

< (&TelinkSppDataClient2ServerUUID), (u8*)(SppDataClient2ServerData), &module_onReceiveData},
< //value

{0,ATT_PERMISSIONS_READ,2,sizeof(TelinkSPPC2SDescriptor), (u8*)&userdesc_UUID, (u8*)

< (&TelinkSPPC2SDescriptor)},

FE = Attribute BUIIRBERPREN . SPP_C2S_ATT_PERMISSIONS_RDWR,
HIRENRE AP XIEE, aTLUEFRNTEP—:
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#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_RDWR

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_ENCRYPT_RDWR
#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_AUTHEN_RDWR
#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_SECURE_CONN_RDWR

TIEEFERD, SRR ESTFREFTIHEENREEFRA BEIEFRIEE RS
FAFEZEE¥ feature_config.h {82480 :

#define FEATURE_TEST_MODE TEST_GATT_SECURITY

B sMP X %18 M & % KB\ LE_SECURITY_MODE_1_LEVEL 1. LE_SECURITY_MODE_1_LEVEL_2.
LE_SECURITY_MODE_1_LEVEL_3. LE_SECURITY_MODE_1_LEVEL_4, FA P & B ¥ app_config.h 1§ 2
EREFANAVE IR

#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_3

WL EAYEC RN LE_SECURITY_MODE_1_LEVEL_3, BENEEEINEXEME Lagacy BoXi&=. FrLL X AETIE
SR AT LA g,

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_AUTHEN_RDWR

MR EET:
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Master

Creat Connection

» Write CMD
Permission verification
succeeded Notify Data

Y

Permission verification

failed

Figure 13.8: "Gatt Security REE"

13.4 DLE i

DLE MIXEEMIXKE, Demo 7379 master M slave, AR ZEERDFIREFHRREIMIR EVB #RF, XTF master
IRAYICED user AJB#E feature_master_dle, slave im¥TNAY feature_config.h ¥&#%, REIT:

#define FEATURE_TEST_MODE TEST_SDATA_LENGTH_EXTENSION

IRFEZEDF reset, master fREILEE, EIEMING, 25#1T MTU & DataLength i,

blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, MTU_SIZE_SETTING);
blc_11_exchangeDatalLength(LL_LENGTH_REQ , DLE_TX_SUPPORTED_DATA_LEN);

RAING, slave K8E 3.3s [ master KIXKBEIE, E master i REB TR LA xH GPIO_PC6,
mater &M@ slave IE—ERKBIHIE, slave WRIGESBREFNEIELIZLS master,

MR nSENT:
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Master

Creat Connection

MTU Exchange

DLE Exchange

Press Paring Key

Notify Data(lLong packet)

Write CMD(Long packet)

A

4

Notify Long Data

Y
Y

Notify Long Data

Figure 13.9: "DLE Iif A2~ =EE"

13.5 Soft Timer iz

AIBEREERE (Software Timer) —&,

13.6 WhiteList izt

Whitelist MIXENE B ENX, RETAREVNIAATERZRRERNNEEFELERE, BRFFENTENR
app_config.h

#define FEATURE_TEST_MODE TEST_WHITELIST

3 slave RAHERESN, WAWAEMERIREHITER, EEMING slave ZFF =R master BIEEIIAEIS
BEf, RENIBHRNKEES slave HITERK,

WA REENT:
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Slave Master

Adv Data

Y

Connect Req

”l

Add White List
Information First Connect

Create Connect Success

Connect Req

Verifying the whitelist
information succeed

Create Connect Success

ReConnect

Verifying the whitelist
information failed

Create Connect Fail

Figure 13.10: “Whitelist JlI[if "= E"

13.7 1M Extended Advertising jlig

1M Extended advertising demo EEZ M ik M PHY B9 BT &, 7 app_config.h T EE X FEA-
TURE_TEST_MODE A TEST_EXTENDED_ADVERTISING,

#define FEATURE_TEST_MODE TEST_EXTENDED_ADVERTISING

X code #BTE vendor/ b85m_feature_test /feature_extend_adv, 1ZHHIZ Slave i demoo
KB BHERAKENT:
#define APP_ADV_SETS_NUMBER 1 // Number of Supported Advertising Sets

#define APP_MAX_LENGTH_ADV_DATA 1024 // Maximum Advertising Data Length
#define APP_MAX_LENGTH_SCAN_RESPONSE_DATA 31 // Maximum Scan Response Data Length

7E feature_ext_adv_init_normal EELZFEET 1M PHY BRERRRENY B #EE,
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#1f 1 //Legacy, non_connectable_non_scannable

#elif 0 // Extended, None_Connectable_None_Scannable undirected, without auxiliary packet

#elif 0 // Extended, None_Connectable_None_Scannable directed, without auxiliary packet

#elif 0 // Extended, None_Connectable_None_Scannable undirected, with auxiliary packet

#elif 0 // Extended, None_Connectable_None_Scannable Directed, with auxiliary packet

#elif 0 // Extended, Scannable, Undirected

#elif 0 // Extended, Connectable, Undirected

AP EE#A%# Bluetooth 5 Low Energy Advertising Extension THRERIFEM S NN D HFIGE, FREEEI R
I EREIE.

13.8 2M/Coded PHY Used on Extended Advertising jlliz

2M/Coded PHY used on Extended advertising demo EEEMiK 1M/2M/Coded PHY ZFASHY BI 1%, &
app_config.h EE{&2X FEATURE_TEST_MODE § TEST_2M_CODED_PHY_EXT_ADV,

#define FEATURE_TEST_MODE TEST_2M_CODED_PHY_ EXT_ADV

#83% code #BTE vendor/ b85m_feature_test /feature_phy_extend_adv, 12 Slave I demos
HEBHIBERAKENT:

#define APP_ADV_SETS_NUMBER 1 // Number of Supported Advertising Sets
#define APP_MAX_LENGTH_ADV_DATA 1024 // Maximum Advertising Data Length
#define APP_MAX_LENGTH_SCAN_RESPONSE_DATA 31 // Maximum Scan Response Data Length

1 feature_ext_adv_init_normal EELFNEETF 1M PHY / Coded PHY(S2) / Coded PHY(S8) A SHERE
REZEENY B &8,

#1f 0 // Extended, None_Connectable_None_Scannable undirected, without auxiliary packet
#if 0 // ADV_EXT_IND: 1M PHY
#elif 1 // ADV_EXT_IND: Coded PHY(S2)
#elif // ADV_EXT_IND: Coded PHY(S8)
#endif#

AN-21112301-C2 317 Ver1.0.1



7 Telink

Zz)% B85m BLE Single Connection SDK FF&F#ft

#elif 0 // Extended, None_Connectable_None_Scannable undirected, with auxiliary packet

#if 1 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S2)
#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#elif 0 // ADV_EXT_IND: Coded PHY(S2); AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S2); AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S2); AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S2)
#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#endif

#elif 1 // Extended, Scannable, Undirected

#if 1 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#endif

#endif

RAEIUSE demo BITHSHRENY BIMEEEE,

BFREZEFHAYF Bluetooth 5 Low Energy Advertising Extension, Bluetooth 5 Low Energy 2Mbps #1 Blue-
tooth 5 Low Energy Coded (Long Range) INBEBIFHSIMMNAITIKE, A BRI LSRRI BV
o

A=

« API blc_lI_init2MPhyCodedPhy_feature() FIFfE8E 2M PHY/Coded PHY,

13.9 2M/Coded PHY used on Legacy advertising and Connection iz

2M/Coded PHY used on Legacy advertising and Connection demo F E 2 MiX T & F Legacy advertis-
ing BiLEREE, EEESYIH 1M/2M/Coded PHY, £ app_config.h EE1ECX FEATURE_TEST_MODE A
TEST_2M_CODED_PHY_CONNECTIONo

#define FEATURE_TEST_MODE TEST_2M_CODED_PHY_CONNECTION

#83% code #BTE vendor/ b85m_feature_test /feature_phy_conn, IRAIRE Slave I demoo

F981EFTFF 2M Phy #1 Coded Phy:

blc_11_1init2MPhyCodedPhy_feature(); // mandatory for 2M/Coded PHY
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EIERINE, £ mainloop LA 2 #RIEIHAFER API bic_lI_setPhy() &2 PHY Z&Ei5EK, 1M -> Coded PHY(S2)
-> 2M -> Coded PHY(S8) -> 1M, AiZW FEFR:

| blt_sdk_main_loop()|

‘ Connection Establish |

Loop 2s ) Ulpdate PHY

blc_II_setPhy() N

LL_PHY REQ

v

LL PHY UPDATE IND

d
|

PHY update change success

LE PHY Update Complete

A

BLT_EV_FLAG_PHY_UPDATE

A

Figure 13.11: "PHY L& RIZE"

if(phy_update_test_tick && clock_time_exceed(phy_update_test_tick, 2000000)){
phy_update_test_tick = clock_time() | 1;
int AAA = phy_update_test_seq%4;
1f(AAA == 0){
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_CODED, PHY_PREFER_CODED,
< CODED_PHY_PREFER_S2);
}
else if(AAA == 1){
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_2M, PHY_PREFER_2M,
< CODED_PHY_PREFER_NONE);
}
else i1f(ARA == 2){
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_CODED, PHY_PREFER_CODED,
< CODED_PHY_PREFER_S8);
}
else{
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_1M, PHY_PREFER_1M,
< CODED_PHY_PREFER_NONE);

}
phy_update_test_seq ++;

Peer Master Device AJ LAfEH Demo “b85m_master_kma_dongle” {82t EZE A APl blc_Il_init2MPhyCodedPhy_
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feature() $JFF 2M Phy # Coded Phy,
B P8 LUEFRERE S #F Bluetooth 5 Low Energy 2Mbps # Bluetooth 5 Low Energy Coded (Long Range)

THAEROEL M5 Master 3 &8 FAL
13.10 CSA #2 izt

CSA #2 demo EEE N X EESNBMFEREEIRIZFEEZH# 2 (Channel Selection Algorithm #2) , £
app_config.h EE{E2X FEATURE_TEST_MODE /3 TEST_CSA2,

#define FEATURE_TEST MODE TEST_CSA2
% code #BTE vendor/b85m_feature_test/feature_misc, IZHAIZE Slave i demoo
IRFTFF CSA #2:

blc_11_1initChannelSelectionAlgorithm_2_feature()

FTFF CSA #2 f5 Slave BT BB E ChSel FERELEWIRE N 1o YR Peer Master Device B CONNECT_IND
PDU BB ChSel FERIRE N 1, EEMINEFEREEREFEEELH 2, B, NEREEERFEEEHL 1

Peer Master Device AJ LAfEEA SDK BY Demo “b85m_master_kma_dongle”, B2 MEZER API blc_Il _initChan-
nelSelectionAlgorithm_2_feature() ¥TFF CSA #2

PR LLUERE A Bluetooth 5 Low Energy CSA #2 IHRERVELfth ™ 3K Master I&&F T F Ao

13.11 EMI i

feature_emi B FFEFRERN EMI MAE S, ZBHIFEFEE S EMI_Tool” 1 “Non_Signaling_Test_Tool" TAfE
Ao

13.11.1 ¥

BEINIESZE (Telink SoC EMI Test User Guide)o

13.11.2 Demo i}BA

B85 A EMI MR SZ#F carrieronly #2314, continue 23, burst 23, WERZIHHNLELBEH A EE Ble1M.
Ble2M. Ble125K. Ble500K. Zigbee250K,

XFENMEXFINBEREBINR, user AJBE (Telink Driver SDK Developer Handbook)
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14 HBERIR

14.1 24MHz RIFIMEPRE

SEZTEHM 24MHz BERCCEEBEEHUE C19/C20

SDK BRIAfEF B85 WERER (BN ana_8a<5:0> XMAY cap) 1FH 24MHz RIRAIILACEEZR, IbEY C19/C20 &
RIFEBRS, EAZAENMBRE: 7 Telink AR LALINEH AT ZRS, FEREANAFmIMRERE

BfEo

Zz)% B85m BLE Single Connection SDK FF&F#ft

3 C19 C20 —

@Dq

PAMHz-12pF-+/-20pft

-

TL XC1

-
=

Figure 14.1: “24M S {RERR"

MRFEFERINPIFZBEMERN 24M RIRMILAES (C19/C20 IRIZBR), MRETE main EREFFIEHIMS
(—EETE cpu_wakeup_init() ZJa, blc_app_loadCustomizedParameters() Z A1) 8 TE API BIH]:

static inline void blc_app_setExternalCrystalCapEnable(u8 en)
{

blt_miscParam.ext_cap_en = en;
WriteAnalogReg (0x8a, ReadAnalogReg(0x8a)|0x80);//close internal cap

RBRERFARZ AP, SDK EIMEFIERNIRE, SEXERNSLEES. FBRIXBSIREREES.

14.2 32KHz B3§hiEERR

SDK Z#F{#H MCU REF 32k RC HRSHER (f8FF 32k RC) BFE MNP 32k RC HRSHEBER (fEFF 32k Pad). fEH
32k RC BY, HATFIRELLIRA, FRLIXFTF suspend T#& deep retention BYERRKMIN A, HESEERESE—
e, Baf 32k RC RIAZIFMBRAKIEZETRERT 35, —BfBid XM, ble_timing &, ERURERTE
MRS, RZEIWEE retry, IHFEIEKR, EELIENE, MERA 32k Pad BY, REMNS/IMES,
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AR REEAE main REFFBEIS (—EEE cpu_wakeup_init EREZHI) AR TE API:
32k RC A

vold blc_pm_select_internal_32k_crystal(void);

32k Pad JAA:

vold blc_pm_select_external_32k_crystal (void);

14.3 Firmware ¥{F% %4

T EFEE— @SR RIS E. b0 A FPERT Telink BIS A SDK IR T —i~am. A EFHIR
EXF B EPMEMA Telink UG H, EFZF=mia, PJTUEGRFREFBRIZT. NRZTRNEIERERS
SARWERARIE, B BPEEEIRE M Flash L5 Firmware, B & ARV B DR EX

N o

NTRERRULERENXPE, SDK ZIFTHRHERFERIEE. HREEMA T OARE Flash EBEM—/ UID, 7=
e AR RFHTIEEAE Flash BY 16 byte UID, ARG Firmware EMABHITEZRNMZIZE, £7-—44A
RIGIEFRA Signature, TEMETE Flash ROEXIFZAYMHE, BD:

Signature = Encryption_function (Firmware, Flash_UID)

Signature R Firmware # Flash_UID [EIBYEX, SDK EFEFH#IIEHEIBRIEEY Firmware 1 Flash_UID t{#i48
FERITE, [EINERMEBERRR Signature HITITLLIGIE, WAMENLARNERAEZE, BIEETT.

TERA, WP RIINFATTRS, 81F8E LS. SDK EHENMNERESE, TRUNEE, HIiRE]
F Telink FAE Ja@MIAARTI,

TENMALIEERIB —ER AR T,

(1) BRIRNIERLS, 8EXHEE. A%, FHRTIFESE Telink testbench BIAEX X5 ER,
XBEREENE,
(2) Signature TEfiithit g Flash Calibration area BIfRSHHE Ox180 ELE 16 byteo

(3) SDK EERIALEINEER XA, WFHMER, 7E app_config.h FITH TENZE:

#define FIRMWARES_SIGNATURE_ENABLE 1 //firmware check

AE:
« SDK _ERBELEILA project £ main EREFIALERIMT Firmware FEZZRKRQINEE (BiTEE

FIRMWARES_SIGNATURE_ENABLE AILIEE) . MNREFEFERAM project L& B RINIZINEE, BESHME
ft project merge B 2 projects,

SDK A code N TFFIR, HPFERALRENEEZIERFIEIT. SDK LEAT &ESEM while(1) REELHETT,
XRB—ITHIE X, BAFESIHMLZA AT RERNK, WNHEERIUBTHERARMAE, thilit Mcu B
deepsleep BEAR. ECXEM data. bss. stack &%
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vold blt_firmware_signature_check(void)

{
unsigned int flash_mid;
unsigned char flash_uid[16];
unsigned char signature_enc_key[16];
int flag = flash_read_mid_uid_with_check(&flash_mid, flash_uid);

if(flag==0){ //reading flash UID error
while(1);

firmware_encrypt_based_on_uid (flash_uid, signature_enc_key);

//signature not match
if(memcmp(signature_enc_key, (u8*)(flash_sector_calibration +
< CALIB_OFFSET_FIRMWARE_SIGNKEY), 16)){
while(1); //user can change the code here to stop firmware running

(4) BFEBMITE % Encryption_function 2 Telink EXH, EFEI Firmware A Flash_UID,
BT AES 128 %, EFITEATARF, yT8HE. L firmware_encrypt_based_on_uid EI¥TE
Iibfirmware_encrypt.a ARSI,

MRFFARSEANNEREZTBEE, FECHABCHMERE, FIEKR Telink FAE /A@HRR,

14.4 Firmware 4 BIE

Firmware oM B IHEESEVEKE, KB YE Firmware EREZEEN, BHLE Firmware BINEE IR R
=]

SDK EERALLIHEER X IFINY, WNFEREMA, 7 app_config.h H¥TA TEMNE:

#define FIRMWARES CHECK_ENABLE 1 //firmware check

HE:

« SDK ERBLEJLA project T main R PMBULERMT Firmware B IHEE (BEER
FIRMWARES_CHECK_ENABLE AJAEE]) . WREFFFEHAM project EZBRIMZINEE, S HMEM
project merge EIE 28 project.

£ OTA ETI Firmware CRC32 ISR, SDK IEAERL Firmware BRITEREM LT RE(E, OTA ALNR
fB— 571«1@1_&%@@1% Firmware @85, X2 Firmware T4 B fEB) CRC32 KILE, TEHIBRILE
BYf&i% Firmware 718 CRC32 FEbER, WARHRE, MIAA Firmware BiRif,

Code WI'F, HKIGKMET, SDK LEATRERH while(1) RELEIETT, XRE—NMRAIEE, AREER
RECH UISIHERXEE X, byl LED 8RR
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#if FIRMWARE_CHECK ENABLE
if(flash_fw_check(oxffffffff)){ //return 0, flash fw crc check ok. return 1, flash
< fw crc check fail
while(1); //Users can process according to the actual application.

}
#endif

B EREBMAT R A, Firmware BIRTEE 100% IMHZFRE, b0 Firmware KEFRIRIF, ]
REREF T EEERK, BITAIIBIRINEEXE, MU BIRIIEEREEX Firmware HFZERENE K.
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15 Debug

15.1 GPIO &l UART_TX ITENAENTEE

RAAEBFIERBITENE R, B85 X #F gpio BMIXFTEN printf(const char fmt, ...), array_printf(unsigned
chardata, unsigned int len), FEEE app_config.h AEXHBXE B TEIR:

#ifndef UART_PRINT_DEBUG_ENABLE

#define UART_PRINT_DEBUG_ENABLE 1

#endif

/1111771777777777/77/7//77/7/7////////// PRINT DEBUG INFO ///////////////////////////////////////
#1f (UART_PRINT_DEBUG_ENABLE)

#define PRINT_BAUD_RATE 115200
#define DEBUG_INFO_TX_PIN GPIO_PAO
#define PULL_WAKEUP_SRC_PA®@ PM_PIN_PULLUP_10K
#define PAG_OUTPUT_ENABLE 1
#define PAO_DATA OUT 1 //must
#endif

AL BRIABYIRAFERH 115200, TX_PIN § GPIO_PAO, FAFRIEE CEFERBLURIFER TX_PIN,

MRBAFPERAESIREE (KT 115200, H5X%EF M) |, EEIRS cck, EVFEXRR 24MHz LLE, &
app_config.h K cclk:

/111777177177/77//// Clock ///////7/7//7//7//7//7/7/////7/////
/**

* @brief MCU system clock

*/

#define CLOCK_SYS_CLOCK_HZ 24000000

FE:

- printf TENBYE S AT RER X PUIF TR HINELRS, AEFEPUTEFTED!
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16 Q&A

Q. #Ri¥ SDK BEANTIERY, FETIWTRIHEIR, WMARR?

./boot/8258/cstartup_8258_RET 16K.o ./boot/8258/cstartup 8258 RET 32K.o ./boot/8253/cstartup 8253 RET_16éK.o ./boot/8253/cstartup 8253 RET 32K.o
./boot/8251/cstartup_6251_RET_16K.o ./boot/8251/cstartup 8251 _RET_32K.o ./application/usbstd/usb.o ./application/usbstd/usbdesc.o
./application/usbstd/usbhw.o ./application/print/putchar.o ./application/print/u printf.o ./application/keyboard/keyboard.o
./application/audio/adpcm.o ./application/audio/gl audio.o ./application/audio/msbc_decode.o ./application/audio/msbc_encode.o
./application/audio/sbc_decode.o ./application/audio/sbc encode.o ./application/audic/tl audio.o ./application/app/usbaud.o
./application/app/usbcdc.o ./application/app/usbkb.o ./application/app/usbmouse.o ./alqgrithm/ec(:/eccill.o ./algorithm/ecc/hw_ecc.o
./algorithm/ecc/sw_ecc.o ./algorithm/aes_ccm/aes_ccm.o

C:\TelinkSDK\opt\tc32\bin\tc32-elf-ld.exe: Warning: size of symbol “blt rxfifo b' changed from 1 in ./wendor/common/blt common.o to 512 in
./vendor/b85m_module/app.o

C:\TelinkSDK\opt\tc32\bin\tc32-elf-ld.exe: Warning: size of symbol “blt txfifo b' changed from 1 in ./wendor/common/blt common.o to &40 in
./vendor/b85m_module/app.o

C:\TelinkSDK\opt\tc32\bin\tc32-elf-1d.exe: section .text loaded at [00004000,0000c90b] overlaps section .retention data loaded at [0000304c,0000404b]
make: **% [hleibESmisinqleiconnectionisrc.elf] Error 1 -

Figure 16.1: “45i% SDK TiZ2RIF=EMEEIR"

A. XHIEREHT SDK FERIAEAME 16k retention , MELETEHRTF TEEDIS buffer EBRK,
retention_code Z5EY ram BT 16k Mr-EREIR, FEYIRN 32k retention WEZE., BT T:

Step 1 7T TIZAE THIFZH Properties -> C/C++ Build -> Settings -> General #{EH FE# Other GCC Flags,
:l%_ *****16K E&?g *****32K.

Step 2 3§ boot/BR T NEEM boot_32k_retn_....link XEFRBHMEEIFXEFL T boot.link F1, ARSI
T#2 clean BlE],

B89 Module T2, #0 slave 7F K DLE BT #2, feature TH#EHAY phy_extend_adv, phy_conn, Big_pdu &
TiEEEEF R 32k retention BIIE .

Q. WN{AI7E SDK FHEE K IIE?

A, —BRATHRIIIERFNZIMHILE, BII—Ra2UE—" demo REM, BFMOIRE LI
b85m_ble_sample JEHRFEHK— 111 B BT E,

Step 11§ code SHIRENG, HER R WITFEPFTTR, HITEHI b85m_ble_sample BIXHS, #idr & A Test_Demo.

= Name Conflict e

Enter a new name for 'b85m_ble sample’

Test Demo

L1

ol Kal

Figure 16.2: "N Ti2&E M

Step 2 T H A ¥R Properties -> Settings -> Manage Configurations REZE I FH A T, b E
Test_Demoo
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(vl Telink

#z)% B85m BLE Single Connection SDK FF & Fift

‘onfiguration: |825x_module [Active ]

& Tool Settings # Build Steps

_t_fw_sign.c ] [0 firmware_encrypt.h ] [ pm.h W clock.c

Build

(%= Additional Tools in Toolchain
i TC32 CC/Assembler
%2 General
(& Paths
2 Debugging
& TC32 Compiler
(& Directories
2 Symbols
(2 Warnings
(& Debugging
2 Optimization
(% Language Standard
(# Miscellaneous
i TC32 C Linker
(2 General
(& Libraries
(2 Objects
i TC32 Create Extended Listing
% General

¢
¢
=l

@ ble b85

m_single_connection_src: Mana..

=

Configura...

Description

825x ble r...
825x ble ...
825x_bgb...
825x_feat...
825x _hci
825x inter...
825x_mast...
825x_mast...
825x_mod...
827x ble r...
827x_ble_...
827x feat...
827x _hci
827x_inter...
827x_mast...
827x_mod...

Status

Active

Set Active

New...

Delete

Rename... |

~ | | Manage Configurations...

@ Create New Configuration X

Note: The configuration name will be used as a directory name in the file system. Please ensure
that it is valid for your platform.

Description: ‘ |

Name: ‘TestﬁDemo

Copy settings from

@ Existing configuration |825x ble sample v
O Default configuration |Debug
O Import from projects - not selected --

O Import predefined -- not selected --

Cancel

L T o
5an

Figure 16.3: "N TiZfTZMRE"

MR OK ZJ5, AIERBEYIRPERRIMENIRE, MNTE,

L — B —_

@ ble b85m single connection_src: Mana...

Configura...
B25x ble ...
825x bqgb...
B25x feat...
B25x_hci

Description

B25x inter...
825x_mast...
825x_mast...
825x mod...
B27x ble r...

B27x ble ...
B27x feat...
B27x hci

B27x_inter...
827x_mast...
B27x_mod...

Test Demo

Status

Active

W

Set Active

New...

Delete Rename...

oK Cancel

Figure 16.4: " Ti25|RFHMENTIZ"
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Step 3 7£ Test_Demo XK AR Resource Configurations -> Exclude from Build 1, ¥§ Test_Demo BJi&
BT ES, SEMFAEMBEIT S, BEESHIRNERIRESIE Test_Demo 14, WA TFEFIR:

1 Exclude object(s) from build in the following configurations

825x_master slave 2
825x_bqgb lowertester

i 825x_internal_test

827x_ble sample

827x feature test

827x_internal_test

827x ble remote

827x_hci

827x_module

D Test_Demo

Select All Deselect All

@

b s e o o i oo

Figure 16.5: "Exclude Test_Demo from build”

-
-

Exclude object(s) from build in the following configurations |

B25x_master slave A
825x_bgb _lowertester

825x _internal_test

D 827x_ble_sample

B27x feature test

827x_internal_test

827x_ble_remote

827x_hci
827x_module

Test Demo

Select All Deselect All

Figure 16.6: “Exclude source project from build”

Step 4 3§ Test_Demo BMEHHY Setting-TC32 Compiler-symbols {EEAFBIIRE, BREES Apply, 30T
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BIFfrTRo

& Properties for ble_b8>m_single_connection_src L X
type filter text Settings MO
Resource
Builders . : °
C/C++ Build Configuration: Test Demo [Active ] ~ | Manage Configurations...

Build Variables

Discovery Optior
P ® Tool Settings # Build Steps

Environment Build Artifact Binary Parsers @ Error Parsers

Logging 2 Additional Tools in Toolchain Define Syms (-D) & & = ¥
Settings & TC32 CC/Assembler PRO)J TEST DEMO
Tool Chain Editor (% General CHIP_TYPE=CHIP TYPE_825x

C/C++ General (% paths - - -

Project References (& Debugging

® TC32 Compiler
# Directories
# Symbols
# Warnings
2 Debugging
(# Optimization
(# Language Standard
# Miscellaneous
& TC32 C Linker

# General
- . Indafina Cume 1N &

Figure 16.7: “MECAYmIFEINS"

Run/Debug Setting:
Task Repository
Telink Tools
WikiText

Step 5 7f vender/common/user_config.h 1, EINFHFREHNAIREE S, MNEFR:

(= 825x_ble_sample *
(& 825x_master_kma_dongle
(= 827x_ble_remote
(= 827x_ble_sample
(= 827x_feature_test

#pragma once

$if (_ PROJECT 8255 BLE_REMOTE )

#include "../bB5m ble remote/a config.h"
(= 827x_master_kma_dongle - EE g

$elif ( PROJECT 8258 BLE REMOTE Il PROJECT 8278 BLE REMOTE )

= algorithm $include ". .TbBSm:ble:remote/_app_cﬁfig.h" - - —
= application #elif (_ PROJECT_B256_BLE_SAMFLE__ || _ PROJECT B278_BLE_SAMPLE )
= boot #include "../b85m ble sample/app config.h"
(= common #elif ( PROJECT 8258 MODULE ||  PROJECT 8278 MODULE )
& drivers #include "../b85m module/app config.h"

- $elif ( PROJECT 8258 HCI Il PROJECT 8278 HCI )
& proj_lib #include "..7b85m7hci/7app cafiq.h." N -
& stack #elif (  PROJECT B258 FEATURE TEST || _ PROJECT 8278 FEATURE TEST )
(& Test_Demo #include "../bB85m_feature test/app config.h"

- (= vendor #elif (_ PROJECT G258 MASTER KME DONGLE__ || _ PROJECT 8278_MASTER KMA DONGLE__ )

~ [= common
[¢ blt_common.c
5 blt_common.h
[@ blt_fw_sign.c
[5 blt_fw_sign.h
9 blt_led.c
B blt_led.h
[@ blt_soft_timer.c
[8 blt_soft_timer.h
[ default_config.h
[¢ flash_fw_check.c
15 flash_fw_check.h
[ user_config.h

#include "../bB5m master_kma dongle/app config.h"
#elif ( PROJECT 8258 MASTER SLAVE )

#include "../b85m master slave/app config.h"
#elif ( PROJECT 8258 BQB LOWER TESTER )

#include "../b85m bgb lowertester/app config.h"

#elif (_ PROJECT 8258 INTERNAL TEST || _ PROJECT 8278 INTERNAL TEST )
#include "../bBSm internal test/app config.h"

$elif (_ PROJECT 8258 DRIVER TEST || _ PROJECT 8278 DRIVER TEST |}
Hinclude /hoSm driyer tect Jone copfio hn

$elif (_ PROJECT TEST DEMO ) -
#include "../Test Demo/app config.h"

Yeree
#include "../common/default config.h"

#endif

Figure 16.8: “IEINFTIS I AYIZE"

Elt, MMBEERIF T, AILUEEMIIE, #1T clean M build AT,
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17 MR
171 IR 1: crc16 3%

unsigned short crc16 (unsigned char *pD, int len)
{

static unsigned short poly[2]={0, 0xa001};
unsigned short crc = Oxffff;

unsigned char ds;

int 1,33

for(j=len; j>0; j--)
{
unsigned char ds = *pD++;
for(i=0; i<8; i++)
{
crc = (crc >> 1) » poly[(crc A ds ) & 1];
ds = ds >> 1;

return crc;

}
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