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Telink Zigbee Overview
Lecturer: Bin YANG ( bin.yang@telink-semi.com )
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1. Introduction of chip
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Telink Zigbee chip series

> TLSR8 » TLSR9

w 8258 - Multimode ULP: Zigbee 3.0 + Bluetooth 5.0 w 9518 - Multimode ULP, RISC-V |oT: Zigbee 3.0 +

_ _ Bluetooth 5.2
o 64K SRAM(32K with retention); 512K/1M FLASH

a 32-bit RISC-V MCU
a TX: up to 10dBm; RX: -99.5dBm@802.15.4 250kbps

a 256K SRAM(64K with retention)
a RX: 5.3mA; TX: 4.8mA@0dBm
a 1M/2M Flash
w 8278 - Multimode ULP: Zigbee 3.0 + Bluetooth 5.1

TX: up to 10dBm; RX: -99.5dBm@802.15.4 250kbps
a 64K SRAM(32K with retention); 1M FLASH

0 Max. 96M operating frequency
o TX: up to 10dBm; RX: -99.5dBm@802.15.4 250kbps
a DSP instruction set, floating-point unit

a HW accelerator for ECC
a 1.8-5.5V

o RX: 4.6mA(DCDC), 9.1mA(LDO
( ) ( ) g RX: 5.2mA(DCDC); TX: 5.3mA(DCDC)@0dBm

TX: 4.9mA(DCDC), 9.5mA(LDO) @0dBm
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Telink Zigbee distance vs RSSI

> Relationship between distance and RSSI
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2. Development environment
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Hardware

» Development boards
" EVK Board w USB Dongle

TLSR8258DK48
C1T139A30_V1.2
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8258 Development Board B91 Development Board 8258 Dongle B91 Dongle
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Hardware
» Burning EVK

" Connect to PC via USB, the connection is
successful after the LED if off.

a Driver-free

" Connect to DUT using DuPont wires TEIlnk
a 3v3 -> 3V3(DUT)

a SWM -> SWS(DUT) RST SW1 SW2

a GND -> GND(DUT)
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Software

> Download link: wiki.telink-semi.cn

" |ntegrated Development Environment (IDE)

a IDE for TLSR8 Chips E% Telink
a IDE for TLSR9 Chips

w Software Development Kit (SDK)

Chip Series
IDE and Tools
a V3.6.x

Manufacturing and Testing

Solution

w Burning and Debugging Tool (BDT) Modules

a Burning and Debugqging Tool

This information page contains technical information on Telink 10T SoC products, including development tools, datasheets,
application notes, user guides, and application examples. This Wiki is currently only maintained and updated by Telink
Semincondutor employees but open to all community members for reading and downloading. It serves as a base for easy
information access for Telink products.

For detailed technical discussions, please make use of the companion Telink Technical Forum where questions can be raised
on all technical aspects and getting answers from either fellow developers or Telink employees.

For generic information on Telink Semiconductor, please visit Telink Homepage.

Bluetooth®Classic

Please contact Telink Sales Team

Bluetooth® Mesh

TLSRQ Series
TLSRE25x Series
TLSRE27x Series

Bluetooth® LE

TLSRS 5eries
TLSRS25x Series
TLSRE27x Series
TLSRE232

Thread

TLSR9 Series

HomeKit

TLSR9 Series

Zigbee

TLSRS Series
TLSR&278
TLSR8258/8656

Telink Proprietary

9


http://wiki.telink-semi.cn/

f

e :
i Telink

Telink Zigbee SDK

» Project import

» Directory structure

Open IDE

On menu, File->Import->Existing Projects into Workspace
select tl_zigbee_sdk/build

a Select tlsr_tc32 for TLSR8

. T\D Praject Explorer i3
a Select tlsr_riscv for TLSR9

4 5 tl_zigbee_sdk
[» f;" Binaries
bl Includes

/apps: application directory b Cm apps
. I oy platform
/platform: platform directory > Ga Proj
) _ ) b = sampleGW_9518
/proj: project directory b (> sampleLight 9518
b = sampleSwitch_9518
/zigbee: protocol stack directory b G zbha
I [ zighee
/zbhci: hci command processing directory 2 bootlink

Import | =l D
Import Projects @
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: -
) Select archive file: Browse...
Projects: .
RSz =X

Selloe? Fosk Mrostay of e projasts to Ampest
4 . tl_zigbee_sdk v3.6.4 0
b L apps
4 | build
Options (n
[[]search fd|
[C] Copy prd) 1 platform o=
[CIHide prafi| |« | m | b

[ e ||
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Telink Zigbee SDK

» Project compilation R -8 ldh- %% -0 -0~ F-iE L Project Explorer 3 = B
r_ 1 bootloader 9518 (boot loader for 9518) | H G;b =
¥ sam pleGW—XX 2 sampleContactSensor_9318 (EndDevice-9318) | a5 tI;ZiQIbEEI—Sdk =
_ il ¥ 3sampleGW_9518 (Coordinator-9518) b 3%, Binaries
w sampleLight_xx | 4 samplelLight 9518 (Router-9518) > el Includes )
. 5 sampleSwitch_9518 (EndDevice-9518) > b apps r
" sampleSwitch_xx - b Cp platform
b [ Proj A
u sampleContactSensor_xx 4 (= sampleGW_9518
[ (= apps
» Compilation output file 4 (= output
objdump.txt
® Burning file (xx.bin) readelfitxt
sampleGW_9318.bin
® Mapping file (xx.Ist / objdump.txt) symbol.txt -

Telink Proprietary 11



Tl Telink

Telink Zigbee SDK

» Firmware burning
® Single wire connection

w Burn the firmware using BDT tool

a 3. Select chip type
a b. Select firmware
a c. Erase FLASH

a d. Download firmware

-
&t BDT connect to : No availble Device

mﬁlg

Device File View Tool Help

4

il a258 EVE - B Setting (’ Erase § Download < Activate ‘ I® Run Nl Pause M sStep ‘Q, PC ¢ Singlestep ~ ¢ Reset e manual mode - & Clear
i Download | SE{&Z Tdebug ‘ = Log windows ‘
-
a C d

2

l |
L usb device: not found File Path:

.. src\zigbee_sdk_refactor\build\tlsr_riscvisampleContactSensor_9518\output\sampleContactSensor_9518.bin

Version : 5.4.3
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3. SDK development
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Basic concepts — Device types

» Coordinator
w Create central network
w Trust Center
u Network Manager

® Routing function
» Router

u Create Distribute network

® Routing function
» End Device

" | ower power consumption

Telink Proprietary
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Basic concepts — Network types
» Network topology

" Mesh network

" End devices send and receive data through the parent node
» Network type

Coordinator/Router
u Centralized network

Router
o Network created by the coordinator

End Device

u Distributed network

o Network created by routing node

a Network created by TouchLink method

Telink Proprietary 15



Basic concepts — Protocol specifications

" PAN ID: Personal Area Network ID, a Zigbee network has only one PAN ID.

" Channel: The operating channel N of Zigbee is 11~26, and the relationship
between operating frequency and channel is: 2405+(N-11)*5 MHz.

" Node: A physical device with a globally unique IEEE address and a unique
short address in that PAN ID network after accessing to the network.

" Endpoint: Application port, 3 Node can contain more than one Endpoint.
0 : ZDO port.
1~240 : APP port.

240~254: port used by protocol, not for APP. For example, 242 is used for
Green Power.

255 : Broadcast port.

® Cluster: A specific application is composed of several different clusters, thus
accomplishing different behaviors. ZCL defines a set of behavioral
specifications that clusters need to follow.

w Attribute: ZCL defines not only the value of the attribute, but also the
permission to operate on the attribute value.

#1: ApP A

#2: App B

#254: App Z

. Node2
. Node3
. Node4

Telink Proprietary
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Basic concepts — Protocol framework

> Protocol framework

Application Framework
u AF
Application Application Application £ ZigBee Device Object
u APS Object 254 Object 242 i Object 1 g (zDo)
w ZDO
Endpoint 254 int 242 . y
o~ et ) e
L N W K Inter-PAN APS | Application Support Sublayer (APS) - %
layer T
: e P [ S i3 | 2
u MAC Security £
Service H &
Provider BAOE NLME-SAP e
u PHY T . Network (NWK) Layer 5 g
Secy (=]
- M-naoennzm m ™, Ro‘,mg M Ne:mk t % b
MLDE-SAP MLME-SAP
\ ) Medium Access Control (MAC) Layer
PD-SAP PLME-SAP
\ Physical (PHY) Layer
| 24GHzRadio | |868/915MHz BPSK Radio | | 868/815MHz FSK EU Rado |
|EEE 802.15.4 ZigBee Alliance End manufacturer Layer Layer
defined defined defined function interface
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Directory structure
» Application directory

w /3pps Lt apps

[-m commaon
a /common: common function directory (@ sampleSwitch
‘g bootloader
'm sampleContactSensor
Ly sampleGW

sampleLight
pleLg

€4 main.c: main function
€ comm_cfqg.h: version definition and operation mode configuration
a /sampleGW: Gateway application sample
a /sampleLight: Light application sample
a /sampleSwitch: Switch application sample
a /sampleContactSensor: Door magnet application sample

o /bootLoader: bootloader
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Directory structure

> Platform driver directory &=l > Project directory ‘l%:?ilmm
* Jplatiorm e . foro =
a /boot: boot file i %E{:ﬁﬁ:f“w"h o /common: common function file, > [ #commonh
a /chip_xxxx: chip driver file such as strings, claims, and etc.
a /services: interrupt service function file a /drivers: abstract layer driver file
a platform.h: header file a /os: task management file
o firmware_encrypt.h: encryption solution o tl_common.h: header file

based on FLASH UID

Telink Proprietary 19
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Directory structure

» Zigbee protocol stack directory

w /zigbee

a

/af: application framework layer file
/aps: application support sub-layer file
/bdb: Basic Device Behavior file
/common: protocol configuration file
/gp: Green Power file

/mac: Media Access Control layer file
/nwk: network layer file

/ota: Over The Air upgrade file

/ss: Security Service file

o /zbapi: Zigbee common interface file

a /zcl: ZCL layer file

o /zdo: device object layer file

4 g zighee

b 2= af

[ = aps
b = bdb
[ [= common
b= gp

[ (= mac
b= mwk
[ = ota

[ [= 55
= zbapi
b (= zcl

P = zdo

Telink Proprietary
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Development guide — Boot mode

» Operation mode selection
w Supports two operation modes
a Multi-address boot mode (0x0, Ox40000)

€ Advantages: fast boot; no need to transfer image

again after OTA 0x40000
€ Disadvantages: image can only be located at
address Ox0O or Ox40000, which will cause
discontinuity in flash space allocation 0x8000
bootLoader
a BootLoader boot mode 0x0000 0x0000
Multi-address BootLoader
€ Advantages: image location can be defined at will boot mode boot mode

which is highly flexible
€ Disadvantages: consumes bootloader code space;
slow boot, needs to transfer image after successful
OTA

® Modification method (comm_cfq.h)

a #define BOOT_LOADER_MODE 0//1
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Development guide — Hardware selection
» Chip type selection

® Modification method (version_cfg.h)

a #define CHIP_TYPE TLSR_9518
» Target board selection
® Modification method (app_cfqg.h)

a #define BOARD BOARD_9518_DONGLE// BOARD_9518_EVK
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Development guide — Flash allocation

» Multi-address boot mode Flash allocation

0x80000

0x7A000

0x78000

0x77000

0x76000

0x40000

0x34000

0x00000

NV_2

U_Cfg_Info

F_Cfg_Info

MAC_Addr

OTA_Image

NV_1

Firmware

512k Flash

0x100000

OxFFO00

OxFEOOO

OxFC000

0x96000

0x80000

0x40000

0x00000

MAC_Addr

F_Cfg_Info

U_Cfg_Info

Reserved

NV

OTA_Image

Firmware

1M Flash

Telink Proprietary
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Development guide — Flash allocation

> bootLoader boot mode Flash allocation

0x80000

0x7A000

0x78000

0x77000

0x76000

0x6A000

0x39000

0x08000

0x00000

NV_2

U_Cfg_Info

F_Cfg_Info

MAC_Addr

NV_1

OTA_Image

Firmware

BootLoader

512k Flash

0x100000

OxFFO00

OxFEOOO

0xFC000

0xE6000

0x77000

0x08000

0x00000

MAC_Addr

F_Cfg_Info

U_Cfg Info

NV

OTA_Image

Firmware

BootLoader

1M Flash

Telink Proprietary

24



e ,
T
vt Telink

Development guide — Flash allocation
> Flash allocation description

" MAC_Addr: The MAC address is stored in the starting 8 bytes of this ares, it is pre-written when the chip is
out of factory, please erase it with careful consideration.

The system will check the MAC address information after boot, and if it is found to be OxFF for 8 bytes, a
MAC address will be generated randomly to backfill this area.

w F_Cfg_Info: Factory configuration parameter information.

The chip will be pre-written with some calibration parameter information at the factory, such as frequency
bias calibration, ADC calibration, etc. Please erase it with careful consideration.

w U_Cfg_Info: Information about user configuration parameters. For example, install code and factory reset flags
are stored in this area.

" NV(NV_1,NV_2): Network information storage area from which the network parameters are read and restored
after reboot.

" Firmware and OTA_Image: firmware storage area.

w BootLoader: it is used to store the bootloader code when using bootloader boot mode.
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Development guide — Printout

> Print and debug

We use GPIO to simulate the TX function of serial port and use printf() function to realize printout. Users
can change to the appropriate I/O port at will, without taking up hardware serial port resources.

" Print enable (app_cfg.h)
o #define UART_PRINTF_MODE 1
" Print port configuration (board_xx.h)

o #define DEBUG_INFO_TX_PIN  GPIO_PC4

o #define BAUDRATE 1000000//1M
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Development guide — Version management

» APP version management

There is a version_cfg.h file in each demo directory to manage the app version, which can effectively
prevent the risk of being bricked when upgrading due to unmatched firmware and chip during OTA.

samplelight_8258.bin

268010130 0110 5d02 4bde 4c54 2001 8800

" Manufacturer code
ce80 4111 0102 ¢ 22.£1h 07200 0000 0000

a #define MANUFACTURER_CODE_TELINK  0x1141 0c64 71a2 090b 1a40 cOA6 COO6 COO6 COO6
c00s cO06 cPP6 cPA6 COA6 A6 A6 COA6
c0P6 c0OB6 cOB6 CcOB6 Oc6c 7007 6F00 8000

" Firmware type 5108 5209 520a 9102 02ca 0850 @4bl fa87
3108 co6b 3208 8506 3008 cO6b 3108 8506
@ #define IMAGE_TYPE  ((CHIP_TYPE << 8) | IMAGE_TyYPE_swiTcH) [ e R

0150 09fe 0141 4141 3a08 ©0al 4140 abal
i i 0140 00a2 06a3 01b2 9a02 fccd 0lal 41490

|
Flle version 208 3009 02ec Qad0 40a2 8ad0 8ad8 d2f7

o #define FILE_VERSION  ((APP_RELEASE << 24) | (APP_BUILD << 16) | (STACK_RELEASE << 8) | STACK_BUILD)
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Development guide — Storage management

» Dynamic memory management

" Memory request
a ev_buf_allocatel()
" Memory release

a ev_buf freel()

" The memory pool management implemented using number arrays supports memory requests up to 142 bytes
in length by default.

Users can modify the relevant configuration of the memory pool (ev_buffer.h) by themselves.
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Development guide — Storage management

» NV management

u NV_MODULE
a Each module occupies 2 or (2*n ) sectors (1 sector = 4k flash)
o It uses append-write method until one sector is full, moves the valid information to another sector, and then erases the
contents of the previous sector.
. NV_lTEM fﬁ########:l(#########ﬁ#:l(:l(:l(:l(sl(#####ﬁ#:l(:l(:l(:l(sl(#######:l(:l(:l(:l(:l(#######:l(:l(:l(#:l(####ﬁ######:l(#####################ﬁ##########
* Store zighee information in flash.
a Each item is a data storage unit ) Heaie o | S e : e |
* NV _MODULE ZB INFO | 0x34000 - 0x36000 | 0x80000 - 0xB2000 |
a A module can consist of many entries # NV _MODULE ADDRESS TABLE | 0x36000 - 0x38000 | 0x82000 - 0x84000 |
* NV_MODULE AFPS | 0x38000 - O0x3a000 | 0x84000 - Ox8&000 |
* NV MODULE ZCL | 0x3a000 - 0x3cO00 | 0x86000 - O0x8BB000 |
" Format * NV _MODULE NWE FREME COUNT | 0x3c000 - 0x3e000 | O=x88000 - 0x82000 |
* NV _MODULE OTA | 0x3e000 - O0x40000 | 0x8a000 - O0xBcOOO |
: : : : * NV MOCDULE APP | 0x7a000 - O0x7c000 | 0x8c000 - O0x8e000 |
a — L
SeCtor |nf0 * Item |ndeX * Item Content * NV MODULE KEYPATR | O0x7c000 — OxB0000 | 0x8e000 - 0xS96000 |
- | *16K — can store 127 nodes | *32EK — can store 302 nodes |
w APl interface * NV_MAX MODULS

A*:
o,

a nv_flashWriteNew()

a nv_flashReadNew()
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Development guide — Task management
> Single task
w APl interface
o Register task: TL_SCHEDULE_TASK(tl_zb_callback_t func, void *arg)
w Notes on use

o Execute only once, no priority

o Avoid overflowing task queues due to pressing too many tasks at once

» Standing task

w APl interface
o Regqister task: ev_on_poll(ev_poll_e e, ev_poll_callback_t cb)
o Enable task: ev_enable_poll(ev_poll_e e, ev_poll_callback_t cb)
a Suspend task: ev_disable_poll(ev_poll_e e, ev_poll_callback_t cb)

w After starts, it keeps executing in the main loop.

Telink Proprietary
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Development guide — Task management

> Software timed task

u APl interface
a Register task: TL_ZB_TIMER_SCHEDULE(ev_timer_callback_t func, void *arg, u32 t_ms)

o Cancel task: TL_ZB_TIMER_CANCEL(ev_timer_event_t **evt)

® Notes on use
a Avoid using TL_ZB_TIMER_CANCEL() in the interrupt function

a |n the callback function
€ Do not use TL_ZB_TIMER_CANCEL() to cancel its own task

€ The return value is less than O means the task will be executed only once and will be logged out automatically
after execution.

€ The return value is equal to O means that after the task is executed, the timed task is still started using the
time parameter reqistered.

€ The return value greater than O means that the task is executed and the return value is used as a new time
parameter to start the timed task.
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Development guide — Initialization process

> user_init(): Application layer initialization process
u StaCk_init() | Begin

a zb_init(): protocol stack initialization

a zb_zdoCbRegister(): reqgister protocol stack callback function

user_app_init()

w yser_app_init()

r

o af _endpointRegqister(): register port descriptor information and message handling callback

ev_on_poll()
a zcl_init(): Initialize ZCL basic command !

a zcl_register(): register the cluster processing functions required by the application layer bdb_init)
w ev_on_poll(): register user polling event E"d
n

w bdb_init(): initialize and start the BDB process
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Development guide — Initialization process

> void zb_zdoCbReqister(zdo_applndCb_t *cb):
Reqister protocol stack callback functions

const zdo appIndCbhb t appCbLst = {

®w Callback functions bdb zdoStartDevCnf,
NOLL,
d zdpStarH)eanbe sampleGN devhinnHandler,
sampleGW leavelndHandler,
a zdpResetCnfCb

sampleGW leaveCnfHandler,

sampleGW nwkUpdatelIndicateHandler,
HULL,

NULL,

sampleGWN tcJoinlndHandler,

zdpDevAnnouncelndCb
zdpLeavelndCb
zdpLeaveCnfCb
zdpNwkUpdatelndCb
zdpPermitJoinindCb
zdoNImeSyncCnfCb

zdoTcJoinIindCb

Telink Proprietary
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Development guide — Initialization process

> af_endpointReqister(): reqgister port descriptor information and message handling callback

u8 ep, application port

af _simple_descriptor_t *simple_desc, port descriptor information

af_endpoint_cb_t rx_cb, the callback function for receiving messages, usually registered as zcl_rx_handler()

af dataCnf_cb_t cnf_cb, the confirmation callback function for sending messages

typederf
ule
ule

uf
uf
uf
uf
uf

ule
ule

stroct{
app profile id;
app dev id;

endpoint;

app dev wver:4;
reserved:d;

app in cluster count;

app cut cluster count;

#*app in cluster 1=t;
#app out cluster 1st;

taf simple descriptor t;

S /OPP profile ID specifies the profile which supported on this EP.
S/OPP DEV ID specifies the device description supported on this EP.

//end-point num of the simple descriptor 1 ~ 240

S/OPP DEV wersion specifies the wversion of the device description supported
S fReserved

S/ The number of input clusters supported on this EP

ffThe number of output clusters supported on this EP

S Input cluster list address
S fOutput cluster list address

Telink Proprietary
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Development guide — Initialization process

> zcl_

reqgister(): register the cluster processing functions required by the application layer

® y8 endpoint, application port

w U8 clusterNum, the number of supported cluster

w zcl_specClusterinfo_t *info, reqistry of clusters and attributes

a

typedef s=truct {

u16 clusterld, cluster ID ulé clusterld:
uleé mannCode

u16 manuCode, manufacturer code ulé attrium;
con=t zclAttrInfn_t *attrThl:

u16 attrNum, the number of attributes supported by the cluster cluster registerfunc t clusterRegisterfunc;
cluster forApplh T clusterApplCh;

const zclAttrinfo *attrTbl, attribute table } zcl specClusterInfo t;

cluster_registerFunc_t func, pointer of cluster registration function

cluster_forAppCb_t appCb, callback function of cluster message
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Development guide — Initialization process

> zcl_specClusterinfo_t *info, reqistry of clusters and attributes

¥ @brief Definition for =simple GW ZCL specific cluster
zcl specClusterInfo € g sampleGwClusterlList[] =
{

{ZCL_CLUSTER GEN_BASIC, ZCL _BASIC ATTR NUM, basic attrTbl, zcl basic register, sampleGW _basicCb},
{ZCL_CLUSTER GEN_IDENTIFY, ZCL TIDEWNTIFY ATTR NUM, identify attrTbl, zcl identify register, sampleGW_identifyCb},
{ICL CLUSTER GEN GROUPS, 0, NULL, zcl group register, sampleGW groupChbl,
{ZCL CLUSTER GEN SCENES, 0, NULL, zcl scene register, sampleGW =sceneChb},
#ifdef ZCL DOOR LOCK
{ZCL CLUSTER CLOSURES DOOR LOCE, o, NULL, zcl doorLock register, &sampleGW doorLockChl,
fendif
#ifdef ZCL TEMPERATURE MEASUREMENT
{ZCL_CLUSTER M5 TEMPERATURE MEASUREMENT, 0, NULL, Zcl temperature measurement register, NULL},
fendif
#ifdef ZICL IAS ZONE
{ZCL CLUSTEER 55 IAS ZONE, 0, NULL, zcl iasione register, LzampleGW iasioneCbl,
#endif
#ifdef ZCL POLL CTRL
{ZCL_CLUSTER GEN POLL CONTROL, o, NULL, zcl pollCtrl register, &zampleGW pollCtrlChi,
fendif

L

Telink Proprietary



Tl Telink

Development guide — BDB process
> BDB process

w bdb_init():
a If yes, first restore the network, then call back to bdblnitCb()

a |f not, call back to bdblnitCb(), users determine the next action

w bdblnitCb(): users obtain the results of bdb initialization by

this function and determine the next actions, such as creating

initialization checks whether joined a network

3 network or joining a network.

a bdb_networkFormationStart(): create a network

a bdb_networkSteerStart(): search and join a network

# bdbCommissioningCb(): users obtain the results of

Commissioning by this function.

f Begin F

r

bdb_init{)

nodelsOn&
MNetwork?

N e
F

Recover NWK

X

bdbinitCh()

Joined
Metwork?

Formation/
Steer a NWK

N

bdbCommissio-
ningCh()

Telink Proprietary
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Development guide — Network security

» Network security

w Default TCLK: The Global Trust Center Link Key defined by the Alliance
a {536967426565416c6c69616e63653039}

u |nstall Code: The Unique Trust Center Link Key derived by MMO-Hash algorithm

o zb_pre_install_code_load(), the node reads the install code from Flash

a zb_pre_install_code_store(), the gateway invokes this interface to write the MAC address and install code of the
node to the gateway

w Pre-configured NWK Key: pre-configured network key
a zb_preConfigNwkKey()
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Development guide — Network access process

w Flowchart of network access

sampleSwitch
(EndDev)

sampleGW sampleLight
(Coordinator) (Router)
Join Req (Assoc Req)
Join Rsp (Assoc Rsp) -
APS Transport Key (NWK Key) ~
Device Announce (Broadcast)
Node Descriptor Req
Node Descriptor Rsp -
Request Key
.‘ -----------------------------------------------
____________ APS Transport Key (TCLinkKey)
Verify Key
‘ ...............................................
Confirm Key
_______________________________________________ b.

Join Req (Assoc Req)

sampleGW sampleLight
(Coordinator) (Router)

Join Rsp (Assoc Rsp)

APS Update Device

F 3

APS Tunnel Command

APS Transport Key (NWK Key)

\ 4

Device Announce (Broadcast) Device Announce (Broadcast)

F 3
F

Node Descriptor Req

r 9

Node Descriptor Req

Node Descriptor Rsp

Node Descriptor Rsp

¥

Request Key

Verify Key

Confirm Key

T T PR - ---

APS Transport Key (TC Link Key) APS Transport Key (TC Link Key)
_______________________________ ’_ -—----

T ittt - - -

Request Key

Verify Key

Confirm Key
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Development guide — Data sending and receiving

» Data sending » Data receiving

® Use ZCL command interface w Use af_endpointRegister() to register the

a read/write/report and other basic commands message receiving and handling function

a cluster command a zcl_rx_handler(void *pData)

w Use AF Data sending interface typedef struct apsdeDataInd s{

a af _dataSend() aps data ind t indInfo;
ulé asdulen;
€ u8 srcEp, source port w8  asdul]:

# epinfo_t *pDstEpinfo, target port tapsdeDatalnd t

information

€ U116 clusterld, cluster ID

€ u16 payloadLen, data length
€ u8 "payload, message address

€ u8 "a3psCnt, the aps counter of the current
message
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Development guide — Low power management

» Lower power management

w Hibernation interface " Wake-up method
a drv_pm_lowPowerEnter() a Timer wake-up
w Two-level hibernation € Use with software timed tasks

a suspend/deep with retention mode (with

o Button wake-up
timed tasks)

& drv_pm_wakeupPinConfig()
a deep mode (without timed tasks)
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Development guide — Low power management
» 8258 dongle, deep sleep with 32k ram retention

poll rate(s) 1 3 5 10

sampling time(s) 6 6 15 20

wakeup time(ms) 6.9 6.6 6.6 7
48.45 17.22 12.04 7.64

avg current(uA)

020y 00

0:00:13.400 0:00: 13
200 =4d -0:00:04. 53939 20 msid

Oelta hdin. mz Delta hodin. Anrg. I'-.ﬂa.
FA083uda 3102504 00058%ufd  -27473ud 1722108 22.0323mMA 2822808  -23388uA  51617uA -27473uA B4A8d1imA 21.E335méA
15.382= 21.384= E.002= 19.287= E.00Z2= 1E.283= 13.366= 13.372= B.EBms 13.372= EEms 13.369=
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Development guide — Low power management
» B91 dongle, deep sleep with 64k ram retention

poll rate(s) 1 3 10
sampling time(s) 12 20
4.2 4.5 4.5

wakeup time(ms)
avg current(uA) 64.8

% & |

25.1 10.1

ers & Measurements () Ranges. AUTOSCALE ¢y | &
Marker 2

Measurements Between Markers
14.435854 s

A =12.01173s Freq = 83 mHz
Max

Marker 1
2.424123 s

Peak to Peak Charge / Energy

49.1949

28.692310 28.694141 28.695972
(@]

= £

Measurements Between Markers

A=4.497 ms Freq = 222.37 Hz
Max RMS Peak to Peak
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Development guide — Network parameter configuration

> Network parameter configuration
u APS_BINDING_TABLE_NUM, the number of binding tables
u APS_GROUP_TABLE_NUM, the number of grouped tables
" TL_ZB_NWK_ADDR_MAP_NUM, the number of address mapping tables
" TL_ZB_NEIGHBOR_TABLE_NUM, the number of neighbor tables
" ROUTING_TABLE_NUM, the number of routing tables
" NWK_ROUTE_RECORD_TABLE_NUM, the number of routing record tables
s NWK_BRC_TRANSTBL_NUM, the number of broadcast tables
" NWK_ENDDEV_TIMEOUT_DEFAULT, end device keep-alive timeout time
w ZB_MAC_RX_ON_WHEN_IDLE, the state of the RF receiver when the end device is idle
" ZB_NWK_LINK_STATUS_PEROID_DEFAULT, the cycle time of the link status command
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Development guide — OTA
» OTA upgrade

® OTA initialization OTA Server OTA Client
a OTA device type: Server/Client | ___] imageNotify ___
a ota_init() < queryNextlmageReq
queryNextlmageRsp
w Client starts OTA timing queries (NO_IMAGE_AVAILABLE)
a ota_queryStart(u16 seconds) queryNextimageReq

queryNextlmageRsp

w Server initiates OTA notifications (SUCCESS)
a zcl_ota_imageNotifyCmdSend() imageBlockReq
w OTA condition check imageBlockRsp

a Manufacturer Code deEndR
upgradeEndReq

a [mage Type upgradeEndRsp

\ 4

a File Version
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Development guide — OTA

u OTA Image
a Contains OTA Header, a ZCL OTA compliant zigbee file for over-the-air upgrades to remote devices

o Extension: AES-128 encryption

® Generating method

a Copy “sampleLight_9518.bin" to the “zigbee_ota_tool_v2.2.exe” folder
a Code conversion
€ Double-click “zigbee_ota_tool_v2.2.exe” and follow the instructions
@ Or use the command line “./zigbee_ota_tool_v2.2.exe [arg1] [arg2]”
[arg1]: file name, e.q. “sampleLight_9518.bin”

[arg2]: no parameter means no encryption; input this parameter means use this parameter to encrypt, input
format like "00112233445566778899AABBCCDDEEFF”

w Qutput file

a 1141-0201-10013001-sampleLight_9518.zigbee
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4. Debugging method
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Debugging method

> Use printf() function to print

w printf(“test: %d, %x\r\n”, val_1, val_2)

> Use BDT tool to view the data in RAM
directly

« Click “Tdebug”

w Make sure the current file is the same as the
firmware the chip is running

w |n the left side of display area, right-click -
> "Refresh”

" The BDT tool will automatically parse all
global variables according to the mapping file
(xx.Ist / objdump.txt) and display the variable
names and values in the display bar.

u |t should be noted that when the device is in
hibernation, the data in RAM is not available to
access.

& BDT connect to Lusb#vid_248a8pid_8266%5&6e41ecaB0& 2#(28d78fad-5a12-11d1-2e5b-0000f803 82} ol
Device File View Tool Help
£ go1 » W EK - | @ Setting 0 Erzse  § Downlbad + Activate | I» Run Il Pause W Step Q pc #F single step | ¢ Reset @ manual mode * | b Clear
bo 10 b 10 = SWs 602 06 st 602 B8 P Start
1 Download | s;’a Tdebug ‘ = Log windows
=
[
Refresh F3
Sart by address
Sart by name

g_zbDemoBdbCh 02334
g_zcl_basicAttrs 02344
gpEpCbs 0237c
myUartDriver 02388
sampleGW _otalnfo 02394
zclGpAttr_gplinkKey 023a0
g_zllTouchLink 023b0
ndt.lto_priv.185 023fc
pmed 0240c
dGpStubHandle 02435
flash_cnt 02436

Len
18
23
16
54
12

12
16
73
13
41

Value

00000000
00000000
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H. Demo test
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Demo test

» Preliminary preparation
Here is an example of TLSR9518.

If you use other chip model, you can modify CHIP_TYPE and BOARD definition and compile to generate the
corresponding firmware.

® Development boards

a USB Dongle, as Gateway (Coordinator)
a EVK Board 1, as Light (Router)
a EVK Board 2, as Switch (End Device)

" Firmware

o sampleGW_9518_dongle.bin
o sampleLight_9518_evk.bin

a sampleSwitch_9518_evk.bin
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Demo test

» Burning connection
w USB Dongle
a J56

& 3V3
& SWS

¢ GND

® EVK Board
a J57

€ VBAT (jumper cap: remove during
burning, insert back after burning)

a J56
& SWS

¢ GND
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Demo test

> Create network

w Power up Gateway node (USB Dongle), the red LED is steady on.

a If it is @ new device, a network will be created and permit join on (180s) will be turned on to allow the device to join the
network and the green LED will be on.

a |f it is a device that has already established a network, the network will be restored and the state of permit join can be
turned on or off by pressing key SW7 (green LED on means status is on, green LED off means status is off).

> Join network (under the condition that Gateway’s permit join is on, as Gateway’s green LED is on)
w Power up Light node (EVK Board 1), the red LED is on.

a |f it is 3 new device, the network join will be started automatically and the green LED is on after successful join.
o If it is @ device that has been in the network, the network will be restored.

w Power up Switch (EVK Board 2)

a If it is 3 new device, the network join will be started automatically and the green LED will blink after successful join.

a |f it is @ device that has been in the network, the network will be restored.
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o
Demo test
» Button control function
u Gateway w Switch
a SW2: turn on or off the broadcast toggle commend o SW2: short press, broadcast toggle command.

with the period of 1 seconds. (If Light node has
joined network successfully, its red LED will be on
and off accordingly)

(If Light node has joined network successfully,
its red LED will be on and off accordingly)
Long press for 5 seconds to leave network,

a SW7: turn on or off permitting device to join network. the red LED flashes three times after

(permit join, green LED on means this switch is on, successfully off-network.

green LED off means this switch is off)
a SW3: broadcast move to level command.

w Light (If Light node has joined network successfully,
a SW2: short press to switch the status of light (red its red LED brightness will change accordingly)
LED); long press for 5 seconds to leave network, the

red LED flashes three times after successfully off-
network.

a SW3: turn on or off permitting device to join network.
(permit join, green LED on means this switch is on,
green LED off means this switch is off)
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Application extensions

» Dual-mode applications
w Zigbee + BLE (concurrent mode)

a Time Division Multiplexing (TDM) RF module for real-time switching of two modes
a Supports Zigbee Coordinator, Router and End Device (low power device)
a Supports BLE Master and Slave

w Zigbee + SIG Mesh (switch mode)

a For un-networked device, actively detect current valid network (Zigbee or SIG Mesh) and then join the network

a For networked device, keep the original network state until factory new reset

» OS support
u freeRTOS
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