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1 SDK Overview

Telink SIG Mesh SDK supplies demonstration code for SIG_mesh protocol application development, based on
which users can develop their own application program.

SDK download method:

Visit Telink Wiki to download the latest Bluetooth Mesh SDK, or click this link to download directly:
sig_mesh_sdk.zip.

Current projects of the SDK apply to Telink IC 825x/ 8278/ b91m/ 8269, Telink provides PC tool
(sig_mesh_tool.exe) connecting master dongle through USB to realize provisioner function, please
note, master dongle supports only 8269 SoC series.

For a quick overview and demonstration of basic functionality, please refer to:

BLE SIG Mesh Quick Start

1.1 SDK File Architecture

The file architecture for Telink SIG Mesh SDK includes APP (application) layer and BLE&SIG_mesh protocol
layer. After the SDK project is imported in Telink IDE (please refer to AN_IDEUG-E1_Telink IDE User Guide.pdf
for project importing, AN_16063000-E1_Guide for Adding New Project on Existing SDK.pdf for adding new
project), the file structure is shown in figure below, containing the following top-layer folders. There are
several main top-level folders: boot, common, drivers, homekit_src, proj_lib, stack, and vendor.

Note:

In the B91m project, enable this macro __TLSR_RISCV_EN__ in the compiler’s pre-compile macro.
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= C/C#+ - ble_lt_mesh/vendor/mesh/app.c - Eclipse
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. (2 drivers/8258 set_ota firmwaresize (FLASH ADR_RRER FIRMWARE END);
boot #if DEBUG_EVE_EN
& boo . set_sha2?56 init para mode (1) /f muast 1
= homekit_src gelse - - -
= proj user sha2Z56_data proc();
= proj_lib #endif
(= stack mesh global var init();
= vendor #if (DUAL MODE_WITH TLK MESH EN)
. dual mode en init(); // must before proc telink mesh to =ig mesh , because "dual mode state” is used in it.
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g drivers.h proc_telink mesh_to_sig mesh():
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[E] sdk_version.txt
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[Z1 vendor revision history.bd

Figure 1.1: File Architecture

« boot: This folder contains bootloader of the SoC, i.e, the compiling process after MCU boot or awake
from deep sleep, this is the environment base for later C programs.

« drivers: This folder contains configuration files and driver programs for hardware peripherals related
with MCU, like clock, flash, i2c, usb, gpio, uart and etc.

« proj: This folder contains MCU related peripheral driver, such as flash, 12C, USB, GPIO, UART driver,
and etc.

« proj_lib: This folder contains library files necessary for MCU running, for example, BLE stack, RF
driver, PM driver. Since this folder is supplied in the form of library files, the source files are not open
to users, for example, BT stack library file “liblt_8269_mesh.a”, library file for SIG_mesh common
node “libsig_mesh.a”, library file for SIG_mesh low power node “libsig_mesh_LPN.a”, library file for
SIG_mesh provision node “libsig_mesh_prov.a”.

+ stack: This folder contains BLE protocol related header files. The sorce files are compiled into library
files, and are not open to users.

» vendor: This folder contains user APP-layer code, including:

- 8267_master_kma_dongle:Firmware used for host test. In combination with host tool(sig_mesh_tool.exe)
of GATT mode, it can act as a provisioner and it’s used for demonstration and debugging.

- common: It mainly contains common modules in mesh/ mesh_Ipn/ mesh_provision/mesh_switch,
for example, SIG mesh model processing, LED module, factory initialization module, test com-
mand module.

- mesh/ mesh_gw_node_homekit/ mesh_Ipn/ mesh_provision/ mesh_switch/ spirit_Ipn have the
same structure, which all include “app.c”, “app.h”, “app_att.c”, “app_config.h” and “main.c”.
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“app.c/app.h” contains initialization and bottom-layer callback function; “app_att.c” is descrip-
tion of BT ATT table and interface functions; “app_config.h” defines corresponding macros and
declarations in projects; main.c is main function and interrupt function entry.

1.1.1 main.c

This includes the main function entry, system initialization related functions, and the infinite loop while(1),
it is not recommended to verify this file, please follow the fixed codes.

int main (void) {
FLASH_ADDRESS_CONFIG;
#1f PINGPONG_OTA DISABLE
ota_fw_check_over_write(); // Copying firmware for non-Pinkpong OTAs
#endif
blc_pm_select_internal_32k_crystal(); //Select internal 32k rc as 32k counter clock source
cpu_wakeup_1init();//The most basic hardware initialization of the MCU
int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup(); //Determine whether to wake up from
< deep retention.
rf_drv_init(RF_MODE_BLE_1M); //RF Initialization
gplo_init(!deepRetWakeUp); //gpio initialization, user configure relevant parameters in
< app_config.h
clock_init(SYS_CLK_16M_Crystal);
i1f( deepRetWakeUp ){
user_init_deepRetn ();//Quick initialization of deep retention waking up
Jelse{
user_init_normal ();//ble initialization, whole system initialization, user to set up
}
irq_enable(); //globalize interruptions
while (1) {
#i1f (MODULE_WATCHDOG_ENABLE)
wd_clear(); //clear watch dog
#endif
main_loop (); //Includes tasks for ble transceiver processing, low power management,
< mesh and user

}

1.1.2 app_config.h
Users configure file to configure all system related parameters, including BLE parameters, GPIO parameters,
PM low power management configure parameters and etc.

The definition of each parameter in app_config.h in later parts of this document when each module is
introduced.
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1.1.3 BLE stack entry

There are 2 entry functions of BLE stack code in Telink BLE SDK.

a) BLE related interrupt handler entry of irg_handler in main.c file irq_blt_sdk_handler.

_attribute_ram_code_ void irq_handler(void)

b) BLE logic and data processing function entry in application file main_loop blt_sdk_main_loop.

voild main_loop (void)

{

mesh_loop_proc_prior();//process with high priority, leap over the 10ms interval mailoop
o 8269

/111777777/77//7////// BLE entry [///////////////////////////
blt_sdk_main_loop();

//1771/777//7////7//// UI entry ////////////////////////////
factory_reset_cnt_check();//5 times of boot factory reset

mesh_loop_process();//mesh related loop function

1.2 Demo Project

Telink SIG Mesh SDK provides multiple BLE demonstrations.

Users can observe the intuitive effect by running the hardware and software demos. Users can also modify
the demo code to complete their own application development.
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4 = vendor
> 2= B267_master_kma_dongle
» [ common
+ = mesh
> = mesh_gw_node_homekit
> = mesh_lpn
> = mesh_provisian
+ = mesh_switch
> = spirit_lpn

Figure 1.2: Mesh SDK demo code
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elink

c hci

1 8258_gw_node_homekit

2 8258 gw_node_homekit_nonMfi (homekit without Mfi chip(for test])
3 8258 _mesh

4 B238_mesh_LPN

5 8258_mesh_gw

6 8258 mesh_gw_node (gateway and node all in one)
7 8258 _mesh_switch

8 B258_spirit_LPM

9 8269 _mesh

10 8269_mesh_LPN (low power node)

11 8269 _mesh_gw (provisioner)

12 8269_mesh_master_dongle

13 8269 _mesh_switch

Figure 1.3: Mesh SDK compiling options

The differences of each mesh demo are listed in the following table.

Table 1.1: Mesh SDK Project Example

Demo Vendor folder Application Mesh Feature
8258_mesh/ \mesh CT/HSL light and etc Relay, friend, proxy
8269_mesh
8258_mesh_LPN\ A\mesh_Ipn LPN LPN, proxy
8269_mesh_LPN
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Demo Vendor folder Application Mesh Feature
8258_mesh_gw\ \mesh_provision Gateway provisioner adv provisioner,
8269_mesh_gw Relay, friend
8258_mesh A\mesh_provision Gateway+light node adv provisioner,
_gw_node Relay, friend, proxy
8258_mesh_switch\ .\mesh_switch Remote control applications proxy

8269_mesh_switch

8258_spirit_LPN A\spirit_Ipn Tmall Genie Customized LPN proxy

Mode
8269_mesh_ \8267_master Tool GATT provisioner
master_dongle \_kma_dongle

1.3

8269_mesh_master_dongle compiling option: supports GATT provisioner function, no rely nor friend
function. Firmware uses this for host test, together with GATT mode, the firmware can act as a
provisioner to demonstrate and debug.

8258_mesh, 8269_mesh compiling option: compiling project of normal SIG Mesh nodes, can be con-
figured by provisioner, supports relay, friend, proxy function, no provision function.

8258_mesh_LPN, 8269_mesh_LPN compiling option: compiling project of LPN MESH nodes, receive
message via friendship, does not support relay, friend, provision functions. It supports proxy function,
but only communicates between the GATT master and LPN, does not forward commands sent by the
app to other nodes.

8258_mesh_gw, 8269_mesh_gw compiling option: compiling project of gateway provisioner nodes,
supports adv provisioner, can configure other nodes, supports relay, friend functions.

8258_mesh_switch, 8269_mesh_switch compiling option: compiling project of (switch) MESH nodes.
To lower power consumption, after the switch is provisioned, it send message with other receiving.
Does not support relay, friend function.

8258_gw_node compiling option: supports functions of both gateway adv provisioner and mesh node.
Like a gateway, it can establish its own network and add other unprovision nodes. It can also be
provisioned by other provisioners.

8258_spirit_LPN compiling option: self-defined LPN mode of TMALL Genies.

LIGHT_TYPE_SEL Introduction

This macro is used to choose the pre-configured light types.

#define LIGHT_TYPE_NONE
#define LIGHT TYPE_CT
#define LIGHT TYPE_HSL
#define LIGHT TYPE_XYL
#define LIGHT TYPE_POWER

A W N RO
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#define LIGHT TYPE_CT_HSL

#define LIGHT_TYPE_DIM

#define LIGHT_TYPE_PANEL

#define LIGHT_TYPE_LPN_ON_OFF_LEVEL
#define TYPE_TOOTH_BRUSH

#define LIGHT TYPE_NLC_CTRL_CLIENT 10

// only single PWM
// only ON/OFF model
// only ON/OFF, LEVEL model

O © N O W»

//#define LIGHT_TYPE_NLC_BLC // set NLCP_BLC_EN to 1 to enable Basic Lightness Controller
< Mesh Profile.
#define LIGHT_TYPE_NLC_SENSOR 11

LIGHT_TYPE_CT:

CT is the abbreviation of color temperature light, and the corresponding product is color temperature light,
contains color temperature related model, for example, Light CTL Server, Light CTL Setup Server, Light
CTL Temperature Server, and corresponding extend model, such as Generic On/off Server, Generic Level
Server, Light Lightness Server and etc.

LIGHT_TYPE_HSL:

The corresponding product is RGB light, contains Light HSL Server, Light HSL Hue Server, Light HSL Satura-
tion Server, Light HSL Setup Server and corresponding extend model, for example, Generic On/off Server,
Generic Level Server, Light Lightness Server and etc.

LIGHT_TYPE_XYL:

The corresponding product is XYL light, contains Light xyL Server, Light xyL Setup Server and corresponding
extend model, for example, Generic On/off Server, Generic Level Server, Light Lightness Server and etc.

LIGHT_TYPE_POWER:

The corresponding product is power adapter, contains generic Power Level Server, Generic Power Level
Setup Server and corresponding extend model, for example, Generic On/off Server, Generic Level Server
and etc.

LIGHT_TYPE_CT_HSL:

The corresponding is CT light + HSL Light, contains CT and HSL related model, and Generic On/off Server,
Generic Level Server, Light Lightness Server. CT light use the same lightness and on/off parameter with
HSL light. Only one light is lighted at one time.

LIGHT_TYPE_DIM:

The corresponding light is dimming light, contains Light Lightness Server, Light Lightness Setup Server and
the corresponding extend model, for example, Generic On/off Server, Generic Level Server.

LIGHT_TYPE_PANEL:

The corresponding product is switch panel, which is the server, controlled by instruments like app and exe-
cuting on/off switch. The default switch number is 3(defined by LIGHT_CNT).

LIGHT_TYPE_LPN_ONOFF_LEVEL:

The corresponding product is LPN equipment, contains Generic On/off Server model by default, and mesh
OTA model is disabled. This is mainly for demo LPN function.

Note:
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* When use LPN equipment, 825x retention RAM size should not exceed 32K.
» All models in node will appear in composition data (global variable model_sig_cfg_s_cps).

TYPE_TOOTH_BRUSH:

The corresponding product type is a customized product.

LIGHT_TYPE_NLC_CTRL_CLIENT:

The corresponding product type is the NLC feature for Mesh V1.1, as detailed in section DICNLCP.
LIGHT_TYPE_NLC_SENSOR:

The corresponding product type is the NLC feature for Mesh V1.1, as detailed in section OCSSNLCP, ALSNLCP
and ENMNLCP.

1.4 Version ID(VID) and Product ID(PID) Configuration

Configure file: vendor -> common -> version.h, this file will be also used in compiling codes.

For example:
#define MESH_PID SEL (LIGHT TYPE_SEL)
#define MESH_VID (VERSION_GET(0x33, 0x30))

#define FW_VERSION_TELINK RELEASE  (VERSION_GET(0x33, 0x30))

1) PID and VID in Composition data are defined by MESH_PID_SEL, MESH_VID

2) The 3rd to 6th bits in firmware file is the PID and VID here.

8258 _mesh.bin > PID VID
0 1 213 405 ¢ 78 9 2 b e d o ¢
00000000n: 26 80 [REMCUBECRECNSD 01 4B 4E 4C 54 BO 02 88 00 ; &epEll] .KNLT??
00000010h: AE 80 00 00 00 00 00 00 34 6B 02 00 00 00 00 00 ; HA...... ak......

Figure 1.4: PID and VID

3) It showed in ATT Ul of general APP in the following way:
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CONNECTED

SERV
NOT BONDED CLIENT SERVER

Generic Access
UUJID: 01800
PRIMARY SERVICE

Device Information

UUID: Ox180A

PRIMARY SERVICE
PnP ID ¥
LUID: Ox2A50
Properties: READ

Firmware Revision String ¥
UUID: 0x2A26
Properties; READ

Val

PID+VID+FW VERSION_TELINK_RELEASE

Unknown Service e

Figure 1.5: ATT user interface

MESH_PID_SEL(PID): general APP will show information in ASCII, so "0x00 0x01” is not visible. Users need
to verify it to their own PID.

MESH_VID(VID): "0x33, 0x30" is shown as “30" in ASCII. Users need to verify it to their own PID.

FW_VERSION_TELINK_RELEASE: "0x33, Ox30" is shown as “30” in ASCII. This is the version ID when Telink
release the SDK, users should not verify this.

4) Users can verify MESH_PID_SEL and MESH_VID according to their own requirement.

1.5 Mobile App Introduction
1.5.1 App Installation

1.5.1.1 Android App

Get the installation package in the SDK development kit:

\telink_sig_mesh_sdk\app\android\TelinkBleMesh\TelinkBleMeshDemo-V4.1.0.0-20231113.apk

Or download it through the app “Telink Apps”.
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1.5.1.2 i0OS App

Get it in the App Store by searching telinksigmesh. Or download it through the app “Telink Apps”.

1.5.1.3 App Operating Instructions

Refer to the chapter Android and iOS APP User Guide.

1.6 Mesh Application Packet Tx/Rx Processing

1.6.1 Packet Transmission Function

Packet Transmission between Nodes

Data transmitted by invoking the function “mesh_tx_cmd2normal_primary()” follows SIG mesh protocol.
Commands such as “access_cmd_on/off ()" are derived by assembling the *mesh_tx_cmd2normal_primary()”.

Developers can enable the function “sim_tx_cmd_node2node()” (it's masked by default) to demonstrate
command transmission. The effect is: After power on, *ON” command and "OFF” command are automat-
ically and alternately sent with the interval of three seconds. This function will be introduced in detail in
subsequent section.

Be careful that whether the sending is successful:

(1) After executing the packet sending function, you need to judge the return value of the function, if it
is 0, it means success, otherwise it fails, the corresponding error code, see tx_errno_e in the SDK for
details:

enum tx_errno_e{

TX_ERRNO_SUCCESS =0,

TX_ERRNO_DEV_OR_APP_KEY_NOT_FOUND = 1,/* device key or app key not found */

TX_ERRNO_GET_UT_TX_BUF_FAIL = 2,/* get the upper layer tx buffer fail */

TX_ERRNO_ADDRESS_INVALID = 3,/* source address or destination address invalid */

TX_ERRNO_PAR_LEN_OVER_FLOW = 4,/* parameters length > 378 */

TX_ERRNO_TX_BUSY = 5,/* segment busy, reliable busy,... */

TX_ERRNO_TX_FIFO_FULL = 6,/* tx fifo full: mesh_adv_cmd_fifo_(normal message)
< or mesh_adv_fifo fn2lpn_(message from friend to LPN)*/

TX_ERRNO_PAR_LEN_LPN_CTL = 7,/* ALl transport control messages originated by a
< Low Power node shall be sent as Unsegmented */

TX_ERRNO_IV_INVALID = 8,/* have not get iv index after import JSON */

TX_ERRNO_ALL_OTHER_ERR = -1,/* default error */

fiY;

(2) In the case of sending segment packet, if it fails in the middle of sending the packet, the callback for
sending failure is “mesh_seg_block_ack_cb()”, see “st_block_ack_t" for the error type. For example,
“ST_BLOCK_ACK_BUSY” indicates that the receiver is receiving a segment packet from another node
and has not finished. At this time, the client can delay for a period of time according to the situation,
and then the application layer will do the retransmission processing.
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typedef enum{

ST_BLOCK_ACK_RX_ALL =0, // RX node has received all segments.

ST_BLOCK_ACK_MISSING =2 i, // RX node only received some segments.

ST_BLOCK_ACK_BUSY = 2, // RX node is receiving another segment flow, so current tx
< segment flow should be stopped and retry later.

ST_BLOCK_ACK_TIMEOUT = 3, // tx segment flow timeout.

ST_BLOCK_ACK_UNKNOW =4, //

}st_block_ack_t;

(3) Before sending a packet, you can determine if it is currently in the tx busy state. Use is_busy_mesh_tx_cmd()
to determine this. You can also call the packet sending interface directly first, and then look at the
return value.

Master Packet Transmission from Directly-Connected Node to Master

Call bls_att_pushNotifyData(), please refer to <AN_17092701_Telink 826x BLE SDK Developer Handbook >
section 3.4.3.10 for more details, this method is used to send the data in any customised format by the
customer. However, there is no mesh function, so it is not recommended to use.

Note:

* New UUID should be introduced when employ this method, otherwise it may conflict with current
UUID protocol. Users can define new UUID in my_Attributes_provision[]/ my_Attributes_proxy[1/
my_Attributes[] to define BLE service.

1.6.2 Packet Transmission Flow

Note: red font shows library functions.
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mesh_tx_cmd2Znormal_primary()
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L . I
¥
mesh_tx_cmd2_access() : Process data on access
layer

mesh_tx_cmd_layer_upper() : process data on upper
layer: encrypt Access Data; re-pack or not; and ect

h d

mesh_tx_cmd_layer_lower() : Process data an lower
layer

v

mesh_tx_cmd_layer_network() : Encrypt data on
network layer

=

ady-bearer or not?

Y
¥ A 4
Mesh_tx_cmd_layer_bear() : Data is sent to Send data via gatt channel by
Adv bear layer buffer write_cfg_notify_pkts()
Y L
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transmitting packet from Adv bear layer buffer, connected node via gatt bearer
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Figure 1.6: Packet Transmission Flow
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1.6.3 Packet Reception Flow
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Figure 1.7: Packet Reception Flow

1.6.4 Packet Reception Callback Function Introduction

generic model:

The interface of generic model is in the file “vendor/common/generic_model.c”. For callback function,
please see the structure “mesh_cmd_sig_func[]”. For example, generic on message command. After
this command is received, as specified in the packet reception flow, procedure will finally flow to the
“mesh_cmd_sig_g_on/off _set()”, in which user implements the effect of turning on/off light or setting
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gradient parameter. The gradient effect is processed in the “light_transition_proc” and the processing in-
terval is LIGHT_ADJUST_INTERVAL(20ms).

vendor model:

The interface of vendor model is in the file “vendor/common/vendor_model.c”. Refer to "mesh_cmd_vd_func[]”.
User can add vendor command as needed. If such command is received, as specified in the SIG mesh spec,
procedure will flow to corresponding callback function, for example, “cb_vd_key_report()”.

1.6.5 SIG_mesh Channel

The SIG_mesh supports two types of communication channels:

adv-bearer: Implement mutual communication based on advertising mechanism, no need to establish BLE
connection, the communication channel is the standard 37/38/39.

gatt-bearer: Implement communication based BLE connection, the communication channel is 1-36.

1.7 Telink Debug Method Introduction

1.7.1 Tdebug Tool Debugging

This is a stable/reliable debugging method with no effect of MCU performance, it can check/verify global
variables on real time; it can also check running status of functions. To check if a function is executed or
not, user can define a global variable, then count, and by checking the global variable via Tdebug, user can
know if the function is executed or not. For example:

—n = umu S U | = wy = =y | o om — - - =om—— - e e N —
App.c 00287: voia MAain_loop o
| 00288: {
B include 7 /p s JHeos . .
X include ", /. /1 00289: static u32 tieck loop;
Ll ©. . f ST ) -
- B 00290: tick loop ++;
s include “. . f. . fm 00291+ |
s include . F . fm e

Figure 1.8: Check global variable via Tdebug

Tdebug is described as following, please check “Help” -> “User guide” in BDT tool for detail.

Note:

Right click in the 8th step to get this manual, as shown in figure below.

Sort the 9th step by name, then find tick_loop (tick_loop is static variable, the name maybe duplicate in the
codes, so the compiler add a suffix of .12397 to distinguish), right click, then click Refresh, it will read all
global variables and refresh, the value of tick_loop will refresh, too.

If you want to change global variables, change in value chart, then press enter. To read back, right click,
then press Refresh.
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= B |

{, Teli{r_\}k Burning and Debugging Teal (EDT)

oyFile iew Toal Help

8258 ¥ ) EVK ~+

ba ]_ 10

J
& Setting 0 Erase 4§ Download 4 Activate | I® Run Il Pause W Step Q PC 2 Singlestep -

¢ Reset @ manual mode - )’; Clear

b0 10 502 06 ~ 502 88
P |
1 Download W ‘ = Logwindows ‘
Variable Name Addr Len Value o .
tick_light save 44514 4 00000000 @ 6
tick_loop.12397 43b40 4 00201da3
tick proxy_hash1173 44494 (4 | (gefresh) O £
tick_pub_period_chec 45150 4 Sort by address
tick_rc24mdCal 4300c 4 9
tick_scan.5641 452¢0 4 00000000
tick_scan.6527 452d0 4 deffldbl
tid_cache_idx.14128 45280 4 00000000
tl_24mrc_cal 434d4 1 00000080
txPower_index 45214 1 000000bf
ui_ota_is_working 4454f 1 00000000
update_err_ch 452¢cc 4 00000000 |
uri_dat 43554 64
uri_dat_len 43594 1 00000030
uri_hash 43550 4 b37874d9
use_mesh_adv_fifo_fr 4527f 1 00000000
i vd_onoff_state 451e8 2 00000000
x.12346 1 43998 4 0000002a |;| - - ==
(‘.k-d_e'\.l'i;_:-:}_p_i File Pat@;t__ﬂesh\ble_lt_mesh\ble_lt_mesh\SE58_me5h\8258_me_5;.-_ EE = verion : 5.4.1

Figure 1.9: Tdebug overview

To read structure variables/arrays longer than 4 bytes but shorter than 1K bytes, click *...” in 1, and the read
value will show in 2.

Variable Name Addr Len Value B o
I_module_pm_cb  430c4 4 00001229 TC32 EVK: Swire ok!

I_push_tx_fifo_handle 43154 4 0001c8e9

mesh_adv_cmd_fifo 43914 43914: 20 00 08 2f 2f 4¢ 47 84 00 2

mesh_ady_cmd fifo_t 4474c 256 - 1 To e

mesh_adv_fifo_fn2lpr 4398c 9

Figure 1.10: Read structure variables or arrays

If it is longer than 1K bytes, a file will be generated and saved to Telink Burning and Debugging Tool ->
config -> user -> Read.bin in BDT tool.
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Variable Name Addr Len Value i

bitnotify fifo b 448ac 2304 () 1

blt_ota_finished_flag 4449b 1 00000000

4 bvtes have finished?
2048 bvtes have finished!
2304 bvtes have finished!

blt_ota_finished_time 444c0 4 00000000
blt_ota_start_tick 45490 4 00000000 411 2304 bytes have been say
blt_ota_terminate_flag 444a0 1 00000000 To Time: 152 ms

hit ota timeout us A3R30 4 M ec9c380

Figure 1.11: Read.bin file

1.7.2 Log Print Debugging

The SDK versions after 2.9 support log print via uart output port simulated by GPIO, the default speed is
1Mbps. Please be noted, to guarantee the correctness of log output, when run log output, irq_disable() is
executed by default, so too much log data will slow down MCU performance and RF packet processing, as
well as make the mesh unstable, thus harm the debugging procedure. So please use log output as little as
possible, and shut as many log as possible after the debug is finished.

For log, you can configure print level(TL_LOG_LEVEL) and print module(TL_LOG_SEL_VAL).

To rule out unnecessary logs in firmware by default, TL_LOG_LEVEL is set to TL_LOG_LEVEL_ERROR, only
print level less than or equal to TL_LOG_LEVEL_ERROR will be printed. TL_LOG_LEVEL_LIB is for printing
library codes, or important non-library-code log. TL_LOG_LEVEL_USER is for user, and is not in library.
It is recommended to use LOG_USER_MSG_INFO() for printing. To use LOG_MSG_INFO(), please verify
TL_LOG_LEVEL.

#)define TL LOG LEVEL DISABLE 0

#define TL LOG LEVEL USER 10 // never use in .
f#define TL LOG LEVEL LIB 20 / /it will not be
#define TL LOG LEVEL ERROR 3U

#define TL LOG_LEVEL WARNING 4u

#)define TL LOG LEVEL INFO 5U

#define TL LOG LEVEL DEBUG 6U

#define TL_LOG_LE?E L_M.AJ{ TL LOG LEVEL DEBUG
#$define TL LOG LEVEL TL_LOG LEVEL_ERROR

Figure 1.12: Print level

Print module (i.e., TL_LOG_SEL_VAL): to print this module, the corresponding module like TL_LOG_USER
should be included.
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typedef enum/{
TL LOG MESH =
TL LOG PROVISION
TL LOG_LOWPOWER
TL LOG_FRIEND =
TL LOG PROXY =
TL LDE‘r GATT PROVISION =
TL LOG WIN32 -
TL LOG GATEWAY =
TL LOG KEY BIND =
TL LOG NODE SDK
TL LOG_NODE BASIC
TL LOG REMOTE PROV
TL LOG CMD RSP ,
TL _LOG_COMMON ,
TL LOG CMD NAME '
TL LOG NODE SDK Nw _UT '
TL LOG IV | UPDATE '
TL_LOG_USER , // never use in library.
TL LOG MAX,

12 end p rmtf module_enum ? printf module enum;

-

-

-

Il
N

a3}
LN

-

Il
O L= s R I
= O~

-

Figure 1.13: Print module

The log will be printed only when the corresponding print level and print module meet the requirements.
Note:

There is @ maximum length limit on the length of the data to be printed, when exceeded, the data will
be truncated. If you want to avoid truncation, you can change the size of the log_dst[] array.

Log Printing Setup
Step 1 Define HCI_LOG_FW_EN as 1

PRINT_DEBUG_INFO means to use GPIO to simulate UART, and it can only support TX UART, but not RX
UART.

Step 2 Set print pin
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DEHED S {28 00 BABMmwy e e«s I AOAR BORG |
App_config_8258.1 5: #if WIN32Z

#define HCI_ACCESS HCI_USE_USB
Helse
¥ pragma once #define HCI_ACCESS HCT_USE_USE
- .
f8 1f defined( cply #endif
28 endif

#if (HCI_ACCESS==HCI_USE_UART)
#define UART_GPIO_SEL UART_GPIC_8258_PE&_PEB1
#endif

s include *. . f S
#F PCBA_5255_DONGLE
& FCEA_S258_C1T139
$ PCBA_S258_C1T13:
# PCBA_S258_SEL
_USER_CONWFIG_DEF:
__10G RT_EWABLE
ID_VEWDOR
ID_PRODUCT_BASE
STRING_VENDOR
STRING_FROIUCT

m

#defi HCI LOG FW EN 1
#if HCI_LOG_FW_EN
#define DEBUG_INFO_TX_PIN GPIZ PEZ
#define PRINT_DEBUG_INFO 1
#endif

]
]
#
#
# f1
* « #daFfins ANC FNARIF a

Figure 1.14: Set print pin

Step 3 Set the baud rate. Default we use 1 Mbps.

When simulate UART output by 10, the interrupt is disabled (SIMU_UART_IRQ_EN=1), so the speed of log is
the fast the better under this mode, do not reduce band rate.

Note:

Some USB adapter board may have serious mis-alarming when the speed is under 1Mbps rate, to avoid
this, users can reduce UART speed (which will reduce log printing speed), or change USB adapter, such
as model CH340G.

_ —
Myprint.h 00020:

OO02T AR RO OR R RO R R R ORI ORI RO O OO
) LU ERITRY) 00022: #ifndef MYPRINTF H

"% MYPRINTF_K X
-k SIMU_BAUD_1152 00023: #define MYPRINTF H
&% STINI_EAUD_7304 —
9T BAUD 1N
&% BAUD_USE

- STNI_UART_TEQ_
o2y nart_simu_send

38 endi £

#define SIMU BAUD 115200 115200
#define SIMU BAUD 230400 230400
#define SIMU BAUD 1M 1000000

#define BAUD_USE SIMU_BAUD_1M
#define SIMU_UART IRQ EN

Figure 1.15: Set baud rate

Step 4 Choose log module

In the grading log definition, besides the above print level, there is log module. To print log, print level and
log module should both be set to the right value.

To simplify log in Demo SDK, for TL_LOG_SEL_VAL, only TL_LOG_USER is enabled, other log are disabled.
TL_LOG_USER is not be called anywhere by default, to add print, user may run the following commands.
LOG_USER_MSG_INFO(pbuf, len, format,...), where:

« pbuf: for transferring a buffer into character and printing. If there is no, set this to O.

 len: length of pbuf.
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If other APl is needed, for example, LOG_MSG_INFO, check TL_LOG_LEVEL first.

L EHEE S ) S| 02 mm e | e EE | @OEE BEEDE | QR[] F-E 1 3

81524: TL_LOG_NODE_SDK_NW_UT
App_mesh.h 81525 TL_LOG_IV_UPDATE  ,
B1526: TL_LOG_USER N /4 never use in Library.
81527: TL_LOG_MAX,
@1528: } ? end printf_module_emum @ printf_module_enum;
21529; #define MAX_MODULE_STRING_CNT 2@
81530:
21531: #if WIN32
£1532: #define MAX_STRCAT_BUF 1824
81533: #if DEBUG_PROXY_FRIEND_SHIP
81534: #define TL_LOG_SEL_VAL (BIT(TL_LOG_COMMON) |BIT(TL_LOG_LOWPOWER)|BIT(TL_LOG_FRIEND)|BIT(TL_LOG_CMD_RSP)|BIT(TL_LOG_IV_UPDATE))
81535: #else
21536: #define TL_LOG_SEL_VAL (BIT(TL_LOG_PROVISION)|BIT(TL_LOG_GATT_PROVISION)|BIT(TL_LOG_GATEMAY)
81537 |BIT(TL_ MON) |BIT(TL_LOG_KEY_BIND) |BIT(TL_LOG_CMD_RSP)|BIT(TL_LOG_CMD_NAME) |
if (TL _LOG_LE} 21538: BIT(TL_LOG_WIN32) |BIT(TL_LOG_IV_UPDATE)|BIT(TL_LOG_NODE_BASIC)|BIT(TL_LOG_REMOTE_PROV))
I1 L0G_MSG_ERR 81539: #endif
TR R 81548: #else
é':ﬂG—MSG—ERﬁ 81541: // just for node part
51542 #deFine MAX_STRCAT_BUF 48
ﬁ;: Igé'—,}sﬂg—wﬂ 81543 : T
o else 81544 : |#define TL_LOG_SEL_VAL BIT(TL_LOG_USER)//(BIT(Ti_LOG_NODE_SDK)[BIT(Ti_LOG FRIEND)|BIT(TL_LOG_IV_UPDATE)) // |BIT(TL_LOG_NODE_SDK_Ny UT}
M L0G NG AR 81545: #else
% endif 81546: #define TL_LOG_SEL_VAL (BIT(TL_LOG_PROVISION)|BIT(TL_LOG_FRIEND)|BIT(TL_LOG_NODE_SDK)|BIT(TL_LOG_NODE_BASIC))
gk if (TL_LOG_LEV 81547: #endif
- [[] LOG_NSG_INF 21548: #endif
£ else 21549:
6 LOG_MSG_THE 21550: #if (TL_LOG_LEVEL »>= TL_LOG_LEVEL_ERROR)

Figure 1.16: Choose log module

Step 5 To open pre-set debug log, set TL_LOG_SEL_VAL, for example:

#define TL_LOG_SEL_VAL (BIT(TL_LOG_USER)|BIT(TL_LOG_PROVISION)|BIT(TL_LOG_FRIEND)/
< BIT(TL_LOG_NODE_SDK)[BIT(TL_LOG_NODE_BASIC))
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2 MCU Basic Modules

This part introduces mesh related information, for detail, please refer to MCU Basic Modules in AN_19011501-
C2_Telink Kite BLE SDK Developer Handbook.

2.1 Flash and RAM map

2.1.1 Flash Map Introduction

Take the default FlashMapB85m512K and FlashMapB91m1M of Demo SDK for example:

Refer to sdk/doc/SIGMeshFlashmap_yyyymmdd.xlIsx for the corresponding flash map documentation.

3IG Mesh BEBSm 312K flash map

Addr content size (K) Comments
gy
Firmware A (Pingpong OTA) 192
2FFFF
30000
Sig Mesh Parameters 1 B4
3FFFF
40000
Firmware B (Pingpong OTA) 192
6FFFF
Jo000
Sig Mesh Parameters 2 24
T5FFF
Teooo
Mac (Ox76000-0x76005) 4
TEFFF
77000 Frequency Offset (0x77000)
~ | FLASH_ADR_STATIC_OOB(Ox77800) | static OOB is optional
T7FFF
78000
User Parameters 32 For User define
TFFFF

Figure 2.1: FlashMapB85m512K

For more information about "Sig Mesh Parameters 17, please check the SDK’s FLASH_ADR_MESH_KEY,
FLASH_ADR_MD_CFG_S .......

AN-17120400-E7 47 Ver1.6.0



v Telink

Telink SIG Mesh SDK Developer Handbook

For more information about “Sig Mesh Parameters 2”, please check the SDK’s FLASH_ADR_MD_VD_LIGHT,
FLASH_ADR_MD_SCENE .......

SIG Mesh B%1lm 1M flash map

Addr content size (K) Comments
00000
Firmware A (Pingpong OTA) 384
5FFFF
60000 should not be used to store
reserved for future use 128 parameters unless without flash
TFFFF protection funtion
80000
Firmware B (Pingpong OTA) 384
DFFFF
EQOQOQO
Sig Mesh Parameters 1 64 refer to table on the right for details
EFFFF
FOOOO
Sig Mesh Parameters 2 24 refer to table on the right for details
FLFFF
FeO0O0
User Parameters 32 For User define
FDFFF
FEOOO Frequency Offset (0xfe000)
FLASH_?&DR_?TATIC_OOB(O:-cfeSOO) 4 static OOB is optional
FEFFF
FFOOO
Mac (Oxff000-0xff005) 4
FFFFF

Figure 2.2: FlashMapB91m1M

For more information about "Sig Mesh Parameters 1”, please check the SDK’s FLASH_ADR_MESH_KEY,
FLASH_ADR_MD_CFG_S ......

For more information about "Sig Mesh Parameters 2”, please check the SDK’'s FLASH_ADR_MISC,
FLASH_ADR_RESET_CNT .......

2.1.2 RAM map (8258 64K)

Check ./boot.link for detailed configuration file.
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BB85m 64K RAM map

Ox 840000
vector

ram_code

retention data

retention bss

less than Ox 848000

no retention data

no retention bss
(include irg_stack)

normal stack

Ox850000

Figure 2.3: RAM Map

« data(retention): contains variables with attribute_data_retention prefix, and all global variables whose
initial value is not O, default attribute is retention data; (data is shown in the list file of the B85m SIG
mesh SDK, not retention_data).

 bss(retention): contains variables with attribute_bss_retention prefix, and all global variables whose
initial value is O, default attribute is retention bss; ; (bss is shown in the list file of the B85m SIG mesh
SDK, not retention_bss).

+ data(no retention): contains global variables with attribute_no_retention_data prefix. (Note that,
for some reason, in the list file of the B85m SIG mesh SDK it shows retention_data instead of
no_retention_data).

+ bss(no retention): contains global variables with attribute_no_retention_bss. Also contains irg_stack,
whose size is defined by IRQ_STK_SIZE, default is Ox300, the size is smaller than 0x200 in demo SDK.
(Note that, for some reason, in the list file of B85m SIG mesh SDK it shows retention_bss instead of
no_retention_ bss).

« normal stack: after bss, before 64K RAM. The initial value is Oxffffffff, to speed up RAM initialization,
only 3K RAM will be initialized.

Note:

» The end address of “retention bss” needs to be less than 0x848000 when working in retention
sleep mode. This is because the maximum retention RAM is 32KB.

» The prefixes attribute_bss_retention and attribute_no_retention_bss cannot be used for variables
that are not initialized to O. Otherwise the initialization value is invalid and defaults to O.

AN-17120400-E7 49 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

2.2 Checking of Stack Overflow and Retention RAM Overflow

Take B85m as example:

2.2.1 Checking Method of Stack Overflow

In order for the stack not to overflow, first of all, make sure that the end address of the no retention bss is
less than the end address of the RAM, that is, leave space for a normal stack.

The end address of no retention bss can be used with the tdebug Tool to sort variables by address, and the
address after the last variable, is the end address.

It can also be calculated by the *.Ist file generated by compiling.

Then, test all functions, check if normal stack and irq_stack overflow.

2.2.1.1 Checking Method of Normal Stack Overflow

The initial value is Oxffffffff. The demo SDK need a stack of around 2.5KB, because all used stack is less
than 3KB, to speed up RAM initialization, only 3KB RAM will be initialized. Check by reading RAM, if the
61KB address, i.e., 0x84F400-0x84F403 is not OXFFFFFFFF, that means the stack is over 3KB, and there is
a possibility that the Normal stack has overflowed. To further confirm whether the stack has overflowed,
you can initialize the entire normal stack by modifying it as follows:

FLL D:
ST = word  OxftFfFffff
S #if 0 // org
.word (_start_data )
(__RAM START_ADDR + _ RAM STZE_MAX)

cstartup 8258 RET_16K.5*

mbol Name (Alt+

» DATO
#ifo
# else
# endif

(

» BOOT_LINK_NEED
» DATA

£ if _PROJECT_BOOTLOADER_
G else

@start address. initial all stack.

:Ef;rgj‘;nmm, .word E_f_P.,‘l-,"T_S’;lR’_ﬁDDPu + _ RAM STIZE_MAX - 3*1024) @start address. just clear 3k to decrease time.
> NO_RETBSS | #endif
=144 if_PROJECT BOOTLOADER #else

" COPY_CODE | .word (__RAM_START_ADDR + _ RAM ST7F_MAX - 4) @start address.

@endf #endif

»>FLD word (__RAM_START_ADDR + _ RAM SIZE_MAX) @end address.

0 #tendif

Figure 2.4: stack_debug_mode

Where no_retention_bss_end is the same as the VMA address of the sdk_version below. Check by reading
RAM and if you find that the 4 bytes at the no_retention_bss_end location is not OXFFFFFFFF, it means that
the Normal stack overflowed.
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|i'] 5255 _mesh. 1=tEd |

15 Sections:
2 FId=x Hame Size VMR LMA File off Algn
21 0 .wectors 00000210 00000000 0Oo000000 JO003000 2ddkg
22 CONTENTS, ALLOC, LOAD, EEADCHNLY, CCODE
2. I .ram code 000021d4 OQOOO0210 00000210 JO00E210  2%k2
24 CCHNTENTS, ALLOC, LOAD, EREADCNLY, CCDE
25 2 .Cext 0001a7c0  0Q00023f0 000023f0 0000a3f0 Zdwg
26 CCNTENTIS, ALLOC, LOAD, EREADCNLY, CCDE
27 3 .rodata 00001d18 0001lckk0 O0001ckkO 00024kkb0 Z4%2
28 CCNTENTS, ALLOC, LOAD, EREADCHNLY, DATA
29 4 .data JoDoo0Zel 00842400 0001e8ci 0002ad00 &2
3 CONTENTS, ALLOC, LOAD, DATA
31 5 .bss 00003d54 00842f60 0001eb23 0002afed Z&#*2
32 ALLOC
33 - .retention data 0000000c 0O0846cfd4 0001leb28 0002Zecfd4 Z4&3
3k CCONTENTS, ALLOC, LOAD, DATA
B 7 .retention bss C0OO0O0L54  (Q0846d00 0001leb34 0002ed0Q Z24#3
6 RLLOC
7 sdk_wersiom O0OO0000Z24 0001lek34 OQ0O02eebd4 %
g CONTENTIS, ALLOC, LOAD, DATA
35 9 .TC32.attributes 00000010 OO0D0000 JoooDood 0002eeTg Zhk(
40 - CONTENTS, READCHNLY
41 [E 10 .comment 0000001a OQOOOO0DC Jooooool 0002ee88 ZEE(
42 CONTENTS, EREADCHNLY

Figure 2.5: address_no_retention_bss_end

2.2.1.2 Checking Method of irq_stack Overflow

Initialize the value to OxO0000000, check the irq_stk[] variable by tdebug and observe the usage; if you

find that the 4 bytes of irq_stk[0O-3] are non-zero, it means that it has overflowed.

2.2.2 RAM Remaining Size Analysis

According to the light_8258.Ist file generated by the compiler (in the same directory as the bin file) the

analysis is as follows:

(Note that for some reason the retention_data shown in the list file for the B85m SIG mesh SDK refers to

no_retention_data and the retention_bss refers to no_retention_bss)
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|‘__'] G255 mesh. 1stEd |

15 Sections:

2 FId= Hame Size VMA ILMA File off Algn
21 J .wectors 00000210 00000000 00000000 30003000 2%k4
22 COWNTENTS, ALLOC, LOAD, EEADCHLY, CODE

2 I .ram code 000021d4 COOO00O21C 00000210 J0003210  2ék
24 CONTENTS, ALLOC, LOAD, READOHNLY, CODE

I 2 .Cext 0001la7cO QOQ023f£0 QOOQ0023f0 0Q000a3fo Z&¥d
26 CONTENTS, ALLOC, LOAD, EREADCHNLY, CODE

27 2 Wrodata 00001d18 0Q001lcklkO QO001lckk0 00024bb0 &%
28 CONTENTS, ALLOC, LOAD, EREADOCHLY, DATA

25 4 .data JoooDZed 00842400 0001le8cB  0002ad00 242
3C CONTENTS, ALLOC, LOAD, DATA

31 S .bas 00003d5%4 (Q0842fe0 0Q001lek2g8 0Q002afeQ Z&&2
32 ALLOC

33 - .retention data 0000000c C0OO0846cf4 000leb28 0002Zecfg 22
34 CONTENTS, ALLOC, LOAD, DATA

35 7 .retention bss 00000154 (00846d00 0001leb34 0002ed00 242
36 ALLOC

37 2 .8dk wversion 00000024 0Q0846eS4 0001eb34 0002Zeelsgd Z4#Q
38 CONTENTS, ALLOC, LOAD, DATA

S 9 JTC32.attributes 00000010 0000000gd J000o0ooD Q002eeTE Dl
40 L CONTENTS, ERELDONLY

41 [E 10 .comment 0000001a OQOODOD0C JO0o0o00 QD02ZeeBBE  2HE(
42 CONTENTS, ERELDONLY

Figure 2.6: Ist file

Idx Name: Segment name

Size: Size of bytes occupied by this segment
VMA: Actual running address

LMA: Storage address in flash

Remaining RAM = end address of RAM - address of last byte of no retention bss. (If there is a retention_data
or retention_bss segment, the end address of the retention_bss is used)

The 825X RAM start address is Ox840000 and the 8258 RAM size is 64KB, so the RAM end address is
0x850000.

The way to get the address of the last byte of the bss:

For SDKs with an sdk_version section, the last byte of the bss is equal to the first address of the sdk_version.
The sdk_version does not take up any RAM space, because it is not loaded from flash to RAM in the
cstartup.

The SDKs without an sdk_version section can be obtained in one of two ways:
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light_8258.1st =
T Y T L T L . L - I -
16 Idx HName S5ize VMR LMA File off &Algn
17 0 .wvectors 00000120 00000000 OO0QO00Q00 OO000B000 2%**%4
1s CONTENTS, ALLCC, LOAD, READOHNLY, CODE
13 1 .ram code 000016d0 00000120 O000001a0 OO0008lab 2%*2
Z0 CONTENTS, ALLCC, LOAD, READOHNLY, CODE
Z1 2 .text 0000cO04 00001870 00001870 00009870 2 2%%4
ZZ CONTENTS, ALLCC, LOAD, READOHNLY, CODE
Z3 3 .rodata 00000468 0000dE8T74 00004874 00015874 2%*2
zZ4 CONTENTS, ALLOC, LOAD, READOHNLY, DATA
Z5 4 .data 000006d0 00842200 0000dcdec 0001a200 2#%*2
Z8 CONTENTS, ALLCC, LOAD, DATR
Z7 5 .bss 000018659 008428d0 0000e3ac 0001a8d0 2**4
zZ8 ALLOC
Z3 6 .TC32.attributes 00000010 00000000 OOO000O000 OO00la8d0 2**0
30 CONTENTS, EREADOHLY
31 7 .comment Q000001a 00000000 00000000 0O00laBed 2**0
3z CONTENTS, EREADOHLY

Figure 2.7: Ist file

(1) bss VMA (i.e. bss start address) + bss size, for example, the above figure is: (0x8428d0 + 0x1869) =

0Ox844139.

If there is a retention_data or retention_bss segment, the end address of the retention_bss is used, i.e. re-
tention_bss VMA (i.e., retention_bss start address) + retention_bss size.

Note: The retention_data and retention_bss here are actually no retention RAM zones, it is for some reason
that boot.link needs to name the data and bss as retention zones, as well as the noretention_data and
noretention_bss are named as retention_data and retention_bss zones.

(2) With the BDT tool the variables are sorted by address, the address of the last variable + the size of
this variable, as follows. 0x844138 + 1 = 0x844139, (the high “8” has been omitted in the BDT tool)
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&' BDT connect to Liusb#vid_248a8pid_5320#5834f5{5c&08:2#{28d78fad-5al:

Dievice File View Tool Help

1% 8258 ~ “wEW ~ | @ Setting (P Erase J} Download + Activate | I* R

4 Dowrload |
WVariable Name Addr Len Walue i
blt_te_wptr 4400c 1 00000000
p_vendor_mesh_node 44010 4 00000000
master_link_tick 44014 4 00000000
master_link_state 44018 4 00000000
switch_rf_tx_once_tim 4401c 4 00000000
ble Il_channelTable 44020 40
ble_mac_tbl_idx 44048 4 00000000
ble_mac_thl 4404¢ 64
T_CH 4408c 5
ble_ll_chn 44091 1 00000000
ble_ll_lastUnmappedC 44094 4 00000000
ble_mac_flash_blank_i 44098 4 00000000
ble_ll_channelMum 4409¢ 4 l

B h F3
att_buff 440a0 48
rf_packet_att_rsp 440d0 33 Sort by name 2
flash_dat_swap 440f4 64

pair_ac 44134 4 fabel4c?

flash_capacity 3 44138 ® 00000013
- 4

Figure 2.8: RAM_sort

According to the above chart, the remaining RAM of this firmware = 0x850000 - (0x8428d0 + 0x1869) =
OxBEC7 = 47.7K.

It should be noted that not all of the remaining RAM can be used directly, for this remaining RAM we need
to allocate a section to the normal stack (for the B85m SIG mesh stack it requires a reserved amount of
not less than 2.5k, for the B91m SIG mesh stack requires a reserved amount of not less than 4k, for the
private mesh stack it requires a reserved amount of not less than 512). Taking the B85m SIG mesh in the
above figure as an example, it means that the real RAM that can be used in this firmware is about 47.7-2.5
= 45.2K.
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2.2.3 Checking Whether The Stack Overflows Using 8258 as An Example

RAM Overflow Check:

RAM overflow occurs when the stack usage is beyond the remaining RAM area, and out-of-bounds use of
the BSS area or other RAM areas causes the system to crash.

In this system, there are two stack areas, one is the normal stack and the other is the irq stack. The use of
the stack is indeterminate and depends mainly on the depth of the function calls that have actually been
run and the size of the local variables used in the function.

2.2.3.1 Checking Whether The Normal Stack Overflows

(1) Asimple way is: the remaining RAM size (please refer to 1.1 for calculation), the SIG mesh SDK should
be larger than 2.5k, and the private mesh should be larger than 512, this is an empirical judgment, no
actual read confirmation.

(2) Another way is: test all the functions once, (the function with trigger reboot cannot be included),
and then check if there is any overflow in the normal stack, i.e., after checking the address at the
end of the bss if there is still 8 consecutive area of OxFF (the initial value of the normal stack is
OxFF), and then check if there is any overflow, if yes, then the RAM is not overflowed. Check the
address after the end address of the bss, for example, check the last 4K. (The unused RAM before
3K, that is, before Ox84F400, is not initialized to speed up initialization, so it will be a random num-
ber). However, none of our stacks should exceed 3K, so only focus on 3K. The reason for reading
4K is mainly for the address 4K alignment, that is, in the read to the document inside the address
of the lower 12bit and the actual address is the same, so it is more convenient to view. View as
follows: (press the “Tab” key in the “84f000” control inside), the generated file in the BDT tool is lo-
cated in the directory *. /BDT/release_v5.4.4/config/user/”, e.q. *. /BDT/release_v5.4.4/config/user/
log_17_17_48_addrOx0084f000.bin". Because the BDT tool has to do judgment, when the length of
the read data is greater than or equal to 1K, it will be automatically saved as a file, the format of the
file name is “log + timestamp + start address”.

Sé& Memory Access = B

8258 - EVK - ( CORE ) - 4096 -

” < da: o - aB AaBbCcDc AaB AaBbCcl AzBbCcD - A8 1. A
L — - hange ... Code Text Contents F-Title MNote Text  Note Tex.. Mot
! BDT connect to Liush#vid_248a8ipid_5320#58345f5cR0&2#{28d78fad-5a12-11d1-ae5b-0000f803a8c2} =] B i

Device File View Tool Help

£ gos3 » " EVK v | @ Setting 0 Erase J Download 4 Activate I® Run Il Pause W Step Q PC #f Singlestep | O Reset @ manualmode + | o Clear

4 Download | Sﬁ Tdebug = Log windows

—— s

Variable Name Addr Len Value it
[17:17:48]:

rnd_m_w 44698 4 42266b% 1024 b b Finished!

. vtes have Iinilished.
md.m.z M6 |4 1402507 2048 bvtes have finished!
mg 446a0 4 00013eqc 3072 bvtes have finished!
rssi_pkt 44660 1 000000a 4096 bvtes have finished!
dk inL fl: 44714 4 00000001 f
sdk_mainteop._run All 4096 bvtes have been saved!
sim_onoff.15899 43acb 1 00000001 Time: 295 ms
sim tw last time 1RRC 43f2- 4 19-ASTN

Figure 2.9: RAM_read
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The read file, for example as below, where 84FO00+0xFOC is the maximum stack usage for the current run.
The stack usage is about Ox100. We see that there are many more consecutive “OxFFFFFFFF”, so the stack
is not overflowing.

log_17_17_48_addr0x0084f000.bin X

01 ¢ 2 4 5 & 7 8 3 2 b g d e f
00000e30h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ;

00000e40n: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

Q00000es50n: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

00000e60n: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

Q0000eT0Oh: FF FF FF FF FF FF FF FF FF FF FF FF FF FF EFF FF :

Q00000e80n: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

Q00000e80n: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

00000=salh: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

00000eb0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

00000ecOnh: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

00000ed0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

00000eelh: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

Q0000ef0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

Q0000f00Oh: FF FF FF FF FF FF FF FF FF FF FF FF 04 00 EO 0o :

Q0000f10h: 3C 2C 84 00 10 04 00 OO0 OO0 OO0 OO0 OO0 3C FF 84 00 ; <, ?......0. < 7
Q0000f20n: 00 OO0 00 00 &0 28 84 00 OO0 OO0 OO OO0 De 7B OO0 00 ; .... .
Q0000f30n: AC 22 84 00 58 FF 84 00 OO0 OO0 OO OO0 OO0 OO0 OO0 00 ; 22X 2........
00000f40n: 5C FF B84 00 64 28 84 00 64 28 B84 00 D7 25 84 00 ; N 2d(?d(???
Q0000f50n: OC D7 00 00 12 00 00 OO0 F4 7F 00 OO0 30 22 84 00 ; .72..... ?..0"7
Q0000f60n: 00 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 7 ... eveiennnnnnn

00000£f70h: 64 28 84 00 78 28 84 00 DO 3A 84 00 04 00 00 00 ; d{?X(??2....
00000f80h: BE FF 84 00 10 04 00 00 13 00 00 00 B1 07 00 00 ; 22...en... ?..
00000£90h: 74 25 84 00 00 00 00 00 00 D4 6E 49 01 00 00 00 ; ©%?..... FEI....
00000fa0h: 82 40 00 00 01 0O 00 00 74 25 24 00 00 00 00 o0 : f#...... £27....
00000fbOR: 00 D4 6E 49 00 00 00 00 FO 41 00 00 01 00 00 o0 ; .EEI....EH......
00000fcOh: 00 00 OO0 OO0 OO0 D4 6E 49 00 00 00 OO0 DC 42 00 00 ; ..... E1....E..
00000fdOh: 00 OO0 00 00 20 06 80 00 20 00 €0 00 00 00 00 00 ; ... €. .€.....
00000feCh: 20 00 80 00 OO OO OO0 00 86 06 00 OO0 EA 28 00 00 ; .€..... 2..7..

00000ff0n: 5C 02 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 ORA 01 00 00 7 Muvuvwsnmnnnnnns

Figure 2.10: RAM_result

2.2.3.2 Checking Whether The Irq Stack Overflows

The irq stack is used by interrupt function, the current configured size is IRQ_STK_SIZE, Ox300, (this size is
not recommended for customer to change smaller), all interrupt callback function will also use this stack.
So customer should avoid defining very large local variables in the interrupt callback function.

Checking irq stack is similar to the second method of checking normal stack, test all the functions once,
(the function with trigger reboot cannot be included), then check whether there is still 3 continuous 0x00
area in this buf of irq_stk in BDT (the initial value of irq stack is 0x00), and if yes, it means that there is no
overflow of RAM. It shows in the following figure:
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hwRevision_value
iBeaconCnt.6288
iBeaconInterval
interval_th
irg_mask_save
irg_stk

irg_timerl_cb_time

last_alarm_time.6289

last_music_tick
led_count
led_dbg
led_event_pending
led_is_on.5084
led_lum
led_lum_tmp
led_no.5083
led_onoff.5116
led_onoff.5124
led_sel.5081

2.2.4 Size Calculation of Retention RAM

3 Download
Variable Name Addr
group_address 431c0

hwRevision_charUUIC 42280

422bc
431d8
42e95
42654
43fb8
428d0
42c20

keep_new_cmd_alarm 43004

42ffc

last_alarm_time_bridg 431b8
last_conn_ibeacon_tin 4315c

last_ibeacon_time.62¢ 430a4

42bd8
42c2c
43348
43344
42be8
4220c
42c0c
42c10
4252d
4255¢
42c28

Len Value

16

2 00002a27
4 22222222
1 00000000
1 00000000

Doible ik,

768
U0000000

00000000
b3250e98
00000000
00000000
00000000
00000000
00000000
00000000
0ooooooo
00000000
00000064
00000000
00000000
00000001
00000001
00000000

B T - T T e e N o e e e S N

042a60:
042a70:
042a80:
042a90:
042aa0:
042ab0:
042ac0:
042ad0:
042ae0:
042af0:
042b00:
042b10:
042b20:
042b30:
042b40:
042b50:
042b60:
042b70:
042b80:
042b90:
042bal:
042bb0:
042bec0:

00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

Total Time: 58

00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

bl
2b
00
20
00
00
00
27
97
6f
2a
00
00
23
00
00
00
00
00

Figure 2.11: IRQ_stack_check
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For SIG mesh SDK, if the retention function is turned on, i.e. the macro PM_DEEPSLEEP_RETENTION_ENABLE
is enabled, when compiling, it will be checked by boot.link document: if the retention use is more than

32KB, then an error will be reported. It is shown in the following figure:

./drivers/8258/1pc.o ./drivers/8258/qdec.o ./drivers/8258/random.o ./drivers/8256/57816.0 ./drivers/6258/spi.o ./drivers/8258/timer.o
./drivers/8258/uart.o ./drivers/8258/watchdog.o
./drivers/8258/flash/flash midl1325e.0 ./drivers/6258/flash/flash midl160c8.0 ./drivers/8258/flash/flash midl3325e.0
./drivers/8258/flash/flash_mid134051.0 ./drivers/8258/flash/flash mid136085.0 ./drivers/8258/flash/flash mid1360c8.0
./drivers/8258/flash/flash midl360eb.o ./drivers/6258/flash/flash midl4325e.0 ./drivers/8258/flash/flash midl460c8.0

./boot/8258/cstartup_B8258_RET_16K.o

C:\TelinkSDK\opt\tc32\bin\tc32-elf-1d.exe:
C:\TelinksSDK\opt\tc32\bin\tc32-elf-1d.exe:

make: *** [firmware.elf] Error 1

Calculate the size for Retention RAM according to the list documentation:

_ -11t_8258_mesh -lsoft-fp -1sig_mesh_825x

C:\TelinkSDK\opt\tc32\bin\tc32-elf-1d.exe: **Retention Area Overflow, Check your data/bss usages**
**Retention Area Overflow, Check your data/bss usages**
**Retention Area Overflow, Check your data/bss usages**

Figure 2.12: retention_ram_size_overflow

./drivers/8258/flash/flash mid011460c8.0 ./drivers/8258/flash/flash midl060c8.0
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Sections:
FHIdx Name Size VMR LMR File off &4lgn

.VeCctors o
CONTENTS, ALLOC, LOAD, EREADONLY, CCDE

.ram code 00002bb4 o
CONTENTS, ALLOC, LOAD, EREADONLY, CCDE

.Lext 0001la0dc  000024d0  00002dd0  0Q000addo *
CONTENTS, ALLOC, LOAD, EREADONLY, CCDE

.rodata 0001ceac 000lceac 00024eac o
CONTENTS, ALLOC, LCOAD, BREADONLY, DATA

.data Q0001fefc 0002BT700 *
CONTENTS, ALLOC, LOAD, DATA

.b3s 00002438 Q000D2013c 0002b940 *
ALLOC

.retention_data 00845d7c 0002013c 0002dd7c o
CONTENTS, ALLOC, LOAD, DATA

.retention bss 00845480 0002dd80 o
ALLOC

.TC32.attributes 0002ddEo *
CONTENTS, EREADONLY

. Comment Q000000 1a 00024450 o

i CONTENTS, EEADONLY

Figure 2.13: retention_ram_list

The retention area contains vectors, ramcode, data, bss segments.

Note that in the mesh SDK (mesh SDK only), data and bss are placed in the retention area by default, i.e.,
they can be defined without the attribute_data_retention or attribute_bss_retention prefixes, and for some
other reasons, the retention data and retention bss shown above are actually non-retention, only using the
name.

So the end address of the retention area is calculated as: .bss VMA (i.e. bss start address) + bss size, for
example, the above figure is: (0x843940 + 0x2433) = 0x845d73a; Retention size is: 0x845d7a - 0x84000
= Ox5d7a = 23.4k;

2.3 Startup File cstartup.s and Link File boot.link

Unlike the BLE base SDK, the mesh SDK uses only one copy of cstartup.S and boot.link. Take B85m as
an example, B85m only uses cstartup_8258_RET_16K.S, which is applicable to the configuration of 16K
retention and 32K retention. Because it has already done the automatic identification of the size, the space
after the end address of the retention data is used as an ordinary no retention RAM for storing the no
retention data/bss, etc.

2.4 Clock

The MCU clock is defined by CLOCK_SYS_CLOCK_HZ. The default value is 32MHz for B85m mesh project
and 48MHz for B85m gateway project; the default is 48MHz for both B91m mesh and gateway projects.
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2.4.1 System clock & System Timer

The system clock is the clock of MCU programs.
The system timer is a read-only timer, providing timing for BLE time sequence, as well as for users.

For Telink 826x IC, the time source of system timer is system clock; for Telink 8x5x IC, system timer is
separated with system clock. As shown in figure below, system timer is 16M, generated by 2/3 divider from
the external 24M Crystal Oscillator.

~_
~.
Doubler [——48M 73}’? I2M
Divider |
P
-]
. =
RC 2 | FHS ]
o ——RC 2AM—>»{ » T system clock—
Oscillator T £
b ]
1]
2
;
24MHz Crystal ooy - o
Oscillator Pad_24M =
/// /‘/,/
16M

3/2

/ —Syetem Timer—p

Divider

Figure 2.14: System Clock & System Timer

As can be seen in above figure, the external 24M Crystal Oscillator will be double to 48M, then divided by
the dividers and generate 16M/24M/32M/48M as system clock, such clocks are called crystal clock (e.g.,
16M crystal system clock, 24M crystal system clock); internal 24M RC Oscillator can also generate 24M RC
clock, 32M RC clock and 48M RC clock, which we call RC clock(BLE SDK does not support RC clock).

For BLE SDK, we recommend crystal clock.
Call the following API configuration system clock when initialization, choose corresponding clock in the

definition of enum variable SYS_CLK_TYPEDEF.

voild clock_init(SYS_CLK_TYPEDEF SYS_CLK)

8x5x System Timer is different from system clock, user should know the clock source of each hardware
module in MCU, whether it is system clock or system timer. The following case is an example, where the
system clock is 24M crystal, system clock is 24M, and system timer is 16M.

In app_config.h, the definitions of system clock and the corresponding S, mS, uS are shown as below:

#define CLOCK_SYS_CLOCK _HZ 24000000
enum{
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CLOCK_SYS_CLOCK_1S = CLOCK_SYS_CLOCK_HzZ,
CLOCK_SYS_CLOCK_1MS = (CLOCK_SYS_CLOCK_1S / 1000),
CLOCK_SYS_CLOCK_1US = (CLOCK_SYS_CLOCK_1S / 1000000),

}

All hardware modules whose clock source is system clock must use only CLOCK_SYS_CLOCK_HZ,
CLOCK_SYS_CLOCK_1S when set module clock; in other words, if the module’s clock set is the clock defined
above, then the clock source of the module is system clock.

For example, in PWM driver, PWM cycle and interval are set as following, means the clock source of PWM
is system clock.

pwm_set_cycle_and_duty(PWMO_ID, (ul6) (1000 * CLOCK_SYS_CLOCK_1US), (ul6) (500 *
< CLOCK_SYS_CLOCK_1US) );

System Timer is the fixed 16M, so for this timer, the s, ms, us are defined as following in SDK code:

//system timer clock source is constant 16M, never change
enum{
CLOCK_16M_SYS_TIMER_CLK_1S = 16000000,
CLOCK_16M_SYS_TIMER_CLK_1MS = 16000,
CLOCK_16M_SYS_TIMER_CLK_1US = 16,

}

The following system timer related API should use similar CLOCK_16M_SYS_TIMER_CLK_xxx to define time,
as shown below.

voild sleep_us (unsigned long microsec);
unsigned int clock_time(void);
int clock_time_exceed(unsigned int ref, unsigned int span_us);

#define ClockTime clock_time
#define WaitUs sleep_us
#define WaitMs(t) sleep_us((t)*1000)

System Timer is BLE timing standard, so, all BLE timing related parameters and variables should use
CLOCK_16M_SYS_TIMER_CLK_xxx to define time.

2.4.2 System Timer Usage

System Timer will start working after cpu_wakeup_init in Main function finishes initialization, user can read
the value of System Timer tick.

System Timer tick is 32bit long, it will increase by 1 for each time cycle, i.e, 1/16 us, the value is range from
0x00000000 to Oxffffffff. The value of tick is O when system boot, it takes about (1/16) us * (2°32) = 268s
to reach the maximum value, i.e., System Timer tick repeats the cycle every 268s.
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System tick will not stop when MCU is running.

Users can read System Timer tick via clock_time() function.

u32 current_tick = clock_time();

The whole BLE timing sequence is designed based on System Timer tick, and System Timer tick is widely
used in the program for timing and over timing record, it is highly recommended to use System Timer tick
for timing and over timing determination.

For example, a simple software timing, it is based on inquiry, with moderate real-time character and accu-
racy, it is for application with lower requirement for time error. Method:

1) start timing: set a u32 variable, read and record current System Timer tick.

u32 start_tick = clock_time(); // clock_time() return System Timer tick value

2) Check the difference between current System Timer tick and start_tick, see if it is surpass the timing
value, if it is, then the timer is triggered, the program will take corresponding action, and the timer
will be cleared or start a new timing cycle depends on requirement.

Suppose the timing time is 100 ms, to inquire if the time is up in the following way:

if( (u32) ( clock_time() - start_tick) > 100 * CLOCK_16M_SYS_TIMER_CLK_1MS)

The limiting case of the system clock tick going from Oxffffffff to O is solved by converting the difference
value to a u32 type.

To deal with the u32 issue caused by different system clock, the SDK provides a unified function, users can
use the following function to inquire for any system clock source.

if( clock_time_exceed(start_tick, 100 * 1000)) //the unit for the second parameter is us

Please be noted, one cycle of 16M clock is 268s, so this function is only applicable to timing no more than
268s. Timing longer than 268s need an extra software counter.

For example, after 2s A is triggered (for only once), the program will take B action.

u32 a_trig_tick;
int a_trig_flg = 0;
while(1)
{
if(A){
a_trig_tick = clock_time();
a_trig_flg = 1;
}
if(a_trig_flg &&clock_time_exceed(a_trig_tick,2 *1000 * 1000)){
a_trig_flg = 0;
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B();
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3 Mesh Spec Introduction

See Summary of mesh_1.1_feature for mesh-related spec downloads.

This section follows the chapter order in MshPRFv1.0.1.pdf, this is only a brief, for detail, please refer to
respective chapters in SIG MESH spec.

3.1 Layered architecture

Model Layer

Foundation Model Layer

Access Layer

Upper Transport Layer

Lower Transport Layer

Network Layer

Bearer Layer

Bluetooth Low Energy Core Specification

Figure 3.1: Layered Architecture
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3.1.1 Model layer

The Model defines a node supporting function, each model defines its own op code and status. E.g., generic
on/off model defines Generic ON/OFF/GET/STATUS.

When provision, provisioner will get all model id that the node supports via get composition data, and get to
know what functions the node supports. Only when the node supports a certain model, the corresponding
op code defined by the same model will be sent to the node.

There are 2 kinds of models, server model and client model.

Server model: it is a model which can be controlled. It has its own status, can be changed/obtained by
other nodes, e.g., on/off server model can receive on/off set/get command, can response to on/off status
command, but it cannot send out on/off set/get command, nor handle on/off status command.

Client model: it can control server node, it has no status of its own. E.g., on/off client model, it can send
out on/off set/ get command, it can also handle received on/off status command, but it cannot send out
on/off status command, nor handle on/off set/get command.

3.1.2 Foundation Model layer
Foundation Model is similar to model, it is basic model, contains Configuration Server model, Configuration
Client model, Health Server model, Health Client model.

All configured nodes must contain Configuration Server model, all provisioner must contain Configuration
Client model. The 2 models contain subscription add/delete op code, and both of the models’ access layers
are encrypt with device key, so only provisioner node can send out set/get command of configuration
model.

3.1.3 Access layer

Combine op code with parameter in prescribed format.

3.1.4 Transport layer
Decrypt/encrypt with app key or device key (for configuration model). Determine if it need segmentation
or reassembly.

To compliant with protocols that does not support long packet like BLE4.2, the maximum payload is set to
31byte.

3.1.5 Network layer

For transmit: contains sequence number for packet, encrypt data with network key and iv index. Sequence
number will increase by 1 after transmission.

For reception: decrypt data with network key and iv index, then determine if sequence number is valid (if
it is bigger than received value), waive if invalid.
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3.1.6 Bearer layer

Send out encrypted packet to mesh network via LL_TYPE_ADV_NONCONN_IND(0x02).

3.2 Architectural concepts

3.2.1 States

Node states, e.qg., on/off States, lightness States.

3.2.2 Bound states

2 bound states, like on/off and lightness. When on/off switch from 1 to O, lightness will switch to O, too;
when on/off switch from O to 1, lightness will switch from O to the value before turn off. Similarly, when
lightness switch from O to non-0 values, on/off value will switch from O to 1.

3.2.3 Messages

The encrypted packet sent to mesh network. Also called as mesh packet/mesh command.

3.2.4 Node & Elements

Node is a complete node or Bluetooth module, while element is an addressable entity within a node.

Node has only 1 address, while element can have 1 or multiple continuous addresses. The first element
address is called primary address, which is the same with Node address.

Multiple element addresses are needed when a node has multiple same type states. E.g., a switch with 3
sockets need to control on/off state by Generic ON/OFF command, the task cannot be completed if there
is only 1 address, in this case, and multiple element addresses are needed.

Although CT light has only one on/off states, it needs 2 generic level models, one is for lightness, the other
is for temp; thus it needs 2 elements.

Similarly, HSL light needs 3 elements because it needs 3 generic level models for lightness, Hue and Sat,
respectively.

When build network, node will report element number in provision flow interaction flow. E.q., if the number is
2, provisioner will assign an address to node, for example, 0x0002, node will then assign 0x0002 to element
1 and Ox0003 to element 2. Provisioner will assign from Ox0004 for the next node when provisioning.

3.2.5 Models

Please refer to 3.3.1 Model layer.
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3.2.6 Publish & subscribe

+ Publish:element send out status spontaneously, configure publish address and publish cycle parameter
with command Config Model Publication Set. When publish address is configured, each time when
status changes, node will execute publish status action spontaneously. Cycle publish parameter will
determine whether it need to send it by a certain cycle.

 Subscribe: when a node receives published status message (e.g., generic on/off status) or control
message (e.g. generic on/off ), it will determine whether to handle this message based on the model’s
Subscribe list[].Subscribe list[] contains group address or virtual address, unicast address and Oxffff
is invalid. Add new elements with Config Model Subscription Add, Config Model Subscription Virtual
Address Add.

Determination rule

1) When received destination address is not unicast address, check if it can find a matching address in
corresponding model’s Subscribe list.

2) When destination address is unicast address, check if it matches its own element address.

3) When destination address is Oxffff, then means the message should be received/handled.

3.2.7 Security

Encrypt/decrypt need Network key, IV index, App key or device key.

A message need to be encrypted twice, encrypt the whole access layer(including op code, parameters) with
app key or device key, and encrypt network layer with network key + iv index, network layer is the packet
sent to mesh network, contains source address, destination address and sequence number.

When encrypt access layer, if the corresponding model of op code is config model, use device key, otherwise
use app key.

For segment message, because the access layer was encrypted by the whole payload, so the decryption
will be done only when all the segment packets are received.

SDK supports 2 network keys (NET_KEY_MAX) and 2 app keys (APP_KEY_MAX) by default.
Multiple network key manage multiple network.

Multiple app keys manages products of different security levels. For example, there are lights and lock in
the same mesh network, and lock has higher security level, in this case, user can assign an independent
app key to the lock, and the app key is only open to certain mobile app(provisioner), and will not share when
sharing network, thus guarantee a higher security level.

3.2.8 Sequence Number Storage

As described in 3.1.5 Network layer, Sequence Number(SNO) of mesh message increases by 1 each
time it sends out command, when reception determines SNO, it should be bigger than received
value, otherwise the value is invalid. This requires store SNO to flash every time it sends out com-
mands, which is too often. To avoid this, we defined the following: store SNO only when it in-
crease by MESH_CMD_SNO_SAVE_DELTA(default value is 0x80). To guarantee SNO is bigger than
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used value, the reading SNO will be added by MESH_CMD_SNO_SAVE_DELTA when boot up. Check
MESH_CMD_SNO_SAVE_DELTA mesh_flash_save_check() and mesh_misc_retrieve for reference.

3.2.9 Friendship

Friendship is the relationship built between Friend Node (FN) and Low Power Node(LPN) according to pre-
scribed establish friend ship flow. After friendship is established, when LPN sleep, FN will store any message
sent to LPN by other nodes. When LPN wakes up, it will send POLL inquiry command to FN, and FN will
answer with stored message. This method can lower power consumption, but it need friend node in the
network, and will cause delay in command receiving and answering.

For a more details, please refer to the mesh spec and the subsequent LPN chapters.

3.2.10 Features

Mesh features:

 Relay feature: node will reduce message’s TLL value by 1 after it receive the message, and then send
out relay, when the received TLL value is less than or equal to 1, then no relay. With relay, the mesh
network can obtain longer transmission distance. TLL is to control the delay time of the last node that
receives the message. The TLL default value is TTL_DEFAULT(0OxO0A) in SDK, this macro is verify-able,
provisioner can also configure this with Config Default TTL Set, maximum value is 127.

+ Proxy feature: proxy is the protocol for mobile app connect to mesh network. In mesh network, app
is an independent node, with its own Node address. Most app can not define transmitting packet
discretionarily, neither monitoring mesh network all the time (switch to wifi for some time), so mobile
app need to connect to a node with BLE GATT, the node will send out the data it receives from the
app, and when it receives the answer message from the mesh network, it will sends back to mobile
app with GATT according to proxy protocol.

« App sends message to node with ATT_OP_WRITE_CMD(0x52), node reply app with notify,
i.e. ATT_OP_HANDLE_VALUE_NOTI(Ox1B).

* Low Power feature: please refer to Friendship introduction in 3.2.9.

» Friend feature: please refer to Friendship introduction in 3.2.9.
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3.2.11 Mesh Topology

<o ADV (Not Relayed)
«----+ ADV (Low Power)
+~—» ADV Bearer
+——= GATT Bearer

O Node

‘

L ") Low Power node

O Relay node

“ ") Friend node

L

Y

=
-

. | Friend feature (not used)

Figure 3.2: Mesh Topology

All nodes without low power support Relay, Friend. All nodes support ADV provisioning or GATT provisioning

by default in this SDK.

3.3 Mesh networking

3.3.1 Network layer

Address:
Values Address Type
Ob0000000000000000 Unassigned Address

Ob0xooooooaoooxxx (excluding Ob0000000000000000) Unicast Address

Ob 1000000000000

Virtual Address

O0b 1100000000000

Group Address

Figure 3.3: 16 bit Address Allocation

» Unassigned address:. O for Unassigned address

» Unicast address for element address

« Group address: for group control and publish—-subscribe scheme.

« Virtual address: use together with 16BYTE label UUID, Virtual address is the value that calculate UUID
with hash algorithm. When group address (total 16384) is not enough, this can be used to expand.
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Network PDU:

abfuscatid

= NID E TTL Sequence Number (SEQ) Source Address (SRC)
Cocteto 017 ottt | O1TT Toatetz T 017 Toatets T OT7 Toetetda T 0177 Toctets 1T T octets O
15 [ 63 ar o
Destination Address (DST) TransportPDU Network MIC {(NetMIC)
Cootet7 17T ootets U ol T
Figure 3.4: Network PDU Format
Field Name Bits Notes
VI 1 Least significant bit of IV Index
NID 7 Value derived from the NetKey used to identify the
Encryption Key and Privacy Key used to secure
this PDU
CTL 1 Network Control
TTL 7 Time To Live
SEQ 24 Sequence Number
SRC 16 Source Address
DST 16 Destination Address
TransportPDU 8to 128 Transport Protocol Data Unit
NetMIC 32 or 64 Message Integrity Check for Network

Figure 3.5: Network PDU Field Definitions

« IVI: iv index (i.e.,the lowest bit of iv_idx_st.tx[3], stored as big endian)

« NID: network key related

» CTL: flag for control message

Network transmit count/interval

Network transmit count is how many times it need to repeat to send out a command. The rf packet is
exactly the same, including SNO. The purpose of send command repeatedly is to increase reception success
rate. For example, for a 2-node mesh network, if the success rate of each transmit is 80%, that means the
packet losing rate is 20%, so, theoretically, the packet losing rate is 6th power of 20%, which is 0.0064%,
i.e., the success rate is 99.993%. This of course also depends on RF environment.

Our SDK's default re-transmit count is 5, i.e., TRANSMIT_CNT_DEF(5), the total transmit time = n+1 = 6.
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Network transmit interval is the interval of 2 adjacent re-transmitted packets, the default value in
SDK is 30-40ms, defined by TRANSMIT_INVL_STEPS_DEF, calculate in the following way: ((TRANS-
MIT_INVL_STEPS_DEF + 1)*10 + (0O—-10))ms.

Network transmit count and transmit interval can also be configured by SIG config command CFG_NW_TRANSMIT_SET.

In conclusion, to send a network packet, e.g., generic ON/OFF no ack (this command need no de-packing),
SDK need about 40 * 6 = 240ms.

Reliable retry

Reliable retry is the retry on app layer, used for commands with status answer, e.g., generic ON/OFF. When
send out a network packet (including network transmit), the program will check if the status is received or
not, if not, then it will retry, and the sequence number in the network packet will thus change. The program
will retry twice at the maximum by default.

3.3.2 Access layer

Field Name Size Notes

(octets)
Opcode 1,2, 0or3 | Operation Code
Parameters 0to 379 | Application Parameters

Figure 3.6: Access Payload Field

Opcode Format Notes

Oxoooooxx (excluding 01111111) 1-octet Opcodes

01111111 Reserved for Future Use
10000 XHXXXAKXX 2-octet Opcodes
T1XXXXXX 22222222 3-octet Opcodes

Figure 3.7: Opcode Format

There are 3 kinds of op code, 1byte, 2byte and 3byte. 1byte and 2byte are defined by SIG, 3byte is defined
by vendor, in which 2 bytes are vendor ID (CID) , a vendor id supports at most 64 vendor opcode in the
whole mesh network.

Access layer contains op code and parameter, supports 380 byte at the maximum.

AN-17120400-E7 70 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

3.3.3 Transport layer

To compliant with protocols that does not support long packet like BLE4.2, the adv’'s maximum payload
is set to 31byte. The effective payload of a single packet is 11bytes, others are occupied by communica-
tion protocols, so when Access layer is longer than 11byte, it need to be segmented, thus, for vendor op
code, if the parameters is longer than 8 byte(8=11-3), the mesh protocol stack will segment the message
spontaneously.

3.3.4 Mesh beacon

The following figure shows unprovisioned device beacon PDU.

Unprovisicned Device Beacon

Beacon Type =
0x00
1)

Device UUID QOB Info URIHash |
(16B) (2B) (4B) :

Len Type = <<Mesh Beacon>>
(1B) (1B)

Figure 3.8: Unprovisioned device beacon PDU

Node can be identified by Device UUID. For some mobile phone, for example, 10S cannot get mac, nor can
get mac in future remote provision, so in SIG mesh, node is identified by Device UUID instead of by mac.

Unprovisioned beacon is transmit via non-connectable ADV packet, used for PB-ADV provision mode.
Please refer to spec 3.9.2 Unprovisioned Device beacon for Oob info and URI Hash.

Before provision, unprovisioned beacon will be transmit via unprov_beacon_send(), the transmit interval is
defined by beacon_send.inter = MAX_BEACON_SEND_INTERVAL, the default value is 2s.

After provision, security beacon will be sent out via mesh_tx_sec_nw_beacon(). User can also enable-
disable this transmit command via CFG_BEACON_SET. Please refer to SecNwBc operation in 4.4, the trans-
mit interval is defined by SEC_NW_BC_INV_DEF_100MS, the default value is 10s.

3.3.5 IV update flow

This is IV index update flow. Both network layer and access layer decryption/encryption need IV index. As
described before, mesh network requires network PDU’s sequence number accumulate all the time, and the
length of sequence number is 3 bytes. So when sequence number approach its maximum, IV index needs
to be updated, otherwise the sequence number will be reset to 0, and will be invalid in reception end. So IV
index is the expand of sequence number.

Nodes will start and execute IV index update flow spontaneously. When a node is noted that its sequence
number is bigger than IV_UPDATE_START_SNO (0xC0O0000), it will start IV update flow. The IV index in-
creases by 1 for each IV update.

Check SPEC V1.0 3.10.5 IV Update procedure for details.
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3.3.6 Heartbeat

Mesh heartbeat, sent out periodically, can be used for on/off line check (periodical publish can do the same
thing), and hops calculation, i.e., to calculate how many times heartbeat message hopped before it get
received.

Count received heartbeat, calculate the hops of each heartbeat, get the min hops and max hops, thus know
the structure of the whole network and the message transmit ion reliability of each node. One heartbeat
subscription configuration can only monitor/calculate 1 node.

hops is calculated in the following way:
hops = InitTTL - RXTTL +1
+ INitTTL: TLL in heartbeat publish set
« RXTTL: TLL in received message network PDU

Nodes do not send heartbeat by default, check “Heartbeat demonstration” section for detailed configura-
tion.

3.3.7 Health

Health model related message is used for node’s warning/error status, e.q., battery warning/error messages.
Check spec 4.2.15.1 Current Fault for detail, as shown in table below.

Table 3.1: Health model related messages

Value Description

0x00 No Fault

0x01 Battery Low Warning

0x02 Battery Low Error

0x03 Supply Voltage Too Low Warning
Ox04 Supply Voltage Too Low Error
Ox05 Supply Voltage Too High Warning
0x06 Supply Voltage Too High Error
0x07 Power Supply Interrupted Warning
0x08 Power Supply Interrupted Error
0x09 No Load Warning

Ox0A No Load Error

0Ox0B Overload Warning

0x0C Overload Error
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Value

Description

Ox0D

Ox0E

OxOF

0x10

Oox11

0x12

Oox13

0Ox14

0x15

Ox16

0ox17

0x18

Ox19

Ox1A

Ox1B

Ox1C

Ox1D

Ox1E

Ox1F

0x20

0x21

0x22

0x23

Ox24

0Ox25

0x26

0x27

0x28

0x29

Overheat Warning
Overheat Error
Condensation Warning
Condensation Error
Vibration Warning
Vibration Error
Configuration Warning

Configuration Error

Element Not Calibrated Warning

Element Not Calibrated Error

Memory Warning
Memory Error

Self-Test Warning
Self-Test Error

Input Too Low Warning
Input Too Low Error

Input Too High Warning
Input Too High Error
Input No Change Warning
Input No Change Error
Actuator Blocked Warning
Actuator Blocked Error
Housing Opened Warning
Housing Opened Error
Tamper Warning

Tamper Error

Device Moved Warning
Device Moved Error

Device Dropped Warning
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Value Description

Ox2A Device Dropped Error

Ox2B Overflow Warning

0x2C Overflow Error

Ox2D Empty Warning

Ox2E Empty Error

Ox2F Internal Bus Warning

0x30 Internal Bus Error

Ox31 Mechanism Jammed Warning
0x32 Mechanism Jammed Error
0x33-0x7F Reserved for Future Use
Ox80-0xFF Vendor Specific Warning / Error
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4 Debugging Tool Instructions

4.1 Download Firmware

Please refer to “"Help” -> “User guide” for BDT tool detailed instruction. The following is instruction for
frequent used operations.

Before start, download 8258_mesh.bin into each node (8258 Dongle), then burn provisioner nodes, there
are 2 provisioner modes, master dongle mode connected via GATT and gateway mode(ADV mode).

GATT mode: download 8269_mesh_master_dongle.bin in to 8269 Master Dongle (8269 Dongle).
Gateway mode: download 8258_mesh_gw.bin to 8258 gateway Dongle.

For example, user can download firmware to 8258 light node wit the following steps:

1) Hardware connection: connect miniUSB port on EVK board with PC USB port with USB cable, the light
on EVK board will flash if the connection succeed. 8258 Dongle connect with EVK board USB port via
USB port.

evk device: ok will show in the left lower corner of the tool.
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Figure 4.1: Hardware connection

2) Download 8258_mesh.bin to 8258 Dongle flash with Telink BDT tool.
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&' BDT connect to 1:usb#vid 248a&pid 5320#5&946e9eb&0&2#{28d78fad-5a12-11d1-ae5b-0000f803a8c2}
Device File View Tool Help

i(lis2s8 + " EWK ~ @ Seting (P Brase § gowdoad| + Activate | I® Run Il Pause MW Step Q PC 2 Singh

lbo | [0 | oo | [0 | 602 | o | m st

[17:25:24];
TC32 E‘s-'l{:

[17:25-28] -
Activate OK!| |

Figure 4.2: BDT interface

iLli g258 ~ >
Step 1 Open BDT, click ™ to choose the right part no, then click > W to check if EVK
and 8258 dongle can communicate normally, if yes, Swire ok will show. If not, it may because the SoC is
¥ Activate

in sleep mode, click to awake the SoC, this is especially important for low power equipment,
Activate OK will show when succeed. Active contains MCU restart.

® rase
Step 2 Click to erase 8258 Dongle flash.

@ Setting

Note: click to set start address and size for the erase action.
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&' BDT connect to T:usb#vid_248a&pid_5320#58&946e9eb8:08&2#{28d78fad-5a12-11d1-ae5b-0000f803a8c2} - O x
Device File View Help
{1258 ~ v EWK @ Setting (P Erase J Dowrload + Activate | I Run Il Pause W Step Q PC 2 Singlestep ~ | Reset @ manualmode = | & Clear
o o o W Y =
3 Download ¥ Tdebug = Log windows
Flash Sector (4K) Erase at address: 6c000 A

Flash Sector (4K) Erase at address: 6d000
Flash Sector (4K) Erase at address: 6e000
Flash Sector (4K) Erase at address: 6f000
Flash Sector (4K) Erase at address: 70000
Flash Sector (4K) Erase at address: 71000
Flash Sector (4K) Erase at address: 72000
Flash Sector (4K) Erase at address: 73000
Flash Sector (4K) Erase at address: 74000
Flash Sector (4K) Erase at address: 75000
Flash Sector (4K) Erase at address: 76000
Flash Sector (4K) Erase at address: 77000
Flash Sector (4K) Erase at address: 78000
Flash Sector (4K) Erase at address: 79000
Flash Sector (4K) Erase at address: 7a000
Flash Sector (4K) Erase at address: 7b000
Flash Sector (4K) Erase at address: 7c000
Flash Sector (4K) Erase at address: 7d000
Flash Sector (4K) Erase at address: 7e000
Flash Sector (4K) Erase at address: 7f000
Total Time: 10490 ms

Figure 4.3: Erase Flash

Step 3 Click “File”, then click"open”, choose corresponding "8258_mesh.bin” file, click to open, then the BDT
corresponding file:

evk device: ok File Path: D:A3.0.2\SIG_MESH _Release V3.0.2_20191111\sdk\8269_mesh_master_dongle\8269_mesh_master_dongle.bin

Figure 4.4: Bin file

4 Download

Step 4 Click , burn the chosen 8258_mesh.bin in flash address start from O.

% Settin
Note: click - to set start address and size for the download action, default vaule is O.
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& BDT connect to T:usb#vid_248a&pid_5320#5&946e%eb&0&9#{28d78fad-5a12-11d1-ae5b-0000f803a8c2} - | x

Device File View Tool Help

{igass ~ “wEWK ~ | @ Setting (¥ Erase § Download +# Activate | I® Run Il Pause W Step Q PC 2 Singlestep ~ @ Reset @ manualmode ~ | & Clear

o o o Y =

I 3 Download 5‘?& Tdebug = Log windows

Flash Page Program at address 20c00 A
Flash Sector (4K) Erase at address 21000
Flash Page Program at address 21000
Flash Page Program at address 21400
Flash Page Program at address 21800
Flash Page Program at address 21c00
Flash Sector (4K) Erase at address 22000
Flash Page Program at address 22000
Flash Page Program at address 22400
Flash Page Program at address 22800
Flash Page Program at address 22c00
Flash Sector (4K) Erase at address 23000
Flash Page Program at address 23000
Flash Page Program at address 23400
Flash Page Program at address 23800
Flash Page Program at address 23c00
Flash Sector (4K) Erase at address 24000
Flash Page Program at address 24000
Flash Page Program at address 24400
Flash Page Program at address 24800

File Download to Flash at address 0x000000: 150148 bytes
Total Time: 8687 ms

evk device: ok File Path: D:\3.0.2\SIG_MESH_Release_V3.0.2_20191111\sdk\8258 mesh\8258_mesh.bin Version : 5.4.3

Figure 4.5: bin file burned into flash

Firmware Burning Steps
Step 1 Click “Tool"—"Memory Access”, dialogue box pops up.
Note:

This action only applicable when burning light nodes and gateway nodes, GATT master dongle does
not need this.

ii’:‘i Memory Access — %
P
8258 v| [Ew v| (Fasd ) v| (s) v]
e
addd(_|76000 ) v| data: | |20 19 1122FF 11 v]

Figure 4.6: Input information

Input the 6-byte MAC as shown above, click enter in data field to write. Click Tab in Addr field to read, this
is the read-back confirmation.

If the mac field keeps empty, when 8258 dongle reboot, it will detect Ox76000 has no mac, then it will
assign a random mac and save it in 0x76000 in flash.

Step 2 After reboot, 8258 Dongle can work as a light node.
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Above is the BDT frequent used operations. Users can also click “Help” -> “User quide” for details of other
functions and operations.

4.2 BLE Connection and Adding Light in Gateway USB Mode

1) Open sig_mesh_tool.exe, plug the gateway dongle with burned 8258_mesh_gw.bin in PC USB port.

2) As shown below, “Found” means 8258 gateway Dongle connected correctly with PC tool, and the
communication works. The tool will choose tl_node_gateway.ini automatically based on connected
hardware.

@ Telink sig_mesh -- medl X
(=10 I'ﬁl_mﬂ!_oaf-warrlm 3 INI J BULKOUT ASCII | Log [T fastbina |2 ninny cuazISavm . I Save I W Bex[ le Stop I Scan z‘p_icinJ OTA [Rx test
~

—————————————————————— mesh_bulk_cmd_debug
LPN_get_lightness

<0000>11:25:00:007 [INFO] : (common)SCAN STOP for proxy mode when init:
<0001>11:25:00:05€ [INFO] : (CORMON) SyStem STALT ............
0002>11:25:00:105 [INFO]: (iv_update) IV index searching:: 12 34 S€ 78 12 34 5€ 78 00 00 00 00 00 00 00
<0003>11:25:14:284 [INFO] : (GATEWAY)HCI_GATEWAY_CMD_SET_NODE_PARA : e5 £f 10
<0004>11:25:14:289 [INFO] : (GATEWAY)the gateway uuid is
: 17 73 £2 b9 7€ 8 12 3¢ 84 c3 25 ea £1 95 €9 d9

_get_; <0006>11:26:14:302 [INFO] : (GATEWAY)the gateway mac adr is
£u_distribution_get e
fw_distribution_starc_all 000€>11:25:20:082 [INFO] : (GATEWAY) BCI_GATEWAY_CMD_SET_NODE_FARA : @5 £f 10
fu_distribution_start_0002 <0007>11:26:20:088 [INFO] : (GATEWAY) the gateway uuid is
dissribuvion_stary : 17 73 £2 b9 7€ e 12 3c 84 c3 25 ea £1 99 €9 d9
distribution_start_0001 <0008>11:25:20:055 [INFOI: (GATEWAY)the gateway mac adr is
distribution_stop : 29 12 ¢ 46 of ab
distribution_detail get
£u_update_get
fu_update_prepare
update_start
update_abort
£u_update_apply
obj_transfer_get
obi_transfer_stazt
cbj_transfer abort
obj_block_transfer_start
cbi_chunk_transfer
obj_block_get
obj_info_get

scheduler_get
sched_action_get

sched_action_set_on

time_zone_set
time_zcne_get
time_delta_set
time delta_get
time_role_set
time role_get

>
v ML 3] mser| 0 | commect [aen: earen_tiie| ==]
8 £2 00 00 00 00 02 00 02 00 b6 O1
[ 00 00 00 00 02 O 00 bE ol | UART I = m:rs_azssr| Huh_unJ s-c-_nn‘ -Dzw Close

Figure 4.7: SIG_MESH_TOOL interface

3) Boot 8258mesh node.

4) Click “Scan” to open “ScanDev” window, showing corresponding mac address, including rssi and fre-
quency offset.

x

BULKOUT ASCII | [V Log [T fastbind IZ xa;rg|c1nz|5ave___i Save |l7 Hex[ Adv Stop | Scan l rp sca.nl orAle test

ScanDev x ~

Bl 31 ef ds

20 19 aa bb cc 20 -54 dBm 78 K () Boa 0c 0a £f

20 19 aa bb cc 16 -54 dBm %4 K () b ££ 4c 00 10

el el e2 &3 cd ab -70 dBm 40 K ()

bf d5 51 €3 a7 £8 -70 dBm 72 K () ES €5 39 b7

20 19 aa bb cc 17 -54 dBm 83 K ()

21 22 33 44 ff £ff -70 dBm 7% K ()
be 2b 94 ac

Figure 4.8: ScanDev window
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5) Click corresponding item in “ScanDev” to choose node.

Gateway mode: double click to choose the node, no connection or command transmission.

8258 gateway Dongle mode: double click will build BLE connection, if the red light on 8258 gateway Dongle
turns on, means BLE connection is built successfully, “"Stop” is to stop current BLE connection, when the
white light on 8258 gateway Dongle turns on, means BLE connection is stopped. Currently supports only
single node BLE GATT connection.

6) Click “Prov” to open “provision” window.

Note:

“Provision” and “bind_all” is forbidden after initialization, users can not use the 2 button at the same

time.

The “network_key” is generated randomly when first open “provision”, it can be modified before click “Set-
Pro_internal”.

provision *

I~ Fast prov mode Static

apk_idx |00 00
SetPro_internal
app_key |El] 96 47 71 73 4t bd 76 €3 b4 05 19 d1 d9 4a 48

network_key |h3 12 4d cB 43 bb 8b ab 1f 03 5a 7d 09 38 25 1f

key_index 00 00 iv_index |[11223344
iv_update_flag 0 unicast_adr |01 00

filter_operation

filter_type |white_list ~| filter_data |p1 o ff ff

SetFilter ‘ Add_mac |

RM_mac

Figure 4.9: provision window

7) Click “SetPro_internal” to set network initial parameters, print “Set internal provision success” in log
window to show that the parameters are set successfully.

<0313>18:30:08:7€0 [INFO]: Zgatz_p:cvision:l Set intermal provision success

< >

ALL bl chn_ser.‘ USB ‘ connecc‘l’fathzl search_file Mesh |
URRT || "l GAIE_RESEIl Hesh_cr.a‘ Gate_cta‘ Prov

Figure 4.10: Set internal provision success window

Close
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Once click “SetPro_internal”, the corresponding parameters like netkey cannot be modified, so “Set-
Pro_internal” will turn to grey. Parameters will be saved in mesh_database.json and will be read
automatically next time open the tool. If network_key need to be modified, then the whole network should
be dismissed, and reset to Factory settings.

Now “Provision” is enabled. unicast_addr is the primary address to be assigned to provision, user can change
it manually, but it highly recommended not to.

provision it

I~ Fast prov mode Static

apk_idx |op 00

app_key [60 96 47 7173 4f bd 76 ¢3 b4 05 19 d1 d9 4a 48

!

network_key |h3 12 4d cB 43 bb 8b a6 1f 03 5a 7d 09 38 25 1f

key_index |I]I] 0o iv_index |l1 22 3344
iv_update_flag ||] unicast_adr ,W

filter_operation

filter_type |white_list ~| filter_data |01 00 ff ff

SefFilter ‘ Add_mac ‘

Figure 4.11: Provision enabled

8) Click “Provision” to execute SIG provision flow to add corresponding node into network. The red LED
will flash 4 times to show the connection success. Log information is shown below:

Gateway mode log:

- 91 Bd 02 00 03 ££f B9 df 3e 39 31 dc df dl ba 0€ 24 ££f 2c 82 93 d2
<0084>14:0€:55:791 [INFO] : (GATEWAY)HCI_GATEWAY CMD PROVISION EVT
: 91 89 01 02 00 57 21 al 78 od ab €e 8f €e Ob 87 el 51 38 af €a 97 21 al 78 cd ab
W

>
Path: | seareh_filel Mesh |
UART | | 'I GME_RESE‘.I' Mesh_ota Prov | Close |

ALL v| chn_set Use ‘ connect

Gate_ota

Figure 4.12: Gateway mode log

GATT Master dongle log:
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N TEN T e [~ SE TRt Taaeea e
Log [ fastbind |2 retry‘Clear Save-..‘ Save W Hex|[ Rdv Stop | Scan | rp scan OTR |R.x test
<0004>17:11:24:112 [INFO]: {(gatt_provision)SEND:the provision start is »
: 00 00 00 0O 00 00
<0005»17:11:24:-128 [INF(Q]:{gatt_provision)SEND:provisicner send pubkey is
82 ce 4b 14 43 18 25 13 £7 da a2l 4k 84 20 de a4 71 17 a6 0f 78 cc 14 30 34 45 a7 kBl 3% 81 73 c3
e9 4b 0d 3c 9a 0Oc 40 1d c4 48 dd 39 0a cc 55 1la bf 55 6b 5d &8 0z 41 32 bf 35 75 &2 d0 ea 37 Oc
<0006>17:11:24:231 [INFO]: (gatt_provision)RCV:the pubkey of the device is B
23 eb B4 06 8d 23 eb e€ 34 Bf cd4 5a ef 3d €4 4c 26 d4 € 71 d5 ca Z8 04 B84 Bf 235 48 8b 3€ 31 47
0& 3c Ta 2l 7c 5e b8 46 35 bd €b €1 d8 1€ 4b d1 £2 50 £d 72 8e e5 53 €1 1b c3 ab £5 1d £5 cf Bf

<0007»17:11:24:-251 [INF(Q]: {gatt_provision)SEND:the provisioner's comfirm is

- a5 e5 a% la 52 b4 bd 34 fe 2% 11 Ze c5 da B84 ab

<0008>17:11:25:86% [INFO]: (gatt provision)RCV:the device's comfirm is

2 B0 75 ed ab 5d 3f e6b 35 Zf f4 27 34 45 eB8 b0 al

<0009>17:11:25:87& [INFO]: (gatt_provision)SEND:the provisioner's random is

- b3 a6 db 3c BT Oc 3e 99 Z4 5e 0d 1c 06 b7 47 de

<0010>17:11:25:594% [INFD]: (gatt_provision)RCV:the device's random is

: ca 35 46 d5 1% 41 £9 B0 ec 70 cZ 31 at 55 80 04

<0011»17:11:25:358 [INFQ]: {gatt_provision)the device comfirm check is success
<0012>17:11:25:36¢8 [INFO]: {gatt_provision)SEWD:the prnvisl:i.nner's device info is
- b3 1Z 4d cB 43 bb Bb a6 1f 03 5a 7d 0% 38 Z5 1£f 00 00 00 11 22z 33 44 0& 00

<0013>17:11:25:375

<0014>17:11:26:109
<0015>17:11:26:128
<001e>17:11:26:145
<0017»17:11:26:170
<0018>17:11:26:270
<0019>17:11:26:280
<0020>17:11:26:254
<00Z21>17:11:26:3086
<0022»17:11:26:-318
<0023>17:11:26:331
<0024>17:11:26:-5344
<0025>17:11:26:35%8
<00Z26>17:11:26:363
<0027>17:11:26:382
<0028>17:11:26:3593
<0025>17:11:26:404

ALL

I

: c7 fb 7f cl Te be b3

*| chn set| connect GB'IE_REEE'I| Path: search_file| Mesh ‘
URRT | use | JS_UPDBTE| Mesh ota Cate_ota| Prov | Clnsel

[INFD] - (gatt_provision)the node's dev key:
2d 3c cof 28 Te B35 47 Z0 &2
[INFC] - (gatt_provision) RCV:rcv the provision completet cmd provision

m

success

[INFC] - {(Basic) filter send cmd is 0: 00
[INFCO] - {(Basic)£filter send cmd is 1: 00 01
[INFC] - {(Basic) filter send cmd is 1: ££ ££f

[INFC] : (Basic)the filter rsp is 0: 00 00 05 e5
[INFC] : (Basic)mesh rc data cfg gatt dec suc
[INFO]: (log win32) white list

[INFC] : {log_win32)GRTT addr 0x000&, filter list status, ListSize is: O
[INFC] - (Basic)the filter rsp is 0: 00 01 £3 bé

[INFD] : (Basic)mesh_rc data cfg gatt dec suc

[INFO] : {log_ win3Z) white list

[INFC] : {log win3Z2)GATT addr Ox000&, filter list status, ListSize is: 1

[INFC] : (Basic)the £filter rsp is 0: 00 02 37 3e

[INFC] : (Basic)mesh rc data cfg gatt dec suc
[INFO]: (log_win3 .4@
[INFO] : {log_win3Z) &2 = 0x000&, £filter list status, ListSize is: Z

B

Figure 4.13: GATT Master dongle log

9) Click “bind_all” after configure app_key, first get composition data will be sent to get all model ids,
then bind app_key to all models.

After Bind_all, unicast_adr will automatically accumulate based on the elements number the current node
contains, and calculate primary address for next node provision.(e.g., CT light has 2 elements, then uni-
cast_adr will increase by 2 each time a CT light is added).
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Telink master -- Found

x

obj_chunk_tza

) | SR B e
| provision §
LPN_ t_light 00 00 00 00 13 "~
o 1t 1
LFN_get_onofd [~ Fast prov mode ~Static .lm
lightness_ged apk_idx |0p 00 00 00 01 13
SetPro_internal
fw_in# .
inro_ger_d o) app_key [6096 47 7173 4103 76 €3 b4 05 19 d1 43 40 49 10 5 0 30 56 93 &
#w_distribuci ent 1
fw_distributd k i -3
s dierribucy  Metwork | ||.3 12 4d c8 43 bb 8b a6 1f03 5a 7d 09 38 25 1f bind_all e
fu_distribusi
fw_distribucd 0 : 80 3@ 00 02 0
::_g;iir-rmv: 00 00 00 03 13
il key_index 00 00 iv_index [1122 33 44 =
00 00 04 13
iv_update_flag |0 unicast_adr [04 00
- 0 : 80 3& 00 02 0
A '_app 00 00 00 04 13
obj_transfer Provision o
::;7::::::::* £00000211
by _block_txa | filter_operation Ogoognu 02 00 00

cbj_block_get
obj_info_get

filter_type I\.,Mu_"ﬂ :J filter_data

Add_mac

etFilter

scheduler_get
sched_action_
sched_action
sched_action
sched_action

Time_set
time get

time_zone_get
time _delta_set
time_delta get
time_role_set
time_role_get

scene_store

0 : 80 3e 00 02 0
00 00 00 11 02 0
lent 1

2

00 00 02 10

01 00 ff ff

0 : 80 3 00 03 0
00 00 00 02 10
lene 1

= o 0 r - €
: (common)ExecCnd: a3 ££ 00 00 00 00 02 00 02 00 80 3d 03 00 00 00 0€ 13

: (Basic)the mesh access tx cmd is 0x3d80 : 03 00 00 00 0€ 13

[INFO] : (Basic) adr_src:0x0002, adr_dst:0x0001, access rx cmd is 0x3e80 : 80 3e 00 03 0
: (cmd_zsp) Status Rsp. 02 00 01 00 80 3e 00 03 00 00 00 0€ 13
:(log_win32)mesh tx 0x3d20 rsp_max 1, zsp_cmt 1

bt Im cha_set usB I connect Dn.h:,_ u.x:h_:n-l

I-3 ££ 00 00 00 00 02 00 02 00 82 3c 08 00 00 €€ 00 00

|| =] [ o] fomaon]

Figure 4.14: Click bind_all

10) After binding App_key, click mesh to enter mesh Ul, user can turn on/off light here.

Telink master -- Found X
= . " f — f L " M i f i L > _‘j
oA
LeM_ges, . Mesh I—_] schedul
LEN_get Nodes)|reliable ~ ~Year Day Time
1lightne Ysel C a & am
oA @ mn:lnm ln— c cu!ton o gettime
£u_info | | I
fu_info Group_S Ltz settime. 0
fu_dised Group_C [” Jan|" Febl™ Marl” Apr [~ Ma\[ Jun
fu_discy 5 I Jul I Aual~ Sepl” Oct Novl~ Dec
P GrpDelAll_S & Scene
::_::::: GrpDal.All_Cl @ any hour © once aday cusll]
fu_dise: Minute - Second 1
£:'up;-: LEGIREH * any minute = any second
#u_updat SecNwBc " every 15 mini " every 15 seco
£u_updat " every 20 mini " every 20 seco o
:v_:::it TTL " once an hour  once a
w_updat [ ®)
ob3_tran transmit ___?'fq_‘?_":_lf __________ '_:'_'ft_n_"_'_'_] _______ :
obj_tray Week
3:7.:;-“ Relay [~ Monl~ Tue I Wed
outcn: Friend " Thu ™ Fri [ Sat [~ Sun
cbj_blog Pr " Action 0
) oxy
ob3_infg # On " Off_ " Noaction Recall'u
Lightness
schedul set
sched_aq CciT
sched_ad
sched_aq RFU 0
sched_ad v
GetCPS
time_set delete load I
time g.i DelNode
time_zon
time_del
time_del
time_rol v
time rol >
scene_store v |aLz = Ehn_l-al vsB ] connect |v-u:. | search_file Mesh
a3 ££ 00 00 00 00 02 00 02 00 82 3c 03 00 00 €€ 00 00 Hesh_anl G“._nnl = | — I

UART I - I GATE_RESET |

11) Dismiss network

Figure 4.15: mesh Ul

Both GATT master dongle and Gateway mode can follow the following way:

Choose a node, then click "DelNode” to delete this node. Refer to 4.5.3 “DelNode” instruction for detail.
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Note:

In GATT master dongle mode, please delete no-GATT-direct-connected nodes first, then delete GATT
direct connected nodes. Delete GATT directly connected node will disconnect current GATT.

4.3 BLE Connection and Adding Light in Gateway UART Mode

Configure UART ports:

1) Choose HCI_USE_UART in HCI_ACCESS in gateway firmware, re-compile.

2) Insert port tool to PC, connect tx/rx with gateway rx/tx.

3) Open “sig_mesh_tool.exe”.

4) Click UART then choose the pop-up COM port.

5) Click “Connect”, if the connection succeed, the button will change to Disconnect. Now UART can

execute gateway functions.

6) All other operations are similar with that of USB mode, please refer to section 4.2 for detail.

Telink sig_mesh -- Not Found

r:u:; Bl_ncde_gateuay.lni) INI | BULKOUT ASCII

lightness_get_LEN
lightness_get_Panel

e ]

fw_info_get
fw_info_get_all
fw_distribucion_get

fw_distribution_stop
fw

£w_update_get
fw_update_prepare
£w_update_start
fw_update_zbort
fu_update_apply
obj_transfer_get
obj_transfer start
obj_transfer_sbort
obi_block_transfer_start

obj_chunk_transfer

obi_block_get
obj_info_get

fw_distribution_start_all
fw_distribution_stars_0002
fw_distribution_start_0Z_03
fw_distribution_stars_0001

stribution detail get

scheduler_get
sched_action_get
sched_zetion_set_off
sched_action set_omn
sched_zction_ses_scenel

time delta set
time_delta_get
role_set

scene . store
scene_del

W Log [ fastbind |2 retry|Clear Sava...‘ Save | W Bex[  Rdv sStop | Scan lp_sr_‘an| OTA ‘R.x test]
7 |ALL ﬂ thnﬁsatﬂﬂcnnettp GATE_RESET Mesh
—
. ‘m, @ uss Mesh_ova| Gave csa| Prov | Close
3 —

o

Figure 4.16: Configure UART port

4.4 BLE Connection and Adding Light in GATT master dongle Mode

1) Open sig_mesh_tool.exe", plug 8269 Master Dongle with burned program in PC USB port.
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2) Asshown below, “Found” means8269 Master Dongle connected correctly with PC tool, and the commu-
nication works. The tool will choose sig_mesh_master.ini automatically based on connected hardware.

x
oMp | [sig_mesh master.ini - INT | BULKOUT ASCII|W Log [T fastbind |2 :.uy|:1u:‘s.u,, | Save |F Hex|[ M@( s:.aj rpiicn.n| o‘mlax =u~=|

——————mash_bulk_cmd_debug ~

<0000>18:12:12:4€2 [INFO]: (common) SCAN STOP for proxy mode when init:

LoW_gut_; <0001>18:12 [INFO) : (common) SYSTem STAZT «ooo........
LPH_gec_onoff 0002218 [INFO] : (iv_update) IV index searching:: 11 22 33 44 11 22 33 44 00 00 00 00 00 00 00
lightness_gec_Damel 0003>18 [INFO) : (common) adv pkt: 04 01 10 20 00
= 0004>18:12 [INFO] : (common) adv pkt: 04 00 01 0€ 04
<0008>18: [INFO] : (common) adv pkt: 04 01 Oc 20 00

starc_all
starc_0002
start_02_
starc_0001
sTop
fu_discribution_detail _get
fw_update_get
update_prepare
update_stazt
update_abort
update_apply

cransfer get

Log
obj_transfer_abort
obj_block_transfer_start
obj_chunk_transfer
obj_block_get
obj_info_get

0;

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_get
Time_zone_set
time_zone_get
time_delta_set

>
scene_stozre . ALL *| chn s-r.l UsB | connect |Puh‘ search file
= = =
a3 ££ 00 00 00 00 02 00 02 00 b7 02 11 22 33 44 §5 €€ 77 88 12 00 ¢ | I
UART v| GaTE_RESET Mesh_ota| Gate_ot. €L
| esh_ota| Gate_ota )| Ciose

Figure 4.17: SIG_MESH_TOOL interface

3) Please refer to section 4.2 for further steps.

4.5 Control Corresponding Nodes

GATT master dongle and gateway have the same operation and Ul.

4.5.1 Ul Display and on/off Control of Single/All Node(s)

1) Click “Mesh”. A “Mesh” window will pop up.
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3

_ Allon/off control

-~ Mrzlinhlej T

|| rgeyset
fift

Wil »

tness. Group_S
Group_C
us ——————
GrpDelAll_S
(ol GrPDeIAILS|
GrpDeI.HI_EJ _
_G tPub S oup indss
—————Base CODQR
SecNwBc
TTL
transmit
Relay
Friend

Figure 4.18: mesh window

2) By clicking “Nodes” in “Mesh” window, user can refresh all light status.

If click "Nodes” when choose reliable in the right drop-down box, it will send out lightness get command.
The Ul will be refreshed according to lightness status.

If click *"Nodes” when choose unreliable in the right drop-down box, it will send out lightness get command.

But on/off command is no ack. Node will not reply status in this case, so the Ul will not be refreshed, use
publish to refresh UI.

If click "Nodes” when choose online status in the right drop-down box, it will not send out command, only
initialize Ul to null, then refresh Ul according to returned online status data.

Note: online status is a private mode, the node’s firmware should enable ONLINE_STATUS_EN.

The lightness display in 0-100 scale, which is switched from SIG defined 0-65536 scale.

001 | 0007

Figure 4.19: Node status

3) Single node operation: click “On”/*Off”, the corresponding light will control the switch status. The
node status will be reported to the tool to refresh the corresponding status.

4) .: “on”, .: “off”, |!I off-line
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! Mesh

001 | 0007

002 | 0004 | On .
[ [ | ]

Figure 4.20: Single node control

5) All on all off control: Click “On”/"Off” besides “All”, all nodes in the mesh network will switch to on/off.

Mesh

~Mesh
001 | 0007 | On

- ] Nodeﬂlrellable vl :

~getfset
i |
- -1

002 | 0004 | On .
T T |

Figure 4.21: All node control

4.5.2 Group Control (Subscription Demo)

Click index number of the light node, e.g., 002, to get the node address and show in position in below figure.
The default value is Oxffff, means no node is chosen.

Figure 4.22: Obtain node address

User can click/right click “Svr” box in Group Control, to add/delete this light node in/from corresponding
group. The v in “Svr” means the node has been added to the group, the blank in *Svr” means the node is
not in the group.

« “Svr” column is for generic on/off server model (0x1000)
« “CInt” column is for generic on/off client model (0x1001)

Normally, node supports only server model, so only “Svr” column is operated.

Group index and group address’s relation is described as: group address = group index + OxCOOO.
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Off Svr| Clmt

Off
qv
ff

e added to this group-

e is not in this group+

Figure 4.23: Allocate one light to multiple groups

User can click the corresponding “On”/"Off” to control the group in Group controls.

Nodeﬂlreliable vl

~getfset
0004

Group_S ‘ | ‘ On EI

Figure 4.24: Group control

001 | 0007 | On | Off

4.5.3 Configure Node Parameter with Ul

As shown in figure below, click position 1to choose the node, then the tool will send get group (subscription
list) command out automatically to get the node’s group and show it in corresponding Ul. Then determine
if current node supports scene, time, scheduler function, if yes, send get commands out automatically to
get scene, time and scheduler list.

Send SCENE_REG_GET to get all valid scene index, and display in Ul list.

Send TIME_GET to get time of current node, and display in Ul. If the node is just booted, the time will be
0, which means the node is waiting for configuration, in this case, the time will keep O, and do not do the
timing action. User can configure time in 2 ways, 1, send time set command via app/gateway, 2, when the
node boots, configure its time model’s publish character to get time status other nodes published.

Send SCHD_GET to get all valid scheduler index, then based on the returned index value, send
SCHD_ACTION_GET respectively to get detail parameters, and display in Ul list. As shown in below
figure, the provision is just completed, no scheduler is added, so no need to send SCHD_ACTION_GET.

For the same reason, group, scene, time and scheduler are all blank.
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Telink master -- Found

| = |

oD |sig_mesh_mas:a:_mi

LIN_get_lightness
LDN_get_onofs
lightness_get_Pansl

fw_info_get
fw_info_get_zll
fw_distribution get
fw_distribution_starc_all
fw_distribution_start_0002

fw_distribution_start_0001

fw_distribution_stop
fw_distribution detsil get
£w_update_get
£w_update_prepare
£w_update start
£w_update_zborc

fw_distribution start_02Z_03

bulk_cmd_debug

j INI | BULKOUT ASCII| ¥ Log [ fastbind |2 rEtrlelEaxlSav I Save ||7Haxl_ 2dv  Stop | Scan | r:p_scanl

OoTA |R.x test

* |<0000>16:10:

<0001>1¢€
<0002%16
<0003>1&:
<0004>1é:
<0005%16
<0006>1&
<0007>16:
<0008>1&-
<0009>1&:
<0010>1&:
<0011x1é-
<001Z>lée
<0013>1e
<0014>1é:
<0015>1é:
<0016>1&

10:
10-
10:
10:
10-

14

107
123

[INFO] =
[INFC] =

{commofigute get subscriptioglist to refresh UI......
{common) Exe = 0 00 00 02 01 OF 00 80 25 06 00 00 10

=125 [INFO]: (Basic)the mesh access tx comd is 0x2380 - 06 00 00 10
[INFO]: (Basic)adr_szc:0x000, =dx_dst:0x0001,sccess rx cmd is Ox2a80 -
[INEFO] : (cmd_zsp)Status Rsp, S 06 00 01 00 20 Za 00 08 00 00 10
[INFO] - {log_winjidmmstr—mmsallable_stop: op 0x2380 rsp max 1, rsp_cnt 1
: [INFO] : {comma: c o refresh UI......
14:267 [INFC] : {commaon) TReet: e=fZ 00 00 00 00 0Z 01 06 00 82 44
14:271 [INFO]: (Basic)the mesh sccess tx cmd is 0x4482 NULL
14:352 [INFO]: (Basic)adr_src:0x0006,sdr_dst:0x0001,access rx cmd is O0x458% -
14:398 [INFO]: (cmd_zsp)Status Rep 7 S 05 00 01 00 B2 45 00 00 00
14:412 [INFO]- (log win32)mesh tx rdlisble scop: op Ox4482 rsp max 1, rsp_cnt 1
[INFO] : <r_-umn refresh UI......
[INEFO] : { common ) EREESmd=—ma—FF 00 00 00 00 02 01 06 00 82 37
[INFO] - (Basic)the mesh access tx cmd is 0x3782 NULL
[INFO]: (Basic)adr_src:0x0006, adr_dst:0x0001,sccess rx cmd is 0x5d -
[INEG]

:{emd_rsp)Status Rsp : 06 00 01 00 54 00 00 00 00 00
{commen) time value isanvalid, please set time

Figure 4.25: Conf

80 2a 00 08 O

82 45 00 00 O

5d 00 00 00 00

igure node parameter with Ul

The following button is based on current chosen node.

“Group_S”

<0017+18 [ERR] - {common) time value iscinvalid, please set time. ...
fw_update_spply <0018>16:10:14:583 [INFO] : (log_win3zlm ex=redizble stop: op 0x3782 rsp max 1, rsp_cnt 1
cbj_transfer get <0019>16:10:14:593 [INm]:::umun 0 refresh UL......
obl_trapsfer start <0020>16:10:14:603 [INFO] - {common) Exectm 80 oo 00 00 02 01 06 00 82 45
T w W e e W W Seaae ® W o mees = u‘
Mesh e — . — - _— . _— — 4z 00 00
Nudeﬂlreliable vl :Year Day Time
= o T any * any . .
T 0006 2 * custom Il]  custorr |0 get time(] 0-00-00 00:00:00°) §
™ a8 ~Month
L settime
G c I" Jan[~ Feb[” Marl” Apr [~ May[ Jun
- Han " Jul [~ Aual™ Sep” Oct ™ Nov[ Dec
____________________________________ ~Scene
- GrpDelall_S e
- GrpDeIAILCl 7(5‘ any hour " once aday  cus|0
~Minute Second
- GetPub_3 ' any minute & any second
- SecNwBc  every 16 minute | " every 15 seco
" every 20 minute | " every 20 seco 1
TTL " once an hour " once a minute I o
el (ol
I wansmit oemp L e
- Rela -wWeek i
4 ™ Mon[™ Tue [~ Wed (l Close
Friend " Thu ™ Fri [~ Sat ™ Sun
- —_—
- Proxy ~Action
- - & On Off © Noaction HE[:aII_l] L
Lightness Action Set
| o pton e |
- id | action
RFU -
— GetCPS

By clicking this button, CFG_SIG_MODEL_SUB_GET will be sent to get subscription address list of on/off
server model of current node, and display it in “Svr” column.

“Group_C”

By clicking this button, CFG_SIG_MODEL_SUB_GET will be sent to get subscription address list of on/off
client model of current node, and display it in "CInt” column.

Most nodes do not support on/off client model, so this is not a frequent used button.

“GrpDelAll_S”

By clicking this button, CFG_MODEL_SUB_DEL_ALL will be sent to delete subscription address list of on/off
server model of current node, and clear “Svr” column.

“GrpDelAll_C”

By clicking this button, CFG_MODEL_SUB_DEL_ALL will be sent to delete subscription address list of on/off
client model of current node, and clear “*CInt” column.

“GetPub_S"

AN-17120400-E7

90

Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

By clicking this button, CFG_MODEL_PUB_GET will be sent to get publish address of on/off server model of
current node, and display the return value in later display box.

Modify publish address in input box, then press “Enter”, CFG_MODEL_PUB_SET will be sent, and the corre-
sponding publish address is the value in input box.

GetPub_s|0

Figure 4.26: "GetPub_S"

Other parameters are default values. Check command sending log:

|{ExecCmd: a3 ££ 00 00 00 00 02 01 08 00 ".'ISl"_'IE 00 00 00 00 00 ££ 00 15 00 10

Figure 4.27: Command sending log

Other publish parameters can be modified by cfg_pub_set_sig of INI command, modify the parameter to
wanted value, then send.

“"SecNwBc”

By clicking this button, CFG_BEACON_GET will be sent, the return value will display in right display box. This
command determine whether to send security network beacon or not.

Modify value in input box, then press “Enter”, CFG_BEACON_SET will be sent, and the corresponding pa-
rameter value is the value in the input box.

SecNwBc | 1

Figure 4.28: "SecNwBc”

“TTL”

By clicking this button, CFG_DEFAULT_TTL_GET will be sent, the return value will display in right display box.
This command gets the default TTL value of the node. SDK default value is defined by TTL_DEFAULT.

Modify TLL value in input box, then press “Enter”, CFG_BEACON_SET will be sent, and the corresponding
parameter value is the value in the input box.

TIL | D

Figure 4.29: "TTL"

“transmit”

By clicking this button, CFG_NW_TRANSMIT_GET will be sent, the return value will display in right display
box. This command gets the network transmit value of the node. The lower 3bit is network transmit count,
the higher 5bit is network transmit interval.

SDK default values are defines as following:
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: #define TRANSMIT CNT DEF (5)
: #define TRANSMIT INVL STEPS DEF (2)

Figure 4.30: SDK default value

Note:

transmit count(5) + network transmit interval(2) is Ox15.

Modify network transmit value in input box, then press “Enter”, CFG_NW_TRANSMIT_SET will be sent, and
the corresponding parameter value is the value in the input box.

transmit | 19

Figure 4.31: “transmit”

“Relay”

By clicking this button, CFG_RELAY_GET will be sent, the return value will display in right display box. This
command gets the relay enable value of the node.

Modify Relay value in input box, then press “Enter”, CFG_RELAY_SET will be sent, and the corresponding
parameter value is the value in the input box.

Relay 1

Figure 4.32: "Relay”

“Friend”

By clicking this button, CFG_FRIEND_GET will be sent, the return value will display in right display box. This
command gets the friend feature enable value of the node.

Modify Friend value in input box, then press “Enter”, CFG_FRIEND_SET will be sent, and the corresponding
parameter value is the value in the input box.

Friend |1

Figure 4.33: “Friend”

“Proxy”

By clicking this button, CFG_GATT_PROXY_GET will be sent, the return value will display in right display box.
This command gets the proxy feature enable value of the node.

Modify Proxy value in input box, then press “Enter”, CFG_GATT_PROXY_SET will be sent, and the corre-
sponding parameter value is the value in the input box.
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Proxy 1

Figure 4.34: "Proxy”

“Lightness”

By clicking this button, LIGHTNESS_GET will be sent, the return value will first switch from 0-65535 scale
to 0-0x64 and then display in right display box.

Modify Lightness value in input box, then press “Enter”, LIGHTNESS_SET will be sent, and the corresponding

parameter value is the value in the input box.

Lightness b4

Figure 4.35: "Lightness”

w C/Tn

By clicking this button, LIGHT_CTL_TEMP_GET will be sent, the return value will first switch from 800-20000
scale to 0-0x64 and then display in right display box.

Modify C/T value in input box, then press “Enter”, LIGHT_CTL_TEMP_SET will be sent, and the corresponding
parameter value is the value in the input box.

CiT G4

Figure 4.36: “C/T"

“"RFU”:
Reserve for future.
“GetCPS”

By clicking this button, COMPOSITION_DATA_GET will be sent, the return value will display in right display
box.

Log | £fastbind |2 retry

<0000»18:22:44:379 [INFQ]: (common)ExecCmd: 23 ££ 00 00 00 00 02 01 08 00 20 0B 00 -

Clear

Save...| Save ‘IF Hex| &2dv Stop | Scan | rp sScan DIA|Rx test

22
<0001*18-22-44-383 [INFO] - (Basic)the mesh access tx cmd is 0x0880 - 00
<0002>18:22:44:532 [INFD]: (Basic)rx segment all packetes receiwved
<0003»158:22:44:5353 [INFOQ]: (Basic)adr sre:0x000&,adr dst:0x0001,access rx cmd is Ox2

0z 00 11 0Z 01 00 33 30 6% 00 O7 OO0 OO0 OO 17 01 OO0 OO OZ OO 03 00 04 00 OO0 fe 01 fe 00 ££f 01 £f
00 12 01 12 00 10 02 10 04 10 06 10 O7 10 03 12 04 12 06 12 07 12 00 13 01 13 03 13 04 13 11 02
00 00 00 00 02 00 02 10 06 13

<0004»18:22:44:542 [INFQ]:{cmd rsp)Status Rsp :
06 00 01 00 02 00 11 0Z 01 00 33 30 €9 00 07 00 OO0 00 17 01 00 OO 02 OO ©O3 00 04 00 DO fe 01 fe
00 £€ 01 ££ 00 12 01 1z 00 10 02 10 04 10 06 10 07 10 03 12 04 12 06 12 07 12 00 13 01 13 03 13
04 13 11 02 00 00 00 00 O0Z 00 02 10 08 13

<0005»>18:22:44:564 [INFCQ]:{log win3Z2)mesh tx relishle stop: op Ox0880 rsp max 1, rsp_cnt 1

Figure 4.37: Return value
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“DelNode”:

By clicking this button, NODE_RESET will be sent to delete current node from the network. If the deletion
succeed, the red LED light of the node will flash for 8 times, and the node will run reboot operation.

4.6 Time model operation

1) The node’s time model is disabled by default in Firmware, MD_TIME_EN needs to be set to 1. Gateway
8269 is disabled by default, need to be enabled, gateway 8258 is enabled by default. After setting
MD_TIME_EN to 1 for the node and gateway, compile and burn, and regroup the network.

2) Double click to choose the node.

Figure 4.38: Double click to choose the node

3) Click “set time”, the tool will send current time of the PC to the node via “TIME_SET". Time will display
as following, and will refresh automatically.

-Time

get time | 2019-11-25 01:01:39

Figure 4.39: “set time”

Note: the parameters of time set when sending is shown in detail below:
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typedef struct/
u32 TAI sec; [/ 32bit is enough for 2000 ~ 2099 year
uE TAI sec rsv;
ug sub sec;
18 uncertainty:;
ule time auth 11
ule TAT UTC delta 1
u8 zone offset;|
ltime status t;

Figure 4.40: time set parameters

* TAl_sec: the value compares with time zone 0.

« zone_offset: set current time zone, unit is 15 minutes.

e.g.: Beijing time2019/1/1 09:00:00(UTC+8) configuration:

voia tX_cmd_time_set_local_sample
{
// beijing: 2019/1/1 09:00:00 (time zone: east 8)
s6 zone_hour = 8; // Positive numbers are eastwards
mesh UTC t UTC = {0};
UTC.year = 2019;
UTC.month = 12;
UTC.day = 4;
UTC.hour = 10 - zone hour; // translate to O time zone.
UTC.minute = 0;
UTC.second 0z
u3Z TAI sec = get TAI sec(&UTC);

time status t time set = {0};
time set.TAI sec = TAI sec;
time set.zone offset = get time zone offset(zone hour*e0);

access_cmd time set (0Oxffff, 1, &time set);

Figure 4.41: Switch between TAI and local time

The above function is to show how to switch local time to TAI, but normally it not in this way. Time set is
set from Mobile APP or PC, and both have API to get current TAl_sec and zone_offset, e.qg., PC firmware
operate in the following way:

(OFFSET_1970_2000 is because PC’s base time is 1970 while SIG MESH’s base time is 2000)
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void crveshnlg: :ONBNClickedSetTime ()

{
if (0 != sel Ele Check()){
return ;
}
time status t settime={0};
//mesh _UTC t set utc;
CTime time = CTime::GetCurrentTime () ;
132 nTSeconds2 = (u32)time.GetTime ()
settime.TAI sec=nTSecondsZ2-0FFSET 1870 2000;
TIME ZONE INFORMATION tz; B B
u32 dwRet = GetTimeZoneInformation (&atz);
settime.zone_pffset o get_timq_zone_pffset(—tz.Bias};
if (is_support model dst(mesh sel,SIG MD TIME S,1)) {
access_cmd time set(mesh sel, O, &settime) ;
lelse|
LOG_MSG_INFO (TL LOG COMMON, 0, 0, "Node not support time model™,0);
1
}
Figure 4.42: PC firmware operate
Note:

When the node is powered off, the time will be lost, i.e. g_TAl_sec is equal to O, so it will not start
timing. You need to receive the timeset command from app or gateway, etc., or receive TIME_STATUS
information from other nodes that have not been powered off to publish. after that the clock will
work properly. How to configure node publish TIME_STATUS message: When Telink SIG mesh app is
networking, it will check if there is a time model inside the model list of the composition data, and if
yes, it will automatically send the publish command to the time model. If it is 3 gateway, or a8 master
dongle, etc., you need to send the command manually.

4.7 Scene model operation

1) The node’s scene model is disabled by default in Firmware, MD_SCENE_EN need to be set to 1. Gate-
way 8269 is disabled by default, need to be enabled, gateway 8258 is enabled by default.

2) Double click to choose the node.
3) Set the node’s status to the scene wanted one via Ul or INI. E.q., generic on/off set and lightness set.

4) Input scene number, then click “Store”, and scene adding command (SCENE_STORE) will be sent, to
set node’s current status to corresponding scene ID, and list all the configured scene ID in the list, as
shown in figure below.

The processing function after the node receives the SCENE_STORE is: mesh_cmd_sig_scene_set().

Note:

The SCENE_STORE have only scene number, no light status information. Node will automatically save
currently status information like on/off, lightness as scene status when receive scene adding command.
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»

Delete | Recall |

Figure 4.43: Input scene number

5) Recall scene, i.e., set light status to status defined by scene. Click buttons in the following figure, then
click "Recall”.

The processing function after the node receives a SCENE_RECALL is: mesh_cmd_sig_scene_recall().
Note:

Recall scene will change light status, but it is not reported because publish status is not configured, to
refresh Ul, configure publish parameter in corresponding model.
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—Scene

Store 100

sCene_num ber

Figure 4.44: Recall scene

6) Modify scene. No modify command, modify with scene store.

7) Delete scene. Click buttons in the following picture, then press “Delete”.
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Figure 4.45: Delete scene

4.8 Scheduler model operation

1) Parameters (refer spec for details)

* Year: any: each year, custom: a specific year, base: year 2000, ie, O means year 2000, 19 means
year 2019

« Month: can choose 1/multiple/all. Note: both blank and all means choose all
« Day: any: each day, custom: a specific day
« Week: can choose 1/multiple/all. Note: both blank and all means choose all

« Hour:any: each hour, once a day: randomly respond once a day, and the random number is generated
daily; custom: a specific year,

« Min: any: each minute, every 15 means responds on 0/15/30/45, every 20 means responds on
0/20/40, once an hour: randomly respond once an hour, and the random number is generated hourly,
custom: a specific minute

« Second: similar with Min.

2) Double click to choose the node. If the action column is blank, that means the ID’s schedule of the
node is not configured yet.
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Action Set |

Figure 4.46: Action Set

3) Click ID column, choose the to-be configured scheduler’s ID (maximum 16 by definition in SIG, range
from 0-15), the chosen ID will show in blue background, and the schedule parameter of the ID will be
refreshed to the Ul above.
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—schedule
~Year Day
= any * any
" custom II] " custom I1
~Month

¥ Jan ¥ Feb[¥ Marl¥ Apr ¥ May¥ Jun
¥ Jul ¥ Auglv Sepl¥ Oct ¥ Novl¥ Dec

—~Hour —
" any hour © once a day * cus|8
- Minute Second
" any minute " any second
" every 15 minute | ¢ every 15 seco
" every 20 minute | © every 20 seco
" once an hour " once a minute
* custom |0 * custom |0
R,  H

¥ Monl¥ Tue ¥ Wed
¥ Thu ¥ Fri ¥ Sat ¥ Sun

—Action
& 0On ! Of T Noaction O Flt:[:all_h ]

Action Set |

id | action

Figure 4.47: Click “id”

4) User can modify schedule parameter, then click “Action Set” to send SCHD_ACTION_SET to configure.

Because of the Ul display limit, only action parameters are shown in the list, i.e., “on”, “off”, “no action”,
“recall”, if the field is blank, that means the schedule is not configured yet.

Click a specific value in ID column to check detail information of a schedule id.
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5) Delete Schedule

. rschedule
—“ear Day
* any * any
" custom II] " custom I1
~Month

v Jan v Febl+¥ Marlv Apr ¥ Mayv Jun
v Jul ¥ Auglv Seplv Oct ¥ Novlv Dec

—Hour —
" any hour © once aday  cus|B
~Minute Second
" any minute " any second
" every 15 minute. | T every 15 seco
" every 20 minute | T every 20 seco
" once an hour " once a minute
* custom |0 * custom [0
“week

vV Mon¥ Tue V¥ Wed
V¥ Thu ¥ Fri ¥ Sat ¥ Sun

—Action
% 0On T OH T Noaction O Flecall_h ]

Figure 4.48: schedule parameter

No specific delete command in SIG. Set action of the schedule to “No action” to delete the schedule.
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5 Factory Test Mode

5.1 Purpose

Factory test mode is used to manufacture, to execute some common control tests without provision, e.g.,
on/off, lightness control, CT control and etc. Gateway and GATT master dongle support this mode while

APP does not support for now.

5.2 Factory Test Mode Parameters

« unicast address: it is the lower 15bit of MAC by default, if the lower 15bit is O, then take 1 as unicast

address.

+ The network key, app key, device key, IV index use the compiled default value.

5.3 Default Test-able Commands

The control-able models are defined by factory_test_model_array[], while the useable commands of con-
figure model are defined by factory_test_cfg_op_array[].

const ulé factory_t.e s t._model_array [1 =1
SIG MD G ONOFF S, SIG MD LIGHTNESS S, SIG MD FW UPDATE S,
5IG MD LIGHT CTL S5, 5IG MD LIGHT CTL TEMP S5, SIG MD LIGHT HSL 5,
SIG MD LIGHT XYL S

}i
const ulé factory test cfg op array[] = {COMPOSITION_ DATA GET, WNODE_RESET};

Figure 5.1: Default testable commands

Controls under factory mode do not need provision, please refer to section 4.5. Please be noted, the mode
needs all nodes unprovisioned, including gateway and master dongle.
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6 Important SDK Modules

6.1 Configure Mesh SDK Default Feature

1) Mesh nodes describe their supporting features in composition data (model_sig_cfg_s_cps.page0.head.feature),
SDK initialization is shown as below:

Mesh_node.c o .
= mesh composition data local t model sig cfg s cps = { // can't extern, must static

{

4% MD_TD_ARRAY L.
&3 endi £

®ndidsig e )04€0: // head =
- md_LiEE_CsN;I i: 4 C:'l : { )
& E'dS.TEATIUSSE 462: VENDCR_1ID, // ul6cid = ;
T )0463: MESH_PID SEL, // ulé pid = ;
10464 MESH VID, [/ ule vid = ;
465: MESE NODE MAX NUM, //CACHE BUF_MAX, // ul6 crpl = ;
S @niidsicse 10466 // mesh_page_feature_t feature =
& En i 104e7: {
%T?Eéﬁ?i’c‘ﬁfp?' 4§-€ : FEATURE RELAY EN, // ulé relay :1;
& endif 46 FEATURE PROXY EN, /S ule proxy 01;
&1 ST 1047 FEATURE_FRIEND EN, /7 ul6 frid 01
4 endif EATURE LOWPOWER E // ule low_power :1;
i pagel local 4 |- — —
{F mesh_composition 0, //oule rfu :12;
4 CFS_DATA ELE SECI—
L _Jmod fz = } r
& if | 2 } ;
G if (ELE CHI EY ) )
%ifd_fgw_m // mesh_element_primary_t ele_primary =
#:if (ELE_CNT i

Figure 6.1: SDK initialization

2) Composition data defines supports or not, enable/disable can also be defined under “support” status.
Please refer to the configuration action model_sig_cfg_s.frid in mesh_global_var_init().

S N P e ey am

#else

Mesh_common.c
model sig cfg s. = FEATURE FRIEND EN ? FRIEND SUPPORT DISABLE : FRIEND NOT SUPPORT;
Fatit 3 #endif
(5] set_randon_snable #endif]
(] publi sh_when_powerup
mesh_vd_init

i WINGZ
(5] APF _reset_vendor_it

madal_sig_cfg_s = FEATURE PROXY EN ? GATT PROXY SUPPORT ENABLE : GATT PROXY NOT SUPPORT;
model sig cfg s.node_identity def = NODE IDENTITY SUBNET_SUPPORT DISABLE;

model_sig_cfg_s. nw_transmit.count = TRANSMIT CNT DEF;

model sig_cfg s.nw_transmit.invl steps = TRANSMIT_ INVL_STEPS_DEF;

#if 0 // TEST_CASE_NODE_CFG_CFGR_BVO1_EN in pts7_3 1.exe

model sig cfg s.relay = RELAY NOT_ SUPPORT;

#else

model sig cfg s.relay_retransmit.count = TRANSMIT_CNT_DEF_RELAY:

model sig cfg s. rela'iiretransmit .invl steps = TRANSMIT_INVL STEPS_DEF RELAY;

al

5] mesh_tx_cndZnormal_pr
5] mesh_tx_emdZunid
SendJpPar alebug

5] SendllpPar allebug_vende:
5] mesh_tx_emd?zelf prin
i ed_responze_to_s
re_data layer_ac

model_sig_cfg_s = FEATUP,ELP,E.LAY:EN ? RELAY SUPPORT_ENABLE : RELAY NOT SUPPORT;
#endif

my_fifa_push_hci_tx_f
(5] hei_send_data user
iz EATRuTY mURRTR

Figure 6.2: Enable/disable the configuration

During working procedure, user can enable/ disable these features with the following commands:
CFG_FRIEND_SET, CFG_RELAY_SET and CFG_GATT_PROXY_SET.

During working procedure, user can enable/ disable these features with the following commands:
CFG_FRIEND_SET, CFG_RELAY_SET and CFG_GATT_PROXY_SET.

3) For default features of each compiling project, please refer to Demo Project in SDK Instruction.

6.2 Common Macro Definitions

Some common macros and APIs can also be found in “common api”.
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6.2.1 LIGHT_CNT and ELE_CNT_EVERY_LIGHT

See “Definition of the number of elements of a node” for an introduction.

6.2.2 ONPOWER_UP_SELECT

ONPOWER_UP_SELECT defines the state setting of the lamp when the lamp node is powered off and pow-
ered back on, which can be set to one of the following states:

+ ONPOWER_UP_OFF: After powering up, the lamp is set to the OFF state.

+ ONPOWER_UP_DEFAULT: After powering up, the lamp is set to the ON state.

« ONPOWER_UP_STORE: After powering up, the light stays in the same state as it was before the power
was off.

See chapter “3.1.4 Generic OnPowerUp” in the mesh model spec "MshMDL_v1.1.pdf" for details:

3.1.4 Generic OnPowerUp

The Generic OnPowerUp state is an enumeration representing the behavior of an element when
powered up. The values for the state are defined in Table 3.3.

Value Description

0x00 Off. After being powered up, the element is in an off state.

Default. After being powered up, the element is in an On state and uses

0x01 default state values.
Restore. If a transition was in progress when powered down, the element
0x02 restores the target state when powered up. Otherwise the element restores
the state it was in when powered down.
0x03-0xFF Prohibited

Table 3.3: Generic OnPowerUp states

Figure 6.3: OnPowerUpType.png

6.2.3 MESH_POWERUP_BASE_TIME

It is used to define how long after a node has been powered up, and then after a random time, it starts
sending lightness status or onoff status to notify the gateway or cell phone, etc. that the node is currently
online.

See mesh_vd_init() and system_time_run() for details:
void mesh_vd_init()

publish_powerup_random_ms = rand() % 1500; // 0--1500ms
STATIC_ASSERT(MESH_POWERUP_BASE_TIME >=200);
publish_powerup_random_ms += MESH_POWERUP_BASE_TIME; // 200ms: base time.
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if(publish_powerup_random_ms && clock_time_exceed_ms(0, publish_powerup_random_ms)){
publish_powerup_random_ms = 0;
publish_when_powerup();

6.2.4 Checking Whether a Node has been Provisioned

is_provision_success();

6.3 Definition of the Number of Elements of a Node

The number of elements a node contains can be one or more. It is determined by the values of these
two macros: ELE_CNT_EVERY_LIGHT and LIGHT_CNT to determine that each element occupies a unicast
address.

#define ELE_CNT (LIGHT CNT * ELE_CNT_EVERY_LIGHT)

» ELE_CNT_EVERY_LIGHT means a product unit consists of several elements, for example, a color tem-
perature lamp consists of two elements. The reason why we need two elements is that the color
temperature lamp has two states, brightness value and color temperature value. The brightness can
be controlled by commands such as level set, and the color temperature can also be controlled by
commands such as level set. If there is only one element, when the color temperature node receives
the level set command, there is no way to distinguish whether to control the brightness or the color
temperature, so it needs two elements. Similarly, HSL (RGB) light needs three elements.

« LIGHT_CNT: Indicates that a8 BLE mesh module has several product units.

For products supporting server model, for example, when one BLE module drives two color temperature
lamps, LIGHT_CNT needs to be set to 2.

For products that support the client model, such as remote control products, such as Switch project, the
destination address of control commands sent by keys can be modified by modifying the publish address.
Hence, for the keys with the same command, the number of keys need to be independently configured with
a publish address needs to be consistent with the number of keys need to be configured with LIGHT_CNT.
For example, the Switch project of demo SDK has 4 pairs of keys that send group address, so LIGHT_CNT is
set to 4.
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6.4 Grouping Features and Share-model

For a description of the spec counterpart, please refer to “4.2.4 Subscription List” in MshMDL_v1.1.pdf, among
others.

(1) SIG Mesh spec defines that we can configure the group number independently for each model, so
currently each model has a copy of the independent group number data, the maximum number of
storage is 8 (SUB_LIST_MAX), as shown in the following figure.

typedef struct{

ulé ele adr; // use as primary address for model_sig cfg s t

u8 no_pub :1; // means not support publish function

u8 no_sub :1; // means not support subscription function; must before pub and sub par
ud pub_trans flag :1; // transition process was ongoing flag.

u8 pub 2nd state :1; // eg: lightness and lightness linear.

us rsvz;

bind key_t bind key[BIND KEY MAX];

u8 pub uuid[l16];

cb pub st t cb pub st; // noneed to save, fix later

u32 cb_tick ms; // no need to save, fix later

ule pub_adr; // pub_adr and pub_par must existed if sub_list existed // offset:32

mesh_model pub par t pub par;
ug rfullll:

€ sub list[SUB LIST MAX]; // pub_adr, pub_par, sub_list must follow com if existed
u8 i €]z

Imode l_cammo n_t;_ -

Figure 6.4: Configure group index

(2) The commands for models that use device key encryption and decryption do not support multicast
addresses because the device key is different for each node. The models that use device key are
config model and so on, see MODEL_ID_DEV_KEY[] for details:

const u32 MODEL_ID DEV_KEY[] = {

SIG_MD_CFG_SERVER, SIG_MD_CFG_CLIENT,

SIG_MD_REMOTE_PROV_SERVER, SIG_MD_REMOTE_PROV_CLIENT, // no para

SIG_MD_DF_CFG_S, SIG_MD_DF_CFG_C,

SIG_MD_BRIDGE_CFG_SERVER, SIG_MD_BRIDGE_CFG_CLIENT,

SIG_MD_PRIVATE_BEACON_SERVER,  SIG_MD_PRIVATE_BEACON_CLIENT,

SIG_MD_SAR_CFG_S, SIG_MD_SAR_CFG_C, // save in model_sig cfg s_t now.
SIG_MD_ON_DEMAND_PROXY_S, SIG_MD_ON_DEMAND_PROXY_C, // save in model_sig cfg s_t now.
SIG_MD_LARGE_CPS_S, SIG_MD_LARGE_CPS_C, // no para to save

}s

(3) The sig mesh spec also stipulates that within the same element, those with state binding relationship
or model extension relationship should share the group number information. For example, after con-
figuring a group number for the onoff model, the lightness model will be automatically bound to this
group number. So SUBSCRIPTION_SHARE_EN needs to be turned on by default. For details, please
refer to "Summary of xxx models” in the model spec "MshMDL_v1.1.pdf", e.g., “6.7 Summary of light-
ing models” in the Figure 6.12: Relationships between lighting models - Part 1*. You can also check
the sub_share_model_sig_onoff_server_extend[] in the SDK, which contains all the models that have
extensions to the onoff model.
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(4) Some models have no state binding relationship with each other, for example, onoff model, ven-
dor model, sensor model, you need to send the command to configure the group number for these
three models. In some applications, there are some proprietary requirements, i.e., when binding
the group number to a model, you want to automatically bind the group number to the models
that do not have extended model or state binding relationship, so as to reduce the time of group
number configuration. At this time, you can enable SHARE_ALL_LIGHT_STATE_MODEL_EN to real-
ize. Note that this is a custom rule. After enabling this macro switch, put the model IDs of the
group numbers that need to be auto-bound together in the specified array. If it is 8 SIG model,
put it in the array sub_share_model_sig_onoff_server_extend[]. If it is @ vendor model, put it in
sub_share_model_vendor_server_extend[].

For other details, please refer to the codes corresponding to the macros SUBSCRIPTION_SHARE_EN and
SHARE_ALL_LIGHT_STATE_MODEL_EN.

6.5 Method for a Node to Get the Group Number

» Getting it through global variables

Each model has a list of group numbers, in the case of the onoff model, obtained through the
model_sig_g_onoff_level.onoff_srv[i]l.com.sub_list[] to get it.

Double click on the value of model_sig_g_onoff_level in BDT tool to get its information. After getting the
information, refer to the structure definition of model_sig_g_onoff_level and find the position of sub_list to
see the group number.
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€ Reset @ manual mode ~ & Cear

[bo ] |10 | bo ] [10 _ 2 sws 502 06 m stal |02 88 _ » Start
3 Download B4 Tdebug ‘ = Log windows

Variable Name Addr Len Value ~|t56a0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 )
mi_service_change_pr 42d42 1 00000020 i§6b0: 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00
e 1 A4da0 ; 00000000 156c0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
misc_tlag 4 156d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
model_sig_cfg_s 454c8 232 t56e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
model_sig_cfg_s_cps 42e0c 50 t56f0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
SSbO 552 15700: 00 00 00 00 0O 00 00O 00 OO0 OO0 OO 00 Q0 00 Q0 OO0
™ 15710: 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O
model_sig_g_power_c 457d8 554 £5720: 71 00 00 00 00 80 00 00 00 00 00 00 00 00 00 0O
model_sig_health 45068 404 £5730: 00 00 00 00 00 00 00 00 39 81 00 00 00 00 00 00

15740: 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 0O

modél oo Bahtct) | 45038 |552 |- 15750: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
model sig_lightness 45c60 368 .. £5760: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
modelvd ight  4617c 184 .. 15770: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
e o 0 wose 200 15780: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

15790: 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00
mtu_tx fifo 46230 36 t57a0: 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00
00000000 $57b0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

my_OtaData 43¢70 1
157c0: 00 00 00 00 00 00 00 OO0 OO OO OO 00 OO0 00 00 00
OtaP 42d50 1 00000016
my-orarrep 457d0: 00 00 00 00 00 00 00 00
my_PnPCharacter 42d49 1 00000002 htal Time: 33 ms
my_appearance 43¢60 2 00000000
my_appearanceChara 42d2c 1 00000002 vl € >

Figure 6.5: Global variable to get group number

+ Get group number by model ID

The p_model pointer returned by this function mesh_find_ele_resource_in_model() is then available via
p_model->sub_list[].

« Get group number of all model ID

Get the group number of all model_id’s by iterating over all model global variables in MeshSigModelRe-
source[] and then using the first method “get by global variable”.

6.6 Heartbeat demonstration

The heartbeat function is detailed in the “heartbeat” section.

No heartbeat message is sent by default, user can configure this by sending command HEART-
BEAT_PUB_SET. After the command is sent, the node will send out heartbeat message. Below is an
example: send heartbeat message every 2 seconds, and the corresponding INI command:

CMD-cfg_hb_pub_set_sig
=a3 ff 00 00 OO0 0O 60 00 02 00 80 39 01 00 ff 02 05 07 00 00 00

The parameters are described as following:

+ 80 39: op code
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+ 01 00: destination address of heartbeat is 0x0001
« ff: CountLog, Oxff means infinity
« 02: PeriodLog, period is 2 powers (02-1) i.e. 2 seconds

« 05: InitTTL, set TLL value for network layter when sending heartbeat message. This value can be
customized and is not required to be equal to model_sig_cfg_s.ttl_def, as it depends on how many
hops the user wants the nodes to be in range to receive the heartbeat message.

+ 07 00: features, once any of relay, friend, proxy feature changes status(switches between enable
and disable) the heartbeat message will be immediately reported.

*+ 00 00: NetKeylndexo

Heartbeat packet can be seen in firmware tool.

q. 5 c:'g_hb_pu.b_set_sl?
< =SrieT HNFO] - (common) ExecCmd: a3 ££ 00 00 00 00 02 00 02 00 50 35 01 00 ££ 02 01 07 00 00

<0006>21:31:36:244 [INFO]: (Basic)the mesh access tx cmd is Ox3380 : 01 00 ££ 02 01 07 00 00 OO0
<0007»21:31:-36:344 [INFO]:(Basic)adr src:0x0002, adr dst:0x0001, access rx cmd is Oxé : O0& 00 01 00 £Ff 0
<0008»21:31:36:352 [INFO]:(cmd rsp)Status RBsp - 02 00 01 00 O 00 01 00 ££ 0Z 01 07 00 040

<0009»21:31:
<0010%>21:31:

—win3Z)mesh tx_relizhle_ stop: op
> (common) heartbeat src adr is 0x0002,dst adr
[INFO] = {common) heartbeat src adr is 0x0002,dst adr is 0x0001:
537 [INFO] : (common)heartbeat src adr is 0x0002,dst adr is 0x0001: Oa 01
12 [INFO]: (common)heartbeat src adr is 0x0002,dst adr is 0x0001: Oa 01
34 [INFO] : (common)heartbeat src adr is 0x0002,dst adr is 0x0001: Oa 01
<0015>21:31:46:81Z [INFO]: (common)heartbeat src adr is 0x0002,dst adr is 0x0001: 0Oa 01
<0016>21:31:48:93Z [INFO]: (common)heartbeat src adr is 0x0002,dst adr is 0x0001: 0Oa 01
0017>21:231:51:012 [INFO]: (common)heartbeat src adr is 0x0002,dst adr is O0x0001: Oa 01
:31:53:132 [INFO]: (common)heartbeat src adr is 0x0002,dst adr is O0x0001: 0Oa 01

212 [INFO] : (common)heartbeat src adr is 0x0002,dst adr is 0x0001:
[INFO] = {common) heartbeat src adr is 0x0002,dst adr is 0x0001:

rsp ent 1

02 01 07 00
07 00
00

SIS |

<0014>21:31:44:

L R e e Y
=]

E T )

Figure 6.6: Heartbeat packet

« 0a: heartbeat opcode, please note that heartbeat is control message.
« 05! InitTTL, same value as that of heartbeat set message parameter.
+ 07 Features, same value as that of heartbeat set message parameter.

When the receiver receives a heartbeat message, it will execute the callback mesh_process_hb_sub(), in
which it can get the InitTTL value of the heartbeat message access layer parameter area and the ttl value of
the network layer, and then subtract the two values, it will be able to know how many hops the heartbeat
has gone through before it reaches the current node.

Taking the example that the ttl value of the network layer of the received heartbeat is equal to 2, the specific
calculation is: hops = p_hb->iniTTL- (p_bear->nw.ttl) + 1 = 5-2 + 1 = 4; that is to say, the heartbeat has
gone through 4 hops before it reaches the current node.

6.7 Mesh ADV Send Timing

The SDK user_init initialization calls bls_set_advertise_prepare (app_advertise_prepare_handler) to register
the broadcast packet send callback function, the user is allowed to access and modify the contents of the

AN-17120400-E7 110 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

broadcast packet before sending the broadcast. In app_advertise_prepare_handler(rf_packet_adv_t * p),
the p pointer points to the data area to be sent, and modifying the contents pointed to by p modifies the
contents to be sent.

After registering app_advertise_prepare_handler(), this function will be called to broadcast packets once
every 10ms by default, which is defined by ADV_INTERVAL_MIN. The reason for defining 10ms is that the unit
of network transmit interval is 10ms. For example, if the network transmit interval is equal to 2, the initial
value of mesh_tx_cmd_busy_cnt is set to network_tx_cmd_busy_cnt when sending a network message.
Whenever app_advertise_prepare_handler() is called, mesh_tx_cmd_busy_cnt will be reduced by one, and
then after reduced to O, it will do the delay of 0~10ms, which means that it realizes the instantaneous
transmission interval defined by the spec, and then the RF packet corresponding to the next transmit count
can be sent.

6.8 API for Mesh ADV Payload Setting

6.8.1 Unprovisioned Device Beacon

The unconnectable broadcast packets sent by an unprovision device are for ADV provisioner discov-
ery. The corresponding payload setting APl is unprov_beacon_send(), which push the data into the
mesh_adv_cmd_fifo via mesh_tx_cmd_add_packet(), and then checks the mesh_adv_cmd_fifo in
app_advertise_prepare_handler( ) and sends out the data when it sees data. For details of the data format,
please refer to the section “3.10.2 Unprovisioned Device beacon” in the V1.1 spec. For details of the sample
data, please refer to the section “8.4 Beacon sample data”.

6.8.2 Mesh Provisioning Service Advertising

A connectable broadcast packet sent by an unprovision device are for discovery by the GATT provisioner.
The corresponding payload setting API is set_adv_provision(). For details of the data format, see section
*7.1.2.2.1 Advertising” of the V1.1 spec. For sample data, see “8.5 Provisioning Service sample data”.

6.8.3 Mesh Secure Network Beacon

The unconnectable broadcast packet sent by an provisioned node is mainly used to broadcast the IV in-
dex, as well as IV update, and for the key refresh process. The corresponding payload setting API is
mesh_tx_sec_private_beacon_proc(). See “3.10.3 Secure Network beacon” in this section of the V1.1 spec
for details on the data format. See "8.4 Beacon sample data” for the details of sample data.

6.8.4 Mesh Proxy ADV

The connectable broadcast packets sent after successful provisioning are for discovery and connection by
the GATT proxy client. It contains network ID and node identity. The corresponding payload setting API is
set_adv_proxy(). See “7.2.2.2.1 Advertising” in this section of the V1.1 spec for details on the data format.
For sample data, see section “8.6 Mesh Proxy Service sample data”.
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6.9 Mesh Receiving Transmitting Self-defined Packet

Self-defined Packet Transmitting

When it is needed to send beacons that are not defined in the mesh spec, such as ibeacon, set BEA-
CON_ENABLE to 1. See BEACON_ENABLE related code for details.

The SDK will call bls_set_advertise_prepare (app_advertise_prepare_handler) to register packet and send
call back function when initialization, the packet can be visited and modified before sending out, SDK call
the packet sending function once every 10ms by default. If user want to send self-defined packet, send it
in a similar way of sending mesh-connectable packet in gatt_adv_prepare_handler. Control packet sending
interval by clock_time_exceed software timing, rf_packet_adv_t * p to packet to be sent, user can modify
the contents of the packet pointed to by p according to packet format(please refer to set_adv_provision()),
then set the return value ret to 1, means will send packet.

Receiving/Filtering Connectable Packet

The SDK call adv_filter_proc() during RF rx interrupt to filter received packets, return O to abandon re-
ceived packet, return 1 to keep this packet, receive and compress into blt_rxfifo without filtering. All
connectable packet will be filtered by default. If user want to receive connectable packet, then open
USER_ADV_FILTER_EN, in user_adv_filter_proc(), set the packet you want to return 1. It is not recom-
mended to set all connectable packet to return 1, because this will do no filter to the packets, all packets will
be pushed into blt_rxfifo, including those packets sent by other no-mesh BLE products, this may be beyond
the storage capability of our receiving buffer, thus result in losing mesh message as well as the mesh packet
receiving.

blt_sdk_main_loop () will check blt_rxfifo, if there is data need to be processed, it will call app_event_handle(),
use may process the received connectable packet in the if(LL_TYPE_ADV_NONCONN_IND ! = (pa-
>event_type & OxOF)) branch of this callback function, as shown below:
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int app_event_handler sz n, us *p, int n)
{

static u32 event cb num;

event cb_ num++;

int send to hci = 1;

if (h == (HCI FLAG EVENT BT STD | HCI EVT LE METR)) //LE event
{
ud subcode = p[0];
#if MI API ENABLE
telink ble mi_app event(subcode,p,n);
#endif
[/===mm————- ADV packet --------m e e e
if (subcode == HCI SUB EVT LE ADVERTISING REPCRT) // ADV packet

{

ent adv report t *pa = (event adv report t #*)p;
if (LL_TYPE ADV NONCONN IND != (pa->event type & 0x0F)) {
return 0;

#if DEBUG MESH DONGLE IN VC EN

send to_hci = mesh dongle adv_report2vc(pa->data, MESH ADV_PAYLOAD) ;
#else

send to_hci = app_event handler adv(pa->data, ADV_FROM MESH, 1);
#endif

Figure 6.7: Receiving and filtering connectable packet

6.10 Method to Modify the Maximum Number of Nodes in a Mesh
Network

The Mesh products need to set the maximum number of nodes in the design phase, otherwise when sending
a command to get a certain state of all nodes, such as Lightness Get All, the cache buffer will not be enough
to store the location, resulting in a Lightness Get All being processed repeatedly.

The maximum number of nodes is set by MESH_NODE_MAX_NUM (default 105).

#if WIN32

#define MESH_NODE_MAX_NUM 1000 // 1000

#elif (FEATURE_LOWPOWER_EN)

#define MESH_NODE_MAX_NUM 105 // no need to many for LPN to save retention RAM.

#elif DEBUG_CFG_CMD_GROUP_AK_EN

#define MESH_NODE_MAX_NUM 305

#else

#define MESH_NODE_MAX_NUM 105 // gateway and node should keep the same, because of mesh
< command cache. .

#endif

To modify the number of network nodes: Modify MESH_NODE_MAX_NUM (default 105) to the desired value.
Note The gateway and nodes should be configured to the same value.
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The corresponding RAM consumption for each additional node is shown in the following table:

depend on MD_RENOTE_FROV|depend on WD_MESH_OTA_EN

nust st st ust (remote provisien) (device firmware update) total
sizeof sizeof atewar see huf sizeof sizeof (VC_node_info_t sizeof (fw_distribut_srv_proc_t| (Maxz)
(cache buf t)|(status record t)[% i (VC_node_info) |->dev_key_candi) ->fw _receiver list t)
mesh node ] 0 0 0 0 0 f
gatevay [a] 4 2 20 16 7 55

Figure 6.8: RAM_Cost_for_each_node

The cache_buf is used to cache sequence number and so on to cache the sequence number of all nodes,
etc.

Note: After the gateway sets MESH_NODE_MAX_NUM more than 200, an error will be prompted here when

compiling:

STATIC_ASSERT(ARRAY_SIZE(gw_node_info) <= (FLASH_ADR_VC_NODE_INFO_END -
< FLASH_ADR_VC_NODE_INFQ)/sizeof(VC_node_info_t)); // make sure enough flash area to save

Because the default 4KB flash sector can not store so many nodes’ information, so you need to find a contigu-
ous flash area to store. Then modify FLASH_ADR_VC_NODE_INFO and FLASH_ADR_VC_NODE_INFO_END
accordingly.

6.11 Telink Customized Mode for Sending Mesh Messages via
Extended Broadcast Package extend_adv

Extended advertising packet: extend ADV

6.11.1 Function Introduction

The B85 chip and protocol stack support sending extend ADV, but the SIG mesh spec does not define sending
mesh messages via extend ADV yet. In some scenarios, we need to use extend ADV to improve the efficiency
of sending messages, such as transmitting compressed image data, performing mesh OTA, etc. Therefore,
we define a3 mode to send messages via extend ADV.

This mode specifies that one of the formats of the extend ADV defined by the BLE spec is used, as shown
below:
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Low Energy Overview | MessageLog | fsf Specum 4 b X | Detals 1 x
Protocal: Single + | All layers & ¢ - ¥ L D“‘ 29 items displayed v a & - search - |(3 Show in overview | Display - | (i Search o
Ttem | Time o« A Name Value ~
=13 Mesh Generic OnOff Set Unadnowiedged ( on, Immediate, 100 miliseconds) 16:50:43.464 310,400 W Master Address A%CL38:B3:57:DC
g3 Mesh Access Message (520 -0x007C35, 11D-0x53, 0x0042.u, DST ~OXFFFF.a, ATD-0x33) 16:50:43,464 310 400 Slave Address Unknown BD_ADDR
Halw Mesh Access Message (ADV, 0x53, 0x0042.u, OxFFFF.a, 0x33) 16:50:43.464 310 400 =] [zg Link-Layer Packet

50} ALX_ADV_IND Packet (A4:C1:38:83:57:DC, AdvA | AdvDataInfo | Adv Data, #79-, Mesh Message, 110-0x53) (L.17ms) | 16:50:43.464 310 400 % tead
eader
‘4 AUX_ADV_IND Packet (A%:C1:38:83:57:DC, AdvA | AdvDatalnfo | Adv Data, #79->, Mesh Message, |11 ~0x53) 16:50:43.464 310 400
% PDUType AUX_ADV_IND
5 Mesh Access Message (ADV, 1110 =053, < ~0x0042.u, 05T ~0xFFFF.a, A10=0x33) 16:50:43.503 793 200 i o)
‘ eserved (0)
@ gl'sy Mesh Access Message (ADV, 1D ~053, 57.C ~0x0042.u, ST -0xFFFF.a, AID-0x33) 16:50:43.533 750 500 ) -
4 RFU (Chsel) Reserved (0)
®35 Mesh Access Message (ADV, [10-0x53, 0x0042.u, OXFFFF.a, 0x33) 16:50:43.564 321000  Txadd oot
x ublic
@5 Mesh Access Message (ADY, 1110 =053, 70 ~0x0042.u, ST =0XFFFF.a, A10=0x33) 16:50:43.603 550 400 ) "
# RFU (RxAdd) Reserved (0)
g sy Mesh Access Message (ADV, [110-0x53, 0x0042.u, OXFFFF.a, 0x33) 16:50:43.638 417 200
@ Payload Length 136 bytes
55 Mesh Generic OnOfF Set Unacknowledged ( off, Immediate, 100 milliseconds) 16:50:43.964 042 500
. # Extended Header Length 9bytes
53 Mesh Generic OnOfF Set Unacknowledged ( on, Immediate, 100 milisscands) 16:50:44.464 754 600 o I
y Modis fha L on Scarmable
5 Mesh Generic CnOfF Set Unacknowledged (. off, Immediate, 100 milliseconds) 16:50:44.965 406 700 r
; =] Fctecled Header
33 Mesh Generic OnOFF Set Unadknowiedged ( on, Inmediate, 100 miliseconds) 16:50:45.466 705 900
- @ Flags AdvA | AdvDatalnfo | Adv Data
53 Mesh Generic OnOff Set Unacknowledged ( off, Immediate, 100 milissconds) 16:50:45.567 753 400 )
@ Advertising Address A4CLIABREFDC
53 Mesh Generic OnOfF Set Unacknowledged ( on, Immediate, 100 milliseconds) 16:50:46.468 893 200 3 % Ad Data Info
; v Data In
33 Mesh Generic OnOfF Set Unacknowledged ( off, Immediate, 100 milisezands) 16:50:46.563 512 500 '
& Advertising Data ID (DID) Dxes
5 Mesh Generic CnOfF Set Unacknowedged (. on, Immediate, 100 milliseconds) 16:50:47.470 676 400
X Advertising Set ID (SID) ox0
33 Mesh Generic OnOFF Set Unadknowiedged ( Off, Inmediate, 100 milisecond) 16:50:47.970 619 500 B % AT
vertising Dats
53 Mesh Generic OnOff Set Unacknowledged ( on, Immediate, 100 milisscands) 16:50:48.471 568 200 i
4 RawData 7D 2A 53FLDSED 46 DF 25 1CF. .
5 Mesh Generic CnOfF Set Unacknowledged (. off, Immediate, 100 milliseconds) 16:50:48.973 736 700
. & “% Mesh Message
33 Mesh Generic OnOFf Set Unacknowledged ( on, Immediate, 100 miliseconds) 16:50:49.474 302 500 - -
/ Length 2
5 Mesh Generic OnOfF Set Unacknowiedged (. off, Immediate, 100 miliseconds) 16:50:49.974 282 600 . ey e esenae
35 Mesh Generic OnOff Set Unadknowiedged ( on, Immediate, 100 millseconds) 16:50:50.475 901 400 5 W"I =T oo o
; »
53 Mesh Generic OnOfF Set Unacknowledged ( off, Immediate, 100 milissconds) 16:50:50.577 D19 500 P s
"
5 Mesh Generic CnOfF Set Unacknowledged (. on, Immediate, 100 milliseconds) 16:50:51.478 580 400
p: # Obfuscated Network Header F1D9ED 46 DF 25
33 Mesh Generic OnOFf Set Unacknowledged ( off, Immediate, 100 milisecond) 16:50:51.576 D16 500
’ ’ & Encrypted data and MIC 1CF2AB OE S1BAC3C3D34D ..
53 Mesh Generic OnOff Set Unacknowledged ( on, Immediate, 100 milissconds) 16:50:52.478 711 500 e s o
4 Non-significant Par Dbytes
53 Mesh Generic OnOfF Set Unacknowledged ( off, Immediate, 100 milliseconds) 16:50:52.978 429 100 e - -
; 4 CRC vaii
33 Mesh Generic OnOfF Set Unacknowledged ( on, Immediate, 100 milisezands) 16:50:53.478 321000 B 4 Ren Content
aw Conten
5 Mesh Generic CnOfF Set Unacknowledged (. off, Immediate, 100 milliseconds) 16:50:53.979 714 200 o -
p: ¢ Raw Data 078809 09DC 5FB3 38 C1A46... v
33 Mesh Generic OnOFF Set Unadknowiedged ( on, Inmediate, 100 miliseconds) 16:50:549.480 798 900 _
53 Mesh Generic OnOff Set Unacknowledged ( o, Immedate, 100 millseconds) 16:50:54,080 352400 || o3 Details [ Jd Channels | % Prconets

Figure 6.9: extend_ADV format

And the ADV payload is increased from 31 bytes to 245 bytes (ADV_EXTEND_PAYLOAD_MAX), that is, the
length of network PDU is increased by 214bytes (CONST_DELTA_EXTEND_AND_NORMAL), and the logic of
other packet sending remains unchanged, including transmit interval and transmit count. When the sent
access layer, i.e. (opcode + parameters) exceeds (11+214 = 225) bytes, the segment packet grouping process
will also be executed.

To summarize, when transmitting at full load, the packet sending speed is increased to about 225/11 = 20
times the original speed.

6.11.2 Test Methods

6.11.2.1 Node Configuration

The EXTENDED_ADV_ENABLE of firmware SDK is set to 1.

After enabling EXTENDED_ADV_ENABLE, by default, firmware SDK only sends mesh OTA command in
extended ADV format, such as FW_UPDATE_START, BLOB_CHUNK_TRANSFER and BLOB_BLOCK_STATUS,
while other packets are still sent in the same way as before, i.e., segmented packets, because we
have to consider the common commands can also be interconnected with that from other manufac-
turers. See function: is_not_use_extend_adv(); for details. (Note: Older versions before V3.3.3 are
is_extend_unseg2short_unseg()).

If there is a need for all commands with access layer less than 225 bytes (including op code) to be unsegment
packet, return O in is_not_use_extend_adv().

If adding the rule that all vendor op codes are sent in extend ADV format, then return O inis_not_use_extend_adv()
when judging that (IS_ZVENDOR_OP(op)) returns 1.
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6.11.2.2 Provisioner Configuration

+ sig_mesh_tool.exe Upper Configuration

The value of the “ExtendAdv” control needs to be modified in the following way:

Clear

W Hex[" Rdv stop

Save . | Save Scan|rp_scan| ex_scan| ora ‘Rx test‘

HMD |si§_mesh_master-inl AZJ INI | BULKOUT ASCII ‘W Log [ ButoSaveLog |2 retry
o

_ bulk_cmd_debug
LEN_get_level

LPN_get_onoff

lightness_get_Panel

———Note:retry count field of LEN distrib start is changs
ota_start_04

<0000>14:02:-24:033 [IN] - temfstart - .. __.______
<0002>14:02:24:072 [INFO searching:: 12 24 5€ 78 12 24 5€ 72 00 00 Q0 00 00 00 0O

LDN initiator start_v_applyd
LEN_initiator_start_v_cnlyd

£w_update_info_get
fw_update_info_get_all

Figure 6.10: Extend_Adv_Option

See is_not_use_extend_adv() for details on how to handle this function.
(1) Select None.

(2) Select OTA only, then the host computer only sends the default FW_UPDATE_START, BLOB_CHUNK_TRANSFER,
BLOB_BLOCK_STATUS, BLOB_PARTIAL_BLOCK_REPORT and other ops to the mesh OTA with extend
ADV(). The purpose of sending with extend ADV is only to speed up the mesh OTA, other commands
are compatible and nodes that do not support extend ADV can control each other.

(3) Selecting all means that the host computer sends all commands with an access layer length (opcode
+ parameters) less than 225 bytes in single-packet extend ADV format.

Mobile App Configuration
Please turn on the Extended Long Pack option:

setting - setting - Extend Bearer Mode select “Extend GATT & ADV".

6.11.2.3 Precaution

Currently, only the B85 and B91 support the extend ADV function. Other chip models are not supported at
this time.

6.12 Application of Soft Timer

6.12.1 Introduction of Soft Timer

(This is just an introduction to how to use it, details can be found in the B85 single connection handbook).

In order to facilitate users to do some simple timer tasks, Telink BLE SDK provides blt software timer demo,
and all the source code is provided. Users can use the timer directly after understanding its design idea, or
they can do some modification design by themselves.

The soft timer is especially suitable for adding timer tasks in low-power applications, so that the timer
can be woken up to complete the timer tasks even in the sleep state. The soft timer can also be used in
non-low-power applications.
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The source code is in vendor/common/blt_soft_timer.c and blt_soft_timer.h. If you want to use it, change
the following macros to 1 first:

#define BLT_SOFTWARE_TIMER_ENABLE @ //enable or disable

The blt soft timer is a query timer designed based on system tick, its accuracy cannot be as accurate as
hardware timer, and it needs to be queried all the time in main_loop.

We have scheduled: blt soft timer is used when the timing time is more than 5ms, and the requirement
of time error is not particularly high. The most important feature of blt soft timer is that it is not only
queried in main_loop, but also ensures that the timer can be woken up and executed in time after entering
suspend, which is based on the “application layer wake-up timer” introduced in the section of low-power
wake-up. Currently, the design supports up to 4 timers running at the same time, actually users can modify
the following macros to realize more or less timers.

#define MAX_TIMER_NUM 4 //timer max number

6.12.2 Soft Timer Initialization

Call the following API for initialization:
void blt_soft_timer_init(void):

It can be seen that the initialization on the source code registers blt_soft_timer_process as a callback function
for the application layer to wake up early.

vold blt_soft_timer_init(void){

bls_pm_registerAppWakeupLowPowerCb(blt_soft_timer_process);

6.12.3 Query Processing for Soft Timer

The query processing of the blt soft timer is implemented using the blt_soft_timer_process function:
void blt_soft_timer_process(int type):

The type of blt_soft_timer_process parameter has the following two cases: O means querying the function
in main_loop, and 1 means the function is accessed when an early timer wakeup occurs.

#define MAIN_LOOP_ENTRY 0O
#define CALLBACK_ENTRY 1
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6.12.4 Task Configuration of Soft Timer

If the user wants to use a timer to realize certain functions, he can use the following APl to add a timer task,
using the method ():

(1) Define your own soft timer function: this function’s function is to send ALL ON commands periodically
(just an example).

int soft_timer_switch_send_all_on(void)

{
access_cmd_onoff(ADR_ALL_NODES, 0, G_ON, CMD_NO_ACK, 0);
LOG_USER_MSG_INFO(0, 0, "%s", __func__);
return 0;

}

(2) Adding timer task
Use the following API to add.
int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us):
func is a task function to be executed periodically; interval_us is the timing time in us.
The int return value of the timed task func is handled in three ways:

« If the return value is less than O, the task is automatically deleted after execution. You can use this
feature to control the number of times the timer is executed.

» Returns O, the previous interval_us is always used for timing.

« If the return value is greater than O, the return value is used as the new timer period in us.

6.12.5 Task Deletion of Soft Timer
In addition to using the above return value less than O to automatically delete a timer task, you can also
use the following API to specify the timer task to be deleted.

int bit_soft_timer_delete(blt_timer_callback_t func):

6.12.6 Example of Soft_timer Cycle Send Command

The following example implementation is based on the 8258_mesh_switch project.

(1) Turn on BLT_SOFTWARE_TIMER_ENABLE.

(2) In the execution of blt_soft_timer_init(); after adding blt_soft_timer_add() can be. The sample code
is as follows:

The following code starts a soft timer task by pressing the key RC_KEY_R for the first time. This task is to
call soft_timer_switch_send_all_on() every 500ms to send a command. When the time is not up, the node
is in sleep state.

Pressing key RC_KEY_R again closes this task and stops sending commands.
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voild mesh_proc_keyboard ()

{
else if (kb_event.keycode[0] == RC_KEY_R){// will enter here once when RC_KEY R is pressed
< and release.
static u32 press_cnt = 0;
press_cnt++;
if(press_cnt & 0x01){
blt_soft_timer_add(soft_timer_switch_send_all_on, 500 * 1000); //
Jelse{
blt_soft_timer_delete(soft_timer_switch_send_all_on);
}
}
}

For the definition of the return value of soft_timer_switch_send_all_on(), please refer to the parameter
“func” of blt_soft_timer_add function.

6.13 Use of the Long Sleep Interface

The Long sleep interface is not recommended for any sleep within 230 seconds. This is because the timing
method needs to be modified after waking up and the timing accuracy is reduced a bit. Also the SUS-
PEND_MODE mode of long sleep should not be used because of the high power consumption.

Using the Long Sleep interface, you can set the sleep time to a8 maximum of 37 hours.

6.13.1 Function Name

/**

* @brief This function servers to wake up the cpu from sleep mode.

* @param[in] sleep_mode - sleep mode type select.

* @param[in] wakeup_src - wake up source select.

* @param[in] wakeup_tick - the time of sleep.unit is 31.25us,1ms = 32.

* @return indicate whether the cpu is wake up successful.

*/

int cpu_long_sleep_wakeup(SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef wakeup_src,
< unsigned int wakeup_tick);

6.13.2 Use Methods

+ Enable MESH_LONG_SLEEP_WAKEUP_EN.
+ If there is a need for deep retetion mode, PM_DEEPSLEEP_RETENTION_ENABLE needs to be enabled.
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+ Call cpu_long_sleep_wakeup.
Test Example:

(1) Call cpu_long_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER, 40 * 32 * 1000) in the main loop;
means to set up a wakeup after 20s of sleep, and add a log to record the current time before running
the long sleep function.

LOG_USER_MSG_INFO(0, 0, "system_time_s: %d, system_time_100ms: %d, system_time_ms: %d!",
< system_time_s, system_time_100ms, system_time_ms);
cpu_long_sleep_wakeup(DEEPSLEEP_MODE_RET_SRAM_LOW32K, PM_WAKEUP_TIMER, 40 * 32 * 1000);

(2) Observe if the time result printed by the log is the same as the sleep time.

(3) Observe if system_time_100ms, system_time_s are accurate.

[14:40:51.484 (Rx)]

[USER]: (USER)Start user init...

[14:48:51.541 (Rx)]

[USER]: (USER)system _time_s: @, system_time_18@ms: ©, system_time_ms: 5!

[14:41:31.54@ (Rx)]

[LIB]:(sdk)mesh tx NoAck,op:0x4e82(LIGHTNESS_STATUS),src:0x1910,dst:0xffff,sno:8x000081 par_len:5 par:00 00 ff ff 0a
[14:41:31.558 (Rx)]

[USER]: (USER)system time s: 4@, system time 1@0ms: 400, system time ms: 40011!

[14:42:11.537 (Rx)]

[USER]: (USER)system time_s: 88, system_time_1@00ms: 808, system_time_ms: 80026!

Figure 6.11: Long sleep 40s test

(4) Modify the 40 seconds in step 1to 600 seconds, and repeat steps 2 and 3.

6.14 Wakeup Source Identification Interface

The wakeup source identification interface can get the current wakeup source, there are four wakeup sources

in total.

enum{
CPU_POWER_RESET, // Power-on reset wakeup
CPU_WATCHDOG_RESET, // Watchdog reset wakeup
CPU_PAD_WAKEUP, // Wake up with a button
CPU_TIMER_WAKEUP, // Timed wakeup

IH

6.14.1 API Function Name

/**

* @brief This function server to get cpu wakeup source
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* @return CPU_WATCHDOG_RESET: watchdog reset.

* CPU_PAD_WAKEUP: gpio wakeup.

* CPU_TIMER_WAKEUP: timer wakeup.

& CPU_POWER_RESET: power reset.

* @note function called must be after "cpu wakeup init()" and before wakeup io
< setting(if exist).

*/
int get_cpu_wakeup_source()
{

if(read_reg8(0x72) & BIT(0)){
write_reg8(0x72, BIT(0)); // manual clear watchdog reset flag after read.
return CPU_WATCHDOG_RESET;

u8 val = analog_read(0x44);
if((val & WAKEUP_STATUS_TIMER_PAD ) == WAKEUP_STATUS_PAD){
return CPU_PAD_WAKEUP;

}
else if((val & WAKEUP_STATUS_TIMER_CORE ) == WAKEUP_STATUS_TIMER_CORE){

return CPU_TIMER_WAKEUP;

return CPU_POWER_RESET;

6.14.2 Use Methods

(1) Call int get_cpu_wakeup_source() where you need to get the wakeup source, and get the wakeup
source based on the return value.

(2) After calling the wake-up source test interface, clear bit(O) of digital register 0x72 to zero, otherwise
the next call to the function will default to recognizing the wake-up source as a watchdog wake-up.

Note:

The wakeup source recognition interface should not be called until after cpu_wakeup init(), because
the MCU is not yet able to perform analog_read() to read the analog registers before cpu_wakeup init()
is executed.

6.15 Key Scanning

The demo sdk turns on UI_KEYBOARD_ENABLE to enable the key scanning function, which detects the input
of matrix keyboard keys or buttons.

The keypad detection is described in detail in the “Keystroke Scanning” section of this document, AN-
21112301-C_Telink B85m BLE Single Connection SDK Developer Handbook.pdf. The download link is:
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Chinese version:

AN-21112301-C_Telink B85m BLE Single Connection SDK Developer Handbook.pdf

English version:

AN-21112300-E_Telink B85m BLE Single Connection SDK Developer Handbook.pdf

The sdk has already been adapted for the 8258 dongle, 8258 development board and 8258 Switch PCBA by
default. If you want to redo the PCBA, you can focus on the following aspects:

6.15.1 Matrix Keyboard Mode

KB_LINE_MODE set to O.
KB_LINE_HIGH_VALID valid level setting, O for low validity, 1 for high validity.
KB_DRIVE_PINS, KB_SCAN_PINS modified per new PCBA.

Configure the FUNCTION, INPUT, and pull-down attributes of the GPIOs corresponding to
KB_DRIVE_PINS and KB_SCAN_PINS.

If there is a need to modify the KEY map, just modify KB_MAP_NORMAL.

6.15.2 Button Mode

(1)
(2)

KB_LINE_MODE set to 1.
KB_LINE_HIGH_VALID valid level setting, O for low validity, 1 for high validity.

KB_DRIVE_PINS has no real meaning, just set it to O or the first GPIO of the scan pin, KB_SCAN_PINS
is modified according to the new PCBA.

Configure the FUNCTION, INPUT, and pull-down attributes of the GPIO corresponding to
KB_SCAN_PINS.

If there is @ need to modify the KEY map, just modify KB_MAP_NORMAL.
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7 Vendor Model Introduction

7.1 Adding vendor model

Normally, it is not necessary for users to add model, because currently SIG model is completed, vendor
model can use the already added vendor model: VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S, only need
to add op code.

If user want to publish multiple status for current vendor model, new model need to be added. It not
recommended to do so. Please contact us, or refer to MD_SCENE_EN to add new model.

7.2 Adding vendor command register reference

7.2.1 vendor_opcode

Command and opcode are refer to the same item in this article, op code (1BYTE) + vendor id(2BYTE).

Vendor model have 64 op codes in total. Note, it's not each product type has 64, it's all the product with
the same vendor id in the whole mesh network has 64 in total. When MESH_USER_DEFINE_MODE chooses
MESH_NORMAL_MODE, 32 must be reserved for Telink, i.e., OxCO—O0OxDF, and OxEO—OXxFF is for users. It
it recommended to use them by sub-commands way. Some Telink self-defined function will be disabled if
user use more than 32 op codes. Please contact us in this case.

The maximum length of vendor command parameters is 377byte, but SIG mesh bottom layer will automat-
ically de-pack packets longer than 8 byte, and the efficiency will be reduced. Therefore, it is recommended
that keep frequently used control commands not longer than 8 byte.

7.2.2 Steps of Adding Vendor Opcode

VENDOR_OP_MODE_SEL is set to the default VENDOR_OP_MODE_DEFAULT.

In order to facilitate the user to quickly add the vendor opcode, the user can directly use the opcode demo
defined by VENDOR_OP_USER_DEMO_EN, and no need to add a new opcode. the user can directly use
these four opcodes and only need to change the corresponding callback functions cb_vd_user_demo__
set(), cb_vd_user_demo_get() to the expected function, then it can be used quickly. In addition, users
adding new vendor opcode can also refer to the opcode demo defined by VENDOR_OP_USER_DEMO_EN to
add more vendor opcode.

#if (VENDOR_OP_USER_DEMO_EN)
CMD_NO_STR(VD_MESH_USER_DEMO_SET, O, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S,

< cb_vd_user_demo_set, VD_MESH_USER_DEMO_STATUS),
CMD_NO_STR(VD_MESH_USER_DEMO_GET, 0, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S,

< cb_vd_user_demo_get, VD_MESH_USER_DEMO_STATUS),
CMD_NO_STR(VD_MESH_USER_DEMO_SET_NOACK, ©, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S,

< cb_vd_user_demo_set, STATUS_NONE),
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CMD_NO_STR(VD_MESH_USER_DEMO_STATUS, 1, VENDOR_MD_LIGHT_S, VENDOR_MD_LIGHT_C,
< cb_vd_user_demo_status, STATUS_NONE),
#endif

Additionally, if there is data to be stored, call mesh_common_store() inside cb_vd_user_demo_set().

mesh_common_store(FLASH_ADR_MD_VD_LIGHT);

Then the parameter sno_vd_user_demo added to model_vd_light_t will be stored in this sector of flash
FLASH_ADR_MD_VD_LIGHT. After re-powering up, sdk has implemented mesh_flash_retrieve() to read
the contents of the sector to the corresponding global variable. Note that the structure and size of
model_vd_light_t must not change before or after OTA, otherwise the data will be read abnormally after
OTA.

This document takes the group of commands VD_GROUP_G_SET /VD_GROUP_G_GET/VD_GROUP_G_SET_NOACK
/ VD_GROUP_G_STATUS as an example to introduce the following.

7.2.2.1 Add Definition of Vendor Opcode

// op cmd 11xxxxxx yyyyyyyy yyyyyyyy (vendor)
Jf ==cc=cecccsscsssssccsssocssnossas from 0xCO to OxFF

#1f (VENDOR_OP_MODE_SEL == VENDOR_OP_MODE_SPIRIT)

#elif(VENDOR_OP_MODE_SEL == VENDOR_OP_MODE_DEFAULT)

/) ------ 0xCO to OxDF for telink used
#define VD_GROUP_G_GET OxC1
#define V/D_GROUP_G_SET OxC2
#define VD_GROUP_G_SET_NOACK 0xC3
#define VD_GROUP_G_STATUS 0xC4
#endif

7.2.2.2 Add Registration of Vendor Opcode

Vendor model registration reference code vendor_model.c implementation of mesh_cmd_sig_func_t const
mesh_cmd_vd_func[] = {...}.

const mesh_cmd_sig_func_t mesh_cmd_vd_func[] = {
#if (VENDOR_OP_MODE_SEL == VENDOR_OP_MODE_SPIRIT)

#elif(VENDOR_OP_MODE_SEL == VENDOR_OP_MODE_DEFAULT)
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CMD_NO_STR(VD_GROUP_G_SET, ©, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S, cb_vd_group_g_set,
< VD_GROUP_G_STATUS),

CMD_NO_STR(VD_GROUP_G_GET, 0, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S, cb_vd_group_g_get,
< VD_GROUP_G_STATUS),

CMD_NO_STR(VD_GROUP_G_SET_NOACK, ©, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT S, cb_vd_group_g_set,
< STATUS_NONE),

CMD_NO_STR(VD_GROUP_G_STATUS, 1, VENDOR_MD_LIGHT_S, VENDOR_MD_LIGHT_C, cb_vd_group_g_status,
< STATUS_NONE),
#endif

i

Note:

mesh_cmd_vd_funcl[] is a const array, so this is a read-only array, thus can save RAM space.

7.2.2.3 mesh_cmd_sig_func_t introduction

typedef struct{
ulé op;
ulé status_cmd;
u32 model_1id_tx;
u32 model_1id_rx;
cb_cmd_sig2_t cb;
u32 op_rsp;
Imesh_cmd_sig_func_t;

* op: new-added command’s opcode, no matter it is SIG command or vendor command, is expressed
as ul16, vendor command do not need to fill the vendor id bytes, library bottom layer will add auto-
matically.

« status_cmd: If the opcode is “status command” corresponding to certain “acknowledge request com-
mand”, e.q. VD_LIGHT_ON/OFF_STATUS, the “status_cmd” should be set as 1; otherwise it should be
set as 0. When model_id_rx is client model, “status_cmd” should be set as 1. This status_cmd flag is
used in Library.

« model_id_tx: Corresponding model ID sending this command. E.g., when publish status, first,
check mesh_cmd_vd_func[] according to op to get model_id_tx, then get the corresponding global
veriables, such as model_sig_g_on/off _level.on/off_srv, then get the model_sig_g_on/off_level.on/
off_srv->com. pub_adr and its publish parameter, finally publish status.

« model_id_rx: Corresponding model ID receiving this command. If the node does not have correspond-
ing model id in composition data, this opcode won’t be processed.

When supports a specific model, the model parameters should be checked to determine if the model has
bond corresponding app key, when the destination address is a group address, if the model has follow the
corresponding group.
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« When this command is received, callback processing function mesh_rc_data_layer_access_cb()-
>p_res->cb() is invoked, users can process their own app in this callback function.

« op_rsp: If this opcode is “acknowledge request command”, the “op_rsp” should be set as correspond-
ing ack command; otherwise it should be set as "STATUS_NONE". The sending end will use this to
determine if it has received the corresponding status response after it send the command.

7.2.2.4 Adding Command Callbacks
Adding a callback function for the VD_GROUP_G_SET command

-lint cb_wd_group_g set(u8 *par, int par_len, mesh_cb_fun_par t *cb_par)

int err = -1;

int pub_flag = @;

//model g light s t *p model = (model g light s t *)cb_par->model;
vd_group_g_set_t *p_set = (vd_group_g_set_t *)par;

ud sub_op = p_set->sub_op;

if(!cb_par-»retransaction){

cb_wd_group_g_sub_set p_cb_set = (cb_vd_group_g_sub_set)search_vd_group_g_func(sub_op, SEARCH_VD_GROUP_G_FUNC

if(p_cb_set){

pub_flag = p_cb_set(par, par_len, cb_par);
telse{

return -1;
h

¥
J)#if DEBUG_CFG_CMD_GROUP_AK_EN
- if(par_len »>= 3){

if(par[2] && (par[2]<=128) && BIT_IS POW2(par[2])){
blt_rxfifo.num = par[2];
h

¥
#endif
if(VD_GROUP_G_SET_NOACK != cb_par-»op){
err = cb_vd_group_g get(par, par_len, cb_par);

telsef
err = @;

if(lerr && pub_flag)q{
if(is_vd_onoff_op(sub_op)){ // only onoff need publish now
model_pub_check_set(ST_G_LEVEL_SET_PUB_NOW, cb_par->model, 1);
Iy
¥

return err;

Figure 7.1: command callback

7.2.2.5 Add TID Registration

In general, it is not necessary to add a TID; see this section for a description of the use of TIDs.: Example

of Adding a Knowledge-command.

If the added command code requires a TID field (), it also needs to be additionally registered inside
is_cmd_with_tid_vendor(), as detailed in the example section of Example of Adding a Knowledge-

command.
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7.2.3 Example of Adding a Knowledge-command

acknowledge-command, i.e. request command with status response,

Take VD_GROUP_G_SET for example.

1) Add the content below in the “mesh_cmd_vd_func[]”:
(VD_GROUP_G_SET, 0, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S, cb_vd_group_g_set, VD_GROUP_G_STATUS)

2) This command needs the "TID (Transmit ID)” field. Therefore, it’s needed to add corresponding branch
in the “is_cmd_with_tid_vendor()”, and mark the location of the TID field in the access payload.

In the library, there will be a global variable mesh_tid that manages TID uniformly. When a command is
sent, it will be automatically increased by one and copied to the TID field of the command parameter area.
Please refer to Vendor model format for detail.

TID purpose: If repeated TID is received within a specific duration (currently it’s set as 6s by default), the
corresponding action won’t be implemented, but it will respond with response. This recognition action is
implemented in the library, while the upper APP can directly judge the flag “cb_par->re-transaction”.

TID normally is for light status control commands. TID is to prevent acting repeatedly when receive retry
in a specific duration, thus cause wrong delay time, for example, when the node receive OFF command,
the corresponding delay time is 1s, and when the delay time passes for 0.8 s, receives retry command, if
this command is executed, the delay time will re-count for 1's, so the phenomena is that the node will be
off after 1.8s. This will also cause light flash, e.qg., 2 app control the same node at the same time, one act
generic on, the other generic off, and both have retry action (message have different sequence numbers but
same TID), for this case, what we expected is, light only execute 1 on and 1 off, the final status is determined
by the last received command. This can be done if there is TID identification, without TID, the light may
execute multiple on/off actions, thus causes flash.

In SIG standard commands, only light control command, such as on/off set, level set, lightness set, CT set,
use TID.

Commands like lightness get, and config set/get in config model do not use TID.

Do not add vendor command if not necessary, do not waste any byte of the limited effective bytes.

3) Edit the function “the cb_vd_group_g_set()”, invoke the “light_on/off_idx()” to execute light on/off
action.

4) Since this command is a command that requires an ack reply, write the corresponding ack function
vd_light_tx_cmd_onoff_st(), which calls mesh_tx_cmd(VD_GROUP_G_STATUS,......) for ack reply in-
side the function.

Note:

» To reply to status after receiving a command, you need to call mesh_tx_cmd_rsp() to reply, not
mesh_tx_cmd2normal(), because in a network with multiple network keys, app keys, when receiv-
ing a packet, the packet is decrypted with whatever key is used, and when replying to status, the
packet must be encrypted with the corresponding key for encryption. So use mesh_tx_cmd_rsp().

* mesh_tx_cmd2normal_primary() use the first key by default to send, normally is used for send
command, when reply status, do not use this function.
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5) Assemble the interface “vd_cmd_on/off()” sending the “VD_GROUP_G_SET” command.
“rsp_max” indicates the number of nodes that need response.

« When the “adr_dst” is unicast, the “rsp_max” can be set as 1 (recommended) or O.
* When the “adr_dst” is group, the “rsp_max” should be set as the number of elements owned by group
according to the record in APP database.

7.2.4 Add Unacknowledged command

Take “VD_GROUP_G_SET_NOACK" as an example.

1) Add the content below in the *mesh_cmd_vd_func[]":
(VD_GROUP_G_SET_NOACK, @, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT_S, cb_vd_group_g_set, STATUS_NONE)

2) This command needs the “TID (Transmit ID)” field. Please refer to the method of adding acknowledge
command.

3) Compile the function “cb_vd_group_g_set()” (shared with *VD_GROUP_G_SET"). Please refer to the
method of adding acknowledge command.

4) This command does not need ack response.

5) Assemble the interface “vd_cmd_on/off()” sending the “VD_GROUP_G_SET_NOACK"” command.

Please refer to the method of adding acknowledge command.

7.2.5 Publish function registration

The vendor model’s publish functionality is generally not needed.

If necessary, the publish parameter of the light node model is set by the CFG_MODEL_PUB_SET command,
the model has the publish function. When the model status changes, it will automatically publish a status
message to the publish address configured by the publish parameter. In addition, the publish parameter
can also be configured to send periodically, please check publish command parameter definition spec in
[4.3.2.16 Config Model Publication Set] for detail.

In order to implement the above automatic publish function, you need to register the publish function for
the model to send status messages, as shown below:

voia mesh_model_cb_pub_st register

MODEL PUB ST CB_INIT (model vd l1ight.srv, &vd light onoff st publish);

444444

Figure 7.2: publish function

When the status changes, or after the publish cycle time expires, the mesh stack will call back this function
and send a status message.
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7.3 Add the Vendor Opcode Subcommand

“vendor opcode introduction” This section describes how to use Vendor subcommands. Customers can
choose whether to use the subcommands or not according to their needs. The following describes how to
use the vendor opcode subcommand.

7.3.1 Vendor Subcommand Range

The sub opcode of the Vendor sub-command occupies one byte, and there are only 256 values in total.
0x00 to Ox7f is reserved for Telink, and the range for user is 0x80 to Oxff, as detailed in the comment of
sdk’s vd_group_g_func[].

7.3.2 Steps of Adding Vendor Subcommand

In order to facilitate the user to quickly add the vendor subcommand, the user can directly use the
demo bracketed by VENDOR_SUB_OP_USER_DEMO_EN without adding a new vendor subcommand, the
user can directly use this subcommand and only need to change the corresponding callback functions
vd_rx_group_g_sub_op_user_demo_set(), vd_rx_group_g_sub_op_user_demo_st() to quickly use the
subcommand. Also, user added subcommands can refer to VENDOR_SUB_OP_USER_DEMO_EN bracketed
demo to add more subcommands.

#if VENDOR_SUB_OP_USER_DEMO_EN

{VD_GROUP_G_SUB_OP_USER_DEMO, vd_rx_group_g_sub_op_user_demo_set,
< vd_rx_group_g_sub_op_user_demo_st}
#endif

In addition, if you need to store data, you can call mesh_common_store() in vd_rx_group_g_sub_op_user_demo_set().

mesh_common_store(FLASH_ADR_MD_VD_LIGHT);

and then the parameter sno_vd_sno_sub_op_user_demouser_demo added to model_vd_light_t is stored
in this sector of flash FLASH_ADR_MD_VD_LIGHT. after re-powering up, the sdk has already implemented
the ability to retrieve the contents of this sector to the corresponding global variable through mesh_flash_
retrieve() to read the contents of this sector into the corresponding global variable. Note that the struc-
ture and size of model_vd_light_t must not change before or after OTA, otherwise the data will be read
abnormally after OTA.

The following describes an example of adding subcommands to the VD_GROUP_G_SET /VD_GROUP_G_GET
/ VD_GROUP_G_SET_NOACK / VD_GROUP_G_STATUS group of commands.

7.3.2.1 Add the Definition of the Vendor Subcommand

The demo SDK defines vendor’s on and off as two separate commands, mainly for compatibility with old
version. If you want to add this kind of command, you only need to add a sub-command, and then use
another byte in the parameter area to indicate on or off. So the following is about VD_GROUP_G_ON
only.

AN-17120400-E7 129 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

enum{/*vendor generic group, op code include C1-C4*/

VD_GROUP_G_ON =2 i, // compatible with legacy

7.3.2.2 Add Registration of the Vendor Subcommand

Vendor subcommand registration reference code vendor_model.c vd_group_g_func_t vd_group_g_func =
{... } implementation.

vd_group_g_func_t vd_group_g_func[] = {
/* telink use sub op from 0x00 to Ox7f*/

......

}

Note:

vd_group_g_func is a const type array, so it is read-only and cannot be rewritten. This saves
RAM space. In addition, if the added command requires a TID field, you need to register it in
is_cmd_with_tid_vendor(), please refer to the “Adding an acknowledge-command” section for more
details.

7.3.2.3 vd_group_g_func_t Introduction

typedef struct{

u32 sub_op;

cb_vd_group_g_sub_set cb_set;

cb_vd_group_g_sub_tx_st cb_tx_st;

//cb_vd group_g sub_rx_status cb_rx_status; // TBD, only client may use.
}vd_group_g_func_t;

» sub_op: subcommand.

» cb_set: Sets the handler function to be invoked when the command is received.

« cb_tx_st: Set response function with sending status.

« cb_vd_group_g_sub_rx_status: The gateway device receives the processing function of the STATUS
command for this subcommand, which is currently not enabled.

7.3.2.4 Adding Subcommands Callback Functions

Adding a callback function for the VD_GROUP_G_ON subcommand
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int vd_group_g_light_onoff(u8 *par, int par_len, mesh_cb_fun_par_t *cb_par)
{

int pub_flag = 0;

vd_light_onoff_set_t *p_set = (vd_light_onoff_set_t *)par;

int light_idx = cb_par->model_1idx;

int on = !!p_set->sub_op; // make sure bool
light_onoff_all(on);
if(vd_onoff_state[light_idx] != on){
vd_onoff_state[light_idx] = on;
pub_flag = 1;
Jelse{

}

return pub_flag;

7.3.3 Adding Acknowledge Type Subcommand

The acknowledge-command is a request command with a status response, indicating that the command
requires a status response.

Take VD_GROUP_G_ON as an example.

Two conditions need to be met for a subcommand to reply: the larger command needs to be
VD_GROUP_G_SET or VD_GROUP_G_GET, and the member variable cb_tx_st inside vd_group_g_func[] is
not NULL.

(1) Add vd_light_tx_cmd_onoff_st in vd_group_g_func[] at the corresponding location.

vd_group_g_func_t vd_group_g_func[] = {
/* telink use sub op from 0x00 to Ox7f*/

......

(2) Write vd_light_tx_cmd_onoff_st function

int vd_light_tx_cmd_onoff_st(u8 light_idx, u8 sub_op, ul6 ele_adr, ul6 dst_adr, u8 *uuid,
< model_common_t *pub_md)

{
vd_light_onoff_st_t rsp;
rsp.sub_op = !!vd_onoff_state[light_idx];
return mesh_tx_cmd_rsp(VD_GROUP_G_STATUS, (u8 *)&rsp, sizeof(rsp), ele_adr, dst_adr, uuid,
< pub_md);
}
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7.3.4 Add Subcommands of Type Unacknowledge

Take VD_GROUP_G_ON as an example.

Subcommands do not require a reply, one of the following conditions is satisfied: the larger command uses

VD_GROUP_G_SET_NOACK or the member variable cb_tx_st inside vd_group_g_func[] is NULL.

7.3.5 Write API for Sending VD_GROUP_G_ON Command

vd_cmd_onoff()

7.3.6 Example of Adding an Empty Vendor Subcommand

The empty vendor subcommand example is an example where the callback function is empty. So to add

the vendor subcommand empty example the user only needs to perform two steps.

(1) Adding the vendor subcommand definition

enum{/*vendor generic group, op code include C1-C4*/

VD_GROUP_LOOP_ON 3 dl, // compatible with legacy

......

iy

(2) Adding registration of vendor subcommands

Vendor subcommand reqistration reference code vendor_model.c vd_group_g_func_t vd_group_g_func =

{.... } implementation.

vd_group_g_func_t vd_group_g_func[] = {
/* telink use sub op from 0x00 to Ox7f*/

......
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8 Global Configuration File Introduction

8.1 mesh_config.h

PROXY_HCI_SEL:

For debugging, developer can choose PROXY_HCI_GATT by default.
DEBUG_VENDOR_CMD_EN:

Enable/disable vendor model debug command. Enabled by default.
FAST_PROVISION_ENABLE:

This is a private mode, can provision with multiple nodes at the same time, supports group action and relay
network. Disabled by default.

MESH_USER_DEFINE_MODE:

Define authentication mode during provision, MESH_NORMAL_MODE: no OOB mode; others are static OOB
mode, please refer to Connect with a platform.

SUBSCRIPTION_BOUND_STATE_SHARE_EN:

The purpose is to add the group number to the models listed in sub_share_model_sig[] and sub_share_model_vendor|[]
automatically after receiving the command to set the group number for onoff model. This is because the

group number information is shared between models with state binding, such as Onoff model and lightness

model.

Additionally, in private mode, models that do not have a state binding relationship can be configured
to share group number information with each other by adding the corresponding group number to
sub_share_model_sig[] and sub_share_model_vendor[].

PROVISION_FLOW_SIMPLE_EN:

Same as the standardized provision, provision nodes one by one, i.e., only one node is configuring network
at the same time. When node receives app key add, automatically binds key to every model. Provisioner
does not need to send key bind command. Simplify provision process and reducing provision time.

AIS_ENABLE / MI_API_ENABLE:
Please refer to Connect with a platform.
LIGHT_TYPE_SEL:

Select light type. Currently supported light types are mutually exclusive. Please refer to section 1.3
LIGHT_TYPE_SEL Introduction.

The following are model on/off control macro, e.g., MD_LIGHTNESS_EN, when it is enables, whether
it enables client or server model, or both, is determined by MD_SERVER_EN, MD_CLIENT_EN and
MD_CLIENT_VENDOR_EN. Check introductions of these 3 macros below.

LIGHT_TYPE_CT_EN:

Enable / Disable CT light related model, includes Light CTL Server, Light CTL Setup Server, Light CTL Tem-
perature Server, Light CTL Client.

LIGHT_TYPE_HSL_EN:
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Enable / Disable HSL light related model, includes Light HSL Server, Light HSL Hue Server, Light HSL Satu-
ration Server, Light HSL Setup Server, Light HSL Client.

MD_LIGHT_CONTROL_EN:

Enable / Disable (Default) Lighting Control related model on/off control, includes Light LC Server, Light LC
Setup Server, Light LC Client.

MD_LIGHTNESS_EN:

Enable / Disable Lightness related model, includes Light Lightness Server, Light Lightness Setup Server,
Light Lightness Client.

MD_LEVEL_EN:

Enable (Default) / Disable Generic Level Model. Each status can have a corresponding level model.
MD_MESH_OTA_EN:

Enable / Disable (Default) Mesh_OTA_Model interface.

MD_ONOFF_EN:

Enable (Default) / Disable Generic On/off Model.

MD_DEF_TRANSIT_TIME_EN:

Enable (Default) / Disable Generic Default Transition Time Model.

MD_POWER_ONOFF_EN:

Enable (Default) / Disable Generic Power On/off Model. Enable / Disable at the same time with
MD_DEF_TRANSIT_TIME_EN, because the parameters of these 2 models are save in the same flash
sector.

MD_TIME_EN:

Disable (Default) / Enable Time Model.
MD_SCENE_EN:

Disable (Default) / Enable Scene Model.
MD_SCHEDULE_EN:

Disable (Default) / Enable Schedule Model. Disable / Enable at the same time with MD_TIME_EN, because
schedule depends on time.

MD_PROPERTY_EN:

Enable / Disable Property model, includes Generic User Property Server, Generic Admin Property Server,
Generic Manufacturer Property Server, Generic Client Property Server, Generic Property Client.

MD_LOCATION_EN:

Enable/Disable Location model, includes Generic Location Server, Generic Location Setup Server, Generic
Location Client.

MD_SENSOR_EN:
Enable/Disable Sensor model, includes Sensor Server, Sensor Setup Server, Sensor Client.

MD_BATTERY_EN:
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Enable/Disable Battery model, includes Generic Battery Server, Generic Battery Client
MD_SERVER_EN:

Enable the SIG and vendor models of the enabled server models when the value is set to 1, e.g., lightness
server and VENDOR_MD_LIGHT_S.

MD_REMOTE_PROV:

Enable/Disable Remote provision model. Default disable.

MD_CLIENT_EN:

Enable the client SIG model when the value is set to 1, e.g. lightness client.
MD_CLIENT_VENDOR_EN:

Enable client vendor model: VENDOR_MD_LIGHT_C when the value is set to 1.
MD_VENDOR_2ND_EN:

Enable the second vendor server model VENDOR_MD_LIGHT_S2 when the value is set to 1. Normally vendor
model needs only 1.

Note:

Generally nodes do not need Client Model, so Client Model is disabled for light side by default so as
to save RAM. Client model is controlled by MD_CLIENT_EN and MD_CLIENT_VENDOR_EN, some light
node need to enable vendor client model but not SIG client model.

FACTORY_TEST_MODE_ENABLE:

Enable (Default) / Disable factory test mode. For the convenience of factory test, in the case of no provision,
default key can be used to implement simple operations such as turning on/off node, adjusting luminance.

MANUAL_FACTORY_RESET_TX_STATUS_EN:

Set whether to send NODE_RESET_STATUS to notify gateway or app after 5 times of booting/reset.
KEEP_ONOFF_STATE_AFTER_OTA:

Set whether to keep the on/off status of the light before reset.

ELE_CNT_EVERY_LIGHT:

Element no. of each light. E.g., a CT light need 2 elements, most model will put it in the first element, only
Light CTL Temperature Server and corresponding level model are in the second element.

Since lightness and CTL Temperature can both be controlled by level model commands, if there is only 1
element address, when receiving level set command, it is impossible to determine whether it is to control
lightness or Temperature.

Note the difference between LIGHT_CNT and ELE_CNT.
LIGHT_CNT is how many same lights in the BLE module, e.qg., 2 CT lights.

ELE_CNT = ELE_CNT_EVERY_LIGHT * LIGHT_CNT is how many elements in this node. It is also the element
address no. when provision.

FEATURE_FRIEND_EN:

Set whether to support Friend Feature
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FEATURE_LOWPOWER_EN:

Set whether to support Low Power Feature.
FEATURE_PROV_EN:

Provision switch, need to enable.
FEATURE_RELAY_EN:

Set whether to support Relay Feature.
FEATURE_PROXY_EN:

Set whether to support Proxy Feature.
MAX_LPN_NUM:

Set the number of low power nodes supported by one friend node. Currently it’s set as 2, it is recommended
to limit this value less than 10(the maximum verified number) if the user need to modify this number. Too
big value will cause higher possibility of packets conflict when friend reply respond to multiple LPN, and
thus cause time delay and higher power consumption of LPN node, the RAM consuming will also increase.

USER_DEFINE_SET_CCC_ENABLE:
Must enable. Set whether App controlled node report notify/indication.
SEND_STATUS_WHEN_POWER_ON:

Set whether to send luminance state packet when power on, default sending address is Oxffff.

8.2 mesh_node.h

SUB_LIST_MAX:

The maximum number of subscribed addresses (i.e., group number) supported by each model.Versions
before V3.3.0 (not included) cannot be modified by the user, because the macro is used in the library,
and can be modified later than that version. When the modified number is greater than 8, in order to
save RAM and flash parameter storage area, the default subscription of virtual address is turned off, i.e.,
VIRTUAL_ADDR_ENABLE is equal to O. Generally speaking, you cannot use the virtual address, if you need
to turn it on, just set VIRTUAL_ADDR_ENABLE to 1.

BIND_KEY_MAX:
Maximum supporting bind key number, cannot be modified, because this macro is used in library.
SCENE_CNT_MAX:

Maximum configurable scene number, can be modified.

8.3 app_mesh.h

8.3.1 Macro introduction

TRANSMIT_CNT_DEF:
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Set message default transmit cnt, i.e., retry time of each command
Retry time = TRANSMIT_CNT_DEF + 1.

TRANSMIT_INVL_STEPS_DEF:

Set message default transmit interval, i.e., retry interval.

Retry interval = (TRANSMIT_INVL_STEPS_DEF + 1) * 10ms + (0-10) ms.
TRANSMIT_CNT_LPN_ACCESS_CMD:

For LPN node, control commands’ transmit cnt is defined by TRANSMIT_CNT_DEF, e.qg., friend request,
friend poll, other message is defined by TRANSMIT_CNT_LPN_ACCESS_CMD, e.qg., on/off status.

TRANSMIT_CNT_DEF_RELAY, TRANSMIT_INVL_STEPS_DEF_RELAY:
Relay’s transmit count and transmit interval.
MESH_ADV_CMD_BUF_CNT:

Set message transmitting buffer size, excludes relay message.
MESH_ADV_BUF_RELAY_CNT:

Set relay message of relay message.

SEC_NW_BC_INV_DEF_100MS:

Set security beacon’s transmitting interval when provision, unit is 100ms.

8.3.2 Function introduction

mesh_tx_cmd(material_tx_cmd_t *p)

This is 3 common function to send command.

1) Parameters:

type typedef struct{

union{ //point to parameter address

u8 *par;

u8 *p_ac;

I¥

union{ //parameter length

u32 par_len;

u32 len_ac;

I¥

ul6 adr_src; //source address

ul6 adr_dst;//destination address

u8* uuid; //point to virtual address
model_common_t *pub_md; // point to model parameter
u32 rsp_max; //number of nodes that need response
ulé op; // command code

ul6 nk_array_idx; // network_key index
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ulé ak_array_1idx; // app_key index
u8 retry_cnt; // number of retry times
Imaterial_tx_cmd_t;

Parameter values are determined by the parameters of the invoking function *“mesh_tx_cmd2normal_primary(u16
op, u8 *par, u32 par_len, u16 adr_dst, int rsp_max)”.

2) Return value

If the return value is O, it indicates successful command execution.

If the return value is not zero, it indicates transmission failure, e.g. currently there’s a command being sent,
new command cannot be accepted (busy state), certain parameter is illegal, and etc.

int mesh_tx_cmd_primary(ul6 op, u8 *par, u32 par_len, ul6é adr_dst, int rsp_max)

This function serves to fix “adr_src” as “ele_adr_primary”, and then assemble “mesh_tx_cmd()”.

8.4 app_provision.c

u8 is_provision_success():
Get the status if the node is provisioned successfully.
u8 is_provision_working():

Get the status if the node is in provision process.

8.5 mesh_node.c

is_own_ele():

Determine if node’s adr is the element address of its own.

8.6 mesh_common.c file introduction

HCI fifo:

hci_tx_fifo and hci_rx_fifo are fifos to define and transmit data by peripherals, e.g., gateway nodes and
gateway firmware USB communication.

mesh_get_proxy_hci_type():
Define proxy type, PROXY_HCI_GATT by default. PROXY_HCI_USB is debug mode, not open to user.
mesh_tid_save():

Function to save TID. E.g. Commands such as generic on/off need to use tid. If deep sleep mode is not
executed, it's not needed to save the tid (just initialize it as O after power on). If deep mode is executed,
e.g. switch, each key press will initialize all variables including tid, in this case, the tid should be saved.
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adv_filter_proc():

IRQ RX will filter the received verified correct packets with this function, e.g., abandon connectable packet.
See code for detail.

const u16 sub_share_model[]:

const ul6 sub_share_mode= {
SIG_MD_G_ONOFF_S, SIG_MD_G_LEVEL_S, SIG_MD_LIGHTNESS_S, SIG_MD_LIGHTNESS_SETUP_S,
SIG_MD_LIGHT_CTL_S, SIG_MD_LIGHT_CTL_SETUP_S, SIG_MD_LIGHT_CTL_TEMP_S,
SIG_MD_LIGHT_HSL_S, SIG_MD_LIGHT_HSL_SETUP_S, SIG_MD_LIGHT_HSL_HUE_S,

& SIG_MD_LIGHT_HSL_SAT_S,
SIG_MD_SCENE_S, };

Refer to SUBSCRIPTION_SHARE_EN introduction in mesh_config.h.

These Models are bonded by default, i.e. when setting subscribing address (assign group), these models will
take effect at the same time.

How to call:

Receive CFG_MODEL_SUB_ADD -> mesh_rc_data_layer_access_cb() -> mesh_cmd_sig_cfg_model_sub_set()
-> share_model_sub_by_rx_cmd() -> share_model_sub().

entry_ota_mode():
The SDK will callback this function after OTA start command is received.
ota_condition_enable():

Condition to allow GATT OTA. When GATT connection is successful, and “set proxy filter” is received,
“pair_login_ok” will be set as 1. (Note: set proxy filter need to be encrypted/decrypted with network key
when receiving/transmitting.)

proc_telink_mesh_to_sig_mesh():

It serves to detect whether firmware type before OTA is SIG mesh or other SDK, e.g. Telink mesh. If it is not
SIG mesh, product switch and parameter initialization will be executed.

mesh_ota_reboot_proc():

After mesh OTA is finished, delay for 1.5s and then reboot.

How to call: main_loop() -> mesh_loop_process() -> mesh_ota_reboot_proc()
mesh_ble_connect_cb:

Callback this function when GATT connect successfully.
mesh_ble_disconnect_cb:

Callback this function after GATT disconnect.

update_para_change_MTU():

It serves to request for BLE connection parameter update as needed, and prevent starting parameter update
during discovery and provision.

gatt_adv_prepare_handler():
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1) relay_adv_prepare_handler()

Relay buffer is independent, use different fifo with TX command, relay buffer can transmit packet during
TX command transmit interval.

Priority: TX command -> relay -> connectable packet.
2) Others are GATT packets.

app_advertise_prepare_handler ():

When BLE stack bottom layer allows to send adv packet, it will callback this function. If there’s adv packet
(including connectable adv packet, beacon packet) to be sent in current task, it's only needed to set the
parameter “p” as the pointer of the structure.

Priority: message Friend Node send to LPN after it receive LPN poll > TX command > relay > connectable
adv packet.

1) get_adv_cmd():

The return value is pointer of mesh message packet to be sent. If it’s non-zero value, it indicates there’s
packet to be sent, including MESH_ADV_TYPE_MESSAGE, MESH_ADV_TYPE_BEACON of SECURE_BEACON

type.
2) mesh_adv_cmd_set()

Copy packet to be sent to BLE stack.
3) p_bear -> trans_par_val:

It includes transmit count and transmit interval.
4) mesh_rsp_random_delay_step

When the node receive a group address as destination address, it need to add Random delay for response.
Check mesh_rc_data_layer_access_cb() for detail.

5) adv_retry_flag

Serves for cancelling network transmit interval, continuous transmission and etc., e.g., poll sent by LPN
after build friendship.

app_l2cap_packet_receive ():

When BLE stack receives packet with payload, it will callback this function, and then invoke the function
“blc_I2cap_packet_receive()” to analyze the data. During debugging, developer can print out the data for
the convenience of analysis.

chn_conn_update_dispatch():
Negligible currently.
sim_tx_cmd_node2node():

It serves to send unreliable light ON/OFF command with the interval of three seconds for demo demonstra-
tion.

usb_id_init():
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It's used to configure USB ID. When multiple dongles are connected with one PC simultaneously, they must
be configured with different IDs so as to be recognized as different devices by PC.

ble_mac_init():
When parameter location of MAC is illegal value, it will randomly generate a MAC and save it.
mesh_scan_rsp_init():

It serves to fill in the fixed field of “scan rsp” during initialization, e.g. mac address. Mac needs to be used
when building database, and iOS system cannot directly obtain it from the AdvA field of adv packet data.
Therefore, it should be marked in the content of scan response.

mesh_scan_rsp_update_adr_primary():

It serves to fill in the fixed field of “scan rsp” during initialization, e.g. mac address. Mac needs to be used
when building database, and iOS system cannot directly obtain it from the AdvA field of adv packet data.
Therefore, it should be marked in the content of scan response.

publish_when_powerup():

Boot, send corresponding status after a random interval (publish_powerup_random_ms), notify app or gate-
way note to get online.

mesh_vd_init():
Common processing part related to mesh of multiple projects. It's invoked in *mesh_init_all()".
mesh_global_var_init():

Initialization function of global structure variable, executed before reading related parameters stored in
flash. It serves to set default value of compiling, and if there are related parameters in flash, the values in
flash will be used.

model_sig_cfg_s_cps:

l.e. composition data. For related definitions, please refer to the structure definition of model_sig_cfg_s_cps
and spec.

Compaosition Data
g
CID | PID | VID [CRPL| 2 Elements
i
Elements Elements
wl> w>
Loc |E|E| SIGModels | Loc | E|E|SIG Models Vendor Models
Z|Z Z|Z
SIG | SIG | SIG SIG | SIG
Model | Model | Model Model | Model h‘;’j&‘;ﬂb h}fé‘;%
D | D | ID D | ID

Figure 8.1: Composition data
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set_unprov_beacon_para():

« p_uuid: pointer to set uuid. The length is 16 bytes.

« p_info: pointer to set oob_info. The length is 2 bytes.

« p_hash: pointer to set hash value of URIL. The length is 4 bytes.

 uri_para: pointer of uri connection. The maximum length is 40 bytes.

« uri_len: Length of actually used data in uri part. The maximum length does not exceed 40.
The parameters above serve to configure beacon packet of unprovisioned node.
set_provision_adv_data():

« p_uuid: pointer to set uuid. The length is 16 bytes.

« oob_info: pointer to set oob_info. The length is 2 bytes.

The parameters above serve to configure parameters of adv packet part when provision is not finished.
set_proxy_adv_pkt():

« p_hash: pointer to set hash. The length is 8 bytes.

« p_random: pointer to set random. The length is 8 bytes.

+ node_identity: It indicates adv packet type.

If “*node_identity” is O, it indicates adv type is “advertising with Network ID”, in this case “p_hash” and
“p_random” won't take effect.

If “node_identity” is 1, it indicates adv type is “advertising with Node Identity”, in this case “p_hash” and
“p_random” will take effect.

The parameters above serve to configure adv packet to send proxy connection after provision is finished.
vart_drv_init()/usb_bulk_drv_init():

Serial port and USB initialization, select serial port or USB via the macro “HCI_ACCCESS”. Use
“blc_register_hci_handler” to register callback function. User can invoke “my_fifo_push_hci_tx_fifo”
to push data to be reported into “hci_tx_fifo”".

set_material_tx_cmd():

Set transmission parameter:

1) op: vendor op code, input 1 byte, no need to input vendor id, it will be fulfilled automatically.

2) rsp_max: only effect to status replied command, serves to detect whether receives enough status.
When destination address is unicast, the value is O or 1(0 and 1 are the same, the detection is done
when receiving the status), when destination address is group, the value is the node number of the
group.

3) retry_cnt: only effect to status replied command, when the command is sent for a while, and no
specified rsp_max status is received, then trigger retry flow, the retry time is determined by retry_cnt.

4) uuid: when the sending destination address is virtual address, need to input uuid, otherwise it is O.

5) nk_array_idx: mesh supports multiple netkey, this is to set the array index no. in netkey array, note,
it is not the provision global netkey index.
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6) ak_array_idx: mesh supports multiple appkey, this is to set the array index no. in appkey array, note,
it is not the provision global appkey index.

7) pub_md: when execute publish status, it need to be set as pointer point to model, because when
sending massage, mesh_model_pub_par_t parameter in pub_md-> pub_par need to be used, e.qg.,
ttl, network transmit, network count, appkey index, but not use default values. Set pub_md to O
when not execute publish status.

mesh_tx_cmd2normal_primary():

Node actively send command API, see set_material_tx_cmd() for parameter detail.
SendOpParaDebug_vendor():

In WIN32 mode, analysis of gateway, app, par_tmp[2:3], see ini format analysis.
is_need_response_to_self():

Set if need reply status when receive command sending by the function itself and need to answer with
status.

mesh_rc_data_layer_access_cb():

When node receives a command sent to itself (condition: model supports, destination address matches)
will call this function.

1) Vendor Op code range in VD_OP_RESERVE_FOR_TELINK_START and VD_OP_RESERVE_FOR_TELINK_END
is opcode reserved for Telink, not open to users.

2) mesh_need_random_delay : when node receives group address as destination address, need to add
a Random delay to avoid multiple nodes respond at the same time when response.

3) p_res->cb: this is the corresponding callback function for each op code, mesh_cmd_sig_func[]->cb
and mesh_cmd_vd_func[]->cb.

mesh_rsp_handle_cb():
Reports status status message gateway received to firmware, via USB or UART.
hci_send_data_user():

Buffer data of hci tx fifo, the first 2 byte is len, the third is data type to tell data type. Here is HCI_RSP_USER,
other please refer to hci_type_t.

mesh_tx_reliable_stop_report():
Callback function when gateway send reliable command, and the stop condition is fulfilled.
app_hci_cmd_from_usb():

In blt_sdk_main_loop() function, callback app_hci_cmd_from_usb() to handle commands sent by firmware,
analyze and execute the commands via app_hci_cmd_from_usb_handle().

app_hci_cmd_from_usb_handle ():

The corresponding data is in ini format, check ini chapter for detail.
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8.7 cmd_interface.h file introduction

access_cmd_get_level():

This function serves to obtain level value of element by setting “opcode” as "G_LEVEL_GET” and then as-
sembling *mesh_tx_cmd()".

access_cmd_set_level():

This function serves to set level value of element by assembling *“mesh_tx_cmd()”. When ack is 1, set opcode
as "G_LEVEL_GET". When ack is O, set opcode as "G_LEVEL_SET_NOACK". The SDK will manage and imple-
ment tid parameters used in this command, so these parameters are negligible for upper development.

access_set_lum():

This function serves to set level value by inputting “lum” (range is 0~100) and assembling “ac-
cess_cmd_set_level ()".

access_cmd_onoff():

This function serves to set on/off value of element by assembling "mesh_tx_cmd()”. When ack is 1, set
opcode as “G_ON/OFF_GET". When ack is O, set opcode as “G_ ON/OFF _SET_NOACK". The SDK will man-
age and implement tid parameters used in this command, so these parameters are negligible for upper
development.

8.8 vendor_model.c file introduction

This file mainly introduces transmission of opcode corresponding to vendor model, as well as corresponding
callback function to be executed after this opcode is received.

Note: non-provisioner nodes use only 1 vendor id, and will show this id in composition data, Vendor model
has 64 op code in total. Please be noted, this is not 64 for a product, it's 64 for all products. So please use
it wisely, use as many sub-commands as possible.

Telink also uses some vendor op code for self-define features, so currently OxCO—OXxDF is reserved for
Telink, and OXEO—OXFF is for other users.

Register of vendor opcode
See Chapter 3.2.
mesh_search_model_id_by_op_vendor():

This function serves to search for related resources in the array “mesh_cmd_vd_func[]” via opcode. User
does not need to modify this function.

vd_cmd_key_report():
This function serves to report key press event and it's used in the project “8258_mesh_switch”.

It can be considered that “int SendOpParaDebug(u16 adr_dst, u8 rsp_max, ul16 op, u8 *par, int len);” is
equivalent to "mesh_tx_cmd_primary()".

is_cmd_with_tid_vendor():

This function serves to check whether this opcode needs to carry tid and return value accordingly. If this
opcode needs to carry tid, it will return 1, and return the location of tid in parameter area via “tid_pos_out”;
otherwise, it will return O.
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8.9 mesh_test_cmd.c file introduction

This file serves to save implementation of test commands.
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9 8258 MESH Project Introduction

9.1 app_config_8258.h

PCBA_8258_SEL:
Select PCBA, default is 48pin dongle board, the other 2 are reference board.
FLASH_1M_ENABLE:

Enable this macro when internal flash is 1M because the flash map is different, and for the initial configura-
tion, MAC is OXffO00 while 512K MAC is 0x76000.

HCI_ACCESS:

Set HCl interface.

* HCI_USE_USB: use USB
* HCI_USE_UART: use UART

HClI is not needed for data transmission by default.
UART_GPIO_SEL:

Set UART IO.

HCI_LOG_FW_EN:

Firmware disables this function by default, user can enable this if needed, refer to log output chapter for
detail.

ADC_ENABLE:
Set whether to enable ADC or not.
ONLINE_STATUS_EN:

Private mesh SDK online status function. Send real time status data, optimize real-time function of pub-
lish.

DUAL_MODE_ADAPT_EN:

SIG mesh + ZigBee dual modes.
DUAL_MODE_WITH_TLK_MESH_EN:

Enable SIG mesh + private mesh SDK dual modes.
TRANSITION_TIME_DEFAULT_VAL:

Default transition time is used when power on, and receiving 8 command supporting transition variable,
e.qg., generic on/off, but there is no transition variable in this command, the light will act according to
TRANSITION_TIME_DEFAULT_VAL. The default transition time is 1s, to disable transition, set TRANSI-
TION_TIME_DEFAULT_VAL to O. Refer to trans_time_t for detail.

SW1_GPIO/SW2_GPIO:
Two buttons on dongle board, used for debugging, disabled by default.
To enable, first verify 10, then modify corresponding PULL_WAKEUP_SRC_XXX and XXX_INPUT_ENABLE.
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PWM_R/ PWM_G/ PWM_B/ PWM_W:
Set 10 corresponding to PWM.
GPIO_LED:

Set led light 10, e.g., when the provision is completed, reset to factory configuration, the definition of light
flashing.

9.2 app.c file introduction

9.2.1 Customization of Adv packet and Adv response packet

Advertising packet

Connectable adv packet: Currently SIG MESH spec has already defined all fields for connectable adv packet
format. Please refer to the structure "“PB_GATT_ADV_DAT" or spec for details.

Advertising response packet

User can customize adv response packet by modifying the array “u8 tbl_scanRsp [] = {}" via “mesh_scan_rsp_init()".
The maximum length of adv response packet can reach 31 bytes, only a part of which is used currently.
User can configure the “rsv” field as needed in “mesh_scan_rsp_init()”.

typedef struct{
u8 len;
u8 type;
u8 mac_adr[6];
ulé adr_primary;
u8 rsv_telink [10]; // not for user
u8 rsv_user[11];
Imesh_scan_rsp_t;

9.2.2 Configuration of FIFO part

MYFIFO_INIT(blt_rxfifo, 64, 16);
MYFIFO_INIT(blt_txfifo, 40, 32);

The two functions serve to configure packet Rx buffer and Tx buffer in BLE stack bottom layer.Generally it's
not recommended to modify them unless RAM size is not large enough.

9.2.3 app_event_handler ()

Callback processing function: When BLE stack receives adv (include connectable adv packet, beacon packet,
etc), connect request packet, BLE connection parameter update packet, BLE connection termination, and
etc, this callback function will be invoked after the event to process correspondingly.
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Currently all beacons used for SIG MESH communication are processed in the branch “(subcode ==
HCI_SUB_EVT_LE_ADVERTISING_REPORT)".

For processing of other events, please refer to corresponding code. Currently only simple LED indicating
light processing is contained, and related functions can be added if needed.

HCI_SUB_EVT_LE_ADVERTISING_REPORT:

Processing branch after receiving adv packet. User can add corresponding event and processing function
under this branch.

HCI_SUB_EVT_LE_CONNECTION_COMPLETE:

Event callback generated after BT connection is established. BLE stack bottom layer will callback to this
branch after BT connection is established.

HCI_CMD_DISCONNECTION_COMPLETE:

After BT connection is terminated, BLE stack bottom layer will callback to this branch.

9.2.4 main_loop ()

« mesh_loop_proc_prior(): function with high priority for real time features
+ blt_SDK_main_loop (): main_loop function of BLE stack.
« proc_led(): LED indicating light event processing function.

- factory_reset_cnt_check(): factory reset processing function. Support reset method of five power on
operations. Please refer to factory reset section.

« mesh_loop_process(): SIG mesh related loop function, including retry mechanism of reliable command,
segment ack timeout response, TID timeout detect mechanism, and etc.

» sim_tx_cmd_node2node(): Demo demonstration interface of ON/OFF command timed transmission.

9.2.5 user_init()

 proc_telink_mesh_to_sig_mesh(): To implement OTA between sig mesh and telink mesh with incom-
patible parameter format, it's needed to initialize parameters. In current SDK, when mesh type change
is detected, parameter area to be used by new mesh will be cleared.

« bls_ll_setAdvParam(): Define parameters including adv packet interval, currently not recommended
to modify.

* blc_ll_setAdvCustomedChannel(): Customize adv channel. Sig mesh requires to use standard chan-
nel 37/38/39. However, during test process, for the convenience of debugging, the channel can be
changed.

* bls_ll_setAdvEnable(1): Enable transmission of adv packet.

« rf_set_power_level_index (MY_RF_POWER_INDEX ): The default setting of transmit power is 3dbm,
if you need to modify the transmit power, just modify the macro MY_RF_POWER_INDEX. If there
is @ dynamic modification in the middle of the process, need to call rf_set_power_level_index
(my_rf_power_index) when restoring.

« mesh_init_all(): sig mesh related initialization.
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9.2.6 void proc_ui()

This function mainly implements Ul related processing, e.g. button detect function, as well as corresponding
test code.

9.3 app_att.c file introduction

pb_gatt_provision_out_ccc_cbl():

Enable transmission of “provision out” part. Only when “provision_Out_ccc” is set as "01 00", can mesh
node normally return command.

pb_gatt_Write ():

Callback function corresponding to uuid of "my_pb_gatt_in_UUID” and used to process provision com-
mand.

proxy_gatt_Write():

Callback function to process proxy command. The command head of proxy command include three types:
MSG_PROXY_CONFIG, MSG_MESH_BEACON, MSG_NETWORK_PDU.

+ MSG_PROXY_CONFIG: It's used to configure white list and black list for proxy communication.
+ MSG_MESH_BEACON: It's used to control reception of beacon command (notify).
« MSG_NETWORK_PDU: It's used to control ON/OFF command.

attribute_t my_Attributes[]:

Service list in SIG_mesh containing basic att, as well as att contents related to SIG_mesh part.

9.4 light.c file introduction

Modify 10 pins

It's only needed to modify IO pins corresponding to PWM_R / PWM_G / PWM_B / PWM_W.

#define PWM_R GPIO_PC2 //red
#define PWM_G GPIO_PC3 //green
#define PWM_B GPIO_PB6 //blue
#define PWM_W GPIO_PB4 //white
typedef struct{

u32 gpio;

u8 id; // pwm id

u8 invert; // pwm invert feature
u8 func; // PWM first function or second function
u8 rsv[1];

}light_res_hw_t;

light_res_hw_t light_res_hw[LIGHT_CNT][4];
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light_res_hw defines PWM IO features.

func: GPIO_PC1, GPIO_PC4, GPIO_PDS5 have 2 PWM output functions, here defines whether to use function
1 or function 2.

In PWM macro definition, all 4 leds, i.e., RES_HW_PWM_R/ RES_HW_PWM_G/ RES_HW_PWM_B/
RES_HW_PWM_W, on dongle board/reference board are listed, but for a specific type of light, not all of
them are needed, light_res_hw is to define this, e.qg.:

LIGHT_TYPE_CT: select RES_HW_PWM_R and RES_HW_PWM_QG, red is for warm light bead, green is for
cold light bead.

LIGHT_TYPE_HSL:RES_HW_PWM_R, RES_HW_PWM_G, RES_HW_PWM_B are corresponding to RGB beads
respectively, when modify light, change HSL to RGB in dim_refresh(), to drive LED.

LIGHT_TYPE_LPN_ONOFF_LEVEL: select RES_HW_PWM_R, currently can only control onoff because the
low power consumption of retention.

LIGHT_TYPE_PANEL: default value is 3, occupying 3 element addresses, with 3 onoff server mod-
els, and the corresponding beads of these 3 onoff models are RES_HW_PWM_R/ RES_HW_PWM_G/
RES_HW_PWM_B.

Set PWM Frequency
Just modify PWM_FREQ.

Note: PWM tick overflow will cause STATIC_ASSERT(PWM_MAX_TICK < 0x10000) error when compiling.
PWAM tick is 16 bits, and the default PWM clock is PLL clock, when PWM_FREQ is too small, PWM tick will
overflow, in this case, user can set PWM frequency division, i.e., PWM_CLK_DIV_LIGHT. Generally it is not
needed.

ct_flag:

Used only in LIGHT_TYPE_CT_HSL mode. There are CT bead and HSL bead in this mode, but only 1 will light
up at the same time. ct_flag is 1, indicates this is CT bead and O indicates HSL bead.

light_res_sw_save:

This variable includes all light status related parameters need to be saved, e.qg., lightness, CT and etc. Note,
all data are transfer to generic level format (range from -32768 ~ 32767) before saved.

The reason why save data in level format:

(1) all status value can transfer to level,
(2) level is the most accurate

(3) save only 1 parameter for the same status, e.qg., for CT value, you can’t save both CT value and the
transferred level value, because these 2 values may not synchronize.

In general, all status are saved in level format, otherwise may lose accuracy.

Nonlinear correspondence of luminance and PWM value

Developer can modify the array “rgb_lumen_mapl[]” according to actual light characteristic.
// 0-100% (pwm’s value index: this is pwm compare value, and the pwm cycle is 255*256)

const u16 rgb_lumen_map[101] = {}
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mesh_global_var_init_light_sw():

The initial value when first booting is the default compiling value, when corresponding parameter is saved
to flash, then use the saved value.

light_res_sw_load():
Status parameter for load light from flash.
light_pwm_init():

Call this function after read light status. Set to OFF after initializing PWM register, then check if need to
enable and if it need transition parameter.

light_par_save_proc():
The light status will save to flash 3s after it changed to avoid writing flash too often.
light_dim_set_hw():

Set PWM output.lt will be executed after node receives "G_LEVEL_SET"/"G_LEVEL_SET_NOACK” com-
mand.

Idx and idx2: light_res_hwl[idx][idx2].

idx: light count index, e.g., when a BLE module has 2 CT lights
Idx2: light bead index.

light_dim_refresh ():

When light status changes, call this function to refresh PWM output value. In this function, users can get
lightness, CT value and etc., users can calculate PWM value based on this value according to their own
dimming algorithm.

The default algorithm is, change the CT value of standard lightness to O —100 scale, then check
rgb_lumen_map[101] to find the corresponding PWM output value.

get_light_pub_list():

Check all status need to be published when light status changes.
temp_to_temp100():

Change 800—20000 CT value to 0—100 scale.
temp100_to_temp():

Change 0—100 scale to 800—20000 CT value.

light_g_level_set_idx_with_trans():

typedef struct{
s32 step_1p32768; // (1 / 32768 level unit)
u32 remain_t_ms; // unit ms: max 26bit: 38400*1000ms
ulé delay_ms; // unit ms
s16 present; // all value transfer into level, include CT.
s16 present_1p32768;// (1 / 32768 level unit)
s16 target;
}st_transition_t;
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Set transition parameter when receive command like level set/lightness set and transition is needed.
*1p32768” in st_transition_t means dividing one level scale in 32768 units, i.e, the unit of this value is
1/32768, thus can avoid floating calculation and enhance calculation efficiency.

step_1p32768: the changing value for each LIGHT_ADJUST_INTERVAL during transition.
remain_t_ms: remain value in the command changes to ms.

delay_ms: delay_ms value in the command changes to ms.

present: real time value of level during transition.

present_1p32768: remaining part of present, unit is 1/32768 level scale.

target: target level.

light_transition_proc():

Transition polling processing function. When the transition finishes, i.e., level reach target level, if this
transition is triggered by scene load, call scene_target_complete_check(i); to label that the scene is valid.

When the transition finishes, check and transmit publish status.
led_onoff_gpio():

In deep retention sleep or deep sleep mode, the output during sleep is done by setting pull-up/pull-down.
In this case, PWM stops working, as well as gpio function, gpio output enable, gpio output registers, only
analog registers setting pull-up/pull-down works.

proc_led():
LED indicating light polling processing function.
rf_link_light_event_callback ():

It's LED indicating light register event. By using this method, light blinking is executed in main_loop and it
won't influence processing of other events.

In LPN mode, proc_led() can not be polled all the time because the SDK enters deep mode, thus the light
flashes slowly, not as we expected. Current solution is to set faster flashing parameter when led indicating
light is needed, then keep polling proc_led(), process other function after the flash ends. Normal LPN
products need no LED, only for development.

Flashing scene introduction:

LGT_CMD_SET_MESH_INFO(LGT_CMD_PROV_SUC_EVE): light flashing when provision succeeds.
LGT_CMD_FRIEND_SHIP_OK:scene generated by LPN when LPN builds friendship with friend successfully.
LGT_CMD_SET_SUBSCRIPTION: receiving message to modify subscription address
LGT_CMD_BLE_ADV: BLE disconnecting scene, disable by default, only for debug mode.
LGT_CMD_BLE_CONN: BLE connecting scene, disable by default, only for debug mode.
LGT_CMD_SWITCH_POWERON:?: flash once when power switches to on.
LGT_CMD_SWITCH_PROVISION: switches to PROVISION mode.

LGT_CMD_SWITCH_CMD: switch sends press button command.

PROV_START_LED_CMD: gateway starts provision flow to a node.
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PROV_END_LED_CMD: provision flow finishes.

LGT_CMD_DUAL_MODE_MESH: switch modes in dual mode status.

show_ota_result():

It's processing function of light blinking indication after OTA is finished.
show_factory_reset():

It's processing function of light blinking indication after implementing factory reset operation.
How to Introduce Customized Dimming Algorithm:

Default dimming algorithm: refer to light_dim_refresh().

Users can modify dimming algorithm by changing light_dim_refresh(), i.e, get standard value with this
function, then call their own dimming algorithm:

Lightness:

st_transition_t *p_trans = P_ST_TRANS(idx, ST_TRANS_LIGHTNESS);
ul6 lightness = get_lightness_from_level(p_trans->present);

CT value:

ul6e temp = light_ctl_temp_prensent_get(idx);
HSL(RGB) value:

Refer to light_dim_refresh(), get HSL.h/HSL.s/HSL.| or RGB.r/ RGB.g/ RGB.b based on dimming algorithm
needs.

On/off: defined by lightness.
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10 Provisioner (Gateway) Project Introduction

10.1 Provisioner Function Introduction

10.1.1 adv-bearer and gatt-bearer

Provisioning is to add an unallocated device into mesh network via Provisioner, so that the device can
become a node in the mesh network. The provision process mainly allocates network key and IV index (key
parameters to determine whether it's the same network), as well as unicast adr (address allocated in the
network). The Provisioner can use network parameters and unicast adr to access and control corresponding
node, e.qg. turn on/off light, adjust luminance.

Provision supports two types of link channels:

+ Implement communication in adv-bearer channel via adv packet. This section mainly introduces the
adv-bearer part.

+ Implement communication via BLE connection and gatt-bearer. For the implementation of gatt-bearer,
please refer to section 7.2, and Android/iOS APP corresponding to SIG_mesh can implement corre-
sponding functions.

10.2 Provisioner Principle

10.2.1 Command Interaction of Provisioner

The provisioner uses “adv-bearer” to add unprovisioned device (unpaired node) into network, and adopts BT
channel 37, 38 and 39 to communicate with unprovisioned device. By transferring parameters (e.g. random,
key) between the provisioner and unprovisioned device, network parameters and address allocation are
exchanged to finally add the unprovisioned device into the network. Please refer to section 5.3 in sig_mesh
document “Mesh_v1.0” for details.
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10.2.2 Timing Sequence Chart of adv Provisioner

Provisioner mesh node

-+—Invoke function unprov_beacon_send(1,0), send beacon——

—Send link_open command, establish adv-bearer connection—,

+——link_ack, response of link_open part

Send invite command

A J

+ link_ack:

Fy

Send capabil command

h 4

link_ack

Provision start

Y

f 3

link_ack:

Y

Send pub_key command

F

link_ack

Fy

Send pub_key command

h 4

link_ack

Send comfirm command >

F

link_ack

F

Send comfirm command

link_ack: b
Send random command >
« link_ack
< Send random command
link_ack »
provision_dat command >
<+ link_ack:

pro_complete

F Y

link_ack: >

Figure 10.1: adv Provisioner Timing Sequence Chart

The “provision_dat” command contains three network parameters including network key, IV index and uni-
cast adr, and implements the function of network formation.
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Function invoking relationship chart for the packet Tx part of adv-provision:

Figure 10.2: Function Invoking Relationship Chart for the packet Tx Part of Adv-provision

Function invoking relationship chart for the packet Rx part of adv-provision:

Establish adv-bearer link state
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Set retransmission flag
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Function send command
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Entry function of Rx part
app_event_handler

h J

app_event_handler_adv
Adv packet process function

app_event_handler_adv |l
Process Adv packet

L 4
mesh_provison_process

Process packet assembly
and judge flow

mesh _pro_rc_beacon_dispatch
Process beacon data

f unprov beaco
packet?

Y-

N

v

mesh_pro_rc_adv_dispatch
Process provision part

Figure 10.3: Function Invoking Relationship Chart for the Packet Rx Part of Adv-provision
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10.2.3 Timing Sequence Chart of GATT Provisioner

Provisioner

(Tools) mesh_node

h 4

Establish BLE connection

4———>5Send notify beacon data in my_pb_gatt_in_UUID

invite command

h 4

A

Send capabil command

Provision start:

h 4

Send pub_key command

h

Send pub_key command

&

h

Send comfirm command

F Y

Send comfirm command

Y

Send random command

F Y

Send random command

h 4

provision_dat comma nd

F Y

pro_complete

Figure 10.4: gatt provisioner Timing Sequence

By using the method of gatt-provision, the function of provision can be implemented more quickly. The “int
pb_gatt_Write (void *p)” is the entry function of “gatt_provision” part.

Packet Tx function entry of gatt_provision:
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dispatch_pb_gatt
interface function to process provision

¥
Use notify _pkts to send provision

command, complete packet
disassembly of proxy protocol

¥

_att_pushNotifyData
function to implement transmission

Figure 10.5: Packet Tx Function Entry of gatt_provision

Packet Rx function entry of gatt_provision:

Interface function pb_gatt Write in
gatt _provision

Pkt pb gatt data
assemble packets via proxy protocol

h 4

dispatch_pb_gatt
process data of provision part

Figure 10.6: Packet Rx Function Entry of gatt_provision

10.3 app.c file introduction

In the provisioner project of current SDK, only the “app.c” file needs customized modifications.
Customization of Adv packet and Adv response packet

Please refer to Section 9.2.1.

Configuration of fifo part

Please refer to Section 9.2.2.
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HCI (USB/UART) Report Data

my_fifo_push_hci_tx_fifo (u8 p, u16 n, u8 head, u8 head_len)
p. point to address of the data to be sent

n: data length

head: head of the data

head_len: length of the head (O if not specified)

Call my_fifo_push_hci_tx_fifo (u8 p, u16 n, u8 head, u8 head_len) to send data to hci_tx_fifo, the hci_tx_fifo
data will be sent in the callback function. Call back function is registered in user_init.

« UART: blc_register_hci_handler (blc_rx_from_uart, blc_hci_tx_to_uart);
« USB: blc_register_hci_handler (app_hci_cmd_from_usb, blc_hci_tx_to_usb);
app_event_handler ():
Refer to section 9.2.3.
main_loop ():
Refer to section 9.2.4.
user_init():
Refer to section 9.2.5.
proc_ui():

The “proc_ui” function configures 10 pin scanning with the interval of 40ms to detect 10 change. The
interface function “access_cmd_onoff” is finally used to send ON/OFF command. By pressing SW1/SWQO,
an ON/OFF command will be sent with the interval of 100ms.

10.4 Provisioner operation and APIs

Mesh stack runs in gateway dogle. Node information are saved in provisioner flash with the address of
FLASH_ADR_VC_NODE_INFO(0x3f000), 1 sect or is 4K, so the maximum saved node number is 200. If
more than 200 nodes can not continue to add the corresponding nodes to the network correctly, you need
to manually delete some offline nodes, or expand the storage area, to expand the method, please refer to
“Method to Modify the Maximum Number of Nodes in a Mesh Network”.

10.4.1 Format of SIG_MESH_TOOL ini file

Gateway operation will use “SIG_MESH_TOOL". User can click control buttons on the interface, or send
out command via the left *command list” window (double click cmd line) or the bottom “edit control”
window (compile cmd and press Enter). The provisioner will handle this in the corresponding branch of
app_hci_cmd_from_usb_handle after it receives the command.
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lightness_last_get

g level F LOG t
e : prin
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g _cnoff_trans_ 1

g_cnoff_trans_0
g_onoff_get

remote_prov_capa_get
remote_prov_scan_get

remote_prov_scan_start
remote_prov_scan_stop
remote_prov_link_get

remote_prov_link_cpen
remote_prov_link close 4

3

cfg_node_identity get
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Figure 10.7: SIG_MESH_TOOL

The command has 2 formats in ini file, SIG model and vendor model.

10.4.2 SIG model format taking g_all_on as an example

1 2 3 4 5 6 7 8 9 10 11

liabl liabl Transiti
nk_idx|ak_idx relflable | eliabie dst op Onoff TID .ran5| on Delay
retry cnt [rsp_max time
¥

e8 | ff | 0000 | 0000 00 00 ff ff 8202 1 0 nc nc

Figure 10.8: g_all_on

The first 2 bytes are identifier, defined by Telink, used to identify communication packet head, for gateway
it is OXE8FF, for app(including mobile app and kma dongle firmware) is OXA3FF.

Parameter structure as below:

typedef struct{
ul6 nk_1idx; //netkey index
ul6 ak_1idx; //app_key index
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u8 retry_cnt; // time of app layer, when rsp_max is not received, app layer will retry

u8 rsp_max; // expected answer number
ul6 adr_dst; // destination address
u8 op; // first byte of op_code

u8 par[MESH_CMD_ACCESS_LEN_MAX]; //rest byte of op_code and parameter
Imesh_bulk_cmd_par_t;

Among them, retry_cnt is in VC tool, if set to O, it means to use the value of “retry” control, the default is

2 retry
2, J VC tool will automatically change the value of retry_cnt in the INI data to 2. If it is set to
OxFF, it means that no retry is required, that is, the VC tool will automatically change the value of retry_cnt
in the INI data to O.

Refer to set_material_tx_cmd() for detail of nk_idx, ak_idx, rsp_max.

Note:

If TID is O, then it will be maintained and managed by protocol stack, if TID is not O, then use this as
TID, so that users can maintain TID on their own.

10.4.3 Vendor Model Format

Take CMD-vendor_on as example

3 - 5 6 7 8 9 10 11

reliable |eliable
ak_idx dst 0 op_rs tid_pos |para[0 ara[1
— " |retryent  |rsp_max P PSP _pos |para[0] [para[1]

eg | ff | 0000 | 0000 02 00 ff ff 21102 c4 2 1 0

Figure 10.9: CMD vender on

Different with SIG model, there are 2 more parameters, op_rsp and tid_pos, these 2 parameters are pseudo
parameters, and will not be sent to light node.

op_rsp: set corresponding response opcode(vendor id is not compulsory)

tid_pos: set tid position (O means no tid bytes, 1 means tid is in para[0], 2 means para[1]...), op_rsp and
tid_pos ‘s configuration should be unified with that of firmware.

The purpose of these 2 parameter, is that provisioner need to support more vendor id’s op code, and vendor
op may be added at any time, we cannot compile all these information in the program, so we add these
information via ini.

10.4.4 Burn Nodes

Burn 2 8258 dongles: 18258 provisioner node(8258_mesh_gw.bin), 1 dongle node(8258_mesh.bin).

Refer to Debugging Tool Instructions for burning steps.
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10.4.5 Add Light via Provisioner

The gateway cooperates with the lighting process of the SIG_mesh_tool tool and the corresponding com-
mand format (hexadecimal representation).

1) Plug the provisioner dongle to the USB port. Start the "SIG_MESH_TOOL", and select “tl_node_gateway.ini".
The top side of the tool will show “Found”, which indicates the gateway device (provisioner) is found.

The tool will automatically obtain the uuid and mac address of the gateway. The command format is:
HCI_CMD_GATEWAY_CTL+ HCI_GATEWAY_CMD_GET_UUID_MAC

i.e., e9 ff + 10

The gateway will report uuid and mac after receiving it, the format is:

TSCRIPT_GATEWAY_DIR_RSP+HCI_GATEWAY_CMD_SEND_UUID+uuid(16  bytes) +mac(6 bytes), i.e.,
91+99+uuid(16 bytes)+mac(6 bytes).

2) Power on the 8258 dongle, and then click the “Scan” button on the tool to start scanning for devices.

The corresponding command of the scan control is HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_START:
e9 ff + 00

The command corresponding to the stop control is HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_STOP:
e9 ff + 01

r ; -
€3 Telink sig_mesfi -- Founa gi 4 p .'_ - o.e » l I&

m(ﬁ:l_ncde_gabeway-im > _'J INT | BULKOUT ASCIT | ¥ Log recry| |0 Clear | Save...| Save | W Hex [ Adv Stop OTA Bx test
- | c -

_bulklset_par
gateway provision start 3
gateway_provision stop h
gateway_set_network key

gateway_set_app_key

gateway_clear_node_para

—————————————————————— gatewsy_mesh_bulk_cmd_debug
g_21l_on

g all off

—————— test config
cfg_cps_get
cfg_sec_nw be_get

cfg_sec_nw_bc_set

m

efg_ttl_get
efg_ttl_set
cfg_nw_transmit_get
efg_nw_transmit_set
cfg_relay get
relay_set

cfg_friend_set
cfg_gatt_proxy_get
cfg_gatt_proxy set

cfg_pub_get_sig
cfg_pub_set_sig

cfg_sub_asdd_sig
cfg_sub_del_sig
cfg_sub_del all_sig
cfg_sub_ow_sig
cfg_sub_get_sig
g_set_level

gateway_ HEARTBEAT DPART--—-----—
cfg_heartbeat_pub_get
cfg_heartbeat_pub_set
cfg_heartbeat_sub_get
cfg_heartbeat_sub_set ~ |« b

usB UZRT < connect Prov | Mesh Close

Figure 10.10: Add light via provisioner

3) After clicking the scan control button, the gateway will report the received unprovision beacon in the
following format:
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TSCRIPT_GATEWAY_DIR_RSP+ HCI_GATEWAY_CMD_UPDATE_MAC+unprovision beacon. i.e.:91+88+mac(6
bytes)+ unprovision beacon.

The scanned devices will be shown in the device list. Double click the target device which needs provision,
the corresponding command is:

HCI_CMD_GATEWAY_CTL+HCI_GATEWAY_CMD_SET_ADV_FILTER+6 byte mac address
i.e.:e9 ff + 08 + mac(6 bytes).

-

ScanDewv ﬁﬁ

e

r‘_
ﬂfc 42 cf e7 cd ab mac _)
[ —

Connect Cancel

Figure 10.11: unprovision beacon

4) Click “Prov” to enter provision interface.
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3. The corresponding command of the Provision control is: HCI_GATEWAY_CMD_GET_PRO_SELF_STS.

That is: e9 ff Oc.

b. After receiving the command, the gateway will return whether there is configuration informa-
tion and the number of elements of the gateway. The corresponding command format is:
TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_PRO_STS_RSP + provision_flag + pro_net_info.

That is: 91 8b + provision_flag + pro_net_info. pro_net_info is 25 bytes of provision data. The format is as
follows:

typedef struct{
u8 net_work_key[16]; //network key
ulée key_index; //network key index
union{
mesh_ctl_fri_update_flag_t prov_flags;
ug8 flags; // iv update flag
¥
u8 1iv_index[4]; // iv index
ul6 unicast_address;
}provision_net_info_str;

TSCRIPT_GATEWAY_DIR_RSP+HCI_GATEWAY_CMD_SEND_ELE_CNT+total element: i.e., 91+8c+ total ele-
ment.

c. If the provision flag is O, it means that the gateway has no configuration information. The SetPro
Internal control is enabled. Fill in the provision interface with relevant parameters of pro_net_info and
click SetPro_interval to set the gateway configuration information. Then two commands will be issued
automatically:

« HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_SET_PRO_PARA + pro_net_info (the first command)
i.e.,: e9 ff + 09 + pro_net_info

« HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_SET_DEV_KEY + unicast address + device key (the
second command)

i.e.,: e9 ff + Od +gateway address+device key

If the “SetPro Internal” button is disabled, it indicates the gateway has configured network parameters. Just
skip parameter setting step.
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provision . &J
test_cmd Static
. send_cmd |ﬂﬂ 00 82 05 aky_idx [op oo |
SetPro_internal ' -
send app_key |ﬁl] 96 47 71 73 41 bd 76 €3 b4 05 19 d1 d9 4a 48
provision
network_key |11 22 ¢ c3 c4 ch cb c7 d8 d9 da db dc dd de df

key_index oo oo iv_index 1122 33 44
iv_update_flag 0 unicast_adr (01 00

filter_operation

filter_type |white_list ~| filter_data {11 22 33 44

SefFilter ‘ Add_mac ‘

RM_mac

Figure 10.12: SetPro Internal

5) Click the “Provision” button to implement provision. During provision process, related log will be printed
out and shown on the main interface. After successful provision, the “bind_all” button becomes en-
abled.

a. The corresponding command of the Provision control is: HCI_CMD_GATEWAY_CTL+HCI_GATEWAY_
CMD_SET_NODE_PARA+ pro_net_info

i.e. e9 ff+Oa+ ro_net_info.
b. During the Provision process, the allocated addresses are reported in the following format:
TSCRIPT_GATEWAY_DIR_RSP +HCI_GATEWAY_RSP_UNICAST+unicast addr,
i.e. 91+80+unicast address.
¢. The node information will be reported after the provision is completed in the following format:
TSCRIPT_GATEWAY_DIR_RSP+ HCI_GATEWAY_CMD_SEND_NODE_INFO+ VC_node_info_t
i.e. 91+8d+ VC_node_info_t.
VC_node_info_t is defined as following:
typedef struct{
ul6 node_adr; // primary address
u8 element_cnt;
u8 rsv;

u8 dev_key[16];
}VC_node_info_t;

d. The status of the provision will be reported after the provision is completed in the following format:
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TSCRIPT_GATEWAY_DIR_RSP+HCI_GATEWAY_CMD_PROVISION_EVT+ gateway_prov_event_t
i.e.: 91 + 89 + gateway_prov_event_t.

gateway_prov_event_t is defined as following:

typedef struct{
u8 eve;//1 means success
ul6é adr;
u8 mac[6];
u8 uuid[16];
}gateway_prov_event_t;

€3 Telink sig_mesh - Found B
B — - 22 |
’—J provision ]I
oMD tl_node_gat] —— - — — M
__________________ test_cmd Static i

gateway_provision|

gatewsy provision send_cmd ‘ﬂﬂ 00 82 05 aky_idx |uu 00
gateway_set_netwo!

gateway_set_spp_Xi send app_key |60 96 47 71 73 41 bd 76 €3 b4 05 19 d1 d9 4a 48
gsteway_clear_nodd

provision
bind_all

network_key |22 22 e2 c3 cd 6 of 7 d8 d9 da db de dd de df

key_index 00 00 iv_index |[112233 44
test config

cpa_get iv_update_flag 00 unicast_adr (04 00
sec_nw_bc_get

S tart prevision

ttl_set

0o
V_Transmit_gg filter_operation

nw_transmit_sd -

relay_get " . . .

relay_set filler_type |white_list ~| filter_data [11 223344 -

iend_get
friend sec SetFilter ‘ Add_mac |
gatt_proxy ged

gatt_proxy_sef
o RM_mac
cfg_pub_get_sig =
cfg_pub_set_sig

: 01 00 £f ff 8% 4e ff £f

<1292>15:07:59:201 [INFO]: (GATEWRAY)gateway slef provision sts ret

: 01 22 2 c3 c4 c5 c6 c7 d8 d9 da db dc dd de 4f 00 00 00 11 22 33 44 01 00
<1293>15:08:05:747 [INFO]: {gatt_provision)start provision for the device
<1294¥15:08:13:107 [INFC]: (GATEWAY)the provision unicast adr is

sub_del_sig
sub_del_sll_sig
_sub_ow_sig
cfg_sub_get_sig
g_set_level

gateway HEARTBEAT PART-————— 2574 [INFO]: (CATEWAY)gateway provision event ret

provision success i

1 +

uss uaRT =|| | comzec: prov | Mesn | close

cfg_heartbeat_pub_get
£g_heartbeat_pub_set
cfg_heartbeat_sub_get
cfg_heartbeat_sub_set = | [

Figure 10.13: Provision

10.4.6 app_key binding

After provision is finished, it's also needed to bind the app_key for model by clicking the “bind_all” button.

a. The command corresponding to bind_allis: HCI_CMD_GATEWAY_CTL+ HCI_GATEWAY_CMD_START_KEYBIND
+ fast_bind ++app_key index(2 byte)+app_key(16 bytes).

i.e. e9 ff + Ob + fast_bind + app_key index(2 byte)+app_key(16 bytes).
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=
:
cf_friend_aet SetFilter ‘ Add_mac |
-
:

button disable after succegs

Provision | |
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efg_pub_set_sig

z 04 00 00 00 11 02 01 00

<1357>15:10:53:940 [INFO]:Status Rsp: 04 00 01 00 80 3e 02 04 00 00 00 11 02 01 QO
<1358>15:10:53:948 [INFO]: (GATEWAY)the status notify data rsp
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<1360%15:10:54:00
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cfg_sub_del_sig

cfg_sub_del all _sig

cfg_sub_ow_sig —
cfg_sub_get_sig

g_set_level

cfg_sub_add_sig | ‘

app_key bind succesq
|

gateway HEARTBERT PRRT-————-—- INFO] - {CATEWAY) the app key bind success
cfg heartbeat pub_get

ofg_heartheat_pub_set
cfg heartbeat_sub_get <

cfg_heartbeat_sub_set ad M| 1 +

usB UART e connect | Prov | Mesh

Close

Figure 10.14: bind_all

When fast_bind is 1: the gateway will only send appkey add command. The provisioned device needs to
enable the default binding function (PROVISION_FLOW_SIMPLE_EN is set to 1).

When fast_bind is O: the gateway binds all model ids by default. To save time, users can choose the model
ids to be bound. The gateway opens the macro MD_BIND_WHITE_LIST_EN. For the model ids to be bound,
refer to the master_filter_list [] in the Mesh_common.c file. Users can modify it as needed.

b. During the App_key bind process, the gateway will call u8 gateway_model_cmd_rsp (u8 * para, u8
len) to return the status information of the bound model in the format: TSCRIPT_GATEWAY_DIR_RSP
+ HCI_GATEWAY_RSP_OP_CODE + parameter.

i.e.: 91 + 81 + appkey bind status

c. App_key bind will return HCI_GATEWAY_CMD_KEY_BIND_EVT after completion, indicating success or
time_out. The format is:

TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_KEY_BIND_EVT +result

ji.e.: 91 + 83 + result. (1:success 2:time_out)

10.4.7 Light on/off Control

After app_key binding, click “Mesh” to enter mesh interface, or directly double click the INI command
“g_all_on/g_all_off” in the left command window of the main interface to implement on/off control.
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Figure 10.15: Light on/off control

After sending the onoff command, the corresponding node reports the status in the format:

Status Rsp

The corresponding structure is:

typedef struct{
ulé len; // length

ulé src; // source address
ul6 dst; // destination address

u8 data[ACCESS_WITH_MIC_LEN_MAX];

Imesh_rc_rsp_t;

: 04 00 01 00 82 04 00 01 Oa

// access layer(op code, parameters)

AN-17120400-E7

169

Ver1.6.0



1 Telink
Telink SIG Mesh SDK Developer Handbook

10.4.8 Provisioner Control Flow Chart

main function entry
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If any button

pressed? Y—>» SW1/SWO0 pressed

N
¥

 J

Send ON/OFF
command

F Y

mesh loop process

¥

Fail to control
light

f provision

finished?

unprovision beacon
packet received

Y
v v

Light can be

Enter provision flow
controlled normally

Complete provision

Figure 10.16: Provisioner Control Flow Chart
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10.4.9 Smart Provision

One Click networking corresponds to Smart Provision inside the code.

The one-click networking function is based on the gateway project, and then remove sig_mesh_tool.exe
tool on PC, only used the gateway dongle for networking. It is applicable to simple network scenarios, the
later also do not need through the Ul interface to the network nodes for too much configuration, mainly to
use the commonly used control functions.

10.4.9.1 Difference between Smart Provision and Normal Networking

+ Gateway normal networking mode: It requires a host computer or an app to perform networking, and
after the networking is completed, various configurations can be performed on the network nodes
through the host computer.

« Smart Provision mode: You can network without the host computer, need gateway dongle only.

In addition, in order to simplify the networking process and save networking time, the node side needs to
open the PROVISION_FLOW_SIMPLE_EN, so that after the gateway dongle sends the App key add during
networking, it ends the networking process and no longer sends the app key bind command, and the node
to be networked automatically triggers the app key bind on itself after receiving the App key add.

If PROVISION_FLOW_SIMPLE_EN is not turned on at the node side, then it needs:

(1) Modify prov_uuid_fastbind_mode() to return 1 directly inside the function.

(2) Change GATEWAY_APPKEY_ADD_HEAD from

{(u8)HCI_CMD_GATEWAY_CTL, HCI_CMD_GATEWAY_ CTL>>8, HCI_GATEWAY_ CMD_START_KEYBIND, 1}

to

{(u8)HCI_CMD_GATEWAY_CTL, HCI_CMD_GATEWAY CTL>>8, HCI_GATEWAY_CMD_START_KEYBIND, 0}

10.4.9.2 Principle Decription

The distribution process of one-key networking uses the standard distribution method of sig, only that
the command interaction process of the host computer distribution is moved to the application layer
of the dongle firmware at gateway side. After the provision start key is pressed, the main process
mesh_smart_provision_proc() handles the provisioning status and simulates the host computer to push
commands into the hci rx fifo. In the interface function gateway_common_cmd_rsp(), which is reported to
the host computer, mesh_smart_provision_rsp_handle() is called to handle the message processing.

The initial iv index of the gateway after network allocation is SMART_IV_INDEX. Network key and app key
are randomized values. See smart_gateway_provision_data_set() for details.

When networking, if you only want to add nodes that meet certain conditions, you can modify the filtering
rules inside the function prov_uuid_fastbind_mode() in the HCI_GATEWAY_CMD_UPDATE_MAC branch of
the mesh_smart_provision_rsp_handle() function.
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10.4.9.3 Function Decription

The process of one-key distribution will be the same as normal networking, the gateway will send
invite, start and other commands. For example: mesh_adv_prov_send_invite() sends invite command,
mesh_adv_prov_send_start_cmd() sends start command.

10.4.9.4 Testing Process

(1) SDK settings
Gateway: need to turn on SMART_PROVISION_ENABLE
Node: need to turn on PROVISION_FLOW_SIMPLE_EN

If you do not want PROVISION_FLOW_SIMPLE_EN to be turned on at the node side, please refer to the
introduction inside “Difference between Smart Provision and Normal Networking” to configure it.

(2) Initial networking

Gateway one-key network function, enable this function to burn 8258_mesh_gw.bin file to 8258 dongle and
then press the key SW2, the gateway will automatically add the unallocated nodes within one-hop range to
the network, within 30 seconds the unallocated nodes cannot be searched for to exit the process of network
allocation, press SW1 to control the switching of nodes in the network.

(3) The steps for adding node again after the network has been established and running for a period of
time.

Press the networking key SW2 again.
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11 Mesh LPN Project Introduction

11.1 LPN Node and Implementation Method

Note: All figures in this section are derived from Sig Mesh spec.

11.1.1 LPN and friend

Low-Power feature: Rx side can run with obviously low duty cycle in mesh network. By enabling radio
receiver only when necessary, the duty cycle is minimized to decrease node’s power consumption. This is
implemented by establishing friendship between LPN (Low Power Node) and FN (Friend Node).

A LPN can only establish friendship with a single FN, while a FN can establish friendship with multiple LPNs.

When a friendship is established, if the LPN node has previously established a friendship with another FN
node, the LPN will inform the new FN node through the friend request command, and the FN node will call
friend_cmd_send_clear() to send the clear command to notify the old FN node to clear the friendship with
the LPN counterpart. The low-power node will poll (Poll) the friend node with a longer period, say 2 seconds
(FRI_POLL_INTERVAL_MS) or longer. Check to see if there is a new message, and if so, get the message.
After establishing the friendship, the LPN node reports the current subscription list (i.e., all group number
information) to the FN node. Then if the FN receives a message whose destination address matches these
group numbers or the LPN’s element address, it caches the message, and then sends the cached message
to the LPN when it receives a Poll command from the LPN. the FN and the LPN interact with each other with
the Poll and update commands, which have iv index information in them, and can perform the iv update
flow.

Friend feature: To help LPN running, the FN will store the information to be sent to the LPN, and only initiate
transmission when there’s obvious request from the LPN.

11.1.2 Friendship Parameters

LPN needs to find FN and initiate a “Friendship Establish” process to establish friendship with it. Following
shows some key parameters which are configured during the “Friendship Establish” process and serve to
manage LPN behavior.

1) ReceiveDelay is the time that elapses between when the LPN sends a request to the buddy node and
when it starts listening to the response. This gives the friend node time to prepare the response and
send it back. Specified by the LPN through this macro FRI_REC_DELAY_MS and communicated to the
FN through the friend request command.

2) ReceiveWindow is the timing used by the LPN to listen for responses. Specified by the FN through
this macro FRI_REC_WIN_MS and communicated to the LPN through the friend offer command. the
following figure depicts the timing involving ReceiveDelay and ReceiveWindow.
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Figure 11.1: Timing Sequence of ReceiveDelay and ReceiveWindow

3) PollTimeout sets the maximum time that may elapse between two consecutive requests sent by the
LPN to its friend node. It is specified by the LPN through this macro LPN_POLL_TIMEOUT_100MS
and is communicated to the FN through the friend request command. If the friend node fails to
receive a request from the LPN before the PollTimeout timer expires, the friendship relationship will
be terminated.

11.1.3 Establish Friendship

The process to establish friendship in BT mesh network is shown as below:

Step 1LPNissues a “Friend Request” message which does not support relaying. Only the FN within the direct
radio range will process this message, and other nodes without “friend” features will discard this message.
The “Friend Request” message contains parameters of LPN, including “ReceiveDelay”, "ReceiveWindow”
and “PollTimeout”.

Step 2 If 3 FN nearby supports specific requirement in the “Friend Request” message, it will prepare a “Friend
Offer” message and send it back to the LPN. This message contains various parameters, including supported
ReceiveWindow size, available message queue size, available subscription list size, and RSSI value measured
by the FN.

Step 3 When the LPN receives the “Friend Offer” message, it will adopt a specific algorithm to select suitable
FN. This accurate algorithm may take various cases into consideration: Some device may give priority to
the ReceiveWindow size, so as to minimize power consumption; some device may pay more attention to
the RSSI value, so as to ensure high-quality link with FN. It depends on product developer.

Step 4 The LPN will send a “Friend Poll” message to the selected FN.

Step 5 After the “Friend Poll” message from the LPN is received, the FN will respond with a “Friend Update”
message to finish “Friendship Establish” process and supply security parameters.
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Figure 11.2: Establish friendship

11.1.4 Friendship Message Exchange
After friendship is established, the FN will store all messages of the LPN in the “Friend Queue”. These

messages are so-called “stored message”. The figure below shows message exchange between the FN and
the associated LPN.

Massage 1, destination is LPN

L

Message 2, destination is LPN

Friend Pell

L

W

Message 1

A

Friend Foll

W

Message 2

A

Friend Pall

w

Friend Updata [MD = 0]

L

Figure 11.3: Friendship Message Exchange

When the FN receives a message from the LPN addressing to this node, the FN will buffer this message by
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storing it in the “Friend Queue” area. As shown in the figure above, the FN stores “Message 1” and “"Message
2" for the LPN.

The LPN will periodically enable its transceiver, and send “Friend Poll” message to the FN so as to check
whether there’s any stored message buffered for the LPN.

The FN will first send a stored message to the LPN as the response to the “Friend Poll”".

After each reception of message from the FN, the LPN will continue to send “Friend Poll” message until it
receives a “Friend Update” message with the "MD (More Data)” field set as "0”. “MD=0" means there’s no
more message buffered in the FN for the LPN. Then the LPN stops the polling to the FN.

11.1.5 Security

Master Security Material: It's derived from network key (NetKey), and it can be used by other nodes within
the same network. Message encrypted by using “Master Security Material” can be decoded by any node
within the same network.

Friend Security Material: It's derived from network key (NetKey), as well as extra counter number generated
by the LPN and FN. Message encrypted by using “Friend Security Material” can only be decoded by the LPN
and the FN processing this message.

Friend messages encrypted by using “Friend Security Material” include: “Friend Poll”, “Friend Update”, and
“Friend Subscription List”.

Friend messages encrypted by using “*Master Security Material” include: “Friend Clear” and “Friend Clear
Confirm”.

Any other non-control message from the LPN to the FN will set the “credential_flag” in corresponding model
publish parameter as needed, so as to determine whether the encryption method is *Master Security Mate-
rial” or “Friend Security Material”. The default value of the “credential_flag” is O, corresponding to “Master
Security Material” encryption.

11.1.6 Friendship Termination

If the FN fails to receive a “Friend Poll”, “Friend Subscription List Add” or “Friend Subscription List Delete”
message before the “PollTimeout” expires, the friendship between the FN and the LPN is terminated.

The LPN can initiate friendship termination program by sending a “Friend Clear” message to the FN, so that
the FN will terminate their friendship.

11.2 Friendship Sleep and Working Mechanism

11.2.1 FN Receive Packet Processing Interface

vold mesh_friend_ship_proc_FN(u8 *bear)

« Where bear is not empty, it indicates that a friendship-related command was received.
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« When bear is empty, it means it is a polling call inside main_loop() to detect and handle timing events

and timeout events.

vold mesh_friend_ship_proc_FN(u8 *bear)

{
foreach(i,g_max_lpn_num){ // a friend node may establish friendship with many LPN, so check

< all LPN.
mesh_fri_ship_proc_fn_t *proc_fn = &fri_ship_proc_fn[i];
if(!bear){
if(proc_fn->status){ // (FRI_ST_IDLE != proc_fn->status)
if(FRI_ST_OFFER == proc_fn->status){
if(clock_time_exceed(proc_fn->offer_tick, proc_fn->offer_delay*1000)){

// send friend offer and set to state of receiving friend poll after
< received friend request.
friend_cmd_send_fn(i, CMD_CTL_OFFER);

mesh_friend_ship_set_st_fn(i, FRI_ST_POLL);
}
}else if(FRI_ST_POLL == proc_fn->status){
// add 500ms, because handling response of POLL was delay some ten ms.
if(clock_time_exceed(proc_fn->offer_tick,
& (500+FRI_ESTABLISH_OFFER_MS)*1000)){
// timeout to receive friend poll from LPN after send friend offer to
< LPN,
// means that LPN did not receive offer, or LPN did not select current
< FN as friend node,
// or FN did not receive the friend poll from LPN.
mesh_friend_ship_proc_init_fn(i);
}
}else if(FRI_ST_TIMEOUT_CHECK == proc_fn->status){
if(clock_time_exceed_100ms(proc_fn->poll_tick, (u32)
< (fn_req[i1].PollTimeout))){
// timeout to receive friend poll from LPN, then will disconnect this
< friendship.
friend_ship_disconnect_fn(i, FS_DISCONNECT_TYPE_POLL_TIMEOUT);

if(proc_fn->clear_poll){ // clear by other FN
if(clock_time_exceed_100ms(proc_fn->clear_start_tick, (u32)
< (fn_req[i1].PollTimeout)*2)){
// when the timeout expires, even if the clear response has not been
< received yet, the clear command will stop being sent.
mesh_stop_clear_cmd(1i);
Jelse{
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if(clock_time_exceed_100ms(proc_fn->clear_cmd_tick,

< proc_fn->clear_int_100ms)){
// Gradually reduce the frequency of sending clear commands.
// please refer to mesh V1.1 spec "Figure 3.24: Friend Clear procedure
< example" of "3.6.6.3.1 Friend establishment".
friend_cmd_send_fn(i, CMD_CTL_CLEAR);

if(proc_fn->clear_by_lpn_tick && clock_time_exceed(proc_fn->clear_by_ lpn_tick,
& 5%*1000%1000)){
// when received friend clear, should not clear at once, and need to delay some
< time to clear Friendship.
// because LPN may retry sending friend clear command when not receive clear
< confirm.
friend_ship_disconnect_fn(i, FS_DISCONNECT_TYPE_CLEAR);

...... // to process packet received

11.2.2 Processing Interface for Packets Sent by FN to LPN

mesh_friend_response_delay_proc_fn()

When FN needs to send packet to LPN, for example, send friend update, when poll delay reaches the
end, it needs to send the packet as soon as possible, instead of waiting for the adv interval (10ms) set by
bls_Il_setAdvParam() to reach like other ordinary network PDUs, then send the packet. So we poll the tick
with mesh_friend_response_delay_proc_fn(), and when the time is up, call fn_quick_send_adv() to send the
packet immediately. In addition, since the message sent to the LPN needs to be checked again to see if the
message needs to be updated, such as whether the segment block ack needs to be updated, etc. (refer to
the processing of get_cache_buf_for_poll()), it needs to wait until the update is done, and then perform the
encryption of the network layer before sending. See the handling of mesh_friend_response_delay_proc_fn()
below for details:

void mesh_friend_response_delay_proc_fn(u8 lpn_idx)

{
fn_ctl_rsp_delay_t *p_delay = &fn_ctl_rsp_delay[lpn_idx];
int print_cache_flag = 0;
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if(p_delay->delay_type && clock_time_exceed(p_delay->tick, fn_req[lpn_1idx].RecDelay * 1000 -
< 1800)){ // 1800us: encryption pkt time
1f(DELAY_POLL == p_delay->delay_type){
if(p_delay->poll_rsp){
if(fn_other_par[1lpn_1idx].cache_overwrite){
p_delay->poll_rsp = get_cache_buf_for_poll(lpn_idx, 1, 1); //
< cache_overwrite will be clear inside.

......

// no encryption before, because need to check buffer in
< mesh_fri_cmd2cache_(), then to set cache overwrite or not.
mesh_sec_msg_enc_nw_rf_buf((u8 *)(&bear_temp->nw),

< mesh_1t_len_get_by bear(bear_temp), FRIENDSHIP,

« 1pn_idx,0,fn_other_par[lpn_idx].nk_sel_dec_fn, 0);

......

mesh_fri_ship_proc_fn_t *proc_fn = &fri_ship_proc_fn[lpn_1idx];
if(proc_fn->clear_delay_cnt){
proc_fn->clear_delay_cnt--;
if(0 == proc_fn->clear_delay_cnt){ // make sure establish friendship success
friend_cmd_send_fn(lpn_idx, CMD_CTL_CLEAR); // use normal fifo, not
< mesh_adv_fifo_fn2lpn_

......

}
}else if(DELAY_SUBSC_LIST == p_delay->delay_type){
friend_cmd_send_subsc_conf(p_delay->adr_dst, (u8)p_delay->par_val);
}else if(DELAY_CLEAR_CONF == p_delay->delay_type){
friend_cmd_send_clear_conf(clear.LPNAdr, (u8 *)&clear,
< sizeof(mesh_ctl_fri_clear_t));

}

p_delay->delay_type = 0;

if(my_fifo_data_cnt_get(&mesh_adv_fifo_fn21lpn)){
fn_quick_send_adv(); // "poll rsp" may be delay when in BLE_S window, so quickly send
< here again. and also "send_subsc_conf /send_clear_conf" need quick send.
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11.2.3 LPN Packet Processing Interface

void mesh_friend_ship_proc_LPN(u8 *bear)

« Where bear is not empty, it indicates that a friendship-related command was received.
« When bear is empty, it means it is a polling call inside main_loop() to detect timing events.

vold mesh_friend_ship_proc_LPN(u8 *bear)

if(!bear && is_mesh_adv_cmd_fifo_empty()){
if(fri_ship_proc_lpn.poll_retry && clock_time_exceed(fri_ship_proc_lpn.poll_tick,
< poll_retry_interval_ms*1000)){
fri_ship_proc_lpn.poll_retry--;
if(0 == fri_ship_proc_1lpn.poll_retry){
...... // Logic for handling FN replies that are not received after the poll has
< been sent and the time limit has expired
}
}
else if(subsc_list_retry.retry_cnt && clock_time_exceed(subsc_list_retry.tick,
< timeout_ms)){
subsc_list_retry.tick = clock_time(); // also refresh when send_subsc
subsc_list_retry.retry_cnt--;
...... // Logic for handling when the LPN reports the subscription list after the
« friendship has just been successfully established and no response is received from the FN
< after the timeout period.

}

mesh_cmd_bear_t *p_bear = (mesh_cmd_bear_t *)bear;
//mesh_cmd_nw_t *p_nw = &p_bear->nw;
mesh_cmd_1t_ctl_unseg_t *p_lt_ctl_unseg = &p_bear->1t_ctl_unseg;
u8 op = -1;
if(bear){

op = p_lt_ctl_unseg->opcode;

if(0 == fri_ship_proc_lpn.status){ // LPN Processing branch after a friendship has been
« successfully established, or before a friend request has been sent.
if(bear){
1f(CMD_CTL_SUBS_LIST_CONF == op){
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...... // After sending Friend Subscription List Add, the processing branch of
< Friend Subscription List Confirm is received.
// See 3.6.5.7 Friend Subscription List Add for details.
}else if(CMD_CTL_UPDATE == op){
// Receives the Friend update processing branch. Includes processing of the iv
< 1index, etc.
iv_update_key_refresh_rx_handle(&p_update->flag, p_update->IVIndex);
}
}else{
if(is_friend_ship_link_ok_1pn() && is_mesh_adv_cmd_fifo_empty() &&
< clock_time_exceed(fri_ship_proc_lpn.poll_tick, get_lpn_poll_interval_ms() *
& 1000)){
// When the LPN doesn't need to sleep at a certain time, then it can't execute
< the event of sending a friend poll periodically via
< mesh_friend_ship_start_poll() inside user_init_deepRetn(). So here we add
« the handling of checking again if we need to send a friend poll or not. If
~ there is a retention wakeup, then the processing here is not executed.
mesh_friend_ship_start_poll();

}
}else{
switch(fri_ship_proc_lpn.status){ // Be true only during establishing friendship.
case FRI_ST_REQUEST:
if(is_mesh_adv_cmd_fifo_empty() && clock_time_exceed(fri_ship_proc_lpn.req_tick,
< FRI_REQ_TIMEOUT_MS * 1000)){

mesh_friend_ship_set_st_lpn(FRI_ST_OFFER); // After sending the request, it
~ enters the state of waiting to receive the offer.
}
break;
case FRI_ST_OFFER:
if(bear){
1f(CMD_CTL_OFFER == p_1lt_ctl_unseg->opcode){
if(0 !'= 1pn_rx_offer_handle(bear)){ // Includes a comparison to select
< an optimal FN
break;

}
Jelse{
if(clock_time_exceed(fri_ship_proc_lpn.req_tick,
< FRI_ESTABLISH_PERIOD_MS*1600)){
if(mesh_lpn_par.FriAdr){
mesh_lpn_par.link_ok = 1;
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mesh_friend_key_update_all_nk(0, 0); // After 1 second, determine
« the best FN and then update the corresponding friend key

mesh_friend_ship_set_st_lpn(FRI_ST_POLL);// Enter the state of sending
< Friend Poll

}

break;
case FRI_ST_POLL:
if(is_friend_ship_link_ok_1pn()){
if(is_mesh_adv_cmd_fifo_empty()){
mesh_lpn_par.poll.FSN = 0; // init
// send poll
fri_ship_proc_lpn.poll_retry = FRI_GET_UPDATE_RETRY_MAX + 1;

friend_cmd_send_poll(); // Press the Friend poll into the send packet
< fifo, checking at the top of mesh_friend_ship_proc_LPN() when the time is up before sending
< the packet
t_rec_delay_and_win = mesh_lpn_par.req.RecDelay +
< mesh_lpn_par.offer.RecWin;
mesh_friend_ship_set_st_lpn(FRI_ST_UPDATE);// Go to Waiting to receive
< friend update
}
}else{
lpn_no_offer_handle(); // Check that if no offer is received during the
o Waiting to Receive Offers phase, the friendship creation fails and a resend of the Friend
o request is initiated
}
break;
case FRI_ST_UPDATE:
if(bear){ // current state is establishing friendship
1f(CMD_CTL_UPDATE == p_1t_ctl_unseg->opcode){
// Friend update received, Friendship creation complete.
//friendship establish done
mesh_1lpn_par.req.PreAdr = mesh_lpn_par.FriAdr;
iv_update_key_refresh_rx_handle(&p_update->flag, p_update->IVIndex);
mesh_friend_ship_proc_init_lpn();

friend_ship_establish_ok_cb_1lpn();
}
Jelse{
if(clock_time_exceed(fri_ship_proc_lpn.poll_tick,
< t_rec_delay_and_win*1000)){
// If no Friend update is received after the timeout period, return to
< the FRI_ST_POLL phase and resend the Friend Poll.
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mesh_friend_ship_retry();

}

break;
default:
break;

11.2.4 FriendShip Sleep Mechanism

Timed events, including timed wake-up packets, are based on the soft timer mechanism. For soft timer
related content, please refer to this section “Application of Soft Timer”.

The mesh_Ipn_adv_interval_update() refreshes the broadcast (wake-up) interval of the LPN according to
the different states of the LPN, thus changing the interval of the friend request/poll commands.

11.2.5 Friendship Working Mechanism

The LPN node enables the low power management mechanism of BLE by turning on BLE_REMOTE_PM_ENABLE.
The details of this mechanism can be found in the BLE handbook, such as "AN-21112301-C_Telink B85m
BLE Single Connection SDK”, “Developer Handbook.pdf” in the “Low Power Management (PM)” section. In
short, the mechanism is realized by soft timer:

+ Inside the user init, the sleep management module is registered with blc_II_initPowerManagement_module(),
including ll_module_pm_cb, etc.

« In ADV state, ADV interval is defined, and soft timer realizes to send broadcast packet once per interval,
and then main loop executes to sleep management unit lI_module_pm_cb() in blt_sdk_main_loop(),
then soft timer sets the next wakeup time point according to ADV interval, and then enters into sleep.
Then when the time is up, MCU wakes up, executes user_init_deepRetn(), and sends the next broadcast

* In the GATT connected state, the interval becomes the connected interval; the other mechanisms are
the same.

The working mechanism of LPN is as follows:

(1) Atthebeginning, itisin un-networked state, user_init() -> user_init_peripheral -> mesh_lpn_adv_interval_update(
will wake up and send the connectable broadcast packet periodically with the interval of the con-
nectable broadcast packet as the soft timer event. By default, PB-ADV and PB-GATT are supported,
so inside user_init_peripheral(), judge and call bls_pm_setSuspendMask (SUSPEND_DISABLE) to turn
off the Sleep mechanism if it is in un-networked state.

(2) After the Ipn node allocates the netkey and other information in the network, the provisioner
starts the key bind process. Since the time of the key bind process is uncertain, the LPN is
judged by the mesh_lpn_state_proc(), and when no key bind command is received for 3 seconds
(LPN_START_REQUEST_AFTER_BIND_MS), the entire provisioning process is considered to have been
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completed. Then it calls the mesh_friend_ship_set_st_Ipn(FRI_ST_REQUEST) interface to enter the
FRI_ST_REQUESTt state, and call mesh_friend_ship_set_st_Ipn() inside mesh_friend_ship_set_st_Ipn()
to set the interval of the soft timer periodic event to FRI_REQ_TIMEOUT_MS.

vold mesh_lpn_state_proc()

{
if(lpn_provision_ok){
}else{
if(!is_provision_success()){
}else{
if((!1lpn_provision_ok) && node_binding_tick && clock_time_exceed(node_binding_tick,
& LPN_START_REQUEST_AFTER_BIND_MS*1000)){
lpn_provision_ok = 1;// provison and key bind finish
gatt_adv_send_flag = GATT_LPN_EN;
mesh_friend_ship_set_st_1pn(FRI_ST_REQUEST);
if(BLS_LINK_STATE_CONN == blt_state){
bls_11_terminateConnection(0x13); // disconnect to establish friendship
}
}
}
}
}

Or, after powering down and re-powering up, inside proc_ui() call mesh_friend_ship_set_st_Ipn(FRI_ST_REQUEST).

(3) After that, send Friend Request in mesh_friend_ship_proc_LPN() to enter the friendship creation pro-
cess.

Note: For every mesh message sent by LPN, it will call mesh_lpn_sleep_prepare(u16 op) function to set the
PM and update the callback function and time point for the next task via soft timer.

The function friend_cmd_send_request() sends the Friend Request by executing mesh_lpn_sleep_prepare()
to set the next wakeup point after FRI_ESTABLISH_REC_DELAY_MS and then Ipn_quick_tx() to send the
packet immediately.

(4) After sending friend request, it will wait for FRI_ESTABLISH_PERIOD_MS (default is 1.1 seconds), within
1.1 seconds, if it doesn’t receive any friend offer, the MCU will set the next wakeup time point accord-
ing to the soft timer in blt_sdk_main_loop(), and then go to sleep in the sleep management unit
ll_module_pm_cb(). The MCU will set the next wakeup time according to the soft timer, and then go
to sleep. When the time is up, it will wake up and continue to send friend request.

(5) If a friend offer is received, the process of packet receipt processing and establishing a Friendship is
performed, as described in Ipn packet processing interface.
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(6) When the Friendship is established, mesh_Ipn_adv_interval_update() is executed to update the base
wakeup period to the poll interval, in addition to this base wakeup period, there are also timer events
that are added by the call to mesh_lpn_sleep_prepare() for each packet sending event, and so on.

(7) Sending a friend poll is triggered by mesh_friend_ship_start_poll(). It is currently called in three places:

« user_init_deepRetn()->mesh_friend_ship_start_poll() This is @ normal send, i.e., every time the poll
interval wakes up, it will be called again to send the poll periodically.

« mesh_lpn_poll_md_wakeup()->mesh_friend_ship_start_poll() This is called when it is detected that
the Friend Node’s cache still has data to be fetched.

« mesh_friend_ship_proc_LPN()->mesh_friend_ship_start_poll() This is only triggered in special
cases. l.e., if you don't enter sleep at a certain time, there is no way to trigger sending a poll via
user_init_deepRetn()->mesh_friend_ship_start_poll(), so it is triggered here.

11.2.6 Mechanism for LPN to Receive a Destination Address as a Group Number

« Eachtime a friendship is created, the LPN sends the subscription list add command (CMD_CTL_SUBS_LIST_ADD).

« The FN node stores the group number list when it receives it, see the processing of friend_subsc_list_add_adr()
for more details

« Subsequently, when the FN receives commands from other nodes with a destination address that
matches the group number in the group number list, it helps the LPN to cache the information and
sends it to the LPN for processing when it receives the poll command from the LPN. When testing,
configure a group number for the LPN. Then, every time the LPN creates a friendship, the LPN will
automatically issue CMD_CTL_SUBS_LIST_ADD.

11.3 Common Parameter Configuration for LPN

FN stands for Friend Node and LPN stands for Low Power Node for the following contents.

11.3.1 Friend Node

* FN_CACHE_SIZE_LOG: The maximum number of messages to be cached for LPN is FN_CACHE_SIZE_LOG
times 2.

* FRI_REC_WIN_MS: The minimum reception window required by FN for LPN, default is 20ms. It indi-
cates the time to listen to the broadcast packet after LPN sends Poll, if timeout occurs, it means that
Friend node’s reply is not received. Then the Poll command will be retransmitted.FRI_REC_WIN_MS
cannot be set too small because there are 3 channels for broadcast packet sending and the possibility
that the FN is dealing with something else with higher priority, resulting in the timing of the FN’s reply
to the LPN not being as precise as it should be.

11.3.2 Low Power Node

« FRI_REQ_TIMEOUT_MS: Configure the interval for sending friend request. The default is 2 seconds. If
the product definition requires lower power consumption, it can be increased according to the actual
situation.
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FRI_ESTABLISH_WIN_MS: the maximum time to wait for receiving Friend offer after sending Friend of-
fer. The spec specifies that the time is 1 second, because we want to receive offers from as many FNs
as possible, and then choose the best FN. Generally it is not recommended to change this value. How-
ever, if the product requires very low power consumption, and only modifying FRI_REQ_TIMEOUT_MS
can not meet the demand, then we can consider changing FRI_ESTABLISH_WIN_MS to a smaller value.
FRI_POLL_INTERVAL_MS: interval of friend poll. The default is 2 seconds, which is a short time, mainly
because it is used for single fire switch low power devices, and the command response time can not
be too long. If the product definition requires low power consumption, it can be changed according to
the actual situation.

FRI_POLL_RETRY_MAX: LPN does not receive any reply from FN after sending Poll command, when
the number of times exceeds this value, LPN will flip the value of FSN in the poll once, and then send
the Poll again, if it still doesn’t receive any reply from FN for the consecutive FRI_POLL_RETRY_MAX
times, LPN will consider that FN is offline. At this point, LPN will disconnect the current friendship and
start to send friend request to try to establish friendship with other friend node.
LPN_SCAN_PROVISION_START_TIMEOUT_MS: It means that after LPN sends a friend request, no offer
has been received from FN node, if the time exceeds this time, LPN will go to sleep in order to save
power, and need to wake up by pressing the key to start sending friend request again. The default
time is 60 seconds.

11.4 LPN Demonstration

11.4.1 Hardware

This demo is based on the GATT master dongle mode. The operation steps of the APP and gateway modes
are similar to the GATT master dongle mode. Note that in the gateway mode, the gateway node itself also
supports the friend function.

One 8269 GATT master dongle and two 8258 mesh dongle (one burns 8258_mesh.bin, supports Friend
function by default. The other burns 8258_mesh_LPN.bin, which is the LPN node).

Note:

* LPN supports generic ONOFF by default, generic Level,but can not support lightness and light CT.

« LPN does not receive Oxffff destination addresses. It only receives unicast addresses and sub-
scribed group numbers. Because there are too many Oxffff commands in the air, if the LPN
polling interval is long, the commands in the friend cache will be flushed easily.

11.4.2 Test method

The time-related macros mentioned below can be modified by customers according to their actual needs.

Step 1 Mesh friend node (FN) is powered on and provisioned with SIG_MESH_TOOL.

Step 2 Powered on unprovisioned LPN node, at this time, the LPN is in awake state.

After the LPN node is powered on, the red LED will be in the ON mode. In the unprovision state, do not enter
the sleep mode, the purpose is to support GATT provision and ADV provision. In this state, if the provisioning
process has not started after 1 minute (LPN_SCAN_PROVISION_START_TIMEOUT_MS), then the system will
enter the deep sleep mode, and ADV will not be sent, LED will be turned off, the purpose is to save power
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consumption and avoid working in high power consumption mode for too long. If LPN have entered deep
sleep, you need to press SW1 or SW2 defined in mesh_Ipn_key_map [] to wake up. After wakeup, LPN will
start sending ADV again and waiting for the provision flow.

Step 3 Provision and bind key process for the unconfigured LPN in the awake mode.

When Bind key is successful. After 3 seconds (LPN_START_REQUEST_AFTER_BIND_MS), LPN will automat-
ically reboot, and then set Ipn_provision_ok to 1, and enter LPN mode, starting to send a friend request
command every 2 seconds (FRI_REQ_TIMEOUT_MS).

When the provision is successful, in order to reduce the processing of invalid network messages and reduce
power consumption, LPN only receives messages sent from FN through friendship. If you want to receive
ordinary network messages, initialize mesh_lpn_rx_master_key to 1.

Step 4 When there is FN, it will automatically establish a friendship. Only when the establishment is suc-
cessful (red light flashes 3 times), LPN can receive message.

After receiving the friend request, FN will automatically reply to the friend offer, and then establish the
friendship. If the establishment is successful, the friend_ship_establish_ok_cb_Ipn () will be called back and
the red light will flash 3 times (LGT_CMD_FRIEND_SHIP_OK). Then it starts sending friend POLL in a 2 second
period (FRI_POLL_INTERVAL_MS). After the FN receives the POLL, if there is a3 cache message that needs to
be sent to the LPN, it will send the message to the LPN. The default maximum number of Cache message
(network PDU) is 4 (2 " FN_CACHE_SIZE_LOG).

If there is no FN responding to Friend Request, LPN will keep sending friend request in 2 second cycle.
Step 5 The "mesh” window displays the LPN node and ONOFF operation.

First open the *mesh” window, click the "LPN_get_level” INI command, a3 ff 00 00 00 00 00 00 00 04
00 82 05 appears in the lower left corner of the figure below, where 04 00 is the unicast address of LPN
(if it is incorrect, it needs to be modified), press Press the Enter key to send the command. After receiving
the LPN level status reply, the LPN node will be displayed in the Ul, and then you can initiate the ONOFF
operation on the LPN, as shown below.
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Figure 11.4: LPN_get_level
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Figure 11.5: ONOFF operation on LPN

Because LPN does not receive the message whose destination address is Oxffff, it needs to send the com-
mand in unicast mode. If you have configured a group number for LPN, you can also send commands in
group mode.

Also note that after clicking the “Nodes” button or reopening the "Mesh” window, the VC tool will put all
the nodes offline, and then send the lightness get all (destination address is Oxffff) command to regain the
node status, but There is no separate send command to the LPN node by unicast destination address, so you
need to manually click the "LPN_get_level” command or click the ON / OFF command in the mesh window
to display the online status, otherwise it is offline.

Step 6 group operation is the same as normal node operation, please refer to “4.5.2 Group Control (ie
Subscription Function Demo)”

Step 7 The LPN detects that the FN is powered off and automatically searches for a new FN.

When the FN is powered off, LPN retry 8 times (FRI_POLL_RETRY_MAX) POLL command, where the POLL
interval is 1770ms (FRI_REC_DELAY_MS + FRI_REC_WIN_MS), if the LPN still does not receive a reply from
the FN, it is considered that the FN has been powered off, it will disconnect the friendship and callback
friend_ship_disconnect_cb_Ipn (), if you need to perform led flashing operation, please add it in the callback
function, then resend the friend request to find a new friend node.

Step 8 For now, one friend node of demo SDK establishes a friendship with two LPNs at the same time by
default. If you need to modify it, just set MAX_LPN_NUM. The maximum value is 16.

When the LPN is powered off, the FN will detect for 10 seconds (LPN_POLL_TIMEOUT_100MS). If the POLL
command has not been received, the node is considered to be powered off. At this time, the FN will clear
the LPN information.

Step 9 Press the key to send the ALL ON / OFF command.

When the LPN is in the retention sleep mode, press SW2 (MESH_LPN_CMD_KEY) to wake up the LPN,
and then detect the key through suspend_handle_next_poll_interval ()-> mesh_lpn_wakeup_key_io_get
(), and then execute the test_cmd_wakeup_Ipn () function to alternately send ALL ON / OFF commands.
LPN spontaneously sends the access layer command to use master security credentials to encryption by
default.
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Step 10 Reset to Factory Setting

Long press the button SW1 (MESH_LPN_FACTORY_RESET_KEY) for 3 seconds (LONG_PRESS_TRIGGER_MS)
to trigger the factory reset.

11.5 app.c file introduction

Customization of Adv Packet and Adv Response Packet
Please refer to Section 9.
Configuration of fifo part
Please refer to Section 9.
app_event_handler ():
Please refer to Section 9.
main_loop ():

Please refer to Section 9.
user_init():

Please refer to Section 9.
proc_ui():

This function mainly does some Ul processing, such as button detection function, and the corresponding
test code. When LPN is in non-GATT ota mode, it will send friend request to establish friend relationship.
Press key SW2 (KEY_), it will send ON/OFF command alternately; Long press key SW1 (KEY_RESET) for 3
seconds (LONG_PRESS_TRIGGER_MS) to trigger factory reset.

test_cmd_wakeup_Ilpn():

When pressing the corresponding command button (SW2 in current demo dongle) to wake up the program,
the function “test_cmd_wakeup_Ilpn()” will be executed. This function will send ON/OFF command. After
sending the command, it will enter sleep. This function is only used for demonstration.

mesh_lpn_state_proc():
This function focuses on the processing of the working state of the LPN node:
(1) Setting the LED flash when in LPN_MODE_NORMAL mode

(2) LPN has been allocated and has not entered PM for 60 consecutive seconds, returnto FRI_ST_REQUEST
state.

(3) TheLPNis not configured and has not been networked within 60 seconds (LPN_SCAN_PROVISION_START_TIMEOUT
of power-up and goes to sleep.

(4) The LPN binds the appkey for 3 seconds and then enters the FRI_ST_REQUEST state.

mesh_lpn_pm_proc():

This function mainly manages the function of LPN node, user can handle some PM states in this function. For
example, when the LPN node is networked and in connected state, always enable ENABLE_SUSPEND_MASK
to save power consumption. When the user presses the key, it will not enter the PM demo for 4 seconds.
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11.6 mesh_Ilpn.c file introduction

mesh_lpn_sleep_prepare ():

This function handles the sleep processing function of LPN. Ipn_sleep.op indicates what command or event
needs to go to sleep, and handles the subsequent actions of the event after waking up.

For example, when Ipn_sleep.op is equal to CMD_CTL_POLL, it means that the POLL message has just been
sent, and then you need to enter the retention sleep time of receive delay, and then wake up to enter the
receive window, as shown below:

void R Ees (ul6 op)

if(is_lpn_support_and_en && (BLS_LINK_STATE_CONN != blt state)){
iF(CMD_ST_NORMAL_TX != op){
ENABLE_SUSPEND_MASK;
rf_set_tx_rx_off();// disable tx rx in manual mode,must
CLEAR_ALL_RFIRQ STATUS;
blt_soft_timer_ delete(&mesh_lpn_poll receive_timeout);

if(CMD_CTL_REQUEST == op){
blt_soft_timer_update(&mesh_lpn_rcv_delay wakeup, FRI_ESTABLISH_REC_DELAY_ MS*180@);

1
else if((CMD_CTL_POLL == op) || (CMD_CTL_SUBS_LIST REMOVE == op) || (CMD_CTL_SUBS_LIST_ADD == op)){
blt_soft_timer_update(&mesh_lpn_rcv_delay wakeup, mesh_lpn_par.req.RecDelay*10808);

1
else if(CMD_ST NORMAL TX == op){
blt_soft_timer_update(&mesh_lpn_poll md_wakeup, get_mesh_adv_interval());

¥
else if(CMD_ST_POLL_MD == op){
mesh_lpn_poll md_pending = 1;
u32 sleep_ms = FRI_POLL_DELAY_FOR_MD_MS;
#if MD_MESH_OTA_EN
if(is_blob_chunk_transfer_ready()){
sleep_ms = 18; // waiting for chunk message from FN retransmit completed

}
#endif
blt_soft_timer_update(&mesh_lpn_poll md_wakeup, sleep ms * 1008);
#if WIN32
blt_rxfifo.rptr = blt_rxfifo.wptr - 1;// clear buf, blt rxfifo.rptr will ++ in lib
#endif
h
else if(CMD_CTL_UPDATE == op){
#if WIN32
blt_rxfifo.rptr = blt_rxfifo.wptr - 1;// clear buf, blt rxfifo.rptr will ++ in lib
#endif
blt_soft_timer_delete(&mesh_lpn_poll receive_ timeout);
¥
else{//CMD_ST_SLEEP

¥

h
else if(CMD_ST_NORMAL TX == op){

blt_soft_timer_ update(&mesh_lpn_poll md_wakeup, get_mesh_adv_interval());
h

Figure 11.6: mesh_lpn_sleep_prepare

Other customized events are:

CMD_ST_SLEEP: After the interaction cycle of a friendship is completed, it enters the retention sleep mode
of 2 seconds (friend request interval or poll interval), and then wakes up to enter the interaction of the next
cycle.

CMD_ST_NORMAL_TX: Sets the time to next enter mesh_Ilpn_poll_md_wakeup after an unsolicited mesh
message.
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CMD_ST_POLL_MD: After sending the POLL, the FN reply MD (more data) is 1, then sleep for 100ms
(FRI_POLL_DELAY_FOR_MD_MS), wake up, and continue to send POLL to receive the remaining message.

mesh_feature_set_lpn():

Initialization of some configurable parameters of LPN. Mainly configure LPN_POLL_TIMEOUT_100MS, the
default value is 10 seconds.
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12 Switch Project Introduction

12.1 Switch function introduction

The Switch mainly serves to add the function of remote control. The provisioner needs to add the switch
node into the network, so that the buttons on the switch can be used to control nodes in the mesh network.

12.2 Switch principle

As a low power remote control node to control mesh, the switch must trigger pairing mode to implement
provision. After the provisioner adds the switch to the mesh network, the switch can control nodes in the
network.

12.3 app.-c file introduction

Customization of Adv packet and Adv response packet
Please refer to Section 9.
Configuration of fifo part
Please refer to Section 9.
app_event_handler ():
Please refer to Section 9.
main_loop ():

Please refer to Section 9.
user_init():

Please refer to Section 9.
proc_ui ():

The “proc_ui” function configures key scan with the interval of 4ms. “mesh_proc_keyboard” is the interface
function for key processing.

* When “keycode” is "RC_KEY_A_ON", the switch will send the all_on command to turn on all lights in
the network.
« When “keycode” is "RC_KEY_A_OFF”, the switch will send the all_off command to turn off all lights in
the network.
proc_led():

First the configuration function “cfg_led_event” is used to configure LED blinking frequency and time. E.qg.
“cfg_led_event(LED_EVENT_FLASH_1HZ_4S)": configure LED to blink for 4s with the frequency of THz. Then
the function “proc_led” serves to control the processing of LED blinking part.

mesh_switch_init():

The “mesh_switch_init” contains setting of two parts:
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« Code setting of wakeup 10 of switch part, as well as enabling of the wakeup enable flag bit.

+ 10 setting of LED part. By default, LED pin is configured as GPIO mode with 100kohm pull-down
resistor, and LED will blink four times after power on.

proc_rc_ui_suspend():
The processing function for sleep function part is “proc_rc_ui_suspend()”.

The processing of sleep part in current SDK is set as below: In advertising state, if MCU directly enters
deep state without sending packets, after wakeup by key press, MCU will continue to enter deep state when
packet transmission is finished. After pairing mode is triggered, MCU will enter deep state 30s later, and it
won’t enter deep state temporarily in link state.

For the processing flow of sleep part, please refer to section 12.7.
kb_scan_key ():

“kb_scan_key" is the interface of matrix keyboard scan part. In current SDK, by default *“numlock_status” is
set as O to indicate the numlock in full keyboard, while “read_key” is the read key value.

12.4 Key Event Detection Process

12.4.1 Code Block

vold mesh_proc_keyboard ()

{
static u32 tick_key_pressed, tick_key repeat;
static u8 kb_last[2];
int det_key = kb_scan_key (0, 1);
/1111771771777777777777777777777777777777777777777777777/7777/777//77//777/77/77//77///7///7/
// key change:pressed or released
L1111177177 7777777777777/ 7 7777777777777/ /7777777771777 /T
if (det_key) {
if(kb_event.cnt)
{
...... // key was detected pressed. MCU run the code here one time for one press
- action.
}
/1117771777777777/77/7/////  key released /[//////////////////////////////////////
else {
...... // key was released . MCU run the code here one time for one release action.
rc_repeat_key = 0;
key _released = 1;
}
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}
I1111171771777777777777777777777777777777777777777/777777/77777777//777777/77//77//7/7/7//7//
// no key change event

I1111171771777777777777777777777777777777777777777/777777777/777777/77/777777//77/77/7/7//7/
else if (kb_last[0])

{
// long pressed // key was detected in a continuously pressed state. for each
< main_loop, MCU run the code here until the key is released.
if (clock_time_exceed(tick_key_pressed, 2000000)) // long pressed // 2000000 is the
< threshold for long press detection
{
if ((kb_last[®] == RC_KEY_A_ON && kb_last[1] == RC_KEY_1_OFF) ||
(kb_last[1] == RC_KEY_A_ON && kb_last[0] == RC_KEY_1_OFF))
{
1f(SWITCH_MODE_NORMAL == switch_mode){ // long pressed event
switch_mode_set(SWITCH_MODE_GATT);
}
}
}
}else{
...... // no key was detected.
key_released = 1;
}

Introduction to key events:

+ Key pressed: where the comment “key was detected pressed” indicates that a key press was detected.

« key was released: where the comment “key was released” indicates that a key release was detected.

« Long key press: where the comment “// long pressed // 2000000 is the threshold for long press
detection” indicates that a long key press was detected.

* No key event: where the comment “no key was detected.” indicates that a key press was detected.

Developers can add their own keystroke functionality to the above.

12.5 Switch Engineering Long Press Handling Logic

Determine the current key is pressed and use clock_time_exceed to start timing from the time the key is
pressed, when the set time is reached, then trigger the processing of a long key press.

Example: Press RC_KEY_A_ON and RC_KEY_1_OFF for two seconds to trigger the switch to enter GATT
mode.
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else if (kb_last[0])

{
// long pressed // key was detected in a continuously pressed state. for each main_loop,
< MCU run the code here until the key is released.
if (clock_time_exceed(tick_key _pressed, 2000000)) // long pressed // 2000000 is the
« threshold for long press detection
{
if ((kb_last[0] == RC_KEY_A_ON && kb_last[1] == RC_KEY_1_OFF) ||
(kb_last[1] == RC_KEY_A_ON && kb_last[0] == RC_KEY_1_OFF))
{
1f(SWITCH_MODE_NORMAL == switch_mode){ // long pressed event
switch_mode_set(SWITCH_MODE_GATT);
}
}
}
}

12.6 Example of Sending Commands Using the Soft_timer Cycle

For an example of sending commands using soft_timer cycle, please refer to this section "Example of Send-
ing Commands Using the Soft_timer Cycle”.

12.7 Configuration of Switch Part

12.7.1 key table

#define KB_MAP_NORMAL  {|

{RC_KEY_1_OFF, RC_KEY_2_OFF, RC_KEY_1_ON}, |
{RC_KEY_3_ON, RC_KEY_3_OFF, RC_KEY_2_ON}, |
{RC_KEY_4_ON, RC_KEY_4_OFF, RC_KEY R}, |
{RC_KEY_A_OFF, RC_KEY_A_ON, RC_KEY_UP}, |
{RC_KEY L, RC_KEY_DN, RC_KEY_ M}, }

User can configure the contents of actual “key_table” according to the number of drive pins and scan pins
which correspond to the number of columns and rows respectively.

12.7.2 Configure 10s for Drive Pins and Scan Pins

#define KB_DRIVE_PINS  {GPIO_PB4, GPIO PB5, GPIO_PB6}
#define KB_SCAN_PINS {GPIO_PE3, GPIO_PE2, GPIO_PE1, GPIO_PE®, GPIO_PD3}
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Modify macros corresponding to "KB_DRIVE_PINS” and “KB_SCAN_PINS” according to actually used pins.
Then customize 10 attributes for drive pins and scan pins, as shown below:

IO attribute setting corresponding to drive pins:

#define PB4_FUNC AS_GPIO
#define PB5_FUNC AS_GPIO
#define PB6_FUNC AS_GPIO
#define PULL_WAKEUP_SRC_PB4 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB5 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB6 MATRIX_ROW_PULL

#define
#define
#define

PB4_INPUT_ENABLE
PB5_INPUT_ENABLE
PB6_INPUT_ENABLE

1
1
1

IO attribute setting corresponding to scan pins:

#define PE3_FUNC AS_GPIO
#define PE2_FUNC AS_GPIO
#define PE1_FUNC AS_GPIO
#define PEO_FUNC AS_GPIO
#define PD3_FUNC AS_GPIO

#define PULL_WAKEUP_SRC_PD3 MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PEO MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PE1 MATRIX_COL_PULL

#define
#define

PULL_WAKEUP_SRC_PE2
PULL_WAKEUP_SRC_PE3

MATRIX_COL_PULL
MATRIX_COL_PULL

#define PE3_INPUT ENABLE
#define PE2_INPUT_ENABLE
#define PE1_INPUT_ENABLE
#define PEOQ_INPUT_ENABLE
#define PD3_INPUT_ENABLE

L S N N LY

Suppose it's needed to modify "GPIO_PB6" as “GPIO_PB7” in drive pin part, the following parts should be

modified accordingly.

1). #define PB6_FUNC  AS_GPIO----- >>>#define PB7_FUNC

2). #define PULL_WAKEUP_SRC_PB6 MATRIX_ROW_PULL-------- >>
#define PULL_WAKEUP_SRC_PB7 MATRIX_ROW_PULL

3). #define PB6_INPUT_ENABLE 1
#define PB7_INPUT_ENABLE 1

AS_GPIO

12.7.3 Turn on/off Light via Switch

According to different key values, different commands will be sent so as to process correspondingly.
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Please refer to key processing program “mesh_proc_keyboard (). Switch cannot control light nodes before
it's added into the network. User can simultaneously press the "RC_KEY_A_ON" and “RC_KEY_1_OFF" but-
ton on the switch for more than 2 seconds to trigger pairing mode, and add the switch into the mesh network
via the provisioner, so that all light nodes in this network can be turned on/off via the "RC_KEY_A_ON" and
“"RC_KEY_A_OFF” button. Please refer to section 12.5 for details.

12.8 Switch Operation

First follow the provision operations in section 10.4. Connect the switch with PC USB via Telink burning EVK
(as shown in the figure below), and then burn the switch with corresponding firmware.
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Figure 12.1: Switch Burning Connection

The switch buttons are shown as below:
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1_ON~ 4_ON.

1_OFF ~ 4_OFF.

Figure 12.2: Switch button

Power on the switch device. After power on, as a low power node, the switch must trigger pairing mode
by simultaneously pressing the "RC_KEY_A_ON” and “RC_KEY_1_OFF” for more than 2s, so that it can be
added into mesh network via the provisioner.

After the switch triggers pairing mode, its LED light will continuously blink four times to indicate it enters
pairing mode. Power on the provisioner (if it's powered down), and wait for 15s or so. The LED on the switch
will continuously blink four times to indicate the switch has already been added into the network.

Then the "RC_KEY_A_ON" and "RC_KEY_A_OFF” on the switch can be used to turn on/off all light nodes in
the network.
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12.9 Flow chart for Switch RC

Main function entry

¥

user_init
Of switch part

¥

Proc_ui 10 detect of
matrix keyboard

If any v pairing trigge N> Send ON/OFF
LY press eve command? command
N Y
v v
Process commands
Trigger pairing 3 Y Turn on/off
of sleep part If provision? - light
F
N
hJ *
Wait to add into mesh
network Mo response
N

successfully a
o mesh network-

Y
¥

Add into network
successfully

Figure 12.3: Flow chart for switch RC
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12.10 Flow chart for sleep processing

Enter main_loop processing
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if Provision
timeout?

¥ \

Com plete provision

Enter deep state

j

Figure 12.4: Flow chart for sleep processing

12.11 Modify the destination address of button send command

The 4 sets of buttons shown below support modifying the destination address of the command:
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1_ON~ 4_ON.

1_OFF ~ 4_OFF.

Figure 12.5: Switch button

1_ON / 1_OFF : The default function of the key is to send the onoff command with the destination
address OxCOO00.
2_0ON / 2_OFF : The default function of the key is to send the onoff command with the destination
address OxCOO1.
3_ON / 3_OFF : The default function of the key is to send the onoff command with the destination
address 0xC002.
4_ON / 4_OFF : The default function of the key is to send the onoff command with the destination
address 0xC003.

If it is needed to modify the address of the key sending command, for example, to change the destination
address of “1_ON / 1_OFF” from 0xCOO0O to 0xD0OOO, you can send the publish set command through the
INI command of the host computer, and the configuration example is as follows (the primary address of the
remote control node, i.e., the node address of the example remote control node is 0x0025):

cfg_pub_set_sig0025 =e8 ff 00 00 00 00 00 00 25 00 03 25 00 00 6D 00 00 ff 00 15 00 10

Change the destination address of “2_ON / 2_OFF” from OxCOO01 to OxD0OO01, as shown in the following
example:

cfg_pub_set_sig0026 =e8 ff 00 00 00 00 00 00 25 00 03 26 060 01 6D 00 00 ff 00 15 00 10

The parameters of publish set are:
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Field Size Description Req.
(bits)

Opcode 8 The message opcode M

ElementAddress 16 Address of the element M

PublishAddress 16 Value of the publish address M

AppKeylndex 12 Index of the application key M

CredentialFlag 1 Value of the Friendship Credential Flag M

RFU 3 Reserved for Future Use M

PublishTTL 8 Default TTL value for the outgoing messages M

PublishPeriod 8 Period for periodic status publishing M

PublishRetransmitCount 3 Number of retransmissions for each published M
message

PublishRetransmitintervalSteps | 5 Number of 50-millisecond steps between M
retransmissions

Modelldentifier 16 or 32 | SIG Model ID or Vendor Model ID M

Table 4.98: Config Model Publication Set message structure
Figure 12.6: publication_set_parameters

For details, refer to “4.3.2.16 Config Model Publication Set” in mesh spec V1.1.

If you want to set up via mobile app, please refer to "Device Setting (Switch Device)” section in the chapter
Android and iOS APP User Guide.

If you want to add another set of keys to configure the onoff publish address, such as “5_ON / 5_OFF”,
change the value of ELE_CNT_EVERY_LIGHT to 5, and then configure the onoff publish address of the client
model (primary address + 4).

For the description of ELE_CNT_EVERY_LIGHT, please refer to this section “Definition of the number of
elements of a node”.

12.12 IV Index Update Mode for Switch

+ Scenario 1: The Switch wakes up every 96 hours, sends a security beacon, then enters the scan adv
state, scans for security beacons, and goes to sleep if any of the valid security beacons are scanned.
If it is not received after timeout (SWITCH_IV_RCV_WINDOW_S), it also goes to sleep.

See switch_trigger_iv_search_mode(int force) for details on handling.

+ Scenario 2: After powering down and then re-powering up, switch_trigger_iv_search_mode(1) is also
called to perform the send and scan security beacon action of scenario 1.
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13 Connect with a Platform

When connect with a certain platform, you need to configure some options, especially the provision method.
Select by configuring MESH_USER_DEFINE_MODE.

13.1 Normal Mode

13.1.1 No OOB provision mode

Configuration method:
Provision uses MESH_NO_OOB mode.
VENDOR_ID is Ox0211

When testing, you can directly use our mobile app or host computer tools to provision.

13.1.2 Static OOB provision mode

13.1.2.1 Light Node Burn Static oob

When burning the firmware, just write 16 bytes directly in the flash fixed location FLASH_ADR_STATIC_OOB
(for example, 0x77800). If there is no burning (all Oxff), it means that no oob mode is used. If you need to
modify the flash address, modify the macro FLASH_ADR_STATIC_OOB.

13.1.2.2 Light node Device vuid

The device uuid is generated by user_prov_multi_device_uuid () -> uuid_create_by_mac (tbl_mac,
prov_para.device_uuid) by default and can be obtained by the following methods:

1) Read prov_para.device_uuid through BDT tool

2) Obtain unprovision broadcast package through the general APP

UMENMOWM
Legacy
GeneralDiscoverable, BrEdrNotSupported
' ' 0x1827

Mesh Beacon
Beacon .
[ 1d4d89b3-2765-103d-8a0b-be8b3403b.

Manufacturer data (Bluetooth Core 4.1)

Company: Reserved ID <0xE429=
0x103ACDABZ96400000000000000000000070203
0405060708090A0B

Figure 13.1: Device uuid
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3) Obtain unprovision broadcast package through Tl sniffer

Adv PDU Header
Adv PDU T AdvA
YP® N Type Txbdd Rxidd PDU-Length
ADV NON CONN THD| 2 0 0 31 0xABCD3A10E429

¥
mr L1 PR ———— - L1}
L]

.. Il
2B: unprovision beacon ‘
| Capturing device | Fiadio Configuration | Select fields | Packet detail: | Address book | Dizplay filker | Time Iinel Artrs e ITITT
L W L g W W i
Packet index: 27
Length: 40 /

Raw data [hex): DB BE 89 8E 021F 23E410 34 CD AB 12 2B DD|1D A0 83 B3 27 651030 84 0B BE 86 34 03 B3 45|JD 000374 73E3850000
R551 [dBm]: -38
CRCOK: 1

Figure 13.2: unprovision broadcast package

4) when the connection is successful, the device uuid will be printed out

<0027*Z3:03:16:292 [INFOQ]: (GattProv)CScanDlg: :OnConnect:the device uuid is
: 1d 4d 83 b3 Z7 €5 10 3d 82 0Ob 23 e4 10 32 cd ab

Figure 13.3: Connection successful and print device uuid

5) In the case of gateway provision, when selecting a node obtained by scan, the device uuid will be
printed.

<0005>00-02-49-081 [INFO] : {GattProv)CScanDlg: -provision link-the device uuid is
- 1d 4d 85 b3 27 &5 10 3d 8a Ob 29 ed 10 3a cd &b

Figure 13.4: Print device vuid at a scan node

13.1.2.3 User Customized uvuid Method

If the user wants to customize the device uuid, set NORMAL_MODE_DEV_UUID_CUSTOMIZE_EN to 1.

13.1.2.4 Provisioner static oob database

The Provisioner needs to fill in the oob data of the node to the oob database file (oob_database.txt):
The data format of oob database is as follows:

device uuid(16byte) + oob(16byte)

For example: 1d4d89b32765103d8a0b29e4103acdab ffOOO000000000000000000000000000
Field analysis is as follows:

1d4d89b32765103d8a0b29e4103acdab: The device uuid of the provisioned node.

ffOOO000000000000000000000000000: The oob data of the provisioned node, that is, the value writ-
ten by Light Firmware at the fixed flash location FLASH_ADR_STATIC_OOB (for example, 0x77800)

If there are multiple nodes, the line break can be increased, for example:
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1d4d89b32765103d8a0b29e4103acdab ffOOO000000000000000000000000000
9f6f6e6e5e90943db9be6d79446a9e37 ffaaOOO0OO00000000000000000000000

13.1.2.5 Test steps

Please follow the general process for provision and testing.

The test results of the static oob provision success, the screenshot using GATT master dongle mode is as

follows:

X

W Log [ fastbind |2 retry‘Clear Save...| Sawve v Hex[ 2dv Stop ‘ Scan ‘ Ip scan OTR‘R.K test
" «0064>01:51:31:85Z [ERR]: (common)element count is inwvalid: adr:0x0002Z, cnt:0 -
<0085»01:51:31:864 [ERR]: (common)cok]j_adr 0x0002, not found VO node info
<00686>01:51:31:87& [INFO]: (GattProv)SEND:provisioner send inwvite cmd
g |- ao oo static oob
| |=0087>01:51:31:-35 NFO] : (GattProv)RCV:the provisiom, capa datgfis
- 01 0z 01 00 00 0 00 00 00 00 00
<00688>01:51:-31:-962" [INFO] : (GattProv)5END:the provision start is
~ |- oo oo oo 01 00 Q0
<0069»01:51:-31:-982 [INFO]: (GattProv)S5END:provisioner send pubkey is
87 1& 17 4d 14 b7 78 10 £f= 3e 0Z 08 68 a2c 2b f0 ¢l =8 bZ 1% a8 ZZ Oc 1f =21 b7 ce Bl 92 cB f£1 43
47 Tb e% 5d Z5 40 47 b4 =ae df 80 &% 26 2Zc 05 Sb 532 Sc 37 03 b% dd 7Z dé 5d £fb 2Zf 30 3f dZ 7f cZ
<0070%01:51:32:115 [INFO]: (GattProv)RCV:the pubkey of the dewice is
7% 42 33 cl 02 15 7d 84 d4 4b c3 dl ce Tb B 43 B3 f32 6c dl cod 2e £4 7a 5% 11 28 44 5c 1b 1le dl
b0 cb &8d 6e Ob bZ ol de £f Ze eZ £1 =28 47 1a 31 41 57 f1 be 24 00 Se 3a 74 af df fe 8a €b 40 &4
<0071»01:51:-32:130 [INFO]: (GattProv)5END:the provisioner's comfirm is
= dd &7 ef c7 bZ 44 30 Be 3f &0 08 bZ 18 ££f 4a a7
<£0072>01:-51:-33:-793 [INFQ]: (FattProv)RCV:-the device's comfirm is
: d3 41 Tf 3b 43 38 Bb 5c af 7d aa 00 cl ek 15 0=
<0073»01:51:33:802Z [INFO]: (GattProv)SEND:the provisioner's random is
: £fd 52 79 a4 =24 cb £5 £5 Z0 47 47 Tl 83c S5c c3 ee
<0074>01:51:33:872 [INFO]: (GattProv)RCV:the device's random is
- e2 cb Of 5d 53 54 65 be 00 bl 350 4d fe 26 4f fb
<0075>01:-51:-33:-882 [INFO]: (GattProv)the device comfirm check is succeas
<0076*01:51:-33:832 [INFO]: (GattProv)5END:the provisioner's device info is
- 55 Z& Z& 4d 77 77 9f % 8 £3 1b 1b 45 70 70 57 00 00 00 11 ZZ 33 44 0z 00
<0077>01:51:-33:-90Z [INFO]: (GattProv)the node's dev key:
: b4 B& £& 48 868 b5 11 Ze ae cc ££ 17 df de b e
<0078>01:51:-34:032 [INFO]: (GattProv)RCV:rcv the provision completet cmd, provision success
<0079>01:51:34:045% [INFO]: (Basic)filter send cmd is 0: 00
<0080»01:51:34:06% [INFQ]: (Basic)filter send cmd is 1: 00 01
<0081>01:51:34:087 [INFO]: (Bagic)filter send cmd is 1: ££ ££
<0082»01:51:34:153 [INFO]: (Basic)the filter rsp is 0: 00 00 27 14 -
<0083»01:51:34:163 [INFD]: (Basicimesh rc_data cfg gatt dec suc 2
<0084»01:51:34:173 [INFO]: (log win32) white list
<0085»01:51:34:-181 [INFO]: (log_win3Z)GATT addr 0x0002, filter list status, ListSize is: 0
<00B6>01:51:34:193 [INFOQ]: (Basic)the filter rsp is 0: 00 01 Z3 dd =
<0087»01:51:34:202 [INFO]: (Basic)mesh rc data_ cfg gatt dec suc
<00858»01:51:34:210 [INFO]: (log win32) white list -
€| m 3
B ALL ¥| chn set| connect| input_db | Path:| search file| Mesh |
i URRT ‘ UsB | nutput_d.b‘ GATE RESET | Mesh ota|Gate ota| Prov | Clnsel

Figure 13.5: static oob provision success

Capability data, please refer to the following chapters of spec for more detailed analysis.
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=P 54 Provisioning protocol
=¥ 5.4.1 Provisioning PDUs
Fs5411 Provisioning Invite

I 5.41.2€0visioning Capabilities>

Figure 13.6: capability data

Data analysis is as follows:

0102 0100 00 01 00 00 00 00 00 00
01: Provisioning PDU Type, 01 indicates Provisioning Capabilities
02: Number of Elements

01 00: Algorithms

00: Public Key Type

01: Static OOB Type

00: Output OOB Size

00 00: Output OOB Action

00: input OOB Size

00 00: Input OOB Action

13.2 Ali Tmall Genies Platform

13.2.1 Configuration

Mesh_config.h 00116: ff====me-eemn- mesh config (user can config)-------------
00117: #define MESH NORMAL MODE 0
| el 00118: #define MESH CLOUD ENABLE 1
$ PRANY_GATT _WITH ) 00119: #define MESH SPIRIT ENABLE 2// use this mode should burn in the pa
# % i et 00120: #define MESH AES ENABLE 3
g o301 FEOVLSION 00121: #define MESE GN_ENABLE 4
"4 FAST_PROVISIOH= 00122: #define MESH MI ENABLE 5
endi £ . —_— _—
ﬁ ATT_TKE_SHITCH_E]— 00123: #define MESH MI SPIRIT ENABLE 3 // dual vendor
S TeToase_rLio. 00124: #if  PROJECT MESH PRO
o B s TSN 00125: #define MESH USER DEFINE MODE MESH NORMAL MODE // must normal
"4 TESTCASE_FLAG 00126: #elif  PROJECT SPIRIT LPN
""" B e 00127: #definz MESH USER DEFINE MODE MESH SPIRIT ENABLE // must sprit
"E:#"ils;TS_TEST_EN 00128: # els e
ﬁ Bt 00 i 29: ::de g }Ee MESH USER DEFINE MODE ( MESH SPIRIT ENABLE
endi £ 00130+ endl
) 0 PRI () ANT 27

Figure 13.7: Configuration

Provision uses MESH_STATIC_OOB mode.
VENDOR_ID is OxO1A8.
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13.2.2 Apply tri-truple from Ali

The default tri-truple information is null(con_sec_data[16] is null), code is in user_ali.c, shown as follow-
ing:

User_ali.c )25: #elif (MESH USER DEFINE MCDE == MESH SPIRIT ENABLE) '
126
# include "user_al . )27: #define AIS SAFE CERTIFY THREE PAR EN 0// in Ali demo environment,use this three
o e e )28: #if !AIS SAFE CERTIFY THREE PAR EN
ﬁ e cpolbollc) )29: u32 con_product_id—OX00000002 // little endiness
% include :fafsrt_g;- : const u8 con mac address[c]={0x%e,0xle, 0xll,0x07,0xda,0x78};//small endiness
F include *..f. i@ 1: #if 0 // need to open it to make the init three para enab!e
;gf‘é'"gﬁgg}{ VseR 1EF] || 2: uB con sec data[lé]={ 0x04,0x6ée,0x68 ’Ail,l_xz &, 0x70,
£ STATIC ASSERT )33 0x94,0x44,0x18, z{_,\_;,'_z{l.l,'_z{l.l,‘_z( b, Oxdc};
00034: #else
= 5: uf con_sec _datalle];
#endif
#else

i TaTe Taw

Figure 13.8: Apply tri-truple

So user need to apply tri-truple from Ali:
(Total 24byte: PID(4byte, smaller end) + MAC(6byte, bigger end) + secret data(16 byte)),

Then burn to FLASH_ADR_THREE_PARA_ADR(0Ox78000), and program will read parameter in Ox78000 au-
tomatically.

13.2.3 Use SDK Default tri-truple

User can use SDK default tri-truple for demo, Open it as follows: (Enable the preset con_sec_data [] in the
user_ali.c file)

User_ali.c )25: #elif (MESH USER_DEFINE _MODE == MESH SPIRIT ENABLE)
126
& include "user_al: . )2 #define AIS SAFE CERTIFY_TEREE PAR EN 0// in Ali demo environment,use this three
e e )28: #if !AIS SAFE CERTIFY THREE PAR EN
%jgjﬁ: ceollzolEl )29: u32 con_product_id—OxOOOOOOOZ // little endiness
% sl :fafrt‘ﬁ;' const u8 eon mac address|[c]={0x%e,0xle,0x11,0x07,0xda,0x78};//small endiness
F include *..f. i@ #if 0 // “need to open it to make the init three para enab!e
R etvseainer 0 | u8 con sec data[l6€]={ 0x04,0x6e,0x68,0x11,0x27,0xed, O3

2y STATIC_ASSERT

0x94, 0x44,0x18, 0xdd, 0xbl, Oxbl, 0x7

#else
T ug con_sec _data[l€];
E:é; e1if WESH_USEF #endif
4 AIS_SAFE CE #else

£ TaTo Tum

Figure 13.9: Apply tri-truple

However, because there is only one default tri-truple, it can only be used for a single node demonstration
when testing.

13.2.4 Provision via Tmall Genie

Provision can be done directly through Tmall Genie’s voice commands.
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13.2.5 Provision via Firmware

Because Tmall Genie mode only supports the static oob mode by default, oob and tri-truple have a binding
relationship, so the firmware needs to know the information of the tri-truple to provision. So you need to
add the tri-truple to this file of the firmware:

SIG_MESH_Release_Vxxx -> tools -> telink-ble-phone -> three_para.txt

SDK default tri-truple information has been added to this file. When adding new tri-truple information, just
refer to this format.

- —— — -

mj three_para.t«t - iD=

NP wHE B0 SN #EH)

/isample PID + secret data +Mac
||:||:|2 046ebB8112TedefT094441 8ddb1b1Thde Y8da071116%9

Figure 13.10: firmware file

Then refer to Provision part in chapter 4 for detail steps.

13.2.6 Dual Modes of static oob and no oob

Tmall Genie mode, the node end only responds to the static oob mode by default. If you need to support
no oob mode at the same time, change ENABLE_NO_OOB_IN_STATIC_OOB from O to 1.

13.3 Xiaomi Xiao’ai Platform

13.3.1 Configuration

ot ff - mesh config (user can config)-------------
: #define MESH NORMAL MODE 0
o: #define MESH CLOUD_ENABLE 1
19: f#define MESE SPIRIT ENABLE 2// use this mode should burn in the para in

Mosh:conﬂg.h_ I

# IS VC_FROJECT .
$ TS VC_FROJECT_MAS
$ FROMY_GATT WITH

"4t _ FROJECT_MESH 20: #define MESH_AES_ENABLE 3
;3 FAST_FROVISIOR 21: #define MESH_GN_ENABLE 4
L S FEET 22: #define MESH MI_ENABLE 5
s?;; ?’gTﬁgESWITC}{_E] 23: #define MESH MI SPIRIT ENABLE 3 // dual vendor

24: #if  PROJECT MESH PRO
5: #define MESH USER DEFINE MODE MESH NORMAL MODE // must normal
6: #elif  PROJECT SPIRIT LPN

/: #define MESH USER DEFINE MODE MESH SPIRIT ENABLE // must sprit
------ & DEEUG_EVE_EN

g: #else
9: #define MESI-I_USER_DEFIN'E_MODE MESH MI ENABLE
& endif : #endif

# if _ PROJECT_MES] ——

4k TESTCASE_FLAG_
-4k PT5_TEST_EN
elze
‘§F TESTCASE_FLAG_
if (0 == TESTC
‘4% PTS_TEST_EN
e elze

‘4 PTS_TEST_EN
E endi £

Figure 13.11: Xiaomi defined mesh provision mode
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Provision uses Xiaomi defined mesh provision mode

VENDORL_ID is OxO38F.

13.3.2 Certification Data Setting

* R & D test mode: The default certification data of the SDK is used, dev_cert_pri [], so it can only be
used in the single node test mode. There are 6 certificates by default. Because these certificates are
public, if they have been used by others, conflict will happen. So it is recommended for users to use
the certificate they applied for and then testing it in production mode.

« Production mode: When production or multi-node network testing is required, flash writing is required.
The steps are as follows:

#define DEMO CERT TYPEO
#define DEMD CERT " TYPEL
f#define DEMD CERT " TYPE2
#define DEMD CERT " TYPE3
f#define DEMD CERT " TYPE4
#define DEMD CERT " TYPES

N s Lo DB O

#define DEMO CERT TYPE DEMO CERT TYPEL

Figure 13.12: Apply certificate

Step 1 Define MI_CER_MODE as FLASH_CER_MODE, generate firmware
Step 2 Burn certification data to DEV_SK_FLASH_ADR(0Ox7f000)

13.3.3 Provision Test

After burning firmware, please make sure that the MAC address of the flash (512K flash is at 0x76000 and
1M flash is at OXFFOOOQ) is empty (that is, all 0xff), otherwise it will prompt *Unable to connect” or “Provision
failure”.

When firmware is powered on for the first time, it will extract the MAC from the certificate, write it to the
MAC address sector, and generate some necessary parameters.

After the node is powered on, it can be directly provisioned through Xiao’ai (Voice instruction example:
“Xiao’'ai, add device”).

13.4 Dual Vendor Mode (Tmall Genies and Xiaomi Xiaoai)

13.4.1 Function Introduction

When the node leaves the factory, it will send adv. packets in Ali and Xisomi modes at the same time, which
can be provisioned by either Tmall Genies or Xiao’ai. Once provision is successful, subsequent functions are
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performed according to the selected mode, including parameters such as the vendor model and the transmit
count. For parameter switching functions, see mesh_ais_global_var_set ().

The production test function in unprovisioned state of is performed according to the Xiaomi mode.

After provision is successfully, you can execute the kick light command or restore the factory settings to
return to the dual vendor mode and select again.

Which mode you are currently in can be viewed through the provision_mag.dual_vendor_st variable.

13.4.2 Configuration

Mesh_config.h 00116: //-==----=----- mesh config (user can config)-------------
00117: #define MESH NORMAL MODE 0

et - 00118: #define MESH CLOUD_ ENABLE 1

$ FROYY GATT WITH 00119: #define MESH SPIRIT ENABLE 2// use this mode should burn in the pa

S 00120: #define MESH AES ENABLE 3

i Eesre 00121: #define MESH_GN_ENABLE 4

g 3 DIST_FROVISION = 00122: #define MESH MI_ENABLE 5

$ ATT_TAB_SWITCH_EI 00123: #define MESH MI SPIRIT ENABLE 3 // dual vendor

e — 00124: #if  PROJECT MESH PRO

b TS 00125: #define MESH USER DEFINE MODE MESH NORMAL MODE // must normal

£ TESTCASE_FLAG_ 00126: #elif  PROJECT SPIRIT LPN

4§ 15 gust 00127: #define MESH USER DEFINE MODE MESH SPIRIT ENABLE // must sprit

BT 00128: #else

#% FTS_TEST_EH VULaO. :
e 00129: #define MESH USER DEFINE MODE (MESH MI_ SPIRIT ENABLE
Bondif 00130: #endif

&2 if _ PROJECT_MES]

L TPV URWTINE SRR

aontat:

Figure 13.13: Provision method

Provision method and parameter configuration, please check 13.2 and 13.3.
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14 Factory Reset

14.1 8258 _mesh/8269_mesh Node

14.1.1 Function Introduction

Factory reset reset execution action, please refer to factory_reset_handle () or kick_out():

{

irqg_disable();

factory_reset(); // Flash erasing

#if DUAL_MODE_WITH_TLK_MESH_EN
UI_resotre_TLK_4K_with_check();

#endif

show_ota_result(OTA_SUCCESS); // LED indication
start_reboot(); // MCU reboot

}

If the customer has modified the flash map, or used the customer flash section (the default is Ox7a000
—0x7f000, and erase is not performed on the area by default), you need to reconfirm the factory_reset ()
function to confirm whether there are sector errors or missing erases.

Power-up sequence detection function factory_reset_cnt_check ():

(a) After power-on, the power-on sequence will not be detected until after VALID_POWER_ON_TIME_US
(default 50ms). Because it is necessary to filter the pulse voltage generated when some power supplies
are powered on.

(b) clear_stis 4:

First reset_cnt_get_idx () to obtain the sequence before power off, if it is an odd number, it means that the
previous power-on sequence does not meet expectations, directly clear the power-on sequence and restart
counting. If it is even, then it is as expected.

Then, check whether the stored power-on sequence value satisfies the condition that triggers a factory
reset, and if it does, execute a factory reset. If not, immediately add 1 to the sequence value.

(c) clear_stis 3, get the power-on sequence value by get_reset_cnt (), get the timing time, and start the
timing of the first phase.

(d) clear_stis 2, the first phase timing meets the requirements, get the power-on sequence value through
get_reset_cnt (), get the timing time, and start the second phase timing.

(e) clear_stis 1. If the second phase is over and power has not been turned off, it means that the power-on
time is not as expected, and the power-on sequence is directly cleared.

14.1.2 Default trigger action

Low power node, e.g., LPN, cannot be triggered with booting sequence, because LPN cannot count time and
determine timing sequence. User can trigger this with button-pressing, call functions described in 14.1.1.
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User can follow the steps below to reset a SIG_mesh module (non-LPN) to factory default configuration:
Step 1 Power on the SIG_mesh module, and wait for more than 30s (equivalent to initial power on).

This operation will erase previous power on record, and ensure it conforms to the timing sequence require-
ment of initial power on rather than any power-on sequence defined by “factory_reset_serials[]".

Step 2 Power cycle the SIG_mesh module three times. Note: After each power on, the module must be
powered down within the range of 0~3s. This operation conforms to the requirement of former three power-
on sequences in the “factory_reset_serials[]”.

Step 3 Power cycle the SIG_mesh module two times. Note: After each power on, the module must be
powered down within the range of 3~30s. This operation conforms to the requirement of latter two power-
on sequences in the “factory_reset_serials[]”.

Step 4 Power cycle the SIG_mesh module.

The “factory_reset_handle()” in the “user_init()” will detect and get the result that previous five power-on
sequences match with the trigger requirement of “"Factory Reset”. The red LED light on the module will blink
for 8s with the frequency 1Hz to indicate factory reset success.

Note:

Since some module may need some time to finish power down, to ensure its MCU is stopped completely,
it's needed to wait for a duration (e.g. 2s, depend on module) after power-down operation.

Power-on timing sequence is defined by the array below:

u8 factory_reset_serials[] = { 0, 3,

0

9, 3,
0, 3,
3, 30,
3, 30,};

14.1.3 Method to modify power-on sequence

To modify power-on sequence, it's only needed to modify/add/delete sequences in the array “fac-
tory_reset_serials[]” correspondingly, as long as the requirements below are met:

« The left value should be smaller than the right value.

« When it's needed to add/delete sequences, since one sequence corresponds to two values, multiple
of two values must be added/deleted correspondingly.

E.g. To modify power-on sequence as six sequences, the following method can be followed.

u8 factory_reset_serials[] = { 0, 3,

s s

,» 30,
,» 30,

0
0
0, 3,
3
3
3, 30,};
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14.1.4 The function of the previous mesh network can be restored after the reset
action is triggered

The above 1 -3 mode is the normal mode for restoring factory settings.

After trigger factory reset, if it does not re-configure the network within a certain period of time (such as
30 seconds), some users may hope to automatically restore the previous network information. The SDK
provides 2 APIs needed to implement this function:

« mesh_reset_network (u8 provision_enable): Restore the network information in the ram to the default
network state. Since the parameter provision_enable is 1, the device will send unprovision beacon and
pb_adv, and the device can be reconfigured. At this time, only the RAM data is restored, but the flash
information has not changed.

+ mesh_revert_network (): Reload network information from flash.

Implementation: When the user triggers the factory reset action and enters the kick_out function, it di-
rectly calls mesh_reset_network (1) to restore the network information in the ram to the default network,
without calling factory_reset () and start_reboot ().If the user wants to restore the network, directly call
mesh_revert_network () to reload the mesh information from the flash.

14.2 Gateway Node + Host Computer

To reset the gateway, you need to perform two actions: one is to delete the mesh_database.json, and
the other is to clear the parameter area of the flash of the gateway dongle (for example, by resetting
the device 5 times). Because there are two actions that need to be performed, in order to facilitate the
operation, a "GATE_RESET" button is added to the firmware. After executing this button, the above two
things will be performed. After the gateway dongle clears its own flash parameter area, it will automatically
call start_reboot () for a soft restart.

Note: this button just resets the gateway itself and will not send commands to reset other nodes.
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: |

2
v Log [ fastbind |2 retry|Clear |Save. . | Aia ]E Hex[ _Bdv  Stop Scan ‘ rp scan OTA |R.x test
| — ) 1 =
i <0000>15:04:31:840 [INFD]: (GATEWA GCATEWAY CMD RESET: e3 ff 02 -
<0001>15:04:31:843 [INFO]: (common)wait the gateway rinish shining,and the gateway will reset
<0002>13:16:22:52& [INFO]:(cmd rsp)Status Rsp : 84 5d ££ £f 82 4de 4& el £f £ 01
<0003>19:-16:22:541 [INFO]: (GATEWAY)HCI GATEWRY RSP OP CODE
= : 91 81 94 5d ££f ££ 82 4e 46 el ££ ££ 01
<0004>19:423:52:649 [INFO]: (GATEWAY)HCI GATEWAY CMD GET PRO SELF STS : e% ££ 0c
<0005»19:-43:52:6593 [INFO]: (GATEWAY)HCI GATEWRY CMD PRO STS_ RSP unprovisioned
: %1 8b 00 30 B84 00 &4 B2 00 00 &0 B3 OO0 OO 30 20 24 00 OO0 OO OO OO0 OO0 OO OO QO QO QO
—! |=0006>19:43:52:665 [INFO] : (GATEWRY)HCI GATEWAY CMD SEND ELE CNT
I 81 Bec 01
<0007>19:-44:17:-951 [INFO]: (GATEWAY)HCI GATEWAY CMD GET PRO SELF STS : e9% £f Oc
<0008>13:-44:17:337 [INFO]: (GATEWAY)HCI GATEWAY CMD PRO STS RSP unprovisioned
: 81 8 00 30 B84 00 7d 3b 84 00 75 3c B4 00 5= 27 00 00 01 00 OO 00 58 BB 01 00 0O 00
<0003>19:44:18:00& [INFO]: (GATEWAY)HCI GATEWAY CMD SEND ELE CNT
: 81 8c 01
4 _I I
B ALL *| chn_set| connect input_db ‘ Path: search file| Mesh |
- UART | USB | output_db @} esh ota|Gate ota| Prow ‘ Close |
—

Figure 14.1: gateway reset

The send command E9 FF 02, E9 FF represents the macro HCI_CMD_GATEWAY_CTL, and the related pro-
cessing flow is in the function app_hci_cmd_from_usb_handle.

else if (HCI_CMD_GATEWAY_CTL == type){
#if IS_VC_PROJECT
ret = fifo_push_vc_cmd2dongle_usb(buff, n);
#else
#1f GATEWAY_ENABLE
ret = gateway_cmd_from_host_ctl(hci_data, hci_data_len);
#endif
#endif
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An opcode of 02 indicates HCI_GATEWAY_CMD_RESET, and the related processing flow is in the function
gateway_cmd_from_host_ctl.

else if (op_code == HCI_GATEWAY_CMD_RESET){
factory_reset();
light_ev_with_sleep(4, 100*1000); //10hz for about the 1s
start_reboot();

14.3 GATT master dongle + Host Computer

There is no storage parameter in the flash of master dongle, so just delete the mesh_database.json file of
the upper computer, and then reopen the upper computer tool.

14.4 LPN Node

Low-power nodes cannot be reset by powering on 5 times, because when it is in sleep state, it will take
some time to consume power after power off. Therefore, LPN nodes generally need to press keys and other
methods to trigger and call the functions in the first section of this chapter.

DEMO LPN: long pressed SW1 key (MESH_LPN_FACTORY_RESET_KEY) for more than three seconds
(LONG_PRESS_TRIGGER_MS) .it will flash 4 times, indicating that the reset is successful..

14.5 Switch Node

Low-power nodes cannot be reset by 5 power-ups. Need to press keys, press and hold the key combination:
RC_KEY_A_ON + RC_KEY_4_OFF for more than three seconds, it will flash 4 times, indicating that the reset
is successful.
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15 Fast bind Mode (PROVISION_FLOW_SIMPLE_EN Mode)

15.1 Function Introduction

This mode is a non-standard mode and is used to speed up the provision. The improvements are as follows:
After the implementation of the Spec definition provision flow, the unicast address, netkey, and other infor-
mation are assigned, you need to send get composition data, app key add in order, and perform key bind on
each model in the composition data obtained. This is not so complicated, in most cases a device will only
have an APPkey. So we defined this Fast bind pattern.

The Fast bind mode is mainly to optimize the key bind part. When the provisioner sends the app key add, it
no longer sends the key bind command. After the node receives the app key add, it performs the key bind
action on all of its own models. For details, see the code enclosed in the PROVISION_FLOW_SIMPLE_EN
macro.

In addition, in order to further simplify provision, the demo app does not need to execute the get composition
data command, it directly queries the database to obtain all information of the corresponding composition
data through the PID in the device UUID obtained by provision. The following figure shows the function of
firmware to write PID to device uuid.

woia set_dev_uuid_for_simple flow( uc *p uuiq)
(

simple flow dev uuid t *p dev uuid = (simple flow dev uuid t *)p_uuid;

memcpy_(&p_-:i.ev_uui-:i—>cp5_head, &gp_pagel->head, sizeof (p_dev uuid->cps_head) )
memcpy (p_dev_uuid->mac, tbl mac, sizeof(p dev uuid->mac));
// set uuid

Figure 15.1: Write PID to device uuid

If the customer does not want to obtain the composition data by querying the database, he/she can also
modify the flow of the app and add the get composition data command.

15.2 Configuration

Node Firmware: set PROVISION_FLOW_SIMPLE_EN to 1.

15.3 Function Demonstration

15.3.1 Firmware Configuration

€3 Telink sig_mesh -- Found V3.1 &J
cHMD |t1_n=dE_gatEway-mi j INT | BULKOUT ASCII | W Lod [T fastbind) |2 retry
| =

bulk emd debua - = p— z

W Bex[ 2dv Stop

Save._ . | Save

Clear

Figure 15.2: Firmware Configuration
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15.3.2 APP Interface Configuration

Enable this option in the app:

Homepage - setting - settings - Enable Private Mode (Default Bound)
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16 Private Fast provision Function

16.1 Function Introduction

Remote provision is done node by node, when the network is big, the provision time is still too long, to
solve this problem, we provide this private fast provision function, i.e., in the default key network, add
vendor commands, e.g., VD_MESH_RESET_NETWORK, and send network key, app key, iv index to target
address Oxffff(send only once, and the whole network can receive it), then assign unicast address one by
one according to mac. In this way, user can provision nodes within multiple hops. Device keys are generated
based on mac address according to a certain rule, no need to assign by mesh commands.

User can also add un-provisioned new devices into an existing mesh network by fast provision way.

16.2 Configuration

Set FAST_PROVISION_ENABLE to 1. Compile 8258_mesh project, download to 3(more than 1)8258 don-
gles.

GATT master dongle mode and APP support fast provision function by default. The gateway V3.3.4 and
later versions support this feature, which is disabled by default.

16.3 Function Demo

The following demo shows how to add multiple (more than 2) 8258 nodes into mesh network at the same
time for Gateway.

1) Power up the 8258 mesh node.

2) Set FAST_PROVISION_ENABLE to 1, compile the 8258_mesh_gw compilation option to get
8258_mesh_gw.bin and burn it to the 8258 Dongle, that is, Gateway.

3) Plug the Gateway into the USB port, open “SIG_MESH_TOOL” and select tl_node_gateway.ini, the title
bar will show Found indicating that the gateway device is found (Provisioner). The tool will automati-
cally get the uuid and mac address of the gateway, and the format of the commands sent is detailed
in the “Provisioner (Gateway) Project Introduction” in the “Provisioner Lighting” section.
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€3 felink sig_mesh - Found| Vv4.1.0.0 = X

am “tl,nch,;ateway-lni Ij INI | BULKOUT ASCII |I7 Log [ AutoSavelLog ,:7 KEt(leleaKlSavE,,,l Save |I7 Hex[ RAdv stop Scanlrp_icinl Ex_scan| OTA |Rx test
————— bulk_cmd_debug [—_|
Ptk _eme fastbind E : |Hone -
LEN_get_level r stend Adv

LPN_get_onoff [
lightness_get_Panel

—--Note:retry count field of LEN distrib start is change
LPN_fu_discrib_ota_stars_04

CDTP_OTS_GATT_ADV_ON

CDTP_OTS_GATT_ADV_OFF

£w_update_info_get
£w_update_info_get_all

£fw_distributicn get

===Note:these distribution start not for LPN. For LPN, p
£fw_distribution_start_all

fw_distribution_start_000

------------- ------distribution start end
fw_distribution_suspend
fw_distribution_cancel
£u_update_metadata_check
£w_update_get
£u_update_start
£w_update_cancel
£w_update_apply
blob_transfer_get
blob_transfer_start
blcb_transfer_cancel
blob_block_start
blob_chunk_transfer
blob_block_get
bleb_info_get

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_set
time_get

time_zone_set ALL hd :nn_seul :unne:tl input_db | Path: CpenFile
[” directed A URRT | USB Dutput_dbl GwR | GuMeshCta |~"xm 1{“ Prov Il Close |
d

Figure 16.1: Normal connection

4) Click the “Prov” button at the bottom right corner to enter the provision interface, select Fast prov
mode, set the network parameters and then click SetPro Internal to configure the provision data of
Gateway. For the command format of "Prov” and “SetPro Internal”, please refer to “Provisioner (Gate-
way) Project Introduction”, “Provisioner Lighting”.

5) Add the appkey of the Gateway: since there is no binding process in the fast provision, if there is no
app key added to the Gateway before, you need to add the app key to the Gateway, the corresponding
command format is:

HCI_CMD_GATEWAY_CMD + netkey index + appkey index + retry cnt + response max + destination + op +
par.

that is: e8 ff + OxO000 + 0xO000 + 0x00 + 0x0O1 + gateway address + 0x00 + netkey appkey index(3 bytes)
+ appkey(16 bytes).
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provision X

¥ Fastprov mode ) Static
apk_idx [np 00
@ 2 app_key ‘EU 96 47 71 73 4f bd 76 €3 b4 05 19 d1 d9 4a 48
network_key ‘w 12 4d cB 43 bb 8b a6 1f 03 5a 7d 09 38 25 1f

key index 00 00 iv_index |112233 44
iv_update_flag 0 unicast_adr (0d 00

Coom D 3

filter_operation

filter_type |white list ~| filter_data |g1 Qo fi fi

SetFilter | Add_mac |

RM_mac

Figure 16.2: Click in order

6) Click the “Provision” button to start the network provision.

The corresponding command format of Provision control is HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_FAST_PROV_
+ pid(2 bytes) + new device address(2 bytes).

That is: €9 ff + Ox17 + pid + new device address.

Note: The device type to be added can be specified by PID. If all device types are to be added, PID is set to
Oxffff.

7) The gateway reports the address assigned to the device during fast provision to sig_mesh_tool.exe of
PC. The report format is:

TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_SEND_NODE_INFO + VC_node_info_t.

That is: 0x91 + 0x81 + VC_node_info_t. For details of the VC_node_info_t format, please refer to the
“Provisioner Lighting” section in the “Introduction to the Provisioner (Gateway) Project”.

Note: Since the valid parameter length of the vendor message is only 8 bytes, the device only returns 6
bytes of mac and 2 bytes of PID during the gateway scanning, and the gateway side will get the number of
elements of the device according to the PID, please refer to mesh_fast_prov_get_ele_cnt_callback(u16 pid)
for details.

8) After fast provision is completed, you will see all nodes are blinking 3 times. The gateway reports to
sig_mesh_tool.exe of PC with successful binding event. The report format is:

TSCRIPT_GATEWAY_DIR_RSP + MESH_KEYBIND_EVE_SUC + event.

That is: Ox91 + Ox8a + Ox01.

9) Click the “Mesh” button to enter the mesh window to turn on/off the lights.
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17 Private online status function demo

17.1 Function Introduction

Currently, the online and offline monitoring mechanism provided by the SIG mesh spec can be implemented
through the heartbeat and publish mechanisms. The real-time monitoring of status such as onoff of nodes
can be implemented through the publish mechanism.

When both online and offline monitoring and real-time monitoring of status are required, a publish mecha-
nism is required. However, the publish mechanism has the following limitations:

« Publish messages generally need to set relay, so there will be more packets on air.

+ The publish period cannot be set too short (it usually takes tens of seconds or longer), otherwise there
will be too many packets on air, affecting normal control.

+ Sometimes it takes several publish status messages to include all the statuses that need to be reported.
At this time, there will be more packets on air.

Therefore, we have added an online status mechanism, the purpose of which is to achieve fast and effective
online and offline detection, and to report important status of nodes, while also effectively reducing data
packets in the network.

17.2 Configuration

Change the ONLINE_STATUS_EN of app_config.h of both mesh and mesh_provision project from O to 1.

17.3 Packet Format

The online status data packet is sent by adv of ADV NON CONN IND, and the type of the payload is cus-
tomized MESH_ADV_TYPE_ONLINE_ST (0x62), as shown in the figure below.

Time (us) Adv PDU Header AdvData RSSI
+3199gy ||Channel [|Access Address || AdvPDUTYpe |7 -7 a5 RyAdd  PDU-Tength LI 1E 62 OF 07 31 56 FZ 03 47 DA 76 D7 23 28 CC 80 Eie (aBm) || €%
-1599997 || ox25 || OxEESSBED | RDV_mon_cowm_imp|| 2 0 0 37 0XFFFFE2580002 || 64 13 BS 41 57 93 BA 1C 6B SE DD 91 9F 2B 44 oxo00080 || -38 || oK
Time (us) Adv PDU Header AdvData RSSI
Channel || Access Add Adv PDU Ty AdvA CRC FCS
+3g0010 ||SNN"E S8 Address YP  |Iype TxAdd RxAdd EDU-Length 1E 62 OF 07 31 57 F2 03 47 DA 76 DS 23 28 CC 80 {dBm)
—1960007 || 0x25 || OxeEsSBEDe | 2DV mon _coww D || 2 o o 37 0XxFFFFE2580002 || 64 13 BE 41 57 93 BA 1C 6B 9E DD 7E 1D 3E 25 0x000076 || -38 || oK
Time {us) ‘Adv PDU Header AdvData RSSI
Channel || Access Add Adv PDU Ty AdvA CRC FCS
+319994 ||SNN"E S8 Address YP€  |Iype Txhdd RxAdd EDU-Length 1EUE‘ 07 31 54 F2 03 47 DA 76 D4 23 28 CC 80 {dBm)
—2280001 || 0x25 || OxeEesBEDG | 2DV NON coNN _IND|| 2 0 0 37 0XFFFFE2580002 | 6 BE 41 57 93 BA 1C 6B SE DD 0C Cl 5E 66 oxooooe4 || -3s || o

Figure 17.1: Packet format

The effective payload length is 24 bytes. By default, each node requires 6 bytes. For details, please refer
to
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typedef struct/

ule dev_adr :15; // don't change include type
ule rsv :1;
18 sn; // don't change include type

u8 par[MESH NODE ST PAR LEN]:; //lumen-rsy,
mesh node st wval t;

Figure 17.2: reference details

The effective length of each node is MESH_NODE_ST_PAR_LEN (3). The specific data filled can be cus-
tomized according to each product. The default fill BYTE O is brightness, BYTE 1 is the color temperature
value, and BYTE 2 is reserved. Modify device_status_update () according to customer needs.

voia device status update
{
// packet
ug st _val par[MESH NODE ST PAR LEN] = {0};
memset (st val par, 0xFF, sizeof(st wval par));
// led_lum should not be 0, because app will take it to be light off
st val par([0] = lighp_lum_get{o, 1):;
#if (LIGHT TYPE CT EN)
st _val par[l] = light ct lum get (0, 1);
#else
st val par[l] = 0xff; /S rsv
#endif
// end

11 device status update (st val par, sizeof(st val par)):

Figure 17.3: device_status_update

Note: MESH_NODE_ST_PAR_LEN (3), can be modified, but the larger the length, the slower the transmission
speed. And there is no length field to describe this length, so when defining the network, you must first
determine the value of MESH_NODE_ST_PAR_LEN. If the MESH_NODE_ST_PAR_LEN values configured by
nodes in the network are inconsistent, there will be compatibility issues, resulting in data format parsing
errors.
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17.4 SIG_MESH_TOOL Firmware Demo

o i gl - — - ng B
Log [ f£astbind I2 retrlelearlSave---l Save | W Hex[ adv Stop | Scan | rp_scanl OTA |Rx test
—schedule —
All | On | Off | Svr | Clnt E| _Ee:;y
e .
On | Off custom
Ill- | ® e
Group_S
G C v Jan |+ Fel
e WV Jul ¥ Auc
GrpDeIAII_Sl 3 e
GrpDelAll_C| " any hour -
~Minute
Ry 3 " any minut
SecNwBc - " every 15
! ™ ansars P n

Figure 17.4: SIG_MESH_TOOL firmware demo

Step 1 Choose online status as shown in figure above.

Step 2 Click Node button as shown in figure above. After clicking, you can see from the log window that
you did not send similar commands such as lightness get. Instead, you can directly obtain the online status
data in the directly connected node through the custom UUID.

Step 3 After clicking the Node button, the node display window on the left shows the node information of
the current network.
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18 Telink Proprietary OTA Test Brief

18.1 GATT master dongle OTA for firmware update of BLE directly
connected nodes

This mode is a point-to-point BLE Direct Connect OTA.

1) Download the BIN file (New FW) that requires OTA to the flash address of 8269 master dongle starting
from Ox20000 according to the instructions in 7.1, burn 8269_mesh_master_dongle.bin from address
0x0000.

Note: The difference of burning New FW:

BDT tool, please refer to the following steps:

+_ Telink Burning and Debugging Toel (BDT) =& &
—
‘TFile View Tool Help ‘% =
=

D 8258 = " EVK - 0 Erase + Activate I™ Run NI Pause W Step Q PC & Singlestep = C Reset @ manual mode ~ & Clear

3 Download | Eééi Tdebug = Log windows
i - — e —
Variable Name Addr Len Value 3 —
hei_tlk_module_event 42f00 4 00000000 —mi Swire ok! \ |=
bit_event func 4204 80 |

TC32 EVK : Swire OK
ll_host_main_loop_cb 42f54 4 0001c489 Flash Sector (4K) Erase at address 20000
Page Program at address 20000

I encrypt' gl L AJECD A Favatatatatatata’

14 Setting El_lﬂ_hj Page Program at address 20400 i
Il_connCal 4 i
7 e Program at address 2
ll_connTed ) 5RAM oot Flash Page FT gz 20c00
blc_tlkEvel Dovenload Addr{H) Flash Sector (4K) Erase at address 21000
bltMac = Flash Page Program at address 21000
Erase Flash Addr(H): 0 J - Flash Page Program at address 21400
bit_state Cactor Erea Soatice (522 - Flash Page Program at address 21800
bltParam ector Erase Sze(K): Flash Page Program at address 21c00
bltData Sram Start Addr(H):  [40000 Flash Sector (4K) Erase at address 22000
Flash Page Program at address 22000
LL_FEATUL Flash Page Program at address 22400
blt_p_event_callback 42fa4 4 00000741 Flash Page Program at address 22800
Flash Page Program at address 22c00
bl?_mte a2fa8 . 00000007 Flash Sector (4K) Erasze at address 23000
Iirq_rx_data_cb 42fac 4 00001a35 Flash Page Program at addre=z= 23000
revert_conn_crc 42fb0 4 00969996 Flash Page Program at address 23400
Cre24Lookup 42fb4 64 Flash Page Program at address 23800
i i Flash Page Program at address 23c00 il
I_irg_systemTick_coni 42ff4 4 00001921 -l = :
. - R 3 meas e —
evk device: ok Rle Path: E.‘\ble_l'l_mesh\ble_ﬂ_mesh\ble_l'l_mesh\&ZSB_mes@SB_meshw = venion : 5.4.1

Figure 18.1: BDT tool

For wtcdb tool, click the *"WF20000” button to start burning. Please refer to the following steps:
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| wT wicdb — X
|D:13.0.2\51G MESH Release V3.0.2_20151111\sdk\8258_mesh | IEIN. .. | open
| DEF... | Int

BIN [s320 x| ot2 Prog:aml fcorz | |00 [1-byte v||use ~] [wtcd.b.:i.ni EI
mesh.bin Flash Sector (4K) Erase & Program at address 27000 -
8258_mesh3.0.2.bin Flash Sector (4K) Erase & Program at address 28000
Flash Sector (4K) Erase & Program at address 25000
Flash Sector (4K) Erase & Program at address Za000
Flash Sector (4K) Erase & Program at address Zb000
Flash Sector (4K) Erase & Program at address 2c000
Flash Sector (4K) Erase & Program at address 2Zd000
Flash Sector (4K) Erase & Program at address 2e000
Flash Sector (4K) Erase & Program at address 2£000
Flash Sector (4K) Erase & Program at address 30000
Flash Sector (4K) Erase & Program at address 31000
Flash Sector (4K) Erase & Program at address 32000
Flash Sector (4K) Erase & Program at address 33000
Flash Sector (4K) Erase & Program at address 34000
Flash Sector (4K) Erase & Program at address 35000
Flash Sector (4K) Erase & Program at address 3€000
Flash Sector (4K) Erase & Program at address 37000
Flash Sector (4K) Erase & Program at address 38000
Flash Sector (4K) Erase & Program at address 35000
Flash Sector (4K) Erase & Program at address 3a000
Flash Sector (4K) Erase & Program at address 3b000
Flash Sector (4K) Erase & Program at address 3c000
Flash Sector (4K) Erase & Program at address 3d000
Flash Sector (4K) Erase & Program at address 3e000
Flash Sector (4K) Erase & Program at address 3£000
| Flash Sector (4K) Erase & Program at address 40000
Flash Sector (4K) Erase & Program at address 41000
Flash Sector (4K) Erase & Program at address 42000
Flash Sector (4K) Erase & Program at address 43000
Flash Sector (4K) Erase & Program at address 44000
file dowload to 00020000: 150148 bytes
Total Time: 11545 ms
v
TRACE Firware [ UART M § R Log -
— en e | Cl“rl F Dsae |.\|;cdb_exe wE 20000 -eb -i
Is 2
4k vCD | SRAM I I‘1 Tdebuql DelPa:i.:l E25€k I ReadF I ReadPCl :longleIEI Pnu:0f4 e
33 View | SWE I Hex I Swe sE cmwnal ESlEkI szc:ap‘ ReadIDI nsr.ncul n:i.nq33| museIDl g'p:i.cchl Close
Ready lidle:4

Figure 18.2: wtcdb tool

2) Refer to the steps (1) to (5) in Section 4.4 to establish a BLE connection between the target node and

the tool.

3) Click the OTA button to start the OTA process. If the OTA is completed normally, the node will flash 8

times continuously.

Telink master -- Found

D Isiq_msh_msce: .ini

_bulk_cmd_debug

LEPN _get_lightness

lightness_get_Panel

£fuw_info_get

fw_info_get_all
£fw_distribution get
fu_distribution_start_all
fw_distribution_start_0002
£w_distribution_start_02_03
fw_distribution_start_0001
£fw_distribution_stop

£w_distribution_detail get

~

€183>10:
€184>10:

03:
05:

[INFOI :
[INFO] :

- op 0x0282 rsp_max 1, rsp_cnt 1

X

:] INI | BULKOUT ASCII|V Log [~ fastbind |2 :er.ty|cleaz|5ave_“| Save ||7an|_ Adv  Stop | Scan | :p_scanl A |Rx tasr.l

<€171>10:03: [INFO] : (cmd_rsp) Status Rsp, : 04 00 01 00 B2 4e ££f £f ~

<€172>10:03: [INFO] : (log_win32)mesh tx_reliable_stop: op Ox4b32 rsp max 1, rsp_cnt 1

<€173>10:03: [INFO] : (common)ExecCmd: a3 £f 00 00 00 00 02 01 £ff £f 82 02 00 00

<€174>10:03: [INFO] : (Basic)the mesh access tx cmd is 0x0282 : 00 02

<€175>10:03: [INFO] : (Basic)adr_src:0x0004,adr dst:0x0001,access rx omd is O0x482 : 82 04 01 00 Oa

<€17€>10:03: [INFO] : (cmd_rsp) Status Rsp : 04 00 01 00 82 04 O1 00 Oa

<€177>10:03: [INFO]: (log_win32)mesh tx_reliable stop: op 0x0282 rsp max 1, rsp_cnt 1

<€178>10:03: [INFO] : (common) ExecCmd: a3 £f 00 00 00 00 02 Ol ££f ££f 82 02 01 00

<€175>10:03: [INFO] : (Basic)the mesh access tx cmd is 0x0282 : 01 03

<€180>10:03:27: [INFO] : (Basic)adr_src:0x0004,adr_dst:0x0001,access rx cmd is Ox482 : 82 04 00 01 Oa

<€181>10:03: : [INFO] : (cmd_rsp) Status Rsp : 04 00 01 00 82 04 00 01 Oa

< 2. 1 - i

32:187

(common) GATT OTA start......
(common) GATT OTA completed: COK

Figure 18.3: Start OTA

4) For the commands of the OTA part and the details of the protocol part, please refer to Chapter 6.4
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of "AN_17092701_Telink 826x BLE SDK Developer Handbook”. There is a detailed description of the
command and protocol format.

18.2 OTA OTA where the Gateway node updates its firmware

The purpose of Gateway Gate OTA is to upgrade the firmware of gateway itself.

1) Open the BDT tool and download 8258_mesh_gw.bin to 8258 dongle.

2) “Found” in the upper left corner of the tool means that the 8258 Dongle and the PC tool are normally
connected and can communicate normally.

. search_filel
3) Click the button in the lower right corner and select a different version of the

8258_mesh_gw.bin file;

3}
| O | [s1_node gateway.ini | mr | BULKOUT ascu| ¥ Log [~ fastbind |2 x-tx';|Cllix|Si\:- . | Save ‘17 Hex[” Adv Stop | Scan | r:p'scinl DTA‘RX t-st| ]
mesh_bulk_cmd_debug ~
"""""""""""""""" (2 Easis X
« v » HEREE > FigEE (D) > 302 > v O $%3.0.2 »
=R - el ~ ™ @ ‘
~ 4 =t Pe +
@ OneDrive =8 e = !
IG_MESH _Rel 191111 9 10:14 ik
i SIG_MESH_Release_V3.0.2_ 2019
(& 8258 mesh_gw.bin 2019/11/26 17:5 BIN 4% ]
B30 e
B ®a
= BF
&) SR
4 T®
b &%
W=E
= TEESE (C)
- FIEEE (D)
N v < >
EE(N): | *.bin Bin Files (".bin) v
117 (0) B
e |
§ = ALL ¥| chn_set| connect| GATE_RESET Path: search_file|| Mesh
1 0 41 0€ 00 20 04 10 00 00 ’ﬂ UART vse = =
| H:sh_cta| Gate_o ov | Close |

Figure 18.4: Select bin file

4) Click the Gate_ota button to start the upgrade. LOG prompts gateway firmware load suc to indicate
that the upgrade was successful. After the upgrade is successful, the gateway will automatically

restart and enable the new firmware.
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Telink sig_mesh -- Found X

@ | [t1_node_gateway.ini - INI | BULKOUT ASCII| W Log [* fastbind |2

mesh_bulk_cmd_debug ~ [<ooe1>16:54:54:288

tzyl cl--:ls-v-.. | Save |Fnoxl— Adv  Stop | Scan I zy_sc-nl on|nx un:l

[INFO] : (common) firmware is €2 percent ~

LPN_get_lightness

<006€2>1€:54:55:430 [INFO): (common) firmware percent
LPH_get_onoff <00€3>1€:54:56:€02 [INFO] : (common) firmware percent
lightness_get_Panel <0064>16:54:57:774 [INFOI: (common) firmware percent

<00€5>1€:54:58:934 [INFOI: (common) firmeaze percent
fw_info_get <00€€>1€:55:00:07€ [INFO]: (common)firmsare percent
#m_info_gut_all <00€7>1€:55:01:147 [INFO): (common) firmsare percent
fw_distribution get <0068>16:56:02:274 [INFO] - (common) £irmure percent

#u_distribution_start_all <00E9>1€:55:03:430
fu_distribution_start_0002 <0070>16-56-04:586
fu_distribution_start_02_03 <0071>16:E5-08:743
#u_distribution_start_0001

[INFO] : {common) firmware
[INFO] : (common) firmware
[INFO] : (commen) firmaze

percent
percent
pezcent

itz <0072>1€:55:06:915 (INFOI: (common) firmwaze percent
fu_distribution_stop <0073>1€:55:08:038 [INFO] : (common) firmware percent
fu_distribution detail get <0074>1€:55:09:145 [INFO] : (common) firmware percent
£fu_update_get <0075>1€:55:10:243 [INFO): (common) fizmwaze percent
fw_update_prepare <007€>1€:55:11:414 [INFO) : (common) firmrare percent
<0077>1€:55:12:58€ [INFOI: (common) firmwaze pexcent

<0078>1€:55:13:743 [INFO]: (common) #irmare percent

_ <0075>1€:55:14:915 [INFOI: (common) firmwaze percent
cbj_transfer_gec <0080>16:55:1€:044 [INFOI : (common) £irmeaze percent
ob)_tzarsfez_skazt <0081>1€:55:17:142 [INFO] : (common) firmuare percent
cbj_transfer abort <0082>1€:65:18:244 [INFO) - (common) firmuare percent
obj_block_transfer_start <0083>1€:55:19:414 [INFO] : (common) firmware percent
obj_chunk_transfer <0084>1€:55:20:555 [INFO) : (common) firmware percent
cl)_bleck_get <0085>1€:55:21: €58 [INFOI]: (common) fizmwaze percent
ob)_info_get <008€>1€:55:22:80€ [INFO]: (common) firmuare percent
- <0087>1€:55:23:9€4 [INFOI: (common) firmwaze peccent
schaduler_get <0088>1€:56:26:10€ [INFO): (common) firmsare percent

sched_action_get <0085>1€:55:26:171 [INFOI: (common) firmuaze
sched acticn ser off <0090>1€:66:27:304 [INFO] : (common) firmsare
<0091>1€:55:28:477 [INFOI: (common) firmuaze
<0092>1€:55:29:€49 [INFO) - (common) firmsare
<0093>1€:55:30:821 [INFO]: (common) firmwaze
<0094>1€:65:31:957 [INFO]: (common) firmware
<0095>1€:55:33:119 [INFO]: (common) firmware
<009€>1€:55:34:187 [INFO]: (common) firmware percent
<0097>1€:55:35:351 [INFO]: (common) firmware percent
364508 {IHEO} e
*0099>1E:5§:37:€95 [INFO]: (common) gateway firmware load suc

scene_store v ALL - "‘“—“‘I‘““'“ GATE_RESET p...{: D:\3.0.2\8258_me

percent
percent
pexrcent
percent
percent
percent
percent

d
sched_action_set_scenel

v

uch_:u-] Mesh |

e ££ 00 00 00 00 02 00 02 00 €0 41 06 00 80 00 04 10 00 00 00 [ =] war I T e -i, =

Figure 18.5: Click Gate_ota
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19 Network Sharing

For more information, you can also refer to the section 33.5.1.2 Share Export of the chapter Android and
iOS APP User Guide.

19.1 Share Mode of App share from Gateway or GATT Master Dongle

Step 1 Use VC master or gateway networking to make sure that the 8258 dongle nodes can be properly
networked and controlled;

Step 2 Click on “output_db” on the homepage; (you can’t copy and paste the JSON file directly because you
have to remove some added fields like iv index, etc.)

Step 3 Import the output json file into TelinkSigmesh APP.

IOS APP Steps:

Step 1 Connect your phone to a computer with iTunes installed.

Step 2 Click the phone icon in the upper left corner of iTunes to enter the iTunes device details interface.

Step 3 Select “File Sharing” on the left side of iTunes, then find and click the demo APP “TelinkSigMesh” in
the app, and wait for iTunes to load the file.

Step 4 After the file is loaded, drag the json file on your computer into the “TelinkSigMesh” document on
the right

Step 5 Click the IMPORT button in the APP to select the JSON file to load. Detailed steps are in the pictures
below:

a) Open APP TelinkSig mesh, click Setting button.

NG

Figure 19.1: Click Setting

Share
b) Click Share button
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Setting

Scenes
Share
Mesh OTA
Debug
Log

Mesh Info

Choose Add Devices

Q s] =

Grou Setting

Figure 19.2: Click Share

c) Click IMPORT button

Import JSON:

1. Iphone connect to computer that install iTunes.

2. Click on the iTunes phone icon in the upper left
corner of iTunes into the iphone interface.

3. Select "file sharing” in the left of the iTunes, then find
and click on the demo APP in the application of
"TelinkSigMesh", wait for iTunes load file.

4. After file is loaded, drag the files on the computer
"mesh.json" into the right side of the "TelinkSigMesh",
replace the old file and reopen the APP, the APP will

load json data file automatically.

5. IMPORT button to choose new json file and load
it.

SN JSONZUBIRIE, HRUNT:

1EFHERRRET iTunes FIEBE E.

2. Rk iTunes & BRI FHEIR#N iTunes IR & IEER
i,

3. R iTunes AMEYHHAE", REEMAPRIIHS
i demo APP “TelinkSigMesh”, 4§ iTunes I3,
4 ZEmMETERE, 151 json XIEEAGN
#9“TelinkSigMesh” B3R

5. APP £ IMPORT $Z4H3% 12 B RIAY JSON 3Lf4 #4740
8.

IMPORT

Figure 19.3: Click IMPORT

d) Click mesh.json, click IMPORT
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hesh-ZDTB-‘\|-U7-|5:3!l'54.349.ison v |

mesh-2019-11-26-14:25:02.298 json O

IMPORT

Figure 19.4: Click mesh.json

Import file with Android APP:

Step 1 Connect the phone to computer, import the mesh.json file into any folder on the phone, and remember
the path to the folder.

a) Open APP TelinkSigmesh, click Setting button.

& Device +

ALL ON ALL OFF CMD LOG 1

Q © o

Device Group Setting

Figure 19.5: Click Setting

(: Share
b) Click Share button
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Setting v3.0.

‘s Scenes >

>

B Meshota >

n Settings >
Q © e
Device Group Setting

Figure 19.6: Click Share

c) Click IMPORT button

EXPORT IMPORT

Import mesh storage from json

Figure 19.7: Click IMPORT

d) Click Select File to select mesh.json imported from the computer
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EXPORT IMPORT

Import mesh storage from json

File selected: /storage/emulated/0/tencent/
QQfile_recv/mesh.json

/storage/emulated/0/tencent/QQfile_recv/

mesh.json
IMPORT

PREVIEW

Figure 19.8: Click mesh.json

IMPORT

Step 2 After the import is successful, return to the main page: APP Device interface. At this time, the
shared nodes will be displayed. These nodes are the nodes of the VC tool network. APP can be controlled,
and both VC and APP can control the nodes.

e) Click Import button

19.2 Share Mode of Gateway or GATT Master Dongle share from App

1) Provision with iOS or Android TelinkSIGmesh APP, and works normally.

2) Click Setting button, then click Share button to enter share interface, click EXPORT button, generate
JSON file. The path of JSON file folder will be displayed on the interface.
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EXPORT IMPORT

Export mesh storage to json

File exported: /storage/emulated/0/
elinkSigMeshSetting/mesh.json -- 2019-11-26

17:02:44

PREVIEW

Figure 19.9: JSON file path

3) Connect the master 8269 Dongle or gateway dongle to the PC.

4) Open the “SIG_MESH_TOOL" tool, then it will show that master 8269 Dongle and PC tool are connected
normally or gateway 8258 Dongle and PC tool are connected normally.

5) Click the “input_db” button to import the mesh.json generated by the app.(You can’'t copy and paste
the JSON file directly, because you have to clear the node max, etc. inside the ini file, or else the
address space of the unicast address will be wasted, etc.)

Note: The Gateway dongle is generally one that has not yet been configured for the network, if it has been
configured, the information in it will be deleted and the imported data will be used.
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6) Click mesh button, the imported nodes will show in the mesh window, and can be controlled.

7) Not the sharing is completed, gateway/master dongle and APP can all control the nodes.

Telink sig_mesh -- Found

cMD I tl_node_gateway.ini

lJ INI I BULKCUT A-ECIIIF Log [T fastbind I2 xa:tylcleatlsava_.l Save ||7Hax|- Adv  Stop | Scan I :p_s:anl OTA |E

- geifset
fff

Group_S

Group_C
GrpDelall_S
GrpDelAl_C|
GetPub_S
SecNwBc

TTL

transmit

Relay
Friend
Proxy

Lightness

(vi)
RFU

GetCPS
DelNode

X
~schedule
~Year Day ~Time
" any * any
® custom |I] " custom Il] gellimel
~Month

[" JanT  Febl™ Mar™ Apr [~ May[ Jun

~Hour

[ Jul " Aua[™ Sepl” Oct[” Novl™ Dec

& any hour ¢ once aday cusll]
- Minut Second

* any minute * any second
" every 15 mi " every 15 seco
 every 20 minute | every 20 seco
" once an hour " once a minute
" custom |0 ' custom |0

“Week

" Mon[™ Tue I Wed
" Thu ™ Fri " Sat [ Sun

~Action

set

Figure 19.10: Complete sharing

® On C Off T Noaction ™ Recalllﬂ L

delete
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20 Control Nodes via INI Demo

20.1 Provision Device

Device provision is slightly different for PB-GATT and PB-ADV, but it is the same for interface and operation
procedure.

Step 1 Scan UNprovision_beacon adv devices;

Step 2 Connect according to MAC of the scanned UNprovision adv devices;

Step 3 Provision device;

Step 4 Bind model.

The following demo is to test with master dongle. Click stop, then click scan to enter scan mode, connect

the scanned device, with the mac of: 112233445566.

W Log [ f£astbind I2 retrlelearlSave.--l Save

|7 Hexl_ P;rv Stop

Scan |

Ip s ca.nl

OTz2

]

Log information after the device

01 02 77 9a 33
<17Z1%10:50:36: T4
29 02 01 00 00
01 02 9a 5b 40
<172Z%»10:50:-36:84
29 02 01 00 00
08 b4 5d ©e &a
<1723%10:50:36:8]
29 02 01 00 00
3e 11 22z 33 44
<17Z4%10:50:-36: 84
29 02 01 00 00
Bg ef 1ld af e
<1725»10:50:-32&: 88
29 02 01 00 00y
fa Sc cf c0 =4j)
<17Z6¥10:50:-36: 840

ScanDev

&6

b7
a4
2a
3d
a2
32
Sk
T8

Oe
ad
22
5d
ca
Sc
91
£z

b8
28
eb
eb
ad
ds
ea
6f

f5
10
8c
78
el
ed
b2
£3

EEEEEEEE

-38 ¥ ()
0K ()

-14
—44
-36
—4§
-28
-41

i
)
i)
i
()
i)

oW W

Figure 20.1: Connect device

is connected:
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2% 02 01 00 00 e4 42 d8 a7 €c 7f 1f 1& ££ 0& 00 01 0% 20 02 23 73 890 d& £c c3 594 59 c5 £=2 87 08
8c ef 1d af eZ B5 0 41 &b 83 d8 ca 14 00
<11788>10:53:00:252 [INFQ]: (common)advy pkt:z 29 02 01 00 00 2& 29 0 B9 d2 7b O 02 01 la Oa ££f 4c 00 1

<11785%10:53:00:26¢
91 Z£ &8 1d S5c 48

[INFO] =
29 02
3e 11

<11731%10

<11732%10
<11753>10
<117534%10
<11735>10
<1179&>10
<11787=10
<11738%10
<11793%10
<11800>10
<11801=10
<11802>10
<11803=10
<11804>10
<11805%10
<1ll180&>10
<11807=10
<11808%10
<1180%>10
<11810=10
<11811>10
<11812=10
<11813>10

01:-118
:01:132
01:144
01:-160
01:177
01:151
01:201
01:-222
01:242
z01:264
01:275
:01:355
01:373
-01:388
-01:-405
01:422
:01:432
01:444
01:-458
01:467
z01:475
01:-454
:01:507

<11790%10:53:00:35%¢

b

{common ) adv pkt:
01 00 00 11
22 33 44 55
=53
=53
=53
=53
:53
=53
=53
=53
=53
=53
=53
:53
=53
=53
=53
:53
=53
=53
=53
=53
=53
=53
:53

32
[}

22

(15

[INFO] -
[INFC] -
[INFO] -
[INFO] -
[INFC] -
[INFC] :
[INFQ] -
[INFO] -
[INFC] -
[INFO] -
[INFO] -
[INFC] -
[INFC] :
[INFQ] -
[INFO] -
[INFC] -
[INFO] -
[INFQ] -
[INFO] -
[INFC] :
[INFQ] -
[INFO] -
[INFC] -

[INFD] : (gatt_provisio

3d bE& 3e 11 22 33 44 55 &6

n)CScanDlg: :inConnect :the device uuid is

44 55 &8 1d 02 01 0& 03 03 27 18 15 16 27 18 91 2Z£f €8 1d 5c 48 £fb 3d be
00 ca 4a 00

{common ) Mesh Prowisioning Service:

{common)uuid:de Za

{common) the handle:13

{common ) Mesh Proxy Service:

{common)uuid:de Za

{common ) the handle:zlc

{Basic) filter send cmd is 0: 00

{(Bagic)filter send cmd is 1: 4b Te

{Basic)filter send cmd is 1: ££f ££f

{iv_update)app tx beacon with GATT, IV index stepl: 12 34 568 78 12 24 58 7
{iv_update) secure NW beacocn:: 17 Zb 01 00 44 cf 7a d5 44 Bc fl &e 12 34 5%
{Basic)the filter rsp is 0: 00 00 48 &f

{Basicimesh rc data cfg gatt dec suc

{log_win32) white list
ilng_uiHSEhGAII addr 0x2Z11,
{Basic)the filter rsp is 0:

filte
a0 ol

r list status, ListSi=ze is: 0

74 De

{Basic)mesh rc_data_cfg_gatt dec suc

{log_win32) white list

{log win3Z)GATT addr 0x2211, filter list status, ListSize is:- 1
{Basic)the filter rsp is 0: 00 02 B85 01
{Basiclmesh rc data cfg_gatt dec suc

{1cg_uin32) white list

{log win3Z)GATT addr 0x2211, filter list statua, ListSize is: 2

Figure 20.2: [og info

Provision Parameter Setting and Device Provision

1) Click prov button to enter provision interface, first click SetPro_internal to assign net key to dongle.

2) Click provision button to provision the connected device with MAC of 112233445566, during provision,
assign netkeyindex, IVindex, unicast_addr generated by firmware to device.

3) Click bind_all button to bind APPkey(based on the model reported by devicecomposition data).
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=%

provision

[ Fast prov mode Static
apk_idx (00 oo
Q app_key |EI] 96 47 71 73 Afbd 76 €3 b4 05 19 d1 d9 4a 48

network_key |11 22 c2 c3 cd c5 cb c7 dB d9 da db dc dd de df bind_all

key_index 00 00 iv_index (11223344
iv_update_flag 0 unicast_adr |02 D0

filter_operation

filter_type |white list ~| filter_data |01 o0

SetFilter ‘ Add_mac ‘

RM_mac

Figure 20.3: Provision parameter setting and device provision

As shown in figure below, the data interaction of Provision is described as following:
1) Start provision, provisioner send out data
2) public key interaction

3) check confirm;

4) send provision data (net_key/nkey_index/IV_update_flag/IV_index/unicast_addr);

5) Add proxy white list
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comfirm is

Figure 20.4: The data interaction of Provision

Bind introduction:

Bind is to bind APP key with all device models according to the composition data of the device after the pro-
vision. This process will determine the bind time according to the number of models (only 20s). Therefore,
bind has been optimized on Tmall Genies and other platforms, and fastbind will be introduced next.

Before Bind, you need to get the composition data of the device first. For detailed analysis format of
Composition data, please refer to <4.2.1 Composition Data> of <Mesh_v1.0>.

<0322x159:-20:53:-228 [INFO]: (EEYBIND)start key bind and the appkey is
: 60 98 47 71 73 4f bd 76 23 b4 05 1% dl1 4% 4a 48
<0323¥19:20:53:239 [INFO]: (KEYBIND) SEND:
<03Z4%19:2Z0:53:252Z [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 OZ 01 0OZ 00 BO 0B f£f£f
<0325>19:-20:53:-2eZ [INFO]: (Basic)the mesh access tx cmd is 0x0B80 - ££
<0326>»15:20:53:431 [INFQ]: (Basic)rx segment all packetes received
<0327>19:20:53:442 [INFO]: (Basic)adr src:0x0002, adr dst:0x0001, access rx cmd is OxZ -
0Z 00 11 02 01 00 32 3% &% 00 07 OO0 OO0 0O 11 01 OO0 00 OZ OO0 02 00 04 Q0 OO0 fe 01 fe 00 ££ 01 £
00 10 0 10 04 10 06 10 07 10 00 13 01 13 03 13 04 13 11 0 00 00 00 00 OZ 00 0Z 10 06 13
<0328x19:20:53:454 [INFO]: (cmd rsp)Status Rsp z
0z 00 01 00 02 00 11 02 Q1 OO0 22 3% €9 00 O7 00 OO0 0O 11 01 QO OO0 02 Q0 02 00 04 Q0 00 fe 01 fe
00 ££ 01 ££ 00 10 0Z 10 04 10 0& 10 O7 10 00 13 01 12 03 13 04 13 11 0Z 00 00 00 00 0OZ 00 QZ 10
o0& 13

Figure 20.5: Get device composition data

According to the corresponding information of the obtained element and model, the bind command is sub-
sequently issued to bind model by model.
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<0330>13:20:53:430

<0331>1%:20:53:502
<0322>19:20:53:514
<0333>1%:20:53:872
<0324>19:20:53:883
<0335>1%:20:53:833
<032e>19:20:53:307
<0337>1%:20:53:919%
<0328>19:20:53:932
<0339>13:20:53:-945
<0340>19:20:54:032
<0341>1%:20:54:044
<0342>19:20:54:083
<0343>1%:20:54:073
<0344>19:20:54:085
<0345x15:20:54:09¢6
<0346>19:20:54:1352
<0347x15:20:54:202
<0348>19:20:54:219
<0349»15:20:54:231
<0350>19:20:54:245
<0351»15:20:54:258
<0352>19:20:54:352
<0353»15:20:54:368
<0354>153:20:54:3584
<0355»15:20:54:359¢6
<0356>19:20:54:407
<0357x15:20:54:418
<0358>19:20:54:512
<0359»15:20:54:527
<0380>19:20:54:547

<0448>159:20:57:152
<0449>159:20:57:166
<0450»19:20:57:187
<0451>19:20:57:218

LAdminr ] o iy Wil § USSR Gl S LT

[INFO] - (EEYBIND) SEND - el L8t 00- il  0x0 is the appkey index

W WAL LMY LSk SSa 4, SR edlle L

: 80 96 47 T1 73 4f bd 76 2 b4 05 19 dl d9 42 48

[INFO] : (common ) ExecCmd: &3 ££ 00 00 00 00 0Z 00 02 00 OO OO OO0 00 &0 S& 47 71 73 4f
[INFQ] z (Bazic)the mesh access tx cmd is O0x0000 - 00 00 00 &0 S& 47 71 72 4f bd T& e
[INFD] - (Basic)rc data layer upper:segment tx Success, map in BCE is: 03 00 00 00
[INFC] - (Basic)adr srco:0x0002,adr dst:0x0001,access rx cmd is Ox380 - BO 02 00 00 0O
[INFO] - (cmd_rsp) Status Rsp : 0z 00 01 00 B0 03 OO0 00 00 a0

[INFC] - {log_win3Z)mesh tx relisble stop: op Ox0000 rsp max 1, rsp cnt 1
[INFD] - (EEYBIND) SEND: appkey bind addr: 0x000Z2, sig model id: 0x0002

[INFO] : {common) ExecCmd: a3 ££ 00 00 00 00 02 00 02 00 80 34 02 00 0O OO0 0OZ 0O
[TNFC] - (Basicithe mesh access tx cmd is 0Ox3d480 - 02 00 00 00 0z 00

[INFC] - (Basic)adr src:0x0002,adr dst:0x0001,access rx cmd is Ox3e80 : 80 3e 00 02 0
[INFO] - (cmd_rsp) Status Rsp : 0z 00 01 00 BO 3e OO 0OZ OO OO OO OZ OO
[INFC] - (log_win3Z)mesh tx relisble stop: op Ox3dE0 rsp max 1, rap cnt 1
[INFD] - (EEYBIND) SEND: appkey bind addr: 0x000Z2, sig model id: 0Ox0003

[INFO] : {common) ExecCmd: a2 ££ 00 00 00 00 OZ 00 02 00 BO 23d 0Z 00 00 00 02 0O
[INF(Q] : (Basic)the mesh access tx cmd is O0x3d480 - 02 00 00 00 03 00

[INFO] - (Bagic)adr srco:0x0002,adr dst:0x0001,access rx cmd is Ox3e80 : 80 3e 00 02 O
[INFC] : {cmd_rsp) Status Rsp : 0z 00 01 00 BO 3e 0O 02 OO0 OO 00 O3 0O
[INFO] - (log win3Z)mesh tx relisble stop: op Ox3d80 rsp max 1, rap cnt 1
[INFO] : (EEYBIND) SEND: zppkey bind addr: 0x0002,s3ig model id: 0x0004

[INFO] : {common) ExecCmd: a3 ££ 00 00 00 00 OZ 00 0Z 00 80 3d 0Z 00 00 00 04 0O
[INF(Q] : (Basic)the mesh access tx cmd is 0x3d480 - 02 00 00 00 04 0O

[INFO] - (Bagic)adr srco:0x0002,adr dst:0x0001,access rx cmd is Ox3e80 : 80 3e 00 02 O
[INFC] : {cmd_rsp) Status Rsp : Dz 00 01 00 BO 3e 0O D2 OO0 OO OO 04 OO
[INFO] - (log win3Z)mesh tx relisble stop: op Ox3d80 rsp max 1, rap cnt 1
[INFO] : (EEYBIND) SEND: appkey bind addr: 0x0002,s3ig model id: 0xfel0 E
[INFO] : {common) ExecCmd: a3 ££ 00 00 00 00 OZ 00 0Z 00 80 3d 0Z 00 00 00 00 fe |
[INF(Q] : (Basic)the mesh access tx cmd is O0x3d480 - 02 00 00 00 00 fe

[INFO] - (Bagic)adr srco:0x0002,adr dst:0x0001,access rx cmd is Ox3e80 : 80 3e 00 02 O
[INFC] : {cmd_rsp) Status Rsp - 0z 00 01 00 BO 3e 00 D2 OO0 0O 0O OO0 fe
[INFO] : {log win3Z)mesh tx relizsble stop: op O0x3dE80 rsp max 1, rsp cnt 1 4

Figure 20.6: Bind

[INFO] : (Basic)adr sre:0x0002, adr dst:0x0001,access rx cmd is Ox3eB80 : BO 2e 00 02 0
[INFC] : {emd_ rsp)Status Rsp : 02 00 01 00 BO 2e 00 03 00 00 00 O& 13
[INFO] : (log win3Z)mesh tx reliasble stop: op O0x3dB0 rsp max 1, rsp cnt 1
[INFO] = (EEYBIND) SEND: mesh keybind ewvent success

Figure 20.7: Bind

20.2 Configuration Operations

20.2.1 Key add/bind Operation

APPKey add command format analysis:

CMD-cfg_appkey_add_001= a3 ff 00 OO0 00 00 02 00 07 OO0 00 OO0 00 00 60 96 47 71 73 4f bd 76 e3 b4

0519 d1d9 45 48

1 2 3 4 5 7 8 9 10 11 12
0 1 2 4
. . e eliable para0 | paral | para2 | para3 | para4 |para5
nk_idx ak_idx dst op
retry count | rsp_max AppKeylndex app key
3 ff 0000 0000 02 00 0700 00 000000 6096477173 47bd 76
d

e3b40519d1d94a48

Figure 20.8: APPKey add command
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Command format analysis:

Flag: Defined by Telink, to identify the header packet of USB or UART communication, UART is E8FF,
USB is A3FF.

NK_idx: network key index
Ak_idx: APP key index

Reliable retry cnt: Application layer retry (the number of resends if the firmware cannot receive a reply
after issuing a3 command)

Reliable resp_max: set the number of nodes to reply
Dst: destination address filling

Op: standard command code defined by sig mesh specification, please refer to <Mesh_v1.0>, if the
command code is not fixed, please refer to <4.3.4 Messages summary> in the document.

[9:12]: Transmission parameter part. Please refer to <4.3.2.37 Config AppKey Add> in <Mesh_v1.0> for
filling data.

Field Size Notes

(octets)
MetKeyindexAndAppKeyindex 3 Index of the Metkey and index of the AppKey
AppKey 16 AppKey value

Figure 20.9: Filling data

Key bind command format analysis:

CMD-cfg_appkey_bind_001 = a3 ff 00 00 00 00 02 00 02 00 80 3d 02 OO0 00 00 00 10

Command format analysis:

Flag: Defined by Telink, to identify the header packet of USB or UART communication, UART is E8FF,
USB is A3FF.

NK_idx: network key index
Ak_idx: APP key index

Reliable retry cnt: Application layer retry (the number of resends if the firmware cannot receive a reply
after issuing a3 command)

Reliable resp_max: set the number of nodes to reply
Dst: destination address filling

Op: standard command code defined by sig mesh specification, please refer to <Mesh_v1.0>, if the
command code is not fixed, please refer to <4.3.4 Messages summary> in the document.

[9:12]: Transmission parameter part, light HSL control command filling data please refer to <4.3.2.46 Config
Model App Bind> in <Mesh_v1.0>.

Transmission parameter format reference:
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Field Size Notes

(octets)
ElementAddress 2 Address of the element
AppKeyindex 2 Index of the AppKey
Maodelldentifier 2ord SIG Model ID or Vendor Model ID

Figure 20.10: Transmission parameter format reference

20.2.2 Subscription Configuration

CMD-cfg_sub_add = a3 ff 00 00 00 00 00 01 02 00 80 1b 02 00 01 c0O 00 10

Or please refer to group index control in 4.5.2.

20.2.3 Publish configuration

CMD-cfg_pub_set_sig_2s = a3 ff 00 00 00 00 00 00 02 00 03 02 00 01 00 OO0 00 ff 14 15 00 10

Or please refer to GetPub_S control button in 4.5.3

20.2.4 Relay/Friend Function Configuration

Relay: a3 ff 00 OO0 00 00 02 01 07 00 80 27 01

<0000»11:-44:52:572
<0001»11:44:52:573
<0002>11:44:52:873
<0003»11:44:52:881
«<0004>11:44:52:885
<0005>11:44:54:880
<000&>11:44:54:882
<0007>11:44:54:999
<0008>11:44:55:001
<0005»11:44:55:008

[INFC] : {common) ExecCmd: a3 ££ 00 00 00 00 02 01 Oa 00 80 27 01
[INFO] : (Basic)the mesh access tx cmd is 0x2780 : 01

[INFO] : (Basic)adr_src:0x000a,adr dst:0x0001,access rx cmd is OxZ2880 - 80
[INFD]:icmd_rsijtatus Bsp
[INFO] - {(log_win3Z2)mesh tx reliable stop: op OxZ780 rsp max 1,

: 0= 00 01 00 80 2B 01 a0

rap_cnt 1

[INFO] : {common) ExecCmd: a3 ££€ 00 00 00 00 02 01 0= 00 B0 27 00
[INFO] : {(Basic)the mesh access tx cmd is 0x2780 - 00

[INFO] : (Basic)adr src:0x000a,adr dst:0x0001,access rx cmd is Ox2880 - B0
[INFO] : {cmd_ rsp)Status Rap
[INFO] : {log_win32)mesh tx reliable stop: op O0x2780 rsp max 1,

Figure 20.11: Relay

Friend: a3 ff 00 00 00 00 02 01 07 00 80 10 01

: Oa 00 O1 00 80 28 00 c4

rsp_cnt 1

28 01 a0

28 00 c4

<0000»11:-44:15:577
<0001»11:44:15:5977
<0002»11:44:16:080
<0003»11:44:18:081
<0004»11:44:16:0886
<0005»11:44:-24:487
<000e»11:44:-24:488
<0007*11:44:-F4:5559
<0008»11:-44:-24:802
<00059»11:-44:-24:607

[INFC] - {common) ExecCmd: a3 ££ 00 00 00 00 02 01 0Os 00 80 10 01
[INFO] : (Basic)the mesh access tx cmd is O0x1080 : 01

[INFO] : (Basic)adr src:0x000a, adr dat:0x0001, access rx emd is Ox1180 - 20 11 01
[INFO] = {cmd rsp) Status Rsp

[INFC] - {log_win3Z)mesh tx relisble stop: op 0x1080 rsp max 1,

Oz 00 01 00 20 11 01
rsp_cnt 1

[INFO] : (common) ExecCmd: a3 ££ 00 00 00 00 02 01 0= 00 80 10 00
[INFC] : (Basic)the mesh access tx cmd is 0x1080 : 00

[INFO] - (Basic)adr src:-0x000a, adr_dat:0x0001, access rx cmd is Ox1180 - 80 11 40
[INFO] : (cmd rsp)Status Rsp

[INFO] : {(log win32)mesh tx_relisble stop: op 0xl1080 rsp max 1,

Figure 20.12: Friend

0a 00 01 00 B0 11 0O
rsp_cnt 1
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Proxy: a3 ff 00 00 00 00 02 0107 00 80 13 01

<0000»>11:45:14:247 [INFO]: (common)ExecCmd: &3 ££€ 00 00 00 00 0Z 01 Oa 00 80 13 01
<0001>11:-45:14:248 [INFD]: (Basic)the mesh access tx cmd is 0x1380 : 01

<0002%11:45:14:358 [INFO]:(Basic)adr src:0x000a,adr dst:0x0001,access rx cmd is O0x1480 : B0 14 01
<0003»11:45:14:262 [INFD]:(cmd rsp)Status Rsp - 0= 00 01 00 280 14 01
<0004>11:45:14:387 [INFO]:{log win3Z2)mesh tx relisble stop: op Ox1380 rsp max 1, rsp cnt 1

Figure 20.13: Proxy

Or Please refer to “Relay”, “Friend”, “Proxy” control buttons in section 4.5.3.

20.2.5 Heartbeat setting

CMD-cfg_hb_pub_set_sig = a3 ff 00 00 00 00 00 00 02 00 80 39 01 00 ff 02 01 07 OO 00 00

20.3 Control Operations

20.3.1 Control Generic model Demo

Test Preparation

« Provisionner dongle (burn 8258_mesh_gw.bin)
« Firmware tool(sig_mesh_tool.exe), select tl_node_gateway.ini
« Dongle_2# (burn mesh.bin)

+ SDK no need to modify

Test Introduction

The test is to achieve the control of the Generic model, mainly to achieve the G_ONOFF_SET command
test.

Test and calculate the response time of CMD send and ACK.
Test Step

Step 1 After burning gateway bin into dongle_1 #, insert it into the computer and open the firmware software
sig_mesh_tool.exe at the same time

Step 2 Burn mesh node bin in dongle_2#.

Step 3 Firmware add mesh node into the network

Step 4 Send, or double click in firmware int CMD bar the following command:
CMD-g_on_03 = e8 ff 00 00 00 00 00 00 03 00 82 02 01 00

Step 5 The following information will show after firmware send successfully.
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g on_03
<0011»15:53:49:075 [INFC]: (common)ExecCmd: e8 ££ 00 00 00 00 02 00 03 00 82 0z 01 OO
<001Z>15:53:49:199 [INFO]: (cmd rsp)Status Rsp : 03 00 02 00 82 04 00 01 O=a

<0013>15:53:49:211 [INFO]: (GRTEWAY)HCI GATEWRY RSP OP CODE
51 81 03 00 02 00 82 04 00 01 Oa

-. g_off 03
<0014>15:54:54:035 [INFO]: (common)ExecCmd: 8 ££ 00 00 00 00 Oz 00 03 00 B2 0Z 00 0O
<0015>15:54:54:054 [INFQ]: {cmd rsp)Status Rsp - 03 00 02 00 82 04 01 00 Oa

<0016>15:54:54:-107 [INFO] - (GATEWAY)HCI GATEWRY RSP OPF CODE
51 81 023 00 02 00 B2 04 01 00 Oa

g_on_ 03
<0017>15:54:57:8538 [INFQ]: (common)ExecCmd: =8 ££ 00 00 00 00 0Z 00 O3 00 B2 0OF 01 0O
<0018>15:54:57:955 [INFO]:{cmd rsp)Status Rsp - 03 00 02 00 82 04 00 01 Oa

<00159x15:54:57:365% [INFO] - (GATEWAY)HCI GATEWARY RSP OF CODE
51 81 03 00 02 00 B8Z 04 00 01 Oa

g off 03
<0020>15:55:01:740 [INFO]: (common)ExecCmd: e8 ££ 00 00 00 00 OZ 00 03 00 82 0Z 00 00
<0021>15:55:01:938 [INFO]: {cmd rsp)Status Rap : 02 00 02 00 22 04 01 00 O=

<0022¥15:55:01:-952 [INFO] - (GRATEWAY)HCI GATEWRY RSP OF CODE
51 81 03 00 02 00 82 04 01 00 Oa

Figure 20.14: Firmware send successfully

Step 6 As shown in above figure <0011>, the interval between CMD sending time and rsp is 199 - 075
= 124ms. Gateway and node are controlled in adv way, the ack reply time is different because of the
network.

Status Rsp : 03 00 02 00 82 04 00 01 Oa

The corresponding structure is

typedef struct{

ulé len; // length

ulé src; // source address

ulé dst; // destination address

u8 data[ACCESS_WITH_MIC_LEN_MAX]; // access layer(op code, parameters)
Imesh_rc_rsp_t;

Step 7 If the destination address of the control is @ multicast or broadcast address, the node will add a ran-
dom delay before replying to the ACK after receiving the command, so that multiple device reply messages
are avoided as much as possible. When broadcasting an address as shown in the figure below, the time
interval between CMD and rsp is: <0023> 12:390 - 11:752 = 538 ms

-- g_off
<0023»16:14:11:752 [INFO]: {common)ExecCmd: e2 ££ 00 00 00 00 02 00 ££ ££ 82 0Z 00 00
<0024>16:14:12:330 [INFQ]: {cmd rsp)Status Rsp : 03 00 0Z 00 B2 04 00

<0025>16:14:12:405 [INFO] : (GATEWAY)HCI GATEWAY RSP OP CODE
: 91 B1 03 00 02 00 82 04 0O

. g_on
«0026>16:14:14-32Z8 [INFO]: (common)ExecCmd: 8 ££€ 00 00 00 00 02 00 ££ ££ 82 0Z 01 00
<0027>16:14:15:09€ [INFO]: (cmd rsp)Status Rsp : 03 00 02 00 B2 04 00 01 0=

<0028»16:14:15:125 [INFO] : (GATEWAY)HCI GATEWARY RSP OF_ COLDE
: 91 Bl 03 00 02 00 B2 04 00 01 Oa

Figure 20.15: Broadcast address
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20.3.2 CTL model

Test Preparation

 Provisionner dongle (burn 8269_mesh_gw.bin or 8258_mesh_gw.bin)
« Firmware tool(sig_mesh_tool.exe), select tl_node_gateway.ini
« Dongle_2# (burn mesh.bin)

+ SDK need to modify #define LIGHT_TYPE_SEL LIGHT_TYPE_CT

Test Introduction
The test is to achieve the control of the CTL model, mainly to achieve the LIGHT_CTL_SET command test.
Test Step

Step 1 After burning gateway bin into dongle_1 #, insert it into the computer and open the firmware software
sig_mesh_tool.exe at the same time

Step 2 Burn mesh node bin in dongle_2#.

Step 3 Firmware add mesh node into the network

Step 4 Send, or double click in firmware int CMD bar the following command:
CMD-light_ctl_set = e8 ff 00 00 00 00 00 0O ff ff 82 5e 01 00 20 4e 00 00 00

The following information will show after firmware send successfully.

- light ctl set
<0000>16:29:46:909 [INFO]: (common)ExecCmd: 8 ££ 00 00 00 00 02 00 ££ ££ 82 Se 01 00 20 4e 00 00 00
<0001>16:29:47:512 [INFO]:(cmd rsp)Status Rsp : 02 00 02 00 BZ &0 01 00 20 4e
<0002»16:25:47:521 [INFO]: (GATEWAY)HCI_ GATEWAY RSP OF CODE
© 51 B1 03 00 02 00 82 &0 01 00 20 4e

Figure 20.16: Firmware send successfully

20.3.3 HSL model

Hsl model will allocate 3 element addresses after provision. The main element is used for lightness, generic
model control and configuration model, element2 is for hue control, element3 is for saturation control.

Test Preparation
 Provisionner dongle (burn 8269_mesh_gw.bin or 8258_mesh_gw.bin)
« Firmware tool(sig_mesh_tool.exe), select tl_node_gateway.ini
« Dongle_2# (burn mesh.bin)
* SDK need to modify #define LIGHT_TYPE_SEL LIGHT_TYPE_HSL
Test Introduction:
The test is to achieve the control of the HSL model, mainly to achieve the LIGHT_HSL_SET command test.

Test Step
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Step 1 After burning gateway bin into dongle_1 #, insert it into the computer and open the firmware software
sig_mesh_tool.exe at the same time

Step 2 Burn mesh node bin in dongle_2#

Step 3 Firmware add mesh node into the network

Step 4 Send, or double click in firmware int CMD bar the following command:
CMD-light_hsl_set = a3 ff 00 00 00 00 00 0O ff ff 82 76 01 00 00 50 00 80 00

The following information will show after firmware send successfully

<0000>15:57:25:18€ [INFQ]: (common)ExecCmd: =8 ££ 00 00 00 00 0O 00 ££ ££ B2 7& 00 20 00 50 00 B0 OO 0O
<0001>15:-57:-25:-210 [INFO]: (GATEWRAY) gateway mesh cmd sendback src:-0001 dst:£f£fff opcode is 7882: 00 20
<0002»15:57:25:506 [INFQ]:{cmd rap)Status Rap : 02 00 01 00 82 78 00 20 00 50 00 80
<0003»15:57:25:515 [INFOQ]: (GATEWAY)HCI GRTEWAY RSP OP CODE

: %1 81 02 00 01 00 282 78 00 20 00 50 00 20

Figure 20.17: Firmware send successfully

20.3.4 Vendor model

Self-defined OP operation
Test Preparation
 Provisionner dongle (burn 8269_mesh_master_dongle.bin)
« Firmware tool(sig_mesh_tool.exe)
« Dongle_2# (burn 8258_mesh.bin)
+ SDK need to modify, please refer to test introduction

SDK Modify Introduction

1) Configure in vendor_model.h:

#define VD_USER_ONOFF_GET OXE1
#define VD_USER__ONOFF_SET OxE2
#define VD_USER__ONOFF_SET_NOACK OXE3
#define VD_USER__ONOFF_STATUS OxE4

2) Declear in vendor_model.c

{VD_USER_ONOFF_SET, ©, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT S, cb_vd_light_onoff_set,

< VD_USER_ONOFF_STATUS},

{VD_USER_ONOFF_GET, ©, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT S, cb_vd_light_onoff_get,

< VD_USER_ONOFF_STATUS},

{VD_USER_ONOFF_SET_NOACK, ©, VENDOR_MD_LIGHT_C, VENDOR_MD_LIGHT S, cb_vd_light_onoff_set,
< STATUS_NONE},

{VD_USER_ONOFF_STATUS, 1, VENDOR_MD_LIGHT_S, VENDOR_MD_LIGHT_C, cb_vd_light_onoff_status,
< STATUS_NONE},
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3) Add to main_loop.
Test Introduction
Telink SDK has the following limitation based on customer usage:

1) A friend node can habe 16 LPN at most, the default value is 2, user may modify MAX_LPN_NUM to 16.

2) The data of 1 LPN node cached by the Friend node can support long packets, and the maximum length
of a long packet is 41 bytes. (When the APP sends data, the maximum parameter transmission is 41
bytes.)

20.3.5 Gateway Transmit Long Packet to LPN

Test Preparation

 Provisionner dongle (burn 8258_mesh_gw.bin)
« Firmware tool(sig_mesh_tool.exe), select tl_node_gateway.ini
« Dongle_2# (burn LPN.bin)
+ SDK need to modify, please refer to test introduction
Test Introduction

Telink SDK has the following limitation based on customer usage:

1) A friend node can have 16 LPN at most, the default value is 2, user may modify MAX_LPN_NUM to 16.

2) The data of 1 LPN node cached by the Friend node can support long packets, and the maximum length
of a long packet is 41 bytes. (When the APP sends data, the maximum parameter transmission is 41
bytes.)

The SDK is modified as following:

1) Set DEBUG_SUSPEND =1 (no Low Power mode);

2) Add the following information in cb_vd_light_onoff_set().
u8 debug_fn_reciver_data[64];
u8 debug_fn_cnt;

memset(debug_fn_reciver_data,0,sizeof(debug_fn_reciver_data));
memcpy(debug_fn_reciver_data,par,par_len);
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debug fn reciver data[64];
debug fn cnt;

int Cb_id:light_on()ff_set(ua *par, int par len, mesh cb_fun par_t *cb par)

debug_fn_cnt++;

int err = -1;|

int pub flag = 0;

// model_g_light_s_t *p_model = (model_g_light_s_t *)cb_par- >model;
vd light_onoff set_t *p set = (vd light_onoff set t *)par;

memset (debug_fn_reciver data,0,sizeof (debug fn reciver_data)):
memcpy (debug _fn reciver data,par,par len);

rrrrr

Figure 20.18: cb_vd_light_onoff_set

Test Step

Step 1 After burning gateway bin into dongle_1 #, insert it into the computer and open the firmware software
sig_mesh_tool.exe at the same time.

Step 2 Burn LPN node bin in dongle_2#

Step 3 Firmware add LPN into the network.

Step 4 Control LPN node by existing vendor_on/vendor_off command, LPN can be controlled normally.

Step 5 Lengthen vendor_on command transmission parameter to 41 byte, then send

CMD-vendor_on = a3 ff 00 00 00 00 00 00 ff ff 2 11 02 c4 02 01 00 01 02 03 04 05 06 07 08 09 10 11
1213141516

Step 6 Check debug_fn_reciver_data[64] with tdebug tool after firmware firmware send successfully.
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P tdebug---17 xiasdong.zong@telink-semi.com i
- _ . -
| 2 variable name: 2 addr ‘ 2 len | 2 valie SeeFunctions | update rables| reser meu C1:Dbginfs ClrBkpoincs | UsbReconnect
E const_oob_static Oxabb4  0x10 @
memory read- -
vun | step| Ewvk device ok
[ ctflag Oxal54  0x01  Ox01 [ozconz +] [Teez =] |
cur_enc_keysize Oxc158  Ox01 Ox00 [[oemess”
- addr |no data ] I auzo [ traceBC [ bkpointEn [ zutcDecect
[& current_connHandle O0xal78  Ox02
debug_fn_ent Oxd450  0x01
do command
& debug_fn_reciver_data Oxd50c  Ox40
0030: 00 00 00 00 00 00 Q0 00 00 00 DO 00 0O 00 00 00 -
B del_nede_delay_ms Oxb3de  Ox02 % Memory read Addr dsgc:
: 0000: 01 le 00 00 00 00 Q0 00 00 00 0O 00 00 00 00 00
G delnode tick 0xb358  0x04 0010: 00 00 00 00 00 00 Q0 00 00 00 00 00 04 OO 00 00
A 0020: 00 00 00 00 00 OO0 Q00 00 00 00 00 00 00 00 00 00
deha“aShlozﬂ Oxa 0x04 0020: 00 00 00 00 00 OO0 00 00 Q0 00 00 00 00 00 00 00
$¢ Memory read RAddr dS0e:
doranh oxcofs 10 | @ 0000: 00 1£ 00 00 00 00 Q0 00 00 00 DO 00 04 00 00 00
S Oxe304  Oxl0 @ 0010: 00 00 00 00 00 0O Q0 00 00 00 00 00 04 00 00 00
S 0020: 00 00 00 00 00 0O A0 00 00 00 0O 00 04 00 00 08
dev comfirm Oxedeldl  Oxl0 € 0030: 00 00 00 00 00 0O A0 00 00 00 0O 00 04 00 00 08 —
= $## Memory read Addr dS0e:
dev_dpk Oxab64  0xs0 | &P 0000: 01 20 00 00 00 0O 00 00 00 00 DO 00 0O OO 0O 00
= 0010: 00 04 00 00 A0 00 A0 04 00 00 00 A0 0O OO OO 00
[B] dev_dsk Oxabed  0x20 4P 0020: 00 00 00 00 00 00 Q0 00 00 00 0O 00 04 00 00 00
— 0030: 00 00 00 00 00 00 40 00 00 00 DO 00 04 00 00 00
dev_edch Oxe560 0x20 @ $# Memory resd Bddr dsfc:
- 0000: 01 21 11 22 33 44 35 €1 71 81 00 00 00 00 00 00
dev_input Oxabed 0x81 @ 0010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0020: 00 00 00 00 00 0O A0 00 00 00 DO 00 0O 00 00 00
dev_mac Oxal’d  OxOc @ 0030: 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 -
f# Memory read Rddr dSOc: T
X 0000: 01 2z 01 0Z 03 04 05 06 07 08 03 10 11 1% 13 14
dev_pro_comfirm Oxedcd  Ox10 €@
0010: 15 16 17 18 13 20 21 22 23 24 25 26 27 28 29 30
dev_random Oxabad 010 @ 0020: 31 32 33 00 00 00 00 00 00 00 DO 00 0O 0C 00 00
0030: 00 00 00 00 00 00 00 00 00 00 DO 00 0O 00 00 00
dev_rssi_th 0xal70 | Ox01 | Ox80 - =
_rssi_ T Tes T dtc:
= 0000: 01 23 01 0% 03 04 05 0 07 OB 09 10 11 1% 13 14
dev_salt Oceddd  0x10 @ 0010: 15 16 17 18 18 20 Z1 22 23 24 25 26 27 28 29 30
: 0020: 31 32 33 34 35 36 37 33 33 40 41 42 43 44 45 46
Bl dev_session key Oxe2id  Oxl0 @ 0030: 47 0O 00 00 00 00 00 00 00 00 00 00 00 OO 00 00
E dev_session_nonce DxeScd 0x10 @ ~ =

Figure 20.19: tdebug tool

AN-17120400-E7

250

Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

21 Summary of mesh_1.1_feature

The summary content and profile of mesh V1.1 feature can be found in https://www.bluetooth.com/mesh-
feature-enhancements-summary/

The corresponding mesh spec can be downloaded here:
https://www.bluetooth.com/specifications/specs/?types=specs-docs&keyword=mesh&filter=
The link contains the following spec:

(1) Mesh protocol stack spec:

Mesh Protocol 1.1 Specification

The mesh protocol stack, which contains data communication format definitions, foundation models, and
so on. The foundation models include Configuration model, Health model, Remote Provisioning model,
Directed Forwarding Configuration model, Bridge Configuration model, Mesh Private Beacon model, On-
Demand Private Proxy model, SAR Configuration model, Solicitation PDU RPL Configuration model, Opcodes
Aggregator model, Large Composition Data model. These models are described in later sections. When you
need to see the parameters of the command codes of these models, you need to refer to the "message”
section in the “4 Foundation models” chapter of this document.

(2) Mesh product model spec:

Mesh Model 1.1 Specification

Mesh product models, such as the Generic OnOff model, Lightness model, and so on. When you need to
see the parameters of the command codes for these models, you need to refer to the *message” subsection
of each model chapter in this document.

(3) Mesh OTA model spec:

Mesh Binary Large Object Transfer Model Mesh Device Firmware Update Model
(4) NLC spec

NLC: Networked Lighting Control

Ambient Light Sensor NLC Profile Basic Lightness Controller NLC Profile Basic Scene Selector NLC Profile
Dimming Control NLC Profile Energy Monitor NLC Profile Occupancy Sensor NLC Profile

(5) Device attribute definitions

Includes sensor ID, definition of sensor data format, introduction of brightness and time attributes in light
control model.

Device Properties
(6) Mesh definition of import and export file formats for network sharing

Mesh Configuration Database Profile
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22 Certify_base_provision_certificate Mode

22.1 Function

The certificate-based authentication provisioning mode can be judged by the provisioner and only nodes
that meet the requirements can join the network.

The difference between this mode and the normal provisioning mode is that: when provisioning, the pro-
visioner first obtains the certificate of the unprovisioned device, which contains the public key, uuid, and
authentication information, etc. When the provisioner gets the certificate, it will judge whether it is legal
or not, and if it is legal, it will start to group the nodes. When provisioning, the provisioner does not need
to obtain the public key of the other party, and the other processes are the same as those in the normal
provisioning mode. The judgement of whether the certificate is legal or not is made only on the provisioner
side.

An overview of the functions can also be found in https://www.bluetooth.com/mesh-feature-enhancements-
summary/ This SIG is described on the official website as well as https://www.bluetooth.com/bluetooth-
certificate-based-provisioning-a-technical-overview/.

22.2 Test Using the Code’s Default Certificate and Compiling It
Directly into Firmware

22.2.1 Code Configuration

+ Open CERTIFY_BASE_ENABLE,
+ CERTIFY_BASE_ENABLEcertify_base_crypto.c, The CERTIFY_TYPE inside is changed to CER-
TIFY_OOB_BY_DEFAULT_CERT.

Note:

At this point, all nodes are using the same certificate, and the same device UUID.(Mac address may be
different)

The scanning interface is as follows:
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T42:29|2.7K/s

¢ Device Scan

Selectable

Ei address: 0x0004

& uuid:001BDC0810210BOEOAOCO00BOEOAOCOO0
¥ mac: A4:C1:38:AA:E4.DE

Bind Success

> bind -- success

Figure 22.1: Certificate mode

Then directly click *Add” and other operations according to the normal network operation process, you can
network and control.

22.3 Testing Ways to Use Newly Generated Certificates

22.3.1 Code Configuration

» Open CERTIFY_BASE_ENABLE
« certify_base_crypto.c The CERTIFY_TYPE inside remains the default CERTIFY_OOB_BY_READING_FLASH

Install git bash, if git is already installed on your computer. Note that the git bash version should be greater
than or equal to version 2.41.0.

Note:

To run bash, run the macOS or Linux command or the window git bash by typing . /xxx.bash.

22.3.1.1 Open a Git_bash Terminal

In the telink_sig_mesh_src/sig_mesh_tool/bash-certifybase directory, open the git bash terminal as fol-
lows:

right mouse button - Git Bash here
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Gl == #= =B @
« sig_mesh_tool > bash-certifybase £ bash-certifyb.
s - wm A
i R
e cutput—ldevi(e . ?’:i
output-intermediate gt
3 = i .
output-root sk
<) 38 .DS_Store DS_STORE 3
S gen-device.bash ASH SZf%
8258 mesh & gen-device.config CONFIG 3745
8258 _mesh_LPI gen-intermediate.bash ASH ft
ellisys_btt gen-intermediate.config CONFIG 3Zi5
=i gen-root.bash ASH 324 ol
v o< >
11 ATEE

Figure 22.2: Open git bash

22.3.1.2 Generate Root Certificates

We have a default certificate in our sdk, it is not recommended to regenerate the root certificate, we suggest
to skip this step directly. If you want to regenerate the root certificate, you need to import the certificate
file root.der from output-root into the app, and set the newly imported certificate as the root certificate.
The procedure is as follows:

 To run gen-root.bash to create a root certificate, run the command . /gen-root.bash.

ey I:
ting EC key
Certificate request self- 5|
' CN, ST 5 ] i i, OU = Telink, CN = 001BDX
Tink-semi.com

Figure 22.3: Generate root certificates

+ Import root certificate to APP
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Setting V4.1.0.0@RCO1

Manage Network

>
Switch, Create/Delete, Import/EXport...
e OOB Database >
a used in static-oob provisioning
Root Cert
used in certificate-based provisioning
Q Settings N

other settings...

Figure 22.4: Go to the certificates page

Cert List

pubKey: EC Public Key [80:8e:e8:9f:9¢:7b:94:2f:e7:9d!
2a:68:3c:fb:b3:4e:47:76:56:a3]

X: 41dbf54a701efafc88d34a7233c383a6406f8
15ae7ba9d52bb4625a123036995

Y: 95a3b139d35eedcle65e33c128a69ab0d037
bfff985aa23a62b3218baeb17e3f
Time-NotBefore:Wed Oct 11 14:00:48 GMT+08:00
2023
Time-NotAfter:Sat Oct 08 14:00:48 GMT+08:00 2033
Alg:SHA256WITHECDSA
(Default)

pubKey: EC Public Key [7e:42:14:9¢:79:b7:3f:73:3c:f5:a
a:06:02:¢9:95:46:ac:8f:d1:a8]
X: 3950266bd305ffb61d872953d5451802e533

25f7¢98772€27d01ca061375b224

w Y: alb91f05c9e7e5a5f5fcbb7bf2f282ffc403ad
5140864a3eb252217a%ff10eb
Time-NotBefore:Wed Oct 25 10:09:25 GMT+08:00
2023
Time-NotAfter:Sat Oct 22 10:09:25 GMT+08:00 2033
Alg:SHA256WITHECDSA

Figure 22.5: Importing a new certificate

< select cert(.de|

Istorage/emulated/0/Download/WeiXin
8255_mesn.on

8258_meshg.bin

8258_meshr.bin

8258_mesh_LPN_green.bin

8258_mesh_LPN_red.bin

8278_meshg.bin

8278_meshr.bin

Core_v5.0.pdf

oob_database.txt

®

Figure 22.6: Importing a new certificate
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select action at: 0
delete cert

set as ROOT cert

Figure 22.7: Set the newly imported certificate as root certificate

22.3.1.3 Run Gen-intermediate.bash to Create an Intermediate Certificate

The certificate is signed by the root certificate and the result is output in the output-intermediate directory.

Run the command: ./gen-intermediate.bash

DU = Telink, CN = 001BDCOS
dtelink-semi.com

Figure 22.8: Creating an intermediate certificate

22.3.1.4 Configure Device Certificate Parameters

Change the following parameters in gen-device.config:

CN(common name): This parameter is the device UUID, which should be changed first each time a certificate
is generated, because the device UUID of each node cannot be the same.

AN-17120400-E7 256 Ver1.6.0



1 Telink
Telink SIG Mesh SDK Developer Handbook

BPID: This parameter is PID (Product ID) and must be equal to MESH_PID_SEL in the firmware sdk code.
BCID: This parameter is CID (Company ID) and must be equal to MESH_VID inside the firmware sdk code.

Note that the CID and PID in the gen-device.config file are in big-endian byte order.

|| gen—device. configkd |

1 [rxeql
= prompt = no
3 distinguished name = req distinguished name

[req_distinguished names]

#Countcry

C=CH

$State

S5T=ShangHail

10 #0Organization

11 O=Telink-Semi

12 #0Organization Unit

13 OU=Telink

.—'ﬂmﬁ?ﬁme, need to be replaced to device uuid, CID, PID of unprovisi@
15 =001BDC038-1021-0BOE-OAOC-000BOEQADCOO BCID:0211 BPID:0001
16 $emailfddress

17 emaillddress=support@telink-semi.com

] &t b

149 [v3_req]
20 authorityKeyIdentifier = keyid
L subjectEeyIdentifier = hash
22 PpasicConstraints = CA:FALSE
23 keyUsage = Certificate Sign, CRL Sign
4 #TODO: static oob
= #2.25.234763379998062148653007332685657680359 = DER:31:7a:6£:16:58:44:72:74:15:10:33:62:5a:fb:c4: £l
26 cerctificatePolicies = critical, @pol

28 [pol]
i policyIdentifier = 2.16.840.1.101.3.2.1.48.1

Figure 22.9: Change the device UUID CID PID in gen-device.config

22.3.1.5 Run Gen-device.bash to Generate the Device Certificate

The certificate is signed by an intermediate certificate and the result is output in the output-device direc-
tory.

Run command: ./gen-device.bash
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= Telink-Semi, OU = Telink
BPID:001A, emailAddress = suppo

BCID:003F BPID:001A

tput-device BEF

Figure 22.10: Generate device certificate

22.3.1.6 Burn the Certificate into the Device’s Flash

Burn the 4Kbin file generated in the output-device file to the flash address of the device:

Location of FLASH_ADR_CERTIFY_ADR (default is 0x78000)

[16:09:53]:

TC32 EVK : Swire OK

Flash Sector (4K) Erase at address 78000

Flash Page Program at address 78000

Flash Page Program at address 78400

Flash Page Program at address 78800

Flash Page Program at address 78c00

File Download to Flash at address 0x078000: 4096 bytes
Total Time: 310 ms

Figure 22.11: Burning certificates to flash

Once the burning is complete, reboot to perform certify base provisioning.
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22.3.1.7 Codes Described Below

(1) <Introduction of code processing flow, non-operational steps> The programme will call the crc16 func-
tion to check the location of flash address 78000, the length of the check is fOO, to confirm whether
the read certificate is complete and whether it has been abnormally modified.

static u32 wval;
val = crcle((uf *)0x78000, 3840);

Figure 22.12: CRC comparison

(2) <Introduction of code processing flow, non-operational steps> The result is compared with the crc
value at flash address 78f00, and the expected comparison result is that both are the same.

3 Download [ 8 Tdebug = Logwindows
Variable Name Addr Len Value ~| Flash Page Program at address 78c00 &
tick re24mcal 4280 A 00127820 File Download to Flash at address 0x078000: 4096 bytes
tick_scan.5855 45068 4 00000000 Total Time: 310 ms
tick_scan.9189 4509¢ 4 01dcb768 [16:11:43]:
tid_cache idx13211 43e60 4 00000000 IC32 EVK : Swire OK ’
total_len.15403 43db8 2 00000000 2 bytes have finished!
txPower_index 45238 1 000000bf 078f00: 06 8b
tx_bear extend en  4dede 1 00000000 Total Time: 836 ms
tx_pin_initialed 47138 4 00000001
- [16:11:49]:
tx_settle_slave 4305¢ 4 76564b00 reset mcu
ui_ota_is_working 43ebe 1 00000000
update_err_cb 450a4 4 00000000 [16:12:08]:
TC32 EVK : Swire OK
use_mesh_adv_fifo_fr 44f88 1 00000000 2 bytes have finished!
val.16665 43déc 4 _00008b06_
vd_group_g_func 42148 24 ... 06 8b
Total Time: ms
vd_onoff_state 4408 2 00000000
zbit_flash_flag 4494 1 00000000 |, -

Figure 22.13: CRC comparison
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23 Remote Provision Functional Description and
Development Instructions

23.1 Remote Provision Function Introductions

In Sig Mesh Spec V1.0 / V1.0.1, Provisioning requires that the Provisioner and the Provisionee are within one
hop of each other, because the unprovision beacon packets cannot be relayed directly, so the command
interactions in the provisioning process cannot be relayed.

In order to add nodes beyond one hop to the network, Sig Mesh V1.1 adds Remote Provision function.

Remote provision also adds nodes one by one when provisioning, but there is a relay function so you can
add more distant nodes into the network.

Important Application Scenario: After adopting Remote Provision, when the host (Provisioner) is not con-
venient to move, it is also possible to realise that the mesh nodes can be arranged according to the actual
scenario in the application first, and then the network can be formed. Especially the application scenario
with gateway.

In addition to remote provisioning, remote provisioning can also be used for updating Device Key, Node
Address and Composition Data, as described in “3.11.8 Node Provisioning Protocol For details, see”3.11.8
Node Provisioning Protocol Interface procedures” in V1.1 spec.

Note: The above functional overview can also be found in the description on the SIG official website
https:// www.bluetooth.com/ mesh-feature-enhancements-summary/ and https:// www.bluetooth.com/
mesh-remote-provisioning/ .

23.1.1 Introduction to Remote_provision Network Interaction Process

(The whole provisioning process is also done node by node).

(1) First network one or more nodes within one hop of the host (Provisioner).

(2) Scan for unprovision beacons sent from nodes further away (within the second hop range) through
already networked nodes and report them to the Provisioner.

(3) Provisioner selects a node that reports an unprovision beacon (for example, networked node A reports
3 scan to unprovisioned node B).

(4) When Provisioner networks node B, it encapsulates the message to be sent to node B into a mesh
network message and sends it to node A first, and then node A extracts the network information and
sends it to the un-networked node B in the form of a generic provision PDU (either in the form of a
PB-ADV, or a PB-GATT).

(5) The message that node B replies to the Provisioner will be sent to node A first. Then node A encapsu-
lates the message into @ mesh network message and send to the Provisioner.

(6) Steps 4 and 5 are executed several times until the networking is completed. During this process, for
the unprovisioned device B, it can be considered that node A does not exist, and there is no difference
with the normal provisioning mode.
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(7) Finish provisioning the nodes in the second hop range by repeating steps 2 to 6. Then search and
network the nodes in the third hop in the same way...... until the search fails to find any unprovision
nodes.

P

(O Relay @ Device with the remote provisioning server model pre—4 Remote Provisioning Messages <,::> Provisioning protocol PDU’s (over PB-ADV or PB-GATT)

=

Remote Provisioning Messages Provisioning Protocol

—1¢

PB-ADV or
PB-Remote Client PB-GATT
[Remote Provisioning .
Client Model]

PB-Remote Server
[Remote Provisioning
Server Model]

Figure 23.1: The Architecture Of Remote Provisioning

23.1.2 Remote Provision Opcode and Flowchart

Remote provisioning opcode (see “4.3.4 Remote provisioning information” in V1.1 spec for command param-
eters).
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Element Model State Message Rx | Tx
Name

Remote Remote Remote Remote Provisioning Scan Capabilities M -
Provisioning | Provisioning | Provisioning Get
Main Server Scan Capabilities | Remote Provisioning Scan Capabilities - M
Status

Remote Remote Provisioning Scan Get

M
Provisioning Remote Provisioning Scan Start M -
Scan Parameters M

Remote Provisioning Scan Stop

Remote Provisioning Scan Status -

Remote Provisioning Scan Report -

Remote Provisioning Extended Scan M -
Start

Remote Provisioning Extended Scan - M
Report

Remote Provisioning Link Get

M
Remote Provisioning Link Open M -
Remote Provisioning Link Close M

Remote Remote Provisioning Link Status _

1]
Provisioning Link | Remote Provisioning Link Report - M
Parameters Remote Provisioning PDU Send M| -

Remote Provisioning PDU Outbound - M
Report

Remote Provisioning PDU Report - M

Table 4.334: Remote Provisioning Server model messages

Figure 23.2: MD_REMOTE_PROV_opcode

Introduction to remote_provision network interaction process The remote scan flowchart in step 2: (where
capa get is Remote Provisioning Scan Capabilities Get, you can get the maximum number of unprovisioned
nodes that can be scanned by the current mesh node and whether active-scan is supported).
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unprov beacon

A

unprov node

unprov beacon

provisioner node
capa get -
F
capa status
ai.
.
scan_start
. - L.
»
scan status
-
et
i
.
scan report
-
et
scan stop
L.
>
k J L J

unprov beacon

A

Figure 23.3: MD_REMOTE_PROV_scan_flow

Introduction to remote_provision network interaction process Flowchart of remote provision for step

3/4/5:

unprov node

provisioner node
mesh link open
>
P! mesh link status
B adv link open
adv link ack
€
mesh pdu send -
1 adv pdu send (eg.start, rand)
transiton ack
-
» mesh outpound
)
P! adv pdu send (eg.start, rand)
)
P! mesh pdu report
)
mesh link close
» adv
link close
A J A J A 4

Figure 23.4: MD_REMOTE_PROV_provision_flow
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23.2 Testing Remote Provisioning with the App

23.2.1 Test Conditions

8258 dongle greater than or equal to 2 (burn 8258_mesh.bin), Android or iOS SIG Mesh App.

23.2.2 Firmware SDK Code Configuration
In the default configuration, the RPR feature is turned off. To enable it, you need to turn on the

MD_REMOTE_PROV macro switch on the node side in the mesh_config.h file. This is shown in the following
figure:

) | mesh_config.h (vendor\commen) % | nlc_ctrl_client_model_config.h (vendor\..\nlc) | nlc_sensor_model_config.h (vendor\..\nlc) |sensors_model.c

#define CERTIFY_BASE_ENABLE 8
#endif

#endif
e * MD_REMOTE_PROV: model of remote provision.
T = pefer to "4.4.5 Remote Provisioning Server model" and "4.4.6 Remote Provisioning Client model" of spec "MshPRT_wl.l.pdf".
C1 =/
m #ifndef MO_REMOTE_PROV
c1 #if (WIN32)

#define MD_REMOTE_PROV 1
o #elif (MESH_USER_DEFINE_MODE == MESH_IROMMAN_MENLO_EMABLE)

#define MD_REMOTE_PROV @ // default disable
b1l #elif (MI_API_ENABLE)

#define MD_REMOTE_PROV 8 // must @

1if ( PROIFCT MESH )
r&geﬁne MD_REMOTE_PROV 1 f',l dufault disable

B #elif (_ PROJECT_MESH_PRO__)
o\ #define MD_REMOTE_PROV 8  // dufault disable
D #else
i #define MD_REMOTE_PROV @ // must @, other project not support due to low power application.
N #endif
= #endif
SE R
v #if MD_REMOTE_PROV
B #define REMOTE_PROV_SCAN_GATT_EN 2

Figure 23.5: 7 MD_REMOTE_PROV_App

23.2.3 App Settings

App Home Click - Settings - Preset Mode, select Remote Provision
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Settings

Enable Private Mode(Default Bound) @

Provision Mode: @
normal(selectable)
niermal{auto)

| @ remole provision

fast provision

Enable subscription level service model @
]

Extend Bearer Mode (D

@ Mo Extend

Extend GATT Only

Extend GATT & ADY

Use No-00B Automatically @ O

Share Import Complete Action i | i

Figure 23.6: MD_REMOTE_PROV_App_setting

23.2.4 Test Steps

(1) Tap the “+” sign on the home page of the App to enter the Remote Provisioning page. Then it will start
the automatic provisioning.

Before starting automatic provisioning, the app will judge whether the current app is in GATT connected
state with the networked node that supports Remote Provision, if not, it will carry out normal PB-GATT
networking, if yes, it will carry out remote provisioning to other un-networked nodes through this networked
node. As shown in the figure below, the first one (top left) is networked by normal PB-GATT, and the others
(top right and bottom left) are networked by remote provision.
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Device Scan(Remote)

' adr-0x00DZ ' ——

=  macAd:C1:3EE T macALCIIaaTAe
2690 FuEY

BOUND BOUND

0 #dr-020006

=  mac:Ad:iC1:38:86:
£7:04

BINDING

GO BACK

Figure 23.7: MD_REMOTE_PROV_App_provision

(2) When the timeout has not been scanned for un-networked nodes, it indicates that all nodes have been
networked, and then returns to the home page to display the following:
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Figure 23.8: MD_REMOTE_PROV_App_provision_success

23.3 Gateway Remote Provision Host Computer Development Guide

23.3.1 Code and Tool Parameter Configuration for Gateway’s Remote Provision

Test conditions: 1x 8258 dongle (burning 8258_mesh_gw.bin), 2 x 8258 dongles (burning 8258_mesh.bin)

(1) MD_REMOTE_PROV is turned on.

« Enable the Macro in code.

/**

* MD_REMOTE_PROV: model of remote provision.
* refer to "4.4.5 Remote Provisioning Server model” and "4.4.6 Remote Provisioning Client model"™ of spec "MshPF

*/
#ifndef MD_REMOTE_PROV
#if (WIN32)
#define MD_REMOTE_PROV

#elif (MESH USER DEFINE MODE -

#define MD_REMOTE_PROV
#elif (MI_API_ENABLE)
#define MD_REMOTE_PROV
#elif (_ PROJECT MESH_ )
#define MD_REMOTE_PROV
#elif (_ PROJECT MESH _PRO_ )
#define MD_REMOTE_PROV
#else

ftdefine MD_REMOTE_PROV
#endif

#endif

1

- MESH IRONMAN MENLO ENABLE)

%] // default disable

%] // must @

// dufault disable
// dufault disable

@ // must @, other project not support due to low power application.

Figure 23.9: Open MD_REMOTE_PROV

If you want to improve the efficiency of the distribution network, you can set the macro EX-
TENDED_ADV_ENABLE to 1, which means that you can use the extended broadcast packet mode to
send remote provision messages. Note that this mode is private.
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mesh_contig.h (Venaory\common) # | mesn_node.c (venaor\common)

#define IRQ_GPIO_ENABLE <]
mesh_config.h -
] ) #if (WIN32)
Symbol Name (Alt+L) // support extend adv, but disable as default. to change by selecting "Extend Adv" item list.
= #else
Bl else ~ // extend adv should be running on the chip with 64k or more RAM.
-3 EXTENDED_ADV | // as default, only some OTA op code use extend adv defined in is_not_use_extend_adv() for compatibility.
[=1-¢& if EXTENDED AD\ /{ if needed, user can change the rulgs dafined in is_not_use_extend_adv.
B TEXTENDED AD #define EXTENDED_ADV_ENABLE |1 | // BLE mesh extend ADV
B2 else #if EXTENDED ADV_ENABLE
" $ EXTENDED AD #define EXTENDED_ADV_PROV_ENABLE
H - #else
B endi efine _ADV_| . must
4 endif #def: EXTENDED_ADV_PROV_ENABLE e /f 8
# endif #endif
El # if EXTENDED_ADV_E Hendif
i e = #if EXTENDED_ADV_ENABLE
# ADV_RF_LEN_MA _ADV_
% ADV_PDU_LEN M #define ADV_RF_LEN_MAX (255) // (253)
l&E else gdifine ADV_PDU_LEN_MAX (ADV_RF_LEN_MAX-56-4) // 61 mac, 4: extend adv head; // payload
else
4k ADV_RF_LEN_MA #define ADV_RF_LEN_MAX (37)
i o LSl | efine '_PDU_LEN_| " RF_LEN_MAX- T omac
~# ADV_PDU_LEN M #define ADV_PDU_LEN_MAX ADV_RF_LEN_MAX-6 /16

Figure 23.10: Open EXTENDED_ADV_ENABLE

» Check whether the circled code below has been added, and if not, add it.

mesh node.c int 1s_not_use_extend_adv(ui6 op)
= {

Symbol Name (Alt+L) #if (WIN32 || (GATEWAY_ENABLE && EXTENDED_ADV_EMABLE))

= - #if WIN32

Zlis_op_need exten ~ u8 option_val = isVC_DLEModeExtendBearer();
-l get_vendor2sig_o #else
2lis op need exten uB option_val = g _gw_extend_ady_option;
< 1.0p_neec. #endif
-l is_op_need_exten
2 is_rx_need_extenc if (EXTEND_ADV_OPTION_ALL == option_val){ // all op use extend adv
-zl is_exist_bind_key_ return 0;

14 else }else if(EXTEND_ADV_OPTION_NONE == option_val){ // all op use no extend adv

2 " return 1;

-2l is_client_tx_exten ’
= rf_link_get_vendol #endif

ZElis_op_need_exten
-l is_op_need_exten
ZEl is_rx_need_extenc
-l is_exist_bind_key_

// -- EXTEND_ADV_OPTTON_OTA_ONLY
#if ((MESH_DLE_MODE == MESH_DLE_MODE_EXTEND_BEAR) || WIN3Z)

if ( (EXTEND PROVISION FLAG OP == op) // for provision
| (CL_((cp _>= REMOTE PROV_SCAN CAPA GET) && (op <= REMOTE PROV PDU REPORT)) // Remote provision ]

__ﬁelnd"i itch to hiat || (FY_UPDATE_START == op) | | (BLOB_CHUNK_TRANSFER == op)| | (BLOB_BLOCK_STATUS == op) || (BLOB_PARTIAL_BLOCK_REPORT == op)){ // TODO : onl
— cloc *Sw! itz 1ig) // use update start message to check whether node support extend adv
£l clock_switch_to_norn return 0
] & if (EXTENDED_ADV_E Jelse{

-#% include "stack/ble ) return 1;
# APP_ADV SETS N sendif
-3k APP_MAX_LENGTI
$ APP_MAX_LENGTI return 8;
@ app adv set para } « end is_not_use_extend_adv »

Figure 23.11: EXTENDED_ADV_ENABLE

« The host computer sets the gateway to extended broadcast packet mode.

The handling of the 3 modes of the "Extend Adv” control is detailed in the is_not_use_extend_adv() func-
tion.
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Telink sig_mesh -- Not Found V3.3.3.5 - b
oo [tl,nndtgav-eway-mi ;l INT | BULKOUT ASCII |¥ Log [T AutoSavelLog |2 m:[glc1en|53va,,,| Save |l7 Hex[ adv ScoplScm'rp_sCin' Ex_scanl oTA |Rx r.esl
LoW_ges,_tavel _bulk_cmd debug A | fastbind Extend Adv: |OTA Only v
LPN_get_onoff None
Cighuness.gus_panel
..... Tl Lo o ctserin oma seare is simeou
LPN_fw_distrib_ota_start_04
£w_update_info_get
Sw spasce_ingo_ger_a1l None: no extend adv
£w_distribution_get
----- these distribution start not for LPN. For LPN, plea OTA O I a | h OTA d d
fu_distribucion_start_all niy:only mes use extend adv
fw_distribution_start_0002
£u_disuribusion stars_02_03 All: all mesh message use extend adv

£w_distribution_start_0001
fffffffffffffffffffffff distribution start end
£w_distribution_suspend
fw_distribution_cancel
£w_update_metadata_check
fw_update_get
fw_update_start
fu_update_cancel
fw_update_apply
blob_transfer_get
blob_transfer_start
blob_transfer_cancel
blob_block_start
blob_chunk_transfer
blob_block_get
blob_info_get

schednlez_ge:
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_ set
time_get
time_zone_set
time_zone_get
time_delta_set

time_delta_get v ALL - chniset|l.s:onne4 P | Path: [E\git_lab\telink : openFile | Mesh
e8 ££ 00 00 00 00 02 00 0L 00 b€ Ob 00 <0 [ directed|comis - UART | usB R dhl o | s |,,m 1{‘ fe— | o |

Figure 23.12: Gateway settings extended broadcast packets

Note:

If the gateway dongle is accidentally powered off, the gateway will be set to "GATT Only” mode by
default, and you need to click “Extend Adv” again to set the gateway to Extended Broadcast Packet
Mode (All), or turn off and then turn on the host computer again, which automatically refreshes the
current “Extend Adv” mode of the host computer to the “Extend Adv” mode of the gateway dongle.

23.3.2 Phase 1 Network One or More Nodes in Normal pb_adv Style

When the network is empty and there is no networked device, one or more nodes within one hop of the
gateway need to be networked first by ordinary PB-ADV.

Provisioning steps: connect to the pc via gw dongle, open tools tool sig_mesh_tool.exe, select the ini file
corresponding to gw as shown in the figure below, and provision one/multiple mesh nodes with pb_adyv,
refer to the sig mesh handle book gateway project for the specific process: “Provisioner operation and
APIs”.
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@ Telink sig_mesh - Found ¥3.3.3.5 - x |

m1 | BuLkouT ascir | Log [T AutoSavelog[2  reczy|Cleaz|save...| save | mexI aav Sivv‘svanlrv_scanlu!_svanl oA ‘M vest]
S = dabug A [ fasthind Exvend Adv: [Nene v

LPN_get_cno

LONOEE : a8 22 13 bl Se b€ 53 3e 83 e5 €b ef b fe dl 02 -
lightness_gec_Panel 1007>13:17:08:531 [INFO) : (GATEWAY) the gateway mac adr is
---Note:retry count field of LPN distrib start is change 3d cl 95 39 <l ad 1

LPH_fu_disezib_ota_stare_04 <1008>13:17:08:531 [INFO] : (common) gateway json init start

<1009>13:17:08:932 [INFO] : (common)node_idx=0, vc_uuid=: a8 22 13 bl Se b 93 3¢ 83 e €b ef 2b fe dl 0
<1010>13:17:08:935 [INFO] : (GATEWAY) update gv's netkey first

: 51 72 7e 85 53 53 Sc a€ a€ b0 ba ba 7 dl dl da

<1011513:17:08:935 [INFO]
<1012>13:17:08:935 (INFOI
<1013>13:17:08:943 [INFO]

WAY) HCI_GATEWAY_CMD_SEND NET KEY : S £f 20 §1 72 7c 85 33 53 Sc a& aé
WAY) HCI_GATEWAY_CMD_SET_NCDE_PARA : e9 f£f 16 00

WAY) the gateway Extend Adv cprion is:0

tion start not for LPN. Fer LVN, p

1014>13:17:32:161 [INFO] : (GATEWAY) HCI_GATEWAY_CMD_SET_NODE_PARA : @5 ff 10

fw_distribution_sta. 1016>13:17:32:168 (INFO) : (GATEWAY) the gateway uuid is

it start end : a8 22 13 bl Se b6 93 3e 03 e €b ef b fe dl 02

pend <1016>13:17:32:1€8 [INFOI: (GATEWAY) the gateway mac adr is
eel 1 3d cl 95 38 cl a4

#w_distribution_sus,

<1017513:17:32:1€8 [INFO] : (common)gateway jsom init start

<1018>13:17:32:170 [INFO] : (common)node_idx=0, vc_uuid=: a8 22 13 bl S b 93 3¢ 83 e €b ef 2b fe dl 0
<101$>13:17:32:171 [INFOI: WAY)update gu's netkey first

: 51 72 7c 85 53 53 S a€ a€
€1020>13:17:32:171 [INFO] : (G
1021>13:17:32:171 [INFO]

B e

ba ba c7 dl dl da
WAY) HCI_GATEWAY_CMD SEND NET_KEY : 9 ££ 20 §1 72 7¢ 95 93 53 Sc 46 a6
WAY) HCI_GATEWAY_CMD_SET_NODE_PARA : @5 f£f 1€ 00

1022>13:17:32:184 (INFO] : (GATEWAY) the gateway Extend Adv cption 4s:0 i
<1023>13:17:47:515 [INFO] : (GATEWAY) HCI_GATEWAY_CMD_SET_NODE_PARA : €5 £f 10 f
©1024>13:17:47:527 [INFO] : (GATEWAY) the gateway uuid is

: aB 22 13 bl Se b€ 93 3e 83 e5 b ef b fe dl 02

<1025>13:17:47:528 [INFO]: (CATEWAY)the gateway mac adr is

2 3d cl 55 38 cl a4 f

<1026>13:17:47:528 [INFO] : (common) gateway jsom init start

1027>13:17:47:525 [INFO] : (common)node_idw=0, ve uuid=: a8 22 13 bl Se b6 53 3e 83 5 €b ef 2b fe dl 0
<102813:17:47:625 [INFO) : (GATEWAY) update gw's netkey firse

51 72 7c 85 53 53 Sc a€ a€ b0 ba ba c7 dl dl da
€1029>13:17:47:529 [INFO] : WAY) HCI_GATEWAY_CMD_SEND_NET_KEY : 5 £f 20 §1 72 7c 85 53 53 Sc a€ a€
<1030>13:17:47:629 [INFO] : (GATEWAY) HCI_GATEWAY_CMD_SET_NODE_PARA : @3 £f 1€ 00
<1031>13:17:47:543 [INFO] : (GATEWAY) the gateway Extend Adv option is:0

v

<

>
v At 7] [comiwet [oommect| [ et Pach: [Ci\Usars\28\Dusksel  Openfile | Hesn
057 03 11 23 3 41 55 66 77 0 sicecsea] 2] i1 | 058 | owpunah|  ouseses| cutemnone [cuonasere] peev | caone |

Figure 23.13: Setting the gateway mode

After successful provisioning, click "MESH” button to open the mesh control interface, and automatically
send LIGHTNESS_GET all command to get all the current nodes (you can also send ONOFF_GET), and display
in the Ul interface. If you are already in the mesh control interface, and the Ul interface does not show any
node that supports remote provision, you need to click the "“Nodes” button, and this command also sends
the LIGHTNESS_GET all command.

The LIGHTNESS_GET all command has the following format:

HCI_CMD_GATEWAY_CMD + netkey index(2 bytes) + appkey index(2 bytes) + retry cnt + rsp_max + gateway
addr + op + par

i.e.. e8 ff + netkey index + appkey index + retry cnt + rsp_max + gateway addr + 82 02 00 00

Note: The ini format is hexadecimal throughout this document unless otherwise noted.

23.3.3 Stage 2 Remote Provision Add Light

(1) Click the rp_scan button in the figure and set the limit and timeout parameters (see V1.1 spec “4.3.4.4
Remote Provisioning Scan Start” for details).

limit: Maximum number of scanned items to be reported. Value O indicates no limit.
timeout: Time limit for a scan (in seconds)

Then click Confirm and the tool will issue the scan start command on the list of nodes obtained in the
previous step in the format:

HCI_CMD_GATEWAY_CMD + netkey index(2 bytes) + appkey index(2 bytes) + retry cnt + rsp_max + scan
server addr + op + par

i.e.e8 ff + 00 OO0 + OO0 00 + 02 + 01 + scan server addr + 80 52 + limit + timeout
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8 Telink sig_mesh - Found V3.3.3.6 - X
#
oo [zl,n:dtqav-eway-mi ;l INT | BULKOUT ASCII |¥ Log [T AutoSavelLog |2 [En[lelEaz'SavE,,,l Save |l7 Hex[ adv S\:Dp|5€in|rp_§ca;lex_scan| oTA |Rx Lestl
_bulk_cmd debug A | fastbind Extend Adv: |OTA Only ¥
LEN_get_level

LPN_get_onofs

lightness_get_Panel

---Note:retry count field of LEN distrib start is change
LPN_fw_distrib_ota_start_04

fw_update_info_get
£w_update_info_get_all remote scan para x
fu_distribution_get

---Note:these distribution start not for LEN. For LEN, p

fw_distribution_start_all mt o

£w_distribution_start
timeout 4{
fffffffffffffffffffff distribution start end

fw_distribution_start_02_

£w_distribution_start_0001

fw_distribution_suspend

£1_distribution_cancel letl
£w_update_metadata_ check

fw_update_get WwE I
fw_update_stazt

fu_update_cancel
fw_update_apply
blob_transfer_get
blob_transfer_start
blob_transfer_cancel
blob_block_start
blob_chunk_transfer
blob_block_get
blob_info_get

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_set
time_get
time_zone_set
time_zone_get

time_delta_set

time delta get v ALL hd chn_set'cunna::l mpu:_dbl Path: OpenFile Mesh
[T directed - URRT | UsB

N T T T T T T

TRiak tranafar rancal — T —— T

CuMeshOta

Gwot lf‘ Prov | Close

output_db | R

Figure 23.14: Remote_provision add lights

The node receives a scan start and replies with a scan status in the format of:

len(2 bytes) + TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_RSP_OP_CODE + scan server addr + gateway
addr + op + par.

i.e.: len + 91 + 81 + scan server addr + dst addr + 80 54 + par.

Note: If the rp_scan button is clicked with the error message shown below:

a_%""f}'% -- Found 4.1.0.0 -

3
| oo ‘siq_msh_master-ini j INT | BULKOUT ASCII |17 Log [ RutoSaveLog |2 retry|Clear|Save,,,‘ Save |V Hex[ &adv Stop|5&an‘rp_scan ex_scan‘ OTA |Ex test]
a _bulk_cmd debug A [ fastbind EZxtend Adv: |None hd
LEN_get_level R —_—
LPN_get_onoff <0000>10:27:22:5 [ERR] : (common)No update node, please get online status beforel!!
lightness_get_Panel
il |-—-Mote:retry count field of LPN distrib start is change

LEN_fw_distrib_ota_start_04

Figure 23.15: No nodes that support the remote_provision feature are selected

The error message means that there is not any node was found to be provisoned and supports remote
provision function. so there is no way to do remote provision. it may happen when the action mentioned in
the previous step, "Click the ‘MESH’ button to open the mesh control interface”, has not been done. if that
happen, click the “MESH" button to fix this error.

(2) To specify one or more nodes to SCAN and report unprovision beacon sending by unprovisoned node
via the REMOTE_PROV_SCAN_REPORT message in the format.

len(2 bytes) + TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_RSP_OP_CODE + src addr + gateway addr +
op + rssi + uuid + oob info(2 bytes) + uri hash(2 bytes, optional).
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i.e.: len + 91+ 81 + src addr + gateway addr + 80 55 + rssi + uuid + oob info.

Note: In order to facilitate the upper computer to display the mac, when the device opens the remote
provision function, the last 6 bytes of the device uuid in the sdk are set to the mac address as default. see
the processing inside the uuid_create_by_mac() for details. As shown in the figure below:

BULKOUT ASCII ||7 Log [ AutoSaveLog |3 zeuryl CleazlSave. = | Save ||7 Hex| Adv Stop | Scanlrp_scanl ex_scanl OTAR |Rx test
[~ fastbind Extend Adv: |None v

(common)VC send to gateway is: e8 ££ 00 00 00 00 02 00 02 00 80 52 02 04

) (GATEWAY) cmd sendback src:0x0001 dst:0x0002,0p 5280 (REMOTE_PROV_SCAN_START) : 02 04
tart is change (RemotePro) CLIENT:REMOTE PROV_SCAN_STS: 00 01 02 04

(GATEWAY) HCI_GATEWAY_RSP_OP_CODE

~

(RemotePro) CLIENT :REMOTE_PROV_SCAN_REDORT (rssi:-13dB): £3 1€ 57 a5 bS £7 €€ 51 3e b7 24 b0 be 45 38 cl
(GATEWAY) HCI_GATEWAY_ RSP_OP_CODE

£3 1€ 97 a5 bS £7 €€ 51 3e b7 24 b0 be 45 38 cl a4 00 00

(RemotePro) CLIENT :REMOTE_PROV_SCAN REPORT (rssi:-54dB): ca 5d 55 e2 e3 da cl 34 38 84 55 of 93 £7 €€ bf
(GATEWAY) HCI_GATEWAY RSP_OP_CODE

ca 5d 55 e2 e3 da cl 34 38 84 55 cof 53 £7 €€ bf a8 00 00
EPN. For LPN, p

2 Device Scaned *
end

16 97 a5 b5 £7 66 51 3= b7 24 b0 be 45 38 cl a4|-13 dBm
9d 95 e2 e3 da cl 34 38 84 55 cf 93 f7 €€ bf a8 -54 dBm

Figure 23.16: Remote provision nodes

(3) Double-click the device to be provisioned in the scanned device list, the corresponding command is:

HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_RP_LINK_OPEN + scan server addr + uuid
i.e.: E9 FF + 1A + scan server addr + uuid.

After the gateway receives HCI_GATEWAY_CMD_RP_LINK_OPEN, it sends the Remote Provisioning Link
Open command to the scan server node, and the scan server node replies Remote Provisioning Link Status
to the gateway after it receives it, and the format of Remote Provisioning Link Status is as follows:

len(2 bytes) + TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_RSP_OP_CODE + scan server addr + gateway
addr + op + par.

i.e.. len + 91 + 81 + scan server addr + gateway addr + 80 5B + par.

As shown below, double-click on the device that needs provisioning:
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2 Device Scaned X F

~

-

|
16 97 a5 b5 f7 66 51 3e b7 24 b0 be 45 38 cl a4 -13 dBm I
9d 95 e2 e3 da cl 34 38 84 55 cf 93 f7 €6 bf a8 -54 dBm

double click

Connect Cancel I

Figure 23.17: Double click nodes

(4) Click the “Prov” button to enter the Provision interface, the corresponding command for the “Prov”
button is:

HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_GET_PRO_SELF_STS.
i.e.. e9 ff + Oc.

Click “Prov” button to enter the Provision screen as shown below:
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oD [ tl_node_gateway

-ini

] | BULKOUT ASCII |V Log [~ AutoSavelog |2 retry

LEN_get_level

mesh_bulk_cmd_debug

Clear

Save. . | Save |I7 Hex[ Adv Stop

~

[~ fastbind Extend Adv: |None -

Scan

rp_scanlgx_;canl OTA |Rx test

- X

LPN_get_ono
lightness_g
---Note:ret

provision

CDTP_OTS_GA:
CDTP_OTS_GA!

LPN_£w_dist, [~ Fast prov mode

fw_update_i
£fw_update_i

---Note:the:
fw_distribu
fu_distribu
fw_distribu

£u_distribu
fw_distribu
£w_update_mq
fw_update_g
fw_update_s
£w_update_c
£w_update_a
blob_transidg
blob_transt
blob_transfd
blob_block_:
blob_chunk_

fw_distribu network_key

£u_distribu iv_update_flag

Provision

NODE_ADR (02 00

filter_operation

filter_type white_list ~ filter_data |01 00 ff t

SetFilter |

Add_mac ‘

blob_block_t
blob_info_gs

scheduler_g
sched_actiol

RM_mac

|ae|H 03030d17 2121 2e 37 37 41 41 4b 4b 55

netkey _idx(litle] |00 00 iv_index[big end) (00 00 00 01

oo unicaslﬁaddr[liﬂleiw 00

KEY_REFRESI ~ DKRI_RP

candi_en

Static
appkey_idx(little) |on oo

app_key [ﬁn 96 47 71 73 4f bd 76 €3 b4 05 19 d1 d9 4a 48

[ e

00 80 52 02 04
E_DROV_SCAN_START) :

1€ 57 as b& £7 €€

5d 55 e2 e3 da cl

pS £7 €€ 51 3e b7 2

E_DPROV_LINK_OPEN) :

po

L7 €€ £5 S€ 38 cl

w

sched_action_set_off
sched_action_set_on
sched_action_set_scene

1

time_set
time_get
time_zone_set

v ALL v| chn_ses

commece] | dcpus_ |

[~ directed -

URRT | UsB

GwMeshOta

output_db |

1

>
Path: xnb‘:\.le Mesh
Gm:;suf“ Prov | Close

Figure 23.18: Click prov

The gateway receives this command and returns whether there is already configuration information and the
number of elements address occupied by gateway itself. The gateway configuration information command

format is.

len(2 bytes) + TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_PRO_STS_RSP + provision_flag +

pro_net_info.

i.e.: len + 91 8b + provision_flag+ pro_net_info.

A provision_flag of 1 indicates that the gateway is provisioned. O indicates that network information needs
to be set, this case please refer to “Add Light via Provisioner”.

The number of elements command format for the gateway itself:

len(2 bytes) + TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_SEND_ELE_CNT.

i.e.: len + 91 + 8C + gateway element count.

(5) Clicking the “provision” button to trigger the addition of a light, corresponding to the command:

HCI_CMD_GATEWAY_CTL + HCI_GATEWAY_CMD_RP_START + provision data.

i.e.: E9 FF + 1B + provision data.
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provision x

I~ Fast prov mode Static
appkey_idx(little) (pp op

g app_key IEI] 96 47 71 73 4f bd 76 €3 b4 05 19 d1 d9 4a 48

network_key |ae fa03030d17 2121 2e 37 37 41 41 4b 4b 55 E
netkey_idx[little] |IJI] 00 iv_index([big end) |00 00 00 01

iv_update_flag ||]|] unicast_addr[liﬂlei"“ 0o
Provision KEY_REFRESI| VI DKRI_RP
NODE_ADR |02 00 candi_en

filter_operation

filter_type |white_list ~| filter_data |07 po fi ff

SefFilter ‘ Add_mac ‘

RMimacl

Figure 23.19: Trigger adding light

(6) The device provisioning status is reported when provisioning is complete. The format is:

TSCRIPT_GATEWAY_DIR_RSP+HCI_GATEWAY_CMD_PROVISION_EVT+ gateway_prov_event_t.

i.e.: 91 + 89 + gateway_prov_event_t.
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Clear

IE Log | RutoSawelog |2 retry
A | fastbind Extend Adv: INone 'l

4c 17 c2 Sb 10 4d 0d a€ 4f €0 ~
<0039>14:58:17:781 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 5d80 (REMOTE_PROV_PDU_SEND): 0
<0040>14:58:18:500 [INFO]: (RemotePro) REMOTE_PROV_PDU_ REPORT,inbound num is 5: 05
<0041>14:58:18:500 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE
: 91 81 02 00 O1 00 80 Se 05

Save. . _| Save ||7 Hex| Adv Stop Scmlx—p_sca.nl ex_scml OTR |Rx t.estl

<0042>14:58:19:118 [INFQ]: (common) =———=——=—=——= GATEWAY >>>>>>>>>>>>>>>>>> JUT
<Q0043>14:58:15:118 [INFO]: (common)prov random cmd: 0€ e0 3b £€ f1 0f £5 €8 22 de b€ 1€ 8d €2 fe aa 52
<0044>14:58:19:133 [INFO]: (common) =—————————=== GATEWAY >>>>>>>>>>>>>>>>>> IUT

<0045>14:58:15:134 [INFO]: (common)prov data cmd: 07 28 a8 ec de 3b ec 28 a% €e c3 15 £0 a4 5d d2 37 83
<004€>14:58:15:149 [INFO] : (GATEWAY)HCI_GATEWAY RSP_UNICAST

: 91 80 04 00

<0047>14:58:15:1€5 [INFO]: (RemotePro)REMOTE PROV_PDU OUTBOUND_REPORT data is : 04 0€
<0048>14:58:15:1€5 [INFO]: (GATEWAY)HCI_GATEWAY RSP OP_CODE

91 81 02 00 Ol 00 80 S£ 04 0€ eD 3b £€ £f1 0f £5 €8 22 de b€ 1€ B8d €2 fe aa 52 11 4f 34 02 bd ce
4b £7 b7 17 €4 1% 02 8f 1b 78
<0045>14:58:15:180 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,o0p 5d80 (REMOTE_PROV_PDU_SEND): 0
<0050>14:58:20:413 [INFO]: (RemotePro) REMOTE PROV_PDU REPORT, inbound num is €: 0€
<0051>14:58:20:413 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE
: 81 81 02 00 O1 00 80 Se O¢
<0052>14:58:20:€13 [INFO]: (common) === GATEWAY >>>>>>>>>>>>>>>>>> IUT
<0053>14:58:20:€13 [INFO]: (common)prov complete cmd: 08
<0054>14:58:20:€25% [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 5aB80 (REMOTE_PROV_LINE CLOSE):
<0055>14:58:20:€44 [INFO]: (GATEWAY)HCI_ GATEWAY CMD SEND NODE_INFO
§:20:€€0 [INFO]: (GATEWAY)HCI_GATEWAY CMD PROVISION_EVT
04 00 b0 be 45 32 cl a4 1€ 57 a5 b5 £7 €€ 51 3e b7 24 bl be 45 328 cl a4

o a i O e i bt b et
- - - T 3

<0058>14:58:20:705 [INFO]: (RemotePro)REMOTE PROV_PDU OUTBOUND REPORT data is : 05 08
<0059>14:58:20:705 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

: 91 81 02 00 01 00 80 S£ 05 OB

<00€0>14:58:21:105% [INFO]: (RemotePro)CLIENT:REMOTE PROV_LINE STS: 00 04
<00€1>14:58:21:109% [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

: 91 81 02 00 01 00 80 Sb 00 04

<00€2>14:58:21:328 [INFO]: (RemotePro) CLIENT:REMOTE PROV_LINE_REPORT: 08 00 00
<00€3>14:58:21:328 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

: 91 81 02 00 01 00 80 S5c 08 00

. ¢ >

- |ALL "l ch.n_set.l connact.l input._d.bl Pat—h:l OpenFile | Mesh |

I di:ectadl v| UART | USB | ﬂu;put_dbl Cwleset

Figure 23.20: Provisioning status

GwMeshOta |Gﬁ0ta5elf| Prov | Close |

typedef struct{
u8 eve;//1 indicates success
ulé adr;
u8 mac[6];
u8 uuid[16];
}gateway_prov_event_t;

(7) Bind app_key

After Provisioning is complete, you also need to bind the app_key for the model. click “bind_all” button to
bind the app_key for the model. the process is the same as for non-remote provisioning modes.

a. The corresponding command for bind_allis: HCI_CMD_GATEWAY_CTL+ HCI_GATEWAY_CMD_START_KEYBIND
+ fast_bind + app_key index(2 byte)+app_key(16 bytes).
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i.e.: €9 ff + Ob + fast_bind + app_key index(2 byte)+app_key(16 bytes).

€3 Telink sig_mesh -- Found - £
oo | [£1_node_gad| e — - - T — ]l Rx test
—— test_cmd Sttt [
ey proviaion] send_cmd  [flff 00 82 05 aky_idx (00 00
gateway_set_netwo.
gateway set_epp kg send app_key [60 96 47 71 73 4f bd 76 €3 b4 05 19 d1 d9 4a 48
gateway_clear_nods .

pr

g_=ll ca network_key  [22 22 c2 c3 ¢4 c5 c6 c7 d8 d9 da db dc dd de df

g_mac_off_unrel
g all level -3278

211 level 32767 key indesx 00 00 v index 11223344
= --test config .
cfg_cps_get iv_update_flag oo unicast_adr |05 00

cfg_sec_nw_be gt
cfg_sec_nw_be_set
cfg_ttl_get
cfg_ttl_set
cfg_nw_transmit_gd
cfg_nw_transmit_sg

et filter_type [white_list ~| filter_data [17 2233 44

friend_set Sg[FilIgr‘ Add_mac |
gatt_proxy_ged

gatt_proxy_sef
mra o gen ain RM_mac

cfg_pub_set_sig

start app key bind,
button disable after succefs

Provision | |

filter_operation

cfg_sub_zdd_sig
cfg_sub_del sig
cfg_sub_del_all_sig

cfg_sub_ow_sig

cfg_sub_get_sig
g_set_level

: 04 00 00 00 11 02 01 00

<1357»15:10:53:940 [INFO]:Status Rsp: 04 00 01 00 20 3e 02 04 00 00 00 11 02 01 QO
<1358>15:10:53:3948 [INFO]: (GATEWAY)the status notify data rsp

" |: 04 00 01 00 B0 3e 0z 04 00 0O 00 11 0Z 01 00

€1359>15:10:-53:962 [INFO] - (GATEHAY)gateway kevh

z 01

gstewsy HEARTEZAT PART-—------ 13£0515-10-54-00 a.pp_ke_\_-' bind succesd
cfg_heartbeat_pub_get e
c£g_heartbest_pub_set
cfg_heartbeat_sub_get

cfg_heartbeat_sub_set -~ | m

Use UART i connect | Prov | Mesh

INFO] - {(GATEWAY) the app key bind success

r

Close

Figure 23.21: Bind app_key

When fast_bind is 1: the gateway will only issue appkey add, the provisioned device needs to turn on the
default binding function (PROVISION_FLOW_SIMPLE_EN is set to 1).

When fast_bind is O: the gateway binds all the model ids by default, in order to save time, users can choose
the model ids that need to be bound. open the macro MD_BIND_WHITE_LIST_EN on the gateway side, and
the model ids that need to be bound can be seen in the master_filter_list in the Mesh_common.c file. [],
users can modify it as needed.

b. App_key bind process gateway will call u8 gateway_model_cmd_rsp(u8 *para,u8 len ) to re-
turn the status information of the bound model, the format is:TSCRIPT_GATEWAY_DIR_RSP +
HCI_GATEWAY_RSP_OP_CODE + Parameters.

i.e.: 91 + 81 + appkey bind status

c. App_key bind completes and returns HCI_GATEWAY_CMD_KEY_BIND_EVT indicating success or
time_out. in the format of:

TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_KEY_BIND_EVT +result.
ji.e.: 91 + 8a + result.(1:success 2:time_out).

(8) Repeat steps (1)~(7) to perform remote provision for other nodes one by one until all nodes are net-
worked.

AN-17120400-E7 277 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

24 Mesh OTA and Guide for Host Computer Development

24.1 Mesh OTA Introduction

24.1.1 Mesh OTA Features and Modes

The mesh OTA, termed mesh DFU (device firmware update) in the mesh spec, is a function that performs
firmware upgrades for nodes. This function specifies how OTA is implemented and enables simultaneous
firmware upgrades for nodes beyond the RF multi-hop distance.

24.1.2 Introduction to Mesh OTA Modes and Reference Rates

The following modes are supported:

(1) Support to upgrade multiple nodes at the same time by mesh ADV relay. Currently, the upgrade time for
Demo SDK 160k firmware is around 60 minutes, and if Telink’s Extended Broadcast Packet mode is enabled,
the upgrade time is around 4 minutes.

(2) mesh OTA for LPN: the current Demo SDK 130k firmware upgrade time is around 70 minutes, if Telink's
extended broadcast packet mode is enabled, the upgrade time is around 4 minutes.

(3) GATT OTA mode for single node (including LPN node): APP will disconnect the current connection, go
to connect the upgraded node, and then execute OTA of SIG MESH, the sending and receiving process is
the same as the process of upgrading multiple nodes, only the sending and receiving packet interactions
are faster, the OTA time is basically the same as that of the OTA defined in the Telink gerneric BLE SDK, and
the upgrading time is about 1 minute.

An overview of the functions can also be found in https://www.bluetooth.com/mesh-feature-enhancements-
summary/

24.1.3 Mesh OTA Firmware Distribution Method

(1) The host computer or app acts as both Initiator and distributor: The host computer is involved in the
process of distributing firmware data to multiple nodes that need to be upgraded. The host has to
stay connected to the nodes at all times and cannot be disconnected, a process that can take several
tens of minutes.

(2) “GATT master dongle + host computer” or app as Initiator, GATT directly connected node as distributor:
in this mode, the host computer only needs to download the new firmware to the directly connected
node through GATT in the front stage, and then the directly connected node acts as distributor to
manage and execute the later work: distributing the new firmware to other nodes to be upgraded.
At this time, the App can disconnect with the node if needed. Gateway does not support this mode
for the time being, but directly adopts the mode of the host computer plus the gateway dongle as
the Initiator and distributor, because the gateway doesn’t need to keep the GATT connection with the
nodes.
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24.1.4 Three Role Profiles of Mesh OTA

(1) Initiator: A node whose DISTRIBUTOR_UPDATE_CLIENT_EN is set to 1in the SDK functions as an OTA
initiator, e.g., an PC tool sig_mesh_tool.exe, an app, etc. The Initiator fetches new firmware from the
local or cloud via http and generates a receiver list, which specifies the nodes to which the OTA update
is to be initiated. Then it sends the new firmware and receiver list to the Distributor, the corresponding
process is in mesh_ota_initiator_proc ().

(2) Distributor: Nodes with DISTRIBUTOR_UPDATE_SERVER_EN set to 1, such as gateway dongle and
Mesh Light nodes with distributor turned on (not supported by default, need to enable DISTRIBU-
TOR_UPDATE_SERVER_EN). Function: Receive the firmware from Initiator, or download the new
firmware through the http URL sent by Initiator, and store it temporarily. Then distribute the new
firmware to the nodes belonging to the receiver list. Distributor corresponds to the sending process in
mesh_ota_master_proc () and receiving process in mesh_ota_master_rx ().

(3) Updating Node: The node that receives the OTA new firmware and updates the old firmware to the
new firmware. That is, the node belongs to the receiver list.

24.1.5 Mesh OTA Silent Upgrade Mode

After distributing the firmware completely, the upgraded node will not apply the new firmware until receive
firmware update apply command. So app or host can choose a suitable time to send firmware update apply
command after transmitting firmware to the upgraded node to achieve silent upgrade mode.

24.1.6 Mods for Mesh OTA

(1) BLOB Transfer(Binary Large Object Transfer) server: this model is used to receive large block data
transfer, including but not limited to receiving firmware data and contains commands such as
BLOB_INFO_GET, BLOB_TRANSFER_START, BLOB_BLOCK_START, BLOB_CHUNK_TRANSFER and so
on. BLOB_INFO_GET, BLOB_TRANSFER_START, BLOB_BLOCK_START, BLOB_CHUNK_TRANSFER, and
soon. There are two modes, Push mode and Pull mode (see definition of MESH_OTA_TRANSFER_MODE_SEL),
Pull mode is only used for LPN nodes.

« Push mode is where the host actively sends firmware data to the upgraded node, which has the
advantage of being fast, but requires the node to be listening for mesh messages all the time.

« Pull mode is when the upgraded node is in receive mode, requesting firmware data from the host.
applicable to LPN devices, the OTA time is relatively long, and only one node is being upgraded at the
same time.

The LPN supports both Push mode and Pull mode by default. the LPN can use Push mode only when
it is in the GATT connection state.

(2) Firmware update server: This mod is used for firmware process control and contains commands such
as FW_UPDATE_METADATA_CHECK, FW_UPDATE_START, FW_UPDATE_APPLY and so on.

(3) Firmware Distribution server: This model is mainly used to receive new firmware and receiver
list from Initiator. It downloads the new firmware to local storage by receiving commands such
as FW_DISTRIBUT_UPLOAD_START, FW_DISTRIBUT_RECEIVERS_ADD, BLOB_TRANSFER_START,
etc.; and distributes the new firmware by receiving commands such as FW_DISTRIBUT_START,
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BLOB_TRANSFER_START, etc. BLOB_TRANSFER_START commands to download the new
firmware to local storage; distribute the new firmware by receiving FW_DISTRIBUT_START,
BLOB_TRANSFER_START commands.

(4) BLOB Transfer client: Corresponds to the sender side of the server model.
(5) Firmware update client : Corresponds to the sender side of the server model.

(6) Firmware Distribution client . Corresponds to the sender side of the server model.

24.2 Test Mesh OTA with App

To test the mesh OTA using the App, please refer to the "4.4 Mesh OTA” section of the chapter Android and
iOS APP User Guide.

24.3 Gateway Mesh OTA

The node to be upgraded is a non-LPN node.

24.3.1 Test and Command Sending and Receiving Process

24.3.1.1 Code Configuration

Code configuration test conditions: 8258 dongle 1 (burn 8258_mesh_gw.bin), 8258 dongle 2 (burn
8258_mesh.bin)

(1) Open MD_MESH_OTA_EN.

_config_B2/8.h (vendor\mesh_prowvision) |app_mesh.h (proj_lib\sig_mesh) | mesh_config.h (vendor\common) % | mesh

#define CERTIFY_BASE_ENABLE 8
f#else
#define CERTIFY_BASE_ENABLE 8
#endif

#endif

#ifndef MD_MESH_OTA_EN
#if (DEBUG_CFG_CMD_GROUP_AK_EN)

#define MD_MESH_OTA_EN 1 J/ just for internal test.
#elif (_ PROJECT_MESH_PRO__) // app & gateway
#if WIN32
#define MD_MESH_OTA_EN 1
#else // gateway
#define MD_MESH_OTA_EN I dgFnglt disable before released by SIG.
#endif
#else
#if ((MESH_USER_DEFINE_MODE == MESH_MI_ENABLE) (LIGHT_TYPE_SEL == LIGHT_TYPE_PANEL) SPIRIT_P
#define MD_MESH_OTA_EN 8 // must @
#elif (MESH_USER_DEFINE_MODE == MESH_IRONMAN_MENLO_ENABLE)
#define MD_MESH_OTA_EN e J/
#elif (AIS_ENABLE)
#define MD_MESH_OTA_EN @ /) default disable
#else
#define MD_MESH_OTA_EN // dufault disable before released by SIG.
#endif mes
#endif
#endif

Figure 24.1: Open MD_MESH_OTA_EN
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(2) To shorten the mesh ota time, the macro EXTENDED_ADV_ENABLE can be set to 1 to support the
extended broadcast packet mode, which should be noted is not a spec-defined mode.

#define RC_KEY_4_ON 8x07
mesh_config.h #define RC_KEY_4_OFF 008
S — #define RC_KEY_A_ON 8x09
Symbol Name (Alt+L) #define RC_KEY_A_OFF Bx8a
- #define RC_KEY_UP 8x0b
4 RC_KEY 4 OFf A #define RC_KEY_DN axc
# RC_KEY_A ON #define RC_KEY_L Bxad
-4 RC_KEY_A_OFI #define RC_KEY_R Bx@e
# RC KEY UP #define RC_KEY_M oxaf
-4 RC_KEY DN
e F7 - cMD
-3 RC_KEY_L #define REPORT_KEY_ONLY_EN )
-3k RC_KEY R
# ROk pee L on o E—
efine _CMD_| | X internal use
bid REPORT_KEY #define LGT_CMD_LUM_UP 9x12//internal use
-4 LGT_CMD_LIG #define LGT_CMD_LUM_DOUN 0x13//internal use
# LGT CMD LIG #define LGT_CMD_LEFT_KEY 0x14//internal use
-4k LGT_CMD_LU! #define LGT_CMD_RIGHT_KEY Bx15//internal use
4 LGT_CMD _LUI #define IRQ_TIMER1_ENABLE 0
-3 LGT_CMD_LEF #define IRQ_TIMEL_INTERVAL (1609) // unit: us
-$ LGT_CMD RIG #define IRQ_GPIO_ENABLE 0

-4 IRQ_TIMER1_E

-$ IRQ_TIMET_IN #if (WIN32)

// support extend adv, but disable as default. to change by selecting "Extend Adv" item list.

# IRQ GPIO_EN/ A
=1 if (WIN32) // extend adv should be running on the chip with 64k or more RAM.
= # else J/ as default, only some OTA op code use extend adv defined in is_not_use_extend_adv() for compatibility.
i Lned ip G
# ENDED #define EXTENDED_ADV_ENABLE 1 // BLE mesh extend ADV
[=h4i if EXTENDEI PPl

- EXTENDE #define EXTENDED_ADV_PROV_ENABLE )
else #else
L ETEE #define EXTENDED_ADV_PROV_ENABLE @  // must B

. #endif
i ﬁ? endif #end:i.ﬂ
# endif
18 if EXTENDED 4 #if EXTENDED_ADV_ENABLE
_$ ADV RF LB #define ADV_RF_LEN_MAX (255) // (253)
== #define ADV_PDU_LEN_MAX (ADV_RF_LEN_MAX-6-4) /f 6: mac, 4: extend adv head; // payload
% ADV_PDU L #else
=l else #define ADV_RF_LEN_MAX 37N
# ADV RF LEl #define ADV_PDU_LEN_MAX (ADV_RF_LEN_MAX-5) J// 6: mac
% ADV_PDU_L #endif
e andif

Figure 24.2: Open EXTENDED_ADV_ENABLE

(3) The host computer can set Extend Adv to enable the extended broadcast packet mode.
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Telink sig_mesh -- Not Found V3.3.3.5 -

oo [tl,n:dtqav-eway-mi ;l INT | BULKOUT ASCII |¥ Log [T AutoSavelLog |2 muylﬂgn'hve,,,l Save |l7 Hex[ adv Scop|5cm|rp_scan| Ex_scanl oTA |Rx teq
_bulk_cmd debug A | fastbind Extend Adv: |OTA Only v

LEN_get_level =

LPN_get_onoff None

lightness_get_Panel

..... eeiTevine ot LEN fw discrib_ova ssars is cimesus

LEN_fw_distrib_ota_start_04

fw_update_info_get

E:,:x:::gi:::;g::;sn None: no extend adV

e e ieen e nen for AU For LA pie OTA Only:only mesh OTA use extend adv
fw_distribution_start_0002

e ataceibusson_rsazs 92 03 All: all mesh message use extend adv

fffffffffffffffffffffff distribution start end
£w_distribution_suspend
fw_distribution_cancel
£w_update_metadata_check
fw_update_get
fw_update_start
fu_update_cancel
fw_update_apply
blob_transfer_get
blob_transfer_start
blob_transfer_cancel
blob_block_start
blob_chunk_transfer
blob_block_get
blob_info_get

s chednlez_ge:
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_ set
time_get
time_zone_set
time_zone_get
time_delta_set

time_delta_get v ALL - chnﬁset|xsconne4 P | Path: [E\gic_lab\telink : openFile | Mesh
e8 ££ 00 00 00 00 02 00 01 00 b€ Ob 00 cO r directed |COM18 - UART | use output, dbl CuR | GuMeshOta |r‘m& lf‘ Prov | Close |

Figure 24.3: The host computer opens the extend_adv

24.3.1.2 Networking Nodes

Connect the pc through gw dongle, open tools tool sig_mesh_tool.exe, select the ini file corresponding to gw
as following figure 1-1, and then network the 2 8258 dongles sequentially. After successful networking, click
“MESH” button to open the mesh control interface, and automatically send LIGHTNESS_GET all command
to get all the current nodes (you can also send ONOFF_GET).

HCI_CMD_GATEWAY_CMD + netkey index(2 bytes) + appkey index(2 bytes) + retry cnt + rsp_max + gateway
addr + op + par

i.e.. e8 ff + netkey index + appkey index + retry cnt + rsp_max + gateway addr + 82 02 00 00

Note: Unless otherwise specified, the ini format is hexadecimal in this document.

Make sure that all nodes are displayed in the Ul, because if you want to do mesh OTA via fw_distribution_start_all
later, the unicast address of the corresponding node is obtained from inside this Ul, which is the source of
the address list in the parameter area of FW_DISTRIBUT_START.
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@ Telink sig_mesh - Found ¥3.3.3.5 - x

[m__] I | BuwrouT ascir|W Log T htuS-v-lﬂc,_ retry|Cleaz |Save. Save [ Hex[™ Rav Stvp‘samlm .uu.l o “-.n| OTA |u @ 14

debug ~

" fastbind Exvend Aav: um

: aB 22 13 bl Se bé 33 3e 83 e5 €b ef b fe dl 02 ~

lightness_gec_Panel <1007>13:17:08:53L [INFO]: (GATEWAY) the gateway mac adr is
Note:retry count fum of LPN distzib start is change R
.

: 3d cl 85 38 cl a4

<1008>13:17:08:531 [INFO] : (common) gateway json init start
©3003>13:17:08:932 [INFO] : (common)node_idx=0, ve_uuid=: a8 22 13 bl Se b6 93 3e 83 e5 6b ef 2b fe al 0
<1010>13:17:08:935 [INFO] : (GATEWAY) update gu's netkey first

: 51 72 7e 85 93 53 9:.; a€ b0 ba ba c7 dl dl da

<1011513:17:08:935 [INI WAY) HCI_GATEWAY_CMD_SEND_NET_KEY : 5 £f 20 §1 72 7c 85 53 53 Sc a6 a€
<1012>13:17:08:939 : &9 £ 16 00

<1013>13:17:08:943 [INFO) : (GATEWAY) the gateway Dxtand Adv opricn i

fw_update_info_get
2w_update_info_get_all

ote:thess distribution start not for LPN. For LWN, p
£w_distribution_start_L

£w_distribution_start_0002

fw_distribution_start_02_03

fw_distribution_start_0001

distribution start end
#w_distribusion_suspend

fw_distribution_cancel

check

<1014>13:17:32:161 LINFOJ'IGMTIAYIKCI _GATEWAY_CMD ¢ sn NODE_PARA : #5 f£f 10

<1016>13:17:32:168 GATEWAY) the gateway uuid

E 2213::1.ubf:::-s:-sﬁ-zzb“ﬂoz

<101€>13:17:32:1€8 [INFOI: (GATEWAY)the gateway mac adr is

1 3d cl 55 38 cl a4

€1017>13:17:32:1€8 [INFO] : (common) gateway json init start

<1018>13:17:32:170 [INFO! a8 22 13 bl Se b6 93 3¢ B3 €5 €b of 2b fe dl 0
<101$>13:17:32:171 [INFOI: (CATEWAY)update gu's netkey first

1 51 72 7c 85 33 53 Sc a€ a6 b0 ba ba c7 dl dl da

<1020>13:17:32:171 [INFO] : (GATEWAY) HCI_GATEWAY_CMD SEND WET KEY : 9 ££ 20 51 72 7c 95 93 93 Sc 46 46 [
€1021>13:17:32:171 (INFO] : (GATEWAY) HCI_GATEWAY_CMD_SET_NODE_PARA : #5 £f 1€ 00
<1022>13:17:32:184 [INFO] : (GATEWAY)the gateway Extand Adv opticn i

<1023>13:17:47:515 mwu GATEWAY) HCI_GATEWAY_QMD_SET_NODE_FARA : 5 £f 10
<1024>13:17:47:627 GATEWAY) the gateway uuid is
: aB 22 13 bl Se bE 9::- 83 e5 €b ef Ib fe dl 02
<1026>13:17:47:528 [INFO] : (CATEWAY) the gateway mac adr is
3d cl 55 39 cl a4

scheduler_ges €102€>13:17:47:528 [INFO;

schaa_sccion_get €1027>13:17:47:529 [IHFO) : (common)node_idxm0, vc_uuidw: a8 22 13 bl Se b€ 53 3e 83 e5 €b ef 2b fe dl 0
o €1028>13:17:47:525 [INFO] : (CATEWAY)update gw's netkey first

SETEDa e Eo IO R e e D

€1029>13:17:47:529 [INFO] \¥) HCI_GATEWAY_CMD_SEND_NET_KEY : @S ££ 20 51 72 7c 85 93 93 Sc a€ a€

€1030713:17:47:629 [INFO] AT B _GATEWAY_QMD_SET_NODE_PARA : 9 £f 1€ 00

<1031>13:17:47:543 [INFO] : (CATEWAY) che gateway Extend Adv option is:0

common) gateway json init start

>
time_delta_gec Az ALL v| chn_set| connect| impuc_db Fath: [C:\Users\ZB\Desktc] OpenFile | Mesh
8 ££ 00 00 00 00 02 00 02 00 b7 03 11 22 33 44 55 €6 77 o~ ‘1"““‘4—_" UART uss ww“_al ‘__l shOta -e-n‘ Prev | Close

Figure 24.4: Network node

24.3.1.3 Select New Firmware

Click on the open file button in the figure, select the target firmware, and click confirm.

) Telink master -- Not Found  V3.3.3.5 - X
D | |sig_mesh_master.ini - INT BULKOUT ASCII |V Log [T AutoSaveLog |2 nr.zy'ﬂ-ulsn., | Save |V~7 Hex [~ Adv sr.nplseu.‘:p ...Ju;em‘ OTA |h u.4

- ~—mesh_bulk_cmd_debug ~

_bulk_cmd f£astbind end Adv: [All >
LEN_get_level e i I =
LPN_get_oncts <0712711:16:09:480

1ightess_get_Panel <0713>11:1€:13:321
---Note:retzy count field of LPN distrib start is change| | g9)4511:1€-17:1€61

LON_fu_distrib_ota_start_04 <0718>11:16:20:960
LPH_iniviator_stazt_ <0716€>11:16:21:161
LPN dnitiator start

as 0L Oe ec 17 ec 04 7d A
01 53 05 51 cl 00 a3
ab 01 28 ec 31 sc £f 97

s2e:0001 dst:c000,cp

=
iv_update)gateway dongle report IVI:

gu_ve_log)OTA, block sum: 1,cur: 0, chunk sum:€01,cur:42%, Progres
5t:2000, 0p. 02 3a 02 %0
4;: €000, op. Ob 40 €8 0
30 06 95 0
0074(?): b0 01 02 33 03 35 0L a3
007d(2): bl 01 05 ec Oc ec 00 a3
38 a3 23 41
1,cuz: 0, sum:€01, cuz:435, Progress:72
src:0001 dst:c000,0p 007d(? 01 13 40 05 7£ 38 ec
1v_update)gatevay dongle report IVI:

£u_distribution_get

-—-Note:these distribution start mot for LEN. For LEN, p
f£u_distribution_starc_all

#u_distributicn_start_0002

f£u_distribution_start_02_03

£u_distributicn_start_0001

stazc end
#u_diseribution_suspend
fu_distzibution_cancel
£u_update_metadata_check

£u_update_get

£1_update_starc

GATEWAY)cmd sendback sre: det:c000,cp 007d(2

<0729>11:1€:58:528
<0730>11:17:02:718

007d(2
007d(2): b8 01 02 41 43 41 £0 87
sum:€01, cur:441, Progress:73% NUL

bS 01 £0 €5 57 0€ 4€ 06

P updz\:l cancel <0731>11:17:0€:881
<0732511:17:10:430
<0733511:17:10:445

hluh_nzmit(r_wn
blob_transfer_start

00 00 0L
<073€>11:17:17:572
<0737>11:17:21:811
<0738211:17:26:598

s£c:0001 dst:c000,0p bb 01 00 a€ 00 al e3 £0
k sre:0001 dst:c000,o0p be 01 93 15 28 ec Oc €0
510001 dse:c000,0p 007d(2): bd 01 d2 e3 O1 00 80 e3
007d(?): be 01 55 03 Ob ec 13 03
sum:€01, cur:447, Progress:74% NUL
BE 01 01 7e 30 ec 28 ec
0 01 00 a0 00 ab £4 <O
cl 01 e3 9¢ ea 87 3e ed

blob_block_get

blob_info_get
fu_iniviater_start_verify_enly all
fu_initiator_start_verify_apply_all
£u_iniviater stare_verify oaly 02 04
£u_iniviaver_start_verify_apply 02_04

dst:co
iv_update) gatevay amn. npu: I

0.
<0748>11:17:44:860 [INFO] : (GATEWAY)cmd sendback src:0001 dst:c000,0p 007d(?): c2 01 @0 b€ 02 3b 21 b3 v
<

fu_distribusion_upload_starc ¥ ALL = l:?m_lll;l:nn:l-n.J inyul._dbl |l-ch‘ C: \Users\zB\Deskzo]  gpenti. I Hesh
®8 ££ 00 00 00 00 02 00 02 00 b7 03 11 22 33 44 55 €€ 77 o “““'dl__l' UART uss B dhl ‘:‘“‘“"’l CubleshOta ‘thlfl . I Close |

Figure 24.5: Select new firmware

24.3.1.4 Download New Firmware to Local Gateway Dongle

Click the "GwMeshOta” button, the host computer loads the selected new firmware from the target path to
the gateway dongle for storing locally, so as to prepare for the subsequent mesh OTA. After the button is
clicked, the host computer calls OnBnClickedGatewayOta to send firmware to the gateway, the correspond-
ing ini commands are as follows:
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(1) Setthe otatype to GATEWAY_OTA_MESH in the format: HCI_CMD_MESH_OTA + MESH_OTA_SET_TYPE
+ GATEWAY_OTA_MESH. i.e.. eb ff + 01 + OO.

Note: ota type GATEWAY_OTA_SLEF (01) is the upgrade gateway itself.

(2) Send the ota start command to wait for the ota area erase to complete. the default wait is 5 seconds.
in the format: HCI_CMD_GATEWAY_OTA + len + CMD_OTA_START. i.e.: ea ff 02 01 ff.

(3) Send the firmware package in the format: HCI_CMD_GATEWAY_OTA + len + ota_index(2 bytes) +
ota_payload(16 bytes) + crc16. i.e.. ea ff + 14 + ota_index + ota_packet(16 bytes) + crc16. Where pkt
index is the index value of the ota packet, the size of each ota payload is 16 bytes, and the crc16 value
is the crc16 checksum of ota_index and ota_payload.

(4) After the firmware is transferred, send the ota end command in the format: HCI_CMD_GATEWAY_OTA
+|en + CMD_OTA_END + index_max + ~(index_max). i.e.: ea ff + 6 + 02 ff + index_max + ~(index_max).
Where index_max = (firmware_total_len + 15)/16 - 1, is the maximum index value of the ota packet,
which is used to receive the ota end command whether to collect all or not.

Note:

New firmware is temporarily stored in the pending OTA area of the gateway dongle (OxO00O0 or
0x40000), once the gateway dongle is rebooted, it will be cleared, and you need to perform the
loading action again. Otherwise, the mesh ota cannot be performed subsequently.

B Telink master -- Not Found  V3.3.3.5 - x
o | [sto_mesn_master.ini v] mx | surkour ascrz|F Log [T AutoSavelos [z xn‘xvl-ﬂ-a:‘&lv‘.. ‘ save ‘W Hex[” Adv suop | scan|p_scanlex_scan| oma ‘M tis:l

------------ h_bulk_cmd_debug A ¥ fastbind Extend Adv: |ALL - ‘
<

1:45:34:587 (INFO) - (common) firmware download process is 82 percent |
45:35:803 [INFO) : (common) #irmvare download process is 83 percent

LoN_fu_aistr
LEN_initiato
L

:40:€85 [INFO]: (
41:8€8 [INFO]

firmware download process is 87 percent
firsware download process is 08 percent
firmuare download process is 89 percent

is ent

43:056 [INFO): (
0:45:44:312 [INFO]
0:45:48:533 [INFO)
45:46:7€3 [INFO]
0:45:47:975 (INTO)
5:45:45:206 [INFO]
:50:41€ (INFD]
51:€34 [INFOI: (

firmuare download process is 54 percent
firmware download process is 95 percent
) firmmare download process is 56 percent
)firmuare download process is 97 parcent
) firmuare download process is 98 percent

45:52:880 (INFO)
0:45:54:080 [INFO]: |

(common) ExecCnd: 8 £f 00 00 00 00 02 00 02 00 bE 0L 00 01
10:547 [INFO]: (GATEWAY)cmd sendback sre:0001 dse:0002,cp Olb€(?): 00 01
10:575 [INFO]: (cmd_rsp)Status Rsp, : 02 00 OL 00 bE 02 01 00 04 01 00 32 36 00
10:575 [INFO]: (GATEWAY) HCI_GATEWAY_RSP_OP_CODE

00 bE 02 01 00 04

Ob 00 c0 02 00 04 0O
1, 00 0 02 00 04 00
01 dst:0001,0p OebE(?): 00 00
(cmd_zsp)Status Rs : 01 00 01 00 bE Ce 08 00
(GATEWAY) HCI_GATEWAY_RSF_OP_CODE

(gu_ve_log)OTA, block sum: 0,cur: 0, chunk sum: 0,cur: 0, Progress: 0% WULL
(GATEWAY) cmd sendback src:0001 det:0002,0p 03b€(7): 00 0L 00 33 26 00 00 00
emd_rsp) Status Rsp. : 02 00 01 00 b6 04 08 00

(GATEWAY) HCI_GATEWAY_RSP_OP_CODE

(GATEWAY) cmdd sendback src:0001 dst:0004,0p 03b€(?): 00 01 00 33 35 00 00 00

»10:48:00:434 [INFO) : (cmd_rsp)Status Rsp : 04 00 01 00 B 04 08 00
0115>10:45:00:434 [INFO): (GATEWAY) HCI_GATEWAY_RSF_OF_CODE v

>

¥ azL =] chn_set| connect| inpur_an Path:[Ci\Users\ZB\Deskte] Openfile | Mesh
= = |
9 ££.00 00 00 00 02 00 02 00 b7 03 13 32 33 44 58 66 77 I wiracoea] ] wawr | 0m | cuspusan| cunasss |[Gaimanora] cworasere prov | cious | ‘

Figure 24.6: Download new firmware to local cache

24.3.1.5 Get the Version Information of the Nodes Currently on the Network

Users can query the version information of the nodes currently on the network via fw_updata_info_get, as
shown in the following figure 02 The version number of the address device is displayed 41 0O (i.e., the ASCII
code of 4.1 version “4”, “1”).

HCI_CMD_GATEWAY_CMD + netkey index(2 bytes) + appkey index(2 bytes) + retry cnt + rsp_max + dst addr
+ Op + par
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i.e.. e8 ff + netkey index + appkey index + retry cnt + rsp_max + dst addr + 83 08 00 01

oD [zl_ncde_ganeway.ini _:J INI | BULKOUT ASCII (W Log [T AutoSaveLog |2 retry|Clear Scan

[T fastbind Extend Adv: |None -

. fw_update_info_get
<0000>14:52:29:855 [INFO]: (common)ExecCmd: e8 £f 00 00 00 00 02 00 02 00 83 08 00 01
<0001>14: 5:853 [INFO]: (GATEWAY)cmd sendback src:0x0001 - 02,cp 0883 (FW_UPDATE_INFO _GEI): 00
<0002>14: 5:508 [INFO]: (cmd_rsp)Status Rsp, 00 83 05 01 00 04 01 00 ')D
<0003>14: :29:908 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE
: 51 81 02 00 01 00 83 0% 01 00 04 01 00 41 00 00

s.wg,,,l Save JI7 Hex[ Adv Stop

OTA Jlx test

co_scarfex_scan

---------------------- mesh_bulk_cmd_debug A
LPN_get_level
LEN_get_ono
lightness_get_Panel

---Note:retry count field of LPN distrib start is change
LPN_fw_distrib _ota_start_04

CDTP_OTS_GATT_ADV_ON
CDTE_OTS_GATT_ADV_OFF

£u_update_info_get_all
fw_distribution get
---Note:these distribution start not for LPN. For LPN, p
fw_distribution_start_all
fw_distribution_start_0002
£u_distribution_start_02_04
fw_distributi start_0001
------------------ distribution start end
fw_distribution_suspend
fu_distribution_cancel
fw_update_metadata_check
£fw_update_get
fu_update_start
£w_update_cancel
£u_update_apply
blob_transfer_ get
blob_transfer_start
blob_transfer_cancel
blob_block_start
bleb_chunk_transfer
blob_block get
bleb_info_get

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_set
time_get

time_zone_set v ALL ¥| chn_set

>
:annece.l :anut._dbl Path: OpenFile Mesh
ed ££ 00 00 00 00 02 00 02 00 83 08 00 0L [ directed [ﬁ' UART ‘ usB

output_db | GuReset | GwMeshOta

Gwﬂcaialf‘ Prov J Close

Figure 24.7: Get node information

24.3.1.6 Send fw_distribution_start_all Command

Double-click the fw_distribution_start_all command in the ini list, the host computer(SIG Mesh Tool
on PC) will automatically read the unicast address of all current nodes from inside the Ul list at
vc_distribute_all_proc(), command format:

HCI_CMD_GATEWAY_CMD + netkey index(2 bytes) + appkey index(2 bytes) + retry cnt + rsp_max + gateway
addr + op + par

i.e.. e8ff+ 0000 + 0000 + 02 + 00 + gateway_addr + 83 19 + group_addr + device_addr _list.

where gateway_addr is the gateway address, and the gateway will do mesh ota to the device specified by
device_addr_list after adding it to group group_addr.

24.3.1.7 OTA Progress Reporting

The gateway receives distribution_start and starts the mesh ota process, mesh_cmd_sig_fw_distribute_start()-
>mesh_ota_master_proc(), which sends the firmware that is temporarily stored in the gateway to the
updating node.

Gateway ota progress is currently reported in string format through the APP_RefreshProgressBar interface
shown as below:
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Telink sig_mesh -- Not Found  V3.3.3.5 - x

0o | [$1node getevay.ini 7] i | mvuour ascrz|W Log I AueSavelos[2

~mesh_bulk_ced_debug

ey|cinae suvn. .| suwn [ Haxl™ 2dv suop| scan]ep_scarfen_scas| oz [

>

I cassbiod  Zssand adv: fiome

[INFO] : (GATEWAY) cmd sendback szc:0001 dse:c000,0p 007d(?): 48 02 €2 €8 00 00 82 €a 00 00 05 13 00 00 € A
FC) - (GATEWAY) cmd sendback 001 dst:c000,0p 007d(?): 45 02 bc 57 84 00 00 00 00 00 @8 00 01 00 €
[INFO) : (iv_update) gateway dongle report IVI

ote: nuy count field of LPN distrib start is change
Len_fu_distrib_ota_stare 0.

02 €4 54 84 00 00 00 00 00 B 00 01 01 €
001 dst:c000,0p 007d(?): 4b G 00 d2 00 d€_0O da 00 de 00 eZ 00 &
1,cur: 0, chunx
001 dse:£000,0p 0 00 00 06 00 00 00
10001 dst:c000,cp 007d(?): 4d 02 2c 5d @4 00 <0 2f 84 00 20 02 00 00
001 dst:000,0p 007d(2): 4e 0 00 10 03 00 01 00 00 00 03 00 00 00
001 dst:c000,cp 007d(?): 4f 02 43 44 45 4€ 00 00 00 00 11 00 00 00
001 dst:c000,0p 007d(?): §0 02 £2 ££ £f ££ 00 00 00 00 00 00 00 00
(iv_update) gatevay dongle repsrs IVI:

[INFO] : (GATEWAY) cmd sendback src:0001 dst:c000,op 007d(?)
(GATEWAY) cmd. sendback

(gu_ve_log)OTA, block
(GATEWAY) cmdl. sendback

£u_distriburion_get

“Hote:these distribution start not for LPN. For LPN, p
fu_distribution_start_all

£ distribution stazt 0002

fu_distribution start_000L
istribucion start end

i seribuzion_mapend

(GATEWAY) cmd sendback 001 dst:c000,0p 007d(7): 51 02 €7 00 00 00 €1 €5 74 20 78 74 20 74

007d(2) : 52 02 €b €5 75 00 €7 €5 74 20 74 €8 €5 20
007d(7): 53 02 €4 20 €4 €5 76 €3 €3 €5 10 €b €5 75
007d(2): §4 02 a2 b7 01 00 a2 b7 01 00 32 bb 01 00
007d(2): 56 02 a2 B7 01 00 42 b7 01 00 42 b7 01 00
op 007d(?): $6 02 00 00 2 03 03 04 20 06 13 00 00 00
007d(2): §7 02 11 02 01 00 33 35 €9 00 07 00 00 00
sum:€01,cur:€00, Progress:$SY NULL

007d(2): §8 02 €c €5 €e b 30 52 €5 6d € T4 €5 00

{INro) :

repors IVI:

[INFO) : (GATEWAY) cmd sendback szc:0001 dst:0003,5p 07b7(7)NULL

[3NFC] : (cma_zsp) STatus Rsp, 02 00 01 00 7a 40 00 00 40 00
[INFO) : (GATEWAY) HCI_GATEWAY_RSP_OP_CODE

| 7 40 00 00 a0 00

{1HFO) - (GATSWAY)cmet sendback src:0001 dst:0004,cp 0757 (2)WULL

[INFO) : (cmd_rep)Status Rep, : 04 00 OL 00 7e 40 00 00 d0 00
e ey mﬂu RS?_OP_CODE

(INFO) : (cmt_ssp) Status Asp, : 02 00 0L 00 b6 03 90 ££ OL 00 00 L1 22 33 44 88 €6 77 98 00
[XNFO) : (GATEWAY) HCI_GATEWAY_RSE_OF,
e 03 90 £ 01 00 50 11 22723 14 B 68 73 48 00 v
< >
mime_deita_get M ALL v chn_set| connect| impuc b Fach: [C:\Usezs\IE\Deskte)  OpenFile
e8 £2 00 00 00 00 02 00 OL 00 b€ Ob 00 <O 0Z 00 04 ¢ ~
directea v]  wsr | uss I curpus b | Gumeser | uteshosa [cuorasers| rov [ cicse

Figure 24.8: OTA progress reporting

24.3.1.8 Mesh OTA Completion Display Page

After ota has finished, report ota results via gateway_upload_mesh_ota_sts in the format:
TSCRIPT_GATEWAY_DIR_RSP + HCI_GATEWAY_CMD_SEND_MESH_OTA_STS + fail_num + fail_list.

i.e.: 91+ 98 + fail_num + fail_list.

Where a fail_num of O indicates the number of failed upgrades, and O indicates all successes, the print page
will show mesh OTA success as shown below.
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Telink sig_mesh -- Found Vv4.1.0.0

=

I:l_node_gltewly.ini

| BULROUT ASCII W Log [~ AutoSavelog |2 xa:rylclea:'sava, ) I Save |l\7 Hex[~

mesh_bulk_cmd_debug

LPN_get_level

LPN_get_onoff

lightness_get_Panel

---Note:retry count field of LPN distrib ssart is change
LEN_fw_distrib_ota start 04

CDTP_OTS_GATT_ADV_ON
CDTP_OTS_GATT_ADV_OFF

fw_update_info_get
£fw_update_info_get_all
fw_distribution_get
===Note:these distribution start not for LPN. For LPFN, p
fw_distribution_start_all
fw_distribution_start_0002
fw_distribution_stazt_02_04
fw_distribution_start_0001
distribution start end
£w_distribution_suspend
fw_distribution_cancel
£w_update_metadata_check
fw_update_get
fw_update_start
fw_update_cancel
fw_update_apply
blob_transfer_get
blob_transfer_start
bleb_transfer_ cancel
blob_block_start
blob_chunk_transfer
blob_block_get
blob_info_get

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scenel

time_set
time_get
time_zone_s

A [ fastbind Extend Adv: |AlLl I

X

Adv Stop | S:anlxp_scanl ﬁx_s:ml OTA |Rx tﬁst]

<0208>15:27:07:475 [INFO]: (cmd rsp)Status Rsp

: 51 81 04 00 01 00 €7 <O 00 00 40 00 07
<0210>15:27:07:€14 [INFO]: (GATEWAY)cmd sendback sre:0x0001
<0211>15:27:07:833 [INFO]: (GATEWAY)cmd sendback src:0x0001
<0212>15:27:07:8€4 [INFO)]: (cmd_rsp)Status Rsp
<0213>15:27:07:8€4
: 1 81 02 00 O1 00 €7 40 00 00 do 0O

<0214>15:27:08:082 [INFO]: (GATEWAY)cmd sendback src:0xz0001
<0215>15:27:08:209 [INFO]: (cmd_rsp)Status Rsp

: S1 81 04 00 01 00 €7 40 00 00 dO 00

<0217>15:27:08:271 [INFO]: (GATEWAY)cmd sendback src:0x0001
<0218>15:27:08:582 [INFO]: (cmd rsp)Status Rsp
<0219>15:27:08:582
: 81 81 02 00 01 00 83 10 80 ££ Ol 00 00 11 22 33 44 55 €€
<0220>15:27:08:754 [INFO]: (GATEWAY)cmd sendback src:0x0001
<0221>15:27:09:035 [INFO]: (cmd_rsp)Status Rsp

: 51 81 04 00 01 00 83 10 80 ££ Ol 00 00 11 22 33 44 55 €6
<0223>15:27:05:219 [INFO]: (GATEWAY)cmd sendback src:0x0001
<0224>15:27:09:530 [INFO]: (cmd_rsp)Status Rsp

: 51 81 02 00 01 00 83 10 cO ££ 01 00 00 11 22 33 44 55 €¢
<022€>15:27:05:717 [INFO]: (GATEWAY)cmd sendback src:0x0001
<0227>15:27:09:999 [INFO]: (cmd_rsp)Status Rsp,

: %1 81 04 00 01 00 83 10 cO ££f
<0229>15:27:10:18€ [INFO]: (GATEWI

<0230>15:27:10:201
<0231>15:27:10:217
<0232>15:27:10:232
<0233>15:27:10:232
<0234>15:27:10:232 [INFO]: (GATEWAY)HCI_GATEWAY RSP OP CODE
: 1 81 01 00 01 00 83 1d 00 00

[INFOI : (GATEWAY) cmd sendback src:0x0001
[INFO] : (GATEWAY) cmd sendback sre:0x0001
[INFOI : (cmd_rsp) Status Rsp.

<

o

:hn_sa=| :onna:t.l input_db I

e8 £f 00 00 00 00 02 00 Ol 00 83 Oe

~ directed -

UART | UsB | outpu:_dhl

«0235>15:27:10:279 [INFOI: (gw_vc_log)OTA, block sum: 0,cur:

04 00 01 00 €7 <0 00 00 40 00 07

<0205>15:27:07:475 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

dst:0xe000, op
dst:0x0002, 0p
: 02 00 01 OO

00&€ (BLOB_CHUNK_TRANSFER) : 07
0583 (BLOB_BLOCK_GET) NULL
€7 40 00 00 d0 00

[INFO] : (GATEWAY)HCI_GATEWAY_RSP_OP_CODE

dst:0x0004, op
: 04 00 01 OO

0583 (BLOB_BLOCK_GET)NULL
€7 40 00 00 d0 00

<021€>15:27:08:205 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP CODE

dst:0x0002, op
: 02 00 01 00

0c83 (FW_UPDATE_GET) NULL
83 10 80 ££ 01 00 00 11 22 33

[INFO] : (GATEWAY)HCI_GATEWAY RSP_OP_CODE

77 88 00
dst:0x0004, op
: 04 00 01 00

0c83 (FW_UPDATE_GET) NULL
83 10 80 ££ 01 00 00 11 22 33

<0222>15:27:05:035 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

77 88 00
dst:0x0002, op
: 02 00 01 00

0£23(FW_UPDATE_APPLY)NULL
83 10 cO ££ 01 00 00 11 22 33

<0225>15:27:05:530 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

77 82 00
dst:0x0004, op
: 04 00 O1 00

0£83(FW_UPDATE_APPLY)NULL
83 10 cO ££ 01 00 00 11 22 33

<0228>15:27:09:999 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE

77 88 00

dst:0x0001, op
dst:0x0001, op
01 00 01 00

1b83 (FW_DISTRIBUT_CANCEL)NULL
1de3 (FW_DISTRIBUT_STATUS): 00
83 1d 00 00

[INFO] : (cmd_name)mesh OTA completed or get info ok!

0, chunk sum: O,cur: 0, Progress:100% NULL

v

Path: [E:\test_bin\8258_m OpenFile Mesh

GuR | GwMeshOta |Gu0l:q5=lf| Prov | Close |

Figure 24.9: Mesh OTA completed

24.3.1.9 Device Flashes 6 Seconds Slowly

All devices will flash slowly for 6 seconds, and then reboot automatically to take effect new firmware.
after reboot, you can query the version through step 5 above to confirm whether the version is upgraded

successfully again, as shown below.

 Telink sig_mesh — Not Found  V3.3.3.5

t1_node_gateway.ini INI | BULKOUT ASCII | tog [T AutoSaverog |2 nsxy|c1..

save.. | save |7 Hexl hav seop | scansn

~—--mesn_bulk_ced_debug

1igheness_ger_Panel

LEN_fu_distrib_o

_stat

info_get

fu_aistribution_stars_all

0001

fu_aistribuvion_suspend

£ distribution cancel

£ update_metadata_check
.

cime delta ger

L esIIeREY omms £1sl4 SF LAN AEEIN SUTS 5 SMa

~distribution start end

e

[ fassbind  Excend Adv: [Wone

=]

L1:30:51:721 (IHFO1: (cmd_rwp) Stacus Rap.

- (GATEWAY) HCI_GATEWAY_RSP_
o 1z

: (common) VC send to gaceway is: e8 £2 00 00 00 00 02 02 £2 £f
+ (GATEWAY) cod sendback 55:0001 dat:£££¢,0p 0383 (C_GNOFE_SET) :
: (cmd_rsp) Status Rsp,

) - (GATEWAY) HCT_GATEWAY_RSP_OP_CGDE
o1 00 Da

: (cma_rsp) Status Rsp,

* (GATEWAY) HCI_GATEWAY_RS®_OP_CODE
o1 00 0a

: (common) VC send to
(CATEWAY) cmd
cmd_rsp) Status Rsp.
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Figure 24.10: ota reboot
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24.3.2 OTA Code Flow Summary

(1) The host computer loads fireware to the gw node.

(2) The host computer sends FW_DISTRIBUT_START to notify gw of the start of ota. The unicast
address list which need to be OTA and the group address for OTA is included in parameters of
FW_DISTRIBUT_START.

(3) gw receives the FW_DISTRIBUT_START, then callback to the corresponding function: mesh_cmd_sig_fw_distribut_s
-> mesh_ota_master_proc() -> (Start to send firmware data)

24.3.3 Gateway OTA Flowchart

Gateway'’s processing flowchart in mesh_ota_master_proc() is shown below:
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Distributor node Updating node #1 Updating node #2
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distribute start -= mesh_ota_master_proc()
.......................... ‘_.}
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No missing cldnk v
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blob block get -
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fw update get -
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fw update apply -
status:
+

distribute stop: OTA success

Figure 24.11: Gateway ota flowchart

24.3.4 Mesh OTA Related Commands

The structure corresponding to the INI command is mesh_bulk_ini_vc_t:

AN-17120400-E7 289 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

typedef struct{

ul6 nk_idx;

ul6 ak_1idx;

u8 retry_cnt; // only for reliable command // for op "distribute start" of gateway mesh
< OTA, it is reliable retry interval for LPN. // retry_intv_for_lpn_100ms

u8 rsp_max; // only for reliable command
ul6 adr_dst;
u8 op;

u8 par[MESH_CMD_ACCESS_LEN_MAX];
Imesh_bulk_cmd_par_t;

typedef struct{
ule flag;
mesh_bulk_cmd_par_t cmd;
Imesh_bulk_ini_vc_t;

The following is a description of the commands used in the flowchart Gateway ota flowchart. Please refer to
the “messages” section in the spec "MshDFU_v1.0.pdf” and "MshMBT_v1.0.pdf” for the parameters of each
command.

24.3.4.1 FW_DISTRIBUT_START

The initiator (host) sends this command to the distributor, which receives it and starts executing the distri-
bution of firmware.

Note

These distributor starts in the INI are private commands.

fw_distribution_start_all =a3 ff 00 00 00 00 00 60 01 00 83 19 00 cO

The opcode “83 19" is the spec-defined distributor start opcode, but when the first two bytes of the fol-
lowing argument are a group address, it is recognised in private format. See is_par_distribute_start_tlk() in
mesh_cmd_sig_fw_distribut_start() for more details, in order to be compatible with the earlier command
format. When is_par_distribute_start_tlk() returns ture, the corresponding parsing format of the parameter
area is:

typedef struct{

ul6 adr_group; // Destination address to be used when sending firmware data.

ul6 update_list[MESH_OTA_UPDATE_NODE_MAX]; // The unicast address list of the node to be
< upgraded
}fw_distribut_start_tlk_t;

The update_list of fw_distribution_start_all is empty, which means it needs to be auto-populated with the
node list of the host computer’s *Mesh” window.

If the update_list for fw_distribution_start is not empty, the example is as follows:
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CMD-fw_distribution_start_0002 =a3 ff 00 00 00 00 00 060 01 60 83 19 00 cO 02 00
CMD-fw_distribution_start_02_04 =33 ff 00 00 00 00 00 060 01 60 83 19 00 c6 02 00 04 00

The unicast address list of the node to be upgraded is specified by the INI command and does not
need to be auto-populated. However, it should be noted that when the number of addresses to
be populated exceeds the default value of MESH_OTA_UPDATE_NODE_MAX, you need to modify
MESH_OTA_UPDATE_NODE_MAX.

Also, since when doing a Mesh OTA for an LPN, only one LPN node can be upgraded at a time, it is used:

LPN_fw_distrib_ota_start_04 =a3 ff 00 60 60 00 32 00 01 00 83 19 00 00 04 00

The corresponding parsing format of the parameter area is also fw_distribut_start_tlk_t, except that the
adr_group should be set to O, and update_list[0] is the unicast address of the LPN. In addition, the reliable
retry count is “32”. “For LPN_fw_distrib_ota_start, it is not the reliable retry count, but the reliable retry
interval in unit 100ms, so Ox32 here means 5000ms, please see the comment of member retry_cnt of
mesh_bulk_cmd_par_t. _cnt.

24.3.4.2 FW_UPDATE_METADATA_CHECK

Distributor sends this command to the node to be upgraded, which contains the firmware id, which reads
the contents of the second to fifth bytes of the new firmware, corresponding to pid (product id) and vid
(version id), see get_fw_metadata() for details. When the node to be upgraded receives this command, it
checks the received firmware id and its own pid vid for comparison, when the pid is the same, it replies
with the value of METADATA_CHECK status as success, which suggests that the distributor can carry out
OTA, and if the pid is not the same, it replies with the value of not allowed to carry out OTA, for more
details, please refer to mesh_ cmd_sig_fw_update_metadata_check() of mesh_ota_slave_need_ota() for
more details, if you want to change to other rules, please modify this function ota_is_valid_pid_vid().

/**

* @brief This function check if new firmware has a valid PID(product ID) and VID(Version
o IS).

* @param[in] p_fw_id - firmware ID

* @param[in] gatt_flag - 1: it is GATT OTA.

* @return

* @note for both GATT and MESH ADV OTA

*/

_USER_CAN_REDEFINE_ int ota_1is_valid_pid_vid(fw_1id_t *p_fw_1id, int gatt_flag)
{
#if (OTA_ADOPT_RULE_CHECK_PID_EN)
// user can change this policy
int accept = 0;
if(p_fw_id->pid == fw_id_local.pid){
#if OTA_ADOPT_RULE_CHECK_VID_EN

sw_version_big_endian_t *p_new = (sw_version_big_endian_t *)p_fw_1id;
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sw_version_big_endian_t *p_local = (sw_version_big_endian_t *)&fw_1id_local.pid;
ul6 ver_new_little = get_little_end_version(p_fw_id->pid);
ul6 ver_local_little = get_little_end_version(fw_id_local.pid);
if(ver_new_little > ver_local_little){
accept = 1;
}
#else
accept = 1;
#endif
}
return accept;
#else
return 1;
#endif

24.3.4.3 CFG_MODEL_SUB_ADD

Corresponding flowchart Gateway ota flowchart The comment inside is “subscription set”.

Distributor sends this command to the pending upgrade. When the pending upgrade node receives this
command, it subscribes to the group number for SIG_MD_BLOB_TRANSFER_S, so that when the OTA sends
the firmware data in the future, it can use the group address as the destination address, and send the
firmware data to all of the pending upgrade nodes at the same time.

24.3.4.4 FW_UPDATE_INFO_GET

Distributor gets the firmware information of the node to be upgraded, which mainly contains information
such as firmware id.

24.3.4.5 FW_UPDATE_START

Distributor sends this command to the node to be upgraded to indicate that firmware update is to be
started.

24.3.4.6 BLOB_INFO_GET

Distributor sends this command to get information of the node to be upgraded. include block size, chunk
size, transfer mode, etc.

24.3.4.7 BLOB_TRANSFER_START

Distributor sends this command to the node to be upgraded to inform the node of the size of the new
firmware and the block size and chunk size parameters to be used, and to start the BLOB data sending
process.
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24.3.4.8 BLOB_BLOCK_START

The distributor sends this command to the node to be upgraded, informing the node which block data is
about to be sent, etc.

24.3.4.9 BLOB_CHUNK_TRANSFER

Distributor sends this command to the node to be upgraded to transmit firmware data.

24.3.4.10 BLOB_BLOCK_GET

After the distributor transmitting firmware data is completed, send this command to query all the nodes
to be upgraded to see if there is any packet loss, if there is, it will re-send BLOB_BLOCK_START and
BLOB_CHUNK_TRANSFER to make up for the packet loss until all the nodes have finished receiving.

24.3.4.11 FW_UPDATE_GET

After the distributor confirming that all the nodes to be upgraded have received the firmware data, send
this command and the nodes to be upgraded will perform CRC checksums and return the checksum value.

24.3.4.12 FW_UPDATE_APPLY and FW_UPDATE_CANCEL
If the returned result is successful, the distributor sends FW_UPDATE_APPLY to the node to notify it to

reboot and enable the new firmware. If the result is a failure, the distributor sends FW_UPDATE_CANCEL
to the node, informing it to reboot and discarding the firmware data it just received.

24.4 Gatt master dongle mode mesh OTA (kma_dongle)

The node to be upgraded is a3 non-LPN node.

Test conditions: 1 x 8269 dongle (burn 8269kma_master_dongle), 2 x 8258 dongles.

24.4.1 Code Configuration

The default mesh ota function is not enabled on the node side, the way to enable it:change
MD_MESH_OTA_EN from O to 1, as follows:
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#if ( PROJECT MESH PRO ) // app & gateway

#define MD MESH OTA EN 1
#else

#if ((MESH USER DEFINE MODE == MESH MI ENABLE) || (LIGHT TYPE SEL ==
#define MD MESH OTA EN 0 // must 0

$c1if (AIS ENABLE)
#if DUAL VENDOR EN
fdefine MD MESH OTA EN 1 // decrease firmware size
#else
fdefine MD MESH OTA EN 1 // enable for genius
#endif
#else
#define MD MESH OTA EN @ /!/ dufault disable before released by SIG.
#endif
#endif

Figure 24.12: Open MD_MESH_OTA_EN

If ota upgrade selects the directly connected node as the distributor’'s mode, you need to change DISTRIB-
UTOR_UPDATE_SERVER_EN from O to 1, as shown below:

#1f (MD_MESH_OTA_EN)
#if(_ PROJECT_MESH_PRO__ _ PROJECT_MESH_GW_NGODE__ )
#define DISTRIBUTOR_UPDATE_CLIENT_EN 1
#define DISTRIBUTOR_UPDATE_SERWER_EN DISTRIEUTOR_UPDATE_CLIENT_EN
#if (WIN32 &% DISTRIBUTOR_UPDATE_CLIENT_EN)
#define INITIATOR_CLIENT_EN 1 // only app or VC enable
#endif
#else
#define DISTRIBUTOR_UPDATE_CLIENT_EN 8 // must @
£ BED MESH // lpn, switch should not enable
DJISTRIBUTOR UPDATE SERVER El'-] // include distribute server, update client and blob transfer |
Fendl
#endif
#endif

#define

Figure 24.13: Enable server distributor

24.4.2 Networking Nodes

Through the master dongle connection pc, open tools tool for two 8258 dongle in turn for networking,
networking success, connect one of them, click on the "MESH" button to open the mesh control interface,
and automatically get all the current nodes, to confirm that all the nodes are displayed in the Ul (because
the subsequent mesh OTA node’s unicast addr is based on the Ul inside the access, that is, the source of
the address list in the parameter area of the FW_DISTRIBUT_START).
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Figure 24.14: mesh_UlI

24.4.3 Select New Firmware

Close the mesh page to return to the home page, as shown in the following figure, click on the search file
button in the figure, select the target firmware, click on the confirmation, after the confirmation as shown
in mark 2.
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Telink maste

cMD [s;;_mesh_mste: .ini

Ll INT | BULKOUT ASCII |V Log [ RutoSavelog |2 retry

Clear

Save. . | Save

_bulk_cmd_debug
LEN_get_level

LEN_get_onoff

lightness_get Panel

LPN_fw_distzrib_ota_start_04
LEN_initiator_start_v_applyd
LPN_initiator_start_v_onlyd

fw update info get
fw update info get all

fw_distribution_get

-Note:these distribution start not for LPN. For LEN,
fw_distribution_start_all

fw_distribution_start_0002

_distribution_start_02_04
_distribution_start_0001
————————————————————— distribution start end
_distribution_suspend
fw_distribution_cancel
£w_update_metadata_check

fw_update_get

£w_update_start

£w_update_cancel

£w_update_apply

blob_transfer_get

blob_transfer_ start

blob_transfer cancel

blob_block_start

blob_chunk_transfer

blcb_block_get

blob_info_get
fw_initiator_start_verify_only all
fw_iniviator_start_verify apply_all
£w_initiator_start_verify only 02_04

fw_initiavor_start_verify_apply_02_04
_initiator_start_VC_test
_distribution_cap_get
_distribution_recv_get
_distribution_recv_add
_distribution_recv_del_all
_distribution_upload_get

fw_distribution_upload_start

---Note:retry count field of LPN distrib start is change

A [ fastbind

Extend Adv: |All hd

[V Hex[  Adv stop

- B |

S:an|rp_§l:in‘ ax_scanl oTA |2x test

P

v ALL

hd l:hnise'=||:nnn=|:: :mpur.}hl

a3 ££ 00 00 00 00 02 00 01 00 83 15 ff ff

¥ directed -

UART | UsB | uul:pu\:_dhl

Path: |C:\Users\Admin\Des! QpenFile Mesh

GwRa;el:l GwMeshOta |Gw0:a551£‘ Prov | Close |

24.4.4 Get Version

Figure 24.15: Select new firmware

Click the ini command :fw-update-info-get-all to get the version of the devices currently on the network,
as shown in the following figure, the version number of the two devices shows 32 38 (i.e., version 2.8), for
details, please refer to the corresponding description of the gateway mesh ota.
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Telink master -- Found

- B |

oD Isl;_mesb_masce:.:.ni. El INI | BULKOUT ASCII |W Log [T AutoSavelog |2 retry|Clear s;va,,,l Save |V Hex[™ Adv Step S:an|rp_;:an‘ ax_scml OTA |2x test|
_bulk_cmd_debug A [ fastbind Extend Adv: |AL 'l
LEN_get_level

o

LPN_get_onoff . £w_update info get all

lightness_get_Panel L <0000>1€:07:51:40¢6 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 01 00 83 15 ££ £
~—Hote:retry count field of LPN distrib start is change <0001>1€:07:51:412 [INFO]: (Basic)access tx cmd 0x1983(FW_DISTRIBUT_START): 83 19 ££ ££ 02 00 04 00
LPN_fw_distrib_ota_start_04 <0002>1€:07:51:412 [INFO]: (cmd _name)connected addr 0x0004 -

LDN_initiator start_v_applyt <0003-1€:07:51:412 [INFO]: (Basic)access tx cmd 0x1d83 (FW_DISTRIBUT STATUS): 83 1d 00 00
LPN_initiator_start_v_onlyd <0004>1€:07:51:412 [INFO]: (cmd_rsp)Status Rsp, " - 01 00 01 00 83 1d 00 00
<0005>1€:07:51:412 [INFO]: (common)mesh ota master proc state: 0x0S5, waic flag:0 E

R S, | 0057167075112 (LB (Basic) access_omd_f_update info_gec :
fw updave info get all <0007>1€:07:51:412 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 02 o 83 08 00 01

fw_discribucion_get <0008>1€:07:51:443 [INFO] : (Basi : H
_get =07:61: : (Basic)access tx cmd 0x0883 (FW_UPDATE_INFO_GHT): 23 08 00 01 1

——Hote:chese distribution svarv nov for LPN. For LPN, p <0012>1€:07:51:582 [INFOI: (Basic)src:0002,dst:0001, ac RX:0983 (FW_UPDATY INFC_STATUS): 83 09 01 00 04 0

fw_distribution start_all <0013>1€:07:51:582 [INFO]: (cmd_rsp)Status Rsp : 0z 00 01 do 83 0% 0L 00 04 01 00 41 00 00 ||,

fw_distribution_start_0003 <0014>1€:07:51:582 [INFO]: (log_win32)mesh_tx_reliable_stop: op 0x0883 Jsp max 1, rsp_cat 1

fw_distribution start 02 04 <0015>1€:07:51:558 [LIB]: (Basic)access_cmd_fw_update_info_get f

£w_distribution_start_0001

<001€>1€:07:51:598 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 04 0 83 08 00 01
distribution start end

<0017>1€:07:51:€25 [INFO]:(Basic)access tx cmd O0x0883(FW_UPDATE_INFO_GHT): 83 08 00 01

fu_distribusion_suspend <0021>1€:07:51:784 [INFO] : (Basic)sre:0004,dss:0001, ac RX:0583 (FW_UPDATY INFO_STATUS): 83 05 01 00 02 o ||,
fw_distribution _cancel <0022>1€:07:51:784 [INFO]: (cmd_rsp)Status Rsp, - 04 00 01 0 33 05 01 00 04 Ol 00 41 00 0O |
fu_update_metadata_check <0023>1€:07:51:784 [INFO]:(log win32)mesh tx reliable stop: op 0x0883 jsp max 1, rsp cnt 1 1

fw_update_get }
£w_update_start
£w_update_cancel 1
£w_update_apply
blob_transfer_get
blob_transfer_ start .
blob_transfer_ cancel 1
blob_block_start
blob_chunk_transfer
blcb_block_get ]
blob_info_get
fw_initiator_start_verify_only all
fw_iniviator_start_verify apply_all
£w_initiator_start_verify only 02_04
fw_initiavor_start_verify_apply_02_04
£w_initiator_start_VC_test
fw_distribution_cap_get
£fw_distribution_recv_get
fw_distribution_recv_add
fw_distribution_recv_del_all

f£u_distribution upload_get < >

fw_distribution_upload_start v ALL v| chn se1-.| connect| input_db I Path: [C:\Users\Admin\Des! oOpenFile | Mesh | !
00 00 02 00 0L ot

a3 ££ 00 00 00 00 02 00 01 00 83 15 £f £f ¥ di“c“dr ~|  vaer | usB | oul:pu:_dhl | — |D. 1f| e | Close |

Figure 24.16: Get version

24.4.5 OTA Start

When testing, choose one of the following 3 ways to test.
(1) Upper computer as distributor mode

The host will transmit firmware data directly to the target node. This mode requires the master dongle and
the GATT connected node to be in GATT connection state at all times.

Double-click the ini command :CMD-fw_distribution_start_all to start the mesh OTA.
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3 Telink master - Found

o ‘slg_mesh_masbe:.lnl

_bulk_cmd_debug o
lightness_get_LEN

lightness_get_Panel

[

fw_info_get
fw_info_get_all
fw_distribution_get
| £ aistribucion grarcell @
fw_distribution_start_0002

fw_distribution_starc_0Z_03

fw_distribution_start_0001

fw_distribution_stop

fw_distribution_detail_get

£w_update_get

fw_update_prepare

£w_update_start

fw_update_sbort

fw_update_apply

obj_transfer_get

cbj_transfer_start

obj_transfer_sbort

obj_block_transfer_start

obj_chunk_transfer

obj_block_gst

obj_info_get

scheduler_gst
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scensl

time set
time_get

time zone set
time zone get
time delta set
time delta get
time role set
time role get

scene_store
scene_del

j INI ‘ BULKOUT ASCII |V Log [T fastbind

S

z retry|Clezr séve___| Save ||7 Hex|[ 2dv Step | Scan | rp_scan| o’m|;x test
<2B27¥15:53:08:970 [INFO] : a3 ££ 00 00 00 00 02 00 00 cO 7d 07 00 13 -
<2B2B¥15: 2483 [INFO] : a3 ££ 00 00 00 00 0Z 00 00 cO 7d 08 00 c4
<2B29¥15: 2999 [INFO] : a3 ££ 00 00 00 00 0Z 00 00 cO 7d 03 00 £2
<2B30¥15: 2515 [INFO] : a3 ££ 00 00 00 00 0Z 00 00 cO 7d Oz 00 ed
<2B31¥15: 2037 [INFOI : a3 ££ 00 00 00 00 0Z 00 00 c0 7d Ob 00 14
<2832¥15: 2553 [INFO] : a3 ££ 00 00 00 00 0Z 00 00 <0 7d Oc 00 10
<2833¥15: 2068 [INFOI : a3 ££ 00 00 00 00 0Z 00 00 c0 7d 0d 00 5b
<2834¥15: :583 [INFO] : a3 ££ 00 00 00 00 0Z 00 00 cO0 7d Oe 00 e6
<2B35¥15: 2098 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 00 c0 7d Of 00 09
<2B36715: 2613 [INFO]: (cmd name)access_cmd_obj_block _get
<2B37¥15: 2627 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 02 00 7e 11 22 33 44 55 &6 77 88 00
<2838¥15: 2641 [INFO]: (Basic)the mesh access tx cmd is 0x007e : 11 22 33 44 55 &6 77 88 00 00
<2839¥15: 2010 [INFO]: (Basic)adr_src:0x0002,adr_dst:0x0001,access rx cmd is 0x9b7 : b7 09 00
<2840¥15: 2023 [INFO]: (cmd _rsp)Status Rsp, s 02 00 01 00 b7 09 00
<2B41¥15: 2040 [INFO]: (log_win3Z)mesh tx reliable stop: op 0x007e rsp max 1, rsp cnt 1
<2842¥15: 2060 [INFO]: (cmd name)access_cmd_obj_block _get
<2843¥15: 2075 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 04 00 7e 11 22 33 44 55 &6 77 88 00
<2844¥15: 2030 [INFO]: (Basic)the mesh access tx cmd is 0x007e : 11 22 33 44 55 &6 77 83 00 00
<2B45¥15: 2163 [INFO]: (Basic)adr_src:0x0004,adr_dst:0x0001,access rx cmd is 0x9b7 : b7 09 00
<2B46715: 2186 [INFO]: (cmd _rsp)Status Rsp, s 02 00 01 00 b7 09 00
<2B47¥15: 2205 [INFO]: (log_win3Z)mesh tx reliable stop: op 0x007e rsp max 1, rsp cnt 1
<2848¥15: 2217 [INFO]: (cmd _name)access_cmd_obj_block transfer start
<2849¥15: 2231 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 02 00 b7 05 11 22 33 44 55 &6 77 88
<ZBE0>15: 2242 [INFO]: (Basic)the mesh access tx cmd is 0x05b7 : 11 22 33 44 55 &6 77 88 01 00 00 O
<ZBE1>15: 2889 [INFO]: (Basic)re data layer upper:segment tx success, map in ACK is: 07 00 00 00
<2B5Z>15: 2210 [INFO]: (Basic)adr_src:0x0002, adr_dst:0x0001,access rx cmd is Oxéb7 : b7 06 00
<2B53>15: 2225 [INFO]: (cmd _rsp)Status Rsp, s 02 00 01 00 b7 0% 00
<ZBE4>15: 2247 [INFO]: (log_win3Z)mesh tx reliable stop: op Ox05b7 rsp max 1, rsp cnt 1
<ZBE5>15: 2263 [INFO]: (cmd name)access_cmd_obj_block transfer start
<ZBEE>15: 2279 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 04 00 b7 05 11 22 33 44 55 &6 77 88
<ZBET>15: 2297 [INFO]: (Basic)the mesh access tx cmd is 0x05b7 : 11 22 33 44 55 &6 77 88 01 00 00 O
<2BEE>15: 2330 [INFO]: (Basic)re data layer upper:segment tx success, map in ACK is: 07 00 00 00
<2BE3>15: 2944 [INFO]: (Basic)adr_src:0x0004,adr_dst:0x0001,access rx cmd is Oxéb7 : b7 06 00
<ZBE0>15: 2955 [INFO]: (cmd _rsp)Status Rsp. : 04 00 01 00 b7 0% 00
<ZBEL>1E: 2973 [INFOI]: (log_win3Z)mesh_tx 3 = 0105b7_rs
<ZBEZ>1E: 2985 [INFOI]: (cmd_name) Progress, Flnck total: 39,"uzzem:: 1,| L progress: &%
<ZBE3>1E: 2998 [INFOI: : a3 'rr T
<ZBE4>15: 2511 [INFO] : a3 ££ 00 00 00 00 0Z 00 00 0 7d 01 00 1b
<€2865»15:54:12:026 [INFO]: (common)ExecCmd: a2 ££ 00 00 00 00 02 00 00 c0 7d 02 00 42 |

<

a3 ££ 00 00 00 OO0 02 OO0 01 OO0 be O= 11 02 21 00 00 ££ 00 ed

m
usB connect | Path: |D-\STE MESH Relea search file
URRT v| carz mzs=r |

Mesh ota Gate_ota

Figure 24.17: start mesh OTA

(2) The directly connected node acts as distributor and selects verify and apply mode.

Instead of directly transmitting the firmware data to the node to be upgraded, the host computer first
quickly transmits the firmware to the directly connected node through GATT mode, and then the GATT
connected node transmits the firmware to the node to be upgraded. during the transmission to the node
to be upgraded, the host computer can disconnect the GATT connection.

Since verify and apply mode is selected, the directly connected node will send the firmware update ap-
ply command to the node to be upgraded after distributing the firmware and confirming that it has been
received, so that the node to be upgraded can reboot and take effect of the new firmware.

Double-click the ini command:CMD-fw_initiator_start_verity_apply_all to start the mesh OTA. Command
Format:(refer to structure fw_initiator_start_t)

HCI_CMD_MESH_OTA_INITIATOR_START + distribute adress + distribute appkey index + distribute ttl + time-
out + distribute transfer mode + group + upload ttl + upload timeout + upload blob id

i.e.: ab ff + 00 00 + ff ff + ff + ff ff + 05 + OO0 00 + 00 cO + ff + ff ff + 6162 63 64 65 66 67 68
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fw_distribution_recv del_all
£w_distribution_upload_get

£fw_distribution_upload_start

3

v

ALL

ab ££ 00 00 ££ ££f ££ ££ ££ 05 00 00 00 cO ££f ££f ££f €l €2 Ep Srmmi -

S e |

UART | Use

output_db |

>
Path: |C:\Users\Admin\Des! QOpenFile Mesh

G

.

=
Telink master - Found V4.1.0.0 — Xk
5
i
cp | [sig_mesh_master ini > mr | BULKOUT ASCII |V Log [~ AutcSaveLog |2 (E:[lelEax'SivE,,,l Save |l7 Hex[  Adv ScoplScm'rp_scan' Ex_scanl oTa |Rx ces\:l b
P L bulk_cmd_debug A [ fastbind Exvend Adv: |All - ;'F
LEN_gev_onoff <0257>19:25:48:955 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 17 00 11 al
lightness_get_Fanel . <0303> :49:33€ [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 18 00 S0 E
~-~Note:retry count field of LEN distrib start is change  |.g3ggs :49:714 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 19 00 Oe K
LEN_fw_distzib ota starc 04 <0315> :50:087 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ la 00 €2 E
LEN_initiavor_start v_applyd <0321> :50:4€2 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ lb 00 2a E
LEN_initistor start v_onlyd <0327> §0:83€ [INFO): (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ lc 00 S€
- - <0333> :51:209 [INFO]: (cmd_name)block sum: 1,cur: 0,chunk sum:71S,cur:2S, upload Progress:5%
fw_update_info_get <0334>19:25:51:205 [INFO]: (common)ExecCmd: a3 £f 00 00 00 00 02 00 04 00 €6 ld 00 08
fw_update_info_get_all <0340>15:25:51:582 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ le 00 15
distribution_get <034€>19:25:51:957 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 1£ 00 00
c--Note:these distribution stvarv not for LEN. For LEN, P | 9352515:25:52:330 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 20 00 1b g
discribucion start_all <0358> :52:703 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 21 00 02
_disvribution_starv_0002 <03€4> :53:082 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 22 00 0a
fw_distribution start_02_04 <0370 :53:47€ [INFOI]: (common)EsecCmd- a3 ££ 00 00 00 00 02 00 04 00 ce 23 00 ca "
distribuvion_start_0001 <0376> :851 [INFO]: (cmd nafe)block sum: 1 cur: 0, chunk sum:719 cur:3€, upload Progress:¢éh | d
”””””””””””” distribution stast end <0377> :851 [INFOI : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 24 00 70
distribution_suspend <0383> 1223 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 25 00 25 b
fw_distribution cancel <0385> €03 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €6 26 00 51 €
fw_update_metadata_check <0355> :973 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 27 00 23 r
:"_“Pd“E_‘-f“ <0401> 348 [INFO]: (common)ExecCmd: a3 ££f 00 00 00 00 02 00 04 00 €€ 28 00 02
fu_updave_starc <0407> :725 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 23 00 28
;“-“Pd“e-“mel <0413> :112 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2a 00 19
fw_update_spply <0415> :451 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2b 00 2b
blob_transfer_get <0425> :865 [INFO]: (cmd_name)block sum: 1,cur: 0,chunk sum:719,cur:44, upload Progress:7% fi
blob_transfer_start <042€> :8€5 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2c 00 ££
blob_transfer cancel <0432> :239 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €6 2d 00 13
blob_block_stars <0438> €18 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2e 00 00 .
bleb_chunk _transfer <0444 :005 [INFOI : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2£ 00 la b
blok_block get <0447> :089 [INFO]: (Basic)src:0002,dst:££££, ac RX:4e22 (LIGHINESS _STATUS) : 82 de ££ ££ e
blob_info_get <0448> 0SS [INFO]: (cmd_rsp)Status Rsp 02 00 ££ ££f 82 4e ££ ££ ]
L initistor start verify coly all <0454> :393 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 30 00 08 :
<04€0> 765 [INFO]: (common)ExecCmd: a3 £f 00 00 00 00 02 00 04 00 €6 31 00 18 i
fu_initiator_stars_verify_only 03 04 <04ee> :148 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 32 00 e0 i
fw_initiater_start_verify_apply 02_0¢ <0472> 2518 [INFO]: (cmd_name)block sum: L,cur: 0,chunk sum:71%,cur:5l, upload Progress:8% b
fw_iniviaver_start VC_test <0473> :518 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €6 33 00 €€ b
f" discribucion cap_gec <0479> 1852 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 34 00 02 &
fw_distribution_recv_get <0485> 00:281 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 35 00 30 E
£fw_distribution_recv_add Vo

(Rt

|r MeshOta |mm 1{‘ Prov | Clusz' I

Figure 24.18: verify apply

(3) The directly connected node acts as distributor and selects verify only mode.

The difference between this mode and the “select verify and apply mode” is that the directly connected node
will not send the distribution apply command to the node to be upgraded after distributing the firmware and
confirming that it has been received. Instead, it waits for the host to send the distribution apply command
before the node to be upgraded takes effect with the new firmware.

Currently, for ease of use, when the host computer receives a report from the distributor (directly con-
nected node) that the distribution is complete, the host computer will automatically trigger the distribu-
tion apply command to be sent to the distributor. if you want to cancel this automatic sending, you can
modify the code of “ mesh_ota_initiator_proc() -> case INITIATOR_OTA_ST_DISTR_PRE_APPLY". For ex-
ample, change it to nothing, and wait until the apply command is sent manually, and then set it to INITIA-

TOR_OTA_ST_DISTR_GET state.

Double-click the ini command:CMD-fw_initiator_start_verity_only_all to start mesh OTA. Command Format:

(The difference from verify apply mode is that the value of distribute transfer mode is not the same.)

HCI_CMD_MESH_OTA_INITIATOR_START + distribute adress + distribute appkey index + distribute ttl + time-
out + distribute transfer mode + group + upload ttl + upload timeout + upload blob id

i.e.: ab ff + 00 00 + ff ff + ff + ff ff + 01 + OO 00 + 00 cO + ff + ff ff + 61 62 63 64 65 66 67 68
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Telink master -- Found V4.1.0.0 - X
D Isia,msh,msu:.mi E| INI | BULKOUT ASCII |V Log [T AutoSavelog |2 ra\'.tglCliizlSive_.l Save |l7 Hex[" Adv 5:0p|5:an|rp_s:an| ax_scanl OTA |Rx test
_bulk_cmd_debug A | fastbind Extend Adwv: |ALLl -
LEN_get_level
LPN_get_cnofs <0213>19:2€:58:219 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ Ob 00 QO A
lightness_get_Panel <0219>15:2€:58:5594 [INFO] : (common)ExecCmd: a3 £f 00 00 00 00 02 00 04 00 €€ Oc 00 ad

~—Rote:retry count field of LPN distrib start is change <0225>19:2€:58:968 [INFO] : (common)ExecCmd: a3 £f 00 00 00 00 02 00 04 00 €€ 0d 00 03
LEN fu_disctrib octa_starc 04 <0231>19:2€:59:341 [INFO) : (cmd_name)block sum: 1,cur: 0,chunk sum:71S,cur:14, upload Progress:3%
LEN_initiator start_v_applyd <0232>15:26:55:341 [INFOI: (commen)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ Oe 00 48
LEN_iniciacor_starc_v_onlyd <0238>19:2€:59:71€ [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 0f 00 24
<0244>19:27:00:087 [INFO] : (commen)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 10 00 S&
£u_update_info_get <0250>19:27:00:4€1 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 6€ 11 00 €a
fw_update_info_get_all €0256>19:27:00:835 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 12 00 fb
fu_distribution get <02€2>19:27:01:210 [INFO] : (common)ExecCmd: a3 £f 00 00 00 00 02 00 04 00 €€ 13 00 34

ote:these distribution start not for LPN. For LPN, p <0265-15:27:01-584 [INFO

common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 14 00 1b
: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 1§ 00 Ob
<0280>19:27:02:330 [INFO]: (cmd_name)block sum: 1,cuz: 0,chunk sum:71S,cur:22, upload Progress:4%
istributi 02 <0281>15:27:02:330 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 1€ 00 1d
fu_distribution_start 0001 <0287>19:27:02:705 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 17 00 11
T stribution stazt end <0293>1$:27:03:078 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 18 00 SO
£w_distributicn suspend <0255>15:27:03:451 : (common) ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €6 15 00 Oe
£w_disvribution _cancel <0305>15:27:03:822 common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ la 00 €2
fu_update_metadata_check <0311>19:27:04:15€ [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €6 lb 00 2a
fu_update_get <0317>15:27:04:573 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ lc 00 Sé
fw_update_start <0323>19:27:04:941 : (cmd_name)block sum: 1,cur: 0,chunk sum:719,cur:25, upload Progress:S%

fw_distribution_start_all <0274>19:27:01:958 [INFO
fw_distribution_start_0002

fu_distribution_start

£w_update cancel <0324>19:27:04:541 common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ ld 00 08
fw_update_apply <0330>15:27:05:320 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ le 00 1§
blcb_transfer get <033€>15:27:05:710 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ L£ 00 Q0
bleb_transfer stazt <0342>19:27:06:097 : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 20 00 1b
blob_transfer_cancel <0348>15:27:06:472 common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €6 21 00 02

blch_block_starc <0354>19:27:06:849 [INFO): (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 22 00 Qa
blob_chunk transfer <03€0>15:27:07:229 [INFO] : (common)EzecCmd. 33 ££ 00 00 00 00 02 00 04 00 €€ 23 00 €4
blob_block_get €6>15:27:07:€04 cu: chunk_sum:715, upload Progress:
e7>19:27:07- 608 T a3 ££ 00 00 00 00 02 00 04 0O €€ 24 00 70
<0373>19:27:07:983 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 25 00 23
i L <0379>18:27:08:358 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 26 00 51
fw_initiator_starc_verify only 02 04 <0385>19:27:08:732 common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 27 00 23
fu_initiater start verlfy apply 02 04 <0351>1%:27:05:105 common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 28 00 02
fu_initiator_start_VC_sest <0357>15:27:05:478 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 25 00 28
<0403>19:27:09:851 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2a 00 19
<0405>19:27:10:223 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 00 04 00 €€ 2b 00 2b
- v

fu_disuribuzion_recy_del_eil < I >

fw_distributicn_upload_get

fw_distribucion upload starc o ALL v| chn set| conne:r.| input_db | Pach: |C:\Users\Admin\Des! OpenFile Mesh

ab ££ 00 00 ££ ££ ££ ££ ££ 01 00 00 00 cO ££ ££ ££ €1 €2 €y duec“dl—j_ fre— | 0SB | D“:PM_‘H;.| Gwﬂnsﬁ\:l e | “hul —— | — |

Figure 24.19: verify only

The red box in the above figure is the progress reference value: cur:1 indicates that the current is the 1st
bolck; every 256k is 1 block, 147k firmware is 147/256 (such as block total:1 in the figure), total chunk:719
indicates that a total of 719 chunks are to be transmitted, cur:4 indicates that the current transmitted chunk
is the 4th, OTA process:7% indicates that the current progress of ota is 7%.

24.4.6 OTA Finish

OTA is completed, the two devices will be applied, the print page will appear distribution completed; flow
completed, the VC tool page to stop printing, the tick in front of the log will be removed to close the
log printing, at the same time will pop up a small prompt box log disable now, indicating that the OTA is
complete. log off is In order to avoid the log being flushed out during the upgrade process, it is convenient
to check the log and save it, as shown in the following figure.

AN-17120400-E7 300 Ver1.6.0



vl Telink

Telink SIG Mesh SDK Developer Handbook

B Telink master -- Found  v4.1.0.0 - X
o ISiG',mESB,lHHH--mi E' INI | BULKOUT ASCII |[” Leg [T AutoSaveLeg |2 :a:rylcleaz'sava“.l Save ||7 Hex[ Adv Stnp|S:m|xp_scan| ex_s:m' OTA |Rx test|
bulk_cmd_debu ~ .
R = e g |~ fastbind Extend Adv: ALl I
LEN_get_cnoff <487€>05:41:12:822 [INFOI : (common)ExecCmd: a3 ££ 00 00 00 00 02 01 02 00 83 14 00 00 01 00 B
lightness_get FPanel X ) ) <4877>09:41:12:853 [INFO]: (Basic)access tx cmd 0x1483(FW_DISTRIBUT_RECEIVERS_GET): 83 14 00 00 01 00
---Nove:retry count field of LEN distrib svart is change  |.4gg15>09:41:13:023 [INFOI:(Basic)src:0002,dst:0001,ac RX:1583(FW_DISTRIBUT_RECEIVERS_LIST): 83 15 02 0
LEN_fw_distrib ota_starc 04 <4882>05:41:13:023 [INFO]: (cmd_rsp)Status Rsp : 02 00 OL 00 83 15 02 00 00 00 04 00 01 <0
LPN_initiator_start_v_applyt <4883>05:41:13:023 [LIB]: (Basic) node addr:0x0004,update phase:2, distribute progress: 9€%
LPN_initiator_start_v_onlyd <4884>09:41:13:023 [INFO]: (log_win32)mesh tx reliable_stop: op 0x1483 rsp_max 1, rsp_cnt 1
<4885>09:41:17:823 [LIB]: (Basic)access _cmd fw_distr receivers_get
fw_update_info_get <488€>09:41:17:823 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 Ol 02 00 83 14 00 00 01 00
fw_update_info_get_all <4887>05:41:17:854 [INFO]: (Basic)access tx cmd Ox1483(FW_DISTRIBUT_RECEIVERS_GET): 83 14 00 00 01 00
fw_discribuci = <4891>09:41:17:978 [INFO]: (Basic)src:0002,dst:0001,ac RX:1583 (FW_DISTRIBUT_RECEIVERS_LIST): 83 15 02 0
———Note:chese d :ig mesh_tool X | LPN, P <4892>08:41:17:978 [INFO]: (cmd_rsp)Status Rsp : 02 00 01 00 83 1§ 02 00 00 00 04 00 Ol eB
fu_discribucion <4893>05:41:17:978 [LIB]: (Basic) node addr:0xz0004,update phase:2, distribute progress: 100%
fu_distribution| <4894>05:41:17:578 [INFOl: (log_win32)mesh_tx_reliable stop: op 0x1483 rsp_max 1, rsp cnt 1
fw_discribucion) . <4895>05:41:22:838 [LIB]: (Basic)access_cmd_fw_distr_receivers_get
fw_discribution ) Log disable now <485€>05:41:22:838 : (common) ExecCmd: a3 ££ 00 00 00 00 02 01 02 00 83 14 00 00 OL 00
mTTT Mesh OTA flow finished! <4897>05:41:22:870 Basic)access tx cmd 0x1483 (FW_DISTRIBUT_RECEIVERS_GET): 83 14 00 00 0l 00
fu_distribution <4901>09:41:23:026 Basic) src:0002,dst:0001, ac RX:1583 (FW_DISTRIBUT_RECEIVERS_LIST): 83 15 02 0
fw_discribution| <4502>09:41:23:02€ :{cmd rsp)Status Rsp, : 02 00 Ol 00 83 15 02 00 00 00 04 00 04 c8
fw_update metad| <4903>09:41:23:02€ [LIB]: (Basic) node addr:0x0004, update phase:8, distribute progress: 100%
fu_update_get <4504>05:41:23:02¢ [INFO]: (log_win32) mesh_tx reliable_stop: cp 0x1423 rsp_maz 1, rsp_ent 1
Tu_updave_stary <4905>05:41:25:840 [LIB]: (Basic)access_cmd_fw_distribut_get
fw_update_cance| <490€>09:41:25:840 [INFO] : (common)ExecCmd: a3 ££ 00 00 00 00 02 Ol 02 00 83 18
fu_update_apply <4507>05:41:25:871 [INFO]: (Basic)access tx cmd Ox1883 (FW_DISTRIBUT_GET): 83 18
blcb_transfer_get <4915>09:41:2€:040 [INFO]: (Basic)rx segment all packetes received
bleb_transfer_start <451€>08:41:26:040 [INFO]: (Basic)src:0002,dst:0001,ac RX:1d83(FW_DISTRIBUT_STATUS): 83 ld 00 04 00 c0
bleb_transfer cancel <4517>05:41:26:040 [INFOdoicmd, lStazuc D : 02 00 01 00 83 1d 00 04 00 cO £f £f £f £f
blob_block_stars <4918>05:41:2€:040 [LIBIE (Basic)distribution completed ! |
bleb_chunk_transfez <4919>09:41:26:040 [INFO]: (10Q_winiZ mesh_tx_re = Stop: op 0x1883 rsp_max 1, rsp_ent L
blob_block_get <4921>05:41:26:117 [LIB]: (Basic)access_cmd_fw_distzibut_cancel
blob_info_get ) <4922>09:41:26:117 [INFO] : {common)ExecCmd: a2 ££ 00 00 00 00 02 Ol 02 00 82 1b
fu_iniviator_start_verify ouly_all <4923>09:41:2€:147 [INFOI: (Basic)access tx cmd 0x1b83 (FW_DISTRIBUT_CANCEL): 83 1b
fw_initiator start verify apply sall <4925>09:41:27:108 [LIB]: (Basic)mesh_tx_reliable_proc:retry cat 2
fu_initiator_start_verify only 03 04 <4526>05:41:27:108 [INFO]: (Basic)access tx cmd Ox1b83 (FW_DISTRIBUT_CANCEL): 83 1b
fw_initiator start verify apply 02 04 <4928>08:41:28:083 [LIB]: (Basic)mesh_twx _reliable_proc:recry ent 1
Tu_iniviator_stars_VC_vest <4929>09:41:28:083 [INFOI: (Basic)access tx cmd 0x1b83(FW_DISTRIBUT_CANCEL): 83 1b
fw_discribution cap_get <4931>05:41:25:048 [INFO]: (log win32)mesh tx reliable_stop: op 0x1b83 rsp_max 1, rsp_cmt 0
fu_discribution recv_get <4532>05:41:25:075% nﬁrm T (common) £1ow cuxpleved—l
fw_discribution_recv_add =
£w_distribution_recv_del_all < 5
fw_distribution_upload_get
fw_distribution_upload_start < ALL h chn_se'r.l conne:tl inpuc_db | Path: |C:\Users\hdmin\Des! oOpenFile Mesh
U2 80 Z0 OB 0007 00 04 00 09 0L 00 £ 25 03 28 2 dizected[—z URRT | usB I nu:pu:_dh| Guln;a:' GuMeshOta |M:asalt| Prov | Close |

Figure 24.20: kma ota finish

24.4.7 Recover Log

All devices will flash slowly for 6 seconds, and then it will reboot automatically, after reboot, confirm the
log, if necessary, you can tap the “Save” button to save the log, VC tools “log” control check box, so that

the print is back to normal.

——
BULEOUT 2scIIf W Log fastbind |2 retrlelear@ave..) Szve | W Hex| BRdv Stop | Scan | r:p_scanl 0T}!|Rx test
: e

Figure 24.21: Recover log

24.4.8 Check for Success

Reconnect to the network, you can check the version through the above step 3 to confirm whether the

version is upgraded successfully, as shown below.
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@ Telink master - Found - . AR s satas A ==

cMD ‘ng_mesh_mastehml ﬂ INT | BULKOUT ASCII||7 Log [~ fasthind |2 retry

Clear

Save ‘IFHEK’_ 2dv  Stop | Scan | rp_scan|

OoTa ‘Rx test

Save...

_bulk_cmd_debug * [130 [1MFO]:(Basic)the mesh access tx cmd is OxO7bE - 11 02 21 00 00 ££ -

lightness_get LEN 376 [INFO]: {common)mesh_tx_relisble proc:retzry cnt 1

lightness_get Panel 388 [INFOI:(Basic)the mesh access tx cmd is OxO7TbE :
_| |82 [INFO):(Basicimesh segments all packet received
=| |395 [2RR]:app key decryption error

322 [INFO]: (Basic)mesh segments all packet received

334 [INFO]: (Basic)adr_sre:0x0004, 2dr_dst:0x0001,2ccess rx omd is Ox8bé : b6 08 00 00 11 02 Z1 00 00 ££

fw distribution start all ~ |527 [INFOI: (cmd_rsp)Status Rep, - - 04 00 01 00 bé 08 00 00 11 02 21 00 00 ££ 11 ZZ 33 44 S¢

fu_distribution_start 0002 365 [INFO]: (log win3z)mesh tx relisble stop: op 0x07b& rsp max 1, rsp cnt 1

fw_discribution_svars 02_03 375 [INFO]: (Basic)mesh segments 21l packet received - -

fw_distribution start 0001 393 [INFO]: (Basic)adr_src:0x0004,adr_dst:0x0001,sccess rx cmd is OxEbé : b& 08 00 00 11 02 21 00 00 ££

fuw_distribution_stop J0€ [INFO]:{cmd_rsp)Status Rsp : 04 00 01 00 bé 08 00 00 11 02 21 00 00 ££ 11 22 33 44 5%

fw_distribution detail get J18 [INFO]: (common)mesh_ota master_prac state: 13

fw_update_gec 140 [INFO]: {cmd name)access_cmd fw_distribut_stop

fw_update_prepare 152 [INFO] : {common)ExecCmd: =3 ££ 00 00 00 00 0Z 01 01 00 b Ob 11 02 21 00 00 ££

fw_update_start 166 [INFO]:{cmd_name)Drogress, block total: 0, current: 0, OTA progress: 100%

fu_update sbort )78 [INFO]: (Basic)the mesh access tx cmd is OxObbé : 11 02 21 00 00 ££

fw_update_spply 190 [INFO]:(Basic)the mesh access tx cmd is OxOcb6 : 00 11 02 21 00 00 ££

obj_transfer get LOS [INFO]: {emd rsp)Status Rsp - 01 00 01 00 b6 Oc 00 11 02 21 00 00 £f

obj_transfer_start 118 [INFO]: {cmd_name)mesh OTA completed!
obj_transfer_sbort -

obj_block_transfer_start
obj_chunk_transfer
obi_block_get
obj_info_get

11 02 21 00 00 ££

fu_info_get

fu info get all

fw_distribution_get

a1
371 [INFOI: (commeon)ExecCmd: a3 ££ 00 00 00 00 02 00 01 00 b Oa 11 02 21 00 00 ££ 00 00
386 [INFO]: (Basic)the mesh access tx cmd is OxO0abé : 11 02 21 00 00 ££f 00 Q0

395 [INFO]: (Basic)the mesh access tx cmd is OxOcb& - 01 11 02 21 00 00 ££

513 [INFO]: (cmd_rsp) Status Rsp : 01 00 01 00 bé Oc 01 11 02 21 00 00 ££
525 [INFO]: (cmd_name)mesh OTA completed!

524 [INFO]: (common)mesh_ota_master_proc state: 3

557 [INFO]: (cmd_name)access_cmd fw_info_get

570 [INFO]: (commen)ExecCmd: =3 ££ 00 00 00 00 02 01 02 00 b 01

382 [INFO]: (Basic)the mesh access tx cmd is 0x0lb6 NULL

scheduler_get
sched_action_get
sched_scticn_set_off
sched_sction_set_on
sched_acticn_set_scenel

168 [INFOI: (Basic)adr_src:0x0002,adr_dst:0x0001,zccess rx cmd is Ox2bé : bE 02 11 02 01 3z 33
183 [INFC]:(cmd_rsp)Status Rsp. - 02 00 01 00 bé 02 11 02 01 00 32 39
Time_set LOS [INFO]:{log win32)mesh tx reliable stop: op 0x0lbé rsp max 1, rsp cot 1

time_get
time_zone_set
time_zone_get
time_delta_set
time_delta_get
time_role_set
time_role_get

121 [INFO]: {cmd_name)access_cmd_fw_info_get
L37 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 04 00 bé 01
L54 [INFOI: (Basic)the mesh access tx cmd is 0x0lbE NULL

168 [INFO]: (Basic)adr_src:0x0004,adr_dst:0x0001,zccess rx cmd is Ox2b& : b6 02 11 02 01 3z 35
83 [INFO]: (cmd_rsp)Status Rsp : 04 00 01 00 bé 02 11 02 01 00 32 39
304 [INFO]: (log_win3Z)mesh tx_reliable stop: op 0x0lbé rsp_max 1, rsp_cnt 1 i

L} | [ r

scene_store
el 1 1 1

s T — = T T

Figure 24.22: Check for success

24.5 LPN Mesh OTA

24.5.1 LPN Mesh OTA Gateway Mode Operation Procedure

Test conditions: 1x 8258 dongle (burning 8258_mesh_gw.bin), 2 x 8258 dongles (burning 8258_mesh_LPN.bin)

24.5.1.1 Code Configuration

(1) Open MD_MESH_OTA_EN

(2) To shorten the mesh ota time, the macro EXTENDED_ADV_ENABLE can be set to 1 to support the
extended broadcast packet mode, which should be noted is not a spec-defined mode.

(3) If the gateway node is not selected as a friend, the gateway node should have FEATURE_FRIEND_EN
set to O.

LT R W A I W N LT W

#define FEATURE_LOWPOWER_EN 8
#define FEATURE_PROV_EN 1
#define FEATURE_RELAY_EN {
#define FEATURE_PROXY_EN 1
#else
#if DU_ENABLE
#define FEATURE_FRIEND_EN 8
el
#define FEATURE_FRIEND EN 8 | // WIN 32 should be support disable
Fendirt =

HArLl e~ FCATIHIDE | MIMNWWICD CRI (]

8 || SWITCH_ALWAYS_MODE_GATT EN)

Figure 24.23: Switch off the friend function

AN-17120400-E7 302 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

24.5.1.2 Networking Nodes

Refer to the Gateway mesh ota networking process.

Note:
If the LPN node is not shown in the Ul after the networking is completed, you can click this INI com-
mand to get it (you need to pay attention to whether the destination address is correct, the default is
0x0004), CMD-LPN_get_onoff. Another way is that the power down the LPN node and then re-power-
up operation, the LPN will actively send the current status once, and the Ul interface will display the
LPN node.

24.5.1.3 Select New Firmware

Refer to the Gateway mesh ota selecting new firmware process.

24.5.1.4 Get Version

Refer to the Gateway mesh ota selection to obtain the version process.

24.5.1.5 OTA Start

Click LPN_fw_distrib_ota_start_04, then modify the last two bytes of the command window below to the
unicast address of the LPN node. and then click “Enter” in keyboard of PC to send this INI command.

i.e. 02 00, and hit enter to send this command.
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8 Telink sig_mesh -- Found V4.1.0.0

oMD I\:l_nude_ultevay .ini

> m I BULKOUT AscII |V

mesh_bulk_cmd_debug
LPN_get_level
LPN_get_onoff
lightness_get_Panel
—---Note:retry count field of LPN distrib start is change
LPN_fw_distrib_ota_start_04

CDTP_OTS_GATT_ADV_ON
CDTP_OTS_GATT_ADV_OFF

fw_update_info_get
£w_update_info_get_all
fw_discribution_get
Note:these distribution start not for LPN. For LPN, p
fw_distribution_start_all
fw_distribution_start_0002
fw_distribution_start_02_04
fw_distribution_start_0001
distribution start end
£fw_distribution_suspend
fw_distribution_cancel
fw_update_metadata_check
fw_update_get
£fw_update_start
fw_update_cancel
fw_update_apply
blob_transfer_get
blob_transfer_start
blob_transfer_cancel
blob_block_start
blob_chunk transfer
blob_block_get
blob_info_get

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scensl

time_set
time_get
time zone_set

[r—

~

v

- X
Mesh
Nodeﬂ reliable ~ pEEiEdul ——
- getset “ any * any
0003 “ custom [° € cus
Group_S ~Month —
a c ¥ Jan ¥ Feb ¥ Marl¥ Apr |
= ¥ Jul ¥ Aual’ Sep¥ Octk
GrpDelAll_S e
GrpDelAll_Cl " any hour " once a day
“Minute | Secom
SEIRULES " any minute  any
SecNwBc  every 15 minute| " eve
 every 20 minute| eve
T " once an hour  one
transmit @ custom |0  cust
“week
ELY ¥ MonV Tue ¥ Wed
Friend W Thu ¥ Fri ¥ Sat ¥ Su
Proxy ~aAction
Ligh @ OnC Off T Noaction ™
ghtness cet
Cim
RFU
GetCPS
DelNode

I

IU-J- ¥| chn_set

connect| input_db |

e8 £f 00 00 00 00 32 00 01 00 83 19 00 00 |Gl 0o I

[~ directed | - UART

UsB output_db I

>
Path: |C:\Users\Admin\Des! QOpenFile Mesh

Euﬂesatl GwMeshCOta IDHD!:ESQIL!I Prov | Close I

Figure 24.24: L PN mesh ota start

24.5.1.6 OTA Finish

The log after successful ota is shown below.
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Te nk sig_mesh -- Found V4.1.0.0 - X

D It—l,node,gaf-e"a&hmi EI INI | BULKOUT ASCII |W Log [~ AutoSaveLog |2 xEtIg' Clear |Save. | save |V Hex[  Rdv stop Scanlx‘p_scinl Ex_scan' OTA |Rx test]
_bulk_cmd debug A [ fastbind Extend Adv: |All -

LPN_get_level

LEN_get_onoff

«1108>17:28:15:103 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,cp 00€€ (BLOB_CHUNK_TRANSFER): b3 A
lightness_get_Panel £110817:28-15

Note:retry count field of LPN distrib start is change
LPN fw distrib ota start 04

:292 [INFO]: (GATEWAY) cmd sendback src:0x0001 dst:0x0002,cp 00€E (BLOB_CHUNK_TRANSFER): bd
<1110>17:28:18:461 [INFO]: (GATEWAY) cmd sendback src:0x0001 dst:0x0002,0p 00€€(BLOB_CHUNK_TRANSFER) : bS
<1111>17:28:15:€4¢ [INFO]: (GATEWAY) cmd sendback src:0x0001 dst:0x0002,cp 00€€(BLOB_CHUNK_TRANSFER): bé
<1112>17:28:15:832 [INFO]: (GATEWAY) cmd sendback src:0x0001 dst:0x0002,0p 00€€ (BLOB_CHUNK_TRANSFER) : b7
CDTP_OTS_GATT_RDV_ON <1113>17:28:17:780 [INFO]: (cmd_rsp) Status Rsp, : 02 00 01 00 €8 ca b8 ca bS
CDTE_OTS_GATT_ADV_OFF <1114>17:28:17:780 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE

: 81 81 02 00 OL 00 €8 ca bE ca bS

<1115>17:28:17:983 [INFO]: (GATEWAY) cmd sendback src:0x0001 dst:0x0002,o0p 00€€(BLOB_CHUNK_TRANSFER) : b8
fv_update_info_get_all <111€>17:28:18:182 [INFO]: (gw_vc_log)OTA, bleck sum: 1,cur: 0, chunk sum:€98,cur:637, Progress:39% NUL
fu_distribution_get X <1117>17:28:18:158 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 00€€(BLOB_CHUNK_TRANSFER): bS
——Note:these distribution start not for LPN. For LPN, p <1118>17:28:19:303 [INFO] : (emd_rsp) Status Rsp, : 02 00 01 00 €8

fu_distribution_start_all <1119>17:28:19:303 [INFOI: (GATEWAY)HCI_GATEWAY_RSP_OF_CODE

fw_d:.s\'.r:bu:a.on 5:3::_‘)\302 - 51 81 02 00 Ol 00 €8

02
fw_distribution start 02_04 <1120>17:28:1%:31% [INFO]: (GATEWAY) cmd sendback src:0x0001 dst:0x0002,0p 0583 (BLOB BLOCK GET)NULL
fu_distribution_start_0001 = =

£w_update_info_get

- <1121>17:28:19:724 [INFO]: (cmd rsp)Status Rsp______ : 02 00 01 00 €7 40 00 00 d0 00
T distribution start end <1122>17:28:19%:724 [INFOI]: (GATEWAY)HCI_GATEWAY RSP OP_CODE
fu_distribution suspend : 91 81 02 00 01 00 €7 40 00 00 40 00
fu_distribution_cancel <1123>17:28:19:740 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 0ce3(FW_UPDATE_GET)NULL
fw_update metadata_check <1124>17:28:20:71% [INFO]: (cmd_rsp)Status Rsp - 02 00 01 00 83 10 80 ££ 00 00 00 11 22 33
£w_update_get <1125>17:28:20:719 [INFO]: (GATEWAY)HCI_GATEWAY RSP_OP_CODE
fu_update_start : 91 81 02 00 01 00 83 10 80 ££ 00 00 00 11 22 33 44 55 €€ 77 88 00
fu_update_cancel <112€>17:28:20:734 [INFOl: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,cp 0£83 (FW_UPDATE_APPLY)NULL
£w_update_apply <1127>17:28:22:445 [INFO]: (cmd_rsp) Status Rsp, : 02 00 01 00 83 10 c0 ££ 00 00 00 11 22 33
blob_transfer_get <1128>17:28:22:445 [INFO]: (GATEWAY)HCI_GATEWAY RSP OP_CODE
blob_transfer_start : 91 81 02 00 01 00 83 10 cQ ££ 00 .00 00 11 22 33 44 55 €€ 77 88 00

blob_transfer_cancel
blob_block_stars

blob_chunk_transfer <1130>17:28:22:476€ [INFOI: (GATEWAY) cmd sendback src:0x0001 dst:0x0001,0p lb83 (FW_DISTRIBUT_CANCEL)NULL

zio:_l;lzck_a‘et <1131>17:28:22:492 [INFO] : (GATEWAY) cmd sendback src:0x0001 dst:0x0001,cp ld83(FW_DISTRIBUT_STATUS) : 00
ob_info_get

<112$>17:28:22:4€0 [INFO]: (GATEWAY) mesh OTA success |

<1132>17:28 [INFO1: (cmd_rsp) SnALuS Rsn =m100.01.00 83 1d 00 00

<1133>17:28:22:507 [INFO]: (cmd_nmk;sh OTA ccmpleted or get info ck!l
scheduler_get <1134>17:28:22:507 [INFO]: (GATEWAY)HCT | RSP _OF_
sched_action get : 51 81 01 00 01 00 83 1d 00 00
sched_action set off <1135>17:28:22:553 [INFOI: (gw_vc_log)OTA, block sum: 0,cur: 0, chunk sum: 0,cur: 0, Progress:l00% NULL
sched_action sec_on <113€>17:28:35:419 [INFO]: (emd_rsp) Status Rsp : 02 00 ££f £f 82 08 ff 7f
sched_action_set_scensl «1137>17:28:35:442 [INFO]: (GATEWAY)HCI_GATEWAY RSP OP_CODE

: 91 Bl 02 00 ££ ££f B2 08 ££f 7£ v

time_set <
time_get

>
Time_zone set e ALL - chn_ser.l CDHHEI:‘El input_db | Path: [C:\Users\Admin\Des! OpenFile Mesh
-

ed ££f 00 00 00 00 32 00 Ol 00 83 15 00 00 04 00

~ directed URRT | use | Dur.pu':_dbl GwRese\:l GwMeshOta |Dw0|:i5elfJ Prov | Close |

Figure 24.25: ota success

24.5.2 LPN Mesh OTA Gatt Master Dongle Mode

Test condition: 8269 dongle 1 (burning 8269kma_master_dongle), 8258 dongle 3 (two burning
8258_mesh.bin, one burning 8258_mesh_LPN.bin)

24.5.2.1 Code Configuration

(1) Open MD_MESH_OTA_EN.

(2) To shorten the mesh ota time, the macro EXTENDED_ADV_ENABLE can be set to 1 to support the
extended broadcast packet mode, which should be noted is not a spec-defined mode.

(3) If the ota upgrade selects the directly connected node as the distributor mode, you need to change
DISTRIBUTOR_UPDATE_SERVER_EN from O to 1.

24.5.2.2 Networking Nodes

Refer to the gatt master dongle mesh ota Selecting a Networking Node Procedure.
Note:

If the LPN node is not shown in the Ul after the networking is completed, you can click this INI com-
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mand to get it (you need to pay attention to whether the destination address is correct, the default is

0x0004):

CMD-LPN_get_onoff

Another way is that the power down the LPN node and then re-power-up operation, the LPN will actively

send the current status once, and the Ul interface will display the LPN node.

24.5.2.3 Select New Firmware

Refer to gatt master dongle mesh ota select new firmware process.

24.5.2.4 Get Version

Refer to gatt master dongle mesh ota selection to get the version process.

24.5.2.5 OTA Stoart

(1) Upper computer as distributor mode

Click on LPN_fw_distrib_ota_start_04,then modify the last two bytes of the command window below to be
the unicast address of the LPN node, i.e., 02 00, and then click on the Enter key to send this INI command.

g Telink sig_mesh -- Found V4.1.0.0

oD |v.1_node_;neuay -ini

> m | BULKOUT ucn||7

mesh_bulk_cmd_debug
LPN_get_level
LPN_get_onoff
lightness_get_Panel

LPN_fw_distrib_ota_start_04

CDTP_OTS_GATT_ADV_ON
CDTP_OTS_GATT_ADV_OFF

fw_update_info_get
£w_update_info_get_all
fw_distribution get

fw_distribution_start_all
fw_distribution_start_0002
fw_distribution_start_02_04
fw_distribution_start_0001
----------------------- distribution start end
£fw_distribution_suspend
fw_distribution_cancel
£fw_update_metadata_check
fu_update_get
£w_update_start
fw_update_cancel
fw_update_apply
blob_transfer_ get
blob_transfer_start
blob_transfer cancel
blob_block_start
blob_chunk_transfer
blob_block_get
blob_info_get

scheduler_get
sched_action_get
sched_action_set_off
sched_action_set_on
sched_action_set_scensl

time_set
time_get
time_zone set

[r—

-—-Note:retry count field of LPN distrib start is change

---Note:these distribution start not for LPN. For LPN, p

~

v

e8 £f 00 00 00 00 32 00 01 00 83 19 00 00 |D?. 0o I

- X
Mesh
Nodei reliable ~ ] 7Year Day
~geyset “ any l_ “ any
0003 “ custom |  cusi
Month -
Group_S
e C W Jan ¥ FebV Marl¥ Apr k
B V¥ Jul ¥ Aual Seo¥ Oct k
GrpDelAll_S T
GrpDeIAII_Cl © any hour  once a day
Minute Secom
GetPub_S " any minute  any
SecNwBc every 15 minute|  © eve
 every 20 minute| eve
TTL " once an hour " onci
o o
transmit coweemB T i
-Week
Relay ¥ MonV Tue ¥ Wed
Friend W Thu ¥ Fri ¥ Sat ¥ Su
Proxy ~Action
@ OnC Off T Noaction ™
Lightness
T
RFU
GetCPS
DelNode
I< 5
IM‘L ¥| chn_set| connect| input_db | Path: [C:\Users\Admin\Des! QpenFile Mesh
r di:ecr.edl -| wvmar USB our.put,_dbl GuReset | GuMeshOta |¢=uDr.a5a1fI Prov | Close |

Figure 24.26: LPN mesh ota start

(2) The directly connected node acts as a distributor and the verify apply mode is selected.
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Click LPN_initiator_start_v_apply4,then modify the last two bytes of the command window below to be the
unicast address of the LPN node, i.e., 02 00, and then hit enter.

Telink master -- Found V4.1.0.0 - -

am | [sig_mesh_master ini B | BULKOUT ASCII ([~ Log [~ AutoSavelog |2 retry|Clear Sava,,,l Save |l\7 Hex[~ Adv Stop Stinlrp_scanl Ex_scanl oTA |Rx test
""""""""""""" mesh_bulk_cmd debug A [ fastbind Extend Adv: m

LPN_get_level

LPN_get_onoff

lightness_get_Panel

---Note try count f£ield of LPN distrib start is change

LPN_initiator_start_v_onlyd

£v_update_info_get

£v_update_info_get_all

fw_distribution_get

---Note:these distribution start not for LPN. For LEN, p
fw_distribution_start_all
fw_distribution_start_0002
fw_distribution_start_02_04
fw_distribution_start_0001
——————————————————————— distribution start end
fw_distribution_suspend
fw_distribution_cancel
fw_update_metadata_check

fw_update_get

£u_update_start

fw_update_cancel

£w_update_apply

blob_transfer_get

blob_transfer_start

blob_transfer_cancel

blob_block _start

blob_chunk transfer

blob_block _get

blob_info_get
fw_initiator_start_verify_only_all
fw_initiator_start_verify apply all
fw_initiator_start_verify only_ 02_04
fw_initiator_start verify apply 02_04
fw_initiator_start_VC_test
fw_distribution_cap_get
fw_distribution_recv_get
fw_distribution_recv_add
fw_distribution_recv_del_all
fw_distribution_upload get

fw_distribution_upload_start b ALL - cnnise'r.l ccmne:r.l input_db | Path: |C:\Users\Admin\Des! OpenFile Mesh

‘£ £€ 05 00 00 00 00 £f £f £f €1 €2 €3 €4 €5 €€ €7 iEl [1F-3 Dﬁj- dizected[ El UART | use

Duupu\:_dh| GwRase\:l GwMeshOta GchaSalfl Prov | Close

Figure 24.27: LPN mesh ota verify apply mode

(3) Directly connected node as distributor and verify only mode selected.

Click LPN_initiator_start_v_only4,then modify the last two bytes of the command window below to be the
unicast address of the LPN node, i.e., 02 00, and then click Enter.
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Telink master -- Found Vv4.1.0.0 - X
oo Isiq_mesh_masr,e:.ini EI INT | BULKOUT ASCII |[T Log [T AutoSaveLog |2 xa:rylclaax Save. . | Save |l7 Hex[ Adv stop Ecanlxp_scanlax_scml OTA |u test
_bulk_cmd_debug A [ fastbind Extend Adv: |All I
LPN_get_level

LPN_get_onoff
lightness_get_Panel
---Note:retry count field of LPN distrib start is change

£ update info get_all
fu_distribution_get

---Note:these distribution start not for LPN. For LEN, p
fu_distribution_start_all
fw_distribution_start_0002
fu_distribution_start_02_04
fw_distribution_start_0001
=distribution start end
£u_distribution_suspend
fu_distribution_cancel
£w_update_metadata_check
fu_update_get

£fw_update_start

fu_update_cancel

£w_update_apply

blob_transfer_get

blob_transfer_ start
blob_transfer_cancel

bleb_block_start

blob_chunk_transfer

blob_block_get

blob_info_get
fu_initiator_start_verify only_all
fu_initiator_start_verify_apply_all
fu_initiator_start_verify only 02_04
fw_initiator_start_verify apply 02_04
fu_initiator_start_VC_test
fu_distribution_cap_get
fu_distribution_recv_get
fuw_distribution_recv_add
fu_distribution_recv_del_all
fu_distribution_upload_get

fw_distribution_upload start ALL ~| chn se:l :onnec\'.l input_db I Path: |C:\Users\Admin\Des! OpenFile Mesh

‘€ ££ 01 00 00 00 00 £f £f £f €1 €2 €3 €4 €5 €€ €7 €8|02 00
u directed UART | uss I output, dbl GwReser.' GwMeshOta |Gu0r.a£alt| Prov | Close |

Figure 24.28: | PN mesh ota verify only mode

24.5.2.6 OTA Finish

The log after successful ota is shown below.
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Telink master -- Found V4, - X
oo [siq,mesh,master»lm ;I INI | BULKOUT ASCII|[ Log [T AutoSavelog |2 xEtrlelEix|SavE,,,| Save |l7 Hex[™ Adv Stup|5cin|rp_§:‘in| Ex_stinl OTA |:u¢ test
S mesh_bulk_cmd_debug Al [ eastbind  Extana ame: |aiz -

LEN_get_cnoff <11752>09: :13€ (INEOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 0€ 00 €€ b8 02 00 s
lightness_get Panel ) ) ) <11758>0 505 [INFO]: (cmd_name)OTA,block total: 1,cur: 0,chunk total:€38,cur:€57, Progress:S55%
T——Note:retry count field of LPN distrid start is changell} | 1195950 :509 [INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 00 0€ 00 €€ bS 02 &4
LEN fw distrib ota starc 04 <11763>09: $80 [INFO]: (Basic)sre:0006,dst:0001, ac RX:00&8(BLOB_PARTIAL BLOCK REPORT) : €8
LPN_initiator_start v_applyd <11764>0 :980 [INFO]: (cmd_rsp)Status Rsp, : 0€ 00 01 00 €8
LPN_iniciacor start_v_onlyd <117€5>0 :980 [LIB]: (Basic)access_cmd blob_block_get

<11766205: :580 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 01 0€ 00 83 05
fu_updatze_info get sig_mesh_too X <117€7>09: :012 [INFOI: (Basic)access tx cmd 0x0583 (BLOE_BLOCK_GET): 23 0§
fu_update_info_get_all :384 [INFO] : (Basic)src:000€,dst:0001, ac RX:0067 (BLOB_BLOCK_STATUS): €7 40 00 00 d0 00
fw_distribution_get | 384 [INFO]: (cmd_rsp) Status Rsp : 0 00 Ol 00 €7 40 00 00 d0 00
———Note:these distributi Log disabl <11773>0 :384 [INFO]:(log_win32)mesh_tx_reliable stop: op 0x0S83 rsp max 1, rsp_cat 1
fu_distribution start_al 09 disab e now ' <1177430 :430 [LIB]: (Basic)access_cmd_fw_update_get
fw_distribution_start_0Q i\ Mesh OTA flow finished <1177530 :430 (INFOI: (common)ExecCmd: a3 ££ 00 00 00 00 02 Ol 0€ 00 83 Oc
fu_distributicn start <1177€>08: 462 [INFO]:(Basic)access tx cmd 0x0c83 (FW_UPDATE GET): 83 Oc
fw_distribution_start <11780>09: :221 [INFOI: (Basic)src:0006,dst:0001,ac RX:00€8 (BLOB_PRRTIAL BLOCK REPORT): €8
g <11781>0 221 [INFO]: (emd_rsp) Status Rsp, : 0 00 01 00 €8
fu_discribuion_suspend <11788>0 :€22 [INFO]: (Basic)rx segment all packetes received
fw_distribution_cancel <11789>09: €22 [INFO]: (Basic)src:0006,dst:0001, ac RX:1083(FW_UPDATE_STATUS): 83 10 80 £f 00 00 00
fw_update metadata check <11790>09: :€23 [INFO]: (emd_rsp)Status Rsp, - 0€ 00 01 00 83 10 80 ££ 00 00 00 11 22 3
fuw_update_get <11751>08: :€23 [INFO]:(log_win32)mesh_tx_reliable stop: op Ox0c83 rsp _max 1, rsp_cnt 1
£v_update start <11793>0 €53 [INFO] : (common)mesh_ota_master_proc state: 0x0f, wait f£lag:0
fu_update_cancel <11794>09: €68 [INEO] : (cmd_name) access_cmd_fw_update_apply
fu_updave_spply <11795>09: :€€8 [INFO): (common)ExecCmd: a3 ££ 00 00 00 00 02 Ol 0€ 00 83 0f
blob_transfer get <1179€>09: €99 [INFO] : (Basic)access tx cmd 0x0£93 (FW_UPDATE_APPLY): 83 Of
blob_transfer_start <11805>0 :833 (INFOI: (Basic)rx segment all packetes received
blob_transfer cancel <1180€>08: 833 [INFO]: (Basic)sre:000€,dst:0001, ac RX:1083 (FW_UPDATE_STATUS): 83 10 c0 ££ 00 00 00
blob_block_start <11807>09: :833 (INFO]: Z 0€ 00 01 00 83 10 <0 ££ 00 00 00 11 22 3
bleb_chunk transfer <11808>08: 833 [INFO]:
blob_block_get <11809>0 :833 [INFO]:(log_win3Z)mesh_tx_reliable stop: op 0x0£83 rsp max 1, rsp_cnt 1
blob_info_get <11811>09: 895 [INFO]: (cmd_name) connected addr 0x0004
fu_initiator start verify only all <11812>05: :511 ([LIB]: (Basic)access_cmd_fw_distribut_cancel
fw_iniviator_svarc_verify apply all <11813>09: :511 [INFO]: (common)ExecCmd: a3 ££ 00 00 00 00 02 OL 01 00 83 1b
fu_initiator_start_verify only 02 04 <11814>0 :92€ [INFO]: (emd_name)OTR,block total: O,cur: 0,chunk total: 0,cur: 0, Progress:100%
fuw_initiator start verify apply | <11815>09: :942 [INFO]:(Basic)access tx cmd Ox1b83 (FW_DISTRIBUT_CANCEL): 83 1b
fu_iniciator_starc_VC_test <1181€>08: :542 [INFO]: (Basic)access tx cmd Ox1d83(FW_DISTRIBUT_STATUS): 83 1d 00 00
£w_distribution_cap_get <11817>08: :942 [INFO] : (emd_rsp) Status Rsp : 01 00 01 00 83 ld 00 00
fw_disvribution_recv_get <11818208: :942 (INFOI: (cmd_name)mesh OTA completed or get info ok!
fuw_distribution_zecv_add = =
fw_distribution_recv_del_all ( =
fw_distribution_upload get
fw_distribution_upload_start . ALL - chn_setl :onne:tl input_db | Path: |C:\Users\Admin\Des! OpenFile Mesh

a3 ££ 00 00

24.6

00 00 32 00 01 00 83 1% 00 00 O 00

~ directed -

UART | UsB

|&

Dul:pul:_dh| | lf‘ Prov | Close

Figure 24.29: ota success

QA

24.6.1 What's the Best Way to Distinguish Between Different Equipment Types for

OTA?

To initiate a mesh OTA on the VC host, you click the distribute start command, which has the parameter

format:

typedef struct/
ule adr group;

ulé update list[MESH OTA UPDATE NODE MAX];

Ifw_distribut start t;

Figure 24.30: fw_distribution_start

(1) Method 1: Normally, you need to put all the node addresses of all the nodes that need to be upgraded
inside the update_list array. Those that are not in the update list will not be OTA.

(2) Method 2: By default, the device side will judge whether the PID(Product ID) of the new firmware and
the current PID are the same or not, if not, it will reject the current OTA request. The corresponding
function to judge is mesh_ota_slave_need_ota()->ota_is_valid_pid_vid().
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So you can modify the update list parameter of the distribution start command to determine which node to
initiate OTA for, for example, “fw_distribution_start_02_04" is to initiate OTA for Ox0002 and Ox0004:

CMD-fw_distribution_start_02_04 =e8 ff 00 00 00 00 00 00 01 00 83 19 00 cO 02 00 04 00
Introduction to the fw_distribution_start_all Command:

fw_distribution start_all =ed ££ 00 00 00 00 00 00 01 00 bE Ob 00 <0

Figure 24.31: fw_distribution_start_all

On the VC Ul, we don’t want to have to manually add the node address to the distribute start command
in order to initiate an OTA for ease of operation, but rather have 8 common command to start executing
the OTA, so we have made a special marking, i.e., when the length of the update list is O, we assume
that all nodes displayed in this Ul are added to the update list. As shown in the figure below, clicking
“fw_distribution_start_all” will perform OTA on nodes 0xO004 and Ox0007.

Mesh

100 (B

Figure 24.32: start_all_UI

24.6.2 Ways to Differentiate between Different Devices?

We are currently using the PID (Product ID) to determine them.

24.6.3 Is it Possible to Confirm the Version before OTA?

On the originating side (master side), it is identified by reading the PID and CID of the composition data
inside the Jason file.

On the node side (the upgraded side), mesh_ota_slave_need_ota() is used to judge the pid cid from the
meta data to determine whether to upgrade or not, and returns O if no upgrade is needed. By default, our
Demo SDK is to let the master decide which to upgrade, and the node side only check PID, if equal, return
1 to allow OTA.

24.6.4 Can | Revert to a Previous Version?

The default is yes, which means that OTA downgrades are allowed. If you wish to disallow downgrades, just
set OTA_ADOPT_RULE_CHECK_VID_EN to 1.
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24.6.5 What Needs to Be Done in FW in order to Differentiate between Device
Types for Separate OTAs?

On the node side (upgraded side), ota_is_valid_pid_vid() is used to judge whether the product ID passed
from the meta data is the same as the product ID of the new firmware to judge whether to upgrade or not,
if the product ID is not the same, it returns O to indicate that it cannot be upgraded; if it is the same, it
returns 1 to indicate that it can be upgraded.

24.6.6 What Needs to Be Done in FW in order to Distinguish FW Version
Information for OTA?

On the node side (the upgraded side), ota_is_valid_pid_vid() is used to judge the version information passed
from the meta data to determine whether to upgrade or not, and returns O if the upgrade is not needed, or
1 if the upgrade is needed.

24.7 Appendix Log

Gateway Mesh OTA Upgrade for Nodes with Unicast Addresses Ox0002 and Ox0004

(To save OTA time, the following log is based on enabling the private extended advertising packet mode,
i.e., EXTENDED_ADV_ENABLE is set to 1.)

<0106>15:26:57:370 [INFO]:(common)ExecCmd: e8 ff 00 00 00 00 02 00 01 00 83 19 00 cO

<0107>15:26:57:418 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0001,0p 1983(FW_DISTRIBUT_START):
00 c0 02 00 04 00

<0108>15:26:57:433 [INFOI: (GATEWAY)cmd sendback src:0x0001 dst:0x0001,0p 1d83(FW_DISTRIBUT_STATUS):
00 00

<0109>15:26:57:449 [INFO]:(cmd_rsp)Status Rsp : 0100010083 1d 00 00

<0110>15:26:57:449 [INFO]:(cmd_name)mesh OTA completed or get info ok!
<0111>15:26:57:449 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 01 00 01 00 83 1d 00 00

<0112>15:26:57:480 [INFO]: (gw_vc_log)OTA, block sum: O,cur: O, chunk sum: O,cur: O, Progress: 0%
NULL

<0113>15:26:57:496 [INFOI: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 0a83(FW_UPDATE_METADATA_CHE
00 0100 32 38 OO0 00 00 00

<0114>15:26:57:512 [INFO]:(cmd_rsp)Status Rsp : 02 000100 83 0b 0800

<0115>15:26:57:512 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 83 0b 08 00

<0116>15:26:57:620 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0x0004,0p 0a83(FW_UPDATE_METADATA_CHE
00 01 00 32 38 00 OO 00 00

<0117>15:26:57:666 [INFO]:(cmd_rsp)Status Rsp : 04 00 01 00 83 Ob 08 OO
<0118>15:26:57:666 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 Ob 08 00
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<0119>15:26:57:823 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 1b80(CFG_MODEL_SUB_ADD):
02 00 00 cO 00 14

<0120>15:26:57:963 [INFO]:(cmd_rsp)Status Rsp : 02 00 01 00 80 1f OO 02 00 00 cO
00 14

<0121>15:26:57:965 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 918102 00 01 00 80 1f 00 02 00
00 cO 00 14

<0122>15:26:58:043 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 1b80(CFG_MODEL_SUB_ADD):
04 00 00 cO 00 14

<0123>15:26:58:244 [INFO]: (cmd_rsp)Status Rsp : 04 00 01 00 80 1f OO 04 00 00 cO
00 14

<0124>15:26:58:249 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 80 1f 00 04
00 00 cO 00 14

<0125>15:26:58:260 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 0883 (FW_UPDATE_INFO_GET):
00 01

<0126>15:26:58:306 [INFO]:(cmd_rsp)Status Rsp : 02 00 01 00 83 09 01 OO 04 01 00
41 00 00

<0127>15:26:58:306 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 83 09 01 00
04 01 00 41 00 00

<0128>15:26:58:461 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0883 (FW_UPDATE_INFO_GET):
00 01

<0129>15:26:58:538 [INFO]:(cmd_rsp)Status Rsp : 04 00 010083090100 04 0100 41
00 00

<0130>15:26:58:538 [INFOJ]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 09 01 00
04 01 00 41 00 00

<0131>15:26:58:661 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p Od83(FW_UPDATE_START):
ff 00 00 1122 33 44 55 66 77 88 00 01 00 32 38 OO0 00 00 00

<0132>15:26:58:942 [INFO]:(cmd_rsp)Status Rsp : 02 00 0100 83 10 40 ff 01 00 00 11
22 3344 5566 77 88 00

<0133>15:26:58:942 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 83 10 40 ff O1
00 00 1122 33 44 55 66 77 88 00

<0134>15:26:59:112 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0d83(FW_UPDATE_START):
ff 00 00 11 22 33 44 55 66 77 88 00 01 00 32 38 00 00 00 00

<0135>15:26:59:419 [INFO]:(cmd_rsp)Status Rsp : 04 00 01 00 83 10 40 ff 01 00 OO 11
22 33 44 5566 77 88 00

<0136>15:26:59:419 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 10 40 ff 01
00 00 11 22 33 44 5566 77 88 00

<0137>15:26:59:591 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 0083(BLOB_TRANSFER_GET)NULL

<0138>15:26:59:885 [INFO]:(cmd_rsp)Status Rsp : 020001008303000111223344
5566 77 88
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<0139>15:26:59:885 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 83 03 00 01
1122 33 44 55 66 77 88

<0140>15:27:00:054 [INFOI:(GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0083(BLOB_TRANSFER_GET)NULL

<0141>15:27:00:315 [INFO]:(cmd_rsp)Status Rsp : 040001008303000111223344
5566 77 88

<0142>15:27:00:315 [INFOI: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 03 00 01
1122 33 44 55 66 77 88

<0143>15:27:00:502 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p 0683(BLOB_INFO_GET)NULL

<0144>15:27:00:768 [INFO]:(cmd_rsp)Status Rsp : 020001008307 1212ed 04 d0O 00
00 00 03 00 7c 01 O1

<0145>15:27:00:768 [INFOI:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 918102 0001008307 12 12 ed
04 dO 00 00 00 03 00 7c 01 01

<0146>15:27:00:940 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0683(BLOB_INFO_GET)NULL

<0147>15:27:01:203 [INFOJ:(cmd_rsp)Status Rsp : 040001008307 1212ed 04d0 00
00 00 03 00 7c 01 01

<0148>15:27:01:203 [INFOI: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 8104 00 01 00 83 07 12 12 ed
04 dO 00 00 00 03 00 7c 01 01

<0149>15:27:01:403 [INFO]:(GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p 0183(BLOB_TRANSFER_START):
40 11 22 33 44 5566 77 88 c4 11 00 00 12 7c O1

<0150>15:27:01:683 [INFOJ]:(cmd_rsp)Status Rsp : 020001008303400211223344
5566 77 88 c4 11 00 00 12 7c 01 O1

<0151>15:27:01:683 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 918102 00 010083 034002 11
22 3344 5566 77 88 c4 11 00 00 12 7c 01 O1

<0152>15:27:01:872 [INFO]:(GATEWAY)cmd sendback src:Ox0001 dst:0x0004,0p 0183(BLOB_TRANSFER_START):
40 11 22 33 44 55 66 77 88 c4 11 00 00 12 7c O1

<0153>15:27:02:167 [INFO]:(cmd_rsp)Status Rsp : 040001008303400211223344
5566 77 88 c4 11 00 00 12 7c 01 01

<0154>15:27:02:167 [INFOI: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 03 40 02
1122 3344 5566 77 88 c4 11 00 00 12 7c 01 O1

<0155>15:27:02:352 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p 0483(BLOB_BLOCK_START):
00 00 dO 00

<0156>15:27:02:398 [INFO]:(cmd_rsp)Status Rsp : 02 00 0100 67 00 OO0 OO dO 00

<0157>15:27:02:398 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 67 00 00 00
do 00

<0158>15:27:02:552 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0483(BLOB_BLOCK_START):
00 00 d0O 00

<0159>15:27:02:598 [INFO]:(cmd_rsp)Status Rsp : 04 00 01 00 67 OO OO OO dO 00

<0160>15:27:02:598 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 67 00 00 00
do 00
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<0161>15:27:02:785 [INFO]: (gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: O, Progress: 5%
NULL

<0162>15:27:02:800 [INFO]:(GATEWAY)cmd sendback src:Ox0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
00 00 26 80 01 00 32 38 5d 01 4b 4e 4c 54 60 00 88 00 ae 80

<0163>15:27:03:000 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 1, Progress: 9%
NULL

<0164>15:27:03:015 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:0xcO00,op 0066(BLOB_CHUNK_TRANSFER):
01 00 08 58 10 50 04 b1 04 b2 f8 87 00 a0 1a 09 1b 03 91 02

<0165>15:27:03:217 [INFO]: (gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 2, Progress:14%
NULL

<0166>15:27:03:232 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:0OxcO00,0p 0066(BLOB_CHUNK_TRANSFER):
02 00 70 07 cO 46 00 65 00 f6 00 fe 07 Ob 18 40 07 Ob 18 40

<0167>15:27:03:448 [INFO]: (gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 3, Progress:18%
NULL

<0168>15:27:03:463 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:OxcO00,0p 0066(BLOB_CHUNK_TRANSFER):
03 00 10 6d cO 46 43 06 80 00 b8 OO0 80 OO ba OO 80 00 00 65

<0169>15:27:03:649 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 4, Progress:23%
NULL

<0170>15:27:03:665 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0xc000,0p 0066 (BLOB_CHUNK_TRANSFER):
04 00 f9 c9 01 32 04 Ob 13 40 34 30 80 a1 ff 97 78 9f 01 60

<0171>15:27:03:867 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 5, Progress:27%
NULL

<0172>15:27:03:882 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
05 00 02 a1 ff 97 15 9f 02 80 a2 a1 ff 97 11 9f 27 a0 00 a1

<0173>15:27:04:084 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 6, Progress:32%
NULL

<0174>15:27:04:099 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
06 00 c187 0183 63 40d187 60 00 80 00 04 04 04 04 40 Oc

<0175>15:27:04:284 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 7, Progress:36%
NULL

<0176>15:27:04:314 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 8, Progress:41%
NULL

<0177>15:27:04:330 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
08 00 d1 87 bd a0 ff 97 bc 9d 01 ec a1 03 09 f6 09 fe bd a0

<0178>15:27:04:486 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur: 9, Progress:45%
NULL

<0179>15:27:04:502 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
09 00 9c 02 5c c1 0a 89 00 c1 4582 28 39 00 c129830d a9

<0180>15:27:04:701 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:10, Progress:50%
NULL
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<0181>15:27:04:716 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
0Oa 00 54 e9 af Oa a4 e8 22 48 13 00 Ob 03 23 40 30 6d 02 ac

<0182>15:27:04:903 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:11, Progress:54%
NULL

<0183>15:27:04:919 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:Oxc000,0p 0066(BLOB_CHUNK_TRANSFER):
Ob 00 15 82 81 a5 ad fO cf 83 00 a1 8b 87 05 a9 00 c1 69 81

<0184>15:27:05:120 [INFO]: (gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:12, Progress:59%
NULL

<0185>15:27:05:135 [INFOJ]: (GATEWAY)cmd sendback src: 0x0001 dst:OxcO00,0p 0066(BLOB_CHUNK_TRANSFER):
Oc 00 00 c1 0182 28 39 00 c1 5e 81 08 a5 3f a3 00 a1 20 87

<0186>15:27:05:320 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:13, Progress:63%
NULL

<0187>15:27:05:336 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
0d 00 fc a3 00 a1 be 86 09 a9 00 c1 df 80 04 a9 00 c1 a3 81

<0188>15:27:05:521 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:14, Progress:68%
NULL

<0189>15:27:05:537 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
Oe 00 40 a1 57 86 82 a5 6d fO cf a3 10 a1 52 86 a7 Od fc a3

<0190>15:27:05:742 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:15, Progress:72%
NULL

<0191>15:27:05:757 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:OxcO00,0p 0066(BLOB_CHUNK_TRANSFER):
Of 00 00 a1 ef 85 25 ec f3 83 00 a1 eb 85 74 Od fc a3 00 a1

<0192>15:27:05:946 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:16, Progress:77%
NULL

<0193>15:27:05:961 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
10 00 88 85 43 Od fc 83 02 a1 84 85 c4 a5 ad fO fc a3 02 a1

<0194>15:27:06:149 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:17, Progress:81%
NULL

<0195>15:27:06:164 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xc000,0p 0066(BLOB_CHUNK_TRANSFER):
1100 c135adfOcfa3 10 a1 1c 8525ecf3 3304 al18 85

<0196>15:27:06:367 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:18, Progress:86%
NULL

<0197>15:27:06:382 [INFOI: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
12 00 cf 99 f2 80 08 a1 ff 97 cb 99 04 a0 00 al ff 97 7f 9b

<0198>15:27:06:586 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:19, Progress:90%
NULL

<0199>15:27:06:602 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0xcO00,0p 0066(BLOB_CHUNK_TRANSFER):
13 00 67 99 88 a0 ff 97 44 99 04 ec 87 a0 ff 97 40 99 1f a1

<0200>15:27:06:789 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:20, Progress:95%
NULL
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<0201>15:27:06:804 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:0xcO00,o0p 0066(BLOB_CHUNK_TRANSFER):
14 00 00 a3 23 50 3b 40 42 06 13 40 04 6¢ 90 06 fO 6d 66 00

<0202>15:27:06:991 [INFO]:(gw_vc_log)OTA, block sum: 1,cur: O, chunk sum:22,cur:21, Progress:99%
NULL

<0203>15:27:07:007 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:Oxc000,0p 0066(BLOB_CHUNK_TRANSFER):
1500 1150 a5 a1 19 0a 11 40 01 b2 13 40 10 6d 18 08 ff 97

<0204>15:27:07:195 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p 0583(BLOB_BLOCK_GET)NULL
<0205>15:27:07:226 [INFO]:(cmd_rsp)Status Rsp : 0200010067 cO0000dO0007

<0206>15:27:07:226 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 67 cO 00 00
do 00 07

<0207>15:27:07:396 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0583(BLOB_BLOCK_GET)NULL

<0208>15:27:07:475 [INFOJ:(cmd_rsp)Status Rsp : 0400010067 cO0000dO 0007

<0209>15:27:07:475 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 67 cO 00 00
do 00 07

<0210>15:27:07:614 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:0xcO00,op 0066(BLOB_CHUNK_TRANSFER):
07 00 10 65 Oc f6 24 fe a1 fO 23 f1 19 03 21 03 09 f6 09 fe

<0211>15:27:07:833 [INFO]: (GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p 0583(BLOB_BLOCK_GET)NULL

<0212>15:27:07:864 [INFO]:(cmd_rsp)Status Rsp : 02 00 0100 67 40 00 OO dO OO

<0213>15:27:07:864 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 67 40 00 00
do 00

<0214>15:27:08:052 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0583(BLOB_BLOCK_GET)NULL
<0215>15:27:08:209 [INFO]:(cmd_rsp)Status Rsp : 04 00 01 00 67 40 OO 00 dO 0O

<0216>15:27:08:209 [INFOI:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 67 40 00 00
do 00

<0217>15:27:08:271 [INFO]:(GATEWAY)cmd sendback src:Ox0001 dst:0x0002,0p Oc83(FW_UPDATE_GET)NULL

<0218>15:27:08:582 [INFO]:(cmd_rsp)Status Rsp : 0200 0100831080 ff010000 M
22 33445566 77 88 00

<0219>15:27:08:582 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 02 00 01 00 83 10 80 ff 01
00 00 1122 3344 5566 77 88 00

<0220>15:27:08:754 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p Oc83(FW_UPDATE_GET)NULL

<0221>15:27:09:035 [INFO]:(cmd_rsp)Status Rsp : 04 00 01 00 83 10 80 ff 01 00 00 11
2233445566 77 88 00

<0222>15:27:09:035 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 10 80 ff O1
00 00 11 22 33 44 5566 77 88 00

<0223>15:27:09:219 [INFOJ]: (GATEWAY)cmd sendback src:0x0001 dst:0x0002,0p 0f83(FW_UPDATE_APPLY)NULL

<0224>15:27:09:530 [INFO]:(cmd_rsp)Status Rsp : 020001008310 cOff010000 1M
22 3344 5566 77 88 00
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<0225>15:27:09:530 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 9181 02 00 01 00 83 10 cO ff 01
00 00 11 22 33 44 55 66 77 88 00

<0226>15:27:09:717 [INFO]: (GATEWAY)cmd sendback src:0x0001 dst:0x0004,0p 0f83(FW_UPDATE_APPLY)NULL

<0227>15:27:09:999 [INFO]:(cmd_rsp)Status Rsp : 04 00 01008310 cO ff 01 00 00 11
22 3344 5566 77 88 00

<0228>15:27:09:999 [INFO]:(GATEWAY)HCI_GATEWAY_RSP_OP_CODE: 91 81 04 00 01 00 83 10 cO ff O1
00 00 1122 33 44 5566 77 88 00

<0229>15:27:10:186 [INFO]: (GATEWAY)mesh OTA success
<0230>15:27:10:201 [INFOJ: (GATEWAY)cmd sendback src:0x0001 dst:0x0001,0p 1b83(FW_DISTRIBUT_CANCEL)NULL

<0231>15:27:10:217 [INFO]:(GATEWAY)cmd sendback src:0x0001 dst:Ox0001,0p 1d83(FW_DISTRIBUT_STATUS):
00 00

<0232>15:27:10:232 [INFO]:(cmd_rsp)Status Rsp : 0100 0100 83 1d 00 00

<0233>15:27:10:232 [INFO]:(cmd_name)mesh OTA completed or get info ok!
<0234>15:27:10:232 [INFO]: (GATEWAY)HCI_GATEWAY_RSP_OP_CODE : 918101 00 01 00 83 1d 00 00

<0235>15:27:10:279 [INFO]:(gw_vc_log)OTA, block sum: O,cur: O, chunk sum: O,cur: O, Progress:100%
NULL
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25 Subnet Bridge

25.1 Function Introduction

A Bluetooth network contains one or more subnets, and the subnets are usually isolated from each other
using different network key encryption. In mesh 1.0, only devices that are on the same subnet and use the
same network key can communicate with each other; devices between different subnets cannot communi-
cate with each other. Secure isolation using subnets is a powerful feature: as shown in the figure below, in
a hotel where each room is isolated from each other by subnets, devices in one room will not interfere with
devices in another room.
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Figure 25.1: Hotel subnet map

In some specific cases, there is a need for messages to be able to be transmitted between subnets. For
example, the need for a guest in a hotel room to press the room cleaning service button to request service
from the housekeeping team. Since the mesh key of each room cannot be the same (based on permission
control considerations, the guest’s mobile phone console can only have the key of the current room, not the
key of other rooms, including the housekeeping team’s key), in mesh 1.0, it is necessary to add a non-mesh
gateway (e.g., TCP/IP) for each room to report the message to achieve this, and it is not possible to report
the message to the housekeeping team through the current mesh network.

The Subnet bridge feature now enables communication between devices on different subnets, even if they
do not share a common subnet and network key. By selecting a mesh node that supports two keys as a
bridge point, and by configuring the bridge table of the bridge node, it is possible to achieve that after
a guest presses the room clean button, the message can reach the housekeeping team through subnet
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bridging, but other devices in the room that do not have a bridge table configured cannot communicate
with devices outside of this room.

Field Size (bits) = Description

Directions 8 Allowed directions for the bridged traffic
NetKeylndex1 12 NetKey index of the first subnet
NetKeylndex2 12 NetKey index of the second subnet
Address1 16 Address of the node in the first subnet
Address2 16 Address of the nade in the second subnet

Figure 25.2: Bridging tables

In the bridging table shown above,

“Directions” specifies whether bi-directionality is supported.

“NetKeylndex1, NetKeylndex2” specifies between which two netkeys the bridge is established.
“Address1, Address2” specifies the two addresses between which the bridge is to be established.

When the network layer receives the message, it will check the bridge table to decide whether to bridge
or not. If the bridge conditions are met, the message is re-encrypted and forwarded using another mesh
network’s NetKey specified in the bridge table.

An overview of the functions can also be found in https://www.bluetooth.com/mesh-feature-enhancements-
summary/, this SIG official website description.

25.2 Subnet Bridging Principles

The subnet bridging feature forwards messages to specific subnets at the network layer by configuring a
bridging table for nodes with multiple subnets.

When a node receives a message, if the source and destination addresses of the message are in the bridge
table and the message is encrypted using the NetKey of the source subnet, it will decrypt the message using
the NetKey of the source subnet and then re-encrypt the message with the NetKey of the target subnet
before forwarding it to the specified subnet; if the source and destination addresses of the message are not
in the bridge table, the message will not be forwarded to any other subnet.

25.3 Configuration

(1) Set the macro MD_SBR_CFG_SERVER_EN to 1in the mesh_config.h file.
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e 4 ———— S, ey
#define MD_SCHEDULE_EN MD TIME EN // because both of them save in same flash s
#define MD_PROPERTY_EN 8
#define MD_LOCATION_EN @ // location,sensor,battery use same flash addr, but
#define MD_BATTERY_EN 8
#if (__PROJECT_MESH_LPM__||__PROJECT_MESH_SWITCH__ | |__PROJECT_SPIRIT_LPN_ )
/{ not support directed forwarding model and subnet bridge model.
#else
#define MD_DF_CFG_SERVER_EN 8 // directed forwarding server model.
#d pebiemaiiDb R o M= 8
#dgfine MD SBR _CFG SiERVER EN 8 // subnet bridge server model.
#define MD_SBR_CFG_CLIENT_EN 8

#endif
#define MD_SAR_EN 8
#define MD_ON_DEMAND_PROXY_EN 8
#define MD_OP_AGG_EN 8
#define MD_LARGE_CPS_EN 8
#define MD_SOLI_PDU_RPL_EN MD_ON_DEMAND_PROXY_EN
#if _ PROJECT_MESH_SWITCH_
#define MD_SERVER_EN 5 // SIG and wvendor models

Figure 25.3: Open MD_SBR_CFG_SERVER_EN
(2) Compile the 8258_mesh project.

(3) Burn at least 3 dongle nodes: light-room 1, light-room 2, cleaning unit.

25.4 Function Display

Scene display:

Consele Center: Netkey Room 1 and Z, Fublic Service

ROOM 1 Light 1 ROOM 2 Light 2
Netkey Roem 1 Netkey Room 2

Netkey Public Service Netkey Public Service
Fhone in Room 1: Fhone in Room 2:

only Netkey Rooml orly Netkey Roomz

Public Service Room: Cleaning Device

only MNetkey Public Service

Figure 25.4: Scene display

The Subnet Bridge feature allows a node with multiple subnets to be configured with a bridge table to
forward messages to specific subnets.
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Please refer to the “Subnet Bridge Setting” section of the chapter Android and iOS APP User Guide for
detailed operation instructions.
Note: The sig_mesh_tool on PC does not have a Ul to configure the node’s subnet bridge parameters at

this time.
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26 Direct Forwarding

Direct Forwarding reduces the number of packets forwarded over the air by participating in the forwarding
of commands at specified path nodes (routing tables). Direct Forwarding focuses on improving network
utilisation, not on increasing transmission rates.

Managed flood: It is the propagation of mesh messages from the source outwards, similar to a stone thrown
into water producing ripples that spread in all directions. The range of transmission is controlled through ttl.
Whether the relay feature of a node is enabled determines whether the node will relay the message. This
transmission mode is called managed flooding.

Managed flooding does not control the direction of message delivery and wastes bandwidth on parts of the
network that are not related to the message. For example, if there are 2 switches in the middle of a large
conference room that control the podium and the lights in the back row, when controlling the lights at the
podium, messages are also retransmitted between the back row light nodes.
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Directed Forwarding Managed Flooding

1

Figure 26.1: Directed Forwarding & Managed Flooding schema

Routing table: A routing refers to a path identifier that specifies all nodes that a message transmission
path passes through from the starting point to the endpoint, and only nodes on the path can forward the
message. The end point can be unicast, multicast and virtual address. Each routing node will save all path
through it. These all paths are called routing table. Select several nodes in the network to form a path, and
a routing may have one or more paths.

26.1 Routing Principles

When a message is sent in Direct Forwarding, it will check if the path exists first, and if it does, it will be sent
as routed. Otherwise it will be sent as flooding and routing establishment will be triggered automatically.
Messages sent by flooding are encrypted with a network key, and messages sent by routing are encrypted
with a directed key (derived from the network key).

When a routing node receives a3 mesh message encrypted by a directed key, it will look up whether there
is @ corresponding path in the routing table according to the source and destination addresses. If the cor-
responding path is found, the message is forwarded by routing, otherwise the message will not be relayed.
This achieves the purpose of forwarding messages along the specified route.

An overview of the functions can also be found in https://www.bluetooth.com/mesh-feature-enhancements-
summary/, this SIG description from the official website.
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In DF_TEST_MODE_EN mode, nodes flash lights when forwarding messages encrypted with a DIRECTED
key. The “path establishment” message is encrypted with the DIRECTED key, so all nodes flash their lights,
indicating that all nodes forwarded the “path establishment” message. After the path is established, only
the nodes on the path flash lights, indicating that only the nodes on the path forwarded this message.

26.2 Routing Table Types

Routing is divided into two ways: fixed routing and non-fixed routing:

(1) Fixed routings are configured and managed by provisioner. after the network has been built, routing
nodes are selected based on their location in the network. Usually, this requires professional personnel
to install and configure.

(2) Non fixed routings are automatically created and maintained by the sender which is the starting point
of the path.

26.2.1 Test Firmware Configuration

Open MD_DF_CFG_SERVER_EN and DF_TEST_MODE_EN and compile the 8258_mesh project.

26.2.2 Fixed Routing

The fixed routing is configured and managed by the provisioner to forward with nodes on a specified path.
So it is necessary to configure the following in advance on the app:

Go to page of Direct Forwarding-Direct Toggles, then open Direct Forwarding(Main), Direct Relay, Direct
Proxy, Direct Friend to the nodes on the path. Note: If you don’t enable Direct forwarding(main), the
bottom will prompt “(relay) check direct forwarding first”.
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< Direct Toggle List

? adr-0x0002
= ¢id-1102 pid-0100

Direct Forwarding(main)

Direct Relay

Direct Proxy

Direct Friend
adr-0x0004

= cid-1102 pid-0100

Direct Forwarding(main)
Direct Relay
Direct Proxy

Direct Friend

adr-0x0006
* cid-1102 pid-0100

Direct Forwarding(main)
Di. (relay)check direct forwarding first

Direct Proxy

Figure 26.2: Fixed routing directangle toggle list interface

(DF means Direct Forwarding below)

(a) Direct Forwarding(main) - This is the main switch for DF. if disable, all DF features will be disable,
include Direct Relay/Proxy/Friend.

(b) Direct Relay - if disable the DF messages will not be relayed to other nodes by current node which
received the DF message. DF message is encryption by DF key.

(c) Direct Proxy - if disable, the message send from App can not be sent to other node by rounting, and
will be sent by flooding.

(d) Direct Friend - due to LPN(low power node) do not support DF function, because it is a low power
node which is not listenning the ADV all the time. and LPN receive message only from the Friend node
which has establish friendship with current LPN. so if other node want to send message to a LPN by
rounting, we need to enable “Direct Friend” function. then the message can be send to the Friend node
by rounting, the Friend node will cache the message and then sent to the LPN when LPN wakeup.
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The Direct forwarding interface allows you to add a fixed-routing path to the mesh network by clicking the
Add Table button at the bottom. A path contains a start point and an end point, as well as the nodes through
which the path passes. When a message is routed from the start point, all nodes on the path participate in
forwarding the message; nodes not on the path ignore the message.

Note that commands sent from the phone are generally not used in fixed routing mode, but in Non fixed
routing mode, because the mobile app location is not fixed, and the node with which it makes a GATT
connection is also not fixed.

So the starting address of a path configuration for a fixed routing is usually a certain lamp node, for example
as follows: the start of the path is Ox0006, the node on the path is 0xO00e, and the node at the destination
address is Ox0016.

Add Forwarding Table Forwarding Table Added App Homepage
fi Device
< " " o
Add Forwarding Table < Direct Forwarding (c] bt
Select origin device: select > Diract Toggles N e e T
@ Node-0006 Table List ? ? ?
Select target device: select > . 02(Pid-01)  04(Pid-01) (Pid-01)  08(Pid-01)
©» Origin 9 Y
@ Node-0016 ¢ e e v v
N 9 OAPId-01)  OC(Pid-01)  OE(Pid-01)  10(Pid-01)
Select nodes on the route: select > o 9
@ Node-000E Dewon  tupwon  16pEOD
oute
9 Node-0001
SAVE /ADD TABLE Q 5] a5 &
Device

Figure 26.3: Adding a fixed routing

Pressing the SW2 button on node 0x0006 will issue the Generic Onoff command, and since test mode
is turned on, i.e., DF_TEST_MODE_EN is turned on, the source address of the command is the node itself
(Ox0006), and the destination address is the destination address inside the path list of the first fixed routing,
i.e., Ox0016.

After the command is issued, we can see that the red LEDs of nodes 0x06, 0xOe and 0x16 on the path are
blinking, and the LEDs of other nodes that are not on the path are not blinking, and the nodes that are not
blinking indicate that they will not forward the message, which means that the routing function has been
realized.

26.2.3 Non-fixed Routing

The Non-fixed routing do not require Direct Forwarding in the APP.

When the command initiator is the mobile app, the routing table will be created automatically and main-
tained by the node which is GATT connected with the mobile app. the GATT connected node proxy messages
in a controlled flooding manner first, and then triggers routing establishment.

When the command initiator is not @ mobile app, such as a time gateway, etc., the command sender (path
origin) creates and maintains the routing information.
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The path establishment message is network key encrypted, so all nodes flash their lights to indicate that the
node forwarded the path establishment message. After the path is established, Directed Key was used for
encryption, so only the nodes on the path will flash their lights, indicating that only the nodes on the path
forwarded the command.

Non-fixed routing establishment rules: The figure below shows the schematic diagram of the two paths
from PO (Path Origon) to PT (Path Target), where the shortest path which RSSI is greater than RSSI thread-
hold are selected.

Figure 26.4: Non-fixed routing establishment rules

The test example uses the App to send commands as follows:

(1) Add the node to the network using the app.

(2) The mobile app is in the home page and automatically connects to a node in an initial state where no
dynamic paths have been created yet.

(3) The mobile app sends the Generic Onoff command to any non-directly connected node, for example,
node 0x0016, which is in flood mode, so all nodes forward the command, that is, all nodes blink the
red LED. At this time, it is detected that there is no path for the source and destination addresses, and
the path establishment is triggered automatically.

(4) After 5 seconds, the establishment of the path is completed. The established paths can be set to more
than one, and in the test mode, only the optimal one path is selected.

(5) The mobile APP sends a light on/off command again to the same destination address 0x0016, at which
time only the nodes that are on the same path (including the start and end of the path) will blink at a
frequency of 2Hz for 2 seconds.

(6) The mobile app sends the Generic Onoff command to the node again, and only the node for the path
from the previous step is blinking. If no messages are sent for a period of time (in test mode it is 12
minutes by default, in non-test mode it is 24 hours by default), the path is deleted. Sending the onoff
light again will go to step 3 to re-establish the path.
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27 Private-beacon

An overview of the functions can be found in https://www.bluetooth.com/mesh-feature-enhancements-
summary/, This SIG official website description.

Please refer to "4.2.44 Mesh Private Beacon”, "4.4.11 Mesh Private Beacon Server model” and “4.4.12 Mesh
Private Beacon Client model” in *MshPRT_v1.1.pdf” for the corresponding chapters of the spec. “ can also
be retrieved by typing private in the bookmark bar of the spec.

27.1 Application Background

In some scenarios, such as wearable and other devices that need to be mobile, if the mesh beacons sent out
by such devices have plaintext static data, then these messages could be tracked and the location of that
device could be tracked. So private-beacon is defined to solve such problems because in private-beacon
mode, these beacon data will always change and be encrypted so that they cannot be tracked.

27.2 Function Introductions

The private function ensures that static information in beacon messages is not visible to devices outside the
network because it has been encrypted with a network key, increasing security and privacy.

27.2.1 Mesh Private Beacon

As shown in the following figure, Mesh Private beacon is added to the beacon, the decrypted content of this
beacon is the same as that of the secure network beacon, and the function is also the same.

So the mesh private beacon is also sent after successful networking, unlike the secure network beacon, the
private beacon’s ivi index and flag appear encrypted, and the address of the adv is non-reslovable.

The unprovisioned device beacon does not have a corresponding private mode because the node is not yet
networked and is not involved in being tracked.

Value Definition

0x00 Unprovisioned Device beacon
O0x01 Secure Network beacon

0x02 Mesh Private beacon
0x03-0xFF | Reserved for Future Use

Figure 27.1: Value of different beacon packages

The following figure describes each field of the private beacon, as well as the calculation process. The SDK
corresponding function is mesh_tx_sec_privacy_beacon():
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Privvate Beacon Data

Flags IV Index

octet O actet 1 ! octet 2 ! actet 3 ! octet 4

Private beacon

[ PrivateBeaconKey Random (13 octets) )

security function

Obfuscated_Private_Beacon_Data Authentication_Tag

octet ' octet 1 ! ootet 2 J cctet 3 ' octet 4 ootet 5 ! ortet 6 1 pctet 12

Figure 27.2: Segment of private_ivi

27.2.2 Private Network Identity and Private Node Identity
As shown in the following figure, two new types of connectable broadcast packets have been added, which
are Private network identity and Private Node Identity.

After decrypted, Private network identity is equivalent to Network ID and Private Node Identity is equivalent
to Node Identity.

Type Value Description

0x00 Network ID type

0x01 Node ldentity type

0x02 Private Network |dentity type
0x03 Private Node ldentity type
0x04-0xFF Reserved for Future Use

Figure 27.3: Identification type values

The following figure describes whether the device should send Node Identity or Private Node Identity when
the node sends Node Identity state in the following combinations, where the first column “Node Identity
state” and the second column “Private Node Identity state” are the conditions, and the third column “Adver-
tising” is the packets that need to be sent.
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Node ldentity state Private Node |dentity state Advertising

0x00 Does Not Exist Mo ldentity Advertising
0x00 Disable (0x00) Mo ldentity Advertising
0x00 Enable (0x01) Private Node |dentity
0x01 Does Not Exist or Disable (0x00) MNode |dentity

0x02 Does Not Exist or Not Supported (0x02) No Identity Advertising

Figure 27.4: Type value of private

The following figure describes whether the device should send Network ID or Private network identity when
the node is in the transitive state of sending Network ID in the following combinations, where the first
column of "Node Identity state” and the second column of “Private Node Identity state” are the conditions,
and the third column of “Advertising” is the packets that need to be sent.

GATT Proxy state Private GATT Proxy state Advertising

0x00 Does Mot Exist No Proxy Advertising
0x00 Disable (0x00) No Proxy Advertising
0x00 Enable {0x01) Private Network |dentity
0x01 Does Not Exist or Disable (0x00) Network ID

0x02 Does Not Exist or Not Supported (0x02) No Proxy Advertising

Figure 27.5: Type value of private

Private-beacon maintains state through two models: private-beacon server model, private-beacon client
model.

In the SDK, the corresponding judgement function is mesh_get_identity_type().

27.2.3 Introduction to Opcode

Please refer to “4.3.12 Mesh Private Beacon Messages” in "MshPRT_v1.1.pdf” for the description of the
corresponding section of the spec.

PRIVATE_BEACON_SET: Enable or disable the sending of private-beacon.

PRIVATE_GATT_PROXY_SET: Enable or disable the sending of private gatt proxy, i.e., control the private
node identity and the private network identity.

PRIVATE_NODE_IDENTITY: Enable or disable the sending of private node identity.
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27.3 Test Steps

Figure 27.6: Private beacon opcode

The firmware SDK turns on MD_PRIVACY_BEA and PRIVATE_PROXY_FUN_EN.

Element Model ID | State Message Rx | Tx
Mesh Private | OxTBD Mesh Private Beacon | PRIVATE_BEACON_GET M -
Beacon Main PRIVATE_BEACON_SET M| -
(Primary) PRIVATE_BEACON_STATUS M
Private GATT Proxy | PRIVATE_GATT_PROXY_GET M| -
PRIVATE_GATT_PROXY_SET M| -

PRIVATE_GATT_PROXY_STATUS - | ™

Private Node Identity | PRIVATE_NODE_IDENTITY_GET M| -
PRIVATE_NODE_IDENTITY_SET M| -

PRIVATE_NODE_IDENTITY_STATUS | - | M

For the test procedure using the App, please refer to section “33.4.5 Private beacon” of the the chapter
Android and iOS APP User Guide.
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28 Minor Mesh Enhancements

An overview of the functions can also be found in https://www.bluetooth.com/mesh-feature-enhancements-
summary/, this SIG description from the official websiteo

28.1 Opcodes Aggregator Server Model

28.1.1 Application Background

For example, when networking, many key bind commands can be aggregated and packaged into one com-
mand to save networking time.

28.1.2 Function

The opcode aggregator allows different opcode messages under the same server model to be pack-
aged into a single OPCODES_AGGREGATOR_SEQUENCE message type to be sent via the LTV structure
(length,Opcode,Parameters).

The receiver node get all the opcode and parameters of the AGGREGATOR message by parsing the LTV struc-
ture, and packs all the response status into an OPCODES_AGGREGATOR_STATUS through the LTV structure
to responde.

An opcode aggregator reduces interaction, processing and response time by compressing a series of mes-
sages into one.

Please refer to "4.4.19 Opcodes Aggregator Server model” and “4.4.20 Opcodes Aggregator Client model”
in "MshPRT_v1.1.pdf” for the corresponding chapters of the spec.

28.1.3 Test Steps

* Firmware SDK Turn on MD_OP_AGG_EN.

« Use the sig mesh app to network nodes.

When in the app bind process, the app compresses all the bind messages into a single message, reducing
the interaction, processing and response time. This is shown in the following figure:

AN-17120400-E7 331 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

Ttem v Sequence Nu...~  TTL  Source Address / ~1|& &2 Mesh Control Information

#/@ 3 Mesh Provisoning Data

El 1§ Network
# (& Mesh Provisioning Complete 9 IV Index 0X00000001
# (55 Mesh Config Composition Data Get (#(¢-255) 0X000E32 10 0X0001 (Unicast) B 4 Device key
% MeshCo position Data Status (P0=-0, Configuration Server, Health Server, Health... 0x002B (Unicast) o Key ACTSAB31:54357064:423...
LEEBL (U3 = g Adresses
# a3 TESTATTESS TESSage (So|-OX000E34, 1/1D=0x1D, SRC=0X0001.u, DST-0x002B.4, Ox0E34, 0 13) OX000E34 10 0x0001 (Unicast) @ Source Address 0X0001 (Unicast)
#5505 Mesh Access Message (5-OX000E3S, 1110=0x1D, SRC~0X000L.U, DST-0X002B.u, OXOE34, 1 13) OXO0DE3S 10 0X0001 (Unicast) & Destination Address 0x0028 (Unicast)
s Mesh Access Message (5-Ox000E36, 11D-0x1D, S7C~0x0001.u, DST-0x002B.u, OxOE34, 2 13) OxO00E36 10 0x0001 (Unicast) 2 % Devices
@ 3 Mesh Access Message (: Ox000E37, 0x1D, 0x0001.u, 0x002B.u, Ox0E34, 3, 13) OxO00E37 10 0x0001 (Unicast) M source 4C:FE:2B:64:96:F9 (Resol...
a3 Mesh Access Message (52-0X000E38, 1110=0X1D, SAC=0X000L.U, DST-0X0028., 0X0E34, 4, 13) Ox000E38 10 0x0001 (Unicast) M Destination A4iCLi38:46:D6:8D
(s Mesh Access Message (5-OX000E39, 1110=0x1D, SC~0X000L.u, DST-0X0028.u, OXOE34, 5 13) OXO0DE39 10 0X0001 (Unicast)
4.: :: Mesh Access Message (520 -OX000E3A, 0x1D, 0x0001.u, 0x002B.u, OXOE34, 6, 13) OXO00E3A 10 0x0001 (Unicast) 5 iy Mesh Access Message
%@ 3 Mesh Access Message (5--0Xx000E3B, 0x1D, 0x0001.u, 0x002B.u, OX0E34, 7, 13) OXO00E3B 10 0x0001 (Unicast) = 4 Access Payload
#5 5 Mesh Access Message (521-0X000E3C, N1D=0x1D, SRC-0X000L.U, DST-0X002B.u, 0x0E34, 8 13) 0X000ESC 10 0x0001 (Unicast) = ==
(s Mesh Access Message (5¢(-OX000E3D, 111D=0X 1D, 5RC=0X000L., DS T-0X002B.U, OXOE34, 9, 13) OXO0OE3D 10 00001 (Unicast) Data £
# s Mesh Access Message (5e]-OX000E3E, 0x1D, 0x0001.u, 0x002B.u, OXOE34, 10, 1.. OXOOOE3E 10 0x0001 (Unicast) Data type: Search
%@ 3 Mesh Access Message (5=(-OX000E3F, 0x1D, 0x0001.u, 0x002B.u, OX0E34, 11, 1.. OXOO0E3F 10 0x0001 (Unicast) 0 1 2 3 4 5 6 7 8 9 N\0123456789
%5 Mesh Access Message (5-|-OX000E40, 111D-0x 1D, SRC—0X0001.u, DST-0x002B.u, 0X0E34, 12, 1.. OX000E40 10 0x0001 (Unicast) : 80 72 2B 00 28 00 00 00 00 30  -y.(....0
: 34 11 B8 2B 63 DB E0 CB 24 39 ..59
(s Mesh Access Message (5-OX000E4L, 11D-0x1D, S2C~0X000L.U, DST-0X0028.u, OXOE34, 13, 1. OXO0DE41 10 0X0001 (Unicast) HSEE™ cc == 72 54 o 10 80 3D 2B 00 N
%« Mesh Segment Acknowledgement (( No, OXOE34, OX00003FFF) 0x000008 10 0x002B (Unicast) : 00 00 02 00 10 80 3D 2B 00 00
%@ Mesh Encrypted Access Traffic (x 1, 05) 0x0028 (Unicast) : 00 03 00 10 80 3D 2B 00 00 00
#@ " Mesh Encrypted Access Trffic (x 1,0'5) OXA9AFOD 80 OXAF17 (Virtual) v 10 10 80 3D 2B 00 00 009

Figure 28.1: Bind compression

28.2 Large Composition Data Models

28.2.1 Application Background

Some devices require a large amount of variable data to describe their composition, configuration data and
other attributes. When the node has a lot of elements, for example, 100, then the length of the composition
data will be very long, more than 380byte (s mesh message can only send a maximum of 380byte), then it
is not possible to send the composition data status by a single message, then you need to segment to get
the composition data status.

28.2.2 Function

Composition data consists of a series of pages, each of which is a composition state, where page O defines
the elements of the node composition as well as the supported models. LARGE_COMPOSITION_DATA_GET
can be read starting from a byte of the specified page, as well as specifying the read length for segmented
reads.

|n

Please refer to "4.4.21 Large Composition Data Server model” and “4.4.22 Large Composition Data Client
model” in *MshPRT_v1.1.pdf” for the corresponding chapters of the spec.

28.2.3 Test Steps

» Firmware SDK Open MD_LARGE_CPS_EN.
« Send LARGE_COMPOSITION_DATA_GET for testing via the INI command.

28.3 SAR Configuration Models

28.3.1 Application Background

When devices from different vendors use different default values for packet grouping behaviour for seg-
ment packets, such as retry interval, retry count, timeout time, etc., this may lead to inefficient mesh
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message transmission within the mesh network. Unified configuration of SAR behaviours through the SAR
Configuration Server model improves performance.

28.3.2 Function Description

SAR means: Segmentation And Reassembly.

Packetisation and reorganisation parameters can be configured through SAR Configuration Server model
related commands and can help to improve the efficiency of segment sending and receiving, especially if
there are devices from multiple manufacturers in the network.

The SAR Transmitter contains parameters for sending sub-packets: the time interval between sub-packets,
and parameters related to the retransmission interval and number of times.

The SAR Receiver contains parameters for receiving the sub-packet: parameters of responding seqg ack and
timeout.

Please refer to “4.4.15 SAR Configuration Server model” and “4.4.16 SAR Configuration Client model” in
“MshPRT_v1.1.pdf” for the description of the corresponding sections of the spec.

28.3.3 Test Steps

» Firmware SDK Open MD_SAR_EN.

» Send SAR-related commands for testing via the INI command.

28.4 EPA(Enhanced Provisioning Authentication)

28.4.1 Application Background
Adding another algorithm further enhances the security of data authentication when networking, especially
when networking in static OOB mode.

« Each time a network is configured, the provisioner and provisionee will ask to regenerate the public
key and private key for the network.

- The length of oob (including static oob / output oob / input oob) is changed from 16byte to 32byte.

« Use sha256 algorithm.

28.4.2 Function Description

The old algorithm name is BTM_ECDH_P256_CMAC_AES128_AES_CCM, and the new algorithm name is
BTM_ECDH_P256_HMAC_SHA256_AES_CCM.

The main difference with spec V1.0 is:

« Each time a network is formed, the provioner and provisionee ask to regenerate the public key and
the private key for the network to ensure that retransmitted messages is invalid.
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« New Algorithm:EPA(BTM_ECDH_P256_HMAC_SHA256_AES_CCM,) uses the longer sha256 algorithm
(the original algorithm was AES128), making it impossible to use a mainframe computer to perform

traversal operations, etc.

 The length of oob (including static oob / output oob / input oob) in the new algorithm has been changed

from 16byte to 32byte.

« The length of random and confirm in the new algorithm have been changed from 16 bytes to 32 bytes,
making it impossible to use a mainframe computer for traversal operations.

Data format:

EPA: Provisioner determines whether a node supports EPA based on the parameter of capability reported
by the node, as shown in the Algorithm field in the figure below. In order to be compatible with all providers,
the node can choose to set bitO and bit1 simultaneously to indicate that it supports both the old algorithm
and the new algorithm, and then the provider will choose which way to enter the network.

5.4.1.2 Provisioning Capabilities

The device sends a Provisioning Capabilities PDU to indicate its supported provisioning
capabilities to a Provisioner. The format of the parameters for the Provisioning Capabilities PDU

is defined in Table 5.20.

Field Size Description
(octets)
Number of Elements 1 Number of elements supported by the device
Algorithms 2 Supported algorithms and other capabilities (see Table 5.22)

Public Key Type

Supported public key types (see Table 5.23)

OOBType |1

Qutput OOB Size

Maximum size of Output OOB supported (see Table 5.25)

Supported Output OOB Actions (see Table 5.26)

1
Output OOB Action 2
Input OOB Size 1

Maximum size in octets of Input OOB supported (see Table 5.27)

Input OOB Action 2

Supported Input OOB Actions (see Table 5.28)

Table 5.20: Provisioning Capabilities PDU parameters format

The Number of Elements values are defined in Table 5.21.

Value Description
0x00 Prohibited
0x01-0xFF Number of elements supported by the device

Table 5.21: Number of Elements field values

The Algorithms values are defined in Table 5.22.

Bit ame

= s O
( 0 ) BTM ECDH P25 CMAC AES128 AES CCM

1 ) BTM ECDH P256 HMAC SHA256 AES CCM

215 | Reserved for Future Use L.

Table 5.22: Algorithms field values

Figure 28.2: epa description

Please refer to “5.4.1.2 Provisioning Capabilities” in “MshPRT_v1.1.pdf” for the description of the correspond-

ing sections of the spec.
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28.4.3 Test Steps

» The firmware SDK turns on PROV_EPA_EN by default.

28.5 On-Demand Proxy Model

28.5.1 Application Background

From a user experience point of view, enabling proxy function on all nodes is the preferred mode, i.e., all
nodes are sending connectable broadcast packets, and the mobile APP can connect to the device at any time
to control the network. However, when there are a lot of nodes, there will be a lot of connectable broadcast
packets in the air, which will affect the available bandwidth, make it harder for the APP and the nodes to
make a8 GATT connection, as well as increase the number of collisions between the subsequent mesh ADV
messages and the connectable broadcast packets, which will have a negative impact on the performance
of the mesh network. This is where the On-Demand Proxy Model can be used for optimisation.

28.5.2 Function Description

When the On-Demand Proxy Model feature is enabled, the node is in the state of not sending connectable
broadcast packets, and then the proxy client (mobile app) sends Solicitation PDUs to the node requesting
the node to start broadcasting private beacons for a total of how long it will send private beacons, which
is determined by g_ mesh_model_misc_save.on_demand_proxy = ON_DEMAND_PRIVATE_GATT_PROXY_S
(default is 30 seconds) to determine. This value can also be set by the APP or gateway via the On-Demand
Proxy Model related commands.

After the device side receives the Solicitation PDU, it starts to send the private beacon of duration
g_mesh_model_misc_save.on_demand_proxy (it is 30 seconds by default) if all the following 3 conditions
are met as follows:

(1) The node’s current proxy and private proxy features are both set to support, but are in the disable
state.

(2) On-Demand Private GATT Proxy value in 0x01~0xff (set by ON_DEMAND_PRIVATE_PROXY_SET and
eventually stored in g_mesh_model_misc_save.on_demand_proxy)

(3) The Solicitation PDU was successfully decrypted using the network key.

Field Size Description
(octets)
Opcode 2 The message opcode
On-Demand_FPrivate_GATT_Proxy 1 New On-Demand Private GATT
Proxy state

Table 4.249: ON_DEMAND PRIVATE PROXY SET message structure

Figure 28.3: On-Demand Proxy descriptions
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The corresponding chapters are described in “4.4.13 On-Demand Private Proxy Server Model” and “4.4.14
On-Demand Private Proxy Client Model” of *MshPRT_v1.1.pdf".

Solicitation PDUs have a new sequence number mechanism to prevent replay.

28.5.3 Test Steps

28.5.3.1 Testing with APP

The firmware SDK requires MD_ON_DEMAND_PROXY_EN, PRIVATE_PROXY_FUN_EN, and MD_PRIVACY_BEA
to be turned on. for the sake of demonstration, the test was conducted with only one device on the current
network.

« After the above functions are configured, the GATT proxy of the node is turned on by the SDK by
default, so it does not satisfy the three conditions mentioned in the “Introduction to Functions” sub-
section of this chapter. Therefore, the node is always in the state of sending connectable broadcast
packets. So the mesh app can connect to the device and configure it.

+ Go to the app homepage, long press on the node that needs to be configured, then go to settings-
>private beacon and follow the settings as below to turn off config GATT Proxy and private GATT
Proxy. As shown in the following figure:

< Private Beacon

Config GATT Proxy

Private GATT Proxy

Config Node Identity

Private Node Identity

Config Beacon

Private Beacon

Figure 28.4: set private beacon

Note: If the customer wants to modify the SDK to have GATT proxy turned off for the default node, then
change the mesh_global_var_init() inside the
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model_sig_cfg_s.gatt_proxy = FEATURE_PROXY_EN ? GATT_PROXY_SUPPORT_ENABLE : GATT_PROXY_NOT_SUPPORT
Change to
model_sig_cfg_s.gatt_proxy = FEATURE_PROXY_EN ? GATT_PROXY_SUPPORT_DISABLE : GATT_PROXY_NOT_SUPPORT

 After going through the above settings, exit the current mesh App and disconnect the app from the
node. Scan with a common Bluetooth device scanning App (e.g. Light blue), you will see that after
30 seconds (ON_DEMAND_PRIVATE_GATT_PROXY_S), the node no longer sends broadcast packets, at
this time, open the mesh App to reconnect to the node, you can see that the app can’t be connected
to the node again, as shown in the figure below:

Devi
6 e\1l|ce

ALL ON ALL OFF CMD

O0A(Pid-01)

Figure 28.5: Disconnection effects

The main purpose of keeping the connectable broadcast packets sent for a set period of time after discon-
nection is to consider, for example, the convenience of reconnecting the App after an accidental disconnec-
tion.

« If you need to get the node to resend broadcast packets, you can click the Home -> Newtork ->
solicitation PDU button as shown in the following figure to get the node to start sending broadcast
packets. the destination address of the solicitation PDU is ADR_ALL_PROXY.
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EQE Mesh Info
Default Mesh

_7 Scenes
@ Direct Forwarding
B3 Meshota

Proxy Filter

(1)) Solicitation PDU

Figure 28.6: Send solicitation PDU

After the app triggers to send solicitation, the app will continuously send solicitation pdu for 10s, which is
customised by the app. The solicitation pdu is sent by sending broadcast packet from mobile phone, no
need to perform GATT connection, the interval of sending packet is about 100ms. For details of solicitation
pdu, please refer to this section solicitation-pdu-rpl-cfg-models

When the node receives the solicitation pdu, it will start sending connectable broadcast packets for the value
set to g_mesh_model_misc_save.on_demand_proxy earlier.

During this time you can see that the node is already sending ADV by using a packet grabber or Bluetooth
scanner. Then, our APP can automatically initiate a connection to the node and take control of the mesh
network.

« The result after reconnecting with the node is shown below:
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C)J Device
Default Mesh
ALL ON ALL OFF CMD
02(Pid-01)
Q = &5 o
Single Group Network Setting

Figure 28.7: Send solicitation PDU results

If you need to modify the duration that a node sends connectable broadcasts via a command, you can follow
the steps below:

« Long-press the node to be configured to enter the interface under settings->device config, click
on set under on demand private proxy, and then enter a time value, which is the aforementioned
g_mesh_model_misc_save.on_demand_proxy, and this value determines how long it takes for a node
to stop sending connectable broadcast packets. The following figure shows this.

AN-17120400-E7 339 Ver1.6.0



(vl Telink .
7 Telink SIG Mesh SDK Developer Handbook

Set onDemandPrivateProxy

input new value

value(1 byte):0x @

CANCEL CONFIRM

Figure 28.8: set on demand private

« Afterwards, you can click “get” button to get the value you set before, as follows:
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< Device Config

1. Default TTL

2. Relay & RelayRetransmit v
3. Secure Network Beacon v
4. GATT Proxy v
5. Node Identity v
6. Friend v

7. Key Refresh Phase

[

.« Network Transmit

9. on demand private proxy

The On-Demand Private GATT Proxy state indicates whether
advertising with Private Network Identity type (see Section
7.2) can be enabled on demand and can be triggered upon
reception of a Solicitation PDU.

value:0xA

GET SET

Figure 28.9: get on demand private value

28.6 Solicitation PDU RPL CFG Models

The mobile phone sending a Solicitation command to the node can request the node to start sending private
beacons. This Solicitation command is sent in ADV format, and it is not the same format as ordinary network
message such as ONOFF. The main difference is that when encrypting and decrypting the solicitation PDU,
the iv index is fixed to be O. The reason is: after sharing the network, APP doesn’t know the iv index,
and the node doesn’t send the private beacon, so there is no way to know the real iv index of the current
network, and there is no way to ask the node to start sending connectable ADV through mesh network
message, so there is no way to connect and control the nodes through proxy function.

In addition, the solicitation command has an independent sequence number, which is different from the
sequence number of ordinary network PDUs, and there is 3 need to clear the solicitation sequence number
cache. Therefore, spec defines Solicitation PDU RPL cfg models to clear the RPL (Relay Protect List) of
solicitation PDUs cached on the device.
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Field Size Description

(octets)
Opcode 2 The message opcode
Address_Range 2or3 Unicast address range

Table 4.251: SOLICITATION_PDU_RPL_ITEMS_CLEAR message structure

Figure 28.10: PDU_RPL configuration mods

Solicitation PDU RPL cfg models are for On-Demand Proxy Models.
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29 Networked Lighting Control(NLC)

A functional overview can be found in the description of the official SIG website https://www.bluetooth.com/
mesh-feature-enhancements-summary/ in the section “3. Bluetooth® Mesh Device Profiles”.

29.1 Application Background

Bluetooth® Mesh technology provides a rich set of features and options to implement many lighting and
sensing applications. This has helped Bluetooth Mesh establish itself as the preferred technology for scal-
able commercial and industrial applications. However, the optional nature of Bluetooth Mesh features can
cause challenges for implementers when they must decide which options to choose for their chosen prod-
uct segments. If vendors operating in the same product segments choose a different set of options that do
not work well with other peer products (e.g., mesh features chosen for light bulbs are not compatible with
features selected for light switches), a situation can arise where product ecosystems do not interoperate,
which degrades the user experience.

To address this issue, the Bluetooth SIG has come with the concept of Bluetooth Mesh Device Profiles. These
profiles are new class of mesh specifications. Device Profiles define which options and features of the mesh
specifications are mandatory for a certain kind of end product. The first suite of mesh device profiles is
based on the lighting system architecture described in Building a Sensor-Driven Lighting Control System
Based on Bluetooth Mesh whitepaper published in 2020. Collectively these profiles are called as Bluetooth
Networked Lighting Control (NLC) Profiles, and they are defined as follows:

29.2 All NLC Profiles

29.2.1 NLC Profiles list

(ALSNLCP) Ambient Light Sensor NLC Profile
(BLCNLCP) Basic Lightness Controller NLC Profile
(BSSNLCP) Basic Scene Selector NLC Profile
(DICNLCP) Dimming Control NLC Profile
(OCSNLCP) Occupancy Sensor NLC Profile
(ENMNLCP) Energy Monitor NLC Profile

29.2.2 User Experience when Lights and Sensors work together

The NLC includes the processing linkage of sensor and light, and the main user experience of this linkage is
summarized as follows:

« The user experience with ambient light sensor: when there is no ambient light sensor, the light is
in the ON state, and the LED will output @ maximum brightness of 65535. When there is a ambient
light sensor and the light is in the ON state, the LED will output a relatively low brightness based on
the current ambient light brightness through the PID algorithm, instead of the maximum brightness
of 65536. The purpose is to save energy consumption. (This document will not demonstrate the
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effectiveness of the PID algorithm for now, but will first demonstrate the different effects between
day and night time.)

» The user experience with occupancy sensor: The light identifies whether there is someone moving by
reading the status message sent by the occupancy sensor, if yes it will automatically triggers a change
in the light's status, without the need for the app or speaker to receive sensor data first and then send
control ONOFF commands to the light.

» The user experience with energy monitor sensor: Detect devices with high energy consumption, and
if abnormal energy consumption is found, prompt whether to replace or improve the equipment to
achieve the goal of energy conservation.

Note:

The sensor node sends a sensor status message instead of directly sending control commands such as
onoff set and lightness set message, because it is required that many nodes need to listen to the status
of this sensor, but the actions they take after receiving it may be different, such as performing light
on/off operations or brightness adjustment operations. If the sensor sends a fixed control commands,
then this function cannot be implemented.

29.3 Publish_adress Configuration Methods

NLC often uses the publish set command to configure the destination address for messages sent by a button
Or Sensor.

If you want to change the publish adress, you can set it through the ini command of the host computer, or
you can configure it through the App. Please refer to “33.2.7 Device Setting (Switch Device)” of the chapter
Android and iOS APP User Guide for the configuration method of the App. Device Setting (Switch device)".

The following is an example of the gateway sending the publish set command:

CMD-cfg_pub_set_sig =e8 ff 00 00 00 00 00 00 02 00 03 03 00 bb 00 00 00 ff 00 15 05 12

The data "03 00 bb 00 00 00 00 ff 00 15 05 12" corresponds to the following structure. spec V1.1 corre-
sponds to section <4.3.2.16 Config Model Publication Set>:

typedef struct{

ul6 ele_adr;

ulé pub_adr;

mesh_model_pub_par_t pub_par;

ul6 model_1id; // u32 for vendor model
Imesh_cfg_model_pub_set_t;

The publish address of the device can be changed by changing the following three variables.
ele_adr: element adress, there is one or more elements on each device, so you need select the elements.
pub_adr: publish adress, the destination address of the publish message.

model_id: Each element has one or more models on it, so you have to select 3 model by its model id.
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The following is the publish adress set by the ini command, the element adress of this setting is Ox0003,
the publish ardess is 0xO0bb, and the model id is 0x1205 (SIG_MD_SCENE_C).

Overview | Message Log | ## Spectrum 4 b x| Detais 7 x
rs |« & | 2items displayed ¥ Q & - Search

- |'# || ¥ Alifields | Showin overview | Display + L m
Ttem ~ Source Address -~ Destination A... ~ Payload Length -+ Time ~ PDU... v || Name Value ~

# (35 Mesh Scene Recall Unacknowiedged ( 1) 0x0002 (Unicast)  0XOOAA (Unicast) 31 bytes 6.935 694 7... ADV_NONC @ Destination Address 0x00BB (Unicast)
Mesh Scene Recal Unacknowledged (Scene Number=2) 0x0003 (Unicast) 0x00BB (Unicast) 31 bytes PXSPEZPIIATNG | © 4 Lower Transport PDU
& Segmented Message No
& Applcation Key Fiag Yes
& Appication Key Identfier 0x0D
@ PDU 5F832CCC03295563!
@ NetMIC 0x987665FF
& ) Mesh Application Information

5 Network

¢ Applcation ey

B % Adresses

& Source Address 00003 (Unicast)
#_Destination Address

Data type: Raw Data - B
01 2 3 456 78

earch
012345678
0x0000: 02 1F 29 2F 15 38 C1 A4 18 -/ .8..
0x0009: 2A A2 B7 D7 99 5B 8F 76 64 *....[.vd
0x0012: 76 D2 EE E8 5C FB 99 73 B0 v...\..s.
0x001B: 21 7D 98 76 65 FF 7E 98 08 !}.ve.~..

Figure 29.1: pub result

29.4 DICNLCP

29.4.1 Function

The Dimming Control NLC Profile (DIC) 1.0 - represents a wall slider, a dial, or a long-press switch function
to dim lights up/down.

The corresponding spec is "DICNLCP_v1.0.pdf”, for detailed function description, please refer to this docu-
ment.

The main purpose of DICNLCP is to define a device that can send Generic Onoff, Delta Level, and Move Level
messages and can configure the destination address of the messages.

The demo SDK DICNLCP test uses 825x_switch project of firmware demo SDK, the function is set to support
DICNLCP and BSSNLCP at the same time. NLCP_DIC_EN and NLCP_BSS_EN are both equal to 1, customer
can switch off NLCP_BSS_EN according to the need. NLCP_DIC_EN and NLCP_BSS_EN are both equal to
1. NLCP_DIC_EN and NLCP_BSS_EN can be switched off according to customer’s need. it is at wake up
mode as default beacause relay function is needed. If you want to disable relay and enter low power mode,
just set SWITCH_ALWAYS_MODE_GATT_EN to O is enough. After disabling it, it will enter the low power
mode.

29.4.2 nlc_switch Button

For hardware, use Remote control board, see “Switch operation” section of this document for details.
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1_ON~ 4_ON.

1_OFF ~ 4_OFF.

Figure 29.2: Switch button introduction

1_ON corresponds to RC_KEY_1_ON; 1_OFF corresponds to RC_KEY_1_OFF ..... .4_ON corresponds to
RC_KEY_4_ON; 4_OFF corresponds to RC_KEY_4_OFF.

A_ON corresponds to RC_KEY_A_ON; A_OFF corresponds to RC_KEY_A_OFF.

29.4.3 Element Address

The 825x_switch project occupies 4 element addresses by default, the first element address is called
ele_adr_primary, which is assigned during networking.

29.4.4 nlc_switch Button Functions

The demo SDK tests that DICNLCP only uses RC_KEY_1_ON, RC_KEY_1_OFF, RC_KEY_2_ON, RC_KEY_2_OFF,
RC_KEY_3_ON, RC_KEY_3_OFF and RC_KEY_A_ON, RC_KEY_A_OFF to send commands.

When sending commands, RC_KEY_1_ON, RC_KEY_1_OFF use ele_adr_primary as the source address, and
OxCOOO(NLC_DICMP_GROUP_ADDR_START) as the destination address by default; send Generic Onoff com-
mand.

RC_KEY_2_ON, RC_KEY_2_OFF use ele_adr_primary + 1 as source address, default use OxC0OO1 as destina-
tion address; send Generic Onoff command.

RC_KEY_3_ON, RC_KEY_3_OFF use ele_adr_primary + 2 as source address, default use OxC002 as desti-
nation address; send Generic Onoff command.

The up/down/right/left/right buttons (RC_KEY_UP / RC_KEY_DN / RC_KEY_L / RC_KEY_R) are used to do
mode selection without sending commands, and the RC_KEY_A_ON and RC_KEY_A_OFF buttons also are
used to do mode selection. See the following nlc_switch button onoff Command Mode, nlc_switch button
delta_level Command Mode and nlc_switch key move_level command mode for how to do mode selection.
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In addition for demo, RC_KEY_4_ON and RC_KEY_4_OFF are the keys to send scene store/recall command
as BSSNLCP mode.

The above key function definition, customers can define and modify the key function according to the actual
PCBA.

29.4.4.1 nlc_switch button onoff Command Mode

After the remote control board is powered on, the default value of select_pub_model_key in SDK is
equal to ONOFF mode. RC_KEY_1_ON, RC_KEY_1_OFF, RC_KEY_2_ON, RC_KEY_2_OFF, RC_KEY_3_ON,
RC_KEY_3_OFF send the Generic Onoff command, see “else branch” of dicmp_switch_send_publish_command()
below for details:

vold dicmp_switch_send_publish_command(u32 ele_offset, bool4 onoff, u32 select_pub_model_key)

#1f NLCP_DIC_EN
if((RC_KEY_UP == select_pub_model_key) || (RC_KEY_DN == select_pub_model_key)){
s32 delta = DICMP_LEVEL_DELTA_VALUE;
if(lonoff){
delta *= -1;
}
ulé pub_addr = dicmp_get_publish_addr(ele_offset, SIG_MD_G_LEVEL_C, 1);
access_cmd_set_delta(pub_addr, 0, delta, CMD_NO_ACK, 0);
}else if((RC_KEY_L == select_pub_model_key)||(RC_KEY_R == select_pub_model_key)){
s16 move = DICMP_LEVEL_DELTA_VALUE;
if(lonoff){
move *= -1;
}
ul6 pub_addr = dicmp_get_publish_addr(ele_offset, SIG_MD_G_LEVEL_C, 1);
access_cmd_set_level_move(pub_addr, 6, move, CMD_NO_ACK, 0);
}else{ // SIG_MD_G_ONOFF_C
ul6 pub_addr = dicmp_get_publish_addr(ele_offset, SIG_MD_G_ONOFF_C, 0);
access_cmd_onoff(pub_addr, 0, onoff ? G_ON : G_OFF, CMD_NO_ACK, 0);

#endif

29.4.4.2 nlc_switch button delta_level Command Mode

Press RC_KEY_UP or RC_KEY_DN to set the value of select_pub_model_key to Delta Level mode. The
RC_KEY_1_ON, RC_KEY_1_OFF, RC_KEY_2_ON, RC_KEY_2_OFF, RC_KEY_3_ON, RC_KEY_3_OFF will send
the Delta Level command, which controls the level of the target node to increase or decrease by the specified
value. For details, see spec "“MshMDL_v1.1.pdf”, chapter “3.2.2.4 Generic Delta Set".
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RC_KEY_1_ON, RC_KEY_1_OFF - The default destination address of the message is: 0OxDOOO
(NLC_DICMP_GROUP_ADDR_START_LEVEL_MODEL)

RC_KEY_2_ON, RC_KEY_2_OFF - The default destination address for messages is: OxD0OO1

RC_KEY_3_ON, RC_KEY_3_OFF - The default destination address of the message is: 0xD0O0?2

29.4.4.3 nlc_switch button move_level Command Mode

Press RC_KEY_L or RC_KEY_R to set the value of select_pub_model_key to Move Level mode. The
RC_KEY_1_ON, RC_KEY_1_OFF, RC_KEY_2_ON, RC_KEY_2_OFF, RC_KEY_3_ON, RC_KEY_3_OFF will send
Move Level command.

Move level message simply means that the level value of the control node changes from the current value to
the maximum value (when the move level parameter of the move command is positive) or to the minimum
value (when it is negative) at the specified rate. See spec "MshMDL_v1.1.pdf”, chapter “3.2.2.6 Generic Move
Set”, etc. for details.

The default value for the destination address of a message is the same as the delta level mode.

29.4.4.4 nlc_switch button to Switch to on/off Command Mode

Pressing RC_KEY_A_ON or RC_KEY_A_OFF restores the value of select_pub_model_key to ONOFF mode,
which corresponds to sending the Generic Onoff command.

29.4.5 Test Steps

29.4.5.1 SDK Settings

« The firmware SDK uses the 825x_switch project, sets LIGHT_TYPE_SEL to LIGHT_TYPE_NLC_CTRL_CLIENT,
and compiles the firmware.

Note that at this point, the configuration related to model enablement uses the configuration information
in nlc_ctrl_client_model_config.h instead of mesh_config.h.

29.4.5.2 Add to Network

To add the switch nodes to network, you can refer to section 12.5 Switch Engineering Long Press Handling
Logic.

29.4.5.3 Supplement of Group Add Command in App

Take using app to add colour temperature light to the living room as an example. For ease of use, it actually
sends 4 group add commands to these 4 models by default: SIG_MD_G_ONOFF_S, SIG_MD_LIGHTNESS_S,
SIG_MD_LIGHT_CTL_S, SIG_MD_LIGHT_CTL_TEMP_S.

Since lightness and temperature model are two independent state, and now belong to the same room. if
we need to use level control commands such as level delta to control the room, we cannot use OxCOOO as
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the destination address to control lightness, because the temperature model will also be controlled, which
does not meet expectation.

Therefore when it is needed to use the level command, open the App’s *home page” - “Setting” - “Enable
Subscription Level Service model Id” function switch, and let the App add the group number OxDOOO to
element O (element containing the lightness model); add the group number OxDOO1 to element 1 (element
containing the temperature model).

In this way, level control commands such as level delta can be used to control lightness via group number
0OxDOO0O0 and colour temperature via group number OxDOO1.

« If it is added to “Kitchen room”, it corresponds to *OxD010, OxDO11”;
« If it is added to "Master bedroom”, it corresponds to “0xD020, OxD021".

29.4.5.4 Key Default Function Test

Step-by-step details can be found in “nic_switch Button Functions”, the 3 modes mentioned were tested.
(1) App mode settings and grouping

« Openthe App’s “home page” - "Setting” - “Enable Subscription Level Service model Id” function switch.

« Use App to add the first group of the light node to “Living room” (involves group number
0xC000,0xD000,0xD001, see Supplement of Group Add Command in App for details).

« Use the App to add the group part of the light node to the “Kitchen room” (involving group numbers
0xC001,0xD010,0xD0O11).

« Use the App to add the third group of the light node to the *“Master bedroom” (involving group numbers
0xC002,0xD020,0xD021).

(2) Generic on/off test

* Press RC_KEY_1_ON or RC_KEY_1_OFF to switch to onoff mode. (The remote control belongs to onoff
mode by default when it is just powered on).

* Pressing the keys RC_KEY_1_ON and RC_KEY_1_OFF controls the onoff state of the nodes belonging
to the Living room (OxCOO0O) group.

 Pressing the keys RC_KEY_2_ON and RC_KEY_2_OFF controls the onoff state of the nodes belonging
to the Kitchen room (0xC0O1) group.

 Pressing the keys RC_KEY_3_ON and RC_KEY_3_OFF controls the onoff state of the nodes belonging
to the Master bedroom (OxC0O02) group.

(3) Generic Level Delta test

» Press key RC_KEY_UP or RC_KEY_DN to switch to Delta Level mode.

* The keys RC_KEY_1_ON and RC_KEY_1_OFF controls the increase or decrease of the lightness of the
nodes belonging to the Living room (0xCOOO) group.

* The keys RC_KEY_2_ON and RC_KEY_2_OFF control the increase and decrease of lightness of the
nodes belonging to the Kitchen room (OxCOO1) group.

« The keys RC_KEY_3_ON and RC_KEY_3_OFF control the increase and decrease of lightness of the
nodes belonging to the Master bedroom (OxC002) group.

(4) Generic Level Move test

* Press key RC_KEY_L or RC_KEY_R to switch to Move Level mode.
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« The keys RC_KEY_1_ON and RC_KEY_1_OFF control the nodes belonging to the Living room (0xCOO0O0)
group to increase the lightness to the maximum or decrease it to the minimum value.

* The keys RC_KEY_2_ON and RC_KEY_2_OFF control the increase of the lightness to the maximum or
the decrease to the minimum value for the nodes belonging to the Kitchen room (0xC0OO1) group.

« The keys RC_KEY_3_ON and RC_KEY_3_OFF control the nodes belonging to the Master bedroom
(OxC002) group to increase the lightness to the maximum or decrease it to the minimum value.

29.4.5.5 Configure the Publish Address Test for the Key
Configure the destination address of the command of a key by sending the publish set command. see
Publish_adress Configuration Methods for the description of publish.

The following is an example of the publish address for the level delta command that configures
RC_KEY_1_ON and RC_KEY_1_OFF:

Method 1. The INI commands actually tested by the host computer are referenced below:

CMD-cfg_pub_set_sig = e8 ff 00 00 00 00 00 60 02 00 63 62 00 01 DO 00 00 ff 00 15 03 10

This command sets the publish address of the level client model (0x1003) on element address (0x0002) in
the remote control to 0xDOO1.

Method 2. The App is tested as follows
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Device Setting

CONTROL SETTINGE

aleddr; Ox

model: 0x 1003

pubadr: 0x D001 AddressList

SEND

abeddr; Ox
modal: 0x 1001
pubdr: 0x COO1 AddressList

SEND

alepdr: Ox
modal; O 1007

pubadr: 0x CO02 AddressList

SEND

aleadr: 05
madel: 0 1001

pubsdr: 0x CO03 AddressList

device connected.

Figure 29.3: app pub set

model: 0x1003 (Generic Level Client), because you want to configure the publish address of the level delta
or level move command.

pubAdr: This is set to the destination address of the command sent from this button. Here, for example, it
is set to OxDOO1 to control the colour temperature of the lamp belonging to “Living room”.

29.5 BSSNLCP

29.5.1 Function Description

Basic Scene Selector NLC Profile (BSS) 1.0 - represents a wall switch or a wall station to select lighting
scenes or turn the lights on/off.

Please refer to spec "BSSNLCP_v1.0.pdf” for the corresponding chapter introduction and this document for
detailed function introduction.

BSSNLCP Defines a device that can send the SCENE STORE/RECALL command and can configure the desti-
nation address of the messages.
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29.5.2 Hardware Introduction

The firmware SDK uses 825x_switch project, for hardware we use remote control board, see “nlc_switch
Button”

29.5.3 Button Functions

The demo SDK DICNLCP test uses 825x_switch project of firmware demo SDK, the function is set to support
DICNLCP and BSSNLCP at the same time. NLCP_DIC_EN and NLCP_BSS_EN are both equal to 1, customer
can switch off NLCP_BSS_EN according to the need. NLCP_DIC_EN and NLCP_BSS_EN are both equal to
1. NLCP_DIC_EN and NLCP_BSS_EN can be switched off according to customer’s need. it is at wake up
mode as default beacause relay function is needed. If you want to disable relay and enter low power mode,
just set SWITCH_ALWAYS_MODE_GATT_EN to O is enough. After disabling it, it will enter the low power
mode.

Test BSSNLCP sending command, currently the demo only uses RC_KEY_4_ON, RC_KEY_4_OFF key, other
key definition please refer to “nlc_switch-button-functions”, customer can redefine according to the actual
need.

RC_KEY_4_ON sends SCENE_STORE command and RC_KEY_4_OFF sends SCENE RECALL command.

+ RC_KEY_4_ON uses ele_adr_primary as source address and OxCOOO(NLC_DICMP_GROUP_ADDR_START)
as destination address by default; and it can be modified by sending publish set command.

« RC_KEY_4_OFF uses ele_adr_primary as source address and OxCOO1(NLC_DICMP_GROUP_ADDR_START)
as destination address by default; and it can be modified by sending publish set command.

See dicmp_switch_send_publish_command()’s “if branch” below for details:

void dicmp_switch_send_publish_command(u32 ele_offset, bool4 onoff, u32 select_pub_model_key)
{
#if NLCP_BSS_EN
i1f(3 == ele_offset){
u32 ele_offset_scene = 0;
if(onoff){ // RC_KEY 4 ON
ele_offset_scene = 0;
ul6 pub_addr = dicmp_get_publish_addr(ele_offset_scene, SIG_MD_SCENE_C, 0);
sw_tx_src_addr_offset = ele_offset_scene;
access_cmd_scene_recall(pub_addr, 0, 1, 0, 0);
Jelse{ // RC_KEY_4_OFF
ele_offset_scene = 1;
ul6 pub_addr = dicmp_get_publish_addr(ele_offset_scene, SIG_MD_SCENE_C, 0);
sw_tx_src_addr_offset = ele_offset_scene;
access_cmd_scene_recall(pub_addr, 0, 2, 0, 0);
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29.5.4 Test Steps

29.5.4.1 SDK Settings

« Firmware SDK using 825x_switch project, set LIGHT_TYPE_SEL to LIGHT_TYPE_NLC_CTRL_CLIENT.

Note:

In this case, the configuration related to model enablement uses the configuration information in
nlc_ctrl_client_model_config.h instead of the configuration information in mesh_config.h.

29.5.4.2 Add to Network

» To add the switch nodes to network, you can refer to section 12.5 Switch Engineering Long Press
Handling Logic.

29.5.4.3 Button Test

» Pressing RC_KEY_4_ON will send SCENE_STORE_NOACK, and pressing RC_KEY_4_OFF will send
SCENE_RECALL_NOACK.

For both RC_KEY_4_ON and RC_KEY_4_OFF, the source address is primary address, the default destination
address is Living room(0xC0O00), and the scene ID is 0xO001.

 You can check whether the command was sent successfully by capturing the packet, as shown below:

Low Energy Overview | Messagelog | Spectrum 4 b x| | Detais T x

rotocol: Single v | All layers |« & @ | 3items displayed ¥ Q& - search (3 |[v Allfields | Show in overview | Display + |l _

Ttem - Payload Length ~  Time v PDUType v RFChannell. v Comp..v | Name Value ~

# 4’ Connectable + Scannable Undirected ("DICMP" A4:C1:38:F1:2B:6D, 10 Scanners, 13.1s) 26 bytes 0.083 662 6... ADV_IND 37 (adv) Telink Semi @ Applcation Key Identiier 0x0D

#/( 3 Mesh Scene Recal Unacknowledged (' 1) 31 bytes 7.971243 7... ADV_NONCONN... 37 (adv) ¢ PDU 91 4D B3 48 69 B6 78 OF F

#(5y Mesh Scene Recal Unacknowledged ( 2) 31 bytes 9.570341 3... ADV_NONCONN... 37 (adv) @ NetMIC 0x6977939F

B ) Mesh Application Information
© 4 Network

® 4 Appication Key
@ 43 Adresses
® 4§ Devices

B (35 Mesh Access Message

5 44 Access Payload

Pl opcode Scene Recal Unacknowec .|
@ Scene Number 2
@ Transaction Identifier 2
@ TransMIC 0xB6780FFA v
< >
Data T x
Data type: Mesh Access Message - S

earch

0 1 2 3 4 5 6 7 8 012345678
0x0000: 82 43 02 00 02 B6 78 OF FA .C....X..
0x0009:

Figure 29.4: scene_recall

Configure the destination address of the key by sending the publish set command. see Publish_adress
Configuration Methods for the description of publish.

The following is an example of the publish address of the scene recall command with RC_KEY_4_ON and
RC_KEY_4_OFF configured:

Method 1. The INI commands actually tested by the host computer are referenced below:
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CMD-cfg_pub_set_sig = e8 ff 00 00 00 00 00 00 02 00 03 02 00 02 cO 00 00 ff 00 15 05 12

This command sets the publish address of scene client model (Ox1205) to Master bedroom (0xC002) on
element address (0x0002) in the remote control.

Method 2. The App was tested as follows:

Device Setting

CONTROL SETTINGS

aleddr; Ox

model: 0x 1205

pubadr: 0x  C002 AddressList

SEND

elesdr: Ox
modal; Ox 1001
pubsdr: 0x  CO01 AddressList

SEND

eleddr: Ox 00
modal; O 1007
pubsdr: 0x  CO0Z AddressList

SEND

alendr: Ox
madel; Ox 1001
pubadr 0x  COD3 AddressList

device connacted.

Figure 29.5: app pub set

model: Because you want to configure the publish address of the scene recall command, fill in 0x1205
(Scene Recall Client Model) here.

pubAdr: Set it as the destination address of the command sent by this button, here, for example, scene 1
of the lamp belonging to the Master bedroom is modified to Recall, so it is set to OxC0O02.
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29.6 BLCNLCP

29.6.1 Function Description

Basic Lightness Controller NLC Profile (BLC) 1.0 - represents a luminaire with an integrated controller.

The corresponding spec is "BLCNLCP_v1.0.pdf”, for detailed function introduction, please refer to this doc-
ument.

BSSNLCP: Define a light type device, the device not only supports common switch, brightness, colour tem-
perature and other controls, but also supports light control model. when light control mode is off, it is an
ordinary light, the state of the light is controlled by commands such as generic onoff, lightness set, etc.
When light control mode is enabled, the light control server model corresponding to the light node can
directly receive the status from the sensor, such as OCCUPANCY sensor(PRESENCE_DETECTED), Ambient
light sensor, etc., and then do the corresponding control on the status of the light node itself. Commonly
used application scenarios, such as the light in the stairway, when detecting someone moving, it will au-
tomatically light up for a period of time, and then automatically fade to the standby brightness state, the
standby brightness value is customisable, it can be O, or it can be a relatively low brightness value.

29.6.2 Hardware Introduction

Hardware uses 825x dongle.

29.6.3 Test Steps

Note that the light control server model also supports the generic onoff model, so when a generic onoff
message is received, the light control model is required to occupy an element independently in order to
distinguish whether it is controlling the brightness on/off state or light control onoff state. see “"Table 6.186:
Light LC Setup Server elements and states” in MshMBT_v1.0.pdf for details.

After the light control model is independent as an element, you need to pay attention to the configuration
of the element address in the parameter area for the group add command for the light control model. the
light control model is on the last element. For color temperature lamp, it is equal to primary address + 2,
and for HSL lamp, it is primary address + 3. The same rule for setting LC mode onoff.

29.6.3.1 SDK Settings

Firmware SDK use 825x_mesh project, set NLCP_BLC_EN to 1.

(1) When the node is powered on, the light control mode is off by default, and the method of controlling
the brightness and other states of the light is the same as the operation without the light control
function.

(2) App Sends the Light LC mode set enable command to the node or through an INI command:

light_lc_mode_set =e8 ff 00 00 00 00 00 00 02 00 82 92 01

Note:
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The destination address is not primary address (node address), but primary address +(ELE_CNT_EVERY_LIGHT
- 1).

(3) App sends LIGHT_LC_ONOFF_SET on command to the node, or via an INI command:

light_lc_onoff_set =e8 ff 00 00 00 00 0O 00 02 00 82 9a 01 00

Note:

The destination address is not primary address (node address), but primary address +(ELE_CNT_EVERY_LIGHT
- 1.

The nodes change brightness according to the following curve.

. Light LC Light LC Light LC  Light LC Light LC
LuxLevellLightness Time . Time Time Time Time
Fade On Run Fade  Prolong Fade

: Standby
Auto

LuxLevel/Lightness
©on

LuxLevel/Lightness
Prolong

LuxLevel/Lightness
Standby

' : Time

Fade Standby

fiiE Standby

State  Off Standby Fade On Run Fade Prolong

Timer

Figure 6.4: Operation of a Light Lightness Controller

Figure 29.6: Operation_of_a_Light_Lightness_Controller

The time parameters and luminance values of each step of the curve are defined by the following macros:

#define LC_PROP_VAL_LightnessOn (LIGHTNESS_MAX)

#define LC_PROP_VAL_LightnessProlong ((LIGHTNESS MAX + 1) / 4)
#define LC_PROP_VAL_LightnessStandby ((LIGHTNESS_MAX + 1) / 20)
#define LC_PROP_VAL_TimeFade (2*1000) // unit: ms
#define LC_PROP_VAL_TimeFadeOn (2*1000) // unit: ms
#define LC_PROP_VAL_TimeFadeStandbyAuto (3*1000) // unit: ms
#define LC_PROP_VAL_TimeProlong (4*1000) // unit: ms
#define LC_PROP_VAL_TimeRun (5*1000) // unit: ms

(4) Wait for step 3 to enter the standby state, and then send the INI command of OCCUPANCY sen-
sor(PRESENCE_DETECTED) status to the node, and the node will also change its brightness according
to the curve in step 3.
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sensor_occupancy_64 = e8 ff 00 00 00 00 00 00 02 00 52 01 42 00 64

(5) Wait for step 4 to enter standby state, then send the sensor status command to the lamp node via the
sensor node introduced by “ocssnlcp”, and the lamp node will also change its brightness according to
the curve in step 3.

When the destination address of the sensor status message is a group address, you also need to subscribe to
the group address for the generic onoff model or light control model on LC model element, the INI command
example is as follows:

light_lc_model_sub_set = e8 ff 00 00 00 00 02 01 02 00 80 1b 04 00 01 cO Of 13
or
light_g_onoff_sub_set = e8 ff 00 00 00 00 62 61 02 00 80 1b 04 00 01 cO 60 10

29.7 ocssnlcp

29.7.1 Function Description

Occupancy Sensor NLC Profile (OCS) 1.0 - represents an occupancy sensor

The corresponding spec is "OCSNLCP_v1.0.pdf”, please refer to this document for detailed function descrip-
tion.

When a person is detected approaching, the state of the sensor changes, which triggers the sensor to
publish sensor status, which contains the current status of whether there is a person or not.

29.7.2 Test Steps

29.7.2.1 SDK Settings

Firmware SDK using 825x_mesh_project

+ Set LIGHT_TYPE_SEL to LIGHT_TYPE_NLC_SENSOR.
* NLC_SENSOR_TYPE_SEL Select NLCP_TYPE_OCS
+ SENSOR_PROP_ID Select PROP_ID_PRESENCE_DETECTED

#elif (NLC_SENSOR_TYPE_SEL == NLCP_TYPE_OCS)
#define SENSOR_PROP_ID  PROP_ID_PRESENCE_DETECTED

Then compile it to get the firmware.

29.7.2.2 Function

 Publish set using the ini command
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CMD-cfg_pub_set_sig = e8 ff 00 00 00 00 02 00 02 00 03 02 00 ff ff 00 00 FF 00 00 00 11

For the description of the above commands, you can refer to Publish_adress Configuration Methods, and
note that you have to modify the destination address, element address and publish address inside the
cfg_pub_set_sig command according to the unicast address of the current test node.

The sensor_measure_proc() function polls the status value detected by the sensor to see if the trigger con-
dition is reached, if it is reached, the value of pub_flag will be 1, and then it will see if there is a publish
address configured, if there is one, then it will send a sensor status message, see the processing of sen-
sor_measure_proc() for details.

u32 sensor_measure_proc()

{

u32 measure_val = 0;
memcpy(&measure_val, p_sensor_data->p_raw, min2(sizeof(measure_val),
< p_sensor_data->len_raw));

if(sensor_measure_quantity < measure_val){
if((measure_val - sensor_measure_quantity) > p_cadence->cadence_unit.delta_down){

pub_flag = 1;
}
}
else{
if((sensor_measure_quantity - measure_val) > p_cadence->cadence_unit.delta_up){
pub_flag = 1;
}
}

if(pub_flag){
model_pub_check_set(ST_G_LEVEL_SET_PUB_NOW, (u8 *)&model_sig_sensor.sensor_srv[0].com,
o 0);
}

measure_val: Previous state value (0/1)
sensor_measure_quantity: Current status value (0/1)

pub_flag: Publish flag. it will be set to 1 when delta between the current state value and the previous one
reaches the threshold.

« The change amount threshold can be configured by sending the Sensor Cadence Set, when not con-
figured, p_cadence->cadence_unit.delta_down/p_cadence->cadence_unit.delta_up is O.

+ Since the current dongle board does not have a sensor peripheral, there are currently two ways for
the demo sdk to change the sensor value:
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Method 1: Go through the BDT to set the value of sensor_measure_quantity. For example, if you set 1 for
the first time and O for the second time, the node will publish sensor status once. Or the node will publish
sensor status once if it set O the first time and 1 the second time. In any case, the node publishes sensor
status if the value is reversed from the previous time.

Method 2: Change the value of sensor_measure_quantity by pressing the key. In addition to the above
“SDK Settings” in this section, open the UI_KEYBOARD_ENABLE, then compile SDK, then burn the com-
piled firmware to 8258_dongle, then every time you press SW2, the value of sensor_measure_quantity will
change once, and the node will publish status once, and the implementation code is as follows:

vold mesh_proc_keyboard (void)

1f(KEY_SW2 == kb_event.keycode[0]){
sensor_measure_quantity = !sensor_measure_quantity;

The following image shows the result of a packet capture of the publish sensor status:

B Umts emays e o sy e

File View Layout Search Record Tools Help

0 25 i @ |3 | » Record v @ Stop I Restart kb Save & Continue Rz | % & Navigate ~ 1 Markers ~ @ Filtering: Involving OCSMP | No LE Anonymous Adv | No Unknown Broadcast v | &%
Low Energy Overview | Messagelog | Spectrum 4 b x| | Detais 7 %
rotocol: Single + | Alllayers ¢ [T]= | 3 items displayed v Q& - search -~ ¥ Allfields | Showin overview | Display ~ | B

Ttem ~ Sequence Nu...  Source Address~ Payload Length~ Name Value ~

+ (3 Mesh Sensor Status (| Presence Detected) 0x000287 0x0002 (Unicast) ~ 31 bytes 9 NetMIC OX5853A261

# |5 Mesh Secure Network Beacon (ADV, False, Normal, 0x93C4C828135205DE, 30 bytes h icati f N

# (3 Mesh Sensor Status (| Presence Detected) 0x000288 0x0002 (Unicast) 31 bytes 1./ Mesh Application Information

& Network
¢ Applcation Key
B 4 Adresses
¢ Source Address
& Destination Address
® 41 Devices

0x0002 (Unicast)
OXFFFF (A)

B (5 Mesh Access Message

= ¢ Access Payload

# OpCode
© ¢ Marshaled Sensor Data
4 Format
¥ Length

Sensor Status

B
1

A Property D Presence Detected

9 RawValue
¥ TransMIC
<

0x00
OxF11A6D70 v
>

Data T x
Datatype: Mesh Access Message - Search
01 2 3 4 5 6 7 8 012345678
0x0000: 52 01 4D 00 00 F1 1A 6D 70 R.M....mp
0x0009:
¢ %

iming

Figure 29.7: pub ocs

Property ID: PROP_ID_PRESENCE_DETECTED(0x004D), it means that the sensor at this moment is the

0CCUPA3NCY SENSOr.

29.8 ALSNLCP

29.8.1 Function Description

Ambient Light Sensor NLC Profile (ALS) 1.0 - represents an ambient light level sensor.(Ambient light sensor)
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The corresponding spec is "ALSNLCP_v1.0.pdf”, for detailed function description, please refer to this docu-
ment.

When the detected change in ambient illumination is greater than the set threshold, the sensor will be
triggered to publish sensor status, and the sensor status contains the current ambient light level.

29.8.2 Test Steps

29.8.2.1 SDK Settings

The firmware SDK uses 825x_mesh_project, sets LIGHT_TYPE_SEL to LIGHT_TYPE_NLC_SENSOR, enables
it, and compiles the firmware.

29.8.2.2 Function Test ALSNLCP

« Publish set using the ini command

CMD-cfg_pub_set_sig = e8 ff 00 00 00 00 02 00 02 00 03 02 00 ff ff 00 60 FF 00 00 60 11

For a description of the above commands you can refer to Publish_adress Configuration Methods.

« Use the ini command to send Sensor Cadence Set to set the threshold for the amount of change in
ambient light level.

e8 ff 00 00 00 00 02 00 02 00 55 4E 00 02 01 00 00 01 60 060 O6C FO FF 00 16 00 00

The structure corresponding to the command is as follows:

typedef struct{
ulé prop_id;
sensor_cadence_t cadence;
sensor_setting_par_t setting;
}sensor_states_t;

prop_id: sensor property id, the setting here is PROP_ID_PRESENT_AMBIENT_LIGHT_LEVEL(OxOO4E)
trig_type: State trigger type. 0: Change value. 1: Percentage.

delta_down: The minimum change value that triggers a node to publish sensor status when the ambient
light level decrease. The publish is triggered when the illumination reduction reaches the set threshold,
which is 0xO00001, but can be set to any other value.

delta_up: The minimum change value that triggers a node to publish sensor status when the ambient light
level increase. The publish is triggered when the amount of illumination reaches a set threshold, which is
0x000001, but can be set to any other value.
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+ Set the value of sensor_measure_quantity, i.e. the current illuminance, through BDT. For example, if
the current sensor_measure_quantity value is O, and it is set to 10, then the change in illumination is
greater than the set threshold, then the node will trigger publish status once.

The following is the result of the publish sensor status packet capture.

%} Welcome ' Low Energy Overview | Messagelog || Spectrum 4 b x| | Detais 7 x <
Protocol: Single + | All layers [D]# | 3items displayed v Q & -+ Search - & Show in overview | Display +| B &
Ttem “ Sequence Nu... Source Address~/ Payload Length Name: Value by E]
# i3 Mesh Secure Network Beacon (ADV, False, Normal, 0x0331C1BC48024882, 30 bytes 2 %3 Adresses
# (35 Mesh Generic Level Status (| 32'767) 0x000301 0x0002 (Unicast) 30 bytes ’ ¥ Source Address 0x0002 (Unicast)
Y Mesh Sensor Status (; Present Ambient Light Level) 0x000302 0x0002 (Unicast) 33 bytes ¥ Destination Address OXFFFF (Al
B 4i¢ Devices
M Source "ALSMP" A4:C1:38:4D:1¢

&
B (5 Mesh Access Message

= 1§ Access Payload
¥ OpCode Sensor Status
=) 4 Marshaled Sensor Data

¢ Raw Value 0X00000A
& TransMIC 0XF7D1BD64 v
< >
Data 3 %
Datatype: Mesh Access Message - Search

0 1 2 3 4 5 6 7 8 012345678
0x0000: 52 05 4E 00 OA 00 00 F7 D1 R.N......
0x0009: BD 64 .d

Figure 29.8: pub als

Property ID: PROP_ID_PRESENT_AMBIENT_LIGHT_LEVEL(OxO04E), indicates that the sensor status con-
tains the light level.

29.9 ENMNLCP

29.9.1 Function Description

Energy Monitor NLC Profile (ENM) 1.0 - represents a sensor reporting energy consumption

The corresponding spec is "ENMNLCP_v1.0.pdf", for detailed function description, please refer to the energy
consumption monitor part in this document.

29.9.2 Test Steps

29.9.2.1 SDK Settings

Firmware SDK using 825x_mesh_project

* Set LIGHT_TYPE_SEL to LIGHT_TYPE_NLC_SENSOR.
» For NLC_SENSOR_TYPE_SEL, select NLCP_TYPE_ENM.

Then compile it to get the firmware.
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29.9.2.2 Function Test

« Publish set using the ini command.

CMD-cfg_pub_set_sig = e8 ff 00 00 00 00 02 00 62 00 03 02 00 ff ff 00 60 FF 00 60 00 11

For a description of the above commands you can refer to Publish_adress Configuration Methods.

« The amount of change threshold can be configured by sending the Sensor Cadence Set, which defaults
to O when not configured, same goes for setting delta_down. delta_up. How to do, please refer to
Function Test ALSNLCP.

+ Go through the BDT to set the value of sensor_measure_quantity, which is the current energy value.
For example, the value of sensor_measure_quantity is 0, set it to 10, then the node will publish status.

The following is the result of the publish sensor status packet capture.

() 25 bd W |88 | P Record ~ @ Stop [ Restart kb Save & Continue Rgj|% Navigate ) Markers ~ @ Filtering: Involving ENMMP | No LE Anonymous Adv | No Unknown Broadcast ~ | &
%} Weicome ' Low Energy Overview | Message Log | Spectrum 4 b x| | Detals F x @
>rotocol: Single +| Alllayers ¢ & - « 4, JI[0]# | 2items displayed ¥ Q & - search - |2 [¥ Allfields || Show in overview | Display = |G &
Ttem \/ Sequence Nu...\~ Source Address>, Payioad Length\~ Name Value A=
4155 Mesh Secure Network Beacon (ADV, Faise, Normal, 0XC6DODEB30C2FADAC, 30 bytes 5 % Adresses
B.a  Mesh Sensor Status (Property ID=Reserved (0x0072)) 0x000011 0x0002 (Unicast) 34 bytes @ Source Address 0x0002 (Unicast)
@ Destination Address OXFFFF (Al)
5 41 Devices
M Source TENMMP" A4:C1:38:7D:5
i
B (i3 Mesh Access Message
& 4 Access Payload
@ OpCode Sensor Status
5 4% Marshaled Sensor Data
@ Format B
@ Length 4
L Property 1D Reserved (0x00]2)
@ Raw Value 0X0000000A
& TransMIC 0x92CA7891 v
< >
Data ¢ x
Datatype: Mesh Access Message Search
0 1L 2 3 4 5 6 7 8 012345678
0x0000: 52 07 72 00 0A 00 00 00 92 R.I......
0x0009: Ca 78 91 ..
fiming ¢ x

Figure 29.9: pub enm

Property ID: PROP_ID_PRECISE_TOTAL_DEVICE_ENERGY_USE(Ox0072) indicates that the sensor status
contains energy detection.
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30 Ellisys Decrypts Mesh Packets

30.1 Click Record to Grab the Packet

30.2 Fill in Mesh Information for Decryption

« Click on the mesh security option in the menu bar view drop down box and fill in the mesh key informa-
tion in big endian format (network key, appkey key, and IV index. If you want to see messages using
device keys such as the configuration model, such as the publish set command, you also need to fill
in the device key of the device).

B VLU - CHISYS DIUELUUUT AIdIyZE w ~

file View Layout Search Record Tools Help

D& @ M P Record - 1 Stop Restart ave & Continue By |€F « 38 | S Navigate ~ Markers ~ @ Filtering: Keep All ~ %
%} Welcome ' Low Energy Overview | Messagelog | f# Instant Spectrum 4p % i 2
Protocol: Single = | All layers ¢ ¢ &5 & £ [] 35 items kept, 322 fiktered v Q & - Sea . :I wetmkms"mmws“wmm, I
X Hide:Iten* = "Mesh Se B Add Remove
Item v Stats v Payiosd v Time v SequenceMu..v Source... v . P Nimdex | EmyptonKey privacy ey

55 Mesh Unprovisioned Device Beaco... OK 034282625 Ox04  DIGFEFAE:SDA9E959:96ADAIT0DE7B71 0x00000000 CDBIBZ6C:4DS4DBFC: FEDBIB:BIOFTS CEIAEATFCFID
# (39 Mesh Generic OnOff Set (: 0., OK 3.735 103 750 Ox000044 0x0001 (Unica
% (3 Mesh Generic OnOff Status ( oK 3.740676 125 OX00011F 00002 (Unica
@ (5 Mesh Unprovisioned Device Beaco... OK 6.300 447 250
# (. Mesh Generic OnOff set ( 0. oK 6.793 368875 0X000048 0x0001 (Unica
@ (3 Mesh Generic OnOff Status ( oK 6.800 713 125 0x000120 0X0002 (Unica
@ (3 Mesh Generic OnOff Set ( 0.. oK 9,884 482 625 OX0000AC 0Ox0001 (Unica
® (53 Mesh Generic OnOff Status oK 9,890 744 500 0x000121 0x0002 (Unica
# (5 Mesh Tme Status ( 2. oK 10.107 410 125 0x000122 00002 (Unica
#@ ) MeshEncrypted Network Traffic .. OK 27,461 426 375
@ {3y Mesh Time Status ( 2. oK 39,595 747 500 0x000123 0x0002 (Unica
:". Non-Connectable Undrected Adv .. oK 23bytes (S56F AD38C1A43E 2... 55.086 995 250
@ (5 Mesh Time Status 2. OK 71.363 909 000 0x000124 0x0002 (Unica = ]
@ (3 Mesh Unprovisioned Device Beaco... 0K 80,439 865 375
@ ) Mesh Encrypted Network Traffic ... Warning 92,117 962 500 Time Missing Key
@ (5 Mesh Time Status 2. OK 103.735 304625 0x000125 0x0002 (Unica 27.961426375  Network Key (NID 0x7D)
@ (33 Mesh Time Status 2. OK 134.706 413875 0x000126 0x0002 (Unica 3;‘;;3:230 :::::: ::‘: g‘:ig g:;g;
& (35 Mesh Time Status ( 2. oK 164,425 848 625 0x000127 0002 W8 || 0 1o 2 Metmork Key (NID 0<2D)
$g ) MeshEncaypted Network Traffic .. OK 179.587 345 500 352.389 751625 Network Key (NID 0x2E)
% (3 Mesh Time Status ( 2. ok 195.865694 000 0x000128 0x0002 (Unica ,
< >
Instant Timng 7 x
@ Q [WF- | origin: 10025 - spam 0115 - [Bluetooth | - (WiFi [HCI [wcl [WPAN [ Logic [ Misc |- B

Figure 30.1: Mesh security

« If you don’t know the key, you can use BDT tool to get the key from the node, mesh_key global variables
include: device key, network key and app key; iv index is in iv_idx_st. The structure of different sdk
versions may change, The location of each member field of global variable *mesh_key” and “iv_idx_st”
can be found in the code. Take V3.3.3 as an example.
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& BDT connect to T:usb#vid_248a8pid_8266#68:341d0d8680&4#{28d78fad-5a12-11d1-ae5b-0000f803a8c2} - O
Device File View Tool Help
{igoms » “wEWK - | @ Setting (® Erase § Dowrload + Activate | I* Run Il Pause W Step Q PC #f Singlestep » | © Reset @) manualmode v | & Clear
[bo ES | [eo | [ ‘ 2 sws 502 m st 02 B Start
L Download “ Sé& Tdebug ‘ = Log windows
Variable Name Addr Len Value ~
mesh_key 44308 917 " [1154650$]5 ) "
mesh_key addr 430e4 4 00030384 TC32 EVK: Swire ok!
mesh_md_cfg_s_addr 430a8 4 000310ec [11:46:26]: dEVice ke
mesh_md_g_onoff_lev 43100 a 000338b0 k91|(7 bytes have finished! y
mesh_md_g_power_o 43080 4 0007 WOr 04 4§k
mesh_md_health_add 430b4 4 000324c8 044318- EE) T () T T
mesh_md._light_ctl_ac 430bc A 000368b0 044328: T8 a9 eZ ef Ue of da b2z ©bb bd d3 8a b4 c9 Za 4t
mesh md lightness a 4309¢ 4 0003545¢ 044338: ba 41 93 19 59 bd a0 f6 04 9d d8 3b 19 ac 6b ce
-me-g - 044348: 75 53 9f d5 20 50 ee 85 1d 8f 7b 09 bd 8b 32 f0
mesh_md_mesh_ota_i 43140 4 00074738 044358: 3a d7 4c eb 39 6b 6b 9c 2c¢c la d4 3b 87 c9 e9 ab
mesh_md_vd_light_ac 430a0 4 00070178 044368: 10 52 la al d7 ba 41 4a 68 df 1c 85 55 f6 66 38
, 044378: 3d 9e 25 13 58 27 29 f4 a4 02 d5 da 9e f7 24 4b
mesh misc addr | 4300 | 4 0003d520 044388: b9 cl 89 89 63 85 24 2e c2 el ef 1b 15 76 5a e0
mesh_need_random _¢ 44060 1 00000000 044398: 8a 16 7a ff 2f 3f 5f fb b8 57 73 1lc 0 90 61 97
mesh_node_out_oob_ 43fa0 4 otgggg?ckey 0443a8: 75 01 db 3 11 27 dec 99 ¢9 ec 93 b8 b5 59 fd 8a
. b8: 62 Oc 00 00 01 00 00 00 |60 96 47 71 73 4f bd 76
mesh provision end | 4304 |4 00000R00 ﬁi%?&\ [63 b4 05 10 dl d9 4a 43| 0050010550900
mesh_provision_mag_ 430ac 4 0003073 0443d3: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
mesh_rsp_random_de 4407¢ 2 00000000 0443e3: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
mesh_rsp_random_de 4406¢ 4 00000000 0443f8: 00 00 00 00 00 00 00 OO 0O 00 00 00 00 00 00 00
044408: 00 00 00 00 00 00 00 OO 0O 00 00 00 00 00 00 00
mesh_rx_seg_par 46c14 34 PP mm mm mm mm o mm mna o mm mn ;e mm mm am mm ma e omn

Figure 30.2: Get mesh key

& BDT connect to 1:usb#vid_248afpid_826a#6&81fbo0d&0&a#{28d78fad-5a12-11d1-ae5b-0000f803a8c2} - O X

Jevice File View Tool Help

figss ~ Wwew »| @ seting (# Erase § Download # Activate | [P Run Il Pause W Step Q PC o Snglestep ~ | € Reset @) mepualmode + | & Clear

5 uock | [ cache

0 | [0 | [po [10 | 2 sws oz ] s ] m st ls02 s ] B Start |
4 Do | B o =—

Variable Name Addr Len Value -

gatt adv send flag 42d8b 1 00000001 [13:45:38]:

gatt_adv tick17921 43d60 4 03371340 042dds: |01 00 00 00 J01 00 00 00 00 00 00 00 a7 00 00 00

hb_pub_100ms 4378 4 00000000 04%de8: 01 00 00 00

hb_sts_change 43¢80 1 00000000 Total Time: 20 ms \

hb_sub_100ms 43cTc 4 00000000 ..

hei_eventMask 42f0¢ 4 00000010 v index

hci_le_eventMask 4502¢ 4 00000007

hci_tlk_module_event 44edd 4 00000000

heartbeat_en 42d5¢c 1 00000001

idx_num.14483 43c8c 1 00000000

irq_stk 42f5c 384

iv_idx_st 42dds 20 |:|

iv_update by sno.13° 44d8f 1 00000000

key_bind_all_ele en 44356 1 00000000 o

vk device: ok File Path: C:\Users\ZB\Desktop\SDK\telink_sig_mesh_src\ble_it_mesh\8258_mesh\8258_mesh.bin Version : 5.7.2

Figure 30.3: Get mesh iv
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Note:

The iv index in BDT is the little endianness of the display, in ellisys need to fill in the big endian-
ness, such as the above figure is to fill in *00000001” or “01”. if SIG Mesh SDK version is later than
V4.1.0.0(include), the iv index in BDT is the big endianness of the display.

« Perform mesh decryption and view it.

File View Llayout Search Record Tools Help

DA HE 3| P Record v i Stop U Restart kb Save & Continue Ry | % v % | & Navigate ) Markers ~ ‘@ Filtering: Exclude Background ~ | &3
Low Energy Overview | HCIInjection Overview HCI Injection Querviey (Secondary) HCI Injection Overview (Tertiary) | Message Log 4 b x| | Detais (3]
Protocol: Single | All layers ¢ ¢ &5 & ¢ 76 items kept, 23 filtered v Q & - Search - |[f3 Display - |Liz Search
X Show: Item » 1= Unprovi acon” x," work Bpacon” Name Value
Ttem . v Applcati.. v A @ Appication Key Flag Yes
# /¢ Mesh Config Model App Status (: Success, 0%0006.4, 0x000, 0x1002) 00006 (Unicast) Mesh : igﬂmm ey tdentier Tzu;: 4 509830 08 00
# s Mesh Config Model App Bind (i 0x0006.u, 0x000, 0x1004) 00001 (Unicast) ~ 0.049 31... Mesh @ Nec OXBABS2257
# ¢ Mesh Config Model App Status (: Success, 0x0006.u, 0x000, 0x1004) 00006 (Unicast)  0.16143... Mesh
1y Mesh Config Model App Bind (: 0x0006.u, 0x000, 0x1006) 0X0001 (Unicast)  0.016 33... Mesh E 5 Mesh Network Information
# /i Mesh Config Model App Bind (: 0x0006.u, 0x000, 0x1007) 00001 (Unicast) 0234 42... Mesh % Network
41 Mesh Config Model App Status ( Success, 0x0006.u, 0x000, 0x1006) 0x0006 (Unicast)  0.015 75... Mesh %4 Subnet
# ¢ Mesh Config Model App Status ( Success, 0x0006.u, 0x000, 0x1007) 00006 (Unicast) ~ 0.148 01... Mesh %3 Devices
# 4 Mesh Config Model App Bind (: 0X0006.4, 0x000, 0x1300) 00001 (Unicast)  0.059 01... Mesh 3 G wesh Newiork PDU
# /e Mesh Config Model App Status (: Success, 0x0006.u, 0000, 0x1300) 0x0006 (Unicast)  0.18552... Mesh
#13 Mesh Config Model App Bind (; 0x0006.u, 0x000, 0x1301) 0x0001 (Unicast)  0.016 80... Mesh M 0x1
# 1 Mesh Config Model App Status (- Success, 0x0006.u, 0x000, 0x1301) 00006 (Unicast) ~ 0.145 76... Mesh @ ND Ox41
# 3y Mesh Config Model App Bind ( 0X0006.u, 0x000, 0x1303) 0X0001 (Unicast) ~ 0.027 90... Mesh v c Access Message
413 Mesh Config Model App Bind (: 0x0006.u, 0x000, 0x1304) 0X0001 (Unicast)  0.276 20... Mesh @ 10
4 u¢¢ Mesh Config Model App Status ( Success, 0x0006.u, 0X000, 0x1303) 0X0006 (Unicast) ~ 0.005 77... Mesh @ Sequence Number 0x000387
%3 Mesh Config Model App Bind ( 0X0006.4, 0X000, 0x0000) 0X0001 (Unicast)  0.186 22... Mesh ¢ Sotloiddiey OO Ui
%, Mesh Config Model App Status (: Success, 0x0006.u, 0x000, 0x1304) 0x0006 (Unicast)  0.055 09... Mesh # Destination Address 0x0006 (Unicast)
#1 Mesh Config Model App Status ( Success, 0x0006.u, 0000, 0x0000) 0x0006 (Unicast)  0.094 00... Mesh 4 Lower Transport PDU
443 Mesh Config Model App Bind (: 0x0007.4, 0x000, 0x1002) 00001 (Unicast) ~ 0.02056... Mesh @ NethIc OxBAB2287
%3y Mesh Config Model App Bind (: 0x0007.4, 0x000, 0x1206) 0X0001 (Unicast) 0249 88... Mesh £ (" Mesh Appiication Informatjon
%« Mesh Config Model App Status Success, 0x0007.u, 0x000, 0x1002) 0x0006 (Unicast) ~ 0.096 44... Mesh %4 Network
1 Mesh Config Model App Status ( Success, 0x0007.u, 0x000, 0x1306) 0x0006 (Unicast)  0.070 39... Mesh %3 Appication Key
#45 Mesh Lght Lightness Get 0X0001 (Unicast)  3.31825... Mesh %4 Adresses
%/, Mesh Light Lightness Status ( 65'535) 00006 (Unicast) ~ 0.220 05... Mesh & Source Address %0001 (Unicast)
g, Mesh Generic OnOff Set (On Off=Off) 0x0001 (Unicast) 82 17... Mesh @ Destination Address 0x0006 (Unicast)
4 Mesh Generic OnOff Status ( on, 10, 100 milseconds) 0X0006 (Unicast) ~ 0.007 71... Mesh %4 Devices
/43 Mesh Generic OnOff Set ( on) 00001 (Unicast) 0.98202... Mesh W Source A4:C1:38:30:85:82
# u¢¢ Mesh Generic OnOff Status (: On, 10, 100 miliseconds) 0x0006 (Unicast)  0.078 96... Mesh M Destination A4:C1:38:30:85:82
# 43 Mesh Generic OnOff Set (( off) 00001 (Unicast) 0.954 38... Mesh 5 (13 Mesh Access Message
4, Mesh Generic OnOff Status ( on, 10, 100 milseconds) 00006 (Unicast) ~ 0.04120... Mesh
#/@_ Mesh Encrypted Network Traffic NID=0x52 (x 1, 0s) 0.19841... Mesh ‘18 Access Payload
# 43 Mesh Generic OnOff Set ( on) 00001 (Unicast) ~ 0.846 62... Mesh @ OpCode Generic OnOff Set
# ¢ Mesh Generic OnOff Status ( off, 10, 100 miliseconds) 0X0006 (Unicast)  0.109 21... Mesh @ onoff off
v @ Transaction Identifier 1
< > Tiareil 0x983D0800
Ready 5.0.8682 Update

Figure 30.4: Mesh security set

An explanation of steps 1, 2, and 3 in the figure:

1) Click the *mesh” button for mesh decryption;

2) You can use the mouse to drag a certain item from “All Fields” on the right to the main interface for
display;

3) The above figure is an example of step 2.

AN-17120400-E7 365 Ver1.6.0



v Telink

Telink SIG Mesh SDK Developer Handbook

30.3 Other Methods to Get the Key

30.3.1 Provision UART Log of provision flow Via Firmware

s (sdkjmesh tx NoAck, op: 0x4e82 (LIGHTNESS_STATUS), svc:0x53b7, dst :0xf££f, sno:0x000081 par_len:2 par:ff ff
: (sck)mesh_ble_connect_cb

: (sdk)rcv provision invite 00 00
: (sdk)send capa cmd 01 02 00 01
s (sdk)rcv start cmd 02 00 00 00
: (sdk)rev pubkey cmd

93 c1 18 55 eb fc 6c c3
bd 61 le 6d a5 50 0d 86

00 00 00 00 00 00 00 0O
00 00

77 fa
fe b

a9
00

e2 25 bf
£4 be da

4e 36 8f 14 50 8a db Of
3d 89d 71 <8 ae 34 78 17

2f 9f
35 19

£8 d3 33 43 76 1b
66 cB fb eb 30 2a

: (sdk)send pubkey cmd
df 25 57 20 75 81 80 8%
1f aa 03 ¢ 99 b5 ab 4f

28 ce
de 4

a1
T

da be 03
94 6b 2b

£8 98 48 9d 70 1d 69 16
75 09 11 18 ab eb 44 97

a2 9b
al 1c

4e 55 68 bc 96 01
Os 2a b7 £f Ta 04

+(sdk)rev comfirm cmd 05 09 d9 be 6 77 38 9b 3f <c 29 2d 76 4d eb ca 3a
+ (gdk)send comfirm cmd 05 4a o5 2e 52 ec 99 £4 ce bi 3Je 69 06 be 44 68 30
: (sdk)rev random cmd 06 69 02 40 92 99 db d7 o7 9% dl b3 86 le a7 95 af

: (sdk)send random cmd 06 97 o2 ac 2b ef £0 6a o5 05 21 6 ab 35 68 fc Oc
:(sdk)rev provision dat:

o1 Oc 48 od 2o 66 4l 20 5c 40 98 43 fe d5

a2 0d 57 55 30 77 fe ae 3a £4 59 db 0d Uc of 09

— —+device key
50 T Of £1 10|00 00 00 [00 G0 G0 00]93 00
> network key

: (provision)device key k& F4 05 47 o6 e
: (sdk)provision net info 1s|f5 43 £2 J¢ a
: (sdk)provision sue!
: (sdk)mesh_ble_disconnect_ch
: (sdkJmesh_ble_connect_cb
:(iv_update)app tx beacon with GATT,IV index step0: 00 00 00 00 00 00 00 00 00 0O 00 00 0& 00 00 00 00 00 00 00
:(iv_update)ty GATT secure NV beacon:17 2b 01 00 df Sc 67 d7 ef dO 3b 31 00 00 00 00 8f %5 00 67 38 ff fb 96
:(odk)add filter adr part 00 01

: (sclk)tx upper_ctl, sno:0xl op:0x3, dst:0x0 par:00 00 01

:(sdkjrcv access layer, retransaction:0, t11:
(sckImesh tx Nock, op: 00380 CAPPREY_STATUS), src 030093, dst:030001, sno:0%000003 par_Len:4 par:00 00 0
:(sdk)rcv access layer, retransaction:0, t11:

: (sdk)mesh tx NoAck, op: UXUUUZ(COMPOSITION DATA_STATUS), src :0x0093, dst:0x0001, sno: 0x000004 par_len:61 par:00 2e 05

b LT
14 al ce aa a

:(sdkjrcv access layer,retransaction:0, ttl1:10, sr

: (sdijmesh tx NoAck, op: 0x3e0 (HODE_ APP. STATUS) s7¢:0x0093, dst :0x0001, sno:0x00000b par_len:7 par:00 93 00 00 00 00
: (sdkjrev access layer,retransaction:0, ttl1:10, src

: (sdijmesh tx NoAck, op: 0x3e0 (HODE_ APP. STATUS) s7¢:0x0093, dst :0x0001, sno:0x00000c par_len:7 par:00 93 00 00 00 00
: (sdk)rov access layer, retransaction:0, t11:10,
: (sdkjmesh tx NoAck, op: 0x3e80 (ODE_APP_STATUS),
: (sdkjrov access Layer, retransaction:0, 1t1:10, src

(sdk)rev access Layer, retransaction:0, 141310, o

: (sdkjmesh tx NoAck, op: (x3e80 (ODE_ PP STATUS) s7¢:020093, dst:020001, sno:0x00000f par_len:7 par:00 93 00 00 00 03
i (sdk)rov access layer, retransaction:(, t1l
: (sdk/mesh tx NoAck, op: (x3e80 (ODE_ PP STATUS) sT¢:0x0093, dst 020001, 5no: 02000010 par_len:7 par:00 93 00 00 00 04

:(sdk)rev access layer, retransaction:(, tt1:1i

retransaction:0, tt1:10, src:

: (sdk)rcy access layer, retransaction:0, tt1:10, src:0x0001, dst:0x0093 sno:0x08c950 op:0x3d80 (MODE_APP_BIND), par_len:
: (sdk)mesh tx NoAck, op: 0x3e80 (ODE _APP. STATUS) src:0x0093, dst:0x0001, sno:0x00000a par_len:7 par:00 93 00 00 00 02 00
¢:0x0001, dst:030093 sno:0x08c951 ap: 0x3d50(MODE_APP_BIND), par_len:

%0001, dst:0x0093 sno:0x08c952 op: 0x3a50 (HODE_APP_BIND), par_len:
CH 0x0001 et 0x0093 Sno: 0x08c955 opi OXSdSO(MODE APP_BIND), paz_len:
%0001, dst:0x0093 sno:0x08¢956 op: 0x3d20 (MODE_APP_BIND), par_len:

yer, %0001, dst:0x0003 sno: 0x08c058 op: 0x3d20(IODE_APP_BIND), par_len:
(G omoth tx NoAck, op: 03080 OIODE. APP, STATS), sre 050053, et 1030001, ana: 03000012 par. Len:T parZ00 84 00 00 00 06 13

app key w_

10, sTc:0x0001, dst:0x0093 sno:0x08c84b op:0x0000 (APPKEY. ADD) par len:19,par:00 00 00 [6a 77 aa

<

6 pnr

6, par:

o
ks

6, par:
10
16, par:
2 10

6, par:

2 Par

oy
SRS,

16, par
210

6, par:

, par

193

‘33
93
93
93
93
93

94
94

00
00
00
00
00
00
00
00
00

™ iv index(big endianness)

10, sTc:0x0001, dst:0x0093 sno:0x08c94e op: UXUKKU(CUMPOSITION DATA _GET), par len 1, par: OO
33

00
00
00
00
00
00
00
00
00

Figure 30.5: Provision UART log

30.3.2 Via Android App

Home page->setting->Mesh Info

ce b3 B8 98 Re de 9e 9d 1d 5d 52 99 63

9 00
00

00
00
00
00
00
00
00
00

o
9

00 00 00 11 01 00 00 02 00 03 00 00 fe 00 ff 02 fe 01 fe 01 £f 00

02 00

00
00
02
00
03
04
02
06

fe
10
10
13
13
13
10
13
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Mesh Info

Sequence Number
0x003200

Local Address
Q=000

MNet Keys

Name
Jefaull Net Ky

FOEFEEEDET FIEDATBCEE FODZ0BFICFCH

Mame
Sub Net Kay 1

Index

0

Key

A4ACHES12EADCIEIAFBT S5EAGS2EICDO

Mame
Sub Met Keay 2
Index

Oxik2

Key

EVOATOGFDBECTFIDBAEDIREIAETEZCE

Defaull App Kay

SEGEADO4TBDEVADYEVODATEZIDDDA0EFE

Bound Met Key

000

MName
Sub App Key 1

Figure 30.6: Android key
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30.3.3 Via iOS App

Home page->setting->Mesh Info

£ Mesh Info

IV Index: 0x00000000

Sequence Number: 0x01664C

Local Address: 0x0001

NetKey List

AppKey List

Figure 30.7: iOS key

30.3.4 Via JSON File

Open “mesh_database.json” inside the folder which contains “sig_mesh_tool.exe”. Search “netKeys” and
“appKeys” for net key and app key.
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E mesh_database. _'isu:-nm

2374 b 1

2375 b }

2376 b 1-

Z3TT = "metKevs": [

2378 % {

2379 "mame": "7,

2380 Tkey": 093aabd4cTdedef2fc091c26303d
2381 "oldEey™: Q0000000000000 000000000000000000™,
2382 "TminSecurity"™: "secure™,

2383 Tindex":

2384 "phase™:

2385 B }

2386 - 1-

2387 = "appKevs™: [

2388 % {

2389 "mame": "7,

2390 Tindex":

2391 "boundHetEey " L

2352 "key":‘EE&EE&TTlT3&fbd?ﬁe3b&0519dld9&a§€£?
2393 "oldEey™: "™Q000Q00 QOQOQOQOOQoo™
2394 = }

2385 o 1-

Figure 30.8: json key

Search “ivindex” for iv index.

E mesh_database. _'isu:-nm
=l

=

"Sachema": "http: /S dison-schema.orgfdrafc-04/ schemaf",
"yersion™: "1.0.07,

"meshName": "telink test room",

"id": "http:/ www.bluetooth.com/specifications/fassigned-numbe

"meshUOOID™: o QO0000000000000000000000™,
SRR 112233447,

"nodes": [

=] @ N o Lo B

-1

Figure 30.9: json iv
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31 Operating Instructions for Telink-developed Bluetooth
Mesh Decryption and Analysis Tool

31.1 Application Background

When debugging and developing Bluetooth Mesh products, in addition to opening the Log on the device
side, sometimes it is also necessary to use a packet capture tool to analyze whether the format of the mesh
messages in the air and the interaction flow is correct. Currently, the price of packet capturing instruments
in the market is relatively expensive. In the absence of professional packet capturing tools, Telink-developed
Bluetooth Mesh packet decryption analysis tool can be used for preliminary analysis.

This tool requires only one TLSR8258 Dongle (hereinafter referred to as Monitor) and one serial module,
and then compile the 8258_mesh_monitor project(Download link of the SDK: http://wiki.telink-semi.cn/
tools_and_sdk/BLE_Mesh/SIG_Mesh/sig_mesh_sdk.zip). Burn the compiled 8258_mesh_monitor.bin, and
then monitor and decrypt the advertised mesh messages in the current mesh network, GATT proxy pdu and
decrypted mesh messages encrypted with Device Key are not supported.

31.2 Operation Procedure

31.2.1 Configure Monitor serial port

The packet capture tool uses the 8258_mesh_monitor compilation option, and MESH_MONITOR_EN has
been enabled in the project settings. It shares the application layer code with 8258_mesh project, and
configures the 10 of the serial port in the header file app_config_8258.h through the macro UART_TX_PIN.

[t5 Project Explorer ~ 8| [n app_config_8258.h &
5 & | e ¥|| #define HCI USE USB 2
~ = vendor ~
& common #ifndef HCI_ ACCESS
#if (WIN32 || PTS TEST EN)
v & mesh #define HCI ACCESS  HCI USE USB
2 app_att.c #elif MESH MONITOR EN
app_config_8258.h #define HCI ACCESS HCI USE_UART
app_config_8269.h felse
app_config_8278.h #if GATT RP_EN
B app.c #define HCI ACCESS HCI USE_UART
app-h felse
h #define HCI ACCESS HCI USE NONE
€| main.c #endif
= user_app #endif

= 8267_master_kma_dongle
= boot_loader
= mesh_Ipn

#define UART TX PIN  UART TX PD7

& mesh_provision #define UART RX PIN UART RX PAOD
& h_ itch #endlir
mesh_switc #endif
(= spirit_lpn
div_mod.s #ifndef HCI LOG FW _EN
drivers.h #define HCI LOG FW EN (0 || DEBUG LOG_SETTING DEVELOP MODE_FEN)
tl common.h #if HCI_LOG_FW _EN

Figure 31.1: mesh_monitor_uart_io_setting

Clean the compilation to get the 8258_mesh_monitor.bin file, which is burned into the Monitor.
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31.2.2 Connect the serial hardware

Connect Monitor’s uart tx and uart rx to the rx and tx of the serial module respectively, open the serial port
debugging assistant (general-purpose serial port tool can be used), select the corresponding COM port, set
the baud rate to 115200, and hex display.

® O ® - B x

R0 Bytes T 0 Bytes Versioev304

Figure 31.3: mesh_monitor_baudrate_setting

31.2.3 Add Monitor to a Mesh Network

Before joining the mesh network, Monitor is equivalent to an unprovisioned node and does not enable the
monitoring function. After it is added to the mesh network with the app/gateway, it will automatically turn
on the monitoring function.
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31.2.4 Log Parsing

After the Monitor joins the mesh network, it decrypts and outputs the advertise type mesh messages within
the mesh network that it monitors through the serial port, in the format:

OxF5 + rf_head + rf_length + advA + mesh_payload_length(type+PDU) + Ox2A(Mesh type) + Network PDU
+ RSSI + Frequency Offset + Channel

« rf_len: length of all data after it (excluding rssi, Frequency Offset, channel).
« advA: mac of the sending node.

« mesh_payload_length: data length of the mesh type and PDUs.

+ RSSI: energy value in dBm. Note: data type is s8.

+ FREQUENCY: Frequency deviation value. Unit is kHz. Note: data type is s16.
+ CHANNEL: Indicates on which advertise channel the packet was sent.

The Network PDU corresponds to the member variables in the red box in the structure mesh_cmd_bear_t in
the figure below, which is consistent with the PDU format defined in the Mesh specification, and the specific
mesh message is known by parsing the reported raw data according to the format.

1[[n app_mesh.h &2 . [€ app.c

typedef struct|

bear head t tx head; // parameters for tx bear that can be read in app advertise prepare
ufé trans par val; // report type
ug len;
ub type; // adv type
union{
mesh cmd nw_t nw;
struct/{
us nw pre[9]; // 9 = OFFSETOF (mesh cmd nw _t, data)
union{

// message

mesh cmd 1t unseg t 1t unseg;

mesh cmd 1t seg t 1t seg;

struct{
ué 1t pre unseg[l]; // 1 = OFFSETOF (mesh cmd 1t unseg t, data)
mesh cmd ut unseg t ut unseg;

}:

struct{
us 1t pre segl4]; /4 = OFFSETOF (mesh_cmd 1t seg t, data)
mesh cmd ut seg t ut seg;

}i

// control

mesh cmd 1t ctl unseg t 1t ctl unseg;

mesh cmd 1t ctl seg t 1t ctl seg;

mesh cmd 1t ctl seg ack t 1t ctl ack;

bi

};
mesh beacon t beacon;
online st adv t online st adv;

};

tmesh cmd bear t;

Figure 31.4: mesh_monitor_report_format

As shown in the following figure, after adding a lighting node and Monitor, the gateway sends onoff set and
customized vendor set messages to the mesh network, respectively, and the lighting node receives them
and replies with onoff status and vendor status.
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ﬂ v U & - B x
Port Settings [14:13:18.008 (Rx)]
— — F5 62 16 AA 5B £4 38 C1 A4 OF 2A C7 @A 3A 00 @0 @1 @8 FF FF 4D 82 82 o1 oA EA @A o0 25 onoff set
Fort SRWENEIEEIE AL Bk v [14:13:18.499 (Rx)]
pandRate | 115200 o F5 @2 17 OC 5F E7 38 C1 A4 108 2A C7 0A 2B 80 90 @2 80 @1 @@ 4D 82 04 @0 @1 6A DF 88 00 25 nnoff status

[14:16:43.899 (Rx)]
F5 02 17 AA 5B E4 38 C1 A4 16 2A C7 @A 3B 60 00 @1 60 FF FF 4D C2 11 02 @1 @B EA F9 FF 25

Data Bit: 8 ~
e [14:16:44.312 (Rx)] vendor set
Parity Bits None v F5 02 16 @C 5E E7 38 C1 A4 OF 2A C7 ©A 2C @0 @0 02 00 01 00 4D C4 11 02 01 DE @5 08 27
vendor status
Stop Bits 1 v
Flow Ctrl  None ~
Close

Receive Settings

QO ascu ® Hex
Auto Wrap
Auto Response
Show Send
Show Timestamp
Show Log
Output Log To File

Telink Log Parsing

Save Log Clear Log

Send Settings

QO ascu ® Hex

Mutli Line Send

Send New Line Send

Repeat Send 1000 : ms “

COM3, 115200, 8, None, 1 Rix: 118 Bytes Ts: O Bytes Version: v3.0.4

Figure 31.5: mesh_monitor_test_demo

31.2.5 Extended Functions
(1) If monitoring the mesh packets of the default network (the network before performing the mesh opera-
tion), you can send a command to the Monitor through the serial port to enable the monitoring function.

a8 ff + 00 + monitor_eno

* monitor_en is 1 for on, O for off.
« Setting success returns a8 ff + 00 + 00.
« Setting failure returns a8 ff + 00 + 01 (01 means error code is 1).

(2) Monitor enables sno filter (i.e. relay protect list) by default, if you need to disable it, you can set it by
sending command to Monitor through serial port.

a8 ff + 01 + sno_filter.

» A sno_filter of 1turns on sno filtering and O turns off sno filtering.
 Setting success returns a8 ff + 01 + 00.
« Setting failure returns a8 ff + 01 + 01 (01 means error code is 1).

(3) Monitor can specify the packet capture channel, which can be set by the following commands

a8 ff + 02 + chn1 + chn2 + chn3
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« chn of 25, 26, 27 are advertise channels. Here chn as parameters can be 1, 2, 3 respectively. For
example: (a) a8 ff 02 25 (b) a8 ff 02 25 26 (c) a8 ff 02 25 26 27. Note: 25, 26, and 27 are in
hexadecimal, which corresponds to 37, 38, and 39 in decimal.

+ Setting success returns a8 ff + 02 +00.

« Setting failure returns a8 ff + 02 + 01 (01 means error code is 1)

(4) Monitor provides whether to capture unprovision beacon advertise packets that are not in the network,
which can be commanded through the serial port.

a8 ff + 03 + unprovision_beacon_enable

+ unprovision_beacon_enable is 1 to turn on packet capture, O to turn it off.
» Setting success returns a8 ff + 03 + 0O.
« Setting failure returns a8 ff + 03 + 01 (01 means error code is 1).

These are the steps of Bluetooth Mesh Packet Decryption and Analysis Tool, which can quickly locate and
analyze the problem by capturing the over-the-air packets.
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32 Spirit LPN

32.1 Function Description

The Spirit LPN is a privately defined low-power node that does not need to establish a friendship, but is
implemented by the node periodically waking up for a period of time to receive packets. The default of
the demo SDK is to wake up every 360ms, and each wake up lasts for 20ms to perform a broadcast scan
and receive commands. Since the node is not receiving packets all the time, the sender (gateway) needs to
send commands continuously to ensure the success rate.The duration of continuously sending commands
should be greater than the wake-up cycle and scanning cycle of low-power nodes. For example, the demo
SDK should have a minimum of 360+20=380ms. and it is recommended to exceed 1000ms.

32.2 Configuration
32.2.1 Set Gateway to Continuous Packet Sending Mode

32.2.1.1 Enable Key Detection

For testing purposes, the spirit LPN is switched on and off by pressing the SW2 button of the gateway, and
UI_KEYBOARD_ENABLE is turned on in the 8258_mesh_provision project to enable key detection.

app_config_8258.h (vendor\mesh_provision) % | app_config_8278.h (vendor\mesh_provision) | app_mesh.h (proj_lib\sig_mesh) | ble Il

#endif
app _config 8258.h enas
urmh e (A \ Jf---mmmmm - keyboard -—--------m oo e
Symbol Name (Alt+L) #if SMART PROVISION ENABLE
% endif ~ #define UI_KEYBOARD_ENABLE 1
#endif
= BLE REMOTE PM_ENABLE
%k PM_DEEPSLEEP_RETENTION #ifndef UL KEYBOARD ENABLE

%% BLE REMOTE SECURITY EN, #define UI_KEYBOARD_ENAELE

-3 BLE_IR_ENABLE #endif

-4 ifndef BLT_SOFTWARE_TIME #if UI KEYBOARD ENABLE
= & BLT_SOFTWARE TIMER_E #define MATRIX_ROW_PULL PM_PIN_PULLDOWN_1@8K // drive pin pull
% endif #define MATRIX_COL_PULL PM _PIN PULLUP 10K  // scan pin pull

14 if SMART PROVISION ENAE Cece e e ne e o . .
Figure 32.1: Open key
Change “#if 0" to “#if 1" in the mesh_proc_keyboard() function.

app.c (vendor\mesh_provision) * % | app_mesh.h (proj_lib\sig_mesh) | mesh_ common.c (vendor\common) | mesh_common.h (vendor\
else if(KEY_SW2 == kb_event.keycode[8]){

app.c * mesh_smart_provision_start();
Symbol Name (Alt+L) #endif
% if MD_SENSOR_EN ~ wi mesh_proc_keyboard
‘ﬁ? endif if(KEY 5W2 == kb_event.keycode[08]){
=14 if (BLT_SOFTWARE_TIMER_E static uB onoff=1;
-zl soft_timer_test0 onoff = lonoff;
-~ endif access_cmd_onoff(8xffff, @, onoff, CMD_NO_ACK, 8);

app_event_handler #endif
2| app_host_event callback
=l if (111 KFYROARD FNARI FY #if (DF TEST MODE EN)

Figure 32.2: Open demo
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32.2.1.2 Configure the Numbers of Gateway Sending Packets Continuously

generic model.c (vendor\common) | mesh_access layer.c (vendor\common) | mesh_common.c (vendor\common) %  mesh_comm

p_tx_head = &tx_head;
1
T
p_tx_head-»par_type
p_tx_head-»val[8] =

2]

}

#elif [1|8& GATEWAY_ENABLE) // for spirit lpn test
if(@ == p_tx_head)
{

set_material tx cmd

bear_head_t tx_head;
p_tx_head = &tx_head;

p_tx _head->par type = BEAR TX PAR TYPE REMAINING TIMES;
p_tx_head->vall®] = 100;// extend count, interval l10ms|

— —_— — - 2
if(8 == mesh_search_model_id_by_op(&op_res, op, 1)){
if(is_cfg_model(op_res.id, 1) && ((COMPOSITION DATA_GET == op) || (APPKEY_ADD == op) || (MODE_APP_BIND -
p_tx_head-»par_type = BEAR_TX_PAR_TYPE_MNONE;

¥
#endif
#if DU_ENABLE
if(8 == p_tx_head)

bear_head_t tx_head;
p_tx_head = &tx_head;

Figure 32.3: Setting the number of packets sent

Set the number of extra packets in set_material_tx_cmd() function, the interval of extra packets is
10~12ms.Among 10~12ms, 2ms is the running time deviation of the mainloop cycle. Change “#if 0” to “#if
1", the packets will be sent continuously for 100 times with 10~12ms interval in demo. Of course, you can
also set different values according to the demand, i.e. change the value of p_tx_head->val[O].

32.2.2 Setting the Wake-up Period and Scan Window for LPN

By default, the wake-up period of spirit LPN node is 360ms, and the scanning window is 20ms, if you want
to change the wake-up period and scanning window time, you can follow the below modification.
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32.2.2.1 Setting the Wake-up Period

app mesh.h #define ADV_INTERVAL_UNIT (ADV_INTERVAL_18MS)
svmbol Name (Alt+1) #define ADV_INTERVAL_1_2_S 1920 //625%1920 = 1.2s
oy #if MI_SWITCH_LPN_EN
3R if MI_SWITCH LPN_EN — ~ #define ADV_INTERVAL_MIN (ADV_INTERVAL_1 2 S)
3 ADV_INTERVAL MIN #define ADV_INTERVAL_MAX (ADV_INTERVAL 1 2 S)
-3 ADV_INTERVAL MAX #elif DU_LPI _EN
[ # elif DU_LPN_EN #define ADV_INTERVAL_MIN (DU_ADV_INTER_VAL-(DU_ADV_INTER_VAL/10))
% ADV INTERVAL MIN #define ADV_INTERVAL_MAX (DU_ADV_INTER_VAL+(DU_ADV_INTER_VAL/10))
= - 1if SDTRIT PRTVATE 1 DM _FR
- ¥ ADV_INTERVAL MAX #define ADV_INTERVAL_MIN (ADV_INTERVAL_360MS)|
=¥ elif SPIRIT_PRIVATE LPN #define ADV_INTERVAL_MAX (ADV_INTERVAL_366MS)
== JADV INTERVAL MIN L =4 B B Vv e 2 |
% ADV INTERVAL MAX #define ADV_INTERVAL_MIN (ADV_INTERVAL 166MS)
=g elif (GAfIT LPN EI\f|| PR #define ADV_INTERVAL_MAX (ADV_INTERVAL_280MS)
= = = #else
-3 ADV_INTERVAL_MIN #define ADV_INTERVAL_MIN (ADV_INTERVAL_UNIT)
-4 ADV_INTERVAL MAX #define ADV_INTERVAL_MAX (ADV_INTERVAL_UNIT)
=gt else #endif
el st LY #if ML API ENABLE

Figure 32.4: Setting the wake-up period

That is, change the value of ADV_INTERVAL_MIN, ADV_INTERVAL_MAX.

32.2.2.2 Setting the Scanning Window after Wake-up

¥
vendor model.c fendif
Symbol Name (Alt+L) #if SPIRIT_PRIVATE_LPN_EN
= //note:there is 1.2s response delay after receive reliable command, refer to MESH_RSP_BASE_DELAY_STEP
=3 if SPIRIT_VENDOR E ~ ED| //user should use bls_l1 setAdvParam(...) to set lseep time(adv interval) in soft timer mede.
@Vd,mSQ,aﬁr TR T T to stop gatt adv and save current
@ mesh_indication_  [a #define RUN _TIME US
Hlvd msg attr indi Fdetine INDICATE_RETRY_CNT 6
g mesh ;:)( emd in mesh_sleep_pre_t mesh_sleep_time={0, RUN_TIME_US};
== = L
-2l access_emd_attr_ #if SPIRIT VENDOR_EN
-2l mesh_be_indicatic Vdfngf??;ﬁ;g\;_?;ﬁﬁ?“r[ATTRfTYP E_MAX NUM]={
g me:h;;tx fgd'm.t" {ATTR_CURRENT TEMP},
-] get_attr_type_inc iy
] get_attr_para _len

Figure 32.5: Setting the scan time

That is, change the value of RUN_TIME_US.

32.3 Function Demonstration

+ Enable UI_KEYBOARD_ENABLE for 8258_mesh_provision project, then Compile 8258_mesh_spirit_Ipn
and 8258_mesh_gw project, burn the compiled fw into 8258 dongle via BDT respectively. The gateway
is plugged into the usb port and the spirit Ipn is networked via sig_mesh_tool.exe.

+ After the networking is completed, pressing gateway SW2 can control the onoff state of spirit_Ipn
node. Every time it is pressed, the onoff status of spirit_Ipn node will be toggled.
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32.4 Platform Access Setting

The spirit LPN is in generic mode by default, and can be used by the demo SDK’s Gateway and App for
networking.

If you are accessing Tmall Genie mode, set MESH_USER_DEFINE_MODE to MESH_SPIRIT_ENABLE, please
refer to Connect with a Platform section.
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33 Android and iOS APP User Guide

33.1 App download

The Android App can be obtained from the firmware SDK package, for example:
\telink_sig_mesh_sdk\app\android\TelinkBleMesh\TelinkBleMeshDemo-V4.1.0.0-20231113.apk.
The iOS app can be obtained by searching for telinksigmesh in the App Store.

Developers can also recompile the App, and the corresponding code can be obtained from the firmware SDK
package: \telink_sig_mesh_sdk\app

33.2 Device Network

Networking is divided into manual networking mode and automatic networking mode.

33.2.1 Manvual Provision Networking

33.2.1.1 Add Device in Manual Mode

The Android/iOS version of the APP enables manual provision mode by default. After launching the app,
click the upper right corner of the “+” button of the main interface to enter the add interface, the APP will
automatically search for peripheral devices as shown below. You can click the button on the right side of the
corresponding device to network, or you can click the button on the top right corner of the corresponding
device to delete the corresponding device, or click the ADD ALL button to network all the devices in the
list.
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APP Homepage Android Device List iOS Device List
c Device + « Device Scan )
Default Mesh Selectable c < Device Scan C
address: [Unallocated] address: [Unallocated]
AULEN | | ALL@EF ]| @i 1og @ Lid:8B744661069C3A3A940A025555666666 e Pt AN
T mac: 66:66:66:55:55:02
' ' Prepared SCANED ADD
0C(PId-01)  OEG-0)  10(id-01)  12(pid-301) % Sesn==device fond ADD

' address: [Unallocated]

S mac:A4:C1:38:59:FDI6F

E67C6D5A159

address: [Unallocated]

9 uuid:1AC091DBF4DADF379126065555666666 SCANED ADD

T mac: 66:66:66:55:55:06
Prepared

' address: [Unallocated]
R ¥ uuid:11A0AB2959381D3687652A09A39416E1
> scan -- device found ADD S maci99:99:99:66:66:02

SCANED ADD
address: [Unallocated]

Q uuid:256703FAD6690634A1A4045555666666
T mac: 66:66:66:55:55:04

Prepared

> scan -- device found ADD

O ,_
\ =
Device o L o ADD ALL

Figure 33.1: Manual mode adding devices

33.2.1.2 Status During Manually Adding Devices

Android APP

The Scan-device found is the status that the device is scanned and found, and the left arrow expands the
status of each state during the networking process (as shown below).
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Android Device Status Android Device Status List
Device Scan Device Scan
Selectable Selectable
address: [Unallocated] address: 0x0016
Q uuid:8B744661069C3A3A940A025555666666 9 uuid:8B744661069C3A3A940A025555666666
T mac: 66:66:66:55:55:02 T mac: 66:66:66:55:55:02
Prepared Time Publish Set Success
> scan -- device found ADD
v pub-set -- time pub set success
? address: [Unallocated] 11-06 10:37:03.336/scan : device found
W uuid:1AC091DBF4DADF379126065555666666
T mac: 66:66:66:55:55:06 11-06 10:37:13.315/provision : action start -> 0x0016
Prepared 11-06 10:37:16.603/provision : begin
> scan -- device found ADD 11-06 10:37:19.176/provision : success
11-06 10:37:19.187/bind : action start
address: [Unallocated] 11-06 10:37:22.100/bind : success
Q uuid:256703FAD6690634ATA4045555666666 11-06 10:37:22.1 16/pub—set - action start
mac: 66:66:66:55:55:04
Prepared 11-06 10:37:22.314/pub-set : success
' 11-06 10:37:22.314/pub-set : time pub set success
> scan -- device found ADD
Figure 33.2: Status display for android manual mode add device process
iOS APP

The iOS version of the APP only displays the current status, more detailed information can be viewed in the
APP’s log record.

< Device Scan C

' address: [Unallocated]
uuid:8B160EAF2E041036B2289A24369C9ECD
- mac:CD:9E:9C:36:24:9A

SCANED|«— ADD

' address: [Unallocated]
& uuid:625742FB89048930AA6BCE67CED5A159
~  mac:A4:C1:38:59:FD:6F

SCANED ADD

' address: [Unallocated]
uuid:11A0AB2959381D3687652A09A39416E1
¥ mac:99:99:99:66:66:02

SCANED ADD

Figure 33.3: iOS device status

33.2.2 Auto Provision Networking

From APP home page - setting - settings in the Provision Mode, select Normal (Auto) to switch to Auto
provision mode. At home page click the upper right corner of the + sign to enter the Device Scan interface,
at this time the title will show Device Scan (Auto provision) and it automatically adds all the surrounding un-
networked devices as the figure below. If scanning timeout, the Android app will pop-up the return button
in the upper-left corner, the iOS version of the APP will pop-up Go Back button at the bottom of the app.
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Networking Process Scan Timeout
Device Scan Device Scan
Auto Auto

address: 0x0006 address: 0x0008 address: 0x0006 address: 0x0008

uuid:11A0AB29593 uuid:625742FB890 uuid:11A0AB29593 uuid:625742FBBY0
' 81D3687652A09A3 ' 48930AALBCESTC ' 8103687652A09A3 ' 48930AA6BCESTC
s  9416E1 - mac: s 6D5A159 - mac: s 9416E1 - mac: s 6D5A159 - mac:

99:99:99:66:66:02 A4:C1:38:59:FD:6F 99:99:99:66:66:02 A4:C1:38:59:FD:6F

Bind Success Provisioning Bind Success Bind Success

Figure 33.4: Android auto provision

Networking Process Scan Timeout
g adr:0x000A

@ o000 [

mac:59:BB:0F:8E: mac:35:E5:A6:0D: mac:37:3EE1:EA2
38! A0 4:96

BOUND PROVISIONING BOUND

GO BACK GO BACK

Figure 33.5: iOS auto provision

33.2.3 Rescan Peripheral Devices

The icon at the upper right corner of Device Scan interface is the reload button. The manual provision
networking mode can reload the device list as the figure below. The auto provision mode can re-scan the
peripheral devices and automatically network as the figure below.

AN-17120400-E7 382 Ver1.6.0



::ft Telink

Telink SIG Mesh SDK Developer Handbook

Android Reload Device List Rescan And Automatically Network
¢ Device Scan c < Device Scan c
Selectable Auto
o address: [Unallocated] i — » P—
il & ress: Ux a ress: Ux
= “m“a'f-i%?fﬁii?snﬁg?%’z‘”%“m555"’666"" uuid:11ADAB29593 uuid:625742FBB90
B o @ 8103687652409A3 @ 48930AALBCESTC
repare S 9416E1 - mac: T 6D5A159 - mac:
o ) EviEE el ADD 99:99:99:66:66:02 A4:C1:38:59:FD:6F
Bind Success Bind Success

address: [Unallocated]

Q uuid:1AC091DBF4ADADF379126065555666666
T mac: 66:66:66:55:55:06
Prepared
> scan -- device found ADD

address: [Unallocated]
Q uuid:256703FADE6F0634ATAL045555666666
T mac: 66:66:66:55:55:04

Prepared
> scan -- device found ADD
Figure 33.6: Android device reloads device list & rescan and auto-networking
iOS Reload Device List Rescan And Automatically Network
| i — - g
SCANED ADD BOUND BOUND

( ' address: [Unallocated)
W wid:625742FBBO048030AABBCEGTCEDEA1SD

¥ mac:A4:C1:38:59:FD:6F
SCANED ADD
' address: [Unallocated]

uuid:11ADAB2959381D3687652 A08A33416E1
= mac:99:99:99:66:66:02

SCANED ADD

Figure 33.7: iOS device reloads device list & rescan & auto-networking

33.3 Device Interface

Device interface (APP home page) lists 4 states, directly connected node name is shown in blue, off state is
shown in dark grey, offline state is shown in light grey with slash, and different Pid devices show different
icons.
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c Device JL 6 Device 4
Default Mesh Default Mesh
ALLON Q@ ALL OFF CMD LOG CMD LOG
0C(Pid-01) OE(Pid-01) 10(Pid-01)  12(Pid-301) 02(Pid-01) 04(Pid-01) 06(Pid-01) 08(Pid-301)
Q (= &5 <
Single Group Network Setting

g B & &

Device

Figure 33.8: Android & iOS app device interface

33.3.1 Refresh Device

The icon on the top left corner of the Android/iOS APP homepage can refresh the current networked
device status.

33.3.2 All on/off

The Android/iOS APPs control all networked devices to turn on/off the lights by sending “all on/off” com-
mands. Blue is on, dark grey is off.

33.3.3 Single Device on/off

Click on the corresponding device icon to turn on/off the light. Blue is on, dark grey is off.

33.3.4 CMD Command

The CMD command has built-in Vendor on/off, Vendor on/off no-ACK, Vendor on/off get, Generic on/off
(For i0S, it is not built-in yet), Opcode Aggregator (Lightness Default/Range Get, TTL/Friend/Relay Get),
Device/App Key Get command for iOS. Users can also customize the commands through APP Custom for
Android (APP Vendor Data for i0OS), which can customize the following commands.

+ Access Type: (decide what key to use to send)
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 dst adr: (destination address)

« opcode: operation code

« params: the parameters that follow the opcode

+ rsp opcode: (response code for opcode)

« rsp max: (if rsp opcode is not O, the value is the quantity of nodes are expected to receive replies,
and if not enough replies are received, a retry will be performed), retry count (the maximum number
of times a retry will be performed if the number of replies specified by rsp max is not received)

« ttl: time to life.

« tid position: this value must be O for non-vendor commands and indicates the position of the tid for
vendor commands (a value of O indicates that there is no tid field, 1 indicates that the tid is at the
para[0] position, and 2 indicates that it is at the para[1] position).

Android CMD - 1 Android CMD - 2 iOS CMD Interface
< CMD CMD
Action: Vendor On v

. vendor_on_noack vendor_off_noack SigModel-ON

Access Type: Application(App Key) Z Actions - - -
devKey_aggregator [l appKey_aggregator

*dst adr: Ox FFFF Vendor On -

vendor data:

5 !
Qbcodea02(162 Vendor Off A3 FF 00 00 00 00 02 00 02 00 80 72 02 00 04 80 0C
04 80 OF 04 80 26

params: 0x 0100

Vendor On/Off Get
0100

rsp opcode: 0x 0211C4 Vendor On NO-ACK

rsp max: 0 Vendor Off NO-ACK
retry count: 2 Generic On

t: 10 Generic Off

tid position: 1 Opcode Aggregator(Lightness
Default Get, + Lightness
Range Get)
Opcode Aggregator(TTL Get +
Friend Get + Relay Get)

[Custom]

Figure 33.9: Android & iOS CMD interface

33.3.5 Log

The log function is enabled by default to record the log information of the current operation. For Android
version, you can turn on/off Enable LOG in APP homepage - setting - settings. Click Save in File button
to save the logs, save path: default storage/TelinkBleMesh. (Note: iOS automatically save, if you need to
export the log to PC, you can use iTunes - File Sharing - TelinkBleMesh to export the log to PC.) Click the
Refresh button to refresh the log (for iOS version, exit and re-enter the log interface), click Clear button to
clear the log information.
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< Log

12-24 15:47:54.958/SIG-Mesh : Meshnfo{nodes=3,
networkKey=721E9A249C2B1BAC6942C6A76082CB92,
netKeyIndex=0x0, appKey=1D6E029541836FD03A6277007F561F2C,
0x0, ivindex=0, =1792, localAddress=1,
p 16, scenes=0, groups=8}

12-24 15:47:54.990/S1G-Mesh : SplashActivity onCreate
12-2415:47:55.023/S1G-Mesh : permission check pass

12-24 15:47:55.024/S1G-Mesh : SplashActivity onResume

12-24 15:47:55.532/S1G-Mesh : SplashActivity finish

12-24 15:47:55.544/S1G-Mesh : MainActivity onCreate

12-24 15:47:55.613/SIG-Mesh : MeshService#init

$2724 15:47:55.625/MeshController : handleNetworkinfoUpdate : 2048 —

12-24 15:47:55.650/SI1G-Mesh : post event : com.telink.ble.mesh.EVENT
_TYPE_NETWORKD_INFO_UPDATE-NetworkinfoUpdateEvent

12-2415:47:55.650/Networking : init sno: 2048

12-24 15:47:55.652/MeshController : bluetooth event: 12 - bluetooth
enabled

12-24 15:47:55.652/S1G-Mesh : post event : com.telink.ble.mesh.EVENT
_TYPE_BLUETOOTH_STATE_CHANGE-BIuetoothEvent

12-24 15:47:55.652/Networking : enableDLE: false - value : 11
12-24 15:47:55.746/S1G-Mesh : MainActivity onResume
12-24 15:47:55.746/S1G-Mesh : main auto connect

12-24 15:47:55.747/MeshController : auto connect

12-24 15:47:55.747/MeshController : start scan:
MODE_AUTO_CONNECT

12-24 15:47:55.824/MeshController : scan:null -mac:
55:55:55:55:39:00 ~record: 02:01:06:03:03:28:18:0C:

16:28:18: E C0:92:5E:84:FE:1E:FF:11:02:00:39:55:55:55:5
5:50:00:00:00:00:00:00:00:00:00:01:02:03:04:05:06:07:08:09:0A:0B:
00:00:00:00:00:00:00:00:00:00:00

12-24 15:47:55.825/MeshController : check network id pass? false

12-2415:47:55.846/MeshController : scan:null -mac:
55:55:55:55:64:00 ~record: 02:01:06:03:03:28:18:0C:
16:28:18:00:4B:E6:D6:C0:92:5E:84:FE:1E:FF:11:02:00:64:55:55:55:5
5:A0:00:00:00:00:00:00:00:00:00:01:02:03:04:05:06:07:08:09:0A:08:
00:00:00:00:00:00:00:00:00:00:00

REFRE: CLEAR

< Log Clear

{length = 29, bytes = 0x0045e6aa 3cbc1718 50c2eb0c
fc7749a6 ... c2a62a8e 471d4abb },0
2023-11-06 12:58:45.286 [Infol[-[SigMeshLib

i ivel tFromSource:toDestination:] Line
718] didReceiveMessage=<SigTimeStatus:
0x28227c020>,message.parameters={length = 10, bytes =
0x052fdb2c000000008060}, source=0x4,destination=0xff

ff

2023-11-06 12:59:15.016 [Info)[-[SigBluetooth
peripheral:didUpdateValueForCharacteristic:error:] Line
1058] <--- from:PROXY, length:30

2023-11-06 12:59:15.016 [Verbose][-[SigNetworkPdu
initWithDecodePduData:pduType:usingNetworkKey:ivindex
:] Line 879] Decode networkld=0xFCA60AOBDFFI1DDA4E
2023-11-06 12:59:15.016 [Verbose][-[SigNetworkPdu
initWithDecodePduData:pduType:usingNetworkKey:ivindex
:] Line 907] Decode Ivindex=0x0

2023-11-06 12:59:15.016 [Verbose][-
[SigLowerTransportLayer handleNetworkPdu:] Line 71]
receive:Network PDU (ivi: 0x0, nid: 0x0, ctl: 0x0, ttl: 0x0,
seq: 0x2bf, src: 0x4, dst: Oxffff, transportPdu: {length = 16,
bytes = 0x74f900deadb3131380b8360e4198¢202},
netMic: {length = 4, bytes = 0x53d30e0d}),{length = 29,
bytes = 0x00f301b1 835472e3 8074900 deadb313 ...
4198¢202 53d30e0d },0

2023-11-06 12:59:15.017 [Info][-[SigMeshLib
didReceiveMessage:sentFromSource:toDestination:] Line
718] didReceiveMessage=<SigTimeStatus:
0x28225ddc0>,message.parameters={length = 10, bytes

0x222fdb2c000000008060},source=0x4,destination=0xff
ff

2023-11-06 12:59:46.547 [Info][-[SigBluetooth
peripheral:didUpdateValueForCharacteristic:error:] Line
1058] <--- from:PROXY, length:30

2023-11-06 12:59:46.548 [Verbose][-[SigNetworkPdu
initWithDecodePduData:pduType:usingNetworkKey:ivindex
:] Line 879] Decode networkld=0xFCA60AOBDFF1DD4E
2023-11-06 12:59:46.548 [Verbose][-[SigNetworkPdu
initWithDecodePduData:pduType:usingNetworkKey:ivindex
:] Line 907] Decode Ivindex=0x0

2023-11-06 12:59:46.548 [Verbose][-

rQint APt avar

11 ina 711

Figure 33.10: Android & iOS log interface

33.3.6 Device Setting (Light device)

Long press the icon of the networked Light device on the Android/iOS APP homepage to enter Device Setting

interface.

Device Setting

CONTROL

ele
adr:
16

Lum Level(at ele adr:
0x10):

Lum(100) (at ele adr: 0x10):

GROUP

SETTINGS

Temp Level(at ele
adr: 0x11):

Temp(100) (at ele adr: 0x11):

Figure 33.11: The light device setting interface
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33.3.6.1 Light Device Control

The “Ele Adr X" is used to switch the device on and off; "Lum Level” is used to adjust the brightness of the
device; “Temp Level” is used to adjust the colour temperature of the device.

. e setting

CONTROL GROUP SETTINGS CONTROL GROUP SETTINGS
. ele adr:0x2

ele
adr:
16

Lum Level(at ele adr:0x2):

Lum(100) (at ele adr:0x2):

Lum Level(at ele adr:
0x10)

Lum(100) (at ele adr: 0x10): Temp Level(at ele adr:0x3):

Temp(100) (at ele adr:0x3):

Temp Level(at ele
adr: 0x11):

Temp(100) (at ele adr: 0x11)

Figure 33.12: Android & iOS control interface

Light Device Network Lighting Control

When the Light device supports Light LC Server, the Network Lighting Control sub-page entry will appear
under the Control page of the device. The Network Lighting Control page is shown in the following figure.

(1) The Light device needs to turn on the Enable LC mode and Enable LC Occupancy mode switches
before it will process the sensor data reported by the sensor device and determine whether to
execute the Light Control action.

(2) The Set LC light on/off button is used to send the LightLCLightOnOffSet command to the Light
device.

(3) The following Properties list contains 3 Lightness parameters and 7 Time parameters, all of which
are already configured by default on the device side. Users can get and set these parameters, for
detailed description of each parameter, please refer to the Handbook document on the firmware
side or the sig mesh protocol document.
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< Device Setting 24 Lighting Control

CONTROL GROUP SETTINGS Enable LC mode C
s Enable LC Occupancy mode D
- Network Lighting Control
Set LC light on/off
0 Properties:
ele adr:0x423 ele adr:0x425 .
Lightness On value: UNKNOWN v
Lum Level(at ele adr:0x423):
Lightness Prolong value: UNKNOWN Vv
Lum(5)(at ele adr:0x423):
Lightness Standby value: UNKNOWN Vv
Temp Level(at ele adr:0x424):
Temp(100)(at ele adr:0x424): Time Fade On value: UNKNOWN Vv
Time Run On value: UNKNOWN Vv
Time Fade value: UNKNOWN Vv
Time Prolong value: UNKNOWN Vv

Figure 33.13: Light Device Lighting Control interface

Sensor Device Sensor Control

When the Sensor device supports Sensor Server, the Sensor Control sub-page entry will appear under the
Control page of the device. The Sensor Control page is shown in the following figure.

(1) The publish adr is the address where sensor status data can be received. The publish adr of O
means that the sensor does not report status data. The publish adr of OXFFFF means that all
devices can receive sensor status data. If a single device is required to receive status data from
this sensor, it is needed to set publish adr to the element address where the Light LC Server for
that device is located.

(2) The period is set to O by default, which means that Sensor Data will not be reported periodically,
but data reporting will be done when there is a change in the value of Sensor Data.

(3) Sensor Data is the sensor data reported by the sensor via the SensorStatus command, Sensor
Descriptor is the configuration parameter cured by the sensor reported by the sensor via the
SensorDescriptorStatus command, and Sensor Cadence is the sensor’s modifiable configuration
parameters reported by the sensor via the SensorCadenceStatus command.
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Device Setting Sensor Control

Sensor Items:
CONTROL GROUP SETTINGS

Property ID: 0x004E (Ambient Light)

() Sensor Control % Sensor Data: GET
Raw Data
() 0xFFO000

Sensor Descriptor: GET

ele adr:0x410
Positive Taolerance
839

Negative Tolerance

598

0O Sampling Function
2 - Arithmetic Mean

Cﬁ Measurement Period
= 64

@ Update Interval
75

Sensor Cadence: GET

Sensor Publication(Configured):

publish adr: 0x 0425
period: (ms) 10000

GET SET

Figure 33.14: Sensor Device Sensor Control interface

33.3.6.2 Single Device Group

The “Group” is used to group the device (a single device supports a8 maximum of 8 groups).
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< Device Setting

CONTROL

Living room

Kitchen

Master bedroom

Secondary bedroom

Balcony

Bathroom

Hallway

others

GROUP SETTINGS

£ Device Setting

CONTROL

Living room

Kitchen

Master bedroom

Secondary bedroom

Balcony

Bathroom

Hallway

others

Figure 33.15: Android & iOS add group interface

33.3.6.3 Light Device Settings

GROUP

SETTINGS

ODO0000dEN-J~

The Settings menu enables user to view the UUID, and execute operations including Device Config, Com-
position Data, Network Keys, Subnet Bridge Setting, Schedule Setting, Subscription Models, Device Ota,
Publication, and Kick Out.
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Device Config

< Device Setting

CONTROL GROUP

UUID: 650BB419D91EDF3586980C5555666666

3£ Device Config

&3 Composition Data

&> Network Keys

Bt Subnet Bridge Setting

© Scheduler Setting

<ﬁ Subscription Models

Device OTA

©) ety

KICK OUT

Publication (ele : 0018 model:

< Device Setting

CONTROL GROUP

UUID:8B744661069C3A3A940A025555666666

Device Config

Composition Data

NetKey List

AppKey List

Subnet Bridge Setting

Scheduler Setting

Subscription Models

Device OTA

Publication
(ele:0x0002,model:Light CTL Server)

KICK OUT

Figure 33.16: Android & iOS settings interface

The Device Configuration is to configure the device’s TTL, Relay and Relay Retransmission, Secure Network

Beacon, Gatt Agent, Nedeidentity, Friend, Key Refresh Phase, Network Transmission.
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Default TTL v 1. Default TTL ~
The Default TTL state determines the TTL value used when
sending messages. The Default TTL state determines the TTL value used when
value: 0A sending messages.
value:0xA
GET SET GET SET
Relay & RelayRetransmit v 2. Relay & RelayRetransmit A~

The Relay state indicates support for the Relay feature; The
Relay Retransmit state is a composite state that controls
parameters of retransmission of the Network PDU relayed by
the node.

value: enabled

retransmit count: 05

The Relay state indicates support for the Relay feature; The
Relay Retransmit state is a composite state that controls
parameters of retransmission of the Network PDU relayed by
the node.

value:enable

retransmit count: 0x5

retransmit interval steps: 02 retransmit interval steps: 0x2
GET SET GET SET
3. Secure Network Beacon v
Secure Network Beacon >
4. GATT Proxy v
GATT Proxy >
. 5. Node Identity v
Node Identity >
i 6. Friend v
Friend >
7. Key Refresh Ph: v
Key Refresh Phase > Rt

Network Transmit > 8. Network Transmit v

Figure 33.17: Android & iOS Device Config

Composition Data

The “Composition Data” is used to view the data of the device (including: cid/pid/vid/crpl/features/re-
lay support/proxy support/freind support/low power support/position type of each sig model and vendor

model). Clicking the icon &l on the top right corner can refresh the data.
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Composition Data

Composition-Data:
cid: 0x0211

pid: 0x0001

vid: 0x3233

crpl: 0x0069

features: 0x0007
relay support: true
proxy support: true
friend support: true
low power support: false

elements: (2)
element adr: 0x0070

SIG model - 0x0000 - config server

SIG model - 0x0002 - health server

SIG model - 0x0003 - health client

SIG model - OxFEOOQ - firmware update server

SIG model - 0xFF00 - object transfer server

SIG model - 0x0004 - rp

SIG model - 0x1200 - Time Server

SIG model - 0x12017 - Time Setup Server

SIG model - 0x1000 - Generic OnOff Server

SIG model - 0x1002 - Generic Level Server

5IG model - 0x1004 - Generic Default Transition Time
Server

SIG model - 0x1006 - Generic Power OnOff Server

SIG model - 0x1007 - Generic Power OnOff Setup Server

SIG model - 0x1203 - Scene Server

SIG model - 0x1204 - Scene Setup Server

SIG model - 0x1206 - MeshScheduler Server

SIG model - 0x1207 — MeshScheduler Setup Server

SIG model - 0x1300 - Light Lightness Server

SIG model - 0x13017 - Light Lightness Setup Server

5IG model - 0x1303 - Light CTL Server

SIG model - 0x1304 - Light CTL Setup Server

vendor model - 0x000271

element adr: 0x0071
SIG model - 0x1002 - Generic Level Server
SIG model - 0x1306 - Light CTL Temperature Server

Composition Data

Composition Data:

cid: 0x02M

pid: 0x0001

vid: 0x4100

crpl: 0x0069

features: 0x0007
relay support: ture
proxy support: ture
friend support: ture
low power support: false

element count:2

element adr:0x0002
Sig model - 0x0000 - Configuration Server
Sig model - 0x0002 - Health Server
Sig model - 0x0003 - Health Client
Sig model - 0x0008 - Bridge Configuration Server
Sig model - 0x0004 - Remote Provision Server
Sig model - 0x1200 - Time Server
Sig model - 0x1201 - Time Setup Server
Sig model - 0x1000 - Generic OnOff Server
Sig model - 0x1002 - Generic Level Server
Sig model - 0x1004 - Generic Default Transition Time Server
Sig model - 0x1006 - Generic Power OnOff Server
Sig model - 0x1007 - Generic Power OnOff Setup Server
Sig model - 0x1203 - Scene Server
Sig model - 0x1204 - Scene Setup Server
Sig model - 0x1206 - Scheduler Server
Sig model - 0x1207 - Scheduler Setup Server
Sig model - 0x1300 - Light Lightness Server
Sig model - 0x1301 - Light Lightness Setup Server
Sig model - 0x1303 - Light CTL Server
Sig model - 0x1304 - Light CTL Setup Server
Vendor model - 0x00000211
element adr:0x0003

Sig model - 0x1002 - Generic Level Server
Sig model - 0x1306 - Light CTL Temperature Server

Figure 33.18: Android & iOS Composition Data

Networ Keys (i0S: NetKey List / AppKey List)

In @ Network users can create different Network Keys (i0S: NetKey List / AppKey List). In Network Keys
(i0S: NetKey List / AppKey List) you can view the key bound to the current device, you can also configure
the specified node with a new Network Key in order to connect different keys to different devices, and also
share the specified node out to become a shared device by means of the key. The detailed operation is as
follows:

Preset conditions: prepare two mobile phones A and B; add more than 2 devices to mobile phone A for
default network key.

Steps for Android: (Android phone as phone A)
(1) Mobile phone A creates a new Net Key for the specified device. The detailed operation:

Long press a device that needs to creat a new Net Key on the APP homepage - Settings - Network Keys -
Click “+” on the upper right corner to select a Net key (Currently, there are two built-in Net / APP key, which
can be viewed in APP home page - click the Network in the lower right - Mesh info).

(2) Mobile phone A shares device to mobile phone B by sharing Net Key:
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Mobile phone A APP home page - Setting - Share - Export - select the newly created Net Key - export by
file/QR code;

Mobile phone B APP home page - setting - Manage Network - Import button at the bottom right corner -
Import by file/QR code.

At this time, the device with the newly configured Net key just now becomes a shared device, and mobile
phone B can only get the status of the device corresponding to the Net key, and the other device shows
offline status due to different Net key.

Steps for iOS: (i0S phone as phone A)
(1) Mobile phone A creates a new Net Key for the specified device. The detailed operation:

Click Network in the lower right corner of APP homepage - Mesh info - Netkey List - create a new Net
Key;

Return to Mesh info interface - App Key List - create a new App Key (Note: the key is required to be the
same as the currently existing App Key; index, BoundNetkey bind to the newly created Net Key);

Long press a device that needs to creat a new Net Key/App Key on the APP homepage - Settings - NetKeys
List - Click “+” on the upper right corner to select a Net key - Done - return to Device Setting - select AppKey
List - Click “+” on the upper right corner to select a App key - Done.

(2) Mobile phone A shares device to mobile phone B by sharing Net Key:

Mobile phone A APP home page - Setting - Manage Network - Click the Network just configured Network
Key - Share Export - Select the new Network Key just created - Export by file/QR code-Export;

Mobile phone B APP home page - setting - Manage Network - Import button at the bottom right corner -
Import by file/QR code.

At this time, the device with the newly configured Net key just now becomes a shared device, and mobile
phone B can obtain and control the status of the device corresponding to this Net key, and the other device
displays offline status due to the difference in Net key.

Subnet Bridge Setting

The Subnet Bridge feature allows bridging tables to be configured to multiple subnet (Network Keys) nodes
within a Network, allowing messages to be forwarded to specific subnets. For example, if node 1 is con-
figured with shared devices for Netkey1 and Netkey2, and node 2 is configured with private devices for
Netkey1 only, and Netkey2 wants to control the private devices of Netkey1, then it needs to configure a
bridge table from network Netkey2 to Netkey1 by configuring shared node 1.

Mobile phone A operation (initially with network sharing devices): APP home page long press a shared
device (configured Netkey1 and Netkey2, Netkey2 has been shared to mobile phone B) - setting - Subnet
Bridge Setting — Turn on Enable Subnet Bridge switch - Click ADD Subnet Bridge button. - Add Bridging
Table interface, for Net key 1 fill in the shared Net key; for Net Key 2 fill in the Net key that needs to be
converted (Note: that is, the Net key of the original network sharing device) - For Address 1 Fill in the Local
Address of the Net Key that has been shared (Viewing steps: mobile phone B that imports Net Key through
sharing: APP home page - Network - Mesh info). — For Address 2 fill in the short address of the device to
be controlled - Add Bridge Table to save.

Mobile phone B operation (get netkey through sharing): long press the node specified by mobile phone A to
enter Device Setting interface to switch the control node.
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Scheduler

Click “+" on the top right corner of the Scheduler list interface to add scheduler. After setting the conditions

in the scheduler setting interface, click to get and set the time (click setTime for iOS). Then click to save
scheduler (Note: Scheduler is turned off by default, the device needs to enable MD_TIME_EN macro).

< Scheduler List

@

List Empty!

ADD

< Scheduler Setting © v

Index: 0x0
Year

@® Any
Custom
year(2000-2099)
Month
SelectAll
Jan
Apr
July
oct
Day
@ Any day

Custom

Feb

May
Aug
Nov

Mar
June
Sep
Dec

day(1-31)
Hour
(® Any hour
Once a day (at a random hour)

Custom
hour(0-23)

Minute
(® Any minute

4 Scheduler List +

Figure 33.19: Android & iOS Scheduler

<

Year:

Month:

Day:

Hour:

Minute:

The Schedulers added in the Scheduler list interface can also be edited by clicking

0 setTime

Any year

l:] Custom (2000 to 2099)

Al

Jan [/] Feb (/] Mar
Apr May Jun
Jul Aug ] sept
oct [/] Nov [/] Dec
Any day

[ ] customito 31)

Any hour of the day
D Once a day

D Custom(00 to 23 hours)

Any minute of the hour

D Every 15 minutes(0, 15, 30, 45)

D Every 20 minutes(0, 20, 40)

After setting the

conditions in the scheduler setting interface, click to get and set the time (click setTime for iOS). Then

.
click . to save scheduler.

< Scheduler List

scheduler index: 0x0

Year: Any
Month: Jan/Feb/Mar/Apr/May/June/July/Aug/
Sep/Oct/Nov/Dec

Day: Any

Hour: Any

Minute: Any

Second: Any

Week: Monday/ Tuesday/Wednesday/ Thursday/
Friday/Saturday/Sunday

Action: Off

Subscription Models

< Scheduler Setting ©

Index: 0x0
Year

® Any
Custom
year(2000-2099)
Month
SelectAll
Jan
Apr
July
oct
Day
@ Any day

Custom

Mar
June
Sep
Dec

Feb
May
Aug
Nov

day(1-31)
Hour
(® Any hour
Once a day (at a random hour)
Custom
hour(0-23)
Minute

(® Any minute

Figure 33.20

£ Scheduler List

SchedulerlD:0x0

Year:Any

Month:Jan, Feb, Mar, Apr. May. Jun. Jul. Aug.
Sept. Oct. Nov. Dec

Day:Any

Hour:Any

Minute:Any

Second:Any

Week:Mon, Tues, Wed, Thur, Fri, Sat, Sun
Action:Turn Off

: Android & iOS edit Scheduler

<

Year:

Month:

Day:

Hour:

Minute:

0 setTime

Any year

D Custom (2000 to 2099)

Al
Feb /] Mar
lay || Jun

son
| Apr M M

Jul Aug Sept
Oct Nov Dec

Aty day
D Custom(1 to 31)

Any hour of the day
D Once a day

D Custom(Q0 to 23 hours)

WK

Any minute of the hour

D Every 16 minutes(0, 15, 30, 45)
[ ] every 20 minutes(o, 20, 40)
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Subscription models can be viewed for the currently supported Models for the device:
ID: 0x1000 (model name: Generic onoff server)

ID: Ox1300 (model name: Light Lightness server)

ID: Ox1303 (model name: Light CTL server)

ID: Ox1306 (model name: Light CTL Temperature server)

ID: Ox1307 (model name: Light HSL server)

Device OTA

Android APP:

Device OTA can perform GATT OTA upgrade on the device. The OTA interface can display the current device
information, the different pid upgrade options of devices (unticked by default, users can tick the item as
needed), click select file to select firmware, it shows target firmware version after selecting the firmware.
Click “START” to start the upgrade, it will prompt start OTA and display the upgrade progress. When the
upgrade is completed, it displays OTA_SUCCESS and the progress is 100%, and the device flashes slowly.
To check whether the device is upgraded to the target version, users can refresh and view the vid data
by long pressing the device on the APP homepage - settings - Composition Data (refer to section 2.6.3.2
Composition Data ).

OTA < OTA < OTA

Node Info Node Info Node Info
address: 0008 address: 0006 address: 0008
UuUID: UuID: UuID:
8B744661069C3A3A940A025555666666 B9A68CD655206A34B5590A5555666666 8B744661069C3A3A940A025555666666
version: pid-01:00 vid-41:00 version: pid-01:00 vid-41:00 version: pid-01:00 vid-41:00
start OTA start OTA
OTA_SUCCESS

Current device information and version

Upgrade completion prompt

Upgrading with During the upgrade process
diffenrent PIDs

Select the bin file to upgrade

21% 100%
Force upgrade different pid versions Force upgrade different pid versions Force upgrade different pid versions
bin version: pid-01:00 vid-42:00 bin version: pid-01:00 vid-42:00 bin version: pid-01:00 vid-42:00
storage/emulated/0/000AA/ Tl t“" /storage/emulated/0/000AA/ /storage/emulated/0/000AA/
1_8258_mesh_V4.2.0.0.bin il 1_8258_mesh V4.2.0.0.bin 1_8258_mesh V4.2.0.0.bin

e

Figure 33.21: Android device OTA interface

iOS APP:
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The OTA interface can display the current device information and the target version Pid and Vid. Tick the
corresponding version and click “START” to start the upgrade. When the upgrade is completed, the device
flashes slowly. To check whether the device is upgraded to the target version, users can refresh and view
the vid data by long pressing the device on the APP homepage - settings - Composition Data (refer to
section 2.6.3.2 Composition Data ).

OTA Pid:0x1 Vid:0x4100 ® < OTA Pid:0x1 Vid:0x4100 ® OTA Pid:0x1 Vid:0x4100 O)
8258_mesh_V4.1.0.0_20230926 PID:0xRYID:0x4100 j 8258_mesh_V4,1.0.0_20230026 PID:0X1 VID:0x4100 D 8258_mesh_v4.1.0.0_20230926 PID:0x1 VID:0x4100 D
8258_mesh_V4.2.0.0 PID:0x1 VID:0x4200 = 8258_mesh_V4.2.0.0 PID:0x1 VID:0x4200 = 8258_mesh_V4.2.0.0 PID:0x1 VID:0x4200

Current device information

and version
large version information
Hits
OTA success
Done
During the upgrade process
OTA tips OTA:20.7% OTA success

Start OTA ta Start OTA
— —

Figure 33.22: iOS device OTA interface

Publication (ele: xxxx model: CTL)

The Android/iOS APP will send status every 20 seconds after opening the corresponding device publication (it
can be viewed in the log interface, CT light reports Ctlstatusmessage, HSL light reports Hslstatusmessage).

KICK OUT

The “KICK OUT" is used to kick out the current device. After kicking out, the device flashes slowly, and the
device will be in the state of pending network.

33.3.7 Device Setting (Switch Device)

Long press the SW10 + SW13 keys of the unnetworked Switch remote control to trigger the broadcast (Note:
the flicker frequency of the unnetworked state light is 200ms/s, and the networking state is 500ms/s) for
networking. After the networking is successful, the broadcast also needs to be triggered. Long press the
Switch icon on the APP homepage to enter the Device Setting interface to connect the remote control. At
this time, the bottom of the interface will show “Device Connected” which represents the connected. If the
connection fails, the position will pop up a button and user can click to reconnect.
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< Remote Control < Device Setting

CONTROL SETTINGS CONTROL SETTINGS

eleAdr: 0x 0008
eleAdr: 0x

model: 0x 1001
model : 0x 1001

pubAdr: 0x CO00 pubAdr: 0x CO00

TIP: set pubAdr O to reset default publication SEND SEND

eleAdr: 0x 0009
eleAdr: Ox
model: 0x 1001

model : 0x 1001

pubAdr: 0x  C001
pubAdr: 0x C001

SEND
TIP: set pubAdr O to reset default publication SEND
eleAdr: 0x  O0O0A
eleAdr: Ox model: 0x 1001
del : 0x 1001
& x pubAdr: 0x C002
pubAdr: 0x C002
SEND
TID: <ot riihAdr 0 tn racot defruilt rihlication SFND
device connected device connected.

Figure 33.23: Android & iOS switch device setting interface

33.3.7.1 Switch Device Control

The Ox0008 in Eleadr corresponds to Switch remote control SW7/SW10 keys, 0x0009 corresponds to SW8/
SW11, OxO00A corresponds to SW9/SW12, OxO00B corresponds to SW3/SW6, and Model can execute
Switch-supported models (for details, please refer to Switch Device Composition Data). OxCOO0O in Pubadr
corresponds to Living room in Group, OxCOO1 corresponds to Kichen, OxC002 corresponds to Masterbed-
room, and OxCOO3 corresponds to Secondary bedroom. The Group to be controlled can be set at the
specified key.

33.3.7.2 Switch Device Setting

Please refer to 33.2.6.3 Light Device Settings.

33.4 Group Interface

There are 8 groups in the Group interface (refer to 2.6.2 Single Device Group, Device interface - long press
a device - click group for grouping), and assign devices to groups before operation.
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“

Living room
I_||_:| Living room . ()
Kitchen ()
|_E| Kitchen . Master bedroom (:)
Secondary bedroom o
[ Master bedroom ] Balcony
Bathroom
& Secondary bedroom D
Hallway
'_Wj Balcony . others
l_||—:| Bathroom .
rlTj Hallway .
I_I|-:] others .
Q Ia) &5 el
Q IT_D % * Single Group Network Setting

Group

Figure 33.24: Android & iOS Group interface

33.4.1 On/Off Group

The Group interface enables user to On/Off the devices belonging to the corresponding group.

33.4.2 Group Setting

Long press the corresponding Group to enter the Group Setting interface.
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Living room Devices:

Living room:
06(Pid-01) 08(Pid-01) 16(Pid-01) 18(Pid-01)

Lum(100) (at group adr:0xC000):

Lum(10) (at ele adr: 0xc000):
—e

Temp(100)(at group adr:0xC000):

Temp(10) (at ele adr: 0xc000):
—e

Extend Address Control:

Lum Level(at group adr:0xD000):

Extend Address Control:

Lum Level(at ele adr: 0xD000): Temp Level(at group adr:0xD001):
Temp Level(at ele adr: 0xD001): Hue Level(at group adr:0xD002):

Hue Level(at ele adr: 0xD002):

Sat Level(at group adr:0xD003):

Sat Level(at ele adr: 0xD003):

HSL

Figure 33.25: Android & iOS Group setting

33.4.2.1 On/Off Group Devices Individually

Click the device icon in the Group setting interface to on/off the device (the blue icon is On status, the gray
is Off status), the blue device name is the direct connection device.

33.4.2.2 Lum & Temp

Lum adjusts the brightness of the devices belonging to the group, and Temp adjusts the color temperature.

33.4.2.3 Extend Address Control

Extend Address Control supports to enable the Level control function under the group, you can control the
Lum Level, Temp Level, Hue Level and Sat Level of the group separately. Before grouping nodes, you need
to open Extend SubscriptionLevel Service Model ID in APP Home - setting - settings.

33.4.2.4 HSL

The color palette enables user to adjust the color of the GRB, or user can adjust the color by adjusting R, G,
B or H, S, L individually, RGB corresponds to HSL color, and V below the palette can adjust the brightness.
Note: The device is required to enable the LIGHT_TYPE_HSL macro.
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< ColorSetting

HSV HSV
V: 100 L Vv(100)
RGB RGB
R:108 —mm@ R(108)
G: 255 A G(255)
B:097 —m@

B(97)
HSL
H: 115 @ HSL
S:100 . H(116)
L: 69 _—

S(100)

L(69)

Figure 33.26: Android & iOS HSL interface

33.5 Network Interface

In the version V4.1.0.0, it adds a Network interface, which is used to view and set the current Network'’s
Mesh Info, Scenes, Direct Forwarding, Mesh OTA, and Private Beacon individually.
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m

Mesh Info

Network

Mesh Info N Default Mesh
Default Mesh
Scenes
"2 Scenes >
Direct Forwarding
@ Direct Forwarding >
Mesh OTA
B Mesh OTA >
Proxy Filter
@ Private Beacon > Private Beacon
. ’ = & <
Single Group Network Setting
Q ITE o
——

Figure 33.27: Android & iOS network interface

33.5.1 Mesh info

In Mesh Info interface, we can see the current Network’s Mesh Name (click the Edit button on the upper
right corner to edit the name), Mesh UUID, Iv Index, Sequence Number, Local Address, Net Keys/App Keys
name and its index and key. Long press the key to copy the corresponding key (currently Android app has
three built-in keys, in iOS app we need to manually add the Netkey List, Appkey List).
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<

Ky

1D

#

g ¥

Mesh Info ©
Default Mesh
Mesh Name
Default Mesh
Mesh UUID
756b5926-3a3b-1853-47b4-bf1d8dd21f18
IV Index
0x00000001
Sequence Number
0x000800
Local Address
0x0001

Net Keys
Name
Default Net Key

Index
0x00

Or Key

B4261ABE9E70B3C8C5E203336FCBB610

o3

Name
Sub Net Key 1

Index
0x01

Key
E8A682B6380EFOEE235CB7E94F3C2930

@

1D

Name
Sub Net Key 2

Index
0x02

~_ Key

Figure

33.28: Android Mesh info interface
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Mesh info interface Add netkey interface Copy the original Appkey interface Add Appkey interface

< et ] < NetKey List T < AppKey List + < Add AppKey v

(Current] name:Default Netkey index:0x0000 2 [Current] name:Default AppKey index:0x0000 5
023-11-06T02:53:37Z ‘0ldKey:0x00000000000000000000000000000000 -
Mesh UUID: 772EF578-8FE6-4A7A-4BAA-14102FF202AC I "“"‘0 m""'s‘”":” eyt oot Sounmieter 000t Index: Ox 0002
) o o00R30300500035000305000005000
2 index0x0002 BoundNetkey: 0x 0001 8. bound 0002

IV Index: 0x00000000

20 minSecurity:secure
timestamp:2023-11-09T02:37:257

Key: 0x 756BB0BC69DEA876653AF6CI5AEFCOET

Sequence Number: 0x00032C 7. Paste the original appkey

o
Local Address: 0x0f /
: < Add NetKey v Edit AppKey
NetKey List . . .
3. Click v after editing the 6. Copy the original appkey

Name:netkey3 index/key Name:appkey1
Appkey List 4

Index: 0x 0003 Index: 0x 0001

Key: Ox CF13F5F758F11758B9F6445AE98C927 Boundt Cut  Copy  Paste  AutoFill >

ol Key: 0x ?565505C69054876653AF6€95A5FCOE‘

Phase:0x0 ol

MinSecurity:secure

Timestamp:2023-11-09T03:00:56Z

Figure 33.29: iOS Mesh info interface & Steps of adding Netkey / APPkey

33.5.2 Scenes

By Scene, we can save the current state of the specified device as a scene, in order to quickly start the set
scene.

33.5.2.1 Create Scene

Click the + sign in the upper right corner of the iOS APP Scene interface to save the current state of the
specified device as Scenes (Android version currently only creates Scenes, you need to tap the Edit button
to configure Scenes).
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< Scene List Scene List +

name: scene_1
ID: 01

Create Scene

@ please input content

List Empty!
CANCEL CONFIRM
ADD
Figure 33.30: Android create Scene interface
4 Scenes £ Scene Setting v Scenes =+

Devices: DAII scenelD:0X0001
adr:0x16 dr:0x16

! onfoff:ON Q zn;of;(:ON
dr:0x18 dr:0x18

! gn;of?:ON ! 2n;of;(:ON
adr:0x1A adr:0x1A

! onfoff:OFF D Q on/off:OFF

Figure 33.31: iOS create Scene interface

33.5.2.2 Edit Scene

After creating a Scene, click Scene List interface to edit Scenes.

Android edit scene: in the scene setting interface the left icon of “address” shows the current node switch
status, the right of “address” shows the corresponding address, it only supports one element node in the
right box (another element shows not support), you can tick the box to add the node to the scene. If a node
that has been in the scene before needs to update its status, you can click to update the node to the current
status.

AN-17120400-E7 405 Ver1.6.0



‘vl Telink .
Telink SIG Mesh SDK Developer Handbook

< Scene Setting @
scene_1
Q address: 0006
® element: 0x0006 ¢
® clement: 0x0007 scene not support
Q address: 0008

® clement: 0x0008

® element: 0x0009 scene not support

address: 000A

® clement: 0x000A

® clement: 0x000B scene not support

Figure 33.32: Android scene edit interface

iOS edit scene: in the scene setting interface, the left icon and the bottom of “adr” shows the current node
switch status, the right of “adr” shows the corresponding address, check the corresponding box and click
on the upper right corner of the Save button to update the selected node scene to the current state.

¢ Scene Setting V4
Devices: AII
@ Stion
@ o
@ Settors

Figure 33.33: iOS scene edit interface

33.5.3 Direct Forwarding

Direct Forwarding reduces the number of packets forwarded over the air by engaging commands in forward-
ing at specified path nodes (routing tables).

Controllable Flooding: means that when a mesh message is propagated outward from the source, it is
similar to the ripples spreading in all directions when a stone is thrown into the water. The range of trans-
mission is controlled through ttl and relay feature controls the nodes involved in forwarding, this transmission
is called controllable flooding.
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The controllable flooding does not control the direction of message delivery and wastes bandwidth on parts
of the network that are not related to the message. For example, if there are 2 switches in the middle of a
large conference room that control the podium and the lights in the back row, when controlling the lights at
the podium, messages are also retransmitted between the back row light nodes.
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'IiiZZII.IZZZZIII- \_.}_[_./_._;\

L] L ] - L] L ] L] L] ' ] . . L] L ] . . L] L] [ ] . "f’l‘l O\‘ 't‘ ./... - M‘t L]
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e e il 2D I S
Directed Forwarding M;na;e;Ffo;dmg

1

Figure 33.34: Directed Forwarding & Managed flooding

Routing table: is 3 command from the starting point to the end of the route intermediate nodes involved in
the forwarding of a path identity, the end point can be unicast, multicast and virtual address, each routing
node saves the path information through it, that is, routing table. A subset of routing nodes is selected to
form a path in the network, a route may have 1 or more paths.

When a message is sent in the specified routing method, it will check if the path exists, and if it does, it will
be sent as routed, otherwise it will be sent as flooding, and route establishment will be triggered. Messages
sent by flooding are encrypted with network key and messages sent by routing are encrypted with directed
key (derived from network key). In DF_TEST_MODE_EN mode, the node flashes when forwarding messages
encrypted with the directed key.

The path establishment messaqge is directed key encrypted, so all nodes flash their lights to indicate that
the node forwarded the path establishment message. After the path is established, only the nodes on the
path will flash, indicating that only the nodes on the path forwarded the directive.

33.5.3.1 Fixed Routing

Fixed Routing is configured and managed by the provisioner to forward nodes on a specified path. You need
to turn on Direct Forwarding(Main), Direct Relay, Direct Proxy, and Direct Friend to the nodes on the path in
the Direct Forwarding-Direct Toggles interface in advance. Note: If you don’t check Direct forwarding(main),
you will be prompted “(relay) check direct forwarding first” at the bottom.
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< Direct Toggle List

@ 2adr-0x0002
s cid-1102 pid-0100

Direct Forwarding(main)
Direct Relay
Direct Proxy
Direct Friend

adr-0x0004
< ¢id-1102 pid-0100

Direct Forwarding(main)
Direct Relay
Direct Proxy

Direct Friend

adr-0x0006
s c¢id-1102 pid-0100

Direct Forwarding(main)
Di. (relay)check direct forwarding first

Direct Proxy

Figure 33.35: Fixed Routing Directangle Toggle list interface

The Direct forwarding interface allows you to add a fixed-route path to the mesh network by clicking the
Add Table button at the bottom. A path contains a start point and an end point, as well as the nodes through
which the path passes. When a message is routed from the start point, all nodes on the path will participate
in forwarding the message, and nodes not on the path will ignore the message. You can see that the LEDs
of nodes Ox06, Ox0Oe, and Ox16 on the path are flashing, while the LEDs of other nodes not on the path are
not flashing.
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Add Forwarding Table

Select origin device: select > Direct Toggles
Q Node-0006 Table List
Select target device: select > L.
°> Origin
0x0006
@ Node-0016 *
N © Target
Select nodes on the route: select > o016
PN Backward
@ nNode-000E Validated

Nodes on route

@ Node-000E

SAVE ADD TABLE

Figure 33.36: Adding a fixed route

33.5.3.2 Non-fixed Routing

Forwarding Table Added

< Add Forwarding Table < Direct Forwarding

>

(€]

12(Pid-01)

Qo

Device

App Homepage

Device
Default Mesh

ALLON @ ALL OFF CMD

2
g u@@)

-01)

3
3 u@

o
&

-01)

14(Pid-01)

06

=)
2
&

a

E(Pid-01)

16(Pid-01)

el
F u@)

o
2

-01)

10(Pid-01)

The non-fixed routing does not need to be operated by Direct Forwarding in the APP, it is created and
maintained by the sender (path origin), which sends the message in a controlled flood and triggers the
route establishment. The route establishment message is Directed Key encrypted, so all nodes flash to
indicate that the node forwarded the route establishment message. After the path is established, only the
nodes on the path flash lights, indicating that only the nodes on the path forwarded the command.

Non-fixed Route Establishment Rules: The figure below illustrates the creation of two paths from PO
(Path Origon) to PT (Path Target) by selecting the shortest path that meets the set energy threshold.

(a) (b)

- POPM,=2 1G=1
1Goo=1 i
POPN=0 POPM,=4

POPM;o=0

1Coo=2

Figure 33.37: Non-fixed route establishment rules
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33.5.4 Mesh OTA

Mesh OTA allows simultaneous OTA upgrades of multiple devices specified by the mesh network, and there
are three ways for Mesh OTA to be loaded: (1) No Extend (All nodes short packet loaded); (2) Extend GATT
Only (Long packet loading for directly connected nodes and short packet loading for non-directly connected
nodes); (3) Extend GATT & ADV (All nodes long packet loading), setting path: APP home page click on the
lower right corner Setting-Settings-Extend Bearer Mode.

Extend options:
Extend Bearer Mode

0: all are short packets No Extend
1: long packets for directly connected nodes, short packets for non-directly connected nodes Extend GATT only
2: all are long packets (LPN upgrade) Extend GATT & ADV

Figure 33.38: Introduction to loading methods

Note:

(1) Mesh OTA is turned off by default, you need to turn on the macro of node MD_MESH_OTA_EN, other-
wise it will not support Mesh OTA, and you can’t check this device as the object of mesh OTA. Open
method: in the mesh_config.h file,

» Enable MD_MESH_OTA_EN

* It needs to turn on DISTRIBUTOR_UPDATE_SERVER_EN if the directly connected node after testing is
as distributor mode.

« If it is needed to use Telink’s Extended Broadcast Packet mode to speed up the OTA time, you need to
set EXTENDED_ADV_ENABLE to 1.

(2) After the Mesh OTA upgrade is complete, exit the mesh OTA interface and re-enter to read off the
upgraded version.

(3) ForiOS, put the upgraded bin file through itunes - file sharing - TelinkSigMesh to show up in the mesh
OTA upgrade interface.

33.5.4.1 Distributor: Phone mode upgrade (App as distributor mode)

The Distributor chooses the Phone method to upgrade, it directly transfers OTA data to the target device
through the phone.

Specific operation steps:

Android version:

At the APP home page, click on the bottom right Network - Mesh OTA according to the following step by
step operation.
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< Mesh OTA < Mesh OTA

Devices: &

Devices: select >

adr-0x0004
Q cid-1102 pid-0100 Frigo1003335 B

state: Update Success
. additional: No changes to CPS
1. Select Upgrade Device " 9

2. select Upgrade File

3. Choose phone
loadlng method

select file
bin version: pid-01:00 vid-42:00

Distributor: @ Phone Connected Device Distributor: Phone Connected Device

4. Obtain the current device version

Initiate progress(%d): Initiate progress(100):

5. Start upgrade

Distribute progressffed): Distribute progress(100):
IDLE v update complete - recheck complete v
GET FIRMWARE ID

Figure 33.39: Android phone method upgrade steps and upgrade completion interface

iOS version:

At the APP home page click on the bottom right Network - Mesh OTA according to the following step by
step operation.

AN-17120400-E7 41 Ver1.6.0



vl Telink
3 Telink SIG Mesh SDK Developer Handbook

Mesh OTA < Mesh OTA

Device list 1. Select Upgrade Device Device list

I

choose all O choose all O
adr:0x2 pid:0x1 vid:0x4100 (&) adr:0x2 pid:0x1 vid:0x4100 dJ
adr:0x4 pid:0x1 vid:0x4100 O adr:0x4 pid:0x1 vid:0x4100 d
adr:0x6 pid:0x1 vid:0x4100 D adr:0x6 pid:0x1 vid:0x4200 success
OTafile 7 select Upgrade File  ___ OTA file

$258_mesh_V4.10.0 pidkOx1 V‘d:OXN d 8258_mesh_V4.1.0.0_20230926 pid:0x1 vid:0x4100 d
8258_mesh_4.2.0.0 pid:0x1 vid:0x4200 @ . %

j 8258_me Hits

Mesh ota finish, success:1,fail:0
8258_mesh_V4.1.0.0 pid:0x1 vid:0x4100 O 8258_me
Done
3. Choose phone
loading method

Distributor: [ ] ConnectedDevice Phone Distributor: [ ] ConnectedDevice Phone

4. Obtain the current device version
Initiator Progress: Initiator Progress: 100%

5. Start upgrade

Distributor Progres: Distributor Progress: 100%

“
—
—

Figure 33.40: iOS phone method upgrade steps & upgrade completion interface

33.5.4.2 Distributor: Verify and Apply Mode Upgrade (Directly Connected Nodes as
Distributor Mode)

For Distributor, select connected device, FOr Apply Policy, select Verify and Apply method of upgrading,
upload the firmware to the directly connected node through the mobile phone, and then distributes it to
the target node through the directly connected node, and then automatically applies the new version after
loading is completed.

Note:

Make sure that the DISTRIBUTOR_UPDATE_SERVER_EN macro is enabled for the directly connected
node.

Specific operational steps:
Android version:

At the APP home page, click on the bottom right Network - Mesh OTA according to the following steps to
operate.
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< Mesh OTA

Devices:

1. Se

select >

lect Upgrade Device

2. select Upgrade File

3. Choose

Connected

device loading method

4. Select

Verify and apply policy

file error >
bin version: n
Distributor: W Phone (@) Connected Device
" Verify And Verify
Apply Policy:
pply Policy: @ , 0o

Initiate progress(%d):

Distribute progressgfed):

IDLE

GET FIRMWARE ID

6. Startupgrade

Figure 33.41: Android verify and apply upgrade steps & upgrade completion interface

iOS version:

nly
. Obtain the current device version

< Mesh OTA

Devices: >

? adr-0x0004

dd1102pid-o100  "Wd01004200 B

state: Update Success
additional: CPS changed, remote pv is not supported

bin version: pid-01:00 vid-42:00
Distributor: Phone Connected

Apply Policy:

Initiate progress(100):

Distribute progress(100):

update complete - recheck complete v

At the App home page, click on the lower right Setting - Mesh OTA according to the following steps.

< Mesh OTA

Devicelist 1. Select Upgrade Device

8258_mesh_V4.2.0.0 pid:0x1 vid:0x4200

8258_mesh_V4.1.0.0 pid:0x1 vid:0x4100

choose all E
adr:0x2 pid:0x1 vid:0x4100 D
adr:0x4 pid:0x1 vid:0x4100
adr:0x6 pid:0x1 vid:0x4200 O

otasie 2~ select Upgrade File —
8258_mesh_V4.1.0.0_20230926 pid:0x1 100 O
U

3. Choose Connected device loading method

4. Select Verify and apply policy

Distributor: Connected| e [] Phone

Policy: D VerifyOnly

Initiator Progress:

Distributor Progress:

VerifyAndApply
5. Obtain the current device version

6. Start upgrade

Figure 33.42: iOS verify and apply upgrade steps & upgrade completion interface

Mesh OTA

Device list
choose all D
adr:0x2 pid:0x1 vid:0x4100 O
adr:0x4 pid:0x1 vid:0x4200 success
adr:0x6 pid:0x1 vid:0x4200 O
OTA file
8258_mesh_V4.1.0.0_20230926 pid:0x1 vid:0x4100 D
.. v
8258_me Hits
Mesh ota finish, success:1,fail:0
8258_m¢ O

Done

Distributor: ConnectedDevice [_] Phone

Policy: [_] VerifyOnly VerifyAndApply
Initiator Progress: 100%

Distributor Progress: 100%

S
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33.5.4.3 Distributor: Verify Only Mode Upgrade (Directly Connected Nodes as
Distributor Mode)

For Distributor, choose the Verify only method to upgrade, upload firmware to the directly connected node
through the mobile phone, and then distribute it to the target node through the directly connected node,
and after the loading is completed, you need to reconnect the node with the APP before applying the new
version.

Note:

Make sure that the DISTRIBUTOR_UPDATE_SERVER_EN macro is enabled for the directly connected
node.

Specific operational steps:
Android version:

At the APP home page, click on the bottom right Network - Mesh OTA according to the following steps.

< Mesh OTA Mesh OTA

Devices: select > Devices:

adr-0x0002

9 Garto2pa-ore  Fidor00a00 B

state: Update Success
additional: CPS changed, remote pv is not supported

1. Select Upgrade Device

2. select Upgrade File

3. Choose Connected
device loading method

file error

bin version: null 4. Select\/ r|fy and apply pol|cy bin version: pid-01:00 vid-42:00

Distributor: Connected D Distributor:

8 Verify And erlfy N
Apply Policy: Apply Only . . Apply Policy: .
Initiate progress(%d): 5. Obtain the current device version Initiate progress(100):

6. Startupgrade

Distribute progressgfed): Distribute progress(100):

IDLE v update complete - recheck complete v

GET FIRMWARE ID

Figure 33.43: Android verify only method upgrade steps & upgrade completion interface

iOS version:

Click Setting — Mesh OTA at the bottom right of APP homepage and follow the steps in the figure below.
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< Mesh OTA < Mesh OTA

Device list 1. Select Upgrade Device Device list

choose all O choose all O
adr:0x2 pid:0x1 vid:0x4100 @ adr:0x2 pid:0x1 vid:0x4200 success
adr:0x4 pid:0x1 vid:0x4200 O adr:0x4 pid:0x1 vid:0x4200 O
adr:0x6 pid:0x1 vid:0x4200 (] adr:0x6 pid:0x1 vid:0x4200 O
otasie 2 select Upgrade File — G
8258_mesh_V4.1.0.0_20230926 pid:0x1V 100 O 8258_mesh_V4.1.0.0_20230926 pid:0x1 vid:0x4100 O
8258_mesh_V4.2.0.0 pid:0x1 vid:0x4200 &) 8258_me Hits
Mesh ota finish, success:1,fail:0
8258_mesh_V4.1.0.0 pid:0x1 vid:0x4100 O 8258_me O
. Done
4. Select 3. Choose Connected device
Verify and apply policy loading method
Distribuflhr: ConnectedDevice [ | Phone Distributor: ConnectedDevice [ | Phone
Policy: VerifyOnly [:] VerifyAndApply Policy: VerifyOnly |:| VerifyAndApply
Initiator Progress: 5. Obtain the current device version Initiator Progress: 100%

6. Start upgrade

Distributor Progress: Distributor Progress: 100%
“ S

Figure 33.44: Android verify only method upgrade steps & upgrade completion interface

33.5.5 Private beacon

Using private beacon can set to send the specified broadcast after the node is networked,

MD_PRIVACY_BEA and PRIVATE_PROXY_FUN_EN in the mesh_config.h file.

33.5.5.1 Config GATT Proxy

enable

Open Config GATT Proxy alone and always send only Network ID broadcasts with light blue APP broadcast

type Ox00.

<  Private Beacon Setting

Enable GATT Proxy O

Enable Private GATT Proxy

Mesh Proxy:
Identification type: Network ID (0x00)

Enable Node Identi
nable Node Identity Network ID: 6E:78:C0:08:90:26:8D:FB

Enable Private Node Identity

Enable Beacon

Enable Private Beacon

Figure 33.45: Open config GATT proxy & broadcast type separately
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33.5.5.2 Private GATT Proxy

Open private GATT Proxy alone, Network ID is private, send encrypted processed Network ID with new Mac

address, light blue APP broadcast type 0x02 .

<  Private Beacon Setting

Enable GATT Proxy

Enable Private GATT Proxy .

Enable Node Identity

Enable Private Node Identity

Enable Beacon

Enable Private Beacon

Mesh Proxy:

Identification type: Unknown (2)
Payload: 0x9CA5AAE3C7F230BOD389EE
D850160591

Figure 33.46: Open config GATT proxy & broadcast type separately

33.5.5.3 Config Node Identity

Open Config Node Identity individually, send Node Identity information within 60 seconds (light blue APP
broadcast type 0x01), and automatically switch to send the default Network ID broadcast after 60 seconds

(light blue APP broadcast type 0x00).

< Private Beacon Setting

Enable GATT Proxy

Enable Private GATT Proxy

Enable Node Identity .

Enable Private Node Identity

Enable Beacon

Enable Private Beacon

Send node identity within 60 seconds

Mesh Proxy:

Identification type: Node Identity (0x01)
Hash: 0xC131CC6807C45FA2

Random: 0x66AFB74530695FC8

Send network ID in 60 seconds

Mesh Proxy:
Identification type: Network ID (0x00)
Network ID: 6E:78:C0:08:90:26:BD:FB

Figure 33.47: Open config node identity & broadcast types individually

33.5.5.4 Private Node Identity

Open Private Node Identity individually, Node Identity is in private state, send encrypted Node Identity
broadcast (light blue APP broadcast type Ox03) with new Mac address within 60 seconds, and automatically
switch to send default Network ID broadcast (light blue APP broadcast type 0x00) after 60 seconds.
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Private Beacon Setting Send private node identity within 60 seconds
Mesh Proxy:
Enable GATT Proxy ) Identification type: Unknown (3)
Payload: 0x02354B77BA5E4AA1D403D
Enable Private GATT Proxy D7CE9149229

Enable Node Identity

Enable Private Node Identity .
Send network ID in 60 seconds

Enable Beacon Mesh mey‘
Identification type: Network ID (0x00)
Network ID: 6E:78:C0:08:90:26:BD:FB

Enable Private Beacon

Figure 33.48: Open private node identity & broadcast types individually

33.5.5.5 Config GATT Proxy + Config Node Identity

Open Config GATT Proxy and Config Node Identity at the same time, send Node Identity information within
60 seconds (light blue APP broadcast type is 0x01), and automatically switch to send the default Network
ID broadcast after 60 seconds (light blue APP broadcast type is Ox00).

< Private Beacon Setting Send node identity within 60 seconds

Mesh Proxy:
Enable GATT Proxy [ ] Identification type: Node Identity (0x01)
Hash: 0x546BFF1D41878218

Enable Private GATT Proxy Random: OXEEB50C28EEB878DA

Enable Node Identity .

Enable Private Node Identity

Send network ID in 60 seconds

Enable Beacon Mesh mey‘
Identification type: Network ID (0x00)
Network ID: 6E:78:C0:08:90:26:BD:FB

Enable Private Beacon

Figure 33.49: Config GATT proxy + Config node identity & broadcast type

33.5.5.6 Config GATT Proxy + Private Node Identity

At the same time, open Config GATT Proxy and Private Node Identity, the Node Identity is private, the
encrypted Node Identity broadcast will be sent with the new Mac address within 60 seconds (light blue APP
broadcast type Ox03), and after 60 seconds, it will automatically switch to send the default Network ID
broadcast (light blue APP broadcast type 0x00).
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<  Private Beacon Setting

Enable GATT Proxy .

Enable Private GATT Proxy

Enable Node Identity

Enable Private Node Identity .

Enable Beacon

Enable Private Beacon

Send private node identity within 60 seconds

Mesh Proxy:

Identification type: Unknown (3)
Payload: 0xBOCO6E0C6826C2FF3C2802
5EDCE230D1

Send network ID in 60 seconds

Mesh Proxy:
Identification type: Network ID (0x00)
Network ID: 6E:78:C0:08:90:26:BD:FB

Figure 33.50: Config GATT proxy + Private node identity & broadcast type

33.5.5.7 Private GATT Proxy + Config Node Identity

At the same time open Private GATT Proxy + Config Node Identity, within 60 seconds send Node Identity
information (light blue APP broadcast type is 0x01), after 60 seconds Network ID is private, with the new
Mac address after encrypted processing and then send the broadcast to the outside world, light blue APP

broadcast type is 0x02.

<  Private Beacon Setting

Enable GATT Proxy .

Enable Private GATT Proxy

Enable Node Identity

Enable Private Node Identity .

Enable Beacon

Enable Private Beacon

Send private node identity within 60 seconds

Mesh Proxy:

Identification type: Unknown (3)
Payload: 0xBOCO6E0C6826C2FF3C2802
5EDCE230D1

Send network ID in 60 seconds

Mesh Proxy:
Identification type: Network ID (0x00)
Network ID: 6E:78:C0:08:90:26:BD:FB

Figure 33.51: Private GATT proxy + Config node identity & broadcast type

33.5.5.8 Private GATT Proxy + Private Node Identity

Open Private GATT Proxy + Private Node Identity at the same time, Node Identity and Network ID are both
in private state, send encrypted Node Identity broadcast (light blue APP broadcast type Ox03) with new
Mac address within 60 seconds, send encrypted Network ID broadcast (light blue APP broadcast type 0x02)

with new Mac address after 60 seconds.
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< Private Beacon Setting Send private node identity within 60 seconds

Mesh Proxy:
Enable GATT Proxy Identification type: Unknown (3)
Enable Private GATT Proxy . ?3}&5}?2;?;25F7923E6550DE3201 GIEE

Enable Node Identity

Enable Private Node Identity .
Send private network ID within 60 seconds

Enable Beacon Mesh Proxy

Identification type: Unknown (2)
Payload: 0x5DAB35671E8DAB7701E1CE
19E4147752

Enable Private Beacon

Figure 33.52: Private GATT proxy + Private node identity & broadcast state

33.5.5.9 Config Beacon

After opening Config Beacon, the node will send Non-Comnecable undrected Adv Packet of Secure Network
Beacon type every 10 seconds, which can be viewed through light blue APP (whether the phone can receive
the beacon packet when the node sends the beacon packet every 10 seconds depends on the Bluetooth
refresh rate of the mobile phone), or you can view it through the packet grabbed by Netkey and APPkey
through ellisys.
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light blue APP beacon packet

mesh beacon:

Beacon type: Secure Network (0x01)
Key Refresh flag: false

IV Update flag: IV Update active
Network ID: 6E:78:C0:08:90:26:BD:FB
IV Index: 1

Authentication value:
0x74DB8A889DE4411C

ellisys beacon 'packet

3 APPisEASZAS private beacon.btt* - Ellisys Bluetooth Analyzer - o X
File View Layout Search Record Tools Help £ Analysis | [ Add...
D5 (@ > Record v 4 Stop i Restart k) Save & Continue Ray |45 + %3 | & Navigate ~ (%) | ©) Markers ~ » | @ Filtering: Only OF:C5:00:7A:2D:58 (Non-Resolvable), 66:6... v &

Low Energy Overview | Message Log b x ‘Dﬂzls 7 x
1 item displayed 7 selections /1m06s V Q & + Search -~ 2 |[¥ Allfields | & show in overview | Display v L Search .
Ttem 1~/ Beacon Type v Time delta 2 RFChannelL.. \» SourceA.. v |Time 4 v Al Name Value Dec Hex A~

Protocol: Single v | Alllayers ¢ ¢ = w

. Secure Network Beacon 37 (adv) 3.957 741125 © Advertiser Address 66:66:66:33:33:04
..._Secure Netviork Beacon 37 (adv) 3.957 741 125 & 43 Advertiing Data
.._Secure Network Beacon 3.957 741125 % Mesh Beacon

=13 Mesh Secure Network Beacon (ADV,
=t 4% Non-Connectable Undirected Adv Packet (66:66:¢

s Non-Connectable Undirected Adv Packet 0000465125 38 (adv) 3.958 206 250 4 Length 2 2 o7
it Non-C Adv Packet .. Secure Network Beacon  0.000 464250 39 (adv) 3.958 670 500 4 DataType Mesh Beacon a3 0x28
. Non-Connectable Undirected Adv Packet (66:66:66:33:33:04, ... _Secure Network Beacon 10,987 813 625 14.946 484 125 & Beacon Type Secure Network Beacon 1 oxo1
i Non-Connect Adv Packet 04, Mesh ... 0000465000 38 (adv) 14.946 949 125 S 4 Fags
% Non-C Adv Packet , Mesh B... Secure Network Beacon  0.000 464 250 39 (adv) 14.947 413 375 @ KeyRefreshFlag  False 0 0x0
: ..._Secure Network Beacon @ MUpdateFag  Normal 0 ox0
i Non-c: Adv Packet , Mesh ... 0000465125 38 (adv) 25.944 152 125 4 Reserved 0 0 0x00
{3 Non-Connects Adv Packet , Mesh B... Beacon 0000464625 39 (adv) 25.944 616 750 @ NetworkID OX6E78C00890268DFB  7'960'323484'3... OX6E
.._Secure Network Beacon 11010 113 875 @ ViIndex 0x00000001 1 ox00(
% Non-C Adv Packet , Mesh B... Secure Network Beacon ~ 0.000 465000 38 (adv) 36.955 195 625 @ Authentication Value  0x74DBBASBIDE4411C 8'420'476'247'6... 0x74|
{4 Non-Connectable Undrected Adv Packet , Mesh B... 0000464375 39 (adv) 36.955 660 000 4 Non-sgniicant Part 0 bytes
Non-Connectable Undirected Adv Packet (66 3 .. Secure Network Beacon _10.986 273 250 47.941 933 250  CRC Vald 12581830 Ox00(g
{# Non-Connectable Undirected Adv Packet (66:66: . Secure Network Beacon  0.000465000 38 (adv) 47.942 398 250 g 2
% Non-Connectable Undirected Adv Packet .. Secure 0.000464 625 39 (adv) 47.942 862 875 ‘ Data 7 x
Secure Network Beacon 11.004 839 500 58.947 702 375 Data type: Raw Data - Search -
{3 Non-Connectable Undrected Adv Packet , Mesh B... 0000465000 38 (adv) 58.948 167 375 001 2 3 45 6 7 8 89 A B 012345678988
i Non-Connect: Adv Packet )4, Mesh ... 0.000464250 39 (adv) 58.948 631 625 0x0000: 22 1E 04 33 33 66 66 66 17 2B 01 00 "..33fff.+..
Secure Network Beacon 10,994 391 625 0x000C: |6E 78 CO 08 90 26 BD FB 00 00 00 01 nx. .
@ 0x0018: 74 DB 8A 88 9D E4 41 1C C6 FB BF t..
4 Non-Connectable Undrected Adv Packet 04, Mesh B... 0.000465000 38 (adv) 69.943 488 250
4% Non-C Adv Packet , Mesh B... Secure Network Beacon  0.000 464 375 39 (adv) 69.943 952 625 v
< >
Timing 7 x
[R]<y Q [@]F~ origin: 3.95 - span: 0.15s - [Bluetooth | ~[wiFi | Hcl [ el [ wPAN [ Logic [ Misc |+ | Display v Logicinputs  Ligv| »i % |
e 3 =
]
Undetermined
5K Non-Conrec.
b el ok ob ol | ok | 17T o ok ' o ' od o | od oy ' ol ok ' T ¢
Zoom b v
8 Timing | %% Piconets| /3 Audio & Mesh Securtty | & securty | 334 Data
Ready BxLees

Figure 33.53: Light blue APP & ellisys receive beacon packets after opening beacon

33.5.5.10 Private Beacon

To open Private Beacon, you need to open Private GATT Proxy at the same time, the node will change the
Mac address, and send Reserved (Ox02) Beacon type Non-Comnecable undrected every 10 seconds, which
can be viewed through light blue APP (whether the phone can receive the beacon packet when the node
sends it every 10 seconds depends on the Bluetooth refresh rate of the phone), and can also be viewed
through Netkey and APPkey by grabbing packets through ellisys.
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Open private beacon and private proxy

Private Beac

Enable GATT Proxy

Enable Private GATT Proxy

Enable Node Identity

Setting

Enable Private Node Identity

Enable Beacon

Enable Private Beacon

mesh beacon:
Beacon type: Unknown (2)

Payload: 0xE216A92B900FEC31E2CCA5
9A46FEB8BFSAE49ECDD742EA46CA27

ellisys beacon package

light blue app beacon package

PSS private beacon bt - Ellisys Bluetooth Analyzer - a8 x
File View Layout Search Record Tools Help B Analysis | [ Add...
D25 |8 > Record v @ Stop i Restart k) Save & Continue Mz |%§ ~ %3 | & Navigate ~ ©) Markers v @ Filtering: Only 13:57:8D:6C:87:1C (Non-Resolvable), 66:6... v &
Low Energy Overview | Message Log 4 b x| | Detais 2 X
Protocol: Single v [Alllayers | ¢ & - w 35 items kept, 9 filtered v Q & - search -z Show in overview | Display v [ia m
able Undirected Value Do~
o TV P— Undecoded bytes e dotm — r B v Overan suart e 15013 515875 s
vpe fecoded byt ! ! @ Overal Duration 137ms 113¢
Reserved (0x02)  E2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE BS BF SA £4 9E CD D7 42 EA46 CA 27 167.612 992 375 & Duraton 1369ms 113¢
Reserved (0x02) 2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF 5A E4 OF CD D7 42 EA46 CA 27 11.002 526 500 | 178.615 518 875
. Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CCAS 9A 46 FE BS BF SAE4 9E CD D7 42EA46 CA27  10.997 868000 | 189.613 386 875 13:57:8D:6C:87:1C (Non-..
1 Non-Connectable Undrected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE B3 BF SAE4 9E CDD7 42 EA46 CA27  10.999 743500 | 200613 130 375 = {14 Mesh Beacon
1 Non-Connectable Undiected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF SAE4 9E CD D7 42 EA46 CA27 11001635625 | 211.614 766 000 4 DataType Mesh Beacon r
4 Non-Connectable Undrected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 26 90 OF EC 31 E2 CCAS 9A 46 FE B3 BF SAE4 9E CDD7 42 EA46 CA27  11.000 188 875 | 222614 954 875 i
‘4’ Non-Connectable Undirected (13:57:8D:6C: Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE B BF SAE4 9 CD D7 42EA46 CA27  11.000793500 | 233.615 748 375 i
# Non-Connectable Undrected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE BS BF SAE4 9E CDD7 42 EA46 CA27 10998062000 | 244.613 810375
Non-Connectable Undrected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE BS BF SAE4 OF CD D7 42 EA46 CA27  10.998.844 875 | 255,612 655 250 SRIndication
# Non-Connectable Undrected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF SAE4 9E CDD7 42 EA46 CA27 10999453875 | 266.612 109 125 5 3 Link-Layer Information
Reserved (0x02)  E2 16 A9 28 90 OF EC 31 £2 CCAS 9A 46 FE B8 BF SAE4 O CD D7 42 EA46 CA27  11.001791250 | 277.613900 375
Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE B BF SAE4 9 CD D7 42EA46 CA27  11.002866 250 | 288.616 766 625 S % snffer Rado
Non-Connectable Undirected (13: Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF SAE4 9E CD D7 42 EA46 CA27  10.999 359375 | 299.616 126 000 @ Rssl 2.5 dsm 2
Non-Connectable Undirected (13: Reserved (0x02)  E2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF SAE4 O CD D7 42 EA6 CA27  11.002473250 | 310.618 599 250 < CHE o £
Reserved (0x02)  E2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE B BF SAE4 9 CD D7 42EA46 CA27  10.992 553125 | 321611152375 o %
Reserved (0x02)  E2 16 A9 2890 OF EC 31 E2 CCAS 9A46 FE B8 BF SAE4 OE CD D7 42 EA46 CA27  11.008404 875 | 332.619 557 250 ¢
Reserved (0x02)  E2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF SAE4 OE CD D7 42 EA46 CA27  10.997 995250 | 343.617 552 500 Data type: Raw Data i Search i
Reserved (0x02)  E2 16 A9 2B 90 OF EC 31 E2 CCAS 9A 46 FE BS BF SAE4 9E CD D7 42 FA46 CA27  10.998 199 625 | 354.615 752 125 1.2 3 4 5 6 7 01234567
Reserved (0x02)  E2 16 A9 28 90 OF EC 31 £2 CC AS 9A 46 FE BS BF SAE4 9E CD D7 42 EA46 CA27  11.003 501500 | 365.619 253 625 gigggg; 'fg g; %‘2: f:; f‘é g‘; 57131 Bé..1.W.
‘4’ Non-Connectable Undirected (13:57:8D:6C:87:1C (... Reserved (0x02) ~E2 16 A9 28 90 OF EC 31 E2 CCAS 9A 46 FE BS BF SAE4 9E CD D7 42 EA46 CA27  10.991083 625 | 376.610 337 250 0x0010: OF EC 31 E2 CC A5
4 Non-Connectable Undrected (13:57:8D:6C:87:1C (... Reserved (0x02)  E2 16 A9 28 90 OF EC 31 E2 CCAS 9A 46 FE B3 BF SAE4 9E CDD7 42 EA46 CA27 11008409875 | 387.618 747 125 0x0018: FE BS BF SA E4 95
‘4’ Non-Connectable Undirected (13:57:8D:6C:87:1C (... Reserved (0x02) E2 16 A9 2B 90 OF EC 31 E2 CC AS 9A 46 FE B8 BF SAE4 9E CDD7 42 EA46 CA27  10.999 719250 | 398.618 466 375 v gxgg§g= 42 EA 46 CA 27 FO
< > %0028
Timing 7 x
%] Q [@]F~ origin: 178525 - span: 0.165 - [Bluetooth | +| WiFi | HCl | wei [ wpAN [ Logic | Misc |+ | Display | Logic inputs L~ | 5 %~
L X PN
Bluetooth )
s |
13:57:80:6:87:1C (Non. m n
4 NonConnectableUrd.
g ot (13 obs b4 0bs obe b7 23 obe T ol 062 063 064 X3 3 067 X3

84 Timing [+ Pronets| 3 Audo

Ready

Figure 33.54: Open private beacon after light blue APP & ellisys receive beacon

33.5.5.11 Beacon + Private Beacon

& Mesh security | & security | 431 Data

ISERREE

packets

Open Beacon and Private Beacon at the same time (Private GATT Proxy needs to be opened at the same
time), the node will send Non-Comnecable undrected Adv Packet of Secure Network Beacon type every 10
seconds with the original Mac address, at the same time, the node will change the Mac address and send
a Non-Comnecable undrected Adv Packet of type Reserved (0x02) Beacon every 10 seconds, it can be
viewed by light blue APP (whether the phone can receive the beacon packet when the node sends it every
10 seconds depends on the Bluetooth refresh rate of the phone), and it can also be viewed by Netkey and
APPkey through ellisys packet grabbing.
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Open beacon and private beacon

< Private Beacon Setting

Enable GATT Proxy

Enable Private GATT Proxy

Enable Node Identity

Enable Private Node Identity

Enable Beacon

Enable Private Beacon

light blue app beacon & private beacon package

mesh beacon:

Beacon type: Secure Network (0x01)
Key Refresh flag: false

IV Update flag: IV Update active
Network ID: 6E:78:C0:08:90:26:BD:FB
IV Index: 1

Authentication value:
0x74DB8A889DE4411C

mesh beacon:

Beacon type: Unknown (2)

Payload: 0x068AB85EDC?ADE12CAB3E
5081093141542E86278D205D050AC38

Figure 33.55: Beacon packets received by light blue APP after opening beacon + private beacon
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ellisys beacon & private beacon package

B Recording from BTR1-23087 - Ellisys Bluetooth Analyzer - o X
File View layout Search Record Tools Help £ Analysis |5 Add...

Q7 el @ > Record - @ Stop @ Restart kb Save & Continue by |4 + % LNavigate v [} | Markers v & [, | @ Filtering: Only 02:FE:32:C8:EF:A8 (Non-Resolvable), 66:66... ~ &

Low Energy Overview | Message Log 4 > x| Dewis 2 x
Protocol: Single v| Alllayers ¢ & - D9 #HJ 1 item displayed 7selections / Im06s ¥ Q & = Search -+ |63 [¥ Allfields |74 Show in overview || Display ~ L. .|
Ttem I~ Beacon Type ~  NetworkID “ AuthentcatonVae \» WIndex - Tmedeta “ RFC.. v |Tme 2 v | Name Valie DerA
= luy» Mesh Secure Network Beacon (ADV, K¢ F.. Secure 0x6E78C B ic 37 (adv) | 2.544 002 625 ® Advertiser Address 66:66:66:33:33:04
Secure Network Beacon  OX6E78C0089026BDFB  0X74DBBABBIDE4411C 0X00000001 37 (adv) | 2.544 002625 & ¥4 Advertising Data
Secure Network Beacon  0x6E78CO089026BDFB  0x74DBSASSIDE4411C  0x00000001 37 (adv) | 2.544 002 625 = 4§ Mesh Beacon
% Non-Connectable Undrected Adv Packet (66:66... Secure NetworkBeacon  0x6E78C0089026BDFB  0x74DBSASSIDE4411C 0x00000001 0000465125 38 (adv) | 2.544 467 750 ¢ Length 23 23
4% Non-Connectable Undected Adv Packet (66:66... Secure Network Beacon  0X6E78CO089026BDFB  0x74DBSASBIDE4411C 0x00000001 0000464 125 39 (adv) | 2.544 931 875 # Data Type Mesh Beacon a3
- Non-Connectable Undirected Adv Packet (66:66... _Secure Network Beacon _0X6E78C0089026BDFB __0x74DBSABBIDE4411C _0X00000001 11001980875 37 (adv) | 13.546 912 750 @ Beacon Type Secure Network Beacon 1
{4 Non-Connectable Undrected Adv Packet (66:66... Secure Network Beacon  0xGE78C0089026BDFB  0x74DBSASSIDE4411C  0x00000001 0.000 465 125 38 (adv) | 13.547 377875 = 4 Fags
‘; s Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon 0X6E78C0089026BDFB  0x74DBBAS89IDE4411C 0x00000001 0.000 464 250 39 (adv) 13.547 842 125 ¢ Key Refresh Flag False o
f Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon  0X6E78C0089026BDFB  0x74DBSABBIDE4411C 0x00000001 10.997 427 625 37 (adv) | 24.545 269 750 @ IV Update Fag Normal o
3 Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon  OX6E78C B Ox 1c 0000465125 38 (adv) | 24.545 734 875 # Reserved o o
{3 Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon  OX6E78CO089026BDFB  0x74DBSASBIDE4411C 0x00000001 0000464 250 39 (adv) | 24.546 199 125 @ Network 1D 0x6E78C008502680F8 79
. Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon  0X6E78CO089026BDFB  0x74DBBABBIDE4411C  0x00000001 10.999 980500 37 (adv) | 35.546 179 625 @ IVIndex 0x00000001 1
& Non-Connectable Undirected Adv Packet (66:66... Secure OX6E7S 5 0x i 0000465000 38 (adv) | 35.546 644 625 @ Authentication Value  0x74DBSASSSDE4411C 84
(i, Non-Connectable Undrected Adv Packet (66:66... Secure Network Beacon  0XGE78CO089026BDFB  0X74DBSASSIDE4411C 0X00000001 0000464 250 39 (adv) | 35.547 108875 @ Non-synificant Part Obytes
- Non-Connectable Undrected Adv Packet (6¢ Secure Network Beacon  0X6E78C0089026BDFB  0X74DBBASBIDE4411C  0x00000001 10.999 656625 37 (adv) | 46.546 765 500 ¢ CRC Vald 1234
44 Non-Connectable Undrected Adv Packet (66:66... Secure NetworkBeacon  0x6E7SCO089026BDFB  0x74DBSASSIDE4411C 0x00000001 0000465125 38 (adv) | 46.547 230 625 >
%3 Non-Connectable Undrrected Adv Packet (66:66... Secure Network Beacon  0XGE78C0089026BDFB  0x74DBBASBIDE4411C  0x00000001 0000464 125 39 (adv) | 46.547 694 750 | Dara 2 x
. Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon  0X6E78C0089026BDFB  0X74DBBABBIDE4411C  0x00000001 10.994 337 500 37 (adv) | 57.542 032 250 Datatype: Raw Data > Search -
% Non-Connectable Undrected Adv Packet (66:66... Secure NetworkBeacon  0xGE78C0089026BDFB  0x74DBSASSIDE4411C 0x00000001 0000465125 38 (adv) | 57.542497 375 01 2 3 4 5 6 7 01234567
% Non-Connectable Undrected Adv Packet (66:66... Secure Network Beacon  0X6E78CO089026BDFB  0x74DBBASSIDE4411C 0x00000001 0000 464 750 39 (adv) | 57.542 962 125 0x0000: 22 1E 04 33 33 66 66 66 .33f£f

- " O " . = S = = = = = 0x0008: 17 2B 01 00 6E 78 CO 08
[ ) Adv P: 66... [ 008 Fi 741 44 X 7 250 3 .54 2!
£ Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon  0X6E78C0089026BDFB  0X74DBSABBIDE4411C 0x00000001 10.997 250 500 37 (adv) | 68.540 212 625 perntod oo 26 o 00 00 00 01

™ " . ’
.L‘. Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon 0x6E7S! B 0x’ 1c 0.000 465 125 38 (adv) | 68.540 677 750 0%0018: 74 DB SA 88 9D E4 41 1C
3 Non-Connectable Undirected Adv Packet (66:66... Secure Network Beacon ~ 0X6E78CO089026BDFB  0x74DBSASSIDE4411C  0x00000001 0.000464 750 39 (adv) | 68.541 142 500 v |0x0020: €6 FB BF
< >
7 x
- span: 0165 - [ Bluetooth | +[ wifi [ Hel [ wel | wpaN [ Logic | Misc |~ | Display + Logicinputs Lia~ | % -
P
66:66:66:33:3304 I
Undetermined
%3 Non-ConnectableUnd...
0.03 0.04 00s 0.06 007 0.08 0.09 66.50 s 0.01 002 0.03 0.04 0.05 0.06 0.07 0.08 0.09 6860 s 0.
4 Timing | %% Piconets| 3 Audio & mesh security | & security | 331 pata
Recording data... I ISEREE
3 Recording from BTR1-23087 - Ellisys Bluetooth Analyzer - o X

File View Llayout Search Record Tools Help
Q5 bl | # ) Record ~ @ Stop W Restart i} Save & Continue My % % LdNavigate v [ 1) Markers ~ & [, | @ Filtering: Only 02

£ Analysis | Add...

:AB (Non-Resolvable), 66:66.. ~ &

Low Energy Overview | Message Log 4 » x| Dews ? x
Protocol: Single v . < & 5 28 items kept, 7 filtered V¥ Q & - search - @[3 Allfields | [ Show in overview || Display - |L B
X Show: Item x = "Non-Connectable" Name Value DecA

Ttem  BeaconType  Undecoded bytes v Tmedeta v |Time } v A A Advertisement
(’!V‘ Non-Connectable Undirected (O: ... Reserved (0x02) CS4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 9A AE 00 F6 75 C6 4B 56 A6 DA 2.553 487 625 =] :i‘y Advertisement
5 4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 9AAE 00 F6 75 C6 4B 56 A6 DA 11.002 493 500 | 13,555 981 125
Non-Connectable Undirected (0: . Reserved (0x02)  CS 4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 9A AE 00 F6 75 C6 4B S6 A6 DA 10.998 712625 | 24.554 693 750 @ Type Non-Connectable Undirected 9
Non-Connectable Undirected (0 ... Reserved (0x02) ~C54C 60 FB 10 5F EE 80 1D 03 3A 55 3A BF 05 56 SAAE 00 F6 75C6 4B S6AG DA 11.002383750 | 35.557 077 500 # Continuity start o
Reserved (0x02) €5 4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 9AAE 00 F6 75C6 4B 56A6 DA 10.999236 500 | 46,556 314 000 S 4 Tiing
Non-Connectable Undrected (0 . Reserved (0x02)  CS 4C 60 F8 10 SF EE 80 1D 03 3A 55 3A BF 05 56 SAAE 00 F6 7S C6 48 56 ASDA  10.994 294625 | 57.550 608 625 @ Overal Start Tme 13555981125 13
Non-Connectable Undrrected (02:FE:32:C8:EF:A8 (... Reserved (0x02) ~C5 4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 SAAE 00 F6 75C6 48 56 A6 DA 10.999 550875 | 68.550 159 500 ¢ Ovenal Duraton .37 ms ':36
’ Non-Connectable Undiected (02:FE:32:C8:EF:AB (.. Reserved (0x02)  CS 4C 60 F8 10 SF EE 80 1D 03 3A 55 3 BF 05 56 SAAE 00 F6 7SC6 4B S6A6DA  10.998200125 | 79.548 359 625 o ;v:;’am" 1369 ms 13
Non-Connectable Undrected (0 . Reserved (0x02)  C5 4C 60 F 10 SF EE 80 10 03 3A 55 3A BF 05 56 9A AE 00 F6 75C6 4856 ASDA 11004821 625 | 90.553 181 250 G M advrtser ORFECEERAS (on
Reserved (0x02) €S 4C 60 FB 10 SF EE 80 10 03 3A 55 34 BF 05 56 9AAE 00 F6 75 C6 4B S6A6 DA 10.995 167000 | 101.548 348 250 B i Mesh Beacon
Reserved (0x02) €5 4C 60 FB 10 SF EE 80 10 03 3A 55 3A BF 05 56 JAAE 00 F6 75 C6 4B S6AGDA  11.002061375 | 112,550 409 625 & Daia Type st Bescon .
Reserved (0x02) €5 4C 60 FB 10 SF EE 80 10 03 3A 55 34 BF 05 56 9AAE 00 F6 75 C6 4B 56 A6 DA 11.007 086750 | 123.557 496 375 & Beacon Typ et (000 )
i Reserved (0x02)  CS4C 60 FB 10 5F EE 80 1D 03 3A 55 3A BF 05 56 SAAE 00 F6 7S C6 4B S6 A6 DA 10.993 170 625 134.550 667 000 i Undecoded bytes C54C 60 FB 10 SF EE B... )
"’ Non-Connectable Undrected (02:FE:32:C8:EF:A8 (... Reserved (0x02) 5 4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 9AAE 00 F6 75 C6 4B 56 A6 DA 11.003 829625 | 145.554 496 625 s )
Non-Connectable Undected (02:F . Reserved (0x02)  CS 4C 60 F8 10 5F EE 80 1D 03 3A 55 3A BF 05 56 SAAE 00 F6 75C6 4856 A5DA 10993688250 | 156.548 184 875
Non-Connectable Undected (02:FE:32:C8:EF:AB (... Reserved (0x02) ~ CS 4C 60 FB 10 SF EE 80 1D 03 3A 55 3 BF 05 56 JAAE 00 F6 75 C6 4B S6AG DA 11.007 545625 | 167.555 730 500 Data §ox
Non-Connectable Undrected (02: Reserved (0x02) €5 4C 60 FB 10 SF EE 80 1 03 3A 55 3A BF 05 56 9AAE 00 F6 75C6 4B 56A6 DA 10.994 809 125 | 178,550 539 625 Data type: Raw Data - Search M
Non-Connectable Undirected (0: Reserved (0x02)  CS 4C 60 FB 10 SF EE 80 1D 03 3A 55 3A BF 05 56 OAAE 00 F6 75C6 48 56 A6 DA 11.000849500 | 189.551 389 125 0 1 2 3 4 5 6 7 01234567
Non-Connectable Undected (02:FE:32:C8:EF:A8 (.. Reserved (0x02) ~ CS 4C 60 FB 10 SF EE 80 10 03 3A 55 34 BF 05 56 JAAE 00 F6 75 C6 4B S6A6 DA 11.001 449375 | 200.552 838 500 gigggg; ié ;; gg gg :ca :‘é ig % Bé-.-2-.
Reserved (0x02) €5 4C 60 FB 10 SF EE 80 10 03 3A 55 3A BF 05 56 9AAE 00 F6 75C6 4B S6A6DA  11.002034 500 | 211554873 000 0x0010: SF EE 80 1D 03 3A 55 32
Reserved (0x02)  C5 4C 60 FB 10 SF EE 80 10 03 3A 55 3A BF 05 56 9AAE 00 F6 75 C6 4B S6AG DA 10.994 146250 | 222.549 019 250 0x0018: BF 05 56 9A RE 00 F6 75
. Non-Connectable lndirected (07:FF:32:CR:FF:AR (.. Reserved (0x02) S 4C 60 FR 10 SF FF 80 10 03 3A 55 3A AF 05 56 9A AF 00 F6 75 CA 4R SRAG DA 11.000 577 625 | 733.549 596 875 . v gxggzgf Cé 4B 56 R6 DA 6B 54 95
%0028

13465 - span: 0165 - |[Bluetooth | +[ wifi | Hci [ wei | wpaN [ Logic | Misc |~ | Display + Logicinputs

RO E]E - origi
:

Bluetooth

a—

=

66:66:66:33:3304
8 Non-Comnectable urd...
Tk T ek oy T ole ook LT obt ool obs  oobe  oobs oobe ' oy ool oabe LT ob "ok

: 1250 s : . : - - . : 1360 s
Zoom bar v
84 Timing | %' Piconets | JJ Audio & wesh securtty | & securtty |53 Data
Recording dta... | I ISEREL

Figure 33.56: Beacon packets received by ellisys after opening beacon + private beacon

33.6 Setting Interface

The Setting interface allows for Manage Network, OOB Database, Root Cert, settings (Enable Log, Enable
Private Mode, Provision Mode, Enable Subscription Level Service, Enable Log, Enable Private Mode, Pro-
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vision Mode, Enable Subscription Level Service, Extend Bearer Mode, Use No-OOB Automatically, Share
Import Complete Action, Online Status, Reset Settings), How To Import Bin File, Get More Telink Apps.

:— Manage Network

:— Manage Network N 7 Switch, Create/Delete, Import/Export...

" Switch, Create/Delete, Import/Export...

OOB Database
used in static-oob provisioning
OOB Database N
used in static-oob provisioning Root Cert
used in certificate-based provisioning
Root Cert R
E;} > Settings

used in certificate-based provisioning other settings.

How to import bin file?

Settings
o 9 > prompt users on how to import Bin files into the app.
other settings...
Get More Telink Apps
prompt users on how to obtain more Telink tool apps.
Q S & o
Single Group Network Setting
0 m & o
Setting —

Figure 33.57: Android & iOS setting interface

33.6.1 Manage Network

Difference between Manage Network and the Network interface at the bottom of the app: in Manage
Network we can view, manage, apply and share different networks, while the Network at the bottom of the
app is for the current network to perform Mesh OTA, Scene and other operations. The network selected in
the blue box is the current network, click the + sign in the upper right corner to create a new network.
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< Network List + < Network List +
Name
Name Default Mesh
Default Mesh uuID
uuD 151F2796-166A-315F-AGEA-B37AD3371007
f584552f-7e78-558a-02c9-b8bf1e70fcd0 Timestamp
Timestamp 2023-11-13T06:53:16Z

2023-11-13T10:07:49+08:00

Name

network-1
Name uuib
network-1 13608FFF-D2B3-CDE6-3357-E43DF4932B9D
uuID Timestamp
2a7a94e4-e15a-7850-a483-13a3c3bbffcl 2023-11-15T06:20:242
Timestamp
2023-11-15T14:14:23+08:00 000 Name
network-2
uuID
8024D443-430C-6098-B7DE-0D17CEEAA8DS
Name Timestamp
network-2 2023-11-15T06:20:37Z
UuID
9df75bff-dc8d-3f20-3b91-b7a6b0021205
Timestamp

2023-11-15T14:14:36+08:00

REMOVE ALL

Figure 33.58: Android & iOS manage network interface

33.6.1.1 Show Detail

Click on the Network you want to view and select Show detail to view the details of the Network (see section
4.1 for the Mesh Info interface).
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< Mesh Info @
network-2
m Mesh Name
network-2
1p Mesh UUID
9df75bff-dc8d-3f20-3b91-b7a6b0021205
# 1V Index
0x00000001
Y Sequence Number
0x000000
¢ Local Address
0x0001

o NetKeys
E] Name
Default Net Key
Index
0x00
Key
81AC208C3C701FD7C9CE793F8BE7B203
select action for : network-2 X © Name
Sub Net Key 1
+Z] Show Detail > Index
0x01
«  Share Export > Key
3604DC9241AEE866DE96CTIEICI779D0

> Switch To This Network > @ Name
Sub Net Key 2

o Index
DELETE 0x02

~_ Key

Figure 33.59: Show detail interface

33.6.1.2 Share Export

(1) Export by File

At Network List interface, click on a shared Network and select Share Export, select the Net Key you need
to share, select Json File for the sharing method and click on the export button to export the json file, the
Android version of the exported json file is saved in storage/emulated/0/TelinkBleMesh directory, and the
iOS version of the exported json file is shared through the iTunes file inside .
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Android export json file iOS export json file

< Share Export

network-2

< Share Export
network-2
Export mesh storage to json

1.Select at least one network key

2 Select destination

3Click EXPORT

Export mesh storage to json
1.Select at least one network key;
2.Select destination(JSON file or QRCode];
3Click EXPORT.

Select Net Keys
Select Net Keys
sl aardF s obCesEsss2 odkoroxiu o
(2] Default Net Key o e mesame 2025810635872
1D 0x00 index:0x0001
B D
ecunsecurs
O 81AC208C3C701FD7C9CE793F8BE7B203 3-11-16T07:44:322
2] SubNetKey 1
10 0x01

O 3604DC9241AEEB66DEIECTIEICITTID0
[£] SubNetKey2

10 0x02

O 617AC325EDIF4F4BFDS375A169DFIFAS

Select destination
QRCode (O
(® JSONFile (O
select action for : network-2 X
2Z] Show Detail > select action for: network-2 ®
Select destination
<: Share Export > @ Show Detail
|:| QRCode + Cloud Transfer JSON (D)
& share Export
< Switch To This Network > @ Json File @
& Switch To This Network

Figure 33.60: Android & iOS export json file

(2) Export by QR Code

At Network List interface, click on a shared Network and select Share Export, select the Net Key to be
shared, select QRCode for the sharing method and click on the export button to display the json information
in the form of QR code (the QR code has a time limit and will expire after 300 seconds).

< Sharcte Ei(_[;ort < Share-QRCode

Export mesh storage to json
1.Select at least one network key
2.Select destination
3.Click EXPORT

Select Net Keys

(2] Default Net Key

0 0x00

O 81AC208C3C701FD7CICET93F8BETB203 =
2] Sub NetKey 1 L] I

0 0x01

O 3604DC9241AEE866DE96CTIEICIT79DO

(2] Sub NetKey 2

ID 0x02

OF 617AC325ED9F4F48FD6375A169DFIFAS

Select destination
® QRCode © |
JSON File (O
select action for : network-2 X
23] Show Detail >
QR-Code available in 300 seconds
«  Share Export >
«  Switch To This Network >

DELETE
EXPORT

Figure 33.61: Android QR code export
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< Sgeaéif S < QRCode + Cloud

Export mesh storage to json
1.Select at least one network key;
2.Select destination(JSON file or QRCode);
3.Click EXPORT.

Select Net Keys

name:Default Netkey _ index:0x0000

phase:0 _minSecurity:secure
timestamp:2023-11-13T06:53:162

name:netkeyl  index:0x0001
oh [

QR_Code available in 298 seconds.

select action for: Default Mesh ®
Select destination

[Z@) show etail

& share Export QRCode + Cloud Transfer JSON (D)

& switch To This Network D Json File @)
EXPORT
DELETE
—

Figure 33.62: iOS QR code export

33.6.1.3 Switch To This Network

Click the specified Network to select Switch to this network to switch to the selected Network (the blue box

synchronizes the switch to the specified Network).
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select action for : network-2

23] Show Detail
«  Share Export

> Switch To This Network

DELETE

v

v

v

< Network List +

Name

Default Mesh

uuiD
f584552f-7e78-558a-02c9-b8bf1e70fcd0
Timestamp

2023-11-13T10:07:49+08:00

Name

network-1

uuiD
2a7a94e4-e15a-7850-a483-13a3c3bbffc1
Timestamp

2023-11-15T14:14:23+08:00

Name

network-2

uuiD
9df75bff-dc8d-3f20-3b91-b7a6b0021205
Timestamp

2023-11-15T14:14:36+08:00

REMOVE ALL

Figure 33.63: Switch to this network

33.6.1.4 Import mesh

Click the Import button at the bottom right of the Network List interface to import a network.
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< Network List +

Name

Default Mesh

uuID
f584552f-7e78-558a-02c9-b8bf1e70fcd0
Timestamp

2023-11-13T10:07:49+08:00

Name

network-1

UuID
2a7a%94e4-e15a-7850-a483-13a3c3bbffc1
Timestamp

2023-11-15T14:14:23+08:00

Name

network-2

UuID
9df75bff-dc8d-3f20-3b91-b7a6b0021205
Timestamp

2023-11-15T14:14:36+08:00

REMOVE ALL

Figure 33.64: Network list interface import button

(1) Import by Json File
Android APP:

At Network List interface, click the Import button in the lower right corner, Select source to choose Json
File, Select File to choose the json file to be imported, select the json file, Preview button to preview the
information of the json file, Import button to import Network, after successful import, return to Network List
interface by default pop-up asking whether to switch to the just imported Network, according to the need
not to switch or switch (the previous Network will be retained), you can also set the import automatically
switches to the imported Network, the setting path: APP Home - Setting in the right bottom corner -
Settings - Share Import Complete Action in the lower right corner, select Auto Switch.
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< Share Import
Import mesh storage from json

1.Select source
2.If the selected source is JSON file, select the target file

3.Click IMPORT 1 I t . f l
Selectzourcelay e oS
QRCode %
(® JSON File
/storage/emulated/0/AAAA/
mesh-2023-71-76-745734,540./50!7/
2. selectthejson
file to inport
4. import network

3. preview
json file

File selecteX: /storage/emulated/f AAAA/
mesh-2023-Y1-16-145734.540,

iOS APP:

< JsonPreview

{ "id": "nttp://www.bluetooth.com
/specifications/assigned- numbers/mesh
fproﬂ\s/cdb schema]son# "scenes": [ 1,
“version”: "1.0.0", "networkExclusions": [ 1,
"nodes":[ { “secureNetworkBeacon"
true, "deviceKey":
"528F40EE991D898DADFBF71DB73B7120",
"unicastAddress" : "0001",

“elements": [ { "models” :
[ { “modelld” :
"0000", "pind" : [ 0 1,
"subscribe” : [ 1 L

"modelld" : "0001", "bind" :
[ 0 ], “subscribe’:
[ ] } 1, “name"”

"Primary Element", "location” : "0000",
"index" : 0 } 1, ‘configComplete":
false, "networkTransmit" : { “count" :

5, “interval":30 }, ‘“relayRetransmit":
{ “count”: 5, "interval": 30 3
"defaultTTL": 10,  "vid":"0100", ‘“cid":
"0211",  ‘netKeys':[  { “index" :

0, "updated” : false Yol

appKeys H { “index" :

0, "updated" : false } 1, "uuiD":

‘\A99B735 EF7B- 3471 FEOC-31686B73756D",

"security" : "secure”,  "crpl":"0100",

"excluded" : false,  "pid":"0100",

“features" : { “proxy": 2, “friend" :

0, "relay": 2, “lowPower" :

2 '}, ‘"name":"Telink iOS provisioner
node" }, { ‘"secureNetworkBeacon":

true, ‘"deviceKey":
"4B71131A1787000EASED42F74670D41B",
"unicastAddress" : "0002",  "elements" :

[ “index" : 0, “location" : "0000".

Irovlsmn !o!e:

@ normal(selectable)
normal(auto)
remote provision

fast provision

Enable subscription level service
model ID

Extend Bearer Mode
(® No Extend
Extend GATT Only
Extend GATT & ADV

Warning

share import success, switch to

the new mesh?
CANCEL  CONFIRM

Use No-OOB automatically [ )

Share Import Complete Action
(® Manual Switch(Default)
Auto Switch

Online Status: DISABLED

RESET SETTINGS

Figure 33.65: Android json file import

Put the json file into TelinkSigMesh APP through iTunes, click import button in the lower right corner of
Network List interface, select the json file inside the select sorce, click Import button to select the json file to
be imported, click import, a prompt box will pop up to indicate whether to import the json data or not, clicking
cancel not to import network, clicking confirm to import network. After importing network, the default
popup will ask whether to switch to the just-imported network, you can not switch or switch according to
your needs (the previous network will be retained), you can also set the network to automatically switch
to the imported network after importing, the setting path: APP home page - Setting in the right bottom
corner - Settings - Share Import Complete Action and select Auto Switch.

< SIS < i < Sharemeort

Import mesh storage to Json
1.Select source(JSON file or QRCode);
21 e selectd soure s JSON i, select the target il
3.Click IMPORT.

1. selectjson file

2. import

[ Wl aRcode + Cloud Transter Jsoff @

JsonFile D

mesh-2023 json (]

222json (&)

3. selectthejson
file to inport

4. import

Import mesh storage to json
1.Select source(JSON file or QRCode);
2.If the selectd source is JSON file, select the target file;
3Click IMPORT.

remote provision

fast provision

Enable subscription level service model 1D ()

Extend Bearer Mode o

@Ne Extend

Extend GATT Only

Warning

Mesh JSON receive complete,
import data?

Extend GATT & ADV

Use No-OOB Automatically (o)

Cancel Confirm

hare Import Complete Action o

Manual Switch(Default)

(@) Auto switch
Select source Online Status: DISABLED [0}
D QRCode + Cloud Transfer JSON ()

Directed Security o

JsoNFile D

IMPORT RESET SETTINGS

Figure 33.66: iOS json file import
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(2) Import by QRCode

Android APP:

At Network List interface, click on the lower right corner of the import button, Select source choose QRCode,
click Import button, scan the QR code of the other party’s shared Network, it will pop up whether to import
Network, after the import is successful, the default automatic pop-up whether to switch to the just imported
Network, not switch or switch according to the needs (the previous Network will be retained), you can also
set the import automatically switch to the imported Network, set the path: APP home page - Settings in
the right bottom corner - Setting - Share Import Complete Action, choose Auto Switch.

QRCodeScan

< Share Import

Import mesh storage from json
1.Select source
2.If the selected source is JSON file, select the target file
3Click IMPORT

Select source
@® QRCode (O

JSON File (O

Figure 33.67: Android QR code import network interface

< Share Import

Import mesh storage to json
1.Select source(JSON file or QRCode);
211 the selectd source is JSON fle, select the target fle;
3.Click IMPORT.

QRCode + BLE Transfer

Select source

Put the QR code into the box, and it
can be automatically scanned

/| arcode + Cloud Transter 5soN @

D Json File O

IMPORT

Warning
Mesh JSON receive complete,
import data?

CANCEL  CONFIRM

< Share Import

Import mesh storage to json
1.Select source(JSON file or QRCode);
2.If the selectd source is JSON file, select the target file;
3Click IMPORT.

Warning

Mesh JSON receive complete,
import data?

Cancel Confirm

Select source

QRCode + Cloud Transfer JSON (D)
D JsoNFile (D

IMPORT

Figure 33.68: iOS QR code import network interface

Warning
share import success, switch to
the new mesh?

CANCEL  CONFIRM

< Share Import

Import mesh storage to json
1.Select source(JSON file or QRCode);
2.1 the selectd source is JSON file, select the target file;
3.Click IMPORT.

Warning
Share import success, switch to the

Cancel Confirm
Select source
QRCode + Cloud Transfer JSON ()
D JsoNFile ()
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33.6.1.5 Delete Network

At Network List interface, click to select the network to be deleted, select DELETE, a prompt box will pop
up whether to delete the network, you can delete the network according to the need, need to pay attention
to is the current network can not be deleted, you can switch to other network and then delete it.

Warning
Delete Mesh Network?

CANCEL  CONFIRM

select action for : network-1 X select action for : network-1 X

23] Show Detail

v

2%] Show Detail

v

«  Share Export

v

«  Share Export

v

< Switch To This Network

DELETE

v

o

v

can not delete current mesh network

DELETE

Figure 33.69: Delete the network interface

33.6.1.6 Clear All Network

At Network List, click Remove All at the bottom to clear all Networks.
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Before Remove during Remove the process After Remove
< Network List Network List +
Name Name
Default Mesh Default Mesh

uuID
151F2796-166A-315F-A6EA-B37AD337100
7

uuID
1588d2af-cc25-69d0-12b4-15f059a34d76
Timestamp

2023-11-17T16:43:25+08:00

Timestamp

2023-11-13T06:53:16Z

Name

network-1

uuID

1242a0ae-5edd-35f6-ed81-05749883f693 Warning

Timestamp

2023-11-17T16:27:00+08:00 remove all and create a new
mesh?

Name CANCEL  CONFIRM

network-2

uuID
05cf6676-da1f-f2a1-0f3d-1c85629b5cbb
Timestamp

2023-11-17T16:27:07+08:00

REMOVE ALL REMOVE ALL

Figure 33.70: Clear all network interface

33.6.2 O0OB Database

The OOB Database is used for the App to find the corresponding Auth Value of the device when the device
supports static-oob method for provisioning.

When the App is looking for Auth Value, it will use deviceUUID as the key to look up the table from database.
If writes OOB data to the the device, you need to enter the corresponding UUID and OOB data in APP in
order to normalize networking, and vice versa, the networking will fail.

Currently it supports 16-bit and 32-bit OOB data, which can be written at flash location 77800 as needed.

33.6.2.1 Add an OOB Database Manually

At OOB List interface, click the + sign in the upper right corner and select Manual input to enter UUID and
OOB data.

The UUID and OOB queries are as follows:

OOB: Burn 8258 mesh, 8269 mesh, 8278 mesh and other projects, write 16 or 32 bit OOB data at location
77800.

UUID: The device to be networked state with the universal light blue APP to view the device’s UUID, specific
operation: APP scans the device that needs to obtain the UUID (shown as below) - view the Complete list
of 16-bit Service UUID, the yellow area in the figure is UUID.
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OOB list interface Add OOBinterface Device waiting for networking  Complete list of 16-bit service uuid
........... ——r Raw data:
. oL R A0 previiaire e e e

BrEdrNotSupported
Complete list of 16-bit Service UUIDs: 0x1827

UUID: 0x |nput 16 bytes uuid Hags: GeneralD I 00102030405060708090A08

Mesh Beacon Detail
0O0B : Ox input 16 or 32 bytes oob Beacon type: Unprovisioned Device (0x00) LEN. [TYPE VALUE
vuip: 2 lox01 ox06

6dcced07-51a9-c336-ab55-555555666666 <] [0x03 0x2718
008 information: Not present 21 0x16 0x27186DCCED0751A9C336AB5555
Manufacturer data (Bluetooth Core 4.1)

e ey 30 OXFF [0x110255555566666655550000000
< 708090A/
0000000102030405060708090A08 o8 '

Figure 33.71: Add OOB database manually

33.6.2.2 Import OOB Database via Txt File

Create a new txt document - enter 16 bytes UUID, an empty space to enter 16 or 32 bytes of OOB data and
save — at OOB List interface click on the upper-right corner of the + sign to select import from file - select
the txt file just saved.

// default sample: device uuid + oob(sample MAC: AA 55 55 66 66 66)

6DCCEDO751A9C336AB55AA5555666666 11111111222222223333333344444444 16 bytes of OOB data
6DCCEDOT51A9C336AB55AA5555666666 1111111122222222333333334444444411111111222222223333333344444444 32 bytes of 00D data

Figure 33.72: OOB data in TXT format

33.6.2.3 Delete O0OB Database

Long press one of the OOB data to delete the OOB data individually, and click the trash can button in the
upper right corner to empty all OOB data.

< OOB List B +

UUID: 75626D74CA461336BD99105522885522
00B: 11111111222222223333333344444444
(2021-01-12 12:02:32 - from file)

UuID: T1111111111111111111111111111111
00B :22222222222222222222222222222222
(2021-01-12 13:42:33 - manual input)

UUID: 33333333333333333333333333333333

OOB : 44444444444444444444444444444444
(2021-01-12 13:43:10 - manual input)

Figure 33.73: OOB List, delete OOB data

33.6.2.4 Use No-OOB Automatically

Use No-OOB Automatically can be added to devices that have OOB data written at the 77800 location but
not recorded in the APP (provided that the ENABLE_NO_OOB_IN_STATIC_OOB macro is turned on, and the
Use No-OOB Automatically switch is turned on in the APP home page - setting - settings).
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33.6.3 Root Cert

When networking, the certificate is verified to determine whether the device is allowed to join the mesh
network. When the certificate passes, the network will be successful, but if it does not pass, the network
will fail and prompt certificate recordcheck error.

33.6.3.1 Networking by Default Certificate

The V4.1.0.0 version APP comes with a default certificate, when the device uses the default certificate to
group the network, it will use the current effective default certificate for verification, you can check it in
APP home page - Setting - Root Cert.

< Cert List [ ] ar 4 Root Certificate o
Last select name:Default Root Certificate
pubKey: EC Public Key
[80:8e:e8:91:9¢:7b:94:2f.e7:9d:2a:68:3c:fb root.der O
‘b3:4e:47:76:56:a3]
X:

41dbf54a701efafc88d34a7233c383a640
6f815ae7ba9d52bb4625a123036995
Y:

B;} 95a3b139d35eedc1e65e33¢c128a69ab0d
037bfff?85aa23a62h3218baeb17e3f
Time-NotBefore:Wed Oct 11 14:00:48
GMT+08:00 2023
Time-NotAfter:Sat Oct 08 14:00:48
GMT+08:00 2033
Alg:SHA256WITHECDSA
(Default)

Figure 33.74: Android & iOS cert list interface

Preset conditions:
(1) In the mesh_config.h file turn on the CERTIFY_BASE_ENABLE macro;

(2) The CERT_TYPE in the certify_base_crypto.c file is set to CERTIFY_OOB_BY_DEFAULT_CERT (as shown
in the figure below), and the firmware is compiled and burned into the device.

[H mesh_config.h 2
B #define CERTIFY BASE ENABLE 1
$else
$if MI API ENABLE
B #define CERTIFY BASE ENABLE [}
$else
§ #define CERTIFY BASE ENABLE

Figure 33.75: Open CERTIFY_BASE_ENABLE
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[8 mesh_config.h | id certify_base_crypto.c 3

#define CERTIFY OOB BY DEFAULT CERT 1 // use defaule certificate //check by the rootcert ,and it will not have the gob part
#define CERTIFY_0OB_BY READING FLASH 2 // reading certificate from flash.

#if WIN32 // sig mesh tool.exe

=~ #define CERTIFY TYPE CERIIFY OOB_BY DEFAULT CERT // must 1. because it is for sig mesh tool.exe
#else

§ fidefine CERTIFY TYPE CERTIFY OOB BY DEFAULT CERT
#endif

Figure 33.76: CERT_TYPE set to CERTIFY_OOB_BY_DEFAULT_CERT

Operation Steps:

Manual networking mode:

The certificate icon will be displayed on the upper left corner when the device networking that needs to
verify the certificate, and the network will be successfully after the certificate verification passes. If the
current device is equipped with other certificates, the APP is validated by other certificates, or the certificate
corresponding to the device is deleted, it will prompt that the verification fails: Provision - intermediate cert
verify fail.

Device Scan < Device Scan G
Selectable
ddress: 0x0002
E; address: 0x0002 Eb ouid-001BDC0B10210BOEDAOCO00BOEOAOC00
¥ uuid:001BDC0810210BOEOAOCO00BOEOAOCO0 T mMac:22:22:22:111:11:02
mac: 22:22:22:11:11:04 BOURND
Bind Success S
% address: [Unallocated]
> bind -- success & wuid:001BDC0810210BOEOAOCO00BOEOAOCOT

¥ mac:22:22:22:11:111:08

Provision Fail ADD

E; address: 0x0004
uuid:001BDC0810210BOEOAOCO00BOEOAOCOT
T mac: 22:22:22:11:11:06

Provision Fail

> provision -- intermediate cert verify fail

Figure 33.77: Android & iOS manual networking certify tips

Automatic Networking Mode

Compared to devices that do not verify certificates, the devices that need to verify certificates will display the
certificate icon in the upper left corner of the device when networking in the Device Scan (Auto) interface.
The networking will be successful after the certificate verification passes, while the verification fails will
prompt Provision - intermediate cert verify fail.
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DeVlget Scan Device Scan(Auto) (&
uto

3'0 dr:0x0002 3" adr:0x0002
g;} address: 0x0008 E;} address: 0x0008 S mac:22:22:22:11: S mac:22:22:22111
uuid:001BDC08102 uuid:001BDC08102 106 102
T0BOEOAOCO00BO 10BOEOAOCO00BO i .
@ Lo mac P Eonoco0 moc Bl alcialil
22:22:22:11:11:06 22:22:22:11:11:04
' adr:0x0004
intermediate cert Bind Success T MectiasnIk
verify fail
BOUND

address: 0x000A
uuid:0D63401D37E
46138BE970A1111
222222 - mac:
22:22:2211:11:0A

Time Publish Set
Success

Figure 33.78: Android & iOS auto-networking certify tips

33.6.3.2 Generate and Import New Certificate for Networking

Generate new certificate pre-conditions:

(1) The computer needs to be updated to the Iatest version of git and TortoseGit.

(2) In the mesh_config.h file, turn on the CERTIFY_BASE_ENABLE macro, and set the CERT_TYPE in the
certify_base_crypto.c file to CERTIFY_OOB_BY_READING_FLASH.

Generate a new certificate procedure:

(1) Right-click and select Open Git Bash here in the sdk_git_lab/tools/bash-certifybase directory.

(2) Type ./gen-root.bash - hit enter to generate the “root.der” certificate.

« v 4 « sdk git lab > tools > bash-certifybase > output-root v O
MINGW64:/e/sdk_git_lab/tools/bash-certifybase — [m] x 2R - e a8 sem S
| readme.txt 1KB
|| root.pem PEM 3z{% 1KB
| | root-csr.csr CSR Iz 1KB
a root-private.der Z2iEH 1KB
L] root-private.pem PEM 3Z{t 1KB

Figure 33.79: Generated “root.der” certificate
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(3) APP import root.der certificate

In Android version, import root.der certificate: at APP home page click Setting - root cert - click the upper
right corner of the + sign - select the root.der file.

Setting V4.1.0.0@RCO1

:— Manage Network N
" Switch, Create/Delete, Import/Export...

8 OOB Database N

used in static-oob provisioning

Root Cert 2 N

e-based provisioning

used in certi

Settings N
other settings...

Q [ b

= o 35 Setting

pubKey: EC Public Key
[80:8e:e8:9f:9¢:7b:94:2f:e J#:2a:68:3c:fbo
:b3:4e:47:76:56:a3]

X

41dbf54a701efafc88d34a7233c383a640
6f815ae7ba9d52bb4625a123036995

Y:
95a3b139d35eedc1e65e33c128a69ab0d
037bfff985aa23a62b3218baeb17e3f
Time-NotBefore:Wed Oct 11 14:00:48
GMT+08:00 2023
Time-NotAfter:Sat Oct 08 14:00:48
GMT+08:00 2033
Alg:SHA256WITHECDSA
(Default)

4

< select cert(.der) :

/storage/emulated/0/AAAA

root.der

Figure 33.80: Import root.der certificate for Android

Import root.der certificate for iOS version: in iOS system, it needs to put the root.der file into TelinkSigMesh
APP through iTunes, and then click Setting - Root Cert - Check the certificate file - Save (Note: you need
to save it after checking it to make it effective).
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Setting v4.1.0.0 < Root Certificate (0] Root Certificate

Last select name:Default Root Certificate Last select name:root.der

:— Manager Network
"7 Switch, Create/Delete, Import/Export... root.der

@ root.der 6
OOB Database 3
used in static-oob provisioning
Root Cert 2

used in certjimate-based provisioning

Settings
other settings...

How to import bin fil

prompt users on how to impdk¢ Bin files into the app. Hits

Change Root Certificate successful!

Get More Telink Apps
prompt users on how to obtain more Telink tool apps. Bone

1 /

Q ) &5 o SAVE

single Group Network Setting

Figure 33.81: Import root.der certificate for iOS

(4) Type ./gen-intermediate.bash - hit enter to generate the intermediate certificate
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MINGWeE4:/e/sdk_git_lab/tools/bash-certifybase - O x

ificate request self-signature ok
' C C 5T = Shan i, 0 = Telink-Semi, OU = Telink, CN = 001BIX
, emailAddress = support@telink-semi.com

Joutput-root HF

en-intermediate.bash
=, FF intermediateiF&. ..
=

EC key
writing EC key
t self-signature ok
rangHai, 0 = Telink-Semi, OU = Telink, CN = 001BDX
0, emailAddress = support@telink-semi.com

Figure 33.82: Generat intermediate certificates

(5) Edit UUID, CID, PID in gen-device.config
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[req]
prompt = no
distinguished name = req distinguished name

[req distinguished name]

H#Country

C=CN

H®State

ST=ShangHai

®Organization

0=Telink-Semi

HOrganization Unit

0U=Telink

®CN (common name) : use device uuid, CID(Company ID, big endianness), PID(Product ID, biz endianness) of unprovision node
ONS001BDCO8-1021-0BOE-0AOC—000BOEQAOCO1 BCID:0211 BPID:0001
HemailAddress

emailAddress=support@telink—semi. com

[v3_req]

authorityKeyIdentifier = keyvid

subjectKevIdentifier = hash

basicConstraints = CA:FALSE

keylUsage = Certificate Sign, CRL Sign

®TODO: static oob

®2. 2b. 234763379998062148653007332685657680359 = DER:31:7a:6f:16:58:44:72:74:15:10:33:62:ba:fb:c4:f1

certificatePolicies = eritical, @pol

[pol]
policyldentifier = 2.16.840.1.101.3.2.1.48.1

Figure 33.83: Change the UUID and the corresponding CID and PID

(6) Type ./gen-device.bash - hit enter to generate a 4K size “device.bin” device certificate.

EZll == #= == @
« v o « sdk_git lab > tools > bash-certifybase > output-device v O p
EIR e aH el HN
by © devicebin 2023/11/5 17:24 BIN St 4K8
#l device.der 20 SRR 1KB
7 device.pem 20 PEM Z#E 2k8
7 device-csr.csr 20 CSR 3zt 1KB
# device-private.der 20, e ans:] 1KB
7 device-private.pem 20 PEM Z#E 1K8
7 readme.txt AR 1KB
re ok
Telink-semi, 0
elink-
output-device §
/e/1.Firmuare,
=

Figure 33.84: Generate device certificate bin file

(7) Burn the device certificate “device.bin” to flash 78000 and use APP to network the device.

33.6.3.3 Switch Certify Base Certificates

Long press the specified certificate, select Set As ROOT Cert to switch to the certificate, the purple certificate
icon is the current effective certificate, gray is the saved but not effective certificate.
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select action at: 1

delete cert

set as ROOT cert

Android select cert

Cert List

pubKey: EC Public Key
[80:8e:e8:9f:9¢:7b:94:2f:e7:9d:2a:68:3c:fb
:b3:4e:47:76:56:a3]

X:
41dbf54a701efafc88d34a7233c383a640
6f815ae7ba9d52bb4625a123036995

Y:
95a3b139d35eedc1e65e33c128a69ab0d
037bfff985aa23a62b3218baeb17e3f
Time-NotBefore:Wed Oct 11 14:00:48
GMT+08:00 2023
Time-NotAfter:Sat Oct 08 14:00:48
GMT+08:00 2033
Alg:SHA256WITHECDSA
(Default)

pubKey: EC Public Key [88:37:7f:1d:c0:99:
ee:55:70:9c:cc:6¢:60:ba:65:f4:80:0d:fd:52]
X:
€4972a8cf5151da19febbas9d8edcsbesa
01cd0d2299d046d683d69d9440a9a2

Y:
d72e369d7250ab1dca2a5bcba3ec043ab
9e1328e89c394f8adbdc25cd028e41

33.6.3.4 Delete Certify Base Certificate

ios select cert

< Root Certificate (0)

Last select name:root.der

«

root-1.der

root-3.der

root-2.der

root-4.der

0O 00

Figure 33.85: Switch the certify base certificate interface

Long press the specified certificate and select Delete Cert to delete the certificate, and click the trash can
button in the upper right corner to clear all certificates.

33.6.4 Settings

In the Settings, we can process Enable Log, Enable Private Mode, Enable Provision Mode, Enable Subscription
Level Servicemodel Id, Extend Bearer Mode, Use No -Oob Automatically, Share Import Complete Action,

Online Status, Reset Settings.

Note: There are differences between Android and iOS, see below for details:
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Enable Private Mode(Default Bound)
Enable LOG [ ) ©
. Provision Mode:
Enable Private Mode(Default ©
Bound normal(selectable)
(® normal(auto)
Provision Mode:
remote provision
(® normal(selectable)
fast provision
normal(auto)
remote provision
Enable subscription level service model D (D
fast provision
Extend Bearer Mode [0}
Enable subscription level service
model ID (®nokextend
Extend GATT Only
Extend Bearer Mode
Extend GATT & ADV
(® No Extend
Extend GATT Only Use No-O0B Automatically o)
Extend GATT & ADV
Share Import Complete Action o
Use No-OOB automatically L ] (®) Manual switch(Defaut)
Auto Switch
Share Import Complete Action
(® Manual Switch(Default) Online Status: DISABLED o)
Auto Switch
Directed Security [0}

Online Status: DISABLED

RESET SETTINGS

Figure 33.86: Android & iOS Setting/Settings interface

33.6.4.1 Enable Log

Android APP:

Turn on Enable Log to record the log information when controlling the mesh, this item is turned off by
default, and can be turned on as needed (please refer to the section 2.5).

iOS APP:

There is no Log switch, the app turns on the Log function by default (please refer to the section 2.5).

33.6.4.2 Enable Privare Mode (Default Bound)

Enable Default Bound is the default binding mode, which needs to be supported by the device. In this
mode, the app key binding process can be completed only if the app key add is executed successfully, and
the device will automatically bind the app key to all the modes that need to be bound.

33.6.4.3 Provision Mode

In Provision Mode, the default setting is Normal (Selectable) manual networking mode (please refer to
section 1.1), Normal (Auto) automatic networking mode (please refer to section 1.2), remote provision and
fast provision, which can be turned on according to your needs, and the following is an introduction to
remote provision and fast provision.

(1) Remote Provision
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Remote provision is to add multi-hop range devices one by one when networking, able to add devices at a
longer distance, and with relay function.

Specific operation: Normal (selectable or auto) network a device that supports Remote Provision (i.e., open
the MD_REMOTE_PRQOV macro) - App home page click on the setting - settings - Select Remote Provision
in Provision Mode - Click the + sign on the home page of the app to carry out Remote Provision.

Note: Remote provision is turned off by default and requires the device to open the MD_REMOTE_PROV
macro.

(2) Fast Provison

In Fast provision batch networking mode, you can network multiple devices that are not networked within
the multi-hop range at the same time. The device key used is generated according to certain rules based
on the mac address and does not need to be assigned individually. Steps: App home page click on Setting
- Settings - Provision Mode and select Fast Provision - at APP home page click on the + sign for Fast
Provision.

Note: Fast provision is turned off by default and requires the device to open FAST_PROVISION_ENABLE
macro.
33.6.4.4 Enable Subscription Level Service model ID

Enable Subscription Level Servicemodel ID can support to enable the Level control function of the grouping,
you can control the Lum Level, Temp Level, Hue Level, Sat Level of the grouping individually. Before grouping
nodes, you need to turn on Extend SubscriptionLevel Service Model ID in APP Home - setting - settings (there
is @ note in section 3.2.3).

33.6.4.5 Enable DLE Mode Extend Bearer

Enable DLE Mode Extend Bearer is an option for sending long packets, requires device support. When
enabled, the maximum length of short packets at the access layer is changed from 11 to 225.

33.6.4.6 Online Status

Online Status allows you to check whether the current connected-only device supports the Online Status
function and report the status when the device status changes.

33.6.4.7 Reset Settings

Reset settings restores all options in the settings screen to their default state.
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34 Common API

This chapter introduces the commonly used APIs for mesh SDK development. For an introduction to the
parameters of the APIs listed in this chapter, please refer to the comments on the API functions in mesh
SDK.

34.1 Provisioning Callbacks
34.1.1 Provision Event Callback

34.1.1.1 void mesh_node_prov_event_callback(u8 evt_code)

This function is callback function for provision event of mesh node in each provision state.

34.1.1.2 u8 is_provision_success()

This function get whether the node is at provision success state.

34.1.1.3 rf_link_light_event_callback (u8 status)

This function is callback function to define LED indication event, such as how to do LED indication when
provision success.

34.1.2 Provisioning Message Handle

34.1.2.1 PB_ADV

void mesh_node_rc_data_dispatch(pro_PB_ADV *p_adv)

This function is for a unprovisioned device to be provisioned through PB_ADV bearer, and handle all
messages during provision flow.if a provison message need to be assembled, it was assembled in
mesh_provison_process() before.

34.1.2.2 PB_GATT

void dispatch_pb_gatt(u8 *p ,u8 len)

This function is for a unprovisioned device to be provisioned through PB_GATT bearer, and handle
all messages during provision flow.if a provison message need to be assembled, it was assembled in
pkt_pb_gatt_data() before.
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34.2 Proxy Server API

34.2.1 Provision Service

34.2.1.1 Int pb_gatt_Write (void *p)

This function server to process Proxy PDU of provision service from GATT master, such as cell phone.

34.2.2 Proxy Service

34.2.2.1 Int proxy_gatt_Write(void *p)

This function server to process Proxy PDU of proxy service from GATT master, such as cell phone.

34.3 Configuration Callbacks API

This section introduce APIs of all opcodes of configuration server and client model.

Most of them are located within config_model.c. and processing callback function when receiving a opcode
are defined by mesh_cmd_sig_func[].cb.

Take opcode of *APPKEY_ADD" for example:

34.3.1 Int mesh_cmd_sig_cfg_appkey_set()

* @brief This function will be called when receive the opcode of "Config AppKey Add"
* @param[in] par - parameter of this message
* @param[in] par_len - parameter length
* @param[in] cb_par - parameters output by callback function which handle the opcode
< received.
* @return 0: success; others: error code of tx_errno_e
* @note

int mesh_cmd_sig_cfg_appkey_set(u8 *par, int par_len, mesh_cb_fun_par_t *cb_par)

34.4 model_enable

This section introduce APIs of all opcodes of other SIG server and client model.

all processing callback function when receiving a opcode are defined by mesh_cmd_sig_func[].cb.

34.4.1 MD_SAR_EN

SAR Configuration Server model and client model. SAR means segmentation and reassembly.
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34.4.2 MD_ON_DEMAND_PROXY_EN

On Demand Private Proxy Server model and client model.

34.4.3 MD_OP_AGG_EN

Opcodes Aggregator Server model and client model.

34.4.4 MD_LARGE_CPS_EN

Large Composition Data Server model and client model.

34.4.5 MD_SOLI_PDU_RPL_EN

Solicitation PDU RPL Configuration Server model and client model. RPL means Replay Protection List.

34.4.6 MD_DF_CFG_SERVER_EN and MD_DF_CFG_CLIENT_EN

directed forwarding server model and client model.

34.4.7 MD_SBR_CFG_SERVER_EN and MD_SBR_CFG_CLIENT_EN

subnet bridge server model and client model.

34.4.8 MD_REMOTE_PROV

Remote Provisioning Server model and client model.

34.4.9 MD_PRIVACY_BEA

Mesh Private Beacon Server model and client model

34.4.10 MD_BATTERY_EN

Generic Battery Server and client model

34.4.11 MD_LOCATION_EN

Generic Location Server and client model
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34.4.12 MD_LEVEL_EN

Generic Level Server and client model

34.4.13 MD_DEF_TRANSIT_TIME_EN

Generic Default Transition Time Server and client model

34.4.14 MD_POWER_ONOFF_EN

Generic Power OnOff Server model and client model

34.4.15 MD_SCENE_EN

Scene Server and client model

34.4.16 MD_TIME_EN

Time Server model and client model

34.4.17 MD_SCHEDULE_EN

Scheduler Server model and client model

34.4.18 MD_SENSOR_EN

Sensor Server model and client model

34.4.19 MD_MESH_OTA_EN

device firmware update Server model and client model

Mesh Binary Large Object Transfer Server model and client model

34.4.20 MD_LIGHTNESS_EN

Light Lightness Server model and client model

34.4.21 MD_LIGHT_CONTROL_EN

Lighting control models model and client model
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34.4.22 LIGHT_TYPE_CT_EN

Light CTL Server model and client model

34.4.23 LIGHT_TYPE_HSL_EN

Light HSL Server model and client model

34.4.24 LIGHT_TYPE_XYL

Light xyL Server model and client model

34.4.25 LIGHT_TYPE_POWER

Generic Power Level Server model and client model

34.4.26 MD_PROPERTY_EN

Generic User Property Server model and client model
Generic Admin Property Server model and client model
Generic Manufacturer Property Server model and client model

Generic Client Property Server model and client model

34.5 Light CT and RGB PWM Output API

34.5.1 Void light_dim_refresh(int idx)

Refresh the light status once the current lightness, CT and HSL, etc is changed, include during transition
process.

In this function, user can get the lightness and CT, HSL, etc, and then user can redefine how to driver PWM
output which is depend on hardware, if it is needed.

34.6 Vendor Model Client and Server API

This section introduce APIs of all opcodes of other Vendor server and client model.
all processing callback function when receiving a opcode are defined by mesh_cmd_vd_func[].cb.

VENDOR_OP_MODE_SEL is set to VENDOR_OP_MODE_DEFAULT as default. Include model of VEN-
DOR_MD_LIGHT_S which is server model and VENDOR_MD_LIGHT_C which is client model
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34.7 Firmware Update and Blob Transfer API

This section introduce APIs of all opcodes of firmware update and blob transfer server and client model.
all processing callback function when receiving a opcode are defined by mesh_cmd_sig_func[].cb.

And they are enable by set MD_MESH_OTA_EN to 1.
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35 QA

This section contains some frequently asked questions.
Q1. Where is the callback for successful networking?

Inside the LED indication callback function rf_link_light_event_callback(),use the LGT_CMD_SET_MESH_INFO
branch. LGT_CMD_SET_MESH_INFO which is the same as LGT_CMD_PROV_SUC_EVE, indicates the flashing
event on the light node side, after the provision is successful.

Q2. How to determine if a node is in a provision success state?

is_provision_success(); Returns 1 to indicate that the app has been provisioned. Note that this refers to the
provisioning process, not include the subsequent app key add and key bind processes.

There is no single way to judge the completion of a key bind that is applicable to all scenarios. This is because
logically, it is not necessary to perform app key add and key bind immediately after the app networking
process. If we take our app process as an example, after the app networking process is completed, app key
add and key bind will be performed immediately after the app key add and key bind, and at this point, we
can judge node_binding_tick inside main_loop() as follows. tick, as shown below:

void main_loop ()

{
if(is_provision_success() && node_binding_tick && clock_time_exceed(node_binding_tick,
< 3*%1000%1000)){
// key bind success here
}
}

LPN is the judgement by the above logic.
Q3. Can | use the group number as the destination address when deleting or kicking out nodes?

To remove a device from the network, it is necessary to kick out one by one. The reason is that kick out
sends the command “NODE_RESET”, which belongs to the configuration model and requires device key to
encryption and decryption, and the device key of each node is not the same, so there is no way to send the
command using multicast, unless the client customises the vendor command to do the remove action.

Q4. Do 16k and 32k retention need to switch cstartup.S and boot.link files?
Not required. See the “Startup file cstartup.s and link file boot.link” section for more information.

Q5. After grouping the onoff model of a node and sending onoff set or lightness set command to the
destination address 0xc000, the node is controlled normally but the vendor command is not, what is
the reason?

See “Grouping Features and Share-modell” section for a detailed description of the theory analysis.

The Ul operation of the sig_mesh_tool.exe only sends “Config Model Subscription Add” to the onoff model
by default, so we need to send Subscription Add to the vendor model via INI, etc. in addition to the onoff

AN-17120400-E7 452 Ver1.6.0



i Telink
Telink SIG Mesh SDK Developer Handbook

model. If you want to add private practices, such as sharing the group number between onoff model and
vendor model, you can turn on SHARE_ALL_LIGHT_STATE_MODEL_EN. See the code for this macro.

Q6. What is the reason for the error “get ut tx buffer failed: tx segment busy” when sending long
packets (segment) continuously?

When a long packet is sent, it needs to be segment. If the destination address is a unicast address, after
sending all the sub-packets, you need to wait for the receiver to reply block Ack to see if all the segment
packets have been received, and if not, the missing packet will be retransmited. Until the other party has
finished receiving or exceeded the maximum number of retransmissions.

Currently, the SDK only supports one state machine to manage the segment process, so when the previous
segment sends a long packet without completing it, the send packet function sends a long packet again,
and it will report an error “get ut tx buffer failed: tx segment busy”.

Even if the destination address is @ multicast address, you need to wait until all the sub-packets have been
sent before you are allowed to send the next long packet. Because the process of sending packets is to
send a packet first, and when the packet is finished (about 200ms), then send the next packet, until all the
packets are sent, then the segment busy will be cleared to zero. The reason why we don’t continuously
press the packets into the send fifo is that our tx buffer is not set that big, and if we continuously press it,
the buffer will probably be insufficient to cause an error.

The suggested solution is to judge the return value of the send packet function, if it is not O, wait for some
time before sending, or call is_busy_mesh_tx_cmd() before sending to judge if it is currently in busy state.
Or enable the private extended broadcast packet mode, see “Telink Customized Mode for Sending Mesh
Messages via Extended Broadcast Package extend_adv” for details.

Q7. How to get the rssi of the current message?

In @ message callback function, such as mesh_cmd_sig_g_onoff_set(), to read the global variable rssi_pkt
to get rssi of the current message, which is assigned a value before calling app_event_handler().

Q8. How to get the ttl of the current message?

In @ message callback function, such as mesh_cmd_sig_g_onoff_set(), to read cb_par->p_nw.ttl to get the
ttl of the current message.

Q9. Do the step resolution and number of steps in the transition time commands, such as on/off
command, define the amount of change each time the light fades?

No, Transition Time just defines how long it takes for the light to finish changing. The amount of
each transition is customised by the hardware, if you need to change it, just change the value of
LIGHT_ADJUST_INTERVAL.

Q10. Why add AS_PWM_SECOND type inside driver?

In the mesh SDK, the PWM property only retains AS_PWM and adds AS_PWM_SECOND, because we hope
that when the customer modifies the PWM port of the light to another 10 port, the customer only needs to
modify the GPIO, and the rest is done automatically by the code, no need to configure the PWM ID, invert
property and so on.

Since some pins support two PWM IDs, such as GPIO_PC1, GPIO_PC4, GPIO_PC5 of B85m. Therefore, when
customers configure the PWM attribute in mesh SDK, they need to check the GPIO table in the datasheet,
if the GPIO does not belong to one of these 3 pins, then all of them will be set to AS_PWM, because all of
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them have only one PWM index for use. If the GPIO belongs to one of these three, then if you select the first
PWM index, then set it to AS_PWM, if you select the second PWM index, then set it to AS_PWM_SECOND.

Q11. Which compilation option should | choose for low-power devices?

For lower power product, if you want to only receive commands during the provision process or during
receive mode which is actively entered, and other times just need to send command, it is recommended to
use the 8258_mesh_Switch compilation option.

If you want to receive data at irregular intervals, i.e. another node may send data from time to time and
require a low-power node to receive the data, then you need to use the LPN mode defined in the SIG mesh
spec, which corresponds to the compilation option 8258_mesh_LPN, and which requires a Friend node.
You can also consider the private spirit LPN compilation option, which does not require a Friend node, but
requires that the sender sends commands continuously for 1 second at short intervals. This is because spirit
LPNs wake up periodically for a short period of time to receive data. The power consumption is higher than
standard mesh LPN. For details, please refer to Spirit LPN.

Q12. Suggested improvement for flash over 192KB?

When the firmware is optimised and still exceeds 192KB, the first recommendation is to replace the chip
with a flash of 1MB.

If you don’t want to change it, and you don’t exceed it by much, say a dozen k sizes, you can consider the
following optimisation directions at this point:

« Rearrange the flash map and remove the parameter areas corresponding to some unused functions
(but evaluate whether they will be used later), such as FLASH_ADR_MD_TIME_SCHEDULE, which is not
used by default. FLASH_ADR_MD_LIGHT_LC, FLASH_ADR_MD_SENSOR, FLASH_ADR_MD_LIGHT_HSL,
FLASH_ADR_MD_PROPERTY(FLASH_ADR_MD_DF_SBR), FLASH_ADR_MD_G_POWER_ONOFF,
FLASH_ADR_MD_SCENE, FLASH_ADR_MESH_TYPE_FLAG, FLASH_ADR_MD_MESH_OTA, FLASH_ADR_MD_MISC_P/

« The md5 algorithm for removing device uuid, the specific function is uuid_create_md5_from_name of
uuid_create_by_mac(), which is about 2k.

Note:

After rearranging the flash, you need to modify FW_SIZE_MAX_K and check if factory_reset() needs
to be adjusted.

Q13. How do we get a node’s provisioning information?

The provisioning information mainly contains netkey, device key, appkey, iv index, unicast address, which
includes:

typedef struct{

u8 net_work_key[16];

ulé6 key_index;

union{
mesh_ctl_fri_update_flag_t prov_flags;
u8 flags;

I

u8 1iv_1index[4];

ulé unicast_address;
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u8 device_key[16];

u8 app_key[16];

We can get netkey, device key, appkey from variable mesh_key; get iv index from iv_cur in iv_idx_st; get
unicast address from ele_adr_primary.

Q14. How do we send a customized advertise packet?

To send a customized advertise packet, you can change the data where p points to in the gatt_adv_prepare_handler
function, such as pre_set_beacon_to_adv(), which returns 1 to send, or returns O indicating of no data to
send.

Q15. Why is the maximum number of schedulers 16?

Because the index field size of Scheduler in mesh model spec occupy only four bits, so the maximum number
of schedulers is 16. Please refer mesh_model_spec for details, such as section 5.2.3.4 of “"MshMDL_v1.1.pdf".
Note that each node supports 16 schedulers, rather than the entire mesh network having only 16 schedulers,
so it is also sufficient.

Q16. How do we delete scheduler?

The scheduler can be removed by sending the Scheduler Action Set command and setting the action field
of the Scheduler to SCHD_ACTION_NONE which is OxOF.

typedef struct{

u64 valid_flag_or_1idx : 4 // flag: when save; 1index: in message
u64 year 7

u64 month : 125

u64 day 5;

ué64 hour 5;

u64 minute 6;

u64 second . 6;

u64 week 7; // bitO® means monday,

u64 action 4;

u64 trans_t 8; // transition time

ulé scene_id;
u8 rand_hour;
u8 rand_min;
u8 rand_sec;
u8 rsv;
}scheduler_t;
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