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1 SDK 748

Telink BLE Multiple Connection SDK(ZZ{RINFEIEF %1E# SDK) IRIHETF B8s5m &R 5 B91 R MCU BY
BLE ZEENANSENE, AR OUELEM EFEZB NN ERER,

W SDK ABEAE—, 2 FIFRA Telink B85Sm BLE Multiple Connection SDK #1 Telink B91 BLE Multiple
Connection SDK, AN TARIIER —E&EF—RBIHE, S#1TIHAE,

BRT BLE Stack #§43, Telink BLE Multiple Connection SDK FRELfIThEERRSR (Eb¥0 Flash. BYfH. GPIO. IR %)
#B#0 Telink BLE Single Connection SDK @—# M, AT BEXLEERNEENA, EHAFRNESITFXRY
Telink BLE Single Connection SDK Handbook. ASXISTEEEE —MERHNANE SRR HALFIRRES
#0 Telink BLE Single Connection SDK Handbook 5t —%, MIA—EBHSIFANBERTEME,

FEHAEM Telink BLE Single Connection SDK handbook B#E (s Handbook $5#%, BILFTF):
« Telink B85m BLE Single Connection SDK Handbook

» Telink B91 BLE Signle Connection SDK Handbooko,

Telink BLE Multiple Connection SDK R Mulitple 6% (KFZHF 1) Master 5 Slave fAaH7F, thiNES
[EIBES 4 I Master #l 3 4 Slave (f&#F M4S3),

AR
XLFREHEM A IS EEH S ENA GRS,
1.1 &M IC Y48
Telink BLE Multiple Connection SDK iZRIITFJ/IMELSH MCU, B85m &5 (8253/8258/8273/8278) #l BI1
5, E1ZiEH Flash size f SRAM size F—#£, WITFAR. BEIBEFERAFRFE MCU BY, EREFERRR

bootloader X4 (bootloader X47E1.3 TiftfE) o

Table 1.1: MCU ZRIER

MCU Flash size SRAM size

8253 512 KB 48 KB

8258 512 KB/ 1MB 64 KB

8273 512 KB 64 KB

8278 1 MB 64 KB

B91 1MB/2MB 128 KB + 128 KB

1.2 BRELAASEN

Telink BLE Multiple Connection SDK #4229 8FEN FEH BLE Stack FEE53 .

AN-22063001-C1 13 Ver1.0.0
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1.2.1 X¥&EH

£ IDE HF A\ Telink BLE Multiple Connection SDK f&, ERMIXHARLEWIMTEMRTR (LA Telink B85m
BLE Multiple Connection SDK 7ffl) . TREXH43KE 8 4~ algorithm, application, boot, common, drivers,
proj_lib, stack, vendor,

B #TE IDE: B85m ZFI{EF Telink IDE, B91 Z&%I{ER Andes Telink_DRS,

v == b85m ble sdk
il Includes
(= algorithm
= application
= boot
(= common
= drivers
= proj_lib
[ stack

= vendor

lh| config.h

|5 div_mod.5

lh| drivers.h

lh| tl_common.h
boot.link

= sdk version.txt

Figure 1.1: SDK {4514

algorithm: EHE—EBANEE, M ses_ccmo AZHMEAMNAY C XHFWEEEEX M, RBXLAIK
XfFo

application: RMH—LEBEARIMNAIERER, W print. keyboard 2.

boot: &t MCU Y software bootloader, Bl MCU LEB/Z5hE, deep sleep MEEGRYC IR, NfEHE C
BRI THER.

common: RE—LBANEFEMIRRE, MAFLIBRH. FRBUMBREE,

drivers: 12fit MCU JM&IFEIFER, %A Clock. Flash. 12C. USB. GPIO. UART %,

proj_lib: 7FIX SDK BITFRARMENX M. BLE thiltk. RF IXEh. PM IRKEpFEN(H, WEREEXMHF,
stack: 77K BLE WSURAERIV M, IRXHWEEREXGE@E, MFAPRE R,

vendor: AT 7FiK demo code HEAF BZH codes

AN-22063001-C1 14 Ver1.0.0
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Telink B85m BLE Multiple Connection SDK 27T 6 4 demo, 4352 b85m_demo. b85m_controller,
b85m_feature. b85m_m1sl. b85m_master_dongle. b85m_slave, X%t demo LF27E vendor X#H*E T,
W TEFfR.

b85m_m1s1 #1 b85m_slave z#F suspend mode 1 deepsleep retention mode, E& demo X#F suspend
mode, A3#F deepsleep retention modes

v (= vendor
» [~ b85m demo
» = common

» [~ b85m controller

» = b85m feature

» = b85m _milsl

» [~ b85m_master dongle

» = b85m slave

Figure 1.2: B85m Z1%#% SDK B Demo T 7%

Telink B91 BLE Multiple Connection SDK 1227 5 4> demo, %35! B91_demo. B91_controller. B91_feature.
B91_master_dongle. B91_slave, X% demo T#E7E vendor XHE T, W TEFIT.

B91_slave BRIAEZE 3% suspend mode # deepsleep retention mode, 5 demo BAIABRE 235 suspend
mode, WRFLZIF deepsleep retention mode IEEE BI1_slaves

v (= vendor
> = B91 demo
» = common
» % B9 _controller
(2% B91 feature
891 _master dongle
% B9 slave

e B B
_
-
M L,

Figure 1.3: B91 Zi%#% SDK # Demo T#2

LA b85m_demo HAFIFRIHEE demo XHELEM, XHEMK TEFRR:

AN-22063001-C1 15 Ver1.0.0
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v (= bB5m_demo
> app_att.c
app_att.h
app_buffer.c
app_buffer.h
app_config.h
app_ul.c
app_ui.h
app.c
app.h

main.c

W %W %W %W %W %W %W W

REREEREER = R

Figure 1.4: b85m_demo {44514

1.2.2 main.c

main.c X EE main R PRTAERE. main REEBEFFITHOAND, €87 RAERE TIFFRENE
B, BNAFRAENEHITEMENR. PEBZEREBUE RS iR PETEHRINCR K.

_attribute_ram_code_ int main(void)

{
#if (BLE_APP_PM_ENABLE)

blc_pm_select_internal_32k_crystal();
#endif

//MCU EREABIRE A1

#if (MCU_CORE_TYPE == MCU_CORE_825x)
cpu_wakeup_1init();

#elif (MCU_CORE_TYPE == MCU_CORE_827x)
cpu_wakeup_1init(DCDC_MODE, EXTERNAL_XTAL_24M);

#endif

/* detect 1f MCU is wake_up from deep retention mode */
int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup(); //MCU deep retention wakelUp

clock_init(SYS_CLK_TYPE); //B§h#taft
rf_drv_init(RF_MODE_BLE_1M); //RF #Jta1L

gpilo_init(!deepRetWakeUp); //GPIO #JWa1k
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if( deepRetWakeUp ){ //MCU wake_up from deepSleep retention mode
user_init_deepRetn ();

}
else{ //MCU power_on or wake_up from deepSleep mode

user_init_normal ();

}

/* load customized freq _offset cap value.*/
blc_app_loadCustomizedParameters();

irg_enable();

while(1)
{

main_loop ();//BFE ble WERBIEM user FIES
}

return 0;

1.2.3 app_config.h

XZRAPEEXMH, ATNENMNARFREXSE (FIU0: BLE &%, GPIO L&, RINFE(ERE/KAE, MEMERE/K
BEF) HITECE,

E%)
EENBEMERIEX app_config.h FAENSEEVE I TIFH A,

1.2.4 application file

app.c: AAFEXM, AT BLE RFE#NA1L. BURLIE. HInFERES,

app_att.c: XPNXHHRMET GATT service FH profile X, GATT service RHPBIRME TIRAER GATT BRS.
AR GAP BRSS. tRER HID RS UN—LEMERSE. AFRAIUSERXLERME M service M profiles

app_vi.c: ZXHFEIRMH T IR INEE,

app_buffer.c: ZXHRATENX stack ZFEEAM buffer, fFI80: LinkLayer TX & RX buffer. L2CAP layer MTU
TX & RX buffer. HCI TX & RX buffer %,

1.2.5 common file

#R121E vendor/common.
blt_soft_timer.c: ZXHIRMH T G T 2EHIRI A R,
custom_pair.c: ZXHIRETREZBEXH—E pair WAHZE,

device_manage.c. ZXMHETERERIGHEEZMEE (fIMW: connection handle, attribute handle, BLE
device address, address type &), X&FEEBAPEALKNENEEHEAN,

simple_sdp.c: ZXHIRMH T Master role &8 A SDP (Service Discovery Protocol) SEHL A Z,
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1.2.6 BLE stack entry

BLE FRETAMENOEKEE blc_sdk_irqg_handler()o
BLE IZIEFEIBELIEAOREE blc_sdk_main_loop (), BHIRAIE BLE hiNiRE X EIEFME 4.

1.3 Software bootloader 7143

Telink BLE Multiple Connection SDK &, REESH MCU MM ARREHI bootloader X1 . bootloader XH4TEH
7E boot XHF T, Telink BY bootloader XHEHMEBSIHIR, link X cstartup.S Lo

1.3.1 B85m Zi%i%H) bootloader X1

Telink B85m BLE Multiple Connection SDK BY bootloader X430 EIFfo

v (= boot

v [ 8253
> | 5] cstartup 8253 RET 32K.S
> || cstartup 8253.5

v (= 8258
> | 5] cstartup 8258 RET 32K.5
> |5 cstartup 8258.5

v (= 8278
> | 5] cstartup 8278 RET 32K.S
> || cstartup B278.5
=| boot_32k _retn.link
= boot.link

Figure 1.5: B85m %i%#% SDK B bootloader {4

Telink B85m BLE Multiple Connection SDK H1# link X 8B & 1, boot.link (X#F suspend mode) #1
boot_32k_retn.link (3Z#F suspend mode # deepsleep retention mode) o

AE:
o HRIFTAERY, HIEEME link X4=E b85m_ble_sdk/boot.linke
« 3% b85m_slave #l b85m_m1s1 ¥ deepsleep retention mode, EHXEH demo NEEEH|

b85m_ble_sdk/boot/boot_32k_retn.link BIRAZE b85m_ble_sdk/boot.linke
« H% demo FAREEEF b85m_ble_sdk/boot/boot.link BFIAARZE b85m_ble_sdk/boot.linke

Telink B85m BLE Multiple Connection SDK FRRY cstartup.S XHEIE S A SRAM RIRAK/NMARE. & MCU
N 2 4 cstartup.S X1, ‘RET_32K’ RR2#F deepsleep retention 32K mode, HHF 8273 5 8278 #J SRAM
#BZ 64 KB, FTLAE(1R cstartup.S XH5E£HEE, %i—H 8278 WAZE.
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LA b85m_demo, MCU i%#} 8258 Jffl, FAFIREFNHAY cstartup.S XHFHEMNT:

7E boot/8258 XK Tk E cstartup_8258.5" X4, TEIZXXHH1XE|% MCU_STARTUP_8258, ZAIFTELIER
BMigEROPE TEMRNAEERNA,

= Properties for b85m_ble_sdk

type filter text
Resource
Builders
C/C++ Build
Build Variables
Discovery Options
Environment

Logging

Tool Chain Editor

C/C++ General
Code Style
Documentation
File Types
Indexer
Language Mappings
Paths and Symbols
Project References
Run/Debug Settings
Task Repository
Telink Tools
WikiText

@

B85m &R FIFRE MCU B bootloader X FERX R I TR,

Settings

Configuration: |8258_demo [ Active ]

%) Tool Settings # Build Steps

Build Artifact Binary Parsers @ Error Parsers

(# Additional Tools in Toolchain

v S Accembler
(5 General

(2 Paths
(2 Debugging
v By TC32 Compiler
(2 Directories
(# Symbols
(% Warnings
# Debugging
# Optimization
# Language Standard
# Miscellaneous
w &) TC32 C Linker
# General
# Libraries
(& Objects
v I TC32 Create Extended Listing
& Generdl
v 1 TC32 Create Flash image
& Generdl
v 8 Print Size
& Genersl

[ Suppress warnings (-W)

{-Xassembler] options

~ | Manage Configurations...

L3

Table 1.2: B85m %%!] MCU bootloader X%

Other GCC Flags || -DMCU_STARTUP_8258 |

Figure 1.6: cstartup %%

Restore Defaults Apply

S

b85m_demo. b85m_controller.

MCU b85m_feature. b85m_master_dongle b85m_m1s1. b85m_slave
8253 boot.link cstartup_8253.S boot_32k_retn.link
cstartup_8253_RET_32K.S
8258 boot.link cstartup_8258.S boot_32k_retn.link
cstartup_8258_RET_32K.S
8273/8278 boot.link cstartup_8278.S boot_32k_retn.link

cstartup_8278_RET_32K.S

AN-22063001-C1
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1.3.2 B91 Zi&ZHY bootloader ¥
Telink B91 BLE Multiple Connection SDK 4 bootloader X401 FEIFfR:

v (= boot
v (= BIN
cstartup B91 DLM.S
cstartup B91.5
boot DLM.link

boot general.link

Figure 1.7: B91 Zi&#% SDK Y bootloader {4

FRINBTTHIR cstartup_B91.S & boot_general.link 32, ItbEY SDK = &5 I-SRAM Kz D-SRAM =[g], |-SRAM
i EFE retention_reset. aes_data. retention_data. ramcode. # unused I-SRAM area, D-SRAM FIEFE data.
sbss. bss. heap. unused D-SRAM area # stacko

YNSRAEHM 128K BY D-SRAM a2 ZBL AR, FEMINTEN.

(1) ¥ cstartup_B91.S XHFFIREY #if 1 2K #if O
(2) 3% cstartup_B91_DLM.S XHEFFIAHY #if O BXAR #if 1o
(3) 4% eagle_ble_sdk/boot/B91/boot_DLM.link BIREEHIZE!I eagle_ble_sdk/boot.link X,

Sd=E .
AE:

Telink B91 BLE Multiple Connection SDK ZRIAECE deepsleep retention 64K mode,

1.4 library /Y48

1.4.1 B85m ZiE{EH library

Telink B85m BLE Multiple Connection SDK EZE& project X[ZHAY library ¥ FBIFfTo
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= Properties for b85m _ble_sdk o X

type filter text Settings - - -
Resource N
Builders

v C/C++ Build

Build Variables

Discovery Options

Envirenment

Logging

Toal Chain Editor
C/C++ General
Project References
Run/Debug Settings
Task Repository
Telink Toals
WikiText

Configuration: |8258_demo [ Active ]

) Tool Settings & Build Steps

(& Additional Tools in Toolchain
~ & TC32 CC/Assembler
(B General
(B Paths
(% Debugging
v & TC32 Compiler
(E Directaries
(2 Symbols
(B Warnings
(2 Debugging
(B Optimization
(& Language Standard
8 Miscellanecus
v i TC32 C Linker
General
(= Objects
~ 8 TC32 Create Extended Listing
(5 General
v & TC32 Create Flash image
(B General
v & Print Size
(B General

Build Artifact Binary Parsers @ Error Parsers

~|  Manage Configurations...

Libraries () 28 85 2

Libraries Path (-L)

*${workspace loc/${ProjName}/proj lib}*

a8 il 2

Restore Defaults apply o

Figure 1.8: B85m Zi%E## SDK E#F project XA library

TEJ B85m Zi&EHE SDK B9 proj_lib XX BRIBELIRMEA library,

v (= proj_lib
Y firmware encrypt.h

liblt 8258 _m0s4.a
liblt 8258 m1s1.a
liblt_8258.a

liblt 8278 m0s4.a
liblt_ 8278 m1sl.a
liblt_ 8278.a

Figure 1.9: B85m Z%i%# SDK #21HH library

& Telink B85m BLE Multiple Connection SDK R[E MCU. demo 5 library BIERE X Ro
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Table 1.3: B85m %i%#E SDK R[E MCU. demo 5 library EECXF

b85m_demo. b85m_controller.
b85m_feature.

MCU b85m_master_dongle b85m_m1s1 b85m_slave

8253 liblt_8258.a liblt_8258_m1s1.a liblt_8258_m0Os4.a
8258 liblt_8258.a liblt_8258_m1s1.a liblt_8258_mO0s4.a
8273 liblt_8278.a liblt_8278_m1s1.a liblt_8278_m0s4.a
8278 liblt_8278.a liblt_8278_m1s1.a liblt_8278_m0s4.a

1.4.2 B91 Zi&EIEM library

B} Telink B91 BLE Multiple Connection SDK B proj_lib XX Bai B &= HA library.

v = proj_lib
> | h| firmware encrypt.h
B liblt 9518.a

Figure 1.10: B91 Zi%#Z SDK #2117 library

Telink B91 BLE Multiple Connection SDK FTEHY demo #BfEMAE—1 library.
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2 McU EffiEiR

2.1 MCU ihht=sja]
2.1.1 MCU ihht=sig) 53 Eg

% BLE Zi&#E SDK A& Ff

B8 %E Telink BLE Single Connection SDK Handbook YW E T4, €3F B85m &% (825x + 827x) #
B91 &5,

2.1.2 SRAM Zia|%> 0

J5£8 % Telink BLE Single Connection SDK Handbook XN EZET N, BFE B85m &% (825x + 827x) #l
B91 &%,

Telink B85m BLE Multiple Connection SDK , R b85m_m1s1 #] b85m_slave 2#3F deepsleep retention IHEE,
b85m_m1s1 # b85m_slave BY Sram T [8]53AiES % Telink B85m BLE Single Connection SDK. E % demo
S FZ| suspend # deepsleep INEE, A3Z3F deepsleep retention IHEERY Sram Z=ia] 2 EEan T &,

AN-22063001-C1 23 Ver1.0.0



T

Telink

& BLE %iE# SDK F&FAf
Sram Flash
0x00000
0x840000 s \
o vector vector \ \
realframcodefsize( power on \ \
256 Byte align \\ ram_code load ram_code /;Iamcodefsizef\
0x840000+real ramcode size | —vasted Sram area |
Cache
2.25K
0x849000+real_ramcode_size

‘\
data + bss
unused area(

\
\

0x84C000 (48K) /0x850000 (64K)

text

rodata & data

I
r
init value

512K/1M
Figure 2.1: RZ#F deepsleep retention THEERY Sram ZT(EISEC & Firmware 85 EL

Flash A Firmware B13% vector. ramcode. text. rodata #1 data initial valueo

Sram B E1}#E vector. ramcode. Cache. data. bss. unused sram area # stacko

Sram 89 vector/ramcode & Flash B vector/ramcode FJ3#E 01,

2.1.3 MCU HihtEsialipin)

B91 &%,

£# Telink BLE Single Connection SDK Handbook ¥t ZE A7 43

315 B85m &Yl (825x + 827x)
AN-22063001-C1

24
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2.1.4 SDK Flash 225 C

ZEERTIEEEN E AR flash FEEXIHIKRZ, REBABLNE Flash size 1T Flash BBEEM A A, MEE
KAFAIIRIER S mRPriE R FohBcE Flash sizeo FiE demo B app_config.h #REFNE T HIANEE,
BRYEERIAR ZIEBFLASH_SIZE_CONFIG"BIE X,

#define FLASH_SIZE 512K 0x80000
#define FLASH_SIZE 1M 0x100000
#define FLASH_SIZE 2M 0x200000
#define FLASH_SIZE_CONFIG FLASH_SIZE_ 1M

Flash ZEfiEE 2 LA—1 sector IR/ (4K byte) AEARBEAL, FA Flash BUBEBRE L sector N (R
BKEK A flash_erase_sector) , IBIE LE—EMEEFEFZMEET— sector BElE, FRAEMNEEREEFERER
B8 sector (BHLEIRPRIS BRPIGEMEHE BIRIBBR) o FRLAEEIY user TEE Flash FEEHIE S ER RE
EIEBRIERR sector”HIRN,

Telink BLE Multiple Connection SDK FREIUKIE B FEFMETE Flash 1, H3IE MAC, REER, MEBEXE
B0 SDP 8. XESHTE SDK REERIND B T RERY Flash =iEJAY,

MAC MRS BEHRH Flash TEISRES A Flash IANREIMAR, FRINERT, XF 512K Flash B B85m
Z7%1 (8253/8258/8273) i Kiit , MAC 7ZI7E Ox76000 FFEARY 4K Flash ialH, BEE B1ZRAE 0x77000
FFIEEY 4K Flash 8], XFF 512K Flash BY B91 RFIS 3K, MAC EIRTE 0x7FO00 FFIAHEY 4K Flash ==[8]
R, BREEEERIE 0x7E000 FHIEHY 4K Flash TiElH, *F 1M Flash Bt (8258/8278/B91 &%) Kixt,
MAC 7ZIRTE OxFFOOO FFIARY 4K Flash [E]F, BEFEETERIE OXFEOOO FIAHY 4K Flash FEFR, IFF 2M
Flash B9 B91 RFISF3KifR, MAC fFHTE Ox1FFO00 FFIARY 4K Flash FialH, KIESBEERIE OX1FE000 FF
YAHY 4K Flash Z=ja]H,
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f':-::-t
*¥ @brief 512 K Flash MAC address and calibration data area
*/

#if (MCU_CORE_TYPE == MCU_CORE_9518)

#define CFG_ADR MAC 512K FLASH Px7FR00

#define CFG _ADR CALIBRATION 512K FLASH Px7EQO0
#else

#define CFG_ADR_MAC 512K FLASH Px76000

#define CFG_ADR_CALIBRATION 512K FLASH Bx77000
#endif

f':-::-t
* @brief 1 M Flash MAC address and calibration data area
*/

#define CFG_ADR MAC_1M FLASH OxFFO00
#define CFG_ADR_CALIBRATION 1M FLASH OxFEQOD
f':-::-t

*¥ @brief 2 M Flash MAC address and calibration data area

*/
#define CFG_ADR MAC_2M FLASH Ox1FFO00
#define CFG_ADR CALIBRATION 2M FLASH Ox1FEQBO

Figure 2.2: MAC FIRRAEE BFHA Flash (8]

INZECHE SH SDP E 2 IFMETEIRIZAY Flash 8] £, SDK BEARIBAFIZERY Flash K/)\BIECEMERAYER
IMUIE. BRIABERT, 3F 512K Flash BOSF R, MMEEXEEFRIE 0x78000 Fi4 16K Flash =[E]H,
BEXHEEEFEMIE 0x7C000 Fi4 4K Flash =jaE]h, SDP {5 2FMIE 0x7D000 FFIREY 8K Flash =ia]lH,
FtF 1M Flash BOS A KR, MZBECXE BIFMIE OXxFAO00 FFi4 16K Flash Fialth, BENXSEE BERIE
OxF8000 FF#4 4K Flash Za]4, SDP {EBIFMIE OXF6000 FFARY 8K Flash ZialH, X1F 2M Flash BISh K
W, MEZEBRXMEEEBRTE OXIFA000 FHA 16K Flash Tia)h, BENXHEE EEMRIE Ox1F8000 FHA 4K Flash
Zalf, SDP {5 BFMIE Ox1F6000 FFIARY 8K Flash Z[a]H,

SDK BEIRIEFFIZE M Flash X/NEEHEEE R MAC IR EEEMESE, BRHEATURIEE CHNEERNK
vendor/common/blt_common.h FREYAERN R RIERERIARY MAC FIREBEFHETIE, HNEEIFIEEEMEN
HERREZErF8E LR RS,
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#if(FLASH_STZE_CONFTIG == FLASH_STZE_512K)

/* MAC and calibration data area */
#define CFG_ADR_MAC CFG_ADR_MAC 512K FLASH //can not change this value
#define CFG_ADR_CALTIBRATION CFG_ADR_CALIBRATION 512K FLASH //can not change this wvalue

#if (MCU_CORE_TYPE == MCU CORE_9518)
//TODO
#else
/* SMP paring and key information area */
#ifndef FLASH_ADR_SMP_PAIRING
#define FLASH ADR SMP_PATRING 0x78000
#endif

#ifndef FLASH_SMP_PAIRING_MAX_ SIZE
#define FLASH SMP PAIRING MAX SIZE (2*4896) //normal 8K + backup 8K = 16K
#endif

/* bonding slave information for custom pair area */

#ifndef FLASH_ADR_CUSTOM_PAIRING

#define FLASH ADR CUSTOM PAIRING 0x7C0e0
#endif

#ifndef FLASH CUSTOM PATRING MAX SIZE
#define FLASH_CUSTOM_PAIRING_MAX_SIZE 4096
#endif

/* bonding slave GATT service critical information area */

#ifndef FLASH SDP_ATT ADRRESS

#define FLASH_SDP_ATT_ADRRESS 0x7D000 //for master: store peer slave device's ATT handle
#endif

#ifndef FLASH SDP ATT MAX SIZE
#define FLASH SDP ATT MAX SIZE (2*4096)  //8K flash for ATT HANLDE storage
#endif

#endif

Figure 2.3: 512K Flash 2RIA Flash 77fi#ithiit
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#elif(FLASH_STZE_CONFIG == FLASH_STZE_1M)

/* MAC and calibration data area */
#define CFG_ADR MAC CFG_ADR_MAC 1M FLASH //can not change this value
#define CFG_ADR CALIBRATION CFG_ADR CALIBRATION 1M FLASH //can not change this value

/* SMP paring and key information area */

#ifndef FLASH_ADR_SMP_PAIRING

#define FLASH_ADR_SMP_PAIRING OxFAQRQ
#endif

#ifndef FLASH SMP_PATRING MAX STZE
#define FLASH SMP_PATRING MAX STZE (2*4096) //normal 8K + backup 8K = 16K
#endif

/* bonding slave information for custom pair area */

#ifndef FLASH_ADR_CUSTOM_PATRING

#define FLASH_ADR_CUSTOM_PATRING oxFseee
#endif

#ifndef FLASH CUSTOM PAIRING MAX SIZE
#define FLASH_CUSTOM_PATRING_MAX_SIZE 4096
#endif

/* bonding slave GATT service critical information area */
#ifndef FLASH SDP_ATT ADRRESS

#define FLASH_SDP_ATT_ADRRESS BxF6080 //for master: store peer slave device's ATT handle

#endif

#ifndef FLASH_SDP_ATT_MAX_ SIZE
#define FLASH SDP_ATT MAX SIZE (2*4096)  //8K flash for ATT HANLDE storage
#endif

Figure 2.4: 1M Flash ZRIATFEIS E=iE]

#elif(FLASH SIZE CONFIG == FLASH SIZE_2M)

/* MAC and calibration data area */
#define CFG_ADR_MAC CFG_ADR_MAC_2M_FLASH ffcan not change this value
#define CFG_ADR_CALIBRATION CFG_ADR_CALIBRATION_2M FLASH ffcan not change this value

/* sMP paring and key information area */

#ifndef FLASH ADR_SMP_PAIRING

#define FLASH ADR_SMP_PAIRING ox1FAREE
#endif

#ifndef FLASH SMP_PATRING MAX_SIZE
#define FLASH SMP_PATRING MAX SIZE (2*4@96) //normal 8K + backup 8K = 16K
#endif

/* bonding slave information for custom pair area */

#ifndef FLASH_ADR_CUSTOM_PAIRING

#define FLASH_ADR_CUSTOM_PAIRING Bx1Fseee
#endif

#ifndef FLASH CUSTOM PATRING MAX SIZE
#define FLASH CUSTOM PATRING MAX SIZE 4096
#endif

/* bonding slave GATT service critical information area */
#ifndef FLASH SDP_ATT ADRRESS

#define FLASH_SDP_ATT_ADRRESS @x1Feeee //for master: store peer slave device's ATT handle
#endif

#ifndef FLASH SDP_ATT MAX_SIZE
#define FLASH_SDP_ATT_MAX SIZE (2*a@96) //8K flash for ATT HANLDE storage
#endif

#endif

Figure 2.5: 2M Flash BUATFEE S =iE]

AN-22063001-C1 28 Ver1.0.0



v Telink
% BLE Zi&#E SDK A& Ff

2.2 BEhiEIR

8% Telink BLE Single Connection SDK Handbook N ETIRI 4R, BE B85m &5l (825x + 827x)
B91 &5,

ZEE SDK 585%E#E SDK FRINMATET: ZiEEE SDK FHEEfEA CLK_32M ] CLK_48M XM R LN, H
BT ERE KIE, TTEHEZEE SDK BIIETT,

2.3 GPIO &R

J5§8%E Telink BLE Single Connection SDK Handbook XM E TN, BIE B85m &5 (825x + 827x)o

2.4 HhBETERE

Telink B85m BLE Multiple Connection SDK Az #FHUTERE, FRERNPRESE—MER, KRIkmy, BEiEFS
# Telink B85m Single Connection SDK Handbook XM ZETHI 4B,

Telink B91 BLE Multiple Connection SDK Z1#FMrEREINEE, 1S %E Telink B91 BLE Single Connection SDK
Handbook W ETRINTA,
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3 BLE &R

ZF LA Bluetooth Core Specification 5.3 R &%,

3.1 BLE SDK 5R{42%844
3.1.1 ¥5'# BLE SDK #X{4%243

HR4#E Bluetooth Core Specification, —MELERARAERY BLE SDK ZR#G401 FEIFAT.

Application
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Profile 2

Profile n

App

I

Generic Access Profile

Generic Attribute Profile

Attribute Protocol

Security Manager

Logical Link Control and Adaption Protocol

Host

HCI

Link Layer

Physical Layer

Controller

Figure 3.1: BLE SDK ZR{$%2#4

E LEFRIIZEMHE, BLE WY& Host #1 Controller FER5

« Controller {49 BLE [RE 1Y, £23F Physical Layer (PHY) # Link Layer (LL), Host Controller Interface
(HCI) 2 Controller 5 Host MME—@{53#%0, Controller 5 Host FiEMIEIER B&RET 1ZiE O 5T M.
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« Host ¥EA BLE EEWY, I % Logic Link Control and Adaption Protocol (L2CAP) . Attribute
Protocol (ATT). Security Manager Protocol (SMP), Profile B#& Generic Access Profile (GAP). Generic
Attribute Profile (GATT)o

- WAE (APP) 87 user BOHXMNABIMEZF service XY Profile, user 1@id GAP EiZHihiA]
Host, Host i@id HCI 5 Controller e EIER E, SN TEFIT.

BLE Host
HCI HCI
cmd data
HCI
HCI HCI

data event

BLE Controller

Figure 3.2: Host #l Controller BY HCI #iEXX B

(1) BLE Host i@id HCl cmd ZE121EI&E Controller, X% HCI cmd FNASZESEEIFEENBR controller APl

(2) Controller @i HCI [ host LIREF HCl event, AEWMSEENR,

(3) Host B FEERIZL XM HIKFHEIEET HCl f£1XE Controller, Controller FEIEE X2 Physical
Layer #H{T&RIX,

(4) Controller 7£ Physical Layer UWEIHY RF #43E, SLHIBTRE T Link Layer BYEUEIRE Host BIEUIE: wNR
2 Link Layer B9%KiE, EIEMEHUE; SR Host BIEUE, N@T HCI BEIRIEE] Hosto

3.1.2 Telink BLE SDK $%{42243

3.1.2.1 Telink BLE Multiple Connection Controller

Telink BLE Multiple Connection SDK Z##R/&H BLE controller, B#E HCI. PHY (Physical Layer) #1 LL (Link
Layer)o

Telink BLE Multiple Connection SDK & Link Layer FY B F#R/HEIRZS (standby.advertising.scanning.initiating.
connection) , connection K& FEIITSZIF®RZ 4 1 Master role 1 4 4> Slave roles

AN-22063001-C1 31 Ver1.0.0



vl Telink
' % BLE Zi&#E SDK A& Ff

controller ZRMIEEOIT:

Other MCU BLE
Host
UART/USB
H-C-I
BLE
Link Laver

Controller

Physical Laver

Figure 3.3: Telink HCI 2214

3.1.2.2 Telink BLE Multiple Connection Whole Stack (Controller+Host)

Telink BLE Multiple Connection SDK $g{# BLE Multiple Connection Whole Stack(Controller + Host) &#&1i&it,
SBEXMF Master SDP (service discovery) TEMEIREZE, EEMNETRARNE,

Telink BLE stack Z2M&xf_ EEAAENLSIMH—LE MR, F15ED SOK NALRRFEFHE (81F Sram. B17
Bl 1h3E%) &/, HZEMITEFTR. SDK 1 b85m_demo. b85_m1isl. b91_demo. b91_slave FEETF
25,

AN-22063001-C1 32 Ver1.0.0



vl Telink
" % BLE Zi&#E SDK A& Ff

Application
: : _ App
|HID::-J [BAS | |ALDIOJ [ SPP | lom ] Profile
AN {\_. £ FANVAN £
AV
| Generic Access Profile ‘
N7 Els
IG::-noric Attribute Profilcl [
5 Host
l Attribute Protocol I lSecurit'.‘ Manager] BLE
i 3 N7 Stack
[ Logical Link Control and Adaption Protocol ‘
NS
[ HCI ] 7z
N ac Power
Link Layer —
‘ = 5aIE1 }‘I_V Management
2
‘ Physical Layer ] Controller

Figure 3.4: Telink BLE Multiple Connection Whole Stack Z2#4

B SEOETSLFIRBI SRR B2 user A LUBE EFMEOFIR(EITHIR, SIRME user APl, BIOETLZMINER
SRR AIEIERCE, user TiES S,

HCI 2 Controller 5 Host BUEBEEIEO (A0 L2CAP BX#E), EXRAERM—EO, APP NEEHMAIUERES
Link Layer #1783 B, Power Management (PM) 1RINEBEBETHAERE] Link layer, NAERLIAA
PM HBXEZEO# TS ENILE,

ZEINE, NWARS Host WEIERZERET GAP KifnizHl, WMNARTE ATT. SMP #1 L2CAP #Ri2{t T 48
*EO, TUNMNBEEREERE, B2 Host Fig Event Z2E@1d GAP BN BERX B,

Host B LA Attribute Protocol AER, SSILT Generic Attribute Profile (GATT). MAERET GATT, EX user
B2 EE/EM profile A service, 3% BLE SDK /L MEZAH profile, BFE HIDS. BAS. OTA %,

TEEF XA BLE ZiERDIERZ T o M—LEENNE, HLEEEER user AP
Hrh Physical Layer 522 H Link Layer 17§, BAZENABREANESS, XEBRFNE.

&85 Host 5 Controller IER D #IBR IR S HCI K5ERL, 1BEZAERE Host #1 Controller hiXi%5eRk, KB
BILFEARESS, RFEETE L2CAP FiFA HCI FURENAIZREATIT Y , PR HCI SRt A48,
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3.2 Controller
3.2.1 Connection Number fit &

3.2.1.1 supportedMaxMasterNum & supportedMaxSlaveNum

Telink BLE Multiple Connection SDK ¥ Connection Master role S KEEH# A supportedMaxMasterNum, ¥&
Connection Slave role T AIEFRN supportedMaxSlaveNum, fiIT2H library JREMH, INTFERFAR:

Table 3.1: ZIFmAEMNEE library MK R

IC library supportedMaxMaster-Num supportedMaxSlaveNum

B91 liblt_9518 4 4

825x liblt_8258 4 4
liblt_8258_m0s4 0 4
liblt_8258_m1s1 1 1

827x liblt_8278 4 4
liblt_8278_mO0s4 0] 4
liblt_8278_m1s1 1 1

SDK A LUEIE TERY APl ZEiB X ET Stack Z#FRY Master # Slave &,

int blc_11_getSupportedMaxConnNumber(void);

3.2.1.2 appMaxMasterNum & appMaxSlaveNum

£ supportedMaxMasterNum #1 supportedMaxSlaveNum BEHENEIR T, AP LUET TE APl RiRE
BH2MNA ERERNRK Master # Slave 8&, 753I#7J9 appMaxMasterNum #l appMaxSlaveNum,

ble_sts_t blc_11_setMaxConnectionNumber(int max_master_num, int max_slave_num);

XA AP RAVFEIARIEHMEIERA, Bl Link Layer IB1TZAIM B BMEFHEXERR, FRITEEBEN.

FF B appMaxMasterNum #1 appMaxSlaveNum &N F 3 FF supportedMaxMasterNum H supported-
MaxSlaveNum.

SEHIFRIRIT LRV RIBHRERER T 1% APL

blc_11_setMaxConnectionNumber( MASTER_MAX_NUM, SLAVE_MAX_NUM);

B P EEE app_configh FE X BB appMaxMasterNum 1 appMaxSlaveNum, Bl SDK HE MAS-
TER_MAX_NUM # SLAVE_MAX_NUM,
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#define MASTER_MAX_NUM
#define SLAVE_MAX_NUM

appMaxMasterNum #1 appMaxSlaveNum BEfSTI & MCU FIZFEIR, Lbanst t M4S4 89 library, P INIERR
FEEHEI M352, & MASTER_MAX_NUM #1 SLAVE_MAX_NUM 35i&R 3 # 2 f5:

(1) T4 SRAM &R

Link Layer TX Master FIFO 1 TX Slave FIFO. L2CAP Master MTU buffer 1 L2CAP Slave MTU buffer #B21R
& appMaxMasterNum #1 appMaxSlaveNum R EEH, FRLARI AT E—LE Sram #HiR. EFIESEXIEEE
TX FIFO #EXBIT 48,

(2) HENEZFERMIIFE

FF M4S4, Stack AAZFE) currentMasterNum A 4 BFA &2 1E Scan BhE, #4791 F! currentSlaveNum A
4 B¥A =1F1E Advertising BhE. MXTF M3S2, Stack ZZ| currentMasterNum A3 3 B34 = {Z1E Scan TH1E,
currentSlaveNum 7 2 BIgE &S LE Advertising H1E, XHEFLD T AHER Scan # Advertising, BEBETIH
PHY B3, AR MCU ThiE,

3.2.1.3 currentMaxMasterNum & currentMaxSlaveNum

FBFENXT appMaxMasterNum #1 appMaxSlaveNum f&, HE T Link Layer iz{TBS8JEHY Master #1 Slave
BRAEE, {8 Master  Slave TR —HZINHREXEARHEDN, tbi0 appMaxMasterNum A 4 BY, E{RIBTZI
Master FI¥{ERIEERE 0,1,2,3,40

SDK o7 LUF 3 1™ API, HEPLBYEIHE] Link Layer B Master # Slave &,

int blc_1l1_getCurrentConnectionNumber(void);//Master + Slave connection number
int blc_11_getCurrentMasterRoleNumber(void);//Master role number
int blc_l1_getCurrentSlaveRoleNumber(void);//Slave role number

3.2.2 Link Layer iR7S#1

B PR LS E%E Telink BLE Single Connection SDK 1 Link Layer JKSHIBINE, Link Layer 5 NEZAIRESER
B8, ¥ Connection state B4 Connection Slave role 1 Connection Master role BJi&, Link Layer 7£
AERZI—ESHERERIUT 6 NMRESHH 1 4 Standby. Advertising. Scanning. Initiating. Connection
Slave role. Connection Master role,

M+ F Telink BLE Multiple Connection SDK , HHFERERIZ1FZ 4 Master # Slave, Link Layer ToiAMEI7E
F—HZIRFE—MRE, BRI RESHASE.

Telink BLE Multiple Connection SDK BY Link Layer IRSHILLIRE R, RMM—PARBMINE, BEBHERFP XK
BEREARIER UGN APl BIER.
3.2.2.1 Link Layer K& B

Telink BLE Multiple Connection SDK &M EARSIRBIERUMIRIT, WEEEANER, FEREREASE
o
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MCU B9¥ItRIL BT, APIIOT:

void blc_11_1initBasicMCU (void);
Standby RIREYAM APIEOTF, XNEHME, FEH BLE NAEHEENBK.
void blc_11_1initStandby_module (u8 *public_adr);

522 public_adr 2 BLE public mac address FJ$Ets
HMJI™MRZ (Advertising. Scanning. ACL Master. ACL Slave) IRZAESREVFIIAN API S BIE0T:

void blc_11_1initLegacyAdvertising_module(void);
void blc_11_1initLegacyScanning_module(void);
void blc_11_1initAclConnection_module(void);
void blc_11_1initAclMasterRole_module (void),
void blc_11_1initAclSlaveRole_module(void);

3.2.2.2 Link Layer A4S

Initiating RS LLER B8, 2 Scan ﬂk?ﬁﬁﬁégi‘f%/\r%u%iiil_%ﬁ, Link Layer 3\ Initiating A7,
E—EMBEIA (XMBFEIFRS create connection timeout) BARILEEMIN, ZH—1 Connection Master
role, BARBINEIELMN, Link Layer EF[EZ Scanning K&, R T @1 Link Layer IRSHBINE, BEAHEH
FPRIEEE, TEMNBHREZEE Initiating XPMEEMIGIPRES,

Telink BLE Multiple Connection SDK Link Layer SKESHLAI LIMBE N BE XK, —=F Advertising # Slave 19
i, T2 Scanning # Master B4R ; XN AEZ B E AR,

L M1S1 Af9SHr, RIRAFE appMaxMasterNum Fl appMaxSlaveNum B 1o M1S1 Advertising # Slave
PHRESRSHO T

1B
Advertising

adv_enable

adv_disable

Figure 3.5: M1S1 Advertising 1 Slave i

Elfh adv_enable #1 adv_disable 5 FK ML LR, AFRE—XRIAR blc_ll_setAdvEnable(adv_enable) 1%
EBRZE.
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M1S1 Scanning #1 Master YIHEEPRSHIOT :

2B

Scanning

2A scan_enable

scan_disable

Figure 3.6: M1S1 Scanning # Master ]t

Bl scan_enable # scan_disable 8B &H A ER, AP &E—XIEHR blc_ll_setScanEnable(scan_enable,
filter_duplicate) I&RERIRTS

Advertlsmg #0 Slave. Scanning #1 Master #AZBHE 3 IRE, AFX-EZEFERSIMT, EHEFFEMm,
AR Link Layer AEIRSHESE 3'3=9 1, WITFFRFISR:

Table 3.2: M1S1 Link Layer A&RE

2A 2B 2C
1A Standby Scanning Master
1B Advertising Advertising + Scanning Advertising + Master
1C Slave Slave + Scanning Slave + Master

PU— PR RE LM M4AS4 i, RIEAFPH appMaxMasterNum 1 appMaxSlaveNum 3312 4 0 4, M454
Advertising #0 Slave JJ#EAIREHN AT :

-~ connection v connection ~ connection : connection i
/ 1B complete /- 1c \ complete / 1D complete 1E \ complete / 1F \
/ \4p—>/Advert|S|ng —complete . /advertising —p—>/ Advert|5|ng / o)
| Advertising | \ \ | Slave4

| Slave't Je——— | Slove2 | Slove's J———— | )
/ 1 5"3_V9 \ / 1 slave \ 1 slave \ / 1slave terminate, \ /
7 terminte NS terminte - terminate A adv_enable ~
adv_ adv_ adv_ adv_ adv_ adv_ adv_ adv_ .
enable disable enable| |[disable enable| |disable enable disable «@\ N2
\Q'&@’b
Y
Ve 1A ) 1 slave 16 \ 1 slave / 1H \\\ 1 slave // 11 \\
( terminte
| Standby )-—( Slave*1 }«—%{ Slave*2 j‘w{ Slave'3 |
\ / \ / \ /
N 77//// \\\7//// \\\H//,/ \\\\v/ d
Figure 3.7: M45S4 Advertising # Slave $]#
Ver1.0.0
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%)% BLE %

JEIEZ SDK FFEF#

M4S4 Scanning 1 Master JIRAPRSHIN T :

TN create TN create
,/ 2B \\ connection // 2Cl connection
( Scanning [ Scanning
\ J \ Master*1 )
\ / 1 master \ / 1 master
N\ e terminate N~ 7 terminate
scan_ scan_ scan_ scan._
enable disable enable disable
/ 2A \\ Tmaster / 2G 1 master
terminate \ terminate
( Standby )<—( Master*1
A\
\ /)
N / \,}//

TN
72D creatg
/ .\ _connection
Scanning
\ Master 2
\. /1 master
.~ terminate
scan_ SCan_
enable disable
-
/
/" 2H \ 1m§ster
.- | terminate
| Master*2 |
\
\ /

.

PN create / .
/

/S 2E ‘ connection / 2F

canning \

| Master*4

\\ Master*3 / ‘ /‘
\ 1 master terminate, \ /

N e scan_enable -~
scan_ Scan_
enable| |disable & &4’

S
?
///7\\\
21

| Master 3 |
\

Figure 3.8: M454 Scanning #1 Master JJ#

Advertising # Slave B 9 WT“EE’J’W?S, Scanning #l Master B 9 MEIERVIRES, RFXZTEHZ[E)EH

IRz, BERRAEM, Bak

Llnk Layer QHA,H("_,\/\ﬁ 9%9=81 ﬂ:‘ yD-F%EFET

Table 3.3: M454 Link Layer A& RS

2E

2F

2G 2H 21

2A 2B 2C 2D
1A Standby Scanning Scanning Scanning Scanning Master*4 Master*1 Master*2 Master™3
Mas- Mas- Mas-
ter™1 ter 2 ter*3
1B Adv Adv Adv Adv Adv Adv Adv Adv Adv
Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter*4 ter*1 ter*2 ter*3
Mas- Mas- Mas-
ter*1 ter 2 ter*3
1C Adv Adv Adv Adv Adv Adv Adv Adv Adv
Slave™*1 Slave*1 Slave™*1 Slave*1 Slave™*1 Slave*1 Slave*1 Slave™*1 Slave*1
Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter*4 ter*1 ter*2 ter*3
Mas- Mas- Mas-
ter*1 ter*2 ter*3
1D Adv Adv Adv Adv Adv Adv Adv Adv Adv
Slave*2 Slave*2 Slave*2 Slave*2  Slave*2 Slave*2  Slave*2 Slave*2  Slave*2
Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter*4 ter*1 ter*2 ter*3
Mas- Mas- Mas-
ter™1 ter 2 ter*3
38 Ver1.0.0
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2A 2B 2C 2D 2E 2F 2G 2H 21
1E Adv Adv Adv Adv Adv Adv Adv Adv Adv
Slave*3  Slave*3  Slave*3  Slave*3  Slave*3 Slave*3  Slave*3 Slave*3  Slave*3
Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter*4 ter*1 ter*2 ter*3
Mas- Mas- Mas-
ter*1 ter 2 ter*3

1F Slave*4 Slave*4 Slave*4 Slave*4 Slave*4 Slave*4 Slave*4 Slave*4 Slave*4

Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter 4 ter™1 ter 2 ter*3
Mas- Mas- Mas-
ter*1 ter 2 ter*3

1G Slave*1 Slave*1 Slave*1 Slave*1 Slave*1 Slave™*1 Slave*1 Slave*1 Slave*1

Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter 4 ter™1 ter*2 ter*3
Mas- Mas- Mas-
ter*1 ter*2 ter*3

1H Slave*2 Slave*2 Slave*2 Slave*2 Slave*2 Slave*2 Slave*2 Slave*2 Slave*2

Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter*4 ter*1 ter*2 ter*3
Mas- Mas- Mas-
ter*1 ter*2 ter*3
1 Slave*3  Slave*3  Slave*3  Slave*3  Slave*3 Slave*3  Slave*3 Slave*3  Slave*3
Scan- Scan- Scan- Scan- Mas- Mas- Mas- Mas-
ning ning ning ning ter*4 ter*1 ter*2 ter*3
Mas- Mas- Mas-
ter™1 ter 2 ter*3

WMEAFH appMaxMasterNum/appMaxSlaveNum A& M1S1 8i& M4S4, BIRIBU DA EE D

BIEIT4RT supportedMaxMasterNum / supportedMaxSlaveNum 1 appMaxMasterNum / appMaxSlaveNum
BB, IR EERENASKER Master 1 Slave B9, BENXTE MR currentMasterNum F cur-
rentSlaveNum, FRNHAIESZ) Link Layer 32BR Master # Slave BI¥=E, LbalfE_EEFRA 1D2E HEREH,
currentMasterNum /3 3, currentSlaveNum /9 2,

3.2.3 Link Layer BiF

Link Layer BYFLEIRE SR, XERINA-LEEERNIIR, BUILAFIER, HSEFERBEX AP,

Link Layer 5 FhE AR EIRZ Standby. Advertising. Scanning. Initiating. Connection, ZB&R 7 Master
create connection BYZA IRV E R Initiating, MR XIFIFK 4 FIRSHESFEME RN B,

RN MAs4 RERFIFEE, Ri& appMaxMasterNum 1 appMaxSlaveNum 7352 4 # 4.
BENFIRE (Advertising. MasterO ~ Master3. SlaveO ~ Slave3. Scanning. Ul task) &L TFERIER:
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AdV M0-3 50-3

" III I Scan Ul task
sean Ul tesk

Figure 3.9: E N FIREIET

3.2.3.1 Standby state BIF

FHR M4S4 713K 3.3 AT 1A2A K.

% Link Layer &F Idle state B, Link Layer #1 Physical Layer ;&G EAESELIR, blc_sdk_main_loop KX
SEEREIER, WASFEE AP, RILUAR Ulentry (Ul task) HIET EA main_loop RIBTIE],

Ul task

Figure 3.10: Standby RSB

3.2.3.2 Scanning only, no Adverting, no Connection B{&

FHR M4S4 73R 3.3 Y 1A2B KRS,

BT R EELIE Scanning JRZS, Scan BAERS. Link Layer #83#E Scan interval EHJ# channel 37/38/39,
B EENT:

Scan window = Scan interval

i Scan window i Scan window i Scan window i
Scan Scan Scan
Ul task
H Scan interval Scan interval Scan interval
i Channel 37 i Channel 38 Channel 39 i

Scan window / Scan Interval = 60%

i Scan window i i Scan window i i Scan window i Scan window i
Scan Scan Scan Scan
Ul task N
P Scan interval Ui Scan interval Scan interval
i Channel 37 Channel 38 Channel 39

Figure 3.11: Scanning RSB ED

MR#E Scan window BIR/JVREEBSLR Scan B8], 1R Scan window & F Scan interval, P HIBYEERTE
Scan; 318 Scan window /NF Scan interval, 7E Scan interval EEEFE M REIEFIAF Scan window 1HZE
BYBYEIRIFTT Scano
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B LFrRBY Scan window K£2 Scan interval B9 60%, TERT 60% FIYBSE]E, Link Layer &&F Scanning K7,
PHY BTEUE, BB A LR BXELETEI7E main_loop FAITE SR Ul task. f& 40% BYBTEIARZ Scanning
RZE, PHY BELETE, B A LUFIBXEEEEIYE main_loop FHITE DM Ul task, WFEEFEENBHE
INFEEIEMILIT, XERETEMBRILIE MCU # N suspend LURRREEAIHEE,

3.2.3.3 Advertising only, no Scanning, no Connection BJf%

TN M4S4 3R 3.3 1Y 1B2A R
R4 Adv interval ¥ Advertising Event S ECEIES a4 L, RIFEWT:

Ul task Ul task

Adv interval i Adv interval

A
A\
~
A\ 4

Figure 3.12: Advertisig RS F S EL

Adv Event BIFFE 4TS Telink BLE Single Connection SDK Handbook A Adv Event BII¥4RN4RENR], —&
ZEE_*':EE’\JO

B P eI LR EIE Adv BHEITE main_loop FHITE 2B Ul tasks

3.2.3.4 Advertising, Scanning, no Connection B}

PR M4S4 £ 3.3 B 1B2B KR
B STiRIE Adv interval 55§ Advertising Event D ECEIBYBIH £, 7A/EE 2 EC Scanning, BT FEWT:

Scan window = Scan interval

- Scan duration k 7 Scan duration
rd ot
! Scan ! Scan ! Scan
Ul task Ul task Ul task

Adv interval Adv interval

Scan window / Scan Interval = 30%

! scan duration | ! scan duration | { Scan duration |

o — ] | ————————————— > ——>

Ao : Ad H adt H

Scan ! Scan ! Scan
Ul task Ul task Ul task
Adv interval Adv interval

Scan interval Scan interval R
Channel 37 i Channel 38 i

Figure 3.13: Advertising + Scanning RSB F 2L
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BT X B E R BRI IR ES, I Adv Event BEREMIER, KLHENF Adv Event BIBT
FF, PAE% Adv Event Z[BIRYTISRET|E] AR Scan, [EBYA P B] L)X ERRISETSEIE main_loop FHITH
I Ul taske HAFISER Scan window ZTF Scan interval B, BHRY Scan duration SIEFHRISETE];
BFI&ER Scan window /NVF Scan interval B, Link Layer 2B &S, 82— Scan duration ;&R UT
%1% Scan duration/(Adv interval + rand_dly) R2ZFF Scan window/Scan intervalo

3.2.3.5 Connection, Advertising, Scanning EJ5%

Connection IEZEMHMERZIAFIGENRAME, LBINIAE advertising # scanning AREFE,
TEFM M4S4 E5% 3.3 Y 1C2C K&

Scan window = Scan Interval

Ad Ad

: Scan 50 Scan ! Scan so
Ul task Ul task Ul task

Scan window / Scan Interval = 50%

Ad Ad
! Scan so Scan ! Scan 50
Ul task Ul task Ul task

Adv interval

Connection interval SO

Connection interval MO

Figure 3.14: M454 1C2C RS FHER

BRHTERESHDE (FER Master BR Slave), SRR BERNNFHITOR. MRS MESHAT
E—TEYEERMALERR, WRRRMAESEHATIE, SMERIES. SFNESZEEMMER, U
RIEA=—E®REF.

REFHIT adv ESHDES, RENZ:

(1) L& adv EHRIETE)EFREARTFIRER S/ adv interval BYE],

(2) MF—MESZENBEIATF—E®E (3.75ms), FA adv TR EE—ERIETE,

(3) PECHIBYE R B EMIEEES B,
REHIT scan EEMREE, BENE: REFRMESZEBELLERTTEIATE (stack PREIT &/ \Bdj8], BYE]A%E
AE#HIT scan) , XEXBYRIFAE D HECL scan £, FEFEHLSIRIE Scan window/Scan interval 3RH#IA scan B9
Bt
3.2.3.6 Connection, no Advertising, no Scanning BJf%

Connection EEHEELAE TIRENRAE, IWBIFRTETE advertising # scanning Ao
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TEXR M4S4 1E5R 3.3 Y 1F2H RESo

Connection interval SO

Connection interval MO

1€ >

S0 M1 S0 s0 M1 50
Ul task Ul task Ul task Ul task Ul task Ul task Ul task N

M

J=Low priority conflict task
Connection interval M1 i

Figure 3.15: M454 1F2H RS FHED

TEXN M4S4 73R 3.3 Y 1E2F REo

MO-~3 S0-3

I II I Ul task
vo | I I

M1

M2

M3

SO

S1 i

§ I I i
+ |

Figure 3.16: M454 1E2F RS FHED

S3

MIRINn

R REERMES, BRREEERNNFEHITESDE WRRETHRE, WHUREESHRHETIE, Sk
RIESEG, WEFNESSEMEMMA LR, EINTRPRIHE LK,
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3.2.4 ACL TX FIFO & ACL RX FIFO

3.2.4.1 ACL TX FIFO EX N8 E

[ FBEH] BLE Host FiE BEIERAREEEE T Controller BY Link Layer 52X RF BRI AKX, TF Link Layer
1RIE user IRENEIRNE, EXTHERA TX FIFO,

ACL TX FIFO B9ENX T :

u8 app_acl_mstTxfifo[ACL_MASTER_TX_FIFO_SIZE * ACL_MASTER_TX_FIFO_NUM * MASTER_MAX_NUM] = {0};
u8 app_acl_slvTxfifo[ACL_SLAVE_TX_FIFO_SIZE * ACL_SLAVE_TX_FIFO_NUM * SLAVE_MAX_NUM] = {0};

ACL Master 1 ACL Slave BJ TX FIFO DFFENX. LL ACL Slave Jf5l3%BH, ACL Master [RIE—#¥, ZEHEENA],
#4048 app_acl_slvTxfifo IA/NS=NEEX:

(1) SLAVE_MAX_NUM BERAZEEHE, Bl sppMaxSlaveNum. FFP BRI LUIRIEEETE app_config.h FE
XAME,

(2) ACL_SLAVE_TX_FIFO_SIZE 281 sub_buffer By size, 5 ACL Slave RIXHIEFIREM R AEHEX, 7T
SDK HR{ERAITZ=E XKW,

#define ACL_SLAVE_TX_FIFO SIZE CAL_LL_ACL_TX_FIFO_SIZE(ACL_SLAVE_MAX_TX_OCTETS)

Heh CAL_LL_ACL_TX_FIFO_SIZE 2— AT, IR MCU ISEIARE X, REH MCU B A ATREST—H¥,
A LIB#E app_buffer.h HFUERIHEAT 24T,

ACL_SLAVE_MAX_TX_OCTETS 2P E XM slaveMaxTxOctets, {158 % F A% DLE (Data Length Extension),
XMEEEMRNMENR; RINEN 27 W AER DLE RS /NE, AXRTE sram. BEXATESE
app_buffer.h BEYEFRFIRBE, LI Bluetooth Core Specification AREYHEIR,

(3) ACL_SLAVE_TX_FIFO_NUM, sub_buffer B number, iZ{ERIIEIIESZE app_buffer.h FAVERIREA, %
BSEPMNBAPHIELEZEE—TEXEH, NRHBIEAZXEXBEENEERKSH, FJLUEE number X

—Ib
=o

user HRIELFRBEREENX TX FIFO, #H Master TX FIFO 1 Slave TX FIFO D FFHITENX, XE—AED
connection BEUEN FIEZEZ B TX FIFO 1, & connection Z[8] TX #IERLBE T, —StH IR
BIEPRIER, RIEENX TX FIFO BA/N, HBRAEL ram BYHFE, Eban:

« Slave & DLE IhEE, M Master AFHE DLE, XIS BIENX FIFO, 54 ram =E), XF DLE Y
iR, E5%3.2.5 MTU # DLE &5,

- LWINEFPLRERANE 3 £ 2 M, BPFAILLRENX 3 4 Master tx fifo, 2 4> Slave tx fifo, MR
ram B9fEA, T ram Ta):

#define MASTER_MAX_NUM 3
#define SLAVE_MAX_NUM 2

TEENUBFRER—TEZMIKET TXFIFO FIKE, HARE—INEEMIIAIR. XEL B8sm Afl, Hith
SR (30 B91) EBREMEFHRIE, ZHEERIA,
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(1) M4S4, ACL Master. ACL Slave #A{EMA DLE

RIABXBIEXIAT:

#define MASTER_MAX_NUM
#define SLAVE_MAX_NUM

#define ACL_MASTER_MAX_TX_OCTETS 27

#define ACL_SLAVE_MAX_TX_OCTETS 27

#define ACL_MASTER_TX_FIFO_SIZE CAL_LL_ACL_TX_FIFO_SIZE(ACL_MASTER_MAX_TX_OCTETS)
#define ACL_MASTER_TX_FIFO_NUM 8

#define ACL_SLAVE_TX_FIFO_SIZE CAL_LL_ACL_TX_FIFO_SIZE(ACL_SLAVE_MAX_TX_OCTETS)
#define ACL_SLAVE_TX_FIFO_NUM 8

M TX FIFO EX A TEIE:

u8 app_acl_mstTxfifo[40 * 8 * 4] = {0};

u8 app_acl_slvTxfifo[40 * 8 * 4] = {0};

EraT:

B— connection EEXI N — tx fifo, FFEE— connection fifo HIEEHEZE 8 (0~ 7), 0 ~ 7 B size &2
—1 8 (40B):
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RE

BLE %i&EiE SDK F.&F#

connectionQ

connection|

connection2

connection3

connection4

connection5

connectionbt

connection/

O
40B)
1
MasterQ 408
‘ TX FIFO

1%

ﬂ TR0
587
o

Master3
TX FIFO

Slaved
TX FIFO

Figure 3.17: TX FIFO BAINIGE

(2) M4S4, ACL Master 8T DLE B MasterMaxTxOctets JEK{E 251, ACL Slave AFA DLE,

RIABXBIEXIAT:
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#define MASTER_MAX_NUM 4
#define SLAVE_MAX_NUM 4
#define ACL_MASTER_MAX_TX_OCTETS 251
#define ACL_SLAVE_MAX_TX_OCTETS 27

#define ACL_MASTER_TX_FIFO_SIZE CAL_LL_ACL_TX_FIFO_SIZE(ACL_MASTER_MAX_TX_OCTETS)
#define ACL_MASTER_TX_FIFO_NUM 8

#define ACL_SLAVE_TX_FIFO_SIZE CAL_LL_ACL_TX_FIFO_SIZE(ACL_SLAVE_MAX_TX_OCTETS)
#define ACL_SLAVE_TX_FIFO_NUM 8

M TX FIFO EX A TERME:

u8 app_acl_mstTxfifo[264 * 8 * 4] = {0};
u8 app_acl_slvTxfifo[40 * 8 * 4] = {0};

MEFIUEH, Master 1 Slave &1 connection B fifo I8 2—HFM, #E 8 1 (0-7)., BZ Master 1
fifo size @ 264B, [ Slave B fifo size & 40B.
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connection0Q [——

connection]

connection2 |———

connection3 |——

connection4 |——

connection5 |——

connection6 |——

connection7 |——

Woant
‘ga
()
‘a
()
G}
pes

Master3 TX ‘
FIFO ,

T
‘ﬁ

(3) M3S2, ACL master. ACL Slave &R DLE

Figure 3.18: Master f£f3 DLE, Slave /£ DLE RY buffer 1&5
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connectionO

connection

connection?

connection4

connection5

3.2.4.2 ACL RX FIFO EMX i E

ACL RX FIFO NENXIITF:

Master!

e

408B)

Master2 ‘
TX FIFO a

ﬂd
‘QI

R

<
e

u8 app_acl_rxfifo[ACL_RX_FIFO_SIZE * ACL_RX_FIFO_NUM] = {03};

Figure 3.19: 3 > Master, 2 > Slave B buffer &/

ACL Master ] ACL Slave £ ACL RX FIFO, Ll ACL Slave J9ffli5EE, ACL Master [EIE—#1¥, HKHEEDT],
¥4H app_acl_rxfifo WA/NE ZANEHEX:

(1) ACL_RX_FIFO_SIZE R buffer size, 5 ACL Slave 1ZUEIBCTRERVER KBEEX. 7E SDK PERNTEE

XSEWo

#define ACL_RX_FIFO_SIZE

CAL_LL_ACL_RX_FIFO_SIZE(ACL_CONN_MAX_RX_OCTETS)

Hrh CAL_LL_ACL_RX_FIFO_SIZE 22— 2R, IE MCU MEEMARE X, REM MCU itEHEZalgEaFR—
B, AILLB#E app_buffer.h BiERRUAE T R4S,
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ACL_CONN_MAX_RX_OCTETS 2P EXH slaveMaxRxOctets, #N15RZ F FZ DLE (Data Length Extension),
XNMERBRNMENR;, RIAMEN 27 WRAEH DLE AW HR/VE, AXRTHE Srams EEATIESE
app_buffer.h AREYEFRRINEEE, LA Bluetooth Core Specification AREYIFH$EIR,

(2) ACL_RX_FIFO_NUM, buffer number, ZERIEENESE app_buffer.h RAERIRIE, ZESEFNA
PIRIERES—TEX R, NRIUBEKREAELRMERKESM, ALIZE number K—L&,

BRi% M4S4 ACL RX FIFO BYENXINT:

#define MASTER_MAX_NUM 4

#define SLAVE_MAX_NUM 4

#define ACL_CONN_MAX_RX_OCTETS 27

#define ACL_RX_FIFO_SIZE CAL_LL_ACL_RX_FIFO_SIZE(ACL_CONN_MAX_RX_OCTETS)
#define ACL_RX_FIFO_NUM 16

FRZM ACL RX FIFO S ECEI FEIFRR:

connectionO

connection1

connection2

connection3

connection4

connection5

connection6

connection?

Figure 3.20: ACL RX buffer

3.2.4.3 RX overflow S#f

£ Telink BLE Single Connection Handbook EBIN4R, RIE—%,
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3.2.5 MTU # DLE & R{ERAE

3.2.5.1 MTU #1 DLE ¥ 2i5iEA

Bluetooth Core Specification M 4.2 IRZASFFIGIEINT data length extension (DLE),

Telink BLE Multiple Connection SDK Link Layer E3#F data length extension, B rf_len <E 2 #¥Z/ Bluetooth
Core Specification EERAKE 251 bytes, 1#1&1HS % Bluetooth Core Specification V5.3, Vol 6, Part B,
2.4.2.21 LL_LENGTH_REQ and LL_LENGTH_RSP,

FEEMKHEZR, BINFERAER MTU Ml DLE WIS RMH 4. & —KE:

MTU

]

L2CAP

]

Controller PHY---DLE

Figure 3.21: MTU 5 DLE #&

TER MTU 1 DLE FREEHNARA:

MTU
(min23B)

A 4 A J

Preamble| Access Address L2CAP length| Channel ID Payload MIC
(1B) (4B) (2B) (2B) (variable) (4B)
Fy

F

DLE
(min27B)

Figure 3.22: MTU 5 DLE E&RA

« MTU KEREKXERET, EiTEVINSGPRETE XA UBEE MR XY EIRE T (PDU, Protocol
Data Unit) FIERAK/

- Attribute MTU (RISEE XH ATT_MTU) REF imFBRSS 88 ZE B LARIXRIERK ATT payload K%
Bluetooth Core Specification #IZE MTU &//MERE 23 byteso

FriBHY DLE, i data length extension #IBKEY B, Bluetooth Core Specification #IE DLE &/JMERE 27
byteSo

MREBABE— packet FIEHE LB, EE Master M Slave ZEIHITHE, @I LL_LENGTH_REQ
LL_LENGTH_RSP 32 H DLE X/J\,

Bluetooth Core Specification #E DLE KE&/\A 27 bytes, FARE 251 bytes, 251bytes & A rf length
FEE— byte, BBERTHRAKER 255, NREBMEHER, EFE 4 bytes MIC FE&: 251 + 4 = 255,
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3.2.5.2 MTU # DLE BEh3ZZE A%

User INRFBEFH data length extension IHEE, RINTHTBIKE, SDK Pt T HHMNHAY MTUDLE A
demo, &% b85m_feature/b91_feature TIEFHI feature_dleo

=]

7£ vendor/b85m_feature/feature_config.h % vendor/b91_feature/feature_config.h FENX 7 :
#define FEATURE_TEST_MODE TEST_LL_DLE

(1) MTU size exchange

BHAZEEHRTMIUNRE, REEER ATT_MTU_MASTER_RX_MAX_SIZE #1 ATT_MTU_SLAVE_RX_MAX_SIZE
ENET, ENM19 53R ACL Master #l ACL Slave BY RX MTU size. BRIANNTR/NBER 23, HAHBEMFEEIH],
CAL_MTU_BUFF_SIZE REIEMIHEAI, FEEEK,

MTU size exchange BURIZHRN 5 &x//ME MTU size £ 3%, BAHLE peer device 1£ BLE L2cap BEMIEKE,
HEXRFET 23

#define ATT_MTU_MASTER RX_MAX_SIZE 23
#define MTU_M_BUFF_SIZE_MAX CAL_MTU_BUFF_SIZE(ATT_MTU_MASTER_RX_MAX_SIZE)

#define ATT_MTU_SLAVE_RX_MAX_SIZE 23
#define MTU_S_BUFF_SIZE_MAX CAL_MTU_BUFF_SIZE(ATT_MTU_SLAVE_RX_MAX_SIZE)

SAEVIBCEmIEALLT APl 2338 ACL Master #1 ACL Slave B RX MTU sizeo B : XD API EEKE
blc_gap_init() ZEASEK.

blc_att_setMasterRxMTUSize(ATT_MTU_MASTER_RX_MAX_SIZE);
blc_att_setSlaveRxMTUSize(ATT_MTU_SLAVE_RX_MAX_SIZE);

MTU size exchange BYS2HL, BESZEARNAY ATT & GATT 2R3 BIi¥4H35%BA—3.4.2.4.7 Exchange MTU Request,
Exchange MTU Response, HAJLIEZE b85m_feature/b91_feature TF2M feature_dle N5 %,

(2) i&E connMaxTxOctets 1 connMaxRxOctets

/\,T\ﬁ%x% Master # Slave B9 DLE BYK/)\, &2 ACL TX FIFO F1 ACL RX FIFO B97T i’u’, AEFZEXTE/L
FENE], 27 MAEENE, NRXLEHERESIRIAN 27, stack EEEESEHIT DLE WKE (AL
fﬁ% APl ZFiZIhRE, EEMIHMEEHIT DLE 3XH),

#define ACL_CONN_MAX_RX_OCTETS 27
#define ACL_MASTER_MAX_TX_OCTETS 27
#define ACL_SLAVE_MAX_TX_OCTETS 27

SRV EEIARLLT APl D3i&E ACL Master F1 ACL Slave BY rx DLE size [ tx DLE sizeo

ble_sts_t blc_11_setAclConnMaxOctetsNumber(u8 maxRxOct, u8 maxTxOct_master, u8 maxTxOct_slave)

(3) WA KERVIRIE
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i user LBEARHY ATT & GATT EF 9 AY—LEiBE, H13E Handle Value Notification #1 Handle Value Indica-
tion, Write request 1 Write Command &,

FULE 3 NS BERIEMSTRBEM £, rIUFFRIEKE,
EEBIEE ATT 28 Handle Value Notification #1 Handle Value Indication X HY API BIE], LSBT,
BERZENHIENUAMKES BN TENAS p” F'len”BIF],

ble_sts_t blc_gatt_pushHandleValueNotify (u16 connHandle, ul6 attHandle, u8 *p, int len);
ble_sts_t blc_gatt_pushHandleValueIndicate (ul6 connHandle, ulé attHandle, u8 *p, int len);

Y Bl R E IR Write request 1 Write Command XN AIEEAKEw BIe], ZEIEARKHE, s|IAESE TS
mIEEIE,

3.2.5.3 MTU # DLE Fzh3ZH 5%
MR user BFEMFHIBE N, FFHE stack BEI3ZE MTU/DLE, SDK H3RE TR API, B user {RIBEAIE
AR EMBHIT MTU/DLE IR B, FohREAIBHRNIKENEHRE—H, FERVGZEINTHER,

FHF MTU, TE¥IELBIBHEIER APl blc_att_setMasterRxMTUSize(23) # blc_att_setSlaveRxMTUSize(23) ¥
FI9aRY MTU I BNER/IME 23, stack LEBREARSHITEER B, 2 user REHIT MTU XER, BIEAAXK
™ API (blc_att_setMasterRxMTUSize #[ blc_att_setSlaveRxMTUSize) , & MTU & BN EPRE. ARBIREA
API blc_att_requestMtuSizeExchange() itk MTU X HEIA],

tF DLE, AILATE#IIA1LAYBHERER API blc_ll_setAutoExchangeDatalLengthEnable(0) 3k disable BHEI3XH,
FRNFERXEMEHEBEIEE API blc_Il_sendDateLengthExtendReq () fifi& DLE X EEIA], X APl BIEK
JBES £ controller API &1,

3.2.6 Coded PHY/2M PHY

Coded PHY #1 2M PHY 2 {Core_v5.0) &N feature, IRAEE LY ET BLE WM AFHE, Coded PHY
BE S2(500 kbps) #1 S8(125 kbps) LUEN EIREERINA, 2M PHY(2 Mbps) KA1 7 BLE H 5. 2M PHY/
Coded PHY RILAERTE #@E, WrlATEERS THIHIBEE,

3.2.6.1 Coded PHY/2M PHY Demo 7143

Telink BLE Multiple Connection SDK 1, J¥%4 Sram, Coded PHY/2M PHY BRIARRHAIM, AP MIRIERFRE
Atk Feature, BILAFERNFTF

+ local device &% b85m_feature/feature_2M_coded_phy 3% b91_feature/ feature_2M_coded_phy,

7% feature_config.h FENXE:
#define FEATURE_TEST_MODE TEST_2M_CODED_PHY _CONNECTION

- peer device B] LUERFEAFN S E AR /ER BLE Master 1§ ; HWAILUERER—1%#F Coded PHY/
2M PHY B Telink BLE SDK, #wi¥t BLE Master i1 #1517, LLN{ERA Telink BLE Single Connection SDK
4RIFHY xxx_kma_master_dongle Z{ Telink BLE Multiple Connection SDK 4®i¥HY xxx_master_dongle,

AN-22063001-C1 53 Ver1.0.0



v Telink
% BLE Zi&#E SDK A& Ff

3.2.6.2 Code PHY/2M PHY API /48

(1) API blc_ll_init2MPhyCodedPhy_feature()

voild blc_11_init2MPhyCodedPhy_feature(void);

FAF{ERE Coded PHY/2M PHY,
(2) API blc_ll_setPhy()

ble_sts_t blc_11_setPhy( ul6 connHandle, le_phy_prefer_mask_t all_phys,
< le_phy_prefer_type_t tx_phys, le_phy_prefer_type_t rx_phys, le_ci_prefer_t phy_options);

Bluetooth Core Specification &M, ¥40i55% Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.49
LE Set PHY command, AT fifi% local device FENERIE PHY exchange, & PHY exchange FYFITELE R FAT LA
ERHFEY PHY, NI Master IR&E =& PHY update, Y PHY RIRS4ER,

connHandle: Master/Slave connHandle RIELPRIBERIEE, S%E Connection Handle”s
HthS #3155 % Bluetooth Core Specification EX. 5& SDK EMZELRIE X demo AIAEIER.

3.2.7 Channel Selection Algorithm #2

Channel Selection Algorithm #2 2 Bluetooth Core Specification V5.0 FFTARINEY Feature, I8 T2V T
B/, AXEEEREENEMKIRAEIES2E Bluetooth Core Specification V5.3, Vol 6, Part B, 4.5.8.3 Channel

Selection algorithm #2,

Telink BLE Multiple Connection SDK 1, CSA #2 BRIAEBXRAN, AP MRIEZER L Feature, AILIFEIFTH,
FETE user_init() HETEB API fEEE,

voild blc_11_initChannelSelectionAlgorithm_2_feature(void);

2 A local device I peer Master/Slave device #BERTZHF CSA #2(ChSel FEERIZE N 1), CSA #2 AgEAT
L

Demo &% b85m_feature/feature_misc, 1 feature_config.h FENXZ:

#define FEATURE_TEST_MODE TEST_MISC_FUNC

EXR TFEM app.c HENX:

#define MISC_FUNC_TEST_MODE TEST_CSA2
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3.2.8 Controller API

FRBIFRE BLE TR ZEMT, NARBRTLES Controller BY Link Layer BiFFIERXER, 0@ 1Y Host 18
BUEET A, RZAH Host BT HCI BITHId S1E1X45 Link Layer, Host i@id HCI 0 F &ZBIFFE Controller 1%
#ll&n < #BTE Bluetooth Core Specification M AEEX T, #I1H1ESE Bluetooth Core Specification V5.3, Vol
4, Part E: Host Controller Interface Functional Specificatione

Telink BLE Multiple Connection SDK 3% F Whole Stack 2213, NAAREBE#E Host HIZFR{FIRE Link Layer, {8
fEAR API #B 2™ 3% Bluetooth Core Specification /R HCI ZF53HY AP,

Controller API FYESBETE stack/ble/controller BR THISKX R, #R1E Link Layer JRSHINEERI L9 Il.h
leg_adv.h. leg_scan.h. leg_init.h. acl_slave.h. acl_master.h. acl_conn.h &, user AJLURHE Link Layer BY
Ihee ATk, LLUNER legacy advertising F8XINEEAY API FARIZERTE leq_adv.h FIEHE,

£ stack/ble/ble_common.h FIEX T KA ble_sts_t, ZEREN SDK P AZE AP HREEZER, RF
TR APl B9IR BB AR ER B MNIRIESEY, 7 =iR[E] BLE_SUCCESS (fE 0); R[EIMEMIE 0 EEERT
REHIR, B TRNEESBMNN—MEIREE, FEH API AEFHEAHR, K5ZES—1 API FTETEERTIR
El{E, HEERSZMEIRREENAEFEIRER,

XMREMEZEE! ble_sts_t ANMYFETF Link Layer B API, Xf Host B—2%E API tiEH,

3.2.8.1 BLE MAC address #1iafk

AR BLE MAC address sxE4sHIZERYIE1E public address # random static addresso
JAAIT APl 318 public address #l random static address:

voild blc_initMacAddress(int flash_addr, u8 *mac_public, u8 *mac_random_static);

flash_addr & flash L1#fi§ MAC address FUHIULERNR], &FXABIERITEE2.1.4 SDK Flash TE)H 2 EE. WF
AREE random static address, _EEIREXEY mac_random_static ZBKEDA],

BLE public MAC address FRINIREUE, A Link Layer #3814EY API, 3§ MAC address £\ BLE hili%:

blc_11_1initStandby_module (mac_public); //mandatory

3.2.8.2 bls_Ill_setAdvData

1¥15182 R Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.7 LE Set Advertising Data command,

LSB MSB
Header Payload
(16 bits) {(as per the Length field in the Header)

Figure 3.23: i1i{i% BERER
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BLE XX 2E, I EBamRa LEFTR, 511 byte B Header, SR Advertising PDU, £% 37 bytes,
& AdvA (6B) #l AdvData(ERA 31B).

TER API FHFi&E AdvData S0 HIEEE:

ble_sts_t blc_11l_setAdvData (u8 *data, u8 len);

data 5§18 PDU BB, len AEUEKE,
R[B! ble_sts_t ATREIR[EIMLERIN T RFAR:

ble_sts_t Value ERR Reason

BLE_SUCCESS O 121ERIN

IR[E{E ble_sts_t 2% BLE_SUCCESS, API AEH{TEMSEMINE, user EETRIRESHNSIEMN,

user FILATE#IIRLRYBMRIAA Z AP IRE EEIE, BAILITEFIZITITE main_loop ERET AR API K
(3560

3.2.8.3 bls_lI_setScanRspData

1#15158 88 Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.8 LE Set Scan Response Data command,
FMF EE#EE PDU BIIRE, scan response PDU AYIREER API:

ble_sts_t blc_11_setScanRspData (u8 *data, u8 len);

data $5¥tH18[E PDU BYE#ILE, len AEIEKE,
IR[E]ZRE ble_sts_t ATREIREIMLEERIN T RFAR:

ble_sts_t Value ERR Reason

BLE_SUCCESS O 21ERIN

IR[O{E ble_sts_t 38 BLE_SUCCESS, API RAe#{TSHEEMNE, vser FEARIRESHNGEL,
user A] ATEFISALAVET R 1Z API IZE scan response data, tAILIFIZFEITEITE main_loop EREEY AR

Z API R{E2X scan response datas
3.2.8.4 bls_ll_setAdvParam

J£ 15152 B8 Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.5 LE Set Advertising Parameters com-
mando
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Advertising Advertising Advertising
Event Event Event
T_advEvent — T_an‘vEu‘enE -
advinterval -l advinterval |
# adu.DE?a 1y advDela
Advertising
State
entered

Figure 3.24: 1Y 4% 2 Advertising Event

BLE #MY#%E Advertising Event ({8#F Adv Event) 80 EEFfR, IEMEES—1 T_advEvent, Slave H#{T—
B &, =T #%& channel (channel 37. channel 38, channel 39) E&&—"1f,

T@EH API 3t Adv Event B XHSEHITIZE

ble_sts_t blc_11_setAdvParam( adv_inter_t intervalMin, adv_inter_t intervalMax,
adv_type_t advType, own_addr_type_t ownAddrType,
u8 peerAddrType, u8 *peerAddr, adv_chn_map_t adv_channelMap, adv_fp_type_t advFilterPolicy);

(1) intervalMin & intervalMax

& B EEE] 8] PR adv interval BISBE, LL 0.625 ms REAREN, STETE 20 ms - 10.24 s zja], # 8
intervalMin /NFZETF intervalMax,

SDKT_ %/L.\Tf%'a—”;ﬂﬁﬁﬁ |nterva|M|n; ?_E“E EIL\—FJ-‘_%[EIK%@% interV8|M8Xo
FIGEM intervalMin > intervalMax, intervalMin #5a%1%F intervalMaxo

RIBAREBEHIZEE, intervalMin # intervalMax BIEB —LEFRTE , iIEEH (Vol 6/Part B/ 4.4.2.2 “Advertising
Events”)o

(2) advType
£% Bluetooth Core Specification, TUFMEARII EEHIRENT:
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Advertising Event | PDU used in this advertising | Allowable response PDUs for

Type event type advertising event
SCAN_REQ | CONNECT_REQ
Connectable Undi- ADV_IND YES YES

rected Event

Connectable ADV_DIRECT_IND NO YES*
Directed Event

Non-connectable ADV_NONCONN_IND NO NO
Undirected Event

Scannable Undi- ADV_SCAN_IND YES NO
rected Event

Table 4.1: Advertising event types, PDUs used and allowable response PDUs

Figure 3.25: BLE WAk PUFh#EEH

LB Allowable response PDUs for advertising event 2853 F8 YES #1 NO i%PB Y EMER EEHEENH
1% &M Scan request M Connect Request ##1TMARZ, #: F— Connectable Undirected Event XF Scan
request F1 Connect Request #REEMINZ, T Non-connectable Undireted Event X E 1 J&BARIIL,

EE S Connectable Directed Event ¥ Connect Request IR YES' A LAMT S, RREREK
ZIPTAZAY Connect Request, TAi—ERME, MASRH whitelist 1378, FITHY 3 M VYES R LB ABRZAY
BER, ELRFFERIT whitelist FIRE, RIE whitelist BT ERHFRERLKXEEWN, FEA whitelist
PEFANA,

A EPafh#EE 4, Connectable Directed Event X439 Low Duty Cycle Directed Advertising 1 High Duty
Cycle Directed Advertising, XIF—HEEBSEIRAMIHEEMHLE, WTENX (stack/ble/ble_common.h):

/* Advertisement Type */

typedef enum{
ADV_TYPE_CONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY
ADV_TYPE_SCANNABLE_UNDIRECTED
ADV_TYPE_NONCONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY
}adv_type_t;

0x00, // ADV_IND

0x01, //ADV_INDIRECT_IND (high duty cycle)
0x02 //ADV_SCAN_IND

0x03, //ADV_NONCONN_IND

0x04, //ADV_INDIRECT_IND (low duty cycle)

AR E A BE R ADV_TYPE_CONNECTABLE_UNDIRECTED,
(3) ownAddrType
FEET AR AR, ownAddrType 4 NENHEMEIT:

typedef enum{
OWN_ADDRESS_PUBLIC = 0,
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OWN_ADDRESS_RANDOM = 1,

OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC = 2,

OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM 3,
}own_addr_type_t;

XERINEBAR NS

OWN_ADDRESS_PUBLIC R #B8IBH&(ER public MAC address, SEFRNESRE MAC address #J3A1LES API
blc_initMacAddress(flash_sector_mac_address, mac_public, mac_random_static) B9 &,

OWN_ADDRESS_RANDOM TR BHIBE(ER random static MAC address, izithitskiRF FE APl I&ER
&:

ble_sts_t blc_11_setRandomAddr(u8 *randomAddr);

(4) peerAddrType & *peerAddr

% advType WiIKBRNEZ BB A directed adv (ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY #1
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY) BY, peerAddrType 1 *peerAddr FEF$8%E peer device
MAC Address BYZEEIFNMAL,

% advType AEMZETRIEY, peerAddrType # *peerAddr REERTERY, ALUZE 0 #1 NULL.

(5) adv_channelMap
RET #E channel, BILLEE channel 37, 38, 39 RFEE—1EZ 1, adv_channelMap BERNEEWT 3
FKENPEEHASE.

typedef enum{

BLT_ENABLE_ADV_37 = BIT(0),
BLT_ENABLE_ADV_38 = BIT(1),
BLT_ENABLE_ADV_39 = BIT(2),

BLT_ENABLE_ADV_ALL
}adv_chn_map_t;

(BLT_ENABLE_ADV_37 | BLT_ENABLE_ADV_38 | BLT_ENABLE_ADV_39),

(6) advFilterPolicy

BFREAZE BEY, JWHEMIEGEM scan request I connect request REXBVITIEREE, TIEAVMIIEEIR
AIFEMER] whitelist o 7E/FE whitelist 7T IFAFR

FIGEM 4 FTERAINT, BAREE whitelist 33 IEIHEE, %R ADV_FP_NONE,

typedef enum {
ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY = 0x00,
ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_ANY = 0x01,
ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_WL = 0x02,
ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_WL = 0x03,
ADV_FP_NONE = ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY
} adv_fp_type_t;

R[OE ble_sts_t AJREHILRYEMREIN FRFAT:
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ble_sts_t Value ERR Reason

BLE_SUCCESS O 121ERTH

IR[E]{E ble_sts_t R BLE_SUCCESS, API A= TEHEEMIEE, user EEFRRESHHSEMN,

¥R Bluetooth Core Specification HCI #§43 Host command BYi&it, Set Advertising parameters EIIZE T
LEH 8 ME#. FEENERRBESEN, AA—EFEANSHRZEEEMEXRM, tbil advType
advinterval, ERREH advType T, 3t intervalMin # intervalMax BSEREIRESFA—#, FIULSBERELSE
EE, NRIE set advType F set advinterval 3FEFHENFER API, HILtLEFSEEICEMIT AT,

3.2.8.5 bls_ll_setAdvEnable

1¥15152 88 Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.9 LE Set Advertising Enable command.

ble_sts_t blc_11_setAdvEnable(adv_en_t adv_enable);

en /3 1 BY, Enable Advertising; en /9 O B, Disable Advertisings
Enable 3¢ Disable Advertising BPIRESH BB AEE3.2.2.2 Link Layer IREHEG,
IR[El{E ble_sts_t AIEHINAVENRE N TR

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 21ERIN

HCI_ERR_CONN_REJ_LIMITED_RESOURCES 0x0OD appMaxSlaveNum A 0, RAAFIKE

3.2.8.6 bic_Ill_setAdvCustomedChannel

% APl FBF EHI4F5M advertising channel & scanning channel, R 3—IEEFHMNABEE X, I BLE
mesho

void blc_11_setAdvCustomedChannel(u8 chn@, u8 chnl, u8 chn2);

chnO/chn1/chn2 IEFREEHIASIR, BIANIFEINSRE 37/38/39, LLANIEE 3 4 advertising channel 535!
#2420 MHz. 2430 MHz. 2450 MHz, RS0 FIAA:

blc_11_setAdvCustomedChannel (8, 12, 22);

®H# BLE N BERIZ AP A ASILXAFRIINEE, WR user E—EFERZSHFERTE@EE & & PEEHM,
Eb30% advertising channel & scanning channel EEA 39, AN FIAMA:
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blc_11_setAdvCustomedChannel (39, 39, 39);

SEIEMNREZ AP KRN EXR FEMENEE,

3.2.8.7 blc_lI_setScanParameter

J¥18154 08 Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.10 LE Set Scan Parameters commando

ble_sts_t blc_11_setScanParameter ( scan_type_t scan_type,
ul6 scan_interval, ul6 scan_window,

own_addr_type_t ownAddrType,

scan_fp_type_t scanFilter_policy);

SER
(1) scan_type

BJ%E$F passive scan F active scan, X352 active scan 2TEUE] adv packet Bt E& scan_req LIRS &
scan_rsp B Z(ER., scan rsp BHEIET adv report event {545 BLE Host; passive scan A& scan reqo

typedef enum {
SCAN_TYPE_PASSIVE
SCAN_TYPE_ACTIVE
} scan_type_t;

0x00,
0x01,

(2) scan_interval/scan window

scan_interval I8 & Scanning state B4R BYLIAYE], BE{i[)9 0.625 ms, scan_window AEE OBYEl, 0
Ri&EM scan_window > scan_interval, 3LPREY scan window & &/ scan_intervalo

[RE&1RHE scan_window / scan_interval it&H scan_percent, LUAZIFRKINFEMB M, Scanning BIE KL
HAUSE 3.2.3.2"f1"3.2.3.4"F13.2.3.5%

(3) ownAddrType
57 scan req ELHINFEAIRY, ownAddrType B 4 PEDREMEIT:

typedef enum{
OWN_ADDRESS_PUBLIC 0,
OWN_ADDRESS_RANDOM = 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM = 3,
Jown_addr_type_t;

OWN_ADDRESS_PUBLIC &7 Scan FIBS&{ER public MAC address, SEPRithiit3R B MAC address #J#a1LES
API blc_initMacAddress(int flash_addr, u8 mac_public, u8 mac_random_static) BV &,

OWN_ADDRESS_RANDOM = Scan HIBRHMZ(ER random static MAC address, &thitsEJEF i APl i&E
BIME:

AN-22063001-C1 61 Ver1.0.0



v Telink
% BLE Zi&#E SDK A& Ff

ble_sts_t blc_1llms_setRandomAddr(u8 *randomAddr);
(4) scan filter policy

typedef enum {
SCAN_FP_ALLOW_ADV_ANY=0x00,//except direct adv address not match
SCAN_FP_ALLOW_ADV_WL=0x01,//except direct adv address not match
SCAN_FP_ALLOW_UNDIRECT_ADV=0x02,//and direct adv address match initiator's resolvable
o private MAC
SCAN_FP_ALLOW_ADV_WL_DIRECT_ADV_MACTH=0x03, //and direct adv address match initiator's
< resolvable private MAC
} scan_fp_type_t;

B 81235 scan filter policy ATME 2 4

SCAN_FP_ALLOW_ADV_ANY =7 Link Layer ¥t scan 89 adv packet RIS, BEi% report 2 BLE Host,
SCAN_FP_ALLOW_ADV_WL MZER scan ZIMY adv packet HAETE whitelist BER, 7 report 2 BLE Host,
IR[EE ble_sts_t AIREHIBVENRE W FRASR:

ble_sts_t Value ERR Reason

BLE_SUCCESS O 12ERLIH

IR[E{E ble_sts_t 28 BLE_SUCCESS, API AEH{TEMSEMINE, user EETRIRESHNSIEMN,

3.2.8.8 bic_Ill_setScanEnable

1¥#15182 M8 Bluetooth Core Specification V5.3, Vol 4, Part E, 7.8.11 LE Set Scan Enable commando

ble_sts_t blc_11_setScanEnable(scan_en_t scan_enable, dupFilter_en_t filter_duplicate);

scan_enable SEEEFUT 2 MNAIIEE:

typedef enum {
BLC_SCAN_DISABLE
BLC_SCAN_ENABLE
} scan_en_t;

0x00,
0x01,

scan_enable 7 1 B, Enable Scanning; scan_enable /9 O BY, Disable Scanninge
Enable/Disable Scanning BARSH BRI LASE3.2.2.2 Link Layer RKELHE,
filter_duplicate ZEERAWNT 2 N AIE(E:
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typedef enum {
DUP_FILTER_DISABLE
DUP_FILTER_ENABLE
} dupFilter_en_t;

0x00,
0x01,

filter_duplicate 9 1 B, RAABEERTIE, RXENRRED adv packet, Controller R[A Host ER—
/R adv report event; filter_duplicate /9 0 BY, RABEEGIIE, X scan FIB adv packet &—H LIRS
Hosto

IR[E{E ble_sts_t TR

ble_sts_t Value ERR Reason

BLE_SUCCESS O 121ERIN

LGB T scan_type /9 active scan (3.2.8.7 blc_Il_setScanParameter). Enable Scanning /&, & device,
IE—IR scan_rsp F L3R4 Hosto EIJ9ER Enable Scanning /&, Controller X ARENIZER scan_rsp #H1T
iBR, BellEzED scan_rsp FIRE, MEREEAABREIRIZIZED scan_reqo

& user BEZ R LIREI— device BY scan_rsp, BILUEE blc_ll_setScanEnable EEI&E Enable Scanning
LI, AAEX Enable/Disable Scanning BY, i&#&H scan_rsp 5IFRE=E O

3.2.8.9 bic_Ill_createConnection

ble_sts_t blc_l1_createConnection(ul6 scan_interval,ul6 scan_window,
init_fp_type_t initiator_filter_policy,
u8 adr_type, u8 *mac, u8 own_adr_type,
ulé conn_min, ulé conn_max,ul6 conn_latency,
ulé timeout, ulé ce_min, ulé6 ce_max )

(1) scan_inetrval/scan window
scan_interval/scan_window 7EiZ API RETES & B B IR B EIG B vl LUFEA"3.2.8.7 blc_II_setScanParameter”s
(2) initiator_filter_policy
1ETE HANERIR ERVERRR, A& T
typedef enum {
INITIATE_FP_ADV_SPECIFY = 0x00, //connect ADV specified by host

INITIATE_FP_ADV_WL = 0x01, //connect ADV in whitelList
} init_fp_type_t;

INITIATE_FP_ADV_SPECIFY FRINEZANIRF MU ZEMEM adr_type/mac;
INITIATE_FP_ADV_WL FRRIE whitelist BEBVIKEFRIEE, LT adr_type/mac TE N,
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(3) adr_type/ mac

initiator_filter_policy 79 INITIATE_FP_ADV_SPECIFY BY, ZE#3tit3E8 4 adr_type (BLE_ADDR_PUBLIC Z#&
BLE_ADDR_RANDOM). #1315 mac[5...0] BYI% &,

(4) own_adr_type
FEEBEILEIEN Master role A MAC address 28!, ownAddrType 4 PNRLEMEIN T,

typedef enum{
OWN_ADDRESS_PUBLIC 0,
OWN_ADDRESS_RANDOM 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM = 3,
Jown_addr_type_t;

OWN_ADDRESS_PUBLIC FREZREHZEFEF public MAC address, SEFRtIIESRE MAC address #I3A{KET AP
blc_lims_initStandby_module (mac_public) B &,

OWN_ADDRESS_RANDOM R IEZEIMZEER random static MAC address, iZithitsEiRTF FE APl i&ER
&:

ble_sts_t blc_llms_setRandomAddr (u8 *randomAddr);

(5) conn_min/ conn_max/ conn_latency/ timeout

X 4 NEYHANE T BILEEG Master role FUIEZRSE, RN XLESH B RET connection request k%44 Slave,
Slave th =R EIERIEZES .

conn_min/conn_max 187 conn interval BYEE, 21} 1.25 ms. MR appMaxMasterNum > 1, conn_min/
conn_max BT, SDK H Master role conn interval BRIABIE A 25(5EFR interval /9 31.25 ms = 25 x1.25 ms),
XFMER A LUEREILERERTIEA bic_ll_setAcIMasterConnectioninterval BXUZE ; IR appMaxMasterNum
791, SDK 1 Master role conn interval B1Zf#H conn_max BI{E,

conn_latency ¥ connection latency, —f&i&7 0o
timeout ¥§7E connection supervision timeout, EEfiIJJ 10 mso.
(6) ce_min/ ce_max

Telink BLE Multiple Connection SDK ERAME ce_min/ ce_maxo

REHEFIFR:
ble_sts_t Value ERR Reason
BLE_SUCCESS 0 1B1ERIN
HCI_ERR_CONN_REJ_ 0Ox0D Link Layer B4 F Initiating state, FEIZEUWETRY
LIMITED_RESOURCES create connection 3¢ Hi device &&F Connection

state
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API REHITBHMERMNE, vser BEIRRESHNAENL.

3.2.8.10 blc_ll_setCreateConnectionTimeout

ble_sts_t blc_11_setCreateConnectionTimeout(u32 timeout_ms);

IR[E{E 9 BLE_SUCCESS, timeout_ms B} ms.

& blc_ll_createConnection & # N Initiating state 5, MR EFTEARILERE, =K Initiate timeout,
1B Initiating stateo

Telink BLE Multiple Connection SDK 2XKIARY Initiate timeout BYE]I/ 5 #0s YN User REBEMFRAZIABX AT
i8], AJLUAA blc_ll_setCreateConnectionTimeout I E B 2HFEH Initiate timeouts

3.2.8.11 bic_ll_setAclMasterConnectioninterval

ble_sts_t blc_11_setAclMasterConnectionInterval(ulé conn_interval);

IR[E{Ef BLE_SUCCESS, conn interval B9 1.25 mso

XA API i&E master base connection interval £/, & PNEET LB Z A master WRFEFF, RIES
master [EEENER FTRFEARHR, ?E%?K?Ef§5ﬁ§&$o akf‘mix‘iﬂ’ﬂ master connection interval @XME
Y 1/2/3/4/6/8/12 &,

3.2.8.12 bic_ll_setAutoExchangeDataLengthEnable

void blc_11_setAutoExchangeDatalLengthEnable(int auto_dle_en)

auto_dle_en: 0, X1l stack B&hi#1T DLE 3ZH; 1, stack E&h#H1T DLE 32 H,

ERINBER T, SNR¥8E1E DLE E’JH‘TE 27,stack TEEIEE S Bahi#1T DLE R B INRA P RFHE stack 58
RE,JLUERALE APl X, F R EHITREEHE, B F B 2IEAAMEX API blc_II_sendDateLengthExtendReq
H#ITR B,

I
INREZIE stack BE)RE DLE, [EEVRUHEHEIERZ APl

3.2.8.13 blc_ll_sendDateLengthExtendReq

ble_sts_t blc_l1_sendDateLengthExtendReq (ul6 connHandle, u16 maxTxOct)
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connHandle: IEEBZEFIMEIESHB connection,
maxTxOct: EBEIGEM DLE KE,
IR[EIZRE ble_sts_t AJREIREIAVLERIN T RFAR:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 121ERTH

IR[E]{E ble_sts_t R BLE_SUCCESS, API A=#{TEHESEMIE, vser EEFRRESHHSEMN,

3.2.8.14 bic_ll_setDatalengthReqSendingTime_after_connCreate

vold blc_1l1_setDatalLengthReqSendingTime_after_connCreate(int time_ms)

R E pending BYja]o
BFRETEEEZEEERF time_ms (B{i: =) FH1T DLE WX E,

3.2.8.15 blc_ll_disconnect

ble_sts_t blc_11_disconnect(ul6 connHandle, u8 reason);

JAALL API 7£ Link Layer E&IX— terminate 4§ peer Master/Slave device, E Rl EE,
connHandle I #i connection BY handle {B,

reason AEFFFRE, reason MILEi¥IES M Bluetooth Core Specification V5.3, Vol 1, Part F, 2 Error code
descriptions.

EARARRESIBITRE SR terminate, MAB—RRIERE reason /I HCI_ERR_REMOTE_USER_TERM_CONN =
0x13, blc_ll_disconnect(connHandle, HCI_ERR_REMOTE_USER_TERM_CONN);

A% APl ok FEIES, —ESfifk HCI_EVT_DISCONNECTION_COMPLETE H4, Fi2E4mE1E
REE O LB EIXWMAY terminate reason FXMNFEHIEER reason 2—HFH,

—RIBR TEZEBARZ APl AILUTHAIX terminate FETiE, BHEFEE-ERABREISEIZ AP ABX
M, RIEREE ble_sts_t AJULTRMUMEIRRE. ZBIUNAREAZ AP, ©E-—TREERTA
BLE_SUCCESS,

IREEIN TR,
ble_sts_t Value ERR Reason
BLE_SUCCESS 0 1R 1ERLTH
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ble_sts_t Value ERR Reason

HCI_ERR_UNKNOWN_CONN_ID 0x02 connHandle $&IREH A BN R AYERE

HCI_ERR_CONN_REJ_LIMITED_RESOURCES Ox3E ABHIEEGLRIE, BRILTHESZHS

3.2.8.16 rf_set_power_level_index

Telink BLE Multiple Connection SDK $2tT BLE RF packet REEIZER API, REIGH RERETRE:
b85m AY API JRELUN T :

vold rf_set_power_level_index (RF_PowerTypeDef level);

B85m Y level fEIRES# drivers/8258(8278)/rf_drv.h HFHEXHIZET E RF_PowerTypeDef,
b91 By API AT

void rf_set_power_level_index (rf_power_level index_e idx);

B91 B idx IRESE drivers/B91/rf.h HENXHIKELTE rf_power_level_index_es

% AP IEER RF R EEEE, M BEMNEZREENEN, BEEFNERMUEEHILUSE, Lk GG
S e ERE—RBEE N,
AR
rf_set_power_level_index X MNREAZFE X MCU RF XM —LEFFRHFITIZE, M—E MCU #HA
sleep (823& suspend/deepsleep retention) f&, XEFFeeMEE S E KR, Fill user BEFE, 8K sleep

MERfS, X PMRBHNEBEFIGE —IB. LIN7E SDK demo H{ER T BLT_EV_FLAG_SUSPEND_EXIT &
HE1E, REFREX suspend BER rf power #HEMIZE 1R,

3.2.8.17 Whitelist & Resolvinglist
BIET4E3d, Advertising/Scanning/Initiating state B4 filter_policy B#EBH K2 Whitelist, S1EHE Whitelist &7
BB HITHEMNAIRE, SEFF Whitelist BEZHEE Whitelist 1 Resolvinglist FEBS

1B peer_addr_type # peer_addr a] LLFIMf peer device IR R RPA (resolvable private address) o
A TEAFIETEET,

#define IS_NON_RESOLVABLE_PRIVATE_ADDR(type, addr)
((type)==BLE_ADDR_RANDOM && (addr[5] & OxCO) == 0x00)

Ik RPA HilitA BT IA7Z6EE whitelist B, B&f Telink BLE Multiple Connection SDK B whitelist % 7Ffi& 4
RE:
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#define MAX_WHITE_LIST_SIZE 4

Whitelist #8x API #07F:

ble_sts_t 11 _whitelList_reset(void);

Reset whitelist, 3R[E{E/ BLE_SUCCESS,

ble_sts_t 11 _whitelList_add(u8 type, u8 *addr);

AIN—MEEE whitelist, REMEFIFR:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 1BUERLIN

HCI_ERR_MEM_CAP_EXCEEDED 0x07 whitelist B3, 0K

ble_sts_t 11 _whitelList_delete(u8 type, u8 *addr);

M whitelist B Z BIARINAYIZE, REMEN BLE_SUCCESS,

RPA (resolvable private address) i&&, B EfFH Resolvingliste AT T& ram £/, B#I Telink BLE Multiple
Connection SDK 1 Resolvinglist S %72 2 ™M&&:

#define MAX_WHITE_IRK_LIST SIZE 2

Resolvinglist #8x API #1TF:

ble_sts_t 11_resolvinglList_reset(void);

Reset Resolvinglisto iR[E{E BLE_SUCCESS,

ble_sts_t 11l_resolvinglList_setAddrResolutionEnable(u8 resolutionEn);

IREMALRITGER, SNREMER Resolvinglist f#ifTithit, —EBFTFERE. FAREMITEIR, ALK,

ble_sts_t 1l_resolvinglList_add(u8 peerIdAddrType, u8 *peerIdAddr,
u8 *peer_1irk, u8 *local_irk);

AIN{ER RPA i3EAYIEE, peerldAddrType/ peerldAddr 1 peer-irk 1 peer device EFRHY identity address
ik, XEEERELNMBIEREZMEE] Flash B, user AILITE"3.4.4 SMP R FREUX LEE B, Xt
F local_irk, SDK BB ZEAIE, 1B NULL BIF],

AN-22063001-C1 68 Ver1.0.0



v Telink
% BLE Zi&#E SDK A& Ff

ble_sts_t 11l_resolvinglList_delete(u8 peerIdAddrType, u8 *peerIdAddr);

MBRZ B ARINAYIR & 1R[EME BLE_SUCCESS,
Whitelist/Resolvinglist SSIR BT EAV(E R , 1558 %E 8258_multi_conn_feature_test T#2(feature_whitelist.c)o

£ vendor/b85m_feature/app_config.h PENXZ:

#define FEATURE_TEST_MODE  TEST WHITELIST

3.3 Host Controller Interface

HCI(Host Controller Interface) & Host 1 Controller 3ZHEIBMIHTR, ©ENX T Host M Controller X EME
FhEEEAY, 0: CMD, Event, ACL, SCO, 1SO 2, HCI #1882 5F Host # Controller BYSEIMEREIREMLHTES
LERAARE, HCl BARBRLIEE Bluetooth Core Specification V5.3, Vol 4: Host Controller Interfaceo

HCI Transport & HCI BUfZHIE, fAZEHE HCl ZMHEIEEIMEIE. HCl Transport EX T HCI REIEIESE
B Type Indicator, 1 TEFfT.

HCI packet type HCI packet indicator
HCI Command Packet 0x01

HCI ACL Data Packet 0x02

HCI Synchronous Data 0x03

Packet

HCI Event Packet 0x04

Figure 3.26: HCI Packet Type Indicator

3.3.1 HCI X {$2249

Telink BLE Multiple Connection SDK H1 HCI 24 ZR¥40 FEIFf/R. HCI Transport 5 HCl Transport Layer BY%R
%R, XFRIRBETEEAFFR; Controller HCI EEXINT HCI CMD F HCI ACL BYfEAT NI AR =4
HCI Event, [EIBY/9 HCI Transport $2THEEIZ O, ASTIFESE HCI Transport A Controller HCI #2RIF4REAR
Telink HCI RYERR 7%
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HCI Transport

Controller HCI

Link Layer

Controller

Figure 3.27: Telink HCI ZX{$%2#y

HCI Transport BB F{&4 HCI i€, EREBMIT HCl ThilE, REEIRE HCI Type $EUR HCI HiXEL, ARG
44 Controller HCI &M IEBT], HCI Transport SZ3FZMBEM4EO, 0: USB, UART, SDIO %, EHFEANZE
UART #0, Telink BLE Multiple Connection SDK BRIR1ZET UART ##[OY HCI Transport. Telink BLE HCI
transport BYERHFSEINE] AEE SDK HHY vendor/common/hci_transport X%,

HCI UART Transport Z#FfhiiY, H4 # H5, XM MY Telink BLE Multiple Connection SDK #%#F, B
LURRS IR FF A fERA. Telink SDK HCI Transport BYZREZRA30 T EIFf o
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H4 protocol HS protocol

HCI Transport Control

Figure 3.28: Telink HCI Transport ZX{4%2#4

H4 Protocol & HCI UART Transport H4 Y AIERESEIN; HS Protocol & HCI UART Transport H5 TMY YR {4
SCI; HCI Transport Control & HCI Transport ECE BIEE, AP HCl Transport FREEEN—1]],
Itt, fEHF HCl Transport B REEXFZERNT,

3.3.1.1 H4 Protocol

33111 H4 PDU

H4 PDU ML TEFT.

LSB MSB

HCI Type Indicator Payload
(1 octets) (N octets)

Figure 3.29: H4 PDU &%

H4 PDU F HCI Type Indicator 1 Payload £B%. HCI Type Indicator $§B8 T Payload BINZA, HCI Type Indicator
AIENRYESN FEFAR; Payload RJLAZ HCI CMD, HCI ACL 1 HCI Event % HCI Protocol &,

Host & 1% H4 PDU | Controller, H4 Protocol RS2 T H4 PDU BYIRURANARAT, BIASSIIEILIZEE vendor/
common/hci_transport XHFHH hci_tr_h4.c 1 hci_tr_h4.h X4,

FRFPEER H4 i EERIEZEREE UART Rx Buffer A/VFl Buffer PR, ATLUEE hei_tr_h4.h XX
A% HCI_H4_TR_RX_BUF_SIZE #1 HCI_H4_TR_RX_BUF_NUM XE &, SEfrt, AT HERFPHER,
SDK = Bafit&E H4 UART Buffer Sizee AP RFEBE hci_trh XHHEIZ HCI_TR_RX_BUF_SIZE B 7],
HCI_H4_TR_RX_BUF_NUM BHFP—AFEEH, BRIFERFHERK,
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3.3.1.1.2 H4 API

H4 Protocol 127 3 ™ API:

vold HCI_Tr_H4Init(hci_fifo_t *pFifo);
vold HCI_Tr_H4RxHandler(void);
vold HCI_Tr_H4IRQHandler(void);

void HCI_Tr_H4Init(hci_fifo_t *pFifo)
Ihek: ZKE H4 NHI9A1L, B4E UART, RX Buffer %o
s

pFifo  $8M Controller HCI Rx FIFO, FBF{FERUHREMTARINRY HCI Thil & Controller &b, 1]
H Controller HCI $gf#

~
o
‘;}%_E

WER: ZRBAR—RAEEIRR, ©H HCl Transport Control EERH.

void HCI_Tr_H4RxHandler(void)

IheE: ZRKELIM T H4 PDU AR ANALIETHEE,

88 T

WER: ZREBAP—RAFERR, ©H HCl Transport Control BiE .

void HCI_Tr_H4IRQHandler(void)

Ihik: ZERELIMT UART RX/TX HHTRAIE,

B X

WA ZREAFP—MRAREIEA, ©H HCl Transport Control EAA.

3.3.1.2 HS5 Protocol

H5 X#R 3wire UART, H5 XEFERHEFIZMEENG, IR H4 ik, HS BEEENA RN, BEHEEHEME
% H4 B, H5 BfARASE Bluetooth Core Specification V5.3, Vol 4, Part D: Three-wire UART Transport
Layero

H5 PDU(Protocol Data Unit) TEfRiIZ BIR EW4RES, TERENT H5 PDU ZBIFEEARFY, HS5 PDU BY4RARRSE Slip
Layer 5ehfo

Telink H5 B ZEMIUNFR . UART AATFEUERIW . ; Slip BEI T HS PDU MU4RESESFAIfRIDES, f138 HS5 PDU
BI4REBANfRES; H5 Handler SRELT H5 PDU BYERARANSLER. H5 Link BRI URREEFIMEZTH, BFE
BATE vendor/common/hci_transport X3 EY hei_tr_h5.c, hci_slip.c, hci_h5.c XFHESF H5 BISEI,
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H5 Handler

Figure 3.30: H5 {42245

3.3.1.2.1 Slip Layer

(1) Slip 4&85

Slip layer 4R3I SEEN H5 BNFBRMNERIMMAHRE—NFTH Co, H5 BFRHIAFRE CO R HLRET
FX DB DC F%!; H5 B HHIRRIFRE DB B4 4RESRL DB DD F5!; XEAY DB DC #1 DB DD ##RA Slip B93& X
5, FrB Slip BV X F5EFIAT DB, Slip B9 X F5IRINTEFI R

Co Co Slip Packet 1 Co Co Slip Packet 2 Co Co

Figure 3.31: HCI Slip &
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SLIP Escape Sequence | Unencoded form Notes

0xDB 0xDC 0xCO0

0xDB 0xDD 0xDB

0xDB 0xDE 0x11 Only valid when OOF Software Flow
Control is enabled

0xDB 0xDF 0x13 Only valid when OOF Software Flow
Control is enabled

Figure 3.32: HCI Slip 3 X %%

Telink BLE Multiple Connection SDK 1 Slip BY4%#5 2832 APl HCI_Slip_EncodePacket(u8 *p, u32 len)
REMM, RBEHIEIEEFEMEE Slip Encode buffer H, Slip BJ Encode Buffer Size B LLi@ ¥ &
HCI_SLIP_ENCODE_BUF_SIZE Ri& &, AT HERFER, SDK B4 3} HCI_SLIP_ENCODE_BUF_SIZE 3£
MYBEoitE, FEERFRE. AR REEBRE vendor/common/hci_transport/hci_tr.h X &%=
HCI_TR_RX_BUF_SIZE Bl F],

(2) Slip figfg

LR slip LG, @ Slip BRERIRFLEERIRE Co BRI E— 122 Slip B, AGIRIE Slip X FET
¥ DB DC #1 DB DD F5F4% 1t 79 CO 1 DB, iX#¥ Slip FA#ARFD T, ZTFRFEMEM H5 PDU,

Telink BLE Multiple Connection SDK H Slip B9#25E void HCI_Slip_DecodePacket(u8 *p, 32 len) 3R3LIH, fi#
ML IEHYERIBIZMETE Slip Decode Buffer A, Slip fi#h5 Buffer BYA/NE] LUEIE % HCI_SLIP_DECODE_BUF_SIZE
RB, AT HERFER, SDK B43X HCI_SLIP_DECODE_BUF_SIZE SR T BahitHE, AEEAFRE. A
FPREERE vendor/common/hci_transport/hci_tr.h X#EHRIZE HCI_TR_RX_BUF_SIZE BNA],

3.3.1.2.2 H5 Handle

H5 Handler SRELY H5 PDU BIBEMTFIRLIE. H5 Link IR RETHIFEFITH,
(1) H5 PDU

H5 PDU(Protocol Data Unit)o H5 PDU B3 & Packet Header, Payload #1\]i%HAY Data Integrity Check 3 NF
E%o

LSB 4 Octets 0-4095 2 MSB

Data Integrity

Packet Header Payload Check

Figure 3.33: H5 PDU

H5 PDU Header #9307 :
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LSB 3 bits 3 1 1 = 12 8 MSB
Sequence | Acknowledgment | Data Integrity | Reliable | Packet | Payload | Header
Number Number Check Present | Packet | Type Length | Checksum

Figure 3.34: H5 PDU Header

Sequence Number(SEQ): X FARIFEENRIR, SEQ MiZIEEN 0 ; WFrRIFEEXKN, SEQ ®RNENFS. &
WE— 18, SEQ FIZM 1. SEQ BB 0-7, SEQ AL, RREE,

Acknowledgment Number(ACK): ACK RiZI&BNEFHEN T —1MEFS, SBE 0-7.

Data Integrity Check Present: 18BN 1, RnaBmEX PDU BY Payload FE&#HTT CRC ®K4e, ED PDU HY
Data Integrity Check 7€, BNAREE

Reliable Packet: &€&/ 1, FARFEEH, SEQ BER.

Packet Type: H5 EX 7T 8 sl

HCI Packet Type Packet Type
Acknowledgment packets 0

HCI Command packet 1

HCI ACL Data packet 2

HCI Synchronous Data packet 3

HCI Event packet 4

HCI ISO Data packet 5

Vendor Specific 14

Link Control packet 15

Reserved for future use All other values

Figure 3.35: H5 Packet Type

Payload length: PDU A payload FERRVKE,

Header CheckSum: H5 PDU Header FIFNIHREE{E,

H5 Handler &3 &%k void HCI_H5_PacketHandler(u8 *p, u32 len) ESEIXF H5 PDU RUFBATANIAL IR, X ERIER
= H5 AEMERNKER, ARAEERR.

(2) HS Link EBIHEEES 23
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Host 1 Controller 33t H5 FIBB ZAIEERLEIL HS EEHMBERERF S HS link B FEMFA SYNC
message. SYNC_RSP message. CONFIG message #1 CONFIG_RSP messages

4R, H5 & F Uninitialized K7, HERBI&ZIE SYNC message, ZULE] SYNC_RSP message BUF#EH N
Initialized K7, FHARTEIE CONFIG message; ZHUKEI CONFIG_RSP message LAfG, H5 # N Active K3,
LEBY H5 link EBIZATH, BTLAMCEERIE,

Telink H5 #J¥8BTLA 250 ms BYEIFRAIX SYNC message, ZHULEI CONFIG_RSP message BAfE, # N Initialized
RE, FLL 250 ms BiBE]fRA&AIX CONFIG message, ZHULE| CONFIG_RSP message LG, HNEES.

7£ CONFIG message #1 CONFIG_RSP message A& Host # Controller fEFRRVEIZSE, WHIBHERZ2
ERREZNERS T, H5 EENEREEE T EE®IE Sliding Window Size. OOF Flow Control. Data Integrity
Check Type # Versiono

Sliding Window Size: I§EARHE AN ACK HERAEIEE 2. 3 Sliding Window Size = 1BY, BEk%& Controller
EE—BLGE, BIAFEER Host ACK LUSABEERH T—1E; H Sliding Window Size = N (N>1) B, Controller
AILERIE N BMAEEERF Host B ACK, 1B Controller 325 N BLUE, SAMHER Host ACK A HERIZH
f#IBEL, Sliding Window Size BHIEIE®S H5 fFHNZE, BH Telink SDK R3Z#F Sliding Window = 1 89185,
Sliding Window > 1 NERBREZT B,

OOF Flow Control: FEEIHTIE, XMAER, BAHIFR,

Data Integrity Check Type: &9 1, M H5 PDU #5 Data Integrity Check BXHIFERERIE B A,
Version: i&& H5 (3 wire UART) hRZ, BFI=Z v1.0 lREs,

Telink BLE Multiple Connection SDK #1, FFRILUBIE N TFERAEE H5 EEESH.

#define HCI_H5_SLIDING WIN_SIZE 1

#define HCI_H5_OOF_FLW_CTRL HCI_H5_00F _FLW_CTRL_NONE
#define HCI_H5_DATA_INTEGRITY_LEVEL HCI_HS5_DATA_INTEGRITY_LEVEL_NONE
#define HCI_H5 VERSION HCI_H5_ VERSION_V1_ 0

(3) H5 BB E R E®R

Host #1 Controller 17 H5 EZLUENWAMAURERHIEE T, HS IFRIEMEEZNE, RENEEIEE
H5 PDU Header 189 SEQ 1 ACK FEGRLIMBY, TEIRE H5 #IBER B UNREEZHFIF

BT A KX SEQ I 6, ACK A 3 IBLIEE B, SEQ I 6 RRIEE BHIEMNEFSE 6, ACK /3 R-IgEHE
AHENT—MERFRSE 3. 185 B WENEE ANEBLS, KX SEQ 3, ACK A 7 NBELHRIRE A, 1IRE B WY
SEQ 4 3, EENIGE A BEMEE 3; BEBMACK I 7, EERNIGE B KA THFSH 6 WEMEIEHE
7, RRSEHE,

& A RIX SEQ N 0, ACK I 5 NBLHIEE B, BT —EEREAKLSE B FEKIIXIE, K& B BHTFEE
FigE ANE, —EBNEUEREEZ LE—1E,
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SEQ 6, ACK3

SEQ 7, ACK4

A J

A

SEQ 0, ACK5

SEQ 0, ACK5

A J

SEQ 3, ACK7

A

SEQ 4, ACKO

A

A J

SEQ 4, ACKO

Figure 3.36: H5 Data flow

ik 8

Host #1 Controller 337 H5 ZE#ZLUGE, FERXEH Data 8F1 pure ACK &, Pure ACK 2 H5 Packet Type 5 0
e, EBERT, MimEHELE— Data B, FMIZHEIE— Data B, ARBIHLEHITTE, EERXEHM
TG R BRERE Data BRI AXMAHR, XNEHEIRE R LIKIE pure ACK B3R E Data &, fI#0: host
fEBET scan, controller & RBIAY_EHR adv report, controller &8 RIRTMTAY Data &, 1B Host ANEHE K
2M Data BRI KX, 1R controller &i% data B%! host, ZUWARZ host WEIE, FBAFKEFEH controller
—HE%, host FEBHWAEF adv report, IEAY host EE AKX pure ACK BRARE Data &2, HHYFEE
controller, X4 host ZRBTHIULEIFIBEY adv report.

5%

EEEZMER: THIZERIX dota BLUG, MR timeout FAZ AR R EIFIHIRFHIEE (data BT
& pure ACK B2), ZHGE S resend; WRUEIFTHE data BZE pure ACK BHHI ACK BEIEREEARME
B, AHIGER resend, ERBY SEQ MIZRIFAE,

3.3.1.2.3 H5 $H3£ API

H5 B TEER API:

void HCI_H5_Init(hci_fifo_t *pHciRxFifo, hci_fifo_t *pHciTxFifo);

voild HCI_H5_Poll(void);

void HCI_H5_Init(hci_fifo_t *pHciRxFifo, hci_fifo_t *pHciTxFifo)

Ihek: ZRERF FHIE1 H5,
S8

28 R

pHCiRxFifo #E[E Controller HCI Rx FIFO
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28 R

pHciTxFifo &A@ Controller HCI Tx FIFO, H5 $$4&FE HCI Tx FIFO, ARERAFEIE, BRETEAEE.
WA ZREBAFR—MRAFEIEA, ©H HCl Transport Control EiAA.

WER: ZRBAP—RAFERAR, ©H HCl Transport Control BiERH.

void HCI_H5_Poll(void)

Thig: ZREATEIE H5 BRI, &RiX. resend AT,

8. T

WER: ZEEBAFR—RAFEEIER, BH HCl Transport Control B,

3.3.1.3 HCI Transport Control

HCI Transport Control & Telink HCI Transport ISR EIRE, BREEE HCl Transport M Controller HCI BI#
2, B, EWNAFPRHTEENMER HCl Transport FTERZEH APl, 3 FMEH Telink Controller TH2AIF
PR, RFEEXE HCI Transport Control EBIR], HCI Transport Control $2tRY7Z=F0 API AT LAE Controller
TiEFH hei_tr.h BILE,

3.3.1.3.1 HCI Transport BR &

HCI Transport Control £t 7 —RJINEER, TEHIFMER,

FARALGEZ N T ERIEZFEERBR transport 11 Telink BLE Multiple Connection SDK 2k I\ {5 F
HCI_TR_H4,

/*! HCI transport layer protocol selection. */

#define HCI_TR_H4 o

#define HCI_TR_H5 1

#define HCI_TR_USB 2 /*!< Not currently supported */
#define HCI_TR_MODE HCI_TR_H4

BRA LB I T RI&E Transport Rx Patch #1 Tx Path _E UART buffer &KX Sizeo HCI_TR_RX_BUF_SIZE
I iZ1% B N R AR REIZEWEIM HCI B2R9A/\; HCI_TR_TX_BUF_SIZE %8B N R KB RERIZEM HCI B2 K
N, XIFF H4 F HS #BEA. B0 F| A Rx HCI ACL A 27B, £ A Rx HCl Cmd Payload 7 65B, BR4
HCI_TR_RX_BUF_SIZE WiZI® &9 1B(HCI Type length) + 4B (HCI ACL Header Length) + MAX(27, 65) = 70B,
HCI_TR_TX_BUF_SIZE i+& & —#,

#define HCI_TR_RX_BUF_SIZE HCI_RX_FIFO_SIZE
#define HCI_TR_TX_BUF_SIZE  HCI_TX_FIFO_SIZE
/*! HCI UART transport pin define */

#define HCI_TR_RX_PIN GPIO_PBO
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#define HCI_TR_TX_PIN GPIO_PA2
#define HCI_TR_BAUDRATE (1000000)

/*! HCI UART transport Flow Control. */
#define HCI_TR_FLOW_CTRL_EN O

#if HCI_TR_FLOW_CTRL_EN

/*** RTS/CTS Pin **%/

#define HCI_TR_RTS_PIN UART_RTS_PB3
#define HCI_TR_CTS_PIN UART_CTS_PA3
#endif

HCI_TR_RX_PIN. HCI_TR_TX_PIN HFI&E UART Tx/Rx 5lftl. HCI_TR_BAUDRATE FHFiIKE UART BRI,
HCI_TR_FLOW_CTRL_EN FBBFf8E UART BEHRIT,

X F UART RASEREERFEFR . BT BLE AJLERA Ml 2M, FItk UART ISR ZMMAENAILE, TN
Zf& i ACL Data 2R ABTAIEESWHIN buffer RIERYIEHRZ; FBIb, HEIFRRMEE, X buffer 1 buffer
BB REFERA RAM, FICEEMIFRIFRILEL, BIEZFZHERA BLE ERERE M Y, UART FIFREER
WATET M; HEAM BLE EBXRZE 2M BY, UART RIFRERRIFATET 2M

3.3.1.3.2 HCI Transport API

AT HEAPER, HCl Transport REZLAAR BT RER API, LRERA AR REERAXLE APl BT,

void HCI_TransportInit(void);
vold HCI_TransportPoll(void);
void HCI_TransportIRQHandler(void);

void HCI_Transportinit(void)

Ihee: ZREEEM Transport HiXARLEIEIEE, FAFEMA HCI Transport THEEZ B SR Ei@ I iZ RV B L
HCI Transporto

88 T

void HCI_TransportPoll(void)
IhgE: ZREEX B Transport TMYES IR, AR FRERE main loop AR,
88 X

void HCI_TransportiRQHandler(void)
IhgE: ZREEXEM Transport MY ERFIRVER. AFPREETPEPIERZ APl
2
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3.3.1.4 Controller HCI

Controller HCI # ORI T HCI thiX BBV A IR LUK =4 HCI Event, HCI BE{KARAZAS%E Bluetooth Core
Specification V5.3 Vol4o ZNTIRFHEREILNEZER APl

Controller HCI 12X ERY API PR,

ble_sts_t blc_11_initHciRxFifo(u8 *pRxbuf, int fifo_size, int fifo_number);
ble_sts_t blc_l1_initHciTxFifo(u8 *pTxbuf, int fifo_size, int fifo_number);
ble_sts_t blc_l1_initHciAclDataFifo(u8 *pAclbuf, int fifo_size, int fifo_number);
int blc_hci_handler(u8 *p, int n);

blc_lI_initHciRxFifo(u8 *pRxbuf, int fifo_size, int fifo_number)

IheE: ZEKEB FTHIA1L HCI Rx FIFO, HCI Rx FIFO RILABIE%4H Rx buffero HCl Rx FIFO B F 1 UgE|
8 HCl €, HCI Rx Buffer EBRFENARE X FBE KK FEM. controller TIRPBELTENIFT HCI Rx
Buffer, P RIS B ITIEFH app_buffer.c #l app_buffer.h {4,

o5
S 35 EH
pRxbuf $8[M Rx buffer
fifo_size Rx FIFO HE buffer B size, HAE 16 FH T

fifo_number Rx FIFO § buffer IR, AE 2 BIEEE

HEA: AP EEEVGLEIER

blc_lI_initHciTxFifo(u8 *pTxbuf, int fifo_size, int fifo_number)

Thik: ZEREEBF VA HCI Tx FIFO, HCI Tx FIFO AJLLEIE%4H Tx buffer, HCI Tx FIFO FAF7Zf# Controller
BERIEL Host BY HCI Evt #1 HCI ACL. HCI Tx Buffer BERFENABRE X @I AREEM. controller
TERABEENIFT HCl Tx Buffer, AP AIUSEIEFRHN app_buffer.c Ml app_buffer.h X,

2

S ik
pTxbuf $5[A Tx buffer
fifo_size Tx FIFO & buffer B size, MR 4 FTHXTT

fifo_number Tx FIFO # buffer 9N, HAE 2 NIEHERE

HEA: AP EEEVGLIER
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blc_lI_initHciAclDataFifo(u8 "pAclbuf, int fifo_size, int fifo_number)

IhEE: ZEREFETFHIE I HCI ACL FIFO, HCI ACL FIFO RILABIRE% 4R ACL buffer, HCI ACL FIFO FBF1Zfi& Host
TA&% Controller B ACL Data, HCI ACL Buffer EERFPENABRE X F BT AR EGEM. controller TR
BLAEENXIFT HCI ACL Buffer, AP AIASETIZHRY app_buffer.c # app_buffer.h X,

S8

28 1 P8
pAclbuf $8[A Acl buffer
fifo_size Acl FIFO A1 buffer B9 size, HIMZE 4 FHXTF

fifo_number Acl FIFO 5 buffer BN, HIZE 2 UISEE

HEA: AP EEEVGLEIER

int blc_hci_handler(u8 *p, int n)
Thdg: ZEKEZE Controller HCI 140228, SRINT HCI CMD 1 ACL ELRVARARANIALIE,

o
=

28 A

P FEEIEWEIRY HCI X E (EF H4 PDU & xX)
n KEEA, ER HC MY EFEEH length 58

WBA: ZEREH HCI Transport Control B, —RIER T AFEERFER.

3.3.2 Controller T2/ 43

Telink BLE Multiple Connection SDK & J#2ftT Controller TI2A @A XEE M Host A, s Telink
B85m BLE Multiple Connection SDK H1HJ Controller T2 AHIKRAE, HIEXHEMIN TEFIR:
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v (= vendor
v (= b85m_controller

app _buffer.c
app_buffer.h

B E R

app_config.h
app.c

app.h
| main.c

E2RE

[z

|

v (= common

v (= hci_transport
heci_ dfu defh
hei_dfu_port.c
hci_dfu_port.h
hei_dfu.c
hci_dfu.h
hci_h5.c
hci_h5.h
hci_slip.c

BREE R E

[2)

E

hei_slip.h
hei_tr def.h
hci_tr_hd.c
hci_tr_hd.h
hci_tr_h5.c
hci_tr_hS.h
hei_tr.c

IBEREPR EE B

W hdi_tr.h

Figure 3.37: Controller TR 451

Controller TI2HHIBRT HCI BE 9, EHAMEFDH code S5EM demo TFE—#¥, Demo IiRaTEETENE,
ETESI HCI ABXAY code IR R,

(1) main.c

main.c I-ETIEFAOMEFHPUEREAN O FZFEANO main RESLILT B4R ERIRBIA L B while(1)
&3 ; £BTEEREIABT ble stack FIFRRTAMERERF] HCI Transport FIFRRTRMERER, 07T

voild irg_handler(void)

{
blc_sdk_irq_handler ();
HCI_TransportIRQHandler();
}
(2) app.c

Controller HCI # O #0 HCI Transport BI¥IIRHFIZFTE app.c XY user_init_normal() EREKF#EIEA, HCI
Transport fESS2MB7E main_loop() REFIAAE, 0T
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void user_init_normal(void)

/* HCI RX FIFO */
blc_11_1initHciRxFifo(app_bltHci_rxfifo, HCI_RX_FIFO_SIZE, HCI_RX_FIFO_NUM);
/* HCI TX FIFO */
blc_11_initHciTxFifo(app_bltHci_txfifo, HCI_TX_FIFO_SIZE, HCI_TX_FIFO_NUM);
/* HCI RX ACL FIFO */
blc_11_1initHciAclDataFifo(app_hci_aclDataFifo,HCI_ACL_DATA_FIFO_SIZE,

& HCI_ACL_DATA_FIFO_NUM);

/* HCI Data && Event call-back */
blc_hci_registerControllerDataHandler (blc_hci_sendAC
blc_hci_registerControllerEventHandler(blc_hci_send_data);

//bluetooth event

blc_hci_setEventMask_cmd (HCI_EVT_MASK_DISCONNECTION_COMPLETE);
//bluetooth low energy(LE) event, all enable
blc_hci_le_setEventMask_cmd( OxFFFFFFFF );
blc_hci_le_setEventMask_2_cmd( OXx7FFFFFFF );

/* HCI Transport initialization */
HCI_TransportInit();
blc_11_register_user_irq_handler_cb(HCI_Tr_IRQHandler);

}
voild main_loop(void)
{
HCI_TransportPoll();
}

(3) app_buffer.c #l app_buffer.h

XA NXEEBERLIT SDK FRIEERR buffer BIE X, Controller HCI E353EEY buffer & 3 4, SDiI=2
app_bltHci_rxfifo[]. app_bltHci_txfifo[] #1 app_hci_aclDataFifo[], X buffer BY size & X I T4,

#define HCI_TX_FIFO_SIZE ((2+1+4 + 130 + 4)& ~3)
#define HCI_TX_FIFO_NUM 16

#define HCI_RX_FIFO_SIZE ((1+4+ 130 +16) & ~15)
#define HCI_RX_FIFO_NUM 4

#define LE_ACL_DATA_PACKET_LENGTH (28)
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#define HCI_ACL_DATA_FIFO_SIZE CALCULATE_HCI_ACL_DATA_FIFO SIZE(LE_ACL_DATA_PACKET_LENGTH)
#define HCI_ACL_DATA_FIFO_NUM 8

HCI_TX_FIFO_SIZE: FAFiI&E&E HCI Tx Buffer B9 size, MiZI&EBENRARBERIZR HCI Event payload # HCI
ACL payload IR AZE BN L 4 Bytes B HCI ACL header. 1 Byte B HCI type LA 2Bytes B4 telink PIER
ERAMNRNE, AT 4 FHRTF. 0 &K HCl Event payload = 65B, fxA HCl ACL payload=27B, B4
HCI_TX_FIFO_SIZE = align4(2B(telink) + 1B(HCI Type) + 4B(HCI ACL Header) + MAX(27, 65) ) = 72Bo

HCI_TX_FIFO_NUM: FTFi&E HCI Tx buffer TN, HAE 2 BUIEHE, 1 2.4.8...

HCI_RX_FIFO_SIZE: FITi&E HCI Rx buffer B size, WiZI&BE AR ARIREWEIAY HCI Cmd payload # HCI
ACLpaylaod FHIRAEBNNLE 4Bytes B HCI ACL header 1 1Byte B HCI Type, fAIE 16 EHATF. B0 &
K HCI Cmd payload = 65B, &K HCl ACL payload=27B, AB4 HCI_RX_FIFO_SIZE = align16( 1B(HCI Type) +
4B(HCI ACL Header) + MAX(27, 65) ) = 80Bo

HCI_RX_FIFO_NUM: ATFI&E HCI Rx buffer ™, HIZ 2 BIEHE, 0 2.4,8...
LE_ACL_DATA_PACKET_LENGTH: AATFi&E &K HCI ACL payload, ZEAREERET 252.

HCI_ACL_DATA_FIFO_SIZE: FBFi&E ACL Data Buffer Size, FAF HiZAA% CALCULATE_HCI_ACL_DATA_
FIFO_SIZE(LE_ACL_DATA_PACKET_LENGTH) B5iit&Eia]

HCI_ACL_DATA_FIFO_NUM: FTFi&E HCl ACL DATA buffer 781, HTE 2 WIEHE, W 2,4.8...

3.3.3 Controller Event

AT HRE user TEMFEX multiple connection BLE stack JRE—LEXBEIERICFHMAIE, SDK 1B T Hfd
EHH event SATFEIFTR: —= BLE controller X BIFRAER HCl event; Z& BLE host & XH—L %R
ERXEMEHERE GAP event (BETLIIANIE host event, XEH BAENBIFESERES GAP event"ET),
NFEENLE Controller event,

Host event
(GAP event)

Host

A

Application

HCIl event

BLE Controller

Figure 3.38: BLE SDK Event 5214

HFE:

7£ Telink BLE Single Connection SDK _E, telink 127 B 2E&XB—E controller event, # Bluetooth
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Core Specification #ZERY HCI event A&7 B —1FH, 7E Telink BLE Multiple Connection SDK A, &
B TEEZOH telink EXH event, user FRATRAER event BIA],
3.3.3.1 Controller HCI Event 533

Controller HCI event 2#& Bluetooth Core Specification #r/Ei&1HH.

Y& Host + Controller ZEF¥FR7s, Controller HCI event 233 HCI ¥& Controller FT AR event IR E&E45 Hosto

BLE Host
HCI } Host
cmd data
HClI :
‘ Controller ‘ HCI
data event

BLE Controller

Figure 3.39: Host + Controller 5244

Controller HCI event FIEE X, #5152 % Bluetooth Core Specification V5.3, Vol 4, Part E, 7.7 Events, H
MR 7.7.65 LE Meta event $§ HCI LE(low energy) event, EMEIESE E @AY HCI event, Telink BLE Multiple
Connection SDK 13 Controller HCI event 938 2E: HCl event A HCI LE event, HF Telink BLE Multiple
Connection SDK FITRINFEIELF, FRLLX HCl event R #FT HREARMLAS, M HCI LE event #2 K ZHE
o

Controller HCl event #HXMIZAENX. EOENXFIBEEE stack/ble/hci BR TR,

YR user FTEIE Host I App FBIEUR Controller HCI event, BI%EEE A Controller HCI event B callback B
8, HRFEERXRN event B9 mask ¥JFF, mask FTH API I TE event 5347,

Controller HCI event BY callback EREEEFEAHEZEO S B

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
vold blc_hci_registerControllerEventHandler(hci_event_handler_t handler);

callback REREAR u32 h B— MRS, KEMNIEZSAZAER], user IFERE FTE—1EIF:

#define HCI_FLAG_EVENT_BT_STD (1<<25)

HCI_FLAG_EVENT_BT_STD X/ MREFRI A1 event 4 Controller HCl event,

Callback EKEKREYH para #l n RN event FEIBMEUEKE, Z#IEMN Bluetooth Core Specification FAIZEX
H—. ARSI TREUMN app_controller_event_callback ERERBIEASIIL,
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blc_hci_registerControllerEventHandler(app_controller_event_callback);

3.3.3.2 $H Controller HCI event

Telink BLE Multiple Connection SDK FiZ3¥ T 4K %% HCl event, TEINAZF AESATIH evento

#define HCI_EVT_DISCONNECTION_COMPLETE 0x05
#define HCI_EVT_LE_META OX3E

(1) HCI_EVT_DISCONNECTION_COMPLETE

1#15155 % Bluetooth Core Specification V5.3, Vol 4, Part E, 7.7.5 Disconnection Complete event, [EliE5%t

1ERBVEREMIT

typedef struct {
u8 status;
ulé connHandle;
u8 reason;
} hci_disconnectionCompleteEvt_t;

(2) HCI_EVT_LE_META

RTYBIE HCI LE event, IRIESEM sub event code FIBFE{ER event K8,
HCl event & T HCI_EVT_LE_META (HCI_EVT_LE_META {#H blc_hci_le_setEventMask_cmd EFTFF event

mask) , EEEE L FE APl FITH event masko

ble_sts_t blc_hci_setEventMask_cmd(u32 evtMask); //eventMask: BT/EDR

event mask FYE XN TFFAT:

#define HCI_EVT_MASK_DISCONNECTION_COMPLETE 0x0000000010

& user FKiBidiZ APl 1ZE HCl event mask, SDK FAIARFTH HCI_EVT_MASK_DISCONNECTION_COMPLETE

FFRZEY mask, BMFIE Controller disconnect event BY_E3R.

3.3.3.3 £ HCI LE event

4 HCl event B event code J HCI_EVT_LE_META, Hi HCI LE event, subevent code sxEFIBVE user AJEE

FETHNNT, EMBREE.

#define HCI_SUB_EVT_LE_CONNECTION_COMPLETE
#define HCI_SUB_EVT_LE_ADVERTISING_REPORT

#define HCI_SUB_EVT LE_CONNECTION_UPDATE_COMPLETE
#define HCI_SUB_EVT_LE_PHY UPDATE_COMPLETE

0x01
0x02
0x03
0x0C
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(1) HCI_SUB_EVT_LE_CONNECTION_COMPLETE

#1558 % Bluetooth Core Specification V5.3, Vol 4, Part E, 7.7.65.1 LE Connection Complete evento [E]3f
BHERMN SRS T

typedef struct {

u8 subEventCode;

u8 status;

ulé connHandle;

u8 role;

us peerAddrType;

u8 peerAddr[6];

ulé connInterval;

ulé slavelatency;

ul6 supervisionTimeout;
u8 masterClkAccuracy;

} hci_le_connectionCompleteEvt_t;

(2) HCI_SUB_EVT_LE_ADVERTISING_REPORT

J*#15155 % Bluetooth Core Specification V5.3, Vol 4, Part E, 7.7.65.2 LE Advertising Report event, [BliF#&
FHEMBEIBENT

typedef struct {
u8 subcode;
u8 nreport;
u8 event_type;
u8 adr_type;
u8 mac[6];
u8 len;
u8 data[1];
} event_adv_report_t;

Z controller BY Link Layer scan E/1ERHY adv packet f&, #®id HCI_SUB_EVT_LE_ADVERTISING_REPORT Lt
RLA Hosto

% event EHEKEARE (BURT adv packet Y payload) , SNFFR, BAIIES NiEHESZ Bluetooth

Core Specificationo
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Ox04 Ox3e Ox02

hci event | param |[subevent| num event address type[l...i]

event | code len code report type ypeLl-..
address([1...i] length[1..i]
data[l...i] rssi[1..i]

Figure 3.40: ADVERTISING_REPORT E4 &%

W
Telink BLE Multiple Connection SDK A f4 LE Advertising Report Event &% 23— adv packet, Bl E
EHr i A 1.

(3) HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE

#1812 % Bluetooth Core Specification V5.3, Vol 4, Part E, 7.7.65.3 LE Connection Update Complete
evento

2 Controller LAY connection update £ 34E, [ Host 3% HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE,
[ElEAfEsHE MR EIBLEMII T

typedef struct {

u8 subEventCode;

u8 status;

ulé connHandle;

ulé connInterval;

ulé connLatency;

uleé supervisionTimeout;

} hci_le_connectionUpdateCompleteEvt_t;

(4) HCI_SUB_EVT_LE_PHY_UPDATE_COMPLETE

#15158 % Bluetooth Core Specification V5.3, Vol 4, Part E, 7.7.65.12 LE PHY Update Complete event,
[EliAfEsHEmBEIREMUIT

typedef struct {

u8 subEventCode;
u8 status;

ulé connHandle;
u8 tx_phy;

u8 rx_phy;

} hci_le_phyUpdateCompleteEvt_t;

HCI LE event £ E&E:d THEHRY APl 3RFTH masko
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ble_sts_t blc_hci_le_setEventMask_cmd(u32 evtMask); //eventMask: LE

evtMask BUENX WA LA H—LE, EMBY event P ALATE hci_const.h FEE],

#define HCI_LE_EVT_MASK_CONNECTION_COMPLETE 0x00000001
#define HCI_LE_EVT_MASK_ADVERTISING REPORT 0x00000062
#define HCI_LE_EVT_MASK_CONNECTION_UPDATE_COMPLETE 0x00000004

£ user K@% API IGE HCI LE event mask, SDK BRIAFRE HCI LE event EFRFTFF.

3.4 Host

3.4.1 L2CAP

IZIEERRITH 5 EERMUEE B L2CAP (Logical Link Control and Adaptation Protocol) , © A _EiEERN
BE, BTNEZZEHEE, RIEFVSEHSRZEEESENIER, FEENBRIELE X OEHISSIEIELS
B4R,

BLE BY L2CAP BRELHMIEST L2CAP EMfEKIRE, EEEMIENXT, FHRITHERNENS, TP RREEHIF
5ENG, MEREEEEHTES. L2CAP NEEWIITEFIR, BRiEMEENABEHIES &% BLE
controller, ¥§ BLE controller Yt EIRVEIEIT B CID #iE_EIRL host Bo

ATT SMP
CID = 0x0004 CID = 0x0006
_____ T T
‘ | L2CAP Signaling |
L2CAP | CID=0x0005 |
e e d
LE-U Logical Link
LE Controller
Attribute Protocol Attribute Protocol
A A
SDU SDuU
A 4 Y
L2CAP o L2CAP PDU . L2CAP
Maximum size depends on MTU
Device A Device B

Figure 3.41: BLE L2CAP 51U K ATT (A EEEY
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L2CAP #R#E Bluetooth Core Specification 3&it, EEINEERTEAL Controller I Host RY%IBRIE, BARIHE
EMIRRBETR, TE user S5MMIFRD, user IRIBLUTILA AP EITIRERD AT,

3.4.1.1 ;A L2CAP BRI F ER

Telink BLE Multiple Connection SDK ZE#JH1, Controller FI%R3EI®T HCI 5 Host Xf#%, M HCI El Host 3UE,
BARTE L2CAP BAME, R TE AP EAHZAMIRREL:

void blc_hci_registerControllerDataHandler(void *p);

L2CAP E40E Controller #3ERIEREC

int blt_12cap_pktHandler(ul6 connHandle, u8 *raw_pkt);
ZRHEALEMRTLI, ESMBKEINEUEH#HITHRITER LERIZE ATT. SIG 3¢ SMP.
atk:

blc_hci_registerControllerDataHandler (blt_l2cap_pktHandler);

3.4.1.2 EIMEIESH

(1) Slave IEREFEZESEK

1E BLE #hi¥4%H, Slave i@ L2CAP 2 CONNECTION PARAMETER UPDATE REQUEST #<[A Master EBiE—
AFPNEES . ZHmSRAM TR, #15E SR Bluetooth Core Specification V5.3, Vol 3, Part A, 4.20
L2CAP_CONNECTION_PARAMETER_UPDATE_REQ (code 0x12).

LSB octet 0 octet 1 octet 2 octet 3 MsB
Code=0x12| Identifier Length
Interval Min Interval Max
Slave Latency Timeout Multiplier

Figure 4.22: Connection Parameters Update Request Packet

Figure 3.42: BLE #MY4%™ Connection Para update Req #&={

Telink BLE Multiple Connection SDK &1 7T Slave ETHERIFEMEIZSEA API, FR[A Master &1X CON-
NECTION PARAMETER UPDATE REQUEST #3<,
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void bls_l2cap_requestConnParamUpdate (ul6 connHandle, ul6 min_interval, ul6 max_interval, ul6

< latency, ulé timeout);

1% API R Slave [/, min_interval ] max_interval BIEI /g 1.25 ms, timeout BYE{II/Y 10 mso
Telink BLE Multiple Connection SDK £t T Slave & B R IXEFMMEZRSEHIFKTEIR API:

void bls_l2cap_setMinimalUpdateReqSendingTime_after_connCreate( ul6 connHandle, int time_ms)

PUEZZIUNZ A ERESR, £ time_ms FA B EZSHEMBERLELE, FARZ AP, RINKE
79 1000 ms,

YR IEA API bls_I2cap_requestConnParamUpdate BIBY 8] B AR TER I EZEH time_ms ZJ5, MIZZ&H
EESEIRITAR,

; Data Type Data Header L2CAP Header SIG Pkt Header SIG_Connection_Param_Update_Req
e LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld |[Code Id Data-Length ||IntervalMin IntervalMax Slavelatency TimecutMultiplier
L2CRP-S || 2 1 1] 0 16 0x000C 0x0005 [|0x12 0x01 Ox0008 0x0006 0x0006 0x0063 0x0190 0x28Di

CRC

tue || Data Type Data Header L2CAP Header SIG Pkt Header SIG_Connection_Param_Update_Rsp CRC RSSI Fes
e LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld |[Code Id Data-Length [|Result (dBm)
L2CRP-S || 2 1 1 0 10 0x0006 0x0005 [|0x13 0x01 0Ox0002 0x0000 0x2DE483 || -38 OK
tue Il Nata Tuna ” Data Header Il ~or Il RSSI I Fre I

Figure 3.43: #lE 2 /R conn para update reqeust Fl response

ER AT, SDK BHE T HREUEEIFEREREM GAP Event “GAP_EVT_L2CAP_CONN_PARAM_UPDATE_RSP”,
BFBHBF Slave BN EESHIAKREESHIES, W ELEFR, Master % T Slave BY Connec-
tion_Param_Update_Req £},

Hr app_host_event_callback RESZITF:

int app_host_event_callback(u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event){
case GAP_EVT_L2CAP_CONN_PARAM_UPDATE_RSP:
{
(gap_l2cap_connParamUpdateRspEvt_t*) p= (gap_l2cap_connParamUpdateRspEvt_t*) para;
if( p->result == CONN_PARAM_UPDATE_ACCEPT ){
//the LE Master Host has accepted the connection parameters
}
else if( p->result == CONN_PARAM_UPDATE_REJECT ){
//the LE Master Host has rejected the connection parameter
}
}
Break;
}
return 0;
}
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(2) Master BN EFHERIF

peer Slave BRIFHAVIEIZS IS, Master I E1Z#5 <, [E] CONNECTION PARAMETER UPDATE RESPONSE @<,
1#15158 8 Bluetooth Core Specification V5.3, Vol 3, Part A, 4.21 L2CAP_CONNECTION_PARAMETER_UPDATE
_RSP (code 0x13),

X FLFREY Android. i0S IREREIER user FTERIFRIERSE, RE N XK BLE Master WHUZA X, &K
REHAT—

Telink BLE Multiple Connection SDK 1, REREIER Slave WEHAIE, #EATE AP MZBIFHITE
g

vold blc_l2cap_SendConnParamUpdateResponse(connHandle, req->id, connParaRsp);

% API YR Master f#F, connHandle $§7E H#i connection handle, req->id BEESHENIEKP Idetifier
{8, connParaRsp BETF:

typedef enum{
CONN_PARAM_UPDATE_ACCEPT
CONN_PARAM_UPDATE_REJECT

}conn_para_up_rsp;

0x0000,
0x0001,

Telink BLE Multiple Connection SDK A, Master ¥ M S E N EEZESHIERGE, WRABAFREMRT
GAP_EVT_L2CAP_CONN_PARAM_UPDATE_REQ, ¥R BRIBEZESHENBHBAEEHEIRERTT, W
REEEM Master 2ERBEIEHNEZSHERRE

% GAP_EVT_L2CAP_CONN_PARAM_UPDATE_REQ &£X1ER T, MMRAF FRIREESHIER, FEEEAE
VA blc_I2cap_SendConnParamUpdateResponse, F HE=MS#IEE /I CONN_PARAM_UPDATE_REJECT,
NRAFRREREERSHIAER, EEELIARLIAA blc_I2cap_SendConnParamUpdateResponse, HEE=
MEEILE /I CONN_PARAM_UPDATE_ACCEPT, #AfGHEIEM blm_I2cap_processConnParamUpdatePending
HNERSHERRE,

void blm_12cap_processConnParamUpdatePending(ul6 connHandle, ul6 min_interval, ulé max_interval,
< ulé latency, ul6 timeout);

(3) 7£ Link Layer - EZESE

Master AJ A BEEZRITIERSHERN, WAILIA Slave &KX conn para update req, #FH Master [E] conn para
update rsp R HIEE, B TENRRE.

Master 243X link layer FBEBY LL_CONNECTION_UPDATE_REQ %, W TEFrTo

Data Header
Data Ty
18 YBe|TTTh WESW SN MD POU-Length
Control 3 1 1 4] 12

Data Header RSSI
Data Ty CRC FCS

18 ¥Pe 177TD WESW SN MD PDU-Length (dBm)
Empey EDU|| 1 o 1 o0 i 0xeFEQOF || 0 || oK |

Figure 3.44: #lELE7R Il conn update req

Slave WEIEFTIERGE, EFNEIES K, Master # Slave #i&fili& HCI_SUB_EVT_LE_CONNECTION_UPDATE_
COMPLETE M9 HCI =14,
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3.4.2 ATT & GATT

3.4.2.1 GATT EZsH(i] Attribute

GATT EX T FFH A Server # Client, Telink BLE Multiple Connection SDK |9, Slave i&#& & Server, Android.
iOS B Master 18 Z Cliento Server EEIZHZ service it Client 15180

GATT B9 service SEFREH %™ Attribute #A%, T Attribute ZEERE—EMEEE, HEZ M REMEDN
Attribute LHEE—HCHY, MEERBRREH—1EZARR service,

GATT Server

Service

Attribute

Attribute

Service

Attribute

Attribute

Attribute

Figure 3.45: Attribute ¥} GATT service

—~ Attribute WEEAABRHBEHESIELUT:
(1) Attribute Type: UUID

UUID BARX 9D E— attribute AYZEEY, HLKH 16 1> bytes, BLE FRAMNH UUID KEENX A 2 4 bytes,
XEEA peer device IKEEEBR—EFZIES L, 1§ 2 1 bytes B9 UUID 3IREY 16 1 byteso

user BIZfERIEFITER 2 byte BY UUID BY, Master iIRFEPFIEXL UUID KKREVIEFEE, SDK FELTE
X7 —YEFRAER UUID, DFRIELITIXES: stack/ble/service/hids.h. stack/ble/attr/gatt_uuid.ho

Telink FABBY—LE profile (OTA. SPP. MIC %), tEBRFEE AL, 1 stack/ble/attr/gatt_uuid.h FEX
XLEFAFR UUID, KEA 16 byteso

(2) Attribute Handle

service B Z 1 Attribute, XL Attribute £AR— Attribute Table, TE Attribute Table A7, &— Attribute
#BE— Attribute Handle B, BARXDE—1MFER Attribute, Slave Fl Master EI11F#EfE, Master @it
Service Discovery iSF2fEHTIEENZ] Slave B Attribute Table, FiR#E Attribute Handle BIER M N E—NAFE
B Attribute, XEFENIEEMNEIEEE2E® L Attribute Handle, FATLEILERM Attribute BIEEE T o

(3) Attribute Value

1 Attribute BB ITNEY Attribute Value, FISR{EA request. response. notification F indication BI%KIE
7£1% SDK |, Attribute Value FI¥8ET I PTIE X ISRV B RIER,
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3.4.2.2 Attribute and ATT Table

7 LI Slave I®AY GATT service, SDK 3&3HT7— Attribute Table, 1% Table B MNEZAH Attribute 4BR%.
EHAH Attribute BIENX A

typedef struct attribute

{
ulé attNum;
u8 perm;
u8 uuidLen;
u32 attrlLen; //4 bytes aligned
u8* uuid;
u8* pAttrValue;
att_readwrite_callback_t w;
att_readwrite_callback_t r;

} attribute_t;

L5 BHIZ SDK LAHEVEE Attribute Table KiiBELL L BIMEIE M, Attribute Table 1S3 app_att.c, 0T
HEPR:

static const attribute_t my_ Attributes[] = {

(ATT END H - 1, 0,0,0,0,0}, // total num of at

iT,ATT PERMISSIONS _READ, 2,2, (u8*) (émy_primaryServiceUUID), (uB*) (&my_gapServiceUUID), 0},

{0,ATT PERMISSIONS READ 2,sizeof (my_devNameCharVal), (u8*) (émy_characterUUID), (u8*) (my_devNameCharVal), 0},

{0, ATT_PERMISSIONS READ, 2, sizeof (my_devName), (u8*) (smy_devNameUUID), (uf*) (my_devName), O},

{0,ATT_PERMISSIONS_READ, 2, sizeof (my_appearanceCharVal), (u8*) (&my_characterUUID), (u8*) (my_appearanceCharVal), 0},

{0,ATT PERMISSIONS READ 2,sizeof (my_ appearance), (u8*)(&my_appearanceUIID), (u8*) (emy_appearance), 0},

{0, ATT PERMISSIONS RE.AD 2.sueof:my_pentonn?aramchar\-'al.}. (u8*) (emy_characterUUID}, (ug*) !my_penConnParamCharVal}. 0},
{0, ATT_PERMISSIONS_READ,2,81=eof (my_periConnParameters), (u8*) (&émy_periConnParamUUID), (u8*) (&my_periConnParameters), 0},

{4 ATT PERMISSIONS READ 2,2, (u8*) (emy_primaryServiceUUID), (u8*) (émy_gattServiceUUID), 0},

{0,ATT PERMISSIONS RE.RD 2,sizeof (my_serviceChangeCharVal), (u8*) (émy_characterUuID), (u8*) (my_serviceChangeCharVal), 0},
{O,ATT_PERMISSIONS_RE.RD,2,si=eot‘ (serviceChangeVal), (u8*) (&serviceChangeUUID), (uB*) (&serviceChangeVal), 0},
{0,ATT_PERMISSIONS_RDWR, 2,sizeof (serviceChangeCCC), (u8*) (sclientCharacterCfgUUID), (uB*) (serviceChangeCCC), 0},

e device Information Service
{3 ATT PERMISSIONS _READ, 2,2, (ug*) !&my_pnmaryServlceUUID}, (u8*) (emy_devServiceUUID), 0},
{0, ATT_PERHISSIONS_READ,2,s1z-o£:my_PnCharVal} s (uB*) (&my_charactErU'UID} , {ug*) :my_PnCharValJ « 0},

{0,ATT_PERMISSIONS_READ, 2,sizeof (my PnPtrs), (us*) (émy_ PnPUUID), (ug*) (my_PnPtrs), 0},

Figure 3.46: BLE SDK Attribute Table

iEEE, Attribute Table WENBIENMT const:

const attribute_t my_ Attributes[ ] ={ ... };

const XEFRILRIFR[EXMEUANEBIBRAZTFMEE flash, LITIE ram TiEl, X Attribute Table EX
E Flash J:E@Fﬁﬁljil@-m/\ﬁﬁﬂ'], Tﬁbaﬂztﬁo

(1) attNum

attNum B MER,
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attNum BISE—MER R R T2 A] Attribute Table FFFEB X Attribute 318, BN Attribute Handle IR ATE,
1ZE B R7E Attribute Table #4HBY5E 0 TN EY Attribute FRfEF

{57,0,0,0,0,0}, // ATTEND. H - 1 = 57

attNum = 57 R~ a1 Attribute Table RHEH 57 4 Attributes

7 BLE B, Attribute Handle fEM 0x0001 744, FEM—EIL, MEENTIAM 0 FFEG, TE Attribute Table BB
ik EEX DRI Attribute, [EWFEEEEED Attribute TEEIEEM TS ETH Attribute Handle BY{E,
LENIFT Attribute Table /5, #1 Attribute TE24Hil Attribute Table $U4EFBITARS, FLAERNEIZ Attribute &
BIAY Attribute Handle {&o

¥ Attribute Table HIFFERY Attribute #58, HEIRE— MRS EH T Attribute Table FHHE R Attribute
B9%R B attNum, BHEI SDK A 57, user RN MBRT Attribute, BEX UL attNum FHITIEER, RIS
#Z vendor/b85m_demo/app_att.h FIFZE ATT_HANDLE,

attNum B MEFRE B TIEEHFIM service L Attribute #

F— service B9 —1 Attribute BY UUID R4 T2 GATT_UUID_PRIMARY_SERVICE(0x2800), fEX1
Attribute _EBY attNum 1ISEM L HT Attribute FFIBTEEEL, SHE attNum 1 Attribute B F 1% service FY4ERL
iba)
A o

W EE&EEFRTR, gap service UUID 9 GATT_UUID_PRIMARY_SERVICE BY%— Attribute, H attNum A 7,
M) Attribute Handle Ox0001 ~ Attribute Handle 0x0007 iX 7 ™ Attribute /8T qgap service BIFEIR,

B, EEFR HID service FIE D Attribute BY attNum 387 27 [§, MIX Attribute FFE1EEIES: 27 4
Attribute &B/@F HID serviceo

P75 0 1M Attribute F1E—1> service B Attribute 4, EttFRER Attribute B attNum FIEEBAIE R
Oo

(2) perm
perm & permission BIEE,
perm ATFIEE LA Attribute # Client iR BIA PR,
BERBLLT 10 #, 81 Attribute BFINRER AN FTENERENIRIHS,

#define ATT_PERMISSIONS_READ 0x01
#define ATT_PERMISSIONS WRITE 0x02
#define ATT_PERMISSIONS_AUTHEN_READ 0x61
#define ATT_PERMISSIONS_AUTHEN_WRITE 0x62
#define ATT_PERMISSIONS_SECURE_CONN_READ OxE1
#define ATT_PERMISSIONS SECURE_CONN_WRITE — OXE2
#define ATT_PERMISSIONS_AUTHOR_READ Ox11
#define ATT_PERMISSIONS_AUTHOR_WRITE 0x12
#define ATT_PERMISSIONS_ENCRYPT_READ 0x21
#define ATT_PERMISSIONS_ENCRYPT WRITE 0x22
AE:
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B &1 Telink BLE Multiple Connection SDK B RSz HHEIGEMIEING

(3) vuid and uuidLen

R Z HIFTIAR, UUID 7. BLE #/ERY 2 bytes UUID 1 Telink FATEHY 16 bytes UUID, i&3d uuid 1 uuidLen
A AR B IR X UUID,

uuid @—1 u8 BYEH, uuidLen RZMIBFHFIRRIM 5 1ELR uuidLen ™ byte BIRZAE I AT UUID, Attribute
Table @7F1E flash £ERY, FREBY UUID BRETFE flash £BY, FRLL uuid @38A flash B9—1MEE

a) BLE #r/RY 2 bytes UUID:

30 Attribute Handle = 0x0002 BY devNameCharacter 3B Attribute, FEXAEBIOT:

#define GATT_UUID_CHARACTER 0x2803

static const ul6 my_characterUUID = GATT_UUID_CHARACTER;

static const u8 my_devNameCharVal[5] = {

0x12, 0x03, Ox00, 0x00, Ox2A

};

{0,1,2,5,(u8*)(&my_characterUUID), (u8%*)(my_devNameCharVal), 0},

UUID=0x2803 7£ BLE iZR’Rs character, uuid $&A my_devNameCharVal 7 flash FRAY#tAE, uuidlen A9 2,
peer Master X4 Attribute BY, UUID &2 0x2803,

b) Telink A HY 16 bytes UUID:
0 OTA B9 Attribute, FAXAHS:

#define TELINK_MIC_DATA
{0x12,0x2B,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05,0x04,0x03,0x02,0x01,0x0}
const u8 my_0taUUID[16] = TELINK_SPP_DATA_OTA;

static u8 my_OtaData = 0x00;

{0,3,16,1,(u8*)(&my_0taUUID), (&my_OtaData), &otaMyWrite, &otaRead},

uuid 8@ my_OtaData 7 flash AR EYMALE, uuidLen /9 16, Master RiE X Attribute BY, UUID &2
0x000102030405060708090a0b0c0d2b12o

(4) pAttrValue and attrLen

F—1 Attribute BBRBE XN Attribute Value, pAttrValue @— u8 BUI5H, $5M@ Attribute Value FR7E
RAM/Flash BUitisiE, attrLen B3R BRZEIETE RAM/Flash ERIKE, % Master 3EEY Slave A Attribute BY
Attribute Value BY, SDK M Attribute BY pAttrValue 155H15AAIXIE, (RAM/Flash) FH&, BX attrLen PNERIEE]
4 Master,

UUID 2F3EM, Frid vuid 2F5M flash BUIEST; T Attribute Value FIRES IS R EIT12(E, MRBEIREHLM
HTE RAM L, FRLL pAttrValue AJ8EFS[E RAM, tHETEEFSM Flashs

Attribute Handle=0x0027 hid Information B Attribute, #HX{LED:
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const u8 hidInformation[] =

{
Ul6_LO(0x0111), U16_HI(O0x0111), // bcdHID (USB HID version), 0x11,0x01
0x00, // bCountryCode
0x01 // Flags

I¥

{0,1,2, sizeof(hidInformation),(u8*)(&hidinformationUUID), (u8*)(hidInformation), 0},

ES2PRM AS, hidinformation 4 4 byte 0x01 0x00 0x01 Ox11 B’ RiEM, F=BNEIGRIE, FrLAE XM
AILUER const XEFEMETE Flash o pAttrvalue $8M hidinformation 7E flash EAY#E, LtERY attrien L
hidinformation SEFRAIKERVE, & Master 3%i% Attribute BY, 1R#E pAttrvalue # attrLen iR[E] 0x01000111
#4 Mastero

Master i%2i% Attribute B BLE MBI TEl, Master /8 ATT_Read_Req #<, REIZEEIEM AttHandle =
0x0023 = 35, X&E SDK H Attribute Table H#Y hid informations

1 Data Header ) L2CAP Header ATT_Read_Req RSSI

us (|DataType |77 ypaw sw MD PDU-Length || Socu Y Enabled || b Tenqth ChanId ||Opcode AttHandle BT (a8m) || €3
LoCAP-5 || 2 1 0 0 11 Yes 00003 0x0004 ||0x02  0x0023 Ox65CCCS || 0 || oK

1 Data Header ) RSS!

us || DataTy Security Enabled || CRC FCs

us YPe |l777n WESN sw MD PDU-Lengeh || SCCUM Enal {dBm)
Empty BOO|| 1 1 1 o o Yes ox2R576A|| 0 || oK

] Data Header _ RSSI

us || DataType |- or NEsw SN MD PDU-Length || Scou/wy Enabled ) CRC (aBm) || FE5
Empty EDU|| 1 0 1 o 0 Yea 0x2251B9|| o0 | ok

1 Data Header ) L2CAP Header ATT_Read_Rsp RSSI

us [|DataType (|77 Nray sy MD PDU-Length || oocur i Enabled (o b Tenqth Chanid ||Opcode AttValue EiE (agm) || FCS
LoCAP-S || 2 0 0 0 13 Yes 00005 0x0004 |0x08__ 11 01 00 01| ox9BFend|| o || ok |

Figure 3.47: Master 3 hidinformation B9 BLE #l&

Attribute Handle=0x002C battery value B9 Attribute, #EX1LH:

u8 my_batVval[1] = {99};
{0,1,2,1,(u8*)(&my_batCharuuiD), (u8*)(my_batval), 0},

KRR A, R HRTEMEBER my_batVal ERIRIE ADC REFZINEEMNE, SAFET Slave E&f notify
(& Master EENEM AL LS Master, FrLl my_batVal MIZBIERTEL, LB pAttrValue $EE my_batVal
7£ RAM AUt

(5) [EIEERER w
ERRER w BT R, RHRE:

typedef int (*att_readwrite_callback_t)(void* p);

user NIRFETXEAS KL, TEE LEIET. BEIEAKE w Z optional BY, XME—PMEEKR Attribute Rij,
user JLUSERIAT R, WAl REZERRE (REELIEANERTIET 0 ®R).

EHERE w R FMER: Y Slave WEIRY Attribute PDU BY Attribute Opcode WUAT =BT, Slave 21 Z[0O]
TR w EEWILE:
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a) opcode = Ox12, Write Request.
b) opcode = 0x52, Write Command.

c) opcode = 0x18, Execute Write Request.

Slave WEIL EE&<E, MREEIKERLIERE w, Slave =BTIA pAttValue IEHFTIERIIXIHTE Master
ZERNE, BENNKERN Master FIREEILPFH 12capLen-3; 1R user IRE TEIFRER w, Slave YgE| LA
LEEmLERIT user BEIARE w, LLETREBRE pAttrvalue I8 FIIEXII G #iE. XM SRERERM,
SEEE— & .

user IREEIARE w 77T LIE Master 7 ATT BB Write Request. Write Command 1 Execute Write
Request %, WNREHIRBLRIFEERE w, FEITH pAttrValue FriERMIXIRE B RIS TR AT I LSS A9 12
(40 pAttrValue 15 flash TASER G IE(E; & attrLen KERME, Master WEIRIESHR, SEEMEBUER
HIRNE),

3.4.5.1 Write Request

The Write Request is used to request the server to write the value of an
attribute and acknowledge that this has been achieved in a Write Response.

Parameter Size (octets) Description

Attribute Opcode 1 0x12 = Write Request

Attribute Handle 2 The handle of the attribute to be
written

Attrnibute Value 0to (ATT_MTU-3) The value to be written to the attr-
bute

Figure 3.48: BLE 1Y% Write Request

3.4.5.3 Write Command

The Write Command is used to request the server to write the value of an
attribute, typically into a control-point attribute.

Parameter Size (octets) Description

Attribute Opcode 1 0x52 = Write Command

Attribute Handle 2 The handle of the attribute to be
set

Attribute Value 0to (ATT_MTU-3) The value of be written to the attri-
bute

Figure 3.49: BLE 1% Write Command
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3.4.6.3 Execute Write Request

The Execute Write Request is used to request the server to write or cancel the
write of all the prepared values currently held in the prepare queue from this
client. This request shall be handled by the server as an atomic operation.

Parameter Size (octets) Description

Attribute Opcode 1 0x18 = Execute Write Request

Figure 3.50: BLE #/MY#%H Execute Write Request

[E1EEER w BY void B p $55H#E[A Master HanSHIRAIN(E. SKFF p IERA—FAE, REFELNEWNTESH
{RFfrRo

typedef struct{
u8 type;
u8 rf_len; //User do not use this member, because it may be changed by stack layer.
ul6 12caplen;
ul6 chanld;

u8 opcode;
ul6 handle;

u8 dat[20];
}rf_packet_att_t;

p IEAE—TTE types BERNEIEERMKEN 12cap - 3, F—1MEREIEA dat[0]

int my_WriteCallback(u16 connHandle, void * p)

{
rf_packet_att_t *pw = (rf_packet_att_t *)p;
int len = pw->12caplLen - 3;
//add your code
//valid data is pw->dat[@] ~ pw->dat[len-1]
return 1;

}

LEXNEEIIE rf_packet_att_t FRTE{IE Y stack/ble/ble_format.ho

xR
£EMIAK rf_packet_att_t NBY rf_len, AFPAREMFH, rf_len TEHERERTRESHWNTS, 1EFEMA 12caplen
REEBER.

(6) [EIERES
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[EEERER r BIRERE RERRE:

typedef int (*att_readwrite_callback_t)(void* p);

user MIRFETE XOIFIFEKE, FEEEEEN. BIAKEL r 2 optional B9, MFE—1EMEB Attribute R,
user JLUSERIEAERE, WAl REZERRE (REEREANZERTIET 0 ®'R).

EHEERE r LS4 Y Slave YREIRY Attribute PDU By Attribute Opcode LA TR MET, Slave £10ZE([E]
TR r BEWIRE:

a) opcode = OxOA, Read Request.

b) opcode = Ox0OC, Read Blob Request.
Slave INEI L L </,

a) SIRAFIRE T EIFREREL, FITIZRER, RIEZRBENEEIERERZE[EE Read Response/Read Blob
Response:

« ZREEAN 1, Slave A[AE Read Response/Read Blob Response £4 Masters

- BIROENHEMIE, Slave M pAttrvalue $5ETFTIEMAYXIEE attrLen MEF Read Response/Read Blob
Response [EIE4; Mastero

b) WARAFEEIRELIFIRKEL, Slave M pAttrValue 5 FrIgMBIXIF IR attrLen NMEF Read Response/
Read Blob Response [B]&4; Mastero

MR AP AEEURE Master Y Read Request/Read Blob Request [GEEXENIE S Y Read Response/Read Blob
Response AR, FLAILUFM N BIEIEAREL r, FEENAREEIE pAttrValue 18EHFIE ram AR, HA

return BYEREER 0o
(7) Attribute Table 4544

RIELL_EFT Attribute BUIFARIEEE, {EF Attribute Table ¥3& Service MM FEFATR. F£— Attribute By
attnum FIFIERHA] ATT Table Attribute BYEKE, FIRBY Attribute B75iZ Service D4, B—HML—%
Attribute 2% Service MY declaration, FEER attnum FEEGEEEIRMNZ /LK Attribute B F 1% Service B9
BEEIR, SEPrE Service IE—52—1 Primary Serviceo

#define GATT_UUID PRIMARY SERVICE 0x2800 //!< Primary Service
const ulé my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;
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Index Total number of attribute items that excludes itself.+

o+

Ml Servicel declaration attribute and it has N attributes
1o including itself service declaration attribute.«

Index Attribute# 1+

2+

Index Attribute#2+

3«

IndexN+ Attribute#N-1+
Index Service2 declaration attribute and it has M attributes
N+1e including itself service declaration attribute.«
Index Attribute#1+
N+2+
Index Attribute#2+
N+3+
-
L
|
-
| |
-
Index+ Attribute#-1+
N+M+

Figure 3.51: Service Attribute Layout

(8) ATT table Initialization

GATT & ATT ¥Iatv REEIZN FHER Attribute Table BIFEFHERITMMAREN T, IR API:

void bls_att_setAttributeTable (u8 *p);

p A9 Attribute Table BI$E%t

3.4.2.3 GATT Service Security

TE/T48 GATT Service Security B, FAFPRILASE T ##— T SMP BXBINA.
BEE SMP'ETEXINFMANE, THE LE EEXAR. MEBEFREFEMEIR,

T B2 Bluetooth Core Specification A H) GATT RELELFRRSZIBERZEMF X R, FHATUESE
{core5.0) (Vol3/Part C/10.3 AUTHENTICATION PROCEDURE),
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Local Device Pairing Status
Link Local Device’s Unauthenticated | Authenticated | Authenticated
Encryp- | Access LTK or LTK or LTK with
tion Requirement |No LTK Unauthenticated | Authenticated | Secure
State for Service No STK STK STK Connections
None Request Request Request Request
succeeds succeeds succeeds succeeds
Encryption, Error Resp.:  |Ermror Resp.: Error Resp.: Error Resp.:
No MITM Insufficient Insufficient Insufficient Insufficient
E Protection Authentication | Encryption Encryption Encryption
o
E" Encryption, Error Resp.:  |Ermror Resp.: Ermror Resp.: Error Resp.:
s MITM Insufficient Insufficient Insufficient Insufficient
5 Protection Authentication | Encryption Encryption Encryption
Encryption, Error Resp.: Error Resp.: Error Resp.: Error Resp.:
MITM Protec- |Insufficient Insufficient Insufficient Insufficient
tion, Secure |Authentication | Encryption Encryption Encryption
Connections
None Request Request Request
succeeds succeeds succeeds
Encryption, Request Request Request
Neo MITM succeeds succeeds succeeds
© Protection N/A
{.3_ - (Not possible
= Encryption, i Error Resp.: Request Request
g MITM ) encrypted Insufﬁcig:nt . succeeds succeeds
w Protection without LTK) Authentication
Encryption, Error Resp.: Error Resp.: Request
MITM Protec- Insufficient Insufficient succeeds
tion, Secure Authentication Authentication
Connections

Table 10.2: Local device responds to a service request

BARLUIRBRENER:

Figure 3.52: IRS3IERIARZBRET K F

- IR YFIHEEMN Slave BREBTLRTFMERSESTEX;
« 85%l(local Device’s Access Requirement for service) NIERFAFIE BRI ATT FRAFFMEAIFR (Permission

Access) IRBEB X, MNTEFIT;

« BEHIXDA 4 NFH, X4 DFHINFKLET LE Z2ER 1 FTENMES (RERMEHFNIE &R
REREZMT 4 MrRpy—Fh:

a) No authentication and no encryption

b) Unauthenticated pairing with encryption

c) Authenticated pairing with encryption

d) Authenticated LE Secure Connections
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/** @defgroup ATT PERMISSIONS BITMAPS GAP ATT Attribute Access Permissions Bit Fields
* 8
* (See the Core v5.0(Vol 3/Part C/10.3.1/Table 10.2) for more information)

*
#define ATT PERMISSIONS AUTHOR 0x10 //Attribute access(Read & Write) requires Authorization
#define ATT PERMISSIONS ENCRYPT 0x20 //Attribute access(Read & Write) requires Encryption
#define ATT PERMISSIONS AUTHEN 0x40 //Attribute access(Read & Write) recuires Authentication (MITM protection)
#define ATT PERMISSIONS SECURE CONN 0x80 //Attribute access(Read & Write) requires Secure Connection
#define ATT PERMISSIONS SECURITY (A'I'I'_PERHISSIONS_B.UTHOR 1 ATT PERMISSTONS ENCRYPT 1 ATT PERMISSIONS AUTHEN | A'I'I'_PERMISSIONS_SECUHE_CONN)

//user can choose permission below

#define ATT PERMISSIONS READ 0x01 //!< Attribute is Readable

#define ATT PERMISSIONS WRITE 0x02 //!'< BAttribute is Writable

#define ATT PERMISSIONS RDWR (ATT_PERMISSIONS READ | ATT PERMISSIONS WRITE) //!< Attribute is Readable & Writable

#define ATT PERMISSIONS ENCRYPT READ (ATT PERMISSIONS READ | ATT PERMISSIONS ENCRYPT) / /1< Read requires Encryption

#define ATT PERMISSIONS ENCRYPT WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS ENCRYPT) / /1< Write requires Encryption

#define ATT PERMISSIONS_ENCRYPT RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT) //'< Read & Write requires Encryption

#define ATT PERMISSIONS AUTHEN READ (ATT PERMISSIONS READ | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //'< Read requires Authe
#define ATT PERMISSIONS AUTHEN WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //1< wirite requires Autl
#define ATT PERMISSIONS AUTHEN RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //1< Read & Write requi:
#define ATT PERMISSIONS SECURE CONN_READ (ATT PERMISSIONS READ | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN)
#define ATT PERMISSIONS SECURE CONN_WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN)
#define ATT PERMISSIONS SECURE CONN_RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN)
#define ATT PERMISSIONS AUTHOR READ (ATT PERMISSIONS READ | ATT PERMISSIONS AUTHOR) //'< Read requires Authorization

#define ATT PERMISSIONS AUTHOR WRITE (ATT PERMISSIONS WRITE | ATT PERMISSIONS AUTHEN) / /1< Write requires Buthorization

#define ATT PERMISSIONS AUTHOR RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS_AUTHOR) //1< Read & Write requires RButhorization

Figure 3.53: ATT Permission X

BRZZ GATT service security BYSEIRER SMP #1IA LSS EECE ,, BIESIFNRESLERINZE.. ATT KAV
MRS EEFHLE X R, MAR Master B EXZ, Ll Slave iIRBR SMP BEZIFHREFRE Authenticated
pairing with encryption, 1B Master E&FHNREREFRE Unauthenticated pairing with encryption, Itt
BIENSR ATT RAPAENSHFEBINRFRRE ATT_PERMISSIONS_AUTHEN_WRITE, BBA Master TE 5 Z4F MR, K
NEBEMNEBERFBEIEIR.

BRPAILUSE ATT RPESFMEARPRSSIL N TR A

Lt Slave B ZIFMER S L 252 Unauthenticated pairing with encryption, {BRAEEZEEFER KX
Security Request XA EfEA Master FFIAELY, ABARF A LUBELAER notify BEMNEFIRIFSEE
(Client Characteristic Configuration, {&#k CCC) BM4HIAFRIZE /9 ATT_PERMISSIONS_ENCRYPT_WRITE, #B
4 Master REE 1% CCC fg, Slave KEIEHZ2KH|F1E, XA Master FFBECAINZE R

FE:

BARIEENRERINIRTEEEZIFNRERELT, RE ATT RPN (ATT Permission)
FBE LIRE MRS RFF AT LUBT GATT service security BT, WF LE Z2E 1 PHIER 4 K
¥, WEBRAF ZIEE Authenticated LE Secure Connections —FhZk 3!, MR YATIZE X LE Secure
Connections only,

3.4.2.4 Attribute PDU and GATT API

#R#E Bluetooth Core Specification, Telink BLE Multiple Connection SDK B &iz#5#Y Attribute PDU BLLTJL
%:

* Requests: client RIiX4 server BIEIRIER,
« Responses: server UgZl client BY request [FARIZMNEIER S,

« Commands: client &ZI1X45 server &<,
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« Notifications: server &RiE£5 client FIEEE,

« Indications: server &i%%4 client BYEUE,

+ Confirmations: client XI server Indication #EAIHIA.

4x

=0

NE

PaN
[ |

34.24.1 Read by Group Type Request, Read by Group Type Response

== 3

BITEBRY Attribute Z5#9F0 Attribute Table £5#4, 3t ATT EERER ATT PDU #H1T9 .

Read by Group Type Request #1 Read by Group Type Response, ¥I51E£% Bluetooth Core Specification
V5.3, Vol 3, Part F, 3.4.4.9 ATT_READ_BY_GROUP_TYPE_REQ/3.4.4.10 ATT_READ_BY_GROUP_TYPE_RSP,

Master &% Read by Group Type Request, TE1%8p < I8 EFLIAFLERAY attHandle, F87E attGroupTypes Slave
Y E|iZ Request f5, B HH Attribute table, 7EIEERIECIAFNLERE) attHandle FIXEIFFE attGroupType
B9 Attribute Group, iBiZ Read by Group Type Response [E]E Attribute Group 158,

Data Ty Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSS! FCS
EE LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttGroupIlype (dBm)
L2CRE-5 || 2 01 0 11 0x0007 0x0004 |(0x10  0x0001 0xFFFE 00 28 0x89867B || -38 || OK |
Data Header RSSI
Data Ty CRC FCS
YP® |lLLID WESN SN MD EDU-Length {dBm)
Empty FDU || 1 0 0 0 0 0xAE00DS || -38 || OK |
Data Type Data Header L2CAP Header ATT_Read By Group_Type_Rsp CRC RSSI FCS
LLID NESN SN MD PLDU-Length ||[L2CAP-Length Chanld ||[Opcode Length AttData (dBm)
L2CRP-5 || 2 00 0 24 0x0014 0x0004 | 0x11  0x06 01 00 07 00 00 18 08 00 OR 00 OA 18 OB 00 25 00 12 18 || OxS3FCET| 38 || OK |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI ECS
ype LLID NESN SN MD PDU-Length |[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRE-3 || 2 1 0 0 11 0x0007 0x0004 ||0x10  0x0026 OXFFFF 00 28 0x5B6275 || -38 || OK |
Data Header RSSI
Data Ty CRC FCS
¥P¢ |ILLID WESN SN MD PDU-Length (dBm)
Empty PDU || 1 1 1 0 1] 0xREOBAO | -38 || OK
Data Header RSSI
Datalype (779 Wesw sw MD EDU-Length ELE (dBm ||F€S
Empty FDU|| 1 0 1 0 0 0xAEODT3 | -38 || oK
Data Header L2CAP Header ATT_Read_By_Group_Type_Rsp RSS1
DataTvpe (| 7 1p mesw sw wp FDU-Length || L2CAP-Length Chanld ||Cpcode Length AttData CRC (asm) || FC3
L2CRP-5 || 2 [ 12 0x0008 0x0004 |0x11  0x06 26 00 28 00 OF 18 || oxlsesée|| -38 || 0K |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSS1 FCsS
ype LLID NESN SN MD PDU-Length |[[L2CRP-Length ChanId ||0pcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRE-5 || 2 1 0 0 11 0x0007 0x0004 || 0x10  0x0029 0xFEFF 00 28 0x055C4D || -38 || OK |
Data Header RSSI
DataType ||| 10 WESN SN MD EDU-Lemgeh| O°C (aBm) ||F€3
Empry EDU || 1 1 1 0 0 OXAEOBRO || -38 || oK
Data Header RSSI
Data Ty CRC FCS
¥P€ |lit0 WESW SN MD PDU-Length (dBm)
Empty PDU || 1 01 0 1] 0xBEOD73 | -38 || OK
Data Heade! L2CAP Headel ATT_Read_By_Gi Type_R RSSI
Data Type r r —Read_By_Group_Type_Rsp CRC FCS
LLID NESN SN MD PDU-Length ||[L2CAP-Length ChanId ||[Opcode Length AttData (dBm}
L2CRE-5 || 2 [ 26 0x0016 0x0004 |0x11  0x14 29 00 32 00 11 19 0D OC OB 0K 09 08 07 06 05 04 03 02 01 00 || 0x898099 | -38 | oK |
Data Type Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSS1 FCsS
LLID NESN SN MD PLDU-Length ||[L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRP-5 || 2 1 0 0 11 0x0007 0x0004 ||0x10  0x0033 OxFFFF 00 28 0x3C5701 ||_-38 || OK |
Data Header RSSI
DataT¥Pe |1 1n WESN sW MD FDU-Length (EiE (aBm) || €%
Empty FDU || 1 1 1 0 0 OxAEOBRO || -38 || oK
Data Header RSSI
Data Ty CRC FCS
¥P® |IILTD WESN SN MD PDU-Length (dBm}
Empty PDU || 1 01 0 1] 0xBEOD73 | -38 || OK
Data Header |l L2CAP Header i ATT_Error_Response i RSS!
Data Type CRC FCS
LLID WESN SN MD PDU-Length ||L2CAP-Length Chanld [[Opcode ReqOpCode  AttHandle ErrorCode || (dBrm)
Trrap-sll 2 non o0 9 Ilnxnnns nxnnna linknr ax1n NxNN33 atT noT Formnnxnzy |l nxannrar ll -8 |l ow
Figure 3.54: Read by Group Type Request Read by Group Type Response
— =S y i i i =H -
LEFfR, Master Zif] Slave BY UUID /3 0x2800 Y primaryServiceUUID B Attribute Group 152
#define GATT_UUID PRIMARY SERVICE 0x2800
const ul6é my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;
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£ Y71 demo code, Attribute table FEUT/LANSIZERK:

(1) attHandle M 0x0001 ~ 0x0007 By Attribute Group,Attribute Value /9 SERVICE_UUID_GENERIC_ACCESS
(0x1800) o

(2) attHandle M 0x0008 ~ OxO00B RY Attribute Group,Attribute Value /9 SERVICE_UUID_GENERIC_ATTRIBUTE

(0x1801),

(3) attHandle M 0x000C ~ OxOOOE RY Attribute Group,Attribute Value 79 SERVICE_UUID_DEVICE_INFORMATION

(Ox180A) o

(4) attHandle M OxOOOF ~ 0x0029 HY Attribute Group,Attribute Value /3 SERVICE_UUID_HUMAN_INTERFACE_

DEVICE (0x1812).

(5) attHandle M OxO002A ~ Ox002D B9 Attribute Group, Attribute Value /9 SERVICE_UUID_BATTERY
(OX180F),

(6) attHandle M OxO002E ~ Ox0035 By Attribute Group, Attribute Value /9 TELINK_SPP_UUID_SERVICE
(0x10,0x19,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05,0x04,0x03,0x02,0x01,0x00) o

(7) attHandle M 0x0036 ~ 0x0039 HJ Attribute Group, Attribute Value 9 TELINK_OTA_UUID_SERVICE
(0x12,0x19,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05,0x04,0x03,0x02,0x01,0x00) o

Slave ¥ LA_E 7 9~ GROUP By attHandle # attValue BY{52181T Read by Group Type Response [EIE 44 Master,
BRE— ATT_Error_Response Z&BEFFER Attribute Group BB RIE5EEE, Response £53R, Master HEIX A
B EFIERI% Read by Group Type Requesto,

fER @ API 3231 Read by Group Request:

ble_sts_t blc_gatt_pushReadByGroupTypeRequest(ulé connHandle, ul6 start_attHandle, ul6
< end_attHandle, u8 *uuid, int uuid_len);

Read by Group Response HY%K#E, 7 app_gatt_data_handler KB A] LUIREFH MR,

34.24.2 Find by Type Value Request, Find by Type Value Response

Find by Type Value Request # Find by Type Value Response, i¥I&i1E5 % Bluetooth Core Specification V5.3,
Vol 3, Part F, 3.4.3.3 ATT_FIND_BY_TYPE_VALUE_REQ/3.4.3.4 ATT_FIND_BY_TYPE_VALUE_RSP,

Master %1% Find by Type Value Request, TEIZm<HIEEICIGTLERAY attHandle, IETE AttributeType
Attribute Value, Slave WEiZ Request &, B XA Attribute table, 7EISEBIRCIAFILERAY attHandle 3K
Il AttributeType # Attribute Value FHILEZEY Attribute, 383d Find by Type Value Response [B]E Attributes

Data Type Data Header L2CAP Header ATT_Find_By_Type_Value_Req CRC RSSI FCS
LLID NESN SN MD FDU-Length ||L2CAP-Length ChanlId ||[Opcode StartingHandle EndingHandle AttIype AttValue (dBm)
L2caP-s || 2 1 1 0 13 0x0009 0x0004 ||0x06  0x0001 0xFFFF 0x2800 OA 18 0x4CEA12 || -54 | OK |
] Data Header RSSI
P| DataTvee |l 770 WESN SN MD PDU-Lengeth| C°C | aBm) [€S
1||Empry PDU|| 1 1 0 0 0 OxC4COES || -54 || OK |
T Data Header L2CAP Header ATT_Find_By_Type_Value_Rsp RSSI
Data T: CRC FCS
aWPCI7TID NESN SN MD PDU-Length |[L2CAP-Length Chanld ||Opcode HandleInfo (dBm)
| L2CAP-S || 2 1 0 0 9 0x0005 0x0004 ||0x07 0C 00 OE 00 0xF92EDS || -54 QK |

Figure 3.55: Find by Type Value Request Find by Type Value Response

{EF T M@ API 323 Find by Type Value Request:
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ble_sts_t blc_gatt_pushFindByTypeValueRequest(ul6 connHandle, ulé start_attHandle, ul6
< end_attHandle, ul16 uuid, u8 *attr_value, int len);

Find by Type Value Response BY¥{#E, 7E app_gatt_data_handler BRI E 7] LUSEENFH IR,

34.24.3 Read by Type Request, Read by Type Respaonse

Read by Type Request #1 Read by Type Response, #1515 % Bluetooth Core Specification V5.3, Vol 3, Part
F, 3.4.4.1 ATT_READ_BY_TYPE_REQ/3.4.4.2 ATT_READ_BY_TYPE_RSP,

Master %&IX Read by Type Request, TEiZan<HIEECIATILERAY attHandle, $87E AttributeType, Slave U
E3Z Request fG, B Attribute table, TEIEEBERIGFLERD attHandle FIEIFFE AttributeType Y
Attribute, J@id Read by Type Response [B]& Attributeo

] Data Type Data Header L2CAP Header ATT_Read_By_Type Req
yp LLID NESHN SN MD PDU-Length |[L2CAP-Length Chanld ||[Opcocde StartingHandle EndingHandle RttType

|| z2caps|| 2 o o 1 11 0x0007 0x0004 ||ox02  oxo0ol OXFFEF 00 2% 03
l Data Header RSSI

DataType (771 NESN SN MD PDU-Length CRC (aBm) || F€S
J|Empty PoU|| 1 1 0 o 0 ox298717|| o || ox
l Data Header RSSI

Data T CRC FCS

YP® |l{LID NESH SN MD EDU-Length (dBm)

J|Empey EOU|| 1 1 1 0 0 oxg9szBl|| o || o
i Data Header RSSI

Data T CRC FCS

YP® |{ILTD WESH SN MD POU Length (dBm)

J|Empey BOU|| 1 o 1 0 0 oxg9acez || o || ox
i Data Header RSSI

Datalype (' NEsw SN MD PDU-Length CRC (aBm) || F€S
J|Empty PoU|| 1 o o0 o 0 oxgesicd || o || ox
] Data Type Data Header L2CAP Header ATT_Read_By_Type_Rsp CRC

LLID NESN SN MD EDU-Length ||L2CAP-Length ChanId ||Opcode Length AttData

|| z2cap-s || 2 1 0 0 14 0x0002 0x0004 ||0x09 0x02 03 00 74 53 65 6C 66 69 | 0xDBGO:

ar r = - - - ir Ly | L]

Figure 3.56: Read by Type Value Request Find by Type Value Response

LB, Master i3 attType /9 0x2A00 B9 Attribute, Slave B Attribute Handle 9 0x0003 Y Attribute:

const u8 my_devName [] = {'t', 'S', 'e', '"L', 'f', '"1'};
#define GATT_UUID_DEVICE_NAME 0x2a00
const ul6 my_devNameUUID = GATT_UUID_DEVICE_NAME;
{0,1,2, sizeof (my_devName),(u8+*)(&my_devNameUUID),
< (u8*)(my_devName), 0},

Read by Type response H length /9 8, attData HEIF ™ byte X BIHY attHandle 0003, fSE 6 " bytes
FIFFRIBY Attribute Valueo

fEF T API SEE Read by Type Request:

ble_sts_t blc_gatt_pushReadByTypeRequest(ul6 connHandle, ul6é start_attHandle, ul6
< end_attHandle, u8 *uuid, int uuid_len);
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Read by Type Response BY#{#E, TE app_gatt_data_handler BRIk E o] LUEENF b IR,

34.244 Find information Request, Find information Response

Find information request 1 Find information response, 1#{F1E%% Bluetooth Core Specification V5.3, Vol
3, Part F, 3.4.3.1 ATT_FIND_INFORMATION_REQ/3.4.3.2 ATT_FIND_INFORMATION_RSP,

Master &IX Find information request, }SERZIAFNLERAY attHandle, Slave WEZMm<LE, BEEBMNEERDN
Ff attHandle ¥R Attribute B9 UUID @33 Find information response [B]& %4 Master, 31 FEIFfR, Master
ERKIRT] attHandle Ox0016 ~0x0018 =4 Attribute B information, Slave EIEX=4" Attribute B9 UUID,

Data T Data Header LZCAP Header ATT_Find_Info_Req cRe rssi |,
YPE|TTTD WESW SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle (dBm)
|l Lacap-s|_z 0 1 0 9 0x0005 0x0004 ||0x04  0x0016 0x0018 0x362R2F || -38 || ¢
] Data Header RSSI
Data Ti CRC FCS
YP® |1ITD WESN SN MD PDU-Length (dBm)
J|Empty EDU|| 1 0 0 o i 0xAE0ODS || -38 || OK
] Data Header RS5I
Data Ti CRC FCS
YP® |IILTD NWESN SN MD EDU-Length {dBm)
J|Empty EOU|| 1 1 0 o i 0xAE0606 || -38 || OK
] Data T Data Header L2CAP Header ATT_Find_Info_Rsp
ype LLID NESN SN MD PDU-Length ||L2ZCAP-Length Chanld ||Opcode Format InfoData
| Lacae-s | 2 1 1 o 18 0x000E 0x0004 ||0x05  0x01 16 00 02 29 17 00 08 29 18 00 03 28 || 0

Figure 3.57: Find Information Request Find Information Response

34.24.5 Read Request, Read Response
Read Request #1 Read Response, #1§155 % Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.4.3
ATT_READ_REQ/3.4.4.4 ATT_READ_RSP,

Master & 1% Read Request, IEEE— attHandle 9 0x0017, Slave WZEI/5i@d Read Response [EIEEE
B Attribute B9 Attribute Value (FHIRETEIARE r, WITZEED, WO TEFIT.

Data Header L2CAP Header ATT_Read_Req R551
Data T —neac_ CRC FCS
. LLID NESN SN MD PLDU-Length ||[L2CAP-Length Chanld |[Opcode AttHandle (dBm)
L2CAF-S || 2 0 1 o 7 0%0003 0x0004 ||0%0A  0x0017 0x99CSED || -38 || ox
Data Header RSS5I
Data Ty CRC FCS
YPE |IITD NESN SN MD FEDU-Length (dBm)
Erpty POU|| 1 0 0 o 0 0xAE00DS || -38 || ox
Data Header R5SI
Data Ty CRC FCS
YP€ |IIID NESN SN MD EDU-Length {dBm}
Erpty EOU|| 1 1 0 0 o OxAE0606 || -38 || OK
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T _Head_ CRC FCS
YPEI11ID WESN SN MD FDU-Length ||L2CAP-Length ChanId ||Opcode ActValue {dBm)
L2CAP-S || 2 1 1 o 7 0%0003 0x0004 |[0x0B 02 01 0x908287 || -38 || ox

Figure 3.58: Read Request Read Response

fEATE APl 23 Read Request
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ble_sts_t blc_gatt_pushReadRequest(ul6 connHandle, ulé attHandle);
Read Response FY%3E, 7 app_gatt_data_handler EREE v] LUREH M E,

34.24.6 Read Blob Request, Read Blob Response

Read Blob Request #1 Read Blob Response, 1¥1&1E% % Bluetooth Core Specification V5.3, Vol 3, Part F,
3.4.4.5 ATT_READ_BLOB_REQ/3.4.4.6 ATT_READ_BLOB_RSP,

% Slave A~ Attribute BY Attribute Value {ERVKERBE MTU_SIZE (B &) Telink BLE Multiple Connection SDK
FRERIAA 23) B, Master BES A Read Blob Request EiEENIZ Attribute Value, MIfETF Attribute Value
AL E%kI%X, Master 7 Read Blob Request $87E attHandle #1 ValueOffset, Slave WEIZ&</E, HEIXIMN
B9 Attribute, 1R#E ValueOffset {EiEIT Read Blob Response [EE Attribute Value (BHI&E TEIAKEK r, H1T
TZERER) o

W FEFRR, Master i3 Slave B HID report map (report map R K, EiEiBid 23) BY, B &% Read Request,
Slave [B] Read response, & report map Bi—&F 73 #UEEILE Master. Z /G Master f£/ Read Blob Request,
Slave 3®3Z Read Blob Response [E##E44 Master,

Data Type Data Header L2CAP Header ATT_Read_Req RSSI FCS
YPE|ILID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AtcHandle (dBm)
Lacap-s || 2 0 1 7 0x0003 0x0004 |[0x02  ox0020 oxE40c27 || 38 || oK |
Data Header RSSI
Data T CRC FCs
YP€ |liL1D MESN SN MD PDU-Length (aBm)
Erpty P00 1 0 a0 o 0 0xaE00Ds || 38 || o
Data Header RSSI
Data T CRC FCs
YPE |IT7TD NESN SN MD PDU-Length (dBm)
Erpty P00 1 1 a0 o 0 0xAE606 || 38 || oK
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T, —Read_ CRC FCs
YP|LLID NESN SN MD POU-Length |[L2CAP-Length Chanld ||Opcode AccValue (dBm)
L2CAP-5 || 2 1 1 0 27 0x0017 0x0004 |[0x0B__ 05 01 09 02 A1 01 85 01 09 01 AL 00 05 09 19 01 29 03 15 00 25 01| oxEE&eDD || -3¢ | oK |
Data Type Data Header L2CAP Header ATT_Read_Blob_Req CRC RSSI ECs
LLID NESN SN MD EDU-Length ||L2CAP-Length Chanld ||Opcods AttHandle ValueOffset (dBm)
L2CAP-5 || 2 0 1 0 9 0x0005 0x0004 |[0x0C__ 0x0020 0x0016 0x8F3E95 || 38 | oK |
Data Header RSSI
Data T CRC FCs
YP® |ITITD NESN SN MD EDU-Length (dBm)
Erpty P00 || 1 o0 o0 0 oxAE00Ds || 38 || o
Data Header RSS!
Data T CRC FCs
YP® |lTITD NESN SN MD EDU-Length (dBm)
Erpty P00 || 1 1 a0 o0 0 0xAE0s06 || —38 || o
Data Header L2CAP Header ATT_Read_Blob_Rsp RSSI
Data T —Read _Biab_| CRC FCS
YP|ILID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode PartAttValus (dBm)
L2CAP-5 || 2 1 1 0 27 0x0017 0x0004 |[0%0D__ 75 01 95 03 81 02 75 05 95 01 81 01 05 01 09 30 09 31 09 38 15 &1 | ox2DEeF2 | 3¢ | 0K |
Data Header L2CAP Header ATT_Read_Blob_Req RSSI
Data T —Read_Biob | CRC FCS
ype LLID NESHN 5N MD PDU-Length ||L2CAP-Length Chanld [|Opcode AttHandle ValueOffset {dBm)
L2cap-s Il 2 o1 0 9 0x0005 oxo004 lloxoc  oxo020 0x002C oxss7oeE || —ae |l ox

Figure 3.59: Read Blob Request Read Blob Response

fEF M API 3231 Read Blob Request

ble_sts_t blc_gatt_pushReadBlobRequest(ul6 connHandle, ul6 attHandle, ul6 offset);

Read Blob Response FI%k#E, 7 app_gatt_data_handler EKEE rT LUEEFH AIE,

34.24.7 Exchange MTU Request, Exchange MTU Respanse

Exchange MTU Request #1 Exchange MTU Response, i¥1&18£% Bluetooth Core Specification V5.3, Vol 3,
Part F, 3.4.2.1 ATT_EXCHANGE_MTU_REQ/3.4.2.2 ATT_EXCHANGE_MTU_RSP,
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W TFEFR, Master # Slave 3&iZ Exchange MTU Request A1 Exchange MTU Response 3R1% 789 MTU
sizeo

Data Header L2CAP Header ATT_Exchange_MTU_Req ) RSSI
T - |3 !

DataType |l ;110 NESN SN MD PDU-Length |[L2CAP-Length Chanld |{Opcode ClientRxMTU CRC | (am) | FCS
i L2CAP-5 e [1] 1 Q 7 0x0003 0x0004 ||0x02 0x009E 0xC70102 -38 OK
1 Data Header L2CAP Header |[ATT_Exchange_MTU_Rsp RsSI |[_-

DataType [l;1ID NESN SN MD PDU-Length ||[L2CAP-Length Chanld |[Opcode ServerRxMTU | CRC | wsm|/FCS
J(z2car-s | 2 0 0 o0 7 0x0003 0x0004 ||0x03  0x0017 ox1DeeEL || -38 || o

Figure 3.60: Exchange MTU Request Exchange MTU Response

L GATT BRIRIERE A DI P HIEE —1 RF B8 KENEIRE, WhE GATT BHS8MHEN, FERAIH
peer Master/Slave X B HI RX MTU size, HFLE MTU size exchange BYi3FE, MTU size exchange FIERY
BAT LI GATT BKEHIEN W A,

(1) AP RILUEIE A GAP event EliEHFFE eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU 3EF£EX
EffectiveRxMTU, HM:

EffectiveRxMTU=min(ClientRxMTU, ServerRxMTU)o

X GAP event"BETRIEMNE GAP evento
(2) GATT B BEIBIAIE,

ServerRXMTU # ClientRxMTU ZRiAF 23, K ServerRxMTU/ClientRxMTU AT A ZFRFIBICE—#F (N
BT ram Z(E]), HWATEEFERAINEEHINN, R TE APl {22 Master If RX size:

ble_sts_t blc_att_setMasterRxMTUSize(ul6 master_mtu_size);

{EATE API 82X Slave I RX size:

ble_sts_t blc_att_setSlaveRxMTUSize(ul6 slave_mtu_size);

IR[OESIZR:
ble_sts_t Value ERR Reason
BLE_SUCCESS 0 1R 1ERRTH

GATT_ERR_INVALID_ PARAMETER Dl SDK AFENXH buffer size, Bl: mtu_s_rx_fifo B¢
RENX mtu_m_rx_fifo

sz,
FE:
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LR APIIRE R ATT_Exchange_MTU_req/ATT_Exchange_MTU_rsp SR BRI MTU B, %
BIETRBEAR T EIRE XM buffer size, BIZEE: mtu_m_rx_fifo[ ] M mtu_s_rx_fifo[ 1, X array
variable Z7E app_buffer.c FTE X,

QEGEHLEE APHIEEN MTU R2BIANE 23, EEEIURE, SDK 2E&IAR MTU IR BRiE, @B Em
Host 1 GAP_EVT_ATT_EXCHANGE_MTU, BILITEEIARIFEE MTU XEMLER,

34.24.8 Write Request, Write Response

Write Request # Write Response, #1815 % Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.5.1
ATT_WRITE_REQ/3.4.5.2 ATT_WRITE_RSP,

Master &JIX Write Request, IEER attHandle, HHIHHEXEIE. Slave EIfE, IKEIFEEM Attribute, 1R
1 user BRIGE T BIERE w RELHIBZEAREIERE w RMIEFEREIZE AMRH Attribute Value, F[E]
£ Write Responses

TFEIFRTR A Master [A attHandle 3 0x0016 HY Attribute B\ Attribute Value 9 0x0001, Slave YKEIfGH 1T
ZE1#{E, HI[o Write Response,

Data Header L2CAP Header ATT_Write_Req RSSI
Data Type _tirie_| CRC FCS
yp LLID NESN 5N MD FPDU-Length |[L2CAP-Length Chanld ||Opcode AttHandle AttValue (dBm)
L2CAE-S || 2 0o 1 @ 9 0x0005 0x0004 |[0x12  0x00ls 01 0o OxDCE476 || —38 || OK
Data Header RSSI
Data T CRC FCS
YP® |II1ID NESN SN MD EDU-Length (dBm)
Empty EOU|| 1 0o 0 @ 0 0xAEQODS || —38 || oK
Data Header RSSI
Data T CRC FCS
YPE |\I1ID NESN SN MD PDU-Length {dBm)
Empty FOU|| 1 1 0 @ 0 0xRE0G0G || -38 || oK
Data Header L2CAP Header ATT_Write_Rsp RSSI
Data T virite_| CRC FCS
YPElLLID NESN SN MD PDU-Length |L2CAP—Length Chanid ||Opcode {dBm)
L2CRE-5 || 2 1 1 @ 5 0x0001 0x0004 |[0x13 0xFBEOB1Z || -38 || oK

Figure 3.61: Write Request Write Response

fERTE API SEH Write Request

ble_sts_t blc_gatt_pushWriteRequest (ul16 connHandle, ul6 attHandle, u8 *p, int len);

Write Response BY%4#&, 7E app_gatt_data_handler ERIZKE A LUEER A IR,

34.24.9 Write Command

Write Command, J¥1&15E&% Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.5.3 ATT_WRITE_CMD,

Master &JX Write Command, S8R attHandle, HMimEXEIE, Slave WEIE, KFNIFEER Attribute,
RIE user BHRIRE 7 EIARE w RELHIESEAENEERE w FMIBEZEHIZES AMRNR Attribute Value, R
EIEEAEEE.

£ @ APl 323 Write Command
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ble_sts_t blc_gatt_pushWriteCommand (u16 connHandle, ul6 attHandle, u8 *p, int len);

34.24.10 Queued Writes

Queued Writes B85 Prepare Write Request/Response Fl Execute Write Request/Response & ATT ¥, ¥
15155 % Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.6 Queued writeso

*E:

7EfEMA Queued Writes BY, EETEVIALBIEHZIER API blc_att_setPrepareWriteBuffer 38532 prepare
write BYTEfE buffer, T8 ram ZFEBIAFRFITIHRIRE,

Prepare Write Request 1 Execute Write Request A] IASEIRN FARFHINAE :
a) RIBKEMENES NI,
b) AFE—TEBPITHRERFIRMEPREANZME,

Prepare Write Request 28 AttHandle. ValueOffset #l PartAttValue, X Read_Blob_Req/Rsp Mo Xist
BH Client BERT IATERASIFREZ SN EME, aUEE— M KEMENS M. XF, EEERTERINT!
ZHi, Client A UABERE MBI I EEES N Server,

> ==
AE:

Telink BLE Multiple Connection SDK HBThRZANNZHF o) KBMHEE N\IIEE, KEMHESRAKENTFET
244 FH,

W TFEFfR, Master [ Slave EMFETRKAFRIE: 1 am not sure what a new song” (FHHTIZEL
23, FAZIAMTUERT) B, B%kiX Prepare Write Request, fRT& 0x0000, %I am not sure what”&F
PEIET 4 Slave, Slave [6] Master [@] Prepare Write Response. ZJ& Master k1% Prepare Write Request,
R 0x12, ¥ " a new song” EDHIEE 44 Slave, Slave [A Master [O] Prepare Write Response, = Master
BERBEMESHERME, KIX Execute Write Request 45 Slave, Flags 7 1: RRGILEIAERL, Slave BEE
Execute Write Response, 24 Prepare write idf2455R,

XEBIATI LLEF Prepare Write Response BB & IERAHHY AttHandle. ValueOffset # PartAttValue, X
B RA T EIREEMN TSN, Client AJLIRTEL Response 1 Request BIFERE, HREZHIEIEMW EMHE
Wo
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Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp
e LLID NESN SN MD FPDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset PartiAttValue
L2CRF-5 2 0 1 1] 27 0x0017 0x0004 |(0x17 0x0015 0x0000 49 20 61 6D 20 GE 6F 74 20 73 75 72 65 20 77 668 61 74 0
Data Type Data Header L2CAP Header ATT_Prepare_Write_Req CRC RSSI FCs
yp LLID NE3N 35N MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueODffset PartAttValue {dBm)
L2CAP-5 2 [a] a 1] 20 0x0010 0x0004 ||0x16 0x0015 0x0012 20 61 20 BE &5 77 20 73 &F GE &7 0x92D426 -54 OK
Data Header RSSI
DataType | 7 wesw sw wp  PDU-Tength ELE (@sm) || F©*
Empty PDU|l 1 1 0 0 0 0x071388 || -54 OK
Data Header RS31
LSO LLID NESN SN MD PDO-Length EiE (dBm) R
Empty PDU|l 1 1 1 i) 0 0x071E2E || -54 O
Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp CRC RSSI ECs
e LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset ParthttValue (dBm)
L2CRAP-3 2 0 1 0 20 0x0010 0x0004 |[0x17 0x0015 0x0012 20 61 20 GE 65 77 20 73 6F 6E &7 OxFE79B4 || -54 O |
Data Header L2CAP Header ATT_Execute_Write_Req RSSI
Data T = =l CRC FCS
YPe| 111D NESN SN MD PDU Lengch ||L2CAP Length Chanld ||Opcede Flags (dBm)
LZCRP-3 F 0 0 0 [ 0x0002 0x0004 |(0x18 0x01 0x24D166 || -54 OK |
Data Header RSSI
Data Ty CRC FCS
¥P¢ |lLL10 WESW SN MD PDU-Length (dBm)
Empty POUJ( 1 1 1] a 0 0x071388 -54 OK
Data Header RSSI
Data Ty CRC FC5
YP® |lz10 wWESW sw WD PDU-Length (dBm)
Empty PODU|l 1 1 1 1] 0 0x071E3E || -54 OK
] Data Header RSSI
DataTyoe | 1110 wesN sN MD EDU-Lengen| C°C (aBm) || F€S
Empty PDU| 1 0 i) 1] 0 0x07155B || -54 0K
] Data Header L2CAP Header ATT_Execute_Write_Rsp R3S
Data Ty = = = CRC FCS
YPE\TTID WESN SN MD PDU-Length ||L2CAP-Length ChanId |Opcade (dBm)
L2CAP-5 2 0 1 0 3 0x0001 0x0004 [[0x19 0x430D57 || -54 O |

Figure 3.62: Write Long Characteristic Values 7~ fjl

34.24.11 Handle Value Notification

Handle Value Notification, i¥ 1& 78 & % Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.7.1
ATT_HANDLE_VALUE_NTF,

Parameter Size (octets) Description

Attnbute Opcode 1 0x1B = Handle Value Notification
Attribute Handle P The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The cumrent value of the attribute

Table 3.34: Format of Handle Value Notification
Figure 3.63: Bluetooth Core Specification H Handle Value Notification

LEIFTR 79 Bluetooth Core Specification 2 Handle Value Notification FY&Z(,

Telink BLE Multiple Connection SDK 2T API, FFEA Attribute BY Handle Value Notification, user JEF
XA APl UGB 2 EE notify BIEIE push ZIEKER BLE 3ifF fifo, MRS TERIEMA & interval BIEER
f fifo BUEKIRE push EIEEF fifo, @I RF ZiXHZE,

ble_sts_t blc_gatt_pushHandleValueNotify(ul6 connHandle, ul6 attHandle, u8 *p, int len);

connHandle AXF[ Connection state Y connHandle, attHandle JIX$Z Attribute B9 attHandle, p HE&RIXM
ESAFEHIRILISH, len IBELXMEBIBRNF T 1% AP ZIFEIFEINEE (1RHE EffectiveMaxTxOctets
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AR, BIRERRE RF RX/TX SRAWAFTEREVRIME, DLE AIRERIECRIRE, RRINN 27), AI—PRK
HUERIEIR A Z 1 BLE RF packet &ixthz, FrLl len AJLASZHHR A

Link Layer 7E Conn state BY, —RRIER FTEIZIFBEZ AP AT LIRRIN push $UREIREBIRE fifo, BHfFEE—L
BFHRIBERESEZ AP TABXNK, RIBREE ble_sts_t AT T SEX N AVEEIRE R,

JRZ APl BY, BiNAFKEREENES N BLE_SUCCESS, &AN BLE_SUCCESS, NIEEEHF—EIEE
BR pusho

REMESIRINT:
ble_sts_t Value ERR reason
BLE_SUCCESS 0 1R1ERLTH
GAP_ERR_INVALID_PARAMETER 0xCO B
SMP_ERR_PAIRING_BUSY OxA1  RTFECHIBNER
GATT_ERR_DATA_LENGTH_EXCEED_ OxB5 len KF ATT_MTU-3, BERFENEIEKEBH
MTU_SIZE T ATT BXHNRAREIEKE ATT_MTU
LL_ERR_CONNECTION_NOT_ESTABLISH 0x80  Link Layer &&F None Conn state
LL_ERR_ENCRYPTION_BUSY 0x82  AFINZEMNER, FEERZEIE
LL_ERR_TX_FIFO_NOT_ENOUGH 0x81 HBAMIEEMESZEIEIT, W Tx fifo FIEH
GATT_ERR_DATA_PENDING_DUE_TO_ 0xB4 RFEARSME:, FEELEURE

SERVICE_DISCOVERY_BUSY

34.24.12 Handle Value Indication

Handle Value Indication, ¥ & 15 £ % Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.7.2
ATT_HANDLE_VALUE_IND,

Parameter Size (octets) Description

Attribute Opcode 1 0x1D = Handle Value Indication
Attribute Handle 2 The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The current value of the attribute

Table 3.35: Format of Handle Value Indication

Figure 3.64: Handle Value Indication in BLE Spec

LEFfRA Bluetooth Core Specification A Handle Value Indication BIF&T(o

Telink BLE Multiple Connection SDK #&fft API, FAFHE Attribute B9 Handle Value Indication. user X
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AP LU B B EE indicate BIEIE push ZIRER BLE 35 fifo, iR EREMBAE interval BHEE G
fifo BUEKIE push FIREM fifo, RERET RF RiEH %,

ble_sts_t blc_gatt_pushHandleValueIndicate (u1l6 connHandle, ul6 attHandle, u8 *p, int len);

connHandle XK Connection state Y connHandle, attHandle XKL Attribute B9 attHandle, p AERIXAY
ELAFHIRIVKIEE, len IBELENEIBNFT T 1% API ZIFENIFEINEE (1RIE EffectiveMaxTxOctets
Mo ERE, BISERRE RF RX/TX RAWAFERVRVIVME, DLE FIRERIERULIE, BAIAN 27, TXRNEH
Bif AP, M&F), AR —MEKMEEEIRA Z 1 BLE RF packet XA, PR len AT IFR K,

Bluetooth Core Specification BFIE 78— indicate V%R, ZEZFZ! client B confirm A 8EIAA indicate
FXTh, REEDIBYARRERIXT— indicate #iE,

Link Layer 7E Conn state BY, —A%IER FEEZFHEZ API AJLIRRIN push $URBEIRB G fifo, BHfFEE—L
HHIBERESRZ AP ABKRY, RIERENE ble_sts_t AT T XAV EEIRE R,

A% API BY, BiXAPKERLENEE N BLE_SUCCESS, &AA BLE_SUCCESS, NEE%HE—KAtEG
ﬁ;i pUSho

IREHEFIFRINT:
ble_sts_t Value ERR reason
BLE_SUCCESS 0 B1ERTN
GAP_ERR_INVALID_PARAMETER OxCO TMEHK
SMP_ERR_PAIRING_BUSY OxAT  AFECFTFHER
GATT_ERR_DATA_LENGTH_EXCEED_ OxB5 len KF ATT_MTU-3, BRZEMNIIEKEBHT
MTU_SIZE ATT BZEFHNRAEUEKE ATT_MTU

LL_ERR_CONNECTION_NOT_ESTABLISH 0x80  Link Layer &F None Conn state

LL_ERR_ENCRYPTION_BUSY 0x82 AFIEMER, FBEAIXEUE
LL_ERR_TX_FIFO_NOT_ENOUGH 0x81 HBAEIEEER1EEIT, B Tx fifo REHE
GATT_ERR_DATA_PENDING_DUE_TO_ 0xB4 FRARSZMER, FEEREIE

SERVICE_DISCOVERY_BUSY

GATT_ERR_PREVIOUS_INDICATE_ 0xB1  BI— indicate FIBXZE M Master HIA
DATA_HAS_NOT_CONFIRMED

34.24.13 Handle Value Confirmation
Handle Value Confirmation, ¥ 1§18 £ % Bluetooth Core Specification V5.3, Vol 3, Part F, 3.4.7.3
ATT_HANDLE_VALUE_CFM,

N ABSIARA—R blc_gatt_pushHandleValuelndicate, [A] Master &% indicate #{#&f5, Master 2EE—1
confirm, RARIXNEFEAIEILN, RIS Slave A BRI LAAALERIXTF— indicate #iE,
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Parameter Size (octets) Description

Attribute Opcode 1 0x1E = Handle Value Confirmation

Table 3.36: Format of Handle Value Confirmation

Figure 3.65: BLE F7 Handle Value Confirmation

MEBERTILIEY, Confirmation FHARFEEITH—MEIK handle BYHEIA, XFFABEAIE handle E£RY indicate
BIEE A —[B1E—™ Confirmation,

RNTUNBRTREAIZFHEEN indicate data BB B Confirm, AP B LUET A GAP event EiE, HHAFRE
B eventMask: GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM 3RFKBX Confirm H, 23R4 GAP event”/)\
TEFEMANLE GAP evento

34.24.14 blc_att_setServerDataPendingTime_upon_ClientCmd

Telink BLE Multiple Connection SDK JER/B7E SDP i3#2X SDP & /58 data pending time (2XIA 300 ms) BYia]
AR 2IF notify # indicate #1E, 1R user TEXT data pending time, RILUERILE API,

void blc_att_setServerDataPendingTime_upon_ClientCmd(u8 num_10ms);

SELL 10 ms AN, WEHARN 30, MFRR 3010 ms, Bl 300 mso

3.4.3 GAP

3.4.3.1 GAP #J#41¢

Telink BLE Multiple Connection SDK &, &9 central 1 peripheral ZE—M&E P FEITHE, FFIATEIALE
MARXSS central H peripheral I8& T o

IafbERER

voild blc_gap_1init(void);

HFISRIEE, NARLS Host FIEIER B RETE GAP Kifalizsl, thiliR1E ATT. SMP 1 L2CAP #Bi2{it
THXEQ, TUNNEREIEREH, Ba] SDK B9 GAP BT ELRLE host B EIIEMH, GAP AT ER I
host BEMAIEREINO.

3.4.3.2 GAP Event

GAP event MIZ ATT. GATT. SMP. GAP Z host tMXBXRBESER~ENEH, MEIXIENTUEE, Bai
SDK BEHFEHAMAZE: Controller event # GAP(host) event, EH controller event X439 HCl event #
LE HCI evento

Telink BLE Multiple Connection SDK ¥ T GAP event &M, FEZ MR ZHIEEIEMHT, ThiiRE
BAREXEEHEMER, 15512 SMP HHXMAIE, U Passkey BN, ECXERBHAFE,
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WR user EETE App BIZEU GAP event, BHEFEEEM GAP event BY callback K%M, ERFBERIIM event
B9 mask ¥JFF

GAP event B callback ERZUREFNFMIZODH) 4

typedef int (*gap_event_handler_t) (u32 h, u8 *para, int n);
void blc_gap_registerHostEventHandler (gap_event_handler_t handler);

callback EREREIAAY u32 h 2 GAP event 1518, KEMNIRZLHREI,
TEYEL AP ATRESAEIEY:

#define GAP_EVT_SMP_PAIRING_BEGIN
#define GAP_EVT_SMP_PAIRING_SUCCESS
#define GAP_EVT_SMP_PAIRING FAIL

#define GAP_EVT_SMP_CONN_ENCRYPTION_DONE
#define GAP_EVT_SMP_TK_DISPALY

#define GAP_EVT_SMP_TK_REQUEST_PASSKEY
#define GAP_EVT_SMP_TK_REQUEST_00B
#define GAP_EVT_SMP_TK_NUMERIC_COMPARE
#define GAP_EVT_ATT_EXCHANGE_MTU

#define GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM

N O LA WN RO

N R
N O

callback EREREEL A para F n TR event EIBENEIERKE, TSUF FHMREALL ESIHEY GAP event, User
A]£% demo code FIINTFHAELUMK app_host_event_callback ERIFRAI BRI,

blc_gap_registerHostEventHandler( app_host_event_callback );

GAP event EEIE T FHEABY API KFTH masko

void blc_gap_setEventMask(u32 evtMask);

eventMask BIE X WX _EELAH—L, EMAY event mask FAFBILATE ble/qap/qap_event.h FZEE,

#define GAP_EVT MASK_SMP_PAIRING_ BEGIN (1<<GAP_EVT_SMP_PAIRING_BEGIN)

#define GAP_EVT_MASK_SMP_PAIRING_SUCCESS (1<<GAP_EVT_SMP_PAIRING_SUCCESS)
#define GAP_EVT_MASK_SMP_PAIRING_FAIL (1<<GAP_EVT_SMP_PAIRING_FAIL)

#define GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE  (1<<GAP_EVT_SMP_CONN_ENCRYPTION_DONE)
#define GAP_EVT_MASK_SMP_TK_DISPALY (1<<GAP_EVT_SMP_TK_DISPALY)

#define GAP_EVT_MASK_SMP_TK_REQUEST_PASSKEY (1<<GAP_EVT_SMP_TK_REQUEST_PASSKEY)
#define GAP_EVT_MASK_SMP_TK_REQUEST_0OB (1<<GAP_EVT_SMP_TK_REQUEST_00B)
#define GAP_EVT_MASK_SMP_TK_NUMERIC_COMPARE (1<<GAP_EVT_SMP_TK_NUMERIC_COMPARE)
#define GAP_EVT_MASK_ATT_EXCHANGE_MTU (1<<GAP_EVT_ATT_EXCHANGE_MTU)

#define GAP_EVT MASK_GATT_HANDLE_VLAUE_CONFIRM (1<<GAP_EVT GATT_HANDLE._VLAUE_CONFIRM)

& user KRBT IZ APl I E GAP event mask, ABAXH GAP HHNHY event BT EARAZBIN R,

=
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LIRS GAP event BY, HIEEFM T GAP event [El1F, BF BT MMNAJ eventMasko
(1) GAP_EVT_SMP_PAIRING_BEGIN

EHMASME: Y Slave 1 Master WIMIEEH# N connection state, Slave &iX SM_Security_Req @< /5,
Master &IX SM_Pairing_Req JARFIAECHT, Slave WEIXMCITIERBLE, ML ZEYH, RRETHH.

Data Type Data Header L2CAP Header SM_Security_Req
LLID NESH SN MD PDU-Length L2CAP-Length Chenld jOpcode AuthRegq
LZCAF=-5 || 2 1 0 0 & 0x0002 0x000€ JOx0B 01
Data Type Data Header L2CAP Header SM_Pairing_Req
LLID NESN SN MD FDU-Length ||[L2CAP-Length ChanlId |(Opcode IOCap OOBDataFlag AuthReq MHaxEncHsySize InitKeyDist RespEeyDist
L2CAP-S || 2 1 1 0 11 0x0007 0x0006 ||0x01  O0x03  Ox00 0x01 0x10 0x02 0x03

Figure 3.66: SMP_PAIRING_BEGIN ik &4

BIERE n: 4o
[ElfFEEt p: EE—FREHEE, MM TERE:

typedef struct {
ulé6 connHandle;
u8 secure_conn;
u8 tk_method;
} gap_smp_pairingBeginEvt_t;

connHandle FRRH A& Ro
secure_conn A 1 RiREAREMZ4EME (LE Secure Connections) , &NIEEMA LE legacy pairinge

tk_method RNIZFTREMNERA T A#HEDN TK EERX: B0 JustWorks. PK_Init_Dsply_Resp_Input.
PK_Resp_Dsply_Init_Input, Numric_Comparison %,

(2) GAP_EVT_SMP_PAIRING_SUCCESS

EHMAFN: BEXBIARBEBRTHANSEZEMN, ZMEREN LE BXMERZBAD LMK 3 (Key
Distribution, Phase 3) , MIRBFATED L, WFFNARAD LTH/EMAEINENS, SNERREL
ECXAZhE Mo

PHEKE n: 4

[ElfFfEEt p: EE—FREHIE, WM TERE:

typedef struct {
ul6 connHandle;
u8 bonding;
u8 bonding_result;
} gap_smp_pairingSuccessEvt_t;

connHandle FRRHAEIEZE AR,
bonding ?9 1 iea__\)-l_;llﬁﬁ bonding IjJﬁE, IZZI:D—I\UZ:E}EHO

bonding_result &7 bonding B4R . HNR&EFFE bonding THEE, MR 0, SNRFFET bonding ThaE, ME
FERNETNE Key BEWIERNTEMETE FLASH A, EMERINA 1, TNA 0o
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(3) GAP_EVT_SMP_PAIRING_FAIL

FEHMRAFM: BT Slave 3 Master ER— 1A GIREEIAE, NEBEFHIREFZERRASEE
AR L,

BIERE n: 2
EIfetEEt p: FEEM—RRFHRIE, MR TEDE:

typedef struct {
ul6 connHandle;
u8 reason;
} gap_smp_pairingFailEvt_t;

connHandle R/ HFNEZEAR,

reason RNFCHKMHARE, XEFIHLNE R AMERE, EtEMKBMERERKITEIUASE SDK
BRX T stack/ble/smp/smp_const.h ",

et R MBI EE S X, #1515 % Bluetooth Core Specification V5.3, Vol 3, Part H, 3.5.5 Pairing Failedo

#define PAIRING FAIL_REASON_CONFIRM_FAILED 0x04
#define PAIRING FAIL_REASON_PAIRING_NOT_SUPPORTED 0x05
#define PAIRING FAIL_REASON_DHKEY CHECK_FAIL 0x08
#define PAIRING_FAIL_REASON_NUMUERIC_FAILED 0x6C
#define PAIRING_FAIL_REASON_PAIRING_ TIEMOUT 0x80
#define PAIRING_FAIL_REASON_CONN_DISCONNECT 0x81

(4) GAP_EVT_SMP_CONN_ENCRYPTION_DONE

EHMA M Link Layer MIZSERLEY (Link Layer YK El Master &BY start encryption response) fii&,
%&?Eﬁg n: 3o
ElfF1EEt p: IER—FRINEHIE, MR TEE:

typedef struct {

ulé connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; 0: pairing ,
< encrypt with STK
} gap_smp_connEncDoneEvt_t;

connHandle R/ HFNEZE AR,
re_connect A 1 ®RIREEIE (BEAZBID AR LTK NZHER) , BiZER 0 MRIFHYIMBIE—XMN

=
=7
o

(5) GAP_EVT_SMP_TK_DISPALY

EHRE RN Slave INEI Master KIEHY Pairing_Req [&, RIBMIRIZENEX S AMIEEHE X SEE
B, BT LB T REMER AR TK (plncode) BEA . WNRBRAHIE PK_Resp_Dsply_Init_Input
(BR: Slave ¥HE7R 6 {iL pincode 5, Master imfASHIN 6 {ii pincode #8) A=, MEIIBEfLL,
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HEKE n: 4o

ElfEest p: EE—1 u32 BT S tk_set, ZEBIAN Slave BEEBFNAEM 6 i pincode 13, NAEFEEE
% 6 {iItSE, SENBRUT:

case GAP_EVT_SMP_TK_DISPALY:

{
char pc[7];
u32 pinCode = *(u32*)para;
sprintf(pc, "%d", pinCode);
printf("TK display:%s\n", pc);
}
break;

pincode BJLUEBE LUF AP fE¥IMR LB #1TIRE, WNIRE N 123456

blc_smp_setDefaultPinCode(123456);

MRIGEEN 0, HEEEIAALLE AP FH{TIE&E, N Pincode EEKEHM,

FAF¥ Slave E&EIR 6 {iI pincode F3HINEI Master &€& £ (WIFH) , TR TKHN, ECXTRIZE LS
7o MNRAFIN pincode $HIRHE R HECH, MECHRIZRK,

(6) GAP_EVT_SMP_TK_REQUEST_PASSKEY

EHMASMHE: Y Slave RE B A Passkey Entry ARV, BERAR PK_Init_Dsply_Resp_Input (&
PK_BOTH_INPUT EE3d A BT, =&k ZEM4, BHNAFREERAN TK H. ARPTEKREZSE4ENEEET
10 N TK B (R 30s SARFERBMAME I LK) , AN TK {ERY API: blc_smp_setTK_by_PasskeyEntry
£°SMP SHECE ETHIRA,

HIEKE n: 0o
[Elf£#8%t p: NULL,
(7) GAP_EVT_SMP_TK_REQUEST_OOB

EHMASMY: Y Slave IREBAZSAEN 00B AREY, ML ZEH, BMNAFEE®ET 00B ARHEA 16
il TK B BPEWEIZEHEMBEEET 10 A 16 il TK B (BAY 30s MRERBANEI LK) , HAN
TK {EfY API: blc_smp_setTK_by_OOB f£'SMP 2B & ET AR,
BIBKE n: 0,
[Elf%Z#5%t p: NULL,

(8) GAP_EVT_SMP_TK_NUMERIC_COMPARE

EHMASHE: Slave WE] Master ZIXH Pairing_Req f&, RIEXIRI&EBIEC M S AMIGE A S EED
BFA AT IR EE T REEXER AR TK (pincode) EAI, MRBHABIZ Numeric_Comparison A,
M=37BMf%. (Numeric_Comparison A ILEMEELLER, BTF smp4.2 TEMN%E, Master # Slave IK&EIHI=
s RN 6 i pincode BBLARYES"FI'NO“MEIE, AR HENERIFIZKEFETH pincode BE—H, HEE
RiED HBIAST ST YES" LUMIA TK RIEEEED) .

BHEKE n: 4
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ElfEf5Et p: IBMA—1 u32 BT E pinCode, Z{BEENA Slave FEBHINAEM 6 {iI pincode 13, AR
£RZ 6 (URSE, FRME YES"FI"NO"RIHIANLE,

(9) GAP_EVT_ATT_EXCHANGE_MTU

EHfARME: TILR Master i &1%X Exchange MTU Request, Slave [B]& Exchange MTU Response, X2
Slave &% Exchange MTU Request, Master [E]& Exchange MTU Response, FfiER Tk,

HEKE n: 6o
[ElfEEEt p: EE—FRAEHIE, WM TERE:

typedef struct {
ul6 connHandle;
ulé peer_MTU;
ule effective_MTU;
} gap_gatt_mtuSizeExchangeEvt_t;

connHandle /R LY EIEZEAIW,
peer_MTU RIRXIHAY RX MTU {Eo

effective_MTU = min(CleintRxMTU, ServerRxMTU),CleintRxMTU R iHHEY RX MTU size {8, ServerRxMTU
FRTRBRSZIHAY RX MTU size B, Master # Slave 2B TR LAY MTU size f[§, BNRE R/ IMEENR LA BENER
K MTU size {&o

(10) GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM

BHMASYE . NBAESIEAB—X bls_att_pushindicateData (2¢&EH blc_gatt_pushHandleValuelndicate) ,
@ Master &3X indicate #E/S, Master REIE— confirm, FRAXHXMEIERIHIA, Slave WEiZ confirm
Bl % .

BIBEKE n: 0.
[ElfZ#5%t p: NULL,

3.4.4 SMP

Security Manager (SM) A LE &&IREMZBFARENZH Key, HHEREIBNONES. MESERAILIREE=
FREEEE. BIRAEERTHEIERBAS. SMP E4ARIESZE Bluetooth Core Specification V5.3,
Vol 3, Part H: Security Manager Specification,

3.4.4.1 SMP R2Z4

Bluetooth Core Specification V4.2 ¥t 7 —FFR{EL 2i%E#E (LE Secure Connections) MBI AT, H—F1E
T ReM, MILAEXAR, BINSRIMEAREIT (LE Legacy Pairing) o

Telink BLE Mulitple Connection SDK $2f£LLTF 4 MN&2%ELK, &% Bluetooth Core Specification V5.3, Vol 3,
Part C, 10.2 LE security modes:

a) No authentication and no encryption (LE security Mode 1 Level 1)
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b) Unauthenticated pairing with encryption (LE security Mode 1 Level 2)
c) Authenticated pairing with encryption (LE security Mode 1 Level 3)

d) Authenticated LE Secure Connections (LE security Mode 1 Level 4)

*E:
- FTEEESPTIFIREL2AS, ENTUREFRRNZ 2, SMNEEHIUERRRLZER
BUBITIE(S;
« RIFIRRIRENLZERIRARTBRIFEE LIRS R LA, BEXIITENLZLEIIRHE D
FSEX PN

(a) peer device IREREZIFNREELLRT >= local device REREZIFNRERERI;
(b) local device # peer device REBEBIETERN SMP SEIEHAIETEMNENHIE NREFEEX
HIE)

245I5k3%, FAPIRE Slave MMAEB T IHNEE R EERE Mode 1 Level 3, BRIEH Slave B Master B RHF
TIFERINE (RS R %#F Mode 1 Level 1), BBAIEIES Slave #l Master A 1TEITMAE, Slave S2PR{EF
ML LEBZE Mode 1 Level 1o

fERLLT APl I&E local device BEX N RS LT E2EH R,

vold blc_smp_setSecuritylLevel(le_security_mode_level_t mode_level);
void blc_smp_setSecuritylLevel_slave(le_security_mode_level_t mode_level);
vold blc_smp_setSecurityLevel_master(le_security_mode_level_t mode_level);

BR:

7E Telink BLE Multiple Connection SDK #, AZE&E SMP HHXS¥M AP I&EHFRHE, MSBWT 3 MHicE
fizt:

« #%—MECE Master role # Slave role 2 API(...);
- BMEEFRE Master role S8 API_master(...);
o BYMEREFRA Slave role 2 API_slave(...);

3.4.4.2 SMP &¥ B

TEAF GAP BU¥IIATLEY, ¥R SMP, FH¥§ SMP MBI AEIAME:
 BUSEFNESEELER: Unauthenticated_Paring_with_Encryption, Bl Mode 1 Level 2;
« BAGPEETL: Bondable_Mode (&% blc_smp_setBondingMode() API i%EH) ;
« BAIA 10 BE/7: IO_CAPABILITY_NO_INPUT_NO_OUTPUT,;
- BAEEXI AR Legacy Pairing Just Workse

Miafkseiia, foBd sSMP SHMECER API BCE SMP S8, BEIUT AP RN AREENSHHENKEH
TR ECE.
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void blc_smp_smpParamInit(void);

TENA SMP SEECERIEX AP,

void blc_smp_setPairingMethods(pairing_methods_t method); // slave()/_master()

ZE API B FECE SMP Fcxd 5=, Legacy 3 Secure Connectionse
I

Secure Connection WZLEEXHI, FE MTU>=65,

vold blc_smp_setIoCapability(pairing_methods_t method); //_slave()/_master()

ZE API FBFECE SMP 10 8B/ (WTE), RTE Key P=EHFT, £%F Bluetooth Core Specification V5.3, Vol
3, Part H, 2.3.5.1 Selecting Key Generation Method,

// H: Initiator Capabilities

ies

ol 3/Part H/2.3.5.1) for more information.
static const stk generationMethod t gen method legacy[5 /*Responder IOCap*/][5 /*Initiator IOCap*/] = {

{ JustWorks, JustWorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ JustWorks, JustWorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK Resp Dsply Init Input, JustWorks, PK Init Dsply Resp Input },

bi

static const stk generationMethod t gen method sc[5 /*Responder IOCap*/]([5 /*Initiator IOCap*/] = {
{ JustWorks, JustWorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ JustWorks, Numric Comparison, PK Resp Dsply Init Input, JustWorks, Numric Comparison },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks }.
{ PK Init Dsply Resp Input, Numric Comparison, PK Resp Dsply Init Input, JustWorks, Numric Comparison },

Figure 3.67: 1RIEARE 10 BE/IBRET KEY P57

void blc_smp_enableAuthMITM(int MITM_en); //_slave()/_master()

ZE API BTFECE SMP B MITM (Man in the Middle) flag, FBFiRft Authentication, REZKFI7E Mode 1
Level 3 RRLAEEY, ERZBEHN 1. HPSE MITM_en BIEH 0 MNZKEE; 1 MRIfERE.

void blc_smp_enableOobAuthentication(int 0OB_en); //_slave()/_master()

ZE AP| FBFECE SMP B OOB flag, EEZLLRF7E Mode 1 Level 3 B £ HEFB%k 00B_en BYEH 0 X
RZRBE; 1 XRZ{ERE,

RERIRIBEAMIGEMITIHIZERY 00B K& MITM flag JREFEA 00B AHNIEZIRIE 10 BEJTREIEFEH AN
figxd A0, &% Bluetooth Core Specification V5.3, Vol 3, Part H, 2.3.5.1 Selecting Key Generation Methodo

void blc_smp_setBondingMode(bonding_mode_t mode); //_slave()/_master()
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ZE AP BTEERTIE SMP TIE=4M Key 7Z7E Flash F1, SNRIEE N Bondable_Mode, AP FLA LTI
SMP {Z B #{TEDIENE, BIENASENNHITACR; WNERIKEN Non_Bondable_Mode, MF=4R Key FE1=F
fif1E Flash AR, Bk B E#{TEGHENE, FEHITEMEX,

void blc_smp_enableKeypress(int keyPress_en); //_slave()/_master()

ZE AP| BT ECE BT EFEE Key Press IhaE. HHIB% keyPress_en BIEN 0 FR5kEE; 1 FRfFEE,

void blc_smp_setSecurityParameters(bonding_mode_t mode, int MITM_en, pairing_methods_t
- method, int 00B_en, int keyPress_en, ilo_capability_t ioCapablility); // slave()/_master()

%E APl BT REMECERIR SMP B8, FSHMLLL API S BBMNTHM KR!

parameter API

mode void blc_smp_setBondingMode(bonding_mode_t mode);
MITM_en void blc_smp_enableAuthMITM(int MITM_en);

method void blc_smp_setPairingMethods(pairing_methods_t method);
OOB_en void blc_smp_enableOobAuthentication(int OOB_en);

keyPress_en void blc_smp_enableKeypress(int keyPress_en);

ioCapablility  void blc_smp_setloCapability(pairing_methods_t method);

vold blc_smp_setEcdhDebugMode(ecdh_keys_mode_t mode); // slave()/_master()

ZE API FHFEZE Security Connections @5 B AMEMZEZRRR Debug ZiAX, REEZEXER TEA
THRMBEZE, ATUERERGWR, BREPTEET sniffer TEMF BLE = E, FrLl Bluetooth Core
Specification 4 7 —4AFF Debug BIMEEINZFATA/ LA, REFBXME, &89 BLE sniffer TAFRLA]
MU BRI A X AR BERE

-z
AE:

Slave 1 Master (X A F—HHZFAECE N Debug BN, BNEELRAEEREMN, KETEMMEN,
R E B IE%,

void blc_smp_setDefaultPinCode(u32 pinCodelnput); //_slave()/_master()

ZE API BT EZE Passkey Entry 3 Numeric Comparison B2Xf 75 F Display & & ZREIERIA Pincode, &
$GEETE [0,999999] ZWo

u8 blc_smp_setTK_by PasskeyEntry (ul6 connHandle, u32 pinCodeInput); //connHandle [X471EFEFERS

1% API FBF7E Passkey Entry EEXI AT Input IREIAN TK B, RENE 1 KRIKEMKTD, 0 KEXRIFFIEBEEK
Input IZFIMAN TK {Eo
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BA:

XEEFE—T TK, Passkey, Pincode =& ZIBIFIXF, TK (Temporary Key) , IGETZH, £/ SMP Zi2H
SEMMRERZE, HEEARBEZM: 0 Just Works BRIAFZAE TK=0; Passkey Entry AN TK BI1E,
XMEENEE#®IRA Pincode; O0B ATl 00B B4R TK. AILAESEIBAE N Pincode =4 Passkey,
Passkey =4 TK, Rfad, XM=& HA—ERTHE,

u8 blc_smp_setTK_by_00B (u16 connHandle, u8 *oobData); //connHandle [X%3iEHEHERs

% APl FBFI&E 00B BExd A= T i&EBY 00B #iE. 5% oobData RNFEIREM 16 (il 00B #IELARIL
g5t RENE 1 KRIKEMIN, 0 ARHFNKEERX Input IZERAN TK o

u8 blc_smp_isWaitingToSetTK(ul6 connHandle); //connHandle [X43iZEHEHERR

% AP FBF3KEX Passkey Entry 3% OOB EEW AR T, Input iREBREFSF TK BN, &M 1 RRFFHA.

void blc_smp_setNumericComparisonResult(ul6 connHandle, bool YES or_NO); //connHandle [X%3i%E

o IRHERR

3% API FBF7E Security Connections T Numeric Comparison EZx AT, P& B IZEHAR YES 8 NO, HAF
HFINER 6 (EEM X H—ET, aTLdaAN 1 (YES"), A—HMHA 0 (*NO"),

us blc_smp_isWaitingToCfmNumericComparison(ul6 connHandle); //connHandle X3 EIEHER

3% API FBF3REY Security Connections T Numeric Comparison EEXI AR T, IEZ ST HFFMA Yes or Noo &
[B] 1 REFFHNo

int blc_smp_isPairingBusy(ul6 connHandle); //connHandle X3 iZE &5k Eg

% API BT EWERESETEXN T, REE 0 RRAEEX, 1 RREERNF,.

3.4.4.3 SMP Gi2icE

« SMP 215K (Security Request) 25 Slave RAILL&RIX, BF EBNBERMIF Master HITEXFHIE, =
SMP BYANETRAZ.

« SMP EE3HEXR (Pairing Request) 27 Master AJLI&RIX, FTF@A] Slave FFHAR#HRAR,

34431 SMP BELiER

blc_smp_configSecurityRequestSending(secReq_cfg newConn_cfg, secReq_cfg reConn_cfg, ulé
< pending_ms);

Z APlI BF RIEHECE Slave &KX Security Request BYBTA,

e =,
FE:
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AEEZEIAZANABRAER, BINEVRENEE.,
EEHEA secReq_cfg EXUWITF:

typedef enum {

SecReq_NOT_SEND = 0, /BRI, Slave REEDNAIX Security Request
SecReq_IMM_SEND = BIT(0), J/EIEEIG, Slave KM EIAIX Security Request
SecReq_PEND_SEND = BIT(1), J/EEEG, Slave E1F pending ms (BOZF) EEATERXA

< X Security Request
}secReq_cfg;

newConn_cfg: FTEREHIEE. MR Slave FLE S SecReq_PEND_SEND, H7E pending_ms RIFLULE!
Master B9 Pairing Request &, MIARESEAIX Security Requesto

reConn_cfg: ATFECERIE, EXNHEIRILE, TRABEZENEE (BIEE), Master BRHER—ESEDD
A2 LL_ENC_REQ EMZEFERR, ILAIENR Slave & Security Request AJLAfii & Master INZAFERR, F0R Slave
BC& /9 SecReq_PEND_SEND, B7f pending_ms ZRIELZULE] Master B LL_ENC_REQ &, MAEHBXRIX
Security Request,

pending_ms: & newConn_cfg # reConn_cfqg {EAI—IAIE /Y SecReq_PEND_SEND BY, ZB¥AEER,

34432 SMP EERHiER

vold blc_smp_configPairingRequestSending( PairReq_cfg newConn_cfg, PairReq_cfg reConn_cfg);

Z API I F R EHIBCE Master &i% Pairing Request BIBIHo
I
QEEEEEZaAR, BNEVRTNEEE,
EEEA PairReq_cfg EXINTF:
typedef enum {
PairReq_SEND_upon_SecReq = 0, // Master KRJX Pairing Request fKFATFULE| Slave KRIXHY
< Security Request

PairReq_AUTO SEND = 1, // Master —REIZEXBNIAIX Pairing Request
}PairReq_cfg;

3.4.4.4 SMP Bgyt A&

SMP BExt A E T EELE SMP I NEERNERERF.
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3444.1 Mode 1 Level 1

REARZFFMNEERY, B SMP Ih8E, #BHKEE:

blc_smp_setSecurityLevel(No_Security);

3444.2 Mode 1 Level 2

RE R Unauthenticated_Paring_with_Encryption, % Legacy Pairing #1 Secure Connections B2t 75
I THY Just Works EEXET.

« LE Legacy Just works FI¥JSA1LERE :
//blc_smp_setPairingMethods(LE_Legacy Pairing); //Default

//blc_smp_setSecuritylevel_master(Unauthenticated_Pairing with_Encryption); //Default
blc_smp_smpParamInit();

« LE Security Connections Just works FI¥ISRLECE :

blc_smp_setPairingMethods(LE_Secure_Connection);
blc_smp_smpParamInit();

3444.3 Mode 1 Level 3

RE R IF Authenticated pairing with encryption, %0 Legacy Pairing BY Passkey Entry. Out of Bando
ZRHEBIRETIF Authentication, Authentication BEFREC XN 5 BB & &M

« LE Legacy Passkey Entry /3 Display & &HI¥IAECE :

blc_smp_setSecurityLevel(Authenticated_Pairing_with_Encryption);
blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(I0_CAPABILITY_DISPLAY_ONLY);
//blc_smp_setDefaultPinCode(123456);

blc_smp_smpParamInit();

%

blc_smp_setSecurityLevel(Authenticated_Pairing_with_Encryption);
blc_smp_setSecurityParameters(Bondable_Mode, 1, LE_Legacy_Pairing, 0, 0,
< I0_CAPABILITY_DISPLAY_ONLY);

blc_smp_smpParamInit();

XEHREIETR TK B GAP event: GAP_EVT_SMP_TK_DISPALY, iE&E GAP event" & T,

+ LE Legacy Passkey Entry /AT¢ Input IREHIFIIAHLECE :
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blc_smp_setSecurityLevel(Authenticated_Pairing_with_Encryption);
blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(I0_CAPABLITY_KEYBOARD_ONLY);
blc_smp_smpParamInit();

=

blc_smp_setSecurityLevel(Authenticated_Pairing_with_Encryption);
blc_smp_setSecurityParameters(Bondable_Mode, 1, LE_Legacy_Pairing, 0, 0,
< IO_CAPABLITY_KEYBOARD_ONLY);

blc_smp_smpParamInit();

XEH R EIER TK B GAP event: GAP_EVT_SMP_TK_REQUEST_PASSKEY, J&&Z"GAP event"&¥i,
BRIEARLUT APl FiGE TK:

vold blc_smp_setTK_by PasskeyEntry (ul6 connHandle, u32 pinCodelnput);
« LE Legacy OOB BY4#JtRLECE :

blc_smp_setSecuritylLevel(Authenticated_Pairing_with_Encryption);
blc_smp_enableOobAuthentication(1);
blc_smp_smpParamInit();

4

blc_smp_setSecurityLevel_slave(Authenticated_Pairing_with_Encryption);
blc_smp_setSecurityParameters_slave(Bondable_Mode, 1, LE_Legacy_Pairing, 1, 0,
< IO_CAPABILITY_KEYBOARD_DISPLAY);

blc_smp_smpParamInit();

XEHREIER 00B #IEAY GAP event: GAP_EVT_SMP_TK_REQUEST_OOB, jF&#E“GAP event"&¥5,

34444 Mode 1 Level 4
K’ & R= 2 F Authenticated LE Secure Connections, ¥ Secure Connections BY Numeric Comparison.Passkey
Entry. Out of Band,

« Secure Connections Passkey Entry AT BI¥IELECE :
5 Legacy Pairing Passkey Entry B2A—, W—FENEFEXVBRUEFIENMAIREREN AR RLE
R

blc_smp_setSecurityLevel(Authenticated_LE_Secure_Connection_Pairing_with_Encryption);
blc_smp_setParingMethods(LE_Secure_Connection);

...//BE Mode 1 Level 3 ECEATN
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« Secure Connections Numeric Comparison FI¥J3A1LERE :

blc_smp_setSecuritylLevel(Authenticated_LE_Secure_Connection_Pairing_with_Encryption);
blc_smp_setParingMethods(LE_Secure_Connection);

blc_smp_enableAuthMITM(1);

blc_smp_setIoCapability(I0_CAPABLITY_DISPLAY_YESNO);

blc_smp_smpParamInit();

14

blc_smp_setSecuritylLevel _master(Authenticated_LE_Secure_Connection_Pairing_with_Encryption);
blc_smp_setSecurityParameters_master(Bondable_Mode, 1, LE_Secure_Connection, 0, 0,

< I0_CAPABLITY_DISPLAY_YESNO);

blc_smp_smpParamInit();

XEH R EER Yes/No BY GAP event: GAP_EVT_SMP_TK_NUMERIC_COMPARE, i&E&E GAP event"&T,

« Secure Connections OOB AT, SDK ZBAR&iF,

3.4.4.5 SMP Storage

FTLIREES Master IBZE Slave, ES5HMIZEHIT SMP HEfT, FER—L SMP HXHERIREFE Flash
B, UEEIREEHLBGE, AIUSSHBEEE, Zd#27 A SMP Storages

34451 SMP Storage EXi5

7E Flash AT 7EfiE SMP 45E1S BMIXIEFR A SMP Storage Xig,

FFF Telink BLE Multiple Connection SDK, SMP Storage XIHFCIA{IIE A7 FLASH_ADR_SMP_PAIRING 18
(1M Flash BRiAJJ OXFAOOO, 512K Flash BRIk 0x78000), SMP Storage XiH4 R 2 MX, #AHFA A K.
BX, GEAMZTEESE, H% FLASH_SMP_PAIRING_MAX_SIZE 87 (ZAIAJ 0x2000, B 8K, FRLLUE SMP
Storage XIFA/NA 16K) o B MXHI (FLASH_SMP_PAIRING_MAX_SIZE-0x10) fRf5 8 (BRIAJI OX1FFO) I &
7 "XBEM Flag”, Ox3C KRB, OxFF RERKREK. AP EILUERTE APl EFECE SMP Storage Xig:

void blc_smp_configPairingSecurityInfoStorageAddressAndSize (int address, int size_byte); //
< address and size must be 4K aligned

+ address : SMP Storage XiFi2tatit (1HE A Xicgait) ;
. size_byte : 81 SMP XHKA/, A XH B XA/NEZE,

TEM API FBTFIREXH AT SMP Storage B X AVFEaAhE
u32 blc_smp_getBondingInfoCurStartAddr(void);

« IR[E{E: SMP Storage FEHAIBMXAVFCIGHE, 40 OXFCO00,
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FexdfE, ERINFTM SMP Storage A XFFIATERE SMP HBEFE, H A XHMBEFEEEARFIEML (8KB * 3/4 =
96 Bytes 64, B RZFME 64 1 Bonding Info) [, SREREMNHEEE Hz IBKX, B 'XEX
Flag” 73 Ox3C, #H¥ A KBS, FIE, X B XHEEDATEML, NHHRE A X, HET B X, AJLUBELL
T API EHIALATHY SMP Storage BERXMEEERTREI TEML:

bool blc_smp_isBondingInfoStorageLowAlarmed(void);

REME: 0 RINKEEML, 1 RAEETEML,
WREEFET SMP Storage THIEEHESE SMP BEREE, BIVEIEEESTHEBUT AP

vold blc_smp_eraseAllBondingInfo(void);

344.5.2 Bonding Info
£ SMP Storage EMENE—A SMP AEFEE, #A— Bonding Info 3, SMP Storage FRIAKIRECXT L5
&% F Bonding Info $EN SMP Storage Xi3, BE H4EM smp_param_save_t, 1FZ:

« — Bonding Info 3RBYAK/N 96 Bytes (0x60);

« Bonding Info 3REYZE— Byte, Bl flag B 5, XK iZ Bonding Info REVIKE, S0R flag & OxOF == Ox0A,
M5ERZ SMP HEEEBN; IR Master B Bonding Info 3REY flag B GIRIES 0x00, KTKIEEFESR
fRYD, WIR flag BY bit7 73 0, KKRZFF RPA, FIESE RPATIEEET (SDK HERTERBIZINEE) ;

+ Bonding Info SRBYE =1 Byte, BP role_dev_idx, KRB EFFIENAE, MR bit7 B 1, KREE AR
Master, IR bit7 79 0, MARETIZEZFTIE Slave AT,

+ SMP 3REXHY peer Id Address # local/peer IRK ¥J7FTE Bonding Info 3Re,
TEJ SMP Storage IBN—ESE, ZERABRTIZ Bonding Info IRE, 1&EN Master

offset 0 1 2 3 4 5 6 7 B 9 A B C D E F
O00FR430: 65 55 B3 EE D3 BD CB R4 DE RR F3 &2 4B B4 0OR BF
000FR440: 10 00 11 11 22 77 €6 55 4c 11 2c 42 34 5B 21 55
000FR450: BF 0OrR B4 53 2A 5F 05 32 82 &7 79 28 79 2D Bl &2
000FR460: p2 10 CA &6 B4 FE 9F 93 2% A5 9D 97 DE 70 62 AR
O00FR4T0: 5. &7 FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000FR480: 5n 80 00 04 00 0O 77 €6 55 00 04 00 00 77 €6 55
000FR490: EE E0O €5 1D Cc2 2C RAc¢ 45 71 258 er 5F 230 RAE 73 89
000FR4A0: 10 00 11 11 22 77 €6 55 9A E2Z 3D D3 5% BAR GE D7
000FR4B0: 89 73 AE EC &F 4C B® FC D& 1% 1B 5C 34 DC 1D 03
000FR4CO: p2 10 CA &6 B4 FE 9F 93 2% A5 9D 97 DE 70 62 AR
000FR4DO: 11 1F FF FF FF FF FF FF FF FF FF FF FF FF FF FF
O00FR4ED: 5n 80 00 05 00 00 77 €6 55 00 05 00 00 77 €6 55
O00FR4FO: DE E1 8D 4D DC 07 25 7F 11 cC9 OE 4D &3 AF CD 5F
000FAS00: 10 00 11 11 22 77 €6 55 72 B2 23 F3 DA 80 EE 36
000FAR510: 5 CD AF BY DR R6é E5 EB BS AR5 00 FC F8 RD ED 3D
NNNFRS2N - n? 1n ra RA R4 FR OGF GR 20 AR OGNV Q7 TDE TN AR? AR

Figure 3.68: SMP Storage Bonding Info Master
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BILUERA LT API&id peer device B MAC #IliEFREXYE Bonding Info:

u32 blc_smp_loadBondingInfoByAddr(u8 isMaster, u8 slaveDevIdx, u8 addr_type, u8* addr,
< smp_param_save_t* smp_param_load);

. isMaster : BEMAE, 0 &R Slave, 3F 0 RR Master;

- slaveDevldx : TERHT R ZHLINEERY, ZBEA O,

+ addr_type : peer device ByHIAERE! &E BLE_ADDR_PUBLIC 1 BLE_ADDR_RANDOM;
« addr : peer device 9 MAC thiit;

- smp_param_load : tH&, 15[ peer device MMAY Bonding Info 3o

- JR[EE: peer device ¥NA Bonding Info RTE Flash R EHbtit,

NEFNABER, 3 Master B, 1RE—MEYE peer Slave B MAC SRAEXEHEZITIRZSHY API:

u32 blc_smp_searchBondingSlaveDevice_by_PeerMacAddress( u8 peer_addr_type, u8* peer_addr);

- peer_addr_type : peer Slave Hy#iitEA! £&F BLE_ADDR_PUBLIC #1 BLE_ADDR_RANDOM;
« peer_addr : peer Slave f MAC #htit,
« JR[E)E: #ZF# Bonding Device B Bonding Info 3R7E Flash FIEYEfNE; 0 ARKFINBERHAEE Bo

ERALLT APl i&id peer device B9 MAC ik, FEXMRAY Bonding Info MilfR (S2Prt, HiMER, R2EIE
flag fEELREY) :

int blc_smp_deleteBondingSlaveInfo_by_PeerMacAddress(u8 peer_addr_type, u8* peer_addr);

- peer_addr_type : peer Slave ByIIt2REY, &3 BLE_ADDR_PUBLIC ] BLE_ADDR_RANDOM;
« peer_addr : peer Slave Y MAC ik,
. IR[EE: FHEIFMIFREY Bonding Device BY Bonding Info 3R7E Flash ARV EHIAE; 0 RRKRKEIBERYE

_I%I_ I%\O

34453 RAHENE

3FF Telink BLE Multiple Connection SDK, ERIARZAILURTE 8 TNE R peer Slave B SMP E8, M 4 MK
peer Master B SMP 58 ("B AT IZHF I UELIERKIH, HRE Bonding Info 3RAY flag B RARI HETIRE
NER) , XTE SDK 7 3IFRA Master # Slave B AHEEE (Bonding Device Max Number), AP A
LUBIE TER APl EFECE SMP Storage R KEEL =

vold blc_smp_setBondingDeviceMaxNumber ( int peer_slave_max,
int peer_master_max);

- peer_slave_max: BEEN Master AEBRIER K peer Slave HELHE;
- peer_master_max: BEEAN Slave AEBHIEK peer Master YFEHE.

RERAHPEHREN, T—IMHIENEEEMBEELTRABGERNREPREHSENEE. Afms, =8
A& &M Bonding Info #44E[A Flash B N, & flag BN, R EBERAEEN Bonding Info FHE—1
®E&MW flag Ao

ZMs, NRIEE T blc_smp_setBondingDeviceMaxNumber(8, 4), H48%E 8 4 peer Slave f&, —BEHE

5% 9 1 peer Slave, BEBRB (5 11) peer Slave B Bonding Info k%4, F[E) Flash FLFLEEESE 9
peer Slave 3&#&H Bonding Info,
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FERPaI LGB LT APl SREXEH A Slave 3% Master B4 EEE:
u8 blc_smp_param_getCurrentBondingDeviceNumber (u8 isMasterRole, u8 slaveDevIdx);

- isMasterRole : BBMAE, 0 &R Slave, 3F 0 &R Master;

« slaveDevldx : ERS R ZHULTHEERT, %5 0;

- REME: BRPTEIRFIEE, isMasterRole /3 0 BY, RINHIENBEK peer Master BI¥LE , isMasterRole
3E 0 BY, RRYPEHIHFLL peer Slave HIE =,

344.54 SMP Bonding Info Index

SMP B384 Bonding Device WBEERE B T — S, ¥ Bonding Info Index, Bonding Info Index
HEZRIARIBSE R BIRF7E Bonding Device Max Number #1780, 301X Master B Bonding Device
Max Number 73 2 B, Jc/RECITHIR D peer Slave BY Bonding Info Index 433179 0 # 1o

X#E, BR7T _EREID peer device MAC #I3ERY A TUFREX Bonding Info, A LATEEA1I&E Bonding Info Index
BB R, @id Bonding Info Index 32FKEX Bonding Info:

u32 blc_smp_loadBondingInfoFromFlashByIndex(u8 isMaster, u8 slaveDevIdx, u8 index,
< smp_param_save_t* smp_param_load);

. isMaster : BEMAE, 0 &R Slave, 3F 0 RR Master;

- slaveDevldx : TERF R ZHALTNEERY, ZBEA O,

+ index : /REIRENE Master T Slave {528 Bonding Info Index.

« smp_param_load : 1%, 15[ peer device XR/HY Bonding Info R,
- JR[E{A: peer device ¥NAY Bonding Info $R7E Flash HAYE L,

LR API BFi&E Bonding Info Index B ECERN, SDK FRERITEERKIZINGE, NBTEHDBFPHISHE
X

vold blc_smp_setBondingInfoIndexUpdateMethod(index_updateMethod_t method);

- method : &% index_updateMethod_t, RILUZE NRIERILEZNINFHIZBRIEEHENIRF 2 E
Bonding Info Index {E,

3.4.5 Custom Pair

ZEZMANIGER, R Master 1&% disable T SMP, M SDK FTxBEh5EEC AR HR(E, TEENA
EARMBEXNERE, EFIt, Telink BEX T —ERNSHBEMNNAZR,

NRAFFEEABEXNENEE, BAFTENRILIZIIEE, BARNT AP

blc_smp_setSecurityLevel_master(No_Security);//Z2F Smp IjjgE
user_master_host_pairing_management_init();//EENX AT

(1) Flash A Zi&it
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ZRIANERR flash F3EX sector 9 Ox7CO00 - Ox7CFFF, 7E app_config.h B LUERTR:

#define FLASH_ADR_CUSTOM_PAIRING 0x7C000
#define FLASH_CUSTOM_PAIRING_MAX_SIZE 4096

¥ flash Ox7C0O00 FF¥a%E 8 1 bytes %93 H—1> area, R 8 bytes areao =T area AJLITEfE— Slave B
mac address, EFE— byte BIFENL, FZ byte FshtZER, FE 6 N 6 bytes B mac address,

typedef struct {
u8 bond_mark;
u8 adr_type;
u8 address[6];
} macAddr_t;

flash I ERFERAKREGH 8 bytes area B957%, F—1EK Slave mac FFAETE 0x7C000-0x7C007,
& 0x7C000 MIZE— byte #RE(IE /I Ox5A, R-HAIMUER, HEMFFEZNEX mac address BT 7EfE
7£ Ox7C008-0x7C0O0f, ¥ 0x7C008 T _EARIE Ox5A; HUFEMEFE =B mac address BT TEEFE 0x7C0O10-
0x7C017, ¥ 0x7C010 T LARi2 Ox5A,

WMREEA Slave RFREI, ZELZMEEZTERIEXMZHEN MAC address, RBEER ZAIFMEZ MAC
address 8 bytes area BItREIE /9 0x00 BIF]; iR EE = device FHIE— device, & 0x7C000 B
79 0x00 Bel,

KA EmX# sbytes IEHEZNREARE, BRFEBITEEPRFREEREA flash_erase_sector XM EREUR flash,
FRIZIREE— sector 4K BY flash $¥EBI7E 20-200ms i8], X PMBFE]&5(#2 BLE B FEEIR,

BFRER Slave MAC MIBC M 1ZMEFRREC IR ERER Ox5A A 0x00 FREMIR KT, X 8 bytes area K%,
AJEES A EE sector 4K flash SR, EARMLAIRHEM THFRIE: M 0x7C000 FFI51EEX 8 bytes
area 158, BFAEMBE MAC address %% RAM H1H Slave MAC table, XIIZFHEZE 8 bytes area X
%, KEZHE, MIBEED sector, AER RAM HZERHY Slave MAC table S 2] 0x7C000 FFIAHY 8 bytes
area.

(2) Slave MAC table
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41
42 /* define pair slave max num,
43 if exceed this max num, two methods to process new slave pairing

44 method 1: overwrite the oldest one(telink demo use this method)
45 method 2: not allow paring unness unfair happend */
46 #define USER_PAIR_SLAVE_MAX_NUM 4 //telink demo use max 4, you can change

49 typedef struct {
50 u8 bond_mark;
51 u8 adr_type;
52 u8 address[6];
53 } macAddr_t;

54
55
56 typedef struct {

57 u32 bond_flash_idx[USER_PAIR_SLAVE_MAX_NUM]; //mark paired slave mac addres
58 macAddr_t bond_device[USER_PAIR_SLAVE_MAX_NUM]; //macAddr_t alreay defined
59 u8 curhum;

60 } user_salveMac_t;

61

Figure 3.69: Slave MAC table

user_salveMac_t user_tbl_slaveMac;

B LE%M7E RAM HfER Slave MAC table 4IPFREBIECITIRE, BXZT % USER_PAIR_SLAVE_MAX_NUM Bf
AEXBCEENRZ AF/LNEXS, Telink BLE Multiple Connection SDK HRERIAA 4, 384 4 MERHVED
3, user BJ AEBHEIXMES

user_tbl_slaveMac B curNum TR ZHH] flash EIBR T JLNERE Slave 1%, bond_flash_idx #4HIERE
RUETE flash EAY 8 bytes area fRiAMIHEFAEY T Ox7C000 MIRIEE (HERECXHXMEEES, BILUEE XD
RIZ 2 F 8 bytes area BIFRENL, HHSH 0x00), bond_device #2Hi2 5 MAC address,

(3) 8% API 3BE
ETF _LE FLASH 7251&11F0 RAM B Slave MAC table B9i&it, 93IELLTIL AP BT LA,

a. user_master_host_pairing_management_init

void user_master_host_pairing_management_init(void);

AP EEXEMEERKERE, BABEXARNNERRARZIBKERE.
b. user_tbl_slave_mac_add

int user_tbl_slave_mac_add(u8 adr_type, u8 *adr);

AIN— Slave mac, return 1 RRAMH, 0 ®RNKK. HEMIKEEX LB, FEFEBULLRE.

BRERSCHI BT 5T flash F Slave MAC table FIEREZBERFIARAE, EEBEIIRAE, TEXEHRMNE Slave
MAC table, F7E FLASH BY—* 8 bytes area L7Ffi#,
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EEAIRAE, HRIMEBENREN#R: BRANFRMTICEEREEREN, Telink demo NAEREIEE
BEREN, HFH user_tbl_slave_mac_delete_by_index(0) Mi#E X #ii&#&, BfE Slave mac table EEMMNF
B. User ATLURYE B CHISREE 18 BOX N RELRYSEEL,

c. user_tbl_slave_mac_search

int user_tbl_slave_mac_search(u8 adr_type, u8 * adr)

R4E adv report B EHIHERZIGREE SLKTE Slave MAC table B, BI¥IBFYFI A BEMNISEEE ZE0
B4H Master Bgxf £, BHREBAMRIEINIZE T UEEREE,

d. user_tbl_slave_mac_delete_by_adr

int user_tbl_slave_mac_delete_by_adr(u8 adr_type, u8 *adr)

SIS E U PR — B BYIR &

e. user_tbl_slave_mac_delete_by_index

vold user_tbl_slave_mac_delete_by_index(int index)

BITIEE index MIBREEITIZE. Index ERMHIBIGEIXNHINE. MNRZAKEIM NN 1, BLEHOBMEE
index 7KIZA 0; MIRIMRHEAREXT NN 2, F—PELAIKE index I 0, FZNELAIKE index 7 1;
ROom A,

f. user_tbl_slave_mac_delete_all

vold user_tbl_slave_mac_delete_all(void)

TRIPRFRA BCX 125 o
(4) EIEMECH
Master I Controller LRI EEES, BLUTHMIE RS Slave #HITIERE:
a. AFRKEL user_tbl_slave_mac_search K& HFIIZE RS B2 Master EoxhI H BIR G AR, a0
RELmT, AIUEMER.

master_auto_connect = user_tbl_slave_mac_search(pa->adr_type, pa->mac);
if(master_auto_connect) { create connection }

b. FHREII BRE L Slave MAC table BH, FNIGBEER, NEEGHEFEIEI K. SDK HEA
RETHNFEIENAR, EHR FHFEEEBONART, —RZEZMNLE LENERIZT; =
EHAI BEIER Telink EXHECH BEEHIE, 153!
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f//manual paring methods 2: special paring ADV data
if(luser_manual_paring){ //special ADV pair data can also trigger pairing

user_manual_paring = (memcmp(pa->data, telink_adv_trigger_paring, sizeof(telink_adv_trigger_paring)) == @) &% (rssi » -56);
}

Figure 3.70: IEZECXHLASRAI 1
if(user_manual_pairing) { create connection }

= Fohio Wi A HERERE, TEEMINEILG, Bl HCI LE CONECTION ESTABLISHED EVENT _HIRET, 3§
LENEERIE Slave MAC table H:

J//manual paring, device match, add this device to slave mac table
if(blm_manPair.manual_pair &% blm_manPair.mac_type == pCon->peer_adr_type && !memcmp(blm_manPair.mac, pCon-»mac, 6)){
blm_manPair.manual_pair = @;

user_tbl_slave_mac_add(pCon->peer_adr_type, pCon->mac);

}
Figure 3.71: EZECX TSR G 2

c. FRECHY

LARRD I M E AT, 23X 2 MIGEFIE blc_lims_disconnect BiFFiE$E , SRS A user_tbl_salve_mac_delete
_by_adr ER#EMIBRIZIKE

3.4.6 Device Manage & Simple SDP

WETE M F GATT BIHEIR, 7E BLE B, Slave & GATT Server Y, S4E3P—1 GATT Service l&R, &
HE% Attribute EX B N— Attribute handle {8, X F Master, ZBEIREY Slave FIXLEEE, FTEEL
SDP iIF23REY, FiFHIT4ER, LUHFERMER.

ATEFAPER, Telink BLE Multiple Connection SDK AP IRM T —MEZISR BB HEMLY Device
Manage IABz— Master f# SDP 3XBX peer Slave B9 GATT Service KA BT, RIXAILUH Master EIE
peer Slave BY GATT Service 3k, A LUAFREEN@EE WIHZEHNEIMES, BBIZSENEMEXER. &5
ZELELURB RIRME, AP RILIEZE SDK # vendor/common/device_manage.* XX vendor/common/
simple_sdp.” Xf¥.

Telink BLE Multiple Connection SDK fERY1 N EUIRLEIISREIE Attribute handle #l Connection handle o

typedef struct

{
ul6 conn_handle;
u8 conn_role; // 0: master; 1: slave
u8 conn_state; // 1: connect; 0: disconnect
us char_handle_valid; // 1: peer device's attHandle is available; 0: peer

< device's attHandle not available
u8 rsvd[3]; // for 4 Byte align
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//RPA: resolvable private address

u8 peer_adrType;

us peer_addr[6];

u8 peer_RPA;

ulé char_handle[CHAR_HANDLE_MAX];

}dev_char_info_t;

7E SDK A1, A% conn_dev_list[] IR IH1E

BHEL, WTEFT.

wice_manage.h | l< device_manage.c &
bl

S _./ *
3 *
7 *
i * 0 ~ (MASTER_MAX NUM - 1)
PR
* e.g. MASTER MAX NUM
o 0
Y 0
I 0
b 0
y  *
P 1
i * l
ik 1
3 * 1
" 1
'a
Pox 2
3 2
Lo* 2
) * 2
P 2
i *
;oo 3
3 * 3
" 3
L 3
I 3
N
Lo 4
) * 4
P 4
i * 4
Pk 4
y ok

) _attribute ble data retention dev char info_t [sedsEgERE3d [DEVICE CHAR INFO MAX NUM];

is for master,

SLAVE MRX NUM

[T ] E b O [ T N ] IS

W b O

Used for store information of connected devices.

MASTER_MAX_NUM ~

master
none
none
none
none

conn_dev_1ist[0]
conn dev 1ist[0]
conn_dev 1ist[0]

conn dev ]

conn dev list[0]

conn dev 1i
conn_dev_1i
conn_dev_1
conn_dev_1
conn dev 1i

conn_dev_1i
conn_dev_1

conn dev list[
conn_dev_1ist[O0..
conn_dev_1ist[0..

conn dev 1i
conn_dev_]
conn_dev_1i

conn_dev_11
conn dev 1i

(MASTER_MAX NUM + SLAVE MAX NUM - 1)

SRS SR RS}

Wl L W

slave

conn_dev_1ist[0]
conn_dev_list[
list[
conn_dev_1ist[O0..

conn_dev

none

conn dev list[
conn_dev_list]

conn_dev

conn dev list[

none

conn_dev_list[

conn_dev
conn_dev

conn dev list[

none

conn_dev_list[
conn dev list[
conn_dev_1list[
conn_dev_1list[

none

conn_dev_list]
conn_dev_1list[
conn_dev_list[
conn dev list[

Figure 3.72: conn_dev_list #EHENX

= e e

By B B3 RO

L Ly Lo

[

[FE R

=

[T ]

5

for slave

HE5EMIGHREIIEER, 7£ connection complete event Hi@id A dev_char_info_insert_by_conn_event()
BRI ENEME EFEN conn_dev_list[1o
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R

BLE %i&EiE SDK F.&F#

-int app_ le_connection_complete_event handle (us *p)
o

hci le connectionCompleteEvt t *pConnEvt = (hci_le connectionCompleteEvt t *)p;
if (pConnEvt->status == BLE SUCCESS) {
[ dev char info insert by conn event (pConnEvt); ]
if( pConnEvt->role == LL ROLE MASTER ) // master role, process SMP and SDP if necessary
® ; #if (BLE MASTER SMP ENABLE)[]
e $else

//manual pairing, device match, add this device to slave mac table

if (blm manPair.manual pair && blm manPair.mac type == pConnEvt->peerAddrType && !mememp(blm manPair.mac, pConnEvt->peerAddr, 6)){
blm manPair.manual pair = 0;
user_tbl_slave mac_add(pConnEvt->peerhddrType, pConnEvt->peerkddr);
}
#endif

Figure 3.73: connection completed event handle

R ECE Master 8, BBA 7T Simple SDP IhaE, = 5ci&id dev_char_info_search_peer_att_handle_by_peer_mac()
BRI EH GATT Service REHFBLTE Flash B, W1R7E, HZ M Flash FEXHIET dev_char_info_add_peer_att
_handle() % conn_dev_list[] #:

[t app.c &
user_tbl slave mac add(pConnEvt->peerRddrType, pConnEvt->peerAddr);
}
#endif

#if (BLE MASTER SIMPLE SDP ENABLE)
memset (&cur:sdp_de;icej 0, sizeof(dev_char_info_t));
cur_sdp_device.conn_handle = pConnEvt->connHandle;
cur_sdp_device.peer_adrType = pConnEvt->peerAddrType;
memcpy (cur_sdp_device.peer_addr, pConnEvt->peerAddr, €);

uf temp buff[sizeof(dsv_att t)];

dev_att_t *pdev_att = (dev_att_t *)temp buff;
/* att_handle search in flash, if success, load char_handle directly from flash, no need SDP again */
if( dev_char_info_search peer_att_handle by peer mac(pConnEvt->peerAddrType, pConnEvt->peerBAddr, pdev_att) ){
uu,i,hpiht ,ut.ulld,illdllh,brlr = OPCa KT
cur_sdp_device.char_handle[2] = pdev_att->char_handle[2]; //OTR
cur_sdp_device.char handle[3] = pdev_att->char handle[3]; //consume report
cur sdp device.char handle[4] = pdev att->char handle[4]; //normal key report
//cur e?;p de ..char handle[6] - - / /BLE Modi r to Client

//BLE Module, SPP Client to Server

/* add the peer device att handle value to conn_dev list */
dev_char_info add_peer_att_handle (scur_sdp_device);

}
else
{

master sdp pending = pConnEvt->connHandle; // mark this connection need SDP

#if (BLE MASTER SMP ENABLE)[]
#else
app_register service(&app_service discovery); //No SMP, service discovery can initiated now
#endif
}
$endif

}

return 0;

Figure 3.74: simpleSDP info in Flash

WIRARIE, K@i app_service_discovery() SRIRENIREXEN 2 /5, KR4 dev_char_info_add_peer_att_handle()
#0 dev_char_info_store_peer_att_handle() ¥4 peer Slave GATT Service &2 BI7FMEI RAM F FLASH &, 1L
BEEERA, WNTEFT.
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5 appic

4

9 simple_sdp.c &2

SDP handle
!!1! Note:
none.
none.

is a simple SDF processing implemented by telink.

PR TN. op service discovery Mgt
3 {

att_db_uuidlé_t dbl16 [ATT_DB_UUID16_NUM] ;

att_db_uuidl28_t  dbl28[ATT_DB_UUID128_NUM];

memset (dbl6, 0, ATT DB UUIDIG_NUM * sizeof (att_db_uuidlé t));
memset (dbl28, 0, ATT_DB_UUIDIZB_NUM * sizeof (att_db_uuidl2s_t));

if ( master_sdp_pending && host_att_discoveryService (master sdp_pending, dbl6, ATT_DB_UUID16_NUM, dbl28, ATT_DB UUID128_NUM) == BLE SUCCESS)
{
cur_sdp_device.char_handle[2] = blm att_ findHandleofuuidl2& (dbl28, my OtaUUID); //OTA
cur_sdp_device.char_handle[3] = blm att_findHandleOfUuidl6é (dbl6, CHARACTERISTIC UUID HID REPORT,
HID REPORT ID CONSUME CONTROL INPUT | (HID REPORT TY¥PE INPUT<<8)); //consume report(media key report)

cur_sdp_device.char_handle[4] = blm att_findHandleOfUuidl6é (dbl6, CHARACTERISTIC_UUTD_HID_REPORT,

HID_REPORT_ID_KEYBOARD_INPUT | (HID_REPORT TYPE INPUT<<E));
m_att_findHand dl28 (dbl
= blm_att_findHandleOfu (db128

//BLE Module, SPP
//BLE Module, SPP Cli

/* add the peer device att_handle value to conn_dev_list after service discovery is correctly finished */

dev_char_info_add_peer_att_handle (scur_sdp_device)

/* p c att_handle value store in flash */

dev_char_info_store_peer_att_handle (scur_sdp_device);

//my_dump_str_data(APP_DUMP_SDP_EN, "OTA handl:

//my_dump_:

master_sdp_pending = 0; //service discovery finish

Figure 3.75: service discovery

// service discovery OK

FE: sDP B—MEE MBS, ITF Telink BLE Multiple Connection SDK, BBFGHARAIRE, SDP REEM
HGEFENPBHEER, XBAHHER—IMEEBEE,
B PR A LB R #E connHandle dev_char_info_search_by_connhandle() 3XBXA GATT Service RFHY At-
tribute handle, HiR[BI{ERE conn_dev_list[index] £5#{KRY3EE, $8M1%Z connHandle FAxtRZAY conn_dev_list[]
AP TR,
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4 {KINFEEIE

KIN#EEE (Low Power Management) AU NINFEEIE (Power Management) , AN EHHA
PMo

% BLE Zi&#E SDK A& Ff

4.1 {KIHFEIRTN
4.1.1 {KIhFEET

MCU IEE#ITIZFBTZF working mode, LEBS TYERIRTE 3~7mA ZiBl, MNRFBZLAHFEZEH NRINFEER
o
EIHFEET (low power mode) X#F sleep mode, 3% 3 #: suspend mode. deepsleep mode # deepsleep

retention mode,

Table 4.1: {KINFEIED

Module suspend deepsleep retention deepsleep
Sram 100% keep first 16K/32K/64K keep, others lost  100% lost
digital register  99% keep 100% lost 100% lost
analog register 100% keep 99% lost 99% lost

L£RA 3 # sleep mode T Sram. HFZ7F2: (digital reqister) . 1EUZF7F2S (analog register) RESRER
“ritin e,

(1) Suspend mode (sleep mode 1)

LR TERELIEETT, EU—EEIhEE. MCU KB EMHIEIRITER, PM BHRLERFIER T, LAY IC BBJ% B85m
7£ 60-70UA Z[8), B91 1E 40-50UA Z[8l, ¥ suspend #MREE[S, FRFHEIIT,

suspend mode TFRTERI SRAM F analog register FBEERTEIRTE, H2AERST digital register #RIFIRE. digital
register FEELVERIFBERN, GE:

a) baseband BBEEF/LEM digital register, user FEXEMZE API rf_set_power_level_index() BN
723, AXEEIEESENA, X API FEEE X suspend BERGEEFER—R.

b) B85m IC iEE1=H| Dfifo IKKSHY digital registero XY drivers/dfifo.h FREIHER API, user TEEFIXLE AP
BB R, AIAHERER suspend wake_up EEREEFIRE,

(2) Deepsleep mode (sleep mode 2)

LB E1EIETT, MCU 48 KE 0 BB IRIRES TR, PM IEHFIEIRAEIF T {E, 7E deepsleep mode T IC B8
AN F 1A, WMRWE flash BY standby BRI AR 1WA 45, ABESHNEE deepsleep 79 1~2UA.
deepsleep mode wake_up BY, MCU SBEFMB5N, HMF LBHUR, EFSEMABRHTIGEK.

Deepsleep mode T, PR T analog register LB/VEJLA register BERTFIRTS, EfFRE Sram. digital register.
analog reqgister £EHEEK,
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(3) Deepsleep retention mode (sleep mode 3)

L EB deepsleep mode, HERRIE, BRI ETEE Sram 58; suspend mode Sram # register B] LURIFAR
%, BEBRFES.

AT EP—LEEE sleep FEARIEXBREB IR sleep MEEFREUZIMERSHN AT S (Ebi0 BLE KEEER
#E35%E1E) , B85m F B91 HEANT —7h sleep mode 3: deepsleep with Sram retention mode, f&#F deepsleep
retention (3 deep retention), 1B#E Sram retention area BIA/N\FR[E, B85m 439 deepsleep retention 16K
Sram # deepsleep retention 32K Sram, B91 %39 deepsleep retention 32K Sram # deepsleep retention 64K
Sramo

deepsleep retention mode 2 —7Fh deepsleep, MCU 4 AER FUREFIEIRETBTEE, PM BEMFIERAIF TR,
INFERTE deepsleep mode EHti EIEHN retention Sram JHFERIEE, EBIATE 2-3UA Zidl, deepsleep retention
mode wake_up BY, MCU BEMBa), BFESEMFHBHITIHRN,.

deepsleep retention mode #1 deepsleep mode TE register RSFRELFERM—H, /L FLZpiEE, deepsleep
retention mode IR deepsleep mode #BEL, Sram BYHT 16K (BT 32K) AILURIEFigE, FIRM Sram £33
i,

4.1.2 {RIHFEMREE]R

B85m #1 B91 MCU BYEINFEMER R R 2B, suspend/deepsleep/deepsleep retention & AJ LA#E GPIO
PAD # timer M2, Telink BLE Multiple Connection SDK A, R3xF 2 MEEE)R, W TFrR CEE code A
PM_TIM_RECOVER_START #l PM_TIM_RECOVER_END BN E X T 2MEER) |

typedef enum {
PM_WAKEUP_PAD BIT(4),
PM_WAKEUP_TIMER = BIT(6),
}SleepWakeupSrc_TypeDef;
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PAO |
PA1 Wakeup Suspend Wakeup
Mode
GPIO wakeup [F){eepsl(?ep ‘Wakeup 32k
PAD — etention t
: Mode Imer
wakeup Deepsleep wakeup
) e |
PD6 Mode
PD7

Figure 4.1: MCU FE{FI12EER

W0 _EEFRTR, MCU B9 suspend/deepsleep/deepsleep retention TEFEE LA 2 MEEEE: TIMER. GPIO PAD,

. MRERJE PM_WAKEUP_TIMER KB 32k timer (32k RC timer or 32k Crystal timer) o 32k timer 1£
SDK HELRWIEHIIEK, vser EERANAEEREMEE, REEH cpu_sleep_wakeup() FigHZM
[T

. IREEE PM_WAKEUP_PAD ¥ B GPIO #&1R, [ MSPI 4 NEBIIMNRBH GPIO (PAX/PBx/PCx/PDx/PEX)
M RE T EEMRERINEE,

ACE GPIO PAD MEEE sleep mode BY API:

typedef enum{
Level Low=0,
Level_High,
} GPIO_LevelTypeDef;
vold cpu_set_gpio_wakeup (GPIO_PinTypeDef pin, GPIO_LevelTypeDef pol, int en);

pin 9 GPIO E X

pol NMEEIRMETE X : Level_High &= BTMEE, Level_Low RNREBTMREE,

en: 1R/~ enable, 0 7K disable,

H135ERR:

cpu_set_gpio_wakeup (GPIO_PC2, Level High, 1); //GPIO_PC2 PAD MAEEFTH, =EBFIRER
cpu_set_gpilo_wakeup (GPIO_PC2, Level High, 0); //GPIO PC2 PAD MAEE<[H]

cpu_set_gpio_wakeup (GPIO_PB5, Level Low, 1); //GPIO _PB5 PAD MAEEFTF, 1EEFIAEE
cpu_set_gpio_wakeup (GPIO_PB5, Level_Low, 0); //GPIO PB5 PAD MAEEZ<[H]
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4.1.3 {RINFEIETURYZAINRER

I

7£ Telink BLE Multiple Connection SDK A suspend 1 deepsleep retention H stack H{TEE, FEEFEEF B
2IKEH N suspend/deepsleep retention, A& user AJLLIZEH N deepsleep 1o

RE MCU #N\BEIRFMEERY API J9:

int cpu_sleep_wakeup (SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef wakeup_src,
unsigned int wakeup_tick);

« F—NEH sleep_mode: IRE sleep mode, BLLTF 4 MNikFE, BeiFFP AT USRI R E—: deepsleep
mode. (suspend #l deepsleep retention H stack &%)

typedef enum {
DEEPSLEEP_MODE = 0x80,

}SleepMode_TypeDef;

« BTN BE wakeup_src: IRE HFTH suspend/deepsleep HIMERE, B3 HEER PM_WAKEUP_PAD.
PM_WAKEUP_TIMER FJ—PNERE Z 1, SNR wakeup_src 19 0, BBAHNIRINFE sleep mode f&, ik
HREES

« B=S¥ wakeup_tick: ZH wakeup_src FIZE T PM_WAKEUP_TIMER BY, FHEEI&E wakeup_tick 3R
RRE timer TE{AIBTIE MCU IREE, WNREFIZE PM_WAKEUP_TIMER Mg, ZBHILEE N

wakeup_tick FUER—MEXHE, IRBASLFIETEARY System Timer tick RIRE, & System Timer tick B9
BEIXEIXMEER wakeup_tick f&, sleep mode #MRER, wakeup_tick F{EEEARIEH IR System Timer tick
HE, MNEBEEERNYERERNLLITETE, 7 UBERMEH R E, NREEZEHFH System
Timer tick, BEX wakeup_tick #1TIRE, MREERE BRI EITH,

BTF wakeup_tick B4EXtAF{a], LT 32bit BY System Timer tick BERTHIEEZA, FRLUXA APl BERT
N KERNEZE RN, BrifNigitEmAMEREEA 32bit BERTRIIERAK System Timer tick X RZBY[E]HY
7/80 System Timer tick Sx KBERTAME 268s, ABARIK sleep BY[E]BY[8]/9 268*7/8=234s, Bl FME delta_Tick
Reeiddit 234s,

cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER, clock_time() + delta_tick);
R[EIEHHAT sleep mode FEEEERNES, ZREER bit I FRAIMEEERE S
enum {

WAKEUP_STATUS_TIMER
WAKEUP_STATUS_PAD

BIT(1),
BIT(3),

STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
fiY;
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a) WAKEUP_STATUS_TIMER X bit 7 1, #EBAHH] sleep mode 4 Timer MREE,
b) WAKEUP_STATUS_PAD XA bit 9 1, 1%BEZHEI sleep mode &# GPIO PAD Maf2,

c) WAKEUP_STATUS_TIMER #] WAKEUP_STATUS_PAD [EIBS A 1 BY, 7R Timer 1 GPIO PAD FNMRER R
FEIRAEXT o

d) STATUS_GPIO_ERR_NO_ENTER_PM @— PN EERIFHRIVKRTS, RT-EHFIALLET GPIO MREEFEIR: tban
HIRETHE GPIO PAD S FIEEE, MEXD GPIO NS BFHEHEZEIRIEA cpu_sleep_wakeup
BN suspend, BHi&EBT PM_WAKEUP_PAD MEEE]R, LEBI=HIIT EA# N suspend, MCU %R H
cpu_sleep_wakeup ER#, £AHHR[EE STATUS_GPIO_ERR_NO_ENTER_PM,

— AR A0 T BORZ TSR BR8] ©

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + delta_Tick);

delta_Tick 2— M EXtHETE] (EbE0 100* CLOCK_16M_SYS_TIMER_CLK_1MS) , A0_EHaTH clock_time() 7t
TR T 4 XFBYa],

255035 B8 cpu_sleep_wakeup BIFEIE:

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD, 0);

EFERITIZEREESHN suspend mode, REEW GPIO PAD MREE,

cpu_sleep_wakeup (DEEPSLEEP_MODE , PM_WAKEUP_TIMER, clock_time() + 10%
< CLOCK_16M_SYS_TIMER_CLK_1MS);

EFRITIZRERESH N deepsleep mode, REEM Timer MRER, MRERRY(E) 0 HFiAT{E)AN_E 10ms, Frll deepsleep
BYIE) /9 10ms,

cpu_sleep_wakeup (DEEPSLEEP_MODE , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,
clock_time() + 50* CLOCK_16M_SYS_TIMER_CLK_1MS);

EFEHITIZEREET# N deepsleep 1R, BI# GPIO PAD # Timer MEER, Timer MEERRYATIEIZE S 50ms, U
B7E 50ms &Rz gtk T GPIO WIREESH{E, MCU £ GPIO PAD MEE; #NER 50ms T GPIO ThfE, MCU
2 Timer MREE,

cpu_sleep_wakeup (DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0);

EFERITIZRERESH N deepsleep mode, BJ# GPIO PAD FMEEE,

4.1.4 {RIVHEMERFIEITHIE

% user 8 API cpu_sleep_wakeup() f&, MCU i# N\ sleep mode; HMEERRAMA MCU MEEfE, XTFRREH
sleep mode, MCU HIRHIEITRIZARA—H,
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TEIFH 4B suspend. deepsleep. deepsleep retention 3  sleep mode #IMREEFHY MCU B1THiTR. 55
ETE,

deepsleep
Power on
wakeup
deepsleep retention
wakeup
Running
hardware bootloder
Running Running
software bootloder software bootloder
System initialization System initialization
User initialization User initialization
normal deep retention
main_loop
while(1)
Operation set A
1o cpu_sleep_wakeup(...)
sleep
wakeup
deepsleep
suspend deepsleep retention
wakeup wakeup
Operation set B

Figure 4.2: Sleep Mode Wakeup Work Flow

MCU LkE (Power on) Zfg, &MEMNA:
(1) B1T7HEH bootloader (Run hardware bootloader)

MCU Bt ERIT—EEERIENE, XEMFELERES L, RETEE.

B AMEFIRBE— X LT E, Eba: iE flash BY boot BEIARIT, HIBTYFIRIZIEITH firmware 27EE7E
flash 3k 0 B9, ER2TE flash 3k 0x20000 EBY (BR OTA #8X) ; 3% flash HANIIBERE, FIKLEIE
M flash £ Z/DEIREER] Sram, (FAERREFNEIE (BE% 2 E3F Sram SEHNNA)

z1THEH bootloader BT H % E! flash EHIEFE N E] sram, —AZHRITHNEIES, ELaNiEDT 10K $UEARE
83 5ms £H.
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(2) BITE bootloader (Run software bootloader)
hardware bootloader IB{T4&R Z G, MCU F¥AIE1T software bootloader, Software bootloader FLERIE T
B3 vector o
Software bootloader B A T4EHE C BEEFHNEBITIREFREFINE, nLUERAENREFENIEL,

(3) BZNMak (System initialization)

System initialization ¥ & main K #{ & cpu_wakeup_init F user_init Z BT S B H BRI AL (BIF
cpu_wakeup_init. rf_drv_init. gpio_init. clock_init), I&EZEHIERIEF/IRINTFZI RS,

(4) BP#%E (User initialization)
User initialization ¥R SDK HREREK user_init ¢ user_init_normal/ user_init_deepRetn,
(5) main_loop

User initialization SER%/E, #HN while(1) #EHIBY main_loop, main_loop AN sleep mode ZHifY— R 511
{E¥R /3 Operation Set A", sleep MREE Z [5— R FIIR{EFF /3 Operation Set B”,

BB LB sleep mode FFEH o
(6) no sleep

WMREE sleep mode, MCU BYBITRIZNE while(1) HEIF, REHIT Operation Set A" ->"Operation Set
B
(7) suspend

WNRIEA cpu_sleep_wakeup EREUH N suspend mode, 2 suspend #WIEERfS, BT cpu_sleep_wakeup K
HHVIEEIRY, MCU IE{TEI Operation Set B”,

suspend ix T /#H sleep mode, 7E suspend HABIFTERY Sram FIBEERIFAE, FIEMNHF/IEINTFRNK
SHFREARE (RB/LMSHBIBISN ; suspend R[S, BFZERRNUEIETT, LFEAZEEEMEM sram
MEFFE[IREHME, suspend BHIERRZINFER S

(8) deepsleep

MR cpu_sleep_wakeup ERIE#H N deepsleep mode, L deepsleep #HIMEES, MCU 2 EF[EE] Run
hardware bootloader,

BJLIEH, deepsleep wake_up R Power on BURIER/LF—EEY, FRERRELHAIIR AR E M.

MCU # N\ deepsleep &, FAER Sram M F/IEINFFe (REJLNMEMNFFRH6150) #=B, FrLUIhGE
RIE, MCU B3/ITF 1uA.

(9) deepsleep retention

WNRIFA cpu_sleep_wakeup EREH N deepsleep retention mode, = deepsleep retention #MEEfS, MCU
S E#EE] Run software bootloaders

deepsleep retention B/ F suspend H deepsleep Z[BJFY—F4 sleep mode.

suspend AIANEREFMEDN sram MFFERIREMSHERRE; deepsleep retention FHEEREFTFHANRES,
Sram RREEEI 16K/32K/64K I8, FRLATNFELL suspend R1R%, R\ 2uA £H.

deepsleep wake_up R EIBFTENRIEENIEIT—IE, M deepsleep retention AJ LABKIE"Run hardware
bootloader" i X—%, X2REA Sram BIH] 16K/32K/64K LEHIBRFEMN, FEEBM flash EEHFEIN—
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o 1BATF Sram L retention area AR, “run software bootloader"TEBkIT, HFHIT; BT deepsleep
retention To3ERERIZERIRE, FILL system initilization HAHIT, FIFeemI¥IALE EE%HEO deepsleep
retention wake_up fGHJ User initialization deep retention BJ LAl—LEL{LE5#, 1 MCU power on/deepsleep
wake_up 589 User initialization normal (X 43 2h 32,

4.1.5 API pm_is_MCU_deepRetentionWakeup

HE]"sleep mode wakeup work flow"BJLLEEI, MCU power on. deepsleep wake_up. deepsleep retention
wake_up X 3 MIEREBFTELT Run software bootloader. System initialization. User initialization. 7Ei&
17 system initialization. user initialization 2 NI, user FENE ZHA] MCU EE 4K deepsleep retention
wake_up B9, LUBEM—LEX ST power on. deepsleep wake_up BII&E, PM driver I2{EHKR2 S deepsleep
retention wake_up B9 API A9:

int pm_1is_MCU_deepRetentionWakeup(void);

return {9 1, &7 deepsleep retention wake_up; return {E 0, &R power on B deepsleep wake_upo

4.2 BLE {KINEE1R

4.2.1 BLE PM #1141k

MRFEATRFEER, T2 BLE PM ERYIAK, EATE API BIEL,

void blc_11_1initPowerManagement_module(void);

FEMINEER, TEAL AP, T PM HXHABHZEHFAFWERERIEFRP, TUHE firmware

size *l] sram sizeo

4.2.2 BLE PM for Link Layer

Telink BLE Multiple Connection SDK HiX} Legacy advertising state. Scanning state. ACL connection master
# ACL connection slave T {RIN3EEIE,

FEHAAE, SDK BH slave fEH latency @ BREHIZHH, MNRRHERFIZHEFE interval HITU
ﬂi@.o BMERIEN slave &R T I A master BNEESEL, HA latency £ 0, SDK HEFRER latency /7 0 #
T RF R

slave {#H latency FYPRHIZHR

(1) BH Legacy advertising 1 ACL slave £53,

(2) ACLslave RE 1 M&EE (GE SDK MUZIFELZH slave &) o
(3) NERAE Legacy advertising, &/ IBEIFREE AT 195mso.

FFF Idle state, SDK FREERMEINFEEE. RTFIIRERF K BLE RF EAEIE (BD blc_sdk_main_loop K&
2T, user AJLLBETTIAMA PM driver E—EARINFEEIE,
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4.2.2.1 sleep for advertising “only advertising”

HAERET T, XH7T scan IhaE, BD Link Layer & F advertising state B, BYFFU0TF:

Ads sleep | AV sleep _
Event Event
I
: | |
1 _— roi r
b Adv interval | Adv interval — !
I

Figure 4.3: sleep &F advertising RSB F

L EIX advertising BYEIEY, FAEM sleep REE, AR BEM. RIBTRGE, stack KFIBTT—IR Adv
Event BT E)REIE IR BINEE, WMRBERHE, BMEHN sleep BBEINFE. Adv Event JHFERIBTEIFI A
BREX, tbin: AR RIEET 37channel; ADV packet KELLE/)\; 1 channel37 8 38 UE|T SCAN_REQ
5% CONNECT_IND &%,

4.2.2.2 sleep for scanning “only scanning”

Scanning Scanning 1 Scanning
and N sleep and sieep and
| Ul task | | Ul task | | UT task |
|
| - B | | + . | . -
y+— Scan window— 1+—Scan window—» +— Scan window ﬂv: :
| | [ i I | |
I I | I
| «——————— Scan interval : Sean interval : Scan interval ——

Channel 37 Channel 38 Channel 39

Figure 4.4: sleep for scanning for only scanning

HR#E Scan window BIK/JVRESEFREY scanning BY[E], WIS Scan window FF Scan interval, FiA RIETE]
#R7E scanning; W8 Scan window /VF Scan interval, M Scan interval FYRETESB 5 FFa4 25 Bo BT 8] K#H 1T
scanning, FXMBYE]ZE Scan window,

B _EFAREY Scan window K£9% Scan interval B 40%, TER] 40% HIBYEIE, Link Layer &F scanning IRE,
PHY BEWE, B B]HAXEEEE7E main_loop HFHAITE 2HY Ul task. /& 60% HYXELET(E] MCU i#
A sleep LABRIEEEMNINEE,

1SE HEEA APLEOTF:

blc_11_setScanParameter (SCAN_TYPE_PASSIVE, SCAN_INTERVAL_200MS, SCAN_WINDOW_5OMS,
< OWN_ADDRESS_PUBLIC, SCAN_FP_ALLOW_ADV_ANY);
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4.2.2.3 sleep for connection

master Interval >

| Conn Conn Conn Conn

Master Slave Master Slave
I
I I Time short

B —— B —— S N
. sleep ::J Seeﬂ__ - sleep E—
I I

I

Figure 4.5: sleep for connection

HN sleep RH=Z:
(1) FT—MESIER BriISERMNBTEERRAN,;
(2) RX FIFO FREEHIBERLIE;
(3) BRX POST # BTX POST H1T52A;
(4) IREE B REREMEH pending.

MREB T —MESHIBTEEIPRELIR K, B RX FIFO ZE#IE, H&EEMAEMY pending, % BRX POST 5§

BTX POST $1Tfa, [KEM=1L MCU # A\ sleep, FEIT—MESEMGEIRA], timer MEEE MCU FFIEHITIZE

5o

423 {HXTE

BLE PM MABIEREB LKL ELZLE, ARFEVETHXLT S, Telink BLE Multiple Connection SDK
FERBENX T &K “st_lims_pm_t" , TERIIEZEMEBLTE (APINBNEZERIINESE).

typedef struct {
u8 deepRt_en;
u8 deepRet_type;
u8 wakeup_src;
ul6 sleep_mask;
ulé user_latency;
u32 deepRet_thresTick;
u32 deepRet_earlyWakeupTick;
u32 sleep_taskMask;
u32 next_task_tick;
u32 current_wakeup_tick;
}st_1lms_pm_t;

st_1llms_pm_t blmsPm;

FE:
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ERREREZERIIRRE library B, XBLHEXREBNTHERENNEA, BPARITFNXNENR

AT EHRITEIRE,

TEENBHELEHIZEP bimsPm.sleep_mask” FE =

4.2.4 API blc_pm_setSleepMask

BTRERINFEEIEMN API:

vold blc_pm_setSleepMask (sleep_mask_t mask);

£ blc_pm_setSleepMask I& & bimsPm.sleep_mask (ZRIAEF PM_SLEEP_DISABLE),
XA API BYJRES A

void blc_pm_setSleepMask (sleep_mask_t mask)

{
u32 r = irq_disable();
blmsPm.sleep_mask = mask;
u32 r = irq_disable();

}

bimsPm.sleep_mask BUIEE, ATLUEETE/LVMEFH—, e LUEEZMER T 1E1E,

typedef enum {
PM_SLEEP_DISABLE =0,

PM_SLEEP_LEG_ADV = BIT(0),
PM_SLEEP_LEG_SCAN = BIT(1),
PM_SLEEP_ACL_SLAVE = BIT(2),
PM_SLEEP_ACL_MASTER = BIT(3),

}sleep_mask_t;

PM_SLEEP_DISABLE &R sleep disable, RAiF MCU # A sleepo

PM_SLEEP_LEG_ADV # PM_SLEEP_LEG_SCAN 25 FI=H Legacy advertising state 1 Scanning state BY

MCU # N sleepo

PM_SLEEP_ACL_SLAVE #1 PM_SLEEP_ACL_MASTER 4358 F#=%! ACL connection slave #1 ACL connection

master B MCU # N sleeps
Z API e 2 MIBRWMT:
(1) blc_pm_setSleepMask(PM_SLEEP_DISABLE);

MCU RAFEN sleepo
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(2) blc_pm_setSleepMask(PM_SLEEP_LEG_ADV | PM_SLEEP_LEG_SCAN | PM_SLEEP_ACL_SLAVE |
PM_SLEEP_ACL_MASTER);

MCU 7E Legacy advertising state. Scanning state. ACL connection slave # ACL connection master Bt&S 72
PN sleepo

4.2.5 API blc_pm_setWakeupSource

user J@iT_EERY API blc_pm_setSleepMask i & MCU # \ sleep mode (suspend Y deepsleep retention) ,
1B TERY API BFJigE sleep mode HIIRERTR,

vold blc_pm_setWakeupSource (SleepWakeupSrc_TypeDef wakeup_src)
{

blmsPm.wakeup_src = (u8)wakeup_src;

wakeup_src AJ LUEIRIEEE]R PM_WAKEUP_PAD,
Z AP IS BKEZ £ blmsPm.wakeup_srce

MCU 7£ Legacy advertising state. Scanning state. ACL connection master I ACL connection slave 3 X\
sleep mode BY, SCERAVMEEEIRD:

blmsPm.wakeup_src | PM_WAKEUP_TIMER

Bl PM_WAKEUP_TIMER 2—E2EH, TKRIT user BIEE, XN TRIE MCU —E B3 TR |8 =0
BEA M IEIZE T RAY ADV task. SCAN task. master task. slave tasko

F /R A blc_pm_setWakeupSource & BEMEERG, — B MCU # N\ sleep mode # Mt & f5, bim-
sPm.wakeup_src &#E 0o

4.2.6 API blc_pm_setDeepslieepRetentionType

BIENAT deepsleep retention 1RHE retention sram size BIZEZIE 979 16K/32K/64 sram retention, 2 sleep
mode H deepsleep retention mode 434BY, SDK ARIBIZE#H NIRRT deepsleep retention mode,

B8s5m A EME X R B LU T A M, 16K f 32K, SDK EX A BY deepsleep retention mode 73 DEEP-
SLEEP_MODE_RET_SRAM_LOW32K:

typedef enum {
DEEPSLEEP_MODE_RET_SRAM_LOW16K
DEEPSLEEP_MODE_RET_SRAM_LOW32K

}SleepMode_TypeDef;

0x43,
0x07,

BOT Al EME X R B LT MM, 32K M 64K, SDK X JA BY deepsleep retention mode JJ DEEP-
SLEEP_MODE_RET_SRAM_LOWG64K:
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typedef enum {
DEEPSLEEP_MODE_RET_SRAM_LOW32K
DEEPSLEEP_MODE_RET_SRAM_LOW64K

}SleepMode_TypeDef;

0x21,
0x03,

TE API f# user i%#F deepsleep retention mode, #£FBHI SDK ZEEIAFERERAK retention sram size, F
PEX AR,

void blc_pm_setDeepsleepRetentionType(SleepMode_TypeDef sleep_type)

{

blmsPm.deepRet_type = sleep_type;
}
AE:

% APl BYE R MTE blc_ll_initPowerManagement_module Z G BEAER,

4.2.7 API blc_pm_setDeepsleepRetentionEnable
3% API BB FfF#E deepsleep retention mode,

typedef enum {
PM_DeepRetn_Disable
PM_DeepRetn_Enable
} deep_retn_en_t;

0x00,
0x01,

vold blc_pm_setDeepsleepRetentionEnable (deep_retn_en_t en)

{

blmsPm.deepRt_en = en;

4.2.8 API blc_pm_setDeepsleepRetentionThreshold

7T BLE task 7#7E, WEUTHRM, suspend A=W BEENIIEA deepsleep retention:

//FIBf sleep mode & suspend mode e deepsleep retention mode
SleepMode_TypeDef sleep_M = SUSPEND_MODE;
if( blmsPm.deepRt_en && (u32)(blmsPm.current_wakeup_tick - clock_time() -
< blmsPm.deepRet_thresTick) < BIT(30) ){

sleep_M = (SleepMode_TypeDef)blmsPm.deepRet_type;

FE—N%MH bimsPm.deepRt_en, FEE{FF API blc_pm_setDeepsleepRetentionEnable fE&E, BIEIEZNA
it
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FEZANEM (u32)(blmsPm.current_wakeup_tick - clock_time() - bimsPm.deepRet_thresTick) < BIT(30), &
7~ sleep BYRFEEEY[E] (BPMEERRY BRI SEAYBYIE]) iS4 ERBTERERY (BP bimsPm.deepRet_thresTick) ,
MCU 4 sleep mode A& M suspend BEILIHEN deepsleep retentions

API blc_pm_setDeepsleepRetentionThreshold FiFi&E suspend t]#: %2 deepsleep retention ik ZHHH
BYEliRE, X MEITER T BRERNINFE,

vold blc_pm_setDeepsleepRetentionThreshold(u32 thres_ms)

{
blmsPm.deepRet_thresTick = thres_ms * SYSTEM_TIMER_TICK_1MS;

}

4.2.9 PM B0 IBTIR

RIDFEEENIRALIERE, TEHEANRBSIRBRESIATNRNRA, BRRNATIL user THELERE
HUFREZAEA T,

4.2.9.1 blc_sdk_main_loop

Telink BLE Multiple Connection SDK B, blc_sdk_main_loop f£—* while(1) B9&5#9h# k £ A,

while(1)
{

11117777777777777////77/7/7///////////// BLE entry [////////////////////////////////
blc_sdk_main_loop();

/1111177777777777777/777//77////////// UL entry /////////////////////////////////
// UI task

LI111117777777777777777777777777777777 PM entry [///////7/7/777/77/7/777777/77/7/
blc_pm_setSleepMask( PM_SUSPEND_ADV | PM_SUSPEND_SCAN | PM_SUSPEND_SLAVE |

< PM_SUSPEND_MASTER);

blc_sdk_main_loop ERERTE while(1) HARET#HNTT, BLE RINFEEIER code 7E blc_sdk_main_loop L,
FrLURIIFEEIER code HR—EEWMIT-

THERE blc_sdk_main_loop E#H{RINFEEIEZHEAISCIN,

voild blc_sdk_main_loop (void)

{
if( blmsPm.sleep_mask == PM_SLEEP_DISABLE )
{
return; // PM_SLEEP DISABLE, can not enter sleep mode;sleep time
}
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if( !'tickl_exceed_tick2(blmsPm.next_task_tick, clock_time() + PM_MIN_SLEEP_US) )
{

return; //too short, can not enter sleep mode.

if( bltSche.task_mask && (blmsPm.sleep_taskMask & bltSche.task_mask) != bltSche.task_mask )
//BB task (adv. scan. master. slave)
//sleep_taskMask =& DIFIZIRE (adv. scan. master. slave) HN sleep

{

return;
}
if ( (brx_post | btx_post | adv_post | scan_post) == 0 )
{

return; //REESNMESTHREA RIFHEN sleep
}
else
{

blt_sleep_process(); //process sleep & wakeup
}

(1) ¥ bltmsPm.sleep_mask }J PM_SLEEP_DISABLE B, HiERE, F=HIT bit sleep process R, FrlA
user f#F blc_pm_setSleepMask(PM_SLEEP_DISABLE) B, {RINFEEREIEEMARTERN, MCU A
#N sleep, while(1) B loop —EEHRIT-

(2) tNRIEIRESEIAIE, RSN sleepo

(3) WIFEEESS, bl adv task. scan task. master task. slave task, 1B 2NRHE task B sleep_taskMask
55751%’55&?2:‘#)\1&113%%&1

(4) %08 Adv Event 8§ Scan Event B Conn state Master role B Btx Event Bf Conn state Slave role B Brx
Event IETE1T, blt_sleep_process BREMASHWHIT, XERFE NI RF WESIEEIETT, SDK FER
IE Adv Event/Scan Event/Btx Event/Brx Event 53R 7 57 BEi# sleep modes

YL ENANRGERHER, 7 EHIT blt_sleep_process E#o

4.2.9.2 blt_sleep_process

blt_sleep_process ¥ AVIZE LI AR
voild blt_sleep_process (void)

blmsPm.current_wakeup_tick = blmsPm.next_task_tick;//iC R MEZATE] =
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//H¥4T BLT_EV_FLAG_SLEEP_ENTER [CliEE %
blt_p_event_callback (BLT_EV_FLAG_SLEEP_ENTER, NULL, 0);

/38 NRTHFE R #L
u32 wakeup_src = cpu_sleep_wakeup (sleep_M, PM_WAKEUP_TIMER | blmsPm.wakeup_src,
< blmsPm.current_wakeup_tick);

//H4T BLT_EV_FLAG_SUSPEND_EXIT [EliEER%EK
blt_p_event_callback (BLT_EV_FLAG_SUSPEND_EXIT, (u8 *)&wakeup_src, 1);

blmsPm.wakeup_src = 0;

......

L E 2 blt_sleep_process KB ERTE, XEEBE 2 1 sleep X event [O] 3 K A ITRIBI M.
BLT_EV_FLAG_SLEEP_ENTER. BLT_EV_FLAG_SUSPEND_EXIT.

KFEAHN sleep mode, AT driver B API cpu_sleep_wakeup:

cpu_sleep_wakeup(SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef wakeup_src, unsigned int
< wakeup_tick);

M EEJR S PM_WAKEUP_TIMER | bimsPm.wakeup_src, Timer MMERTERMEER, T &RIE MCU £ F—1
task EISREIMEEE,

blt_sleep_process KR LB bimsPm.wakeup_src BIBEE L, FAFE/EE API blc_pm_setWakeupSource
REMBEMNESRER, SMEENERMNRIE—REHND sleep mode BXo

4.2.10 API blc_pm_getWakeupSystemTick

TEH API B FREVEINFEEIEITER sleep EESRAVBTE]s2 (System Timer tick) , Bl T_wakeupo

u32 blc_pm_getWakeupSystemTick (void);

T_wakeup BITHEETEIZIR cpu_sleep_wakeup HRELIERT, NAERABETE BLT_EV_FLAG_SLEEP_ENTER %
HENERE B A BERFEERB T_wakeupo

RIZFFTE sleep HEILLEREKIBERT, TERREGE, TEFHITHB—TIRES £
HAVEEREF BLT_EV_FLAG_SLEEP_ENTER E4[EIF XK £F] blc_pm_getWakeupSystemTicko
BLT_EV_FLAG_SLEEP_ENTER HIENEFM A ENT:

blc_11_registerTelinkControllerEventCallback (BLT_EV_FLAG_SLEEP_ENTER, &app_set_kb_wakeup);
_attribute_ram_code_ void app_set_kb_wakeup (u8 e, u8 *p, int n)

{
/* sleep time > 100ms. add GPIO wake_up */
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1f(((u32)(blc_pm_getWakeupSystemTick() - clock_time())) > 100 * SYSTEM_TIMER_TICK_1MS){
blc_pm_setWakeupSource(PM_WAKEUP_PAD); //GPIO PAD wake_up

}

PAEZA, 4NER sleep BY[EJEEIT 100ms, FLARMN GPIO MREE, user B LUARIESSFIRBERRIAEE,
XEBERERMET—MEO, BPIREXLMGERRREREER,

4.3 GPIO MRERRYEEEIN
4.3.1 IREREBF BT EH A sleep mode

BT Telink MCU Y GPIO MEER E =X BT IREE, A LEF A TEIBREE, FrIASHECE T GPIO PAD MEfE
B, EL¥MIRE T E 4 GPIO PAD S FMEER suspend, EMafk MCU 7EIAA cpu_sleep_wakeup # N suspend
BY, HFIRXD GPIO EFINBETFREREBET. EHACEERBTT, EMR#HN cpu_sleep_wakeup EHIEX
B\, filik suspend RIRTEMM, KM ZIBHEFE, BITLLEHEN suspends

WMRHML EIER, FTEEREMRBREARZIRNE, thil4skiE#FHN deepsleep [GHIEEE, ERFEMNIT, 4
MCU FEi&# N deepsleep, T3 code #4E1T, FRENTENRE, ENMEFH flow AIEERELIE.

user TE{E M Telink BY GPIO PAD MafgRY, ESFEBEGFIX PR,

RN AREERIFAIFEEX MBI, 72 cpu_sleep_wakeup EREET AL T GPIO PAD MERRE R EMHY
155, ATHIERRRFENRTEIFAELE, PM driver 7 —Le2iE:

(1) suspend & deepsleep retention mode

YR E suspend 1 deepsleep retention mode, EPRRIRIRHEEL cpu_sleep_wakeup, ZEKEL HAVREE
B REHH B R E R -

« PM &R EFMET GPIO PAD £XMBVIRE, 1R[B] WAKEUP_STATUS_PAD;

« PM IER EGHIME] GPIO PAD £MBVIRZ, iR[E] STATUS_GPIO_ERR_NO_ENTER_PM

(2) deepsleep mode

R Z deepsleep mode, PM driver RTEKREBTIIF MCU reset (ILLBTAY reset BR watchdog reset 3R —%) ,
F2FF[E2]) Run hardware bootloader" FFIAE B To

4.4 MAREERREE

7E BLE task FEEARZE[E GPIO PAD MEEERVAIIE T, —B# N sleep mode, REETE SDK it BEFAIET[B] =
T_wakeup MEE, user TAEE—MFERBTBISRE sleep 1RAIMRER, JTIEM PM BIREME, SDK BTN
HEERMEERN AP A ERIEIERE

Nz FA R E RS IREE AP
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void blc_pm_setAppWakeupLowPower(u32 wakeup_tick, u8 enable);

wakeup_tick TERIIEEERY System Timer tick {; enable 79 1 BYFTFIZMEEEINEE, enable 9 O BYXiF,
N AEENIMRER R LR, 1T blc_pm_registerAppWakeupLowPowerCb sEARIEIER LR, EEREM AP 40
T

typedef void (*pm_appWakeupLowPower_callback_t)(int);
pm_appWakeupLowPower_callback_t pm_appWakeupLowPowerCb = NULL;
voild blc_pm_registerAppWakeupLowPowerCb(pm_appWakeupLowPower_callback_t cb)

{
pm_appWakeupLowPowerCb = cb;

LA ACL Conn state Slave role A3fjl:

& user {3 blc_pm_setAppWakeupLowPower & & 7 W A E E B MEERHY app_wakeup_tick, SDK TEI# AN
sleep B, 21T app_wakeup_tick ETE T_wakeup ZHio

(1) %AR app_wakeup_tick 7E T_wakeup ZHi, S0 FEIFIR, TLRTE app_wakeup_tick fill’k sleep HEFIMEEE,
(2) 3R app_wakeup_tick £ T_wakeup ZJ&, MCU X STE T_wakeup MEE,

T brx T wakeup

[

[

[
. . I
app_wakeup_tick |
[
[

- Conn interval

Figure 4.6: Early wake_up at app_wakup_tick
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5 {RERfZI

Telink BLE Multiple Connection SDK FRET R FF B EBA M THEE,
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6 OTA

XF OTA, BNRIENRERZSTE—H, 188 % Telink BLE Single Connection SDK Handbook ¥ ZETRY7Y
43, B3% B85m &% (825x + 827x) 1 B91 &5,

#BLt Telink BLE Single Connection SDK , Telink BLE Multiple Connection SDK 1&01—MR&l: E—BZIR
HFE— slave connection _£i#1T OTA.
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7 R

XEFH B LB #E Telink BLE Single Connection SDK Handbook XMW E AT, B3F B85m &% (825x +
827x) #B91 &5,
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% BLE Zi&#E SDK A& Ff

8 LED E1f

XEB51E5BE Telink BLE Single Connection SDK Handbook XMW ETHIN4E, EE B85m 5! (825x + 827x)
#0891 &5,
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v Telink

9 $R{FRERTRR

XEB4531ES % Telink BLE Single Connection SDK Handbook N ETHIN4R, BIE B85m FR5 (825x + 827x)
1 B91 &5,

% BLE Zi&#E SDK A& Ff
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v Telink
% BLE Zi&#E SDK A& Ff

10 THEEE®E Demo

KETRNA sdk/vendor/xx_feature FTHENIHEERERGESMER, AP AIUSENAESEIIEFRFEINER
JIESIRY: S e tles N

10.1 feature_backup

- INRE: BLE BAINEEAVET, BIE &, Wopii. EiES, B, ZUeeE Rt ENRAP 4 BLE i
BErE T4 BRBRRA (BRIAKEF SMP, SDP FIHEE) .
« FEBEMHE: B9 FFEIR x 2

LA Telink B91 BLE Multiple Connection SDK A5, N FAEMETE eagle_ble_sdk/vendor/B91_feature/fea-
ture_backup T, BE{EIX eagle_ble_sdk/vendor/B91_feature/feature_config.h FIEITENX :

#define FEATURE_TEST_MODE TEST_FEATURE_BACKUP

KAEX B, RBPIRE B, T RAS. ARNAS. 355, UNEREr . LS
BB, BEENBUABTNITRE:

117101110 / / / ’/ User Configuration for BLE application /////////177F1T71IIIIEEIL7YY

blc_11 setAdwData( (u8 *)tbl_advData, sizeof(tbl_advData) );

blc 11 setScanRspData( (uf *)tbl_scanRsp, sizeof (tbl_scanRsp)):

blc_11_setAdvParam(ADV INTERVAL 30MS, ADV INTERVAL 30MS, ADV TYPE CONNECTABLE UNDIRECTED, OWN ADDRESS PUBLIC, 0, NULL, BLT ENABLE ADV ALL, ADV FP_NONE);
ble 11 setAdwEnable (BLC ADV ENABLE); //BDV enable

blc 11 setScanParameter (SCAN TYPE PASSIVE, SCAN INTERVAL 100MS, SCAN WINDOW 100MS, OWN ADDRESS PUBLIC, SCAN FP ALLOW ADV_ANY);
blc_11_setScanEnable (BLC SCAN ENAELE, DUP_FILTER DISABLE);

Figure 10.1: ¥IIaHHECE FFHESI

IR, BERMEHS RSN LR, IEBEEE, BT EE#a, AR MEEE R feature”
B, aTLUEBREM Master IREHE Slave IRE D HIBHITER, WoIMFE_EGE, BEF_EHEK, £HEH
— MR IRBIRE SW4 BEhiEE, &3 BDT TAM Tdebug &I, RENAMMNTEEYIR (BFEERSE
JEBE Debug HE"ET), AIUBEIZH AR conn_master_num BIEA 1:
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vl Telink

% BLE Zi&#E SDK F A& Ff

/ & BDT connect to T:usb#vid 248a8pid 8266#68:3100cfof&4&2#{28d78fad-5a12-11d1-ae5b-0000f803a8¢2} - m} X L%
.| Device File View Tool Help
fEpo1 - WEWK ~| @ Setting (® Erase J Download + Actvate | I® Run N pause W step Q PC #f Singlestep + | O Reset €) automode v | & Clear
o e W e R e X
4 Download H #4 Tdebug ‘ = Logwindows
Variable Name Addr Len Value “~| Flash Page Program at address 10800 2
bootKeylnReportCCC 80038 2 00000000 g%asg gagi Pr%iﬁ)amEat addresdeCOOllOOO
ash Sector rase at address
bootKeyOutReport  8003a 00000000 Flash Page Program at address 11000
btx_anchor_point 01574 4 00005938 Flash Page Program at address 11400
conn dev list 80fca 256 g%aslﬁ ]P;age grogram at acdlgress 11888
ash Page Program at address llc
c°nn-masf°'-"um ; 8003¢ 4 00000001 I Flash Sector (4K) Erase at address 12000
conn_req_info 01608 14 Flash Page Program at address 12000
conn_slave_num 80040 4 00000000 Flash Page Program at address 12400
R Flash Page Program at address 12800
trolPoint 80044 1 00000000
contrelrein Flash Page Program at address 12c00
cpu_sleep_wakeup  01b88 4 00000000 Flash Sector (4K) Erase at address 13000
cre16_poly 001ec 4 a0010000 Flash Page Program at address 13000
Flash Page Program at address 13400
cre32_half_tbl 00168 64
- Flash Page Program at address 13800
extServiceUUID 80046 2 00000000 Flash Page Program at address 13c00
flash_cnt 80000 1 00000001 File Download to Flash at address 0x000000: 80996 bvtes
func_smp_init 00662 4 2000ef2c Total Time: 5126 ms
func_smp_sc_proc  01dad 4 00000000 Write 1 bytes at address 00007f
func_smp_sc_pushPk 019¢8 4 00000000 Total Time: 20 ms
gAttributes 0066¢ 4 200133e4 reset mcu
g_pm_early_wakeup_t 020b0 8 v
L L R T T T 1 n hd < ?
evk device: ok File Path: E\AndeSight\[SDK]telink_eagle ble_sdk\eagle_ble_sdk\B91 feature\output\B91_feature.bin Version : 5.5.0

Figure 10.2: conn_master_num=1in Tdebug

EER—PMFEIRM conn_slave_num TE2ME, HEHHA 1:
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v Telink
% BLE Zi&#E SDK A& Ff

o

/| & BDT connect to Ziusb#vid_248a&pid 8266#7&87db05c&08&2#{28d78fad-5a12-11d1-ae5b-0000f803a8c2} - O x

. | Device File View Tool Help

Llpgl ~ MEWK ~ | @ Setting (, Erase § Download * Activate ™ Run Wl Pause W Step Q PC 2 Singlestep ~

€ Reset € automode * | & Clear

[bo | [ | [bo | [0 2 sws 602 m stal 502 88 B Start
4 Download 4 Tdebug = Log windows
Variable Name Addr Len Value *| Flash Page Program at address 11c00 2
bootKeylnReportCCC 80038 2 00000000 E%GSE gectog (4K) Er?sedgt add1i§33012000
ash Page Program at address 12
bootKayOutieport | 8003a 1 PHO00000 Flash Page Program at address 12400
btx_anchor_point 01574 4 00000000 Flash Page Program at address 12800
conn_dev list 80fcd 256 ]E%asl}: gage Pr?‘glgimEat addresgdli’coolgooo
ash Sector rase at address
nr’-=-ma§-t;f-r--n-9m-----? 8003¢ 4 00000000 Flash Page Program at address 13000
conn_req_info 01608 14 Flash Page Program at address 13400
[ conn_siave_num 80040 4 00000001 | F%aSE Page Program at aggress 13800
- Flash Page Program at address 13c00
trolPoint 80044 1 00000000 X
comtrofom File Download to Flash at address 0x000000: 80996 bvtes
cpu_sleep_wakeup  01b88 4 00000000 Total Time: 5126 ms
crc16_poly 001ec 4 a0010000 )
crc32_half tbl 00168 o Write l_b}fte§ at address 00007f
Total Time: 20 ms
extServiceUUID 80046 2 00000000 reset meu
flash_cnt 80000 1 00000001
func_smp_init 00664 4 2000ef2c [16:39:56]:
func_smp_sc_proc  01dad 4 00000000 Write 1 bytes at address 00007f
func_smp_sc_pushPk 0198 4 00000000 Total Time: 20 ms
gAttributes 0066¢ 4 200133e4 reset mcu
g_pm_early_wakeup_1 020b0 8 R4
w| <€ >
T S aKa Tal M | 0
evk device: ok File Path: E:\AndeSight\[SDK]telink_eagle_ble_sdk\eagle_ble_sdk\B91_feature\output\B91_feature.bin Version : 5.5.0

Figure 10.3: conn_slave_num=1 in Tdebug

REZEEZAI,

10.2 feature_2M_coded_phy
« IfJBE: BLE 1M/2M/Coded PHY ITHREE T
« FEFEHE: B9 FFEIR x 2

LA Telink B91 BLE Multiple Connection SDK J3fl, & FEME37E eagle_ble_sdk/vendor/B91_feature/fea-
ture_2M_coded_phy F, FEEEX eagle_ble_sdk/vendor/B91_feature/feature_config.h FHIFIEN :

#define FEATURE_TEST_MODE TEST_2M_CODED_PHY_CONNECTION

FREXER S, MEHSTIR PHY BET.

#1951 18 A blc_ll_init2MPhyCodedPhy_feature() 3R 1# 8 PHY 1 # Ih 88, £ main_loop() Y fea-
ture_2m_phy_test_mainloop() FISRINENZSIHE PHY FYIHEE:

(1) Master BINEIES, SR 1s 4% Slave fi—& WriteCmd, BXREIBKE R 8Bytes (EFr&RiZEIRIES
Connection Interval %),

(2) Slave BIEERE, TR 1s 481 Master —% Notify, BREIELKEN 8Bytes (LR &RIEEIRIES
Connection Interval %),
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ke
vl Telink
AL TZBLE %

i SDK AR F

(3) BNEZSMR 10s i—% PHY B9, JIFF2E Coded_S8 — 2M — 1M — Coded_S8...
SEPRMEmT:

P.. v Time v ltem ~  Transmitter v
80'690  7:05:24PM.315799 125 #FF LLCP Reserved (0x68) Master: "phy” 55:66:77:00:91:01
80'727 7:05:24PM.616 258 750 & E ATT Write Command Packet (52: B5 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
80'739  7:05:24PM.706029 250 @ £ ATT Notification Packet (48: B6 02 03 04 05 06 07 08) Slave: "phy” 55:66:77:00:91:02
80'853  7:05:25PM.606 259 375 @ & ATT Write Command Packet (52: B6 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
80'872 7:05:25PM.696029625 @ £ ATT Notification Packet (48: B7 0203 04 05 06 07 08) Slave: "phy” 55:66:77:00:91:02
81003 7:05:26 PM.626 260 125 (& % ATT Write Command Packet (52: B7 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
81013 7:05:26 PM.686 030 000 @ £ ATT Notification Packet (48: B8 02 03 04 05 06 07 08) Slave: "phy" 55:66:77:00:91:02
81144  7:05:27 PM.616 260 500 i 2 Master: "phy” 55:66:77:00:91:01
81'154  7:05:27PM.676 260 625 | @ &3 LLCP PHY Request (Ts=LE Coded, RXs=LE Coded) Master: "phy” 55:66:77:00:91:01
81'161 7:05:27PM.706 030 500 | @ &g LLCP PHY Response (T¢s=LE Coded, LE Coded) Slave: "phy” 55:66:77:00:91:02
81'163  7:05:27PM,706 513625 | @ & ATT Notification Packet (48: B9 02 03 04 05 06 07 08) Slave: "phy" 55:66:77:00:91:02
81166  7:05:27PM.735 260 625 | i) &§ LLCP PHY Update (/-5 -LE Coded, 5- >V =LE Coded, Inst=14'688 (+19) | 557.30¢ 260 625 (+570.000... Master: “phy" 55:66:77:00:91:01
81'167 7:05:27PM.736 530000 @ " Empty LE Packets (x 37, 539 ms) Slave: "phy” 55:66:77:00:91:02
81274 7:05:28PM.607 538875 @ £ ATT Write Command Packet (52: B9 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
81290 7:05:28PM.696 669 500 @ L ATT Notification Packet (48: BA 02 03 0405 06 07 08) Slave: "phy" 55:66:77:00:91:02
81422 7:05:29PM.627539375 & ﬁ ATT Write Command Packet (52: BA 0203 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
81432 7:05:29PM.688408750 & E, ATT Notification Packet (48: BB 02 03 04 05 06 07 08) Slave: "phy* 55:66:77:00:91:02
81571 7:05:30PM.617 539875 @ 5 ATT Write Command Packet (52: BB 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
<

Figure 10.4: feature_2M_coded_phy Coded Req
P.. v Time v ltem v Transmitter v
83506 7:05:44PM.627 547750 @ 5 ATT Write Command Packet (52: C9 0203 0405 06 07 08) Master: "phy” 55:66:77:00:91:01
83516 7:05:44PM.686678 375 & %‘_ ATT Notification Packet (48: CA 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02
83656  7:05:45PM.617548 250 (® 5 ATT Write Command Packet (52: CA 02 03 0405 06 07 08) Master: "phy” 55:66:77:00:91:01
83670 7:05:45PM.706679 125 @ g ATT Notification Packet (48: CB 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02
83789 7:05:46PM.607 548 750 @ 5 ATT Write Command Packet (52: CB 0203 0405 06 07 08) Master: "phy” 55:66:77:00:91:01
83804 7:05:46PM.696679375 & %‘_ ATT Notification Packet (48: CC 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02
83937  7:05:47 PM.627 549 500 % ATT Write Command Packet (52: CC 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
83943  7:05:47PM.657 549 500 | @3 LLCP PHY Request (7s=LE 2M, Rxs=LE 2M) Master: "phy” §5:66:77:00:91:01
83949  7:05:47PM.686 630 000| @ &g LLCP PHY Response (Ts=LE 2M, Ris=LE 2M) Slave: "phy” 55:66:77:00:91:02
83951  7:05:47 PM.688 610 500 %‘_ ATT Notification Packet (48: CD 02 03 0405 06 07 08) Slave: "phy” 55:6

@
7:05:47 PM.717 549 625 |@ ©2 LLCP PHY Update (| LE 2M, LE M, 15'354 (+19) 7 549 625 (+570.000 ms)) Master: "phy" 55

83956 7:05:47PM.718 738875 1 ¢ Empty LE Packets (x 37, 538 ms, Slave: "phy" 55:66:77:00:91:02
84078 7:05:48PM.616 204375 @ & ATT Write Command Packet (52: CD 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
84086 7:05:48PM.706011125 @ £ ATT Notification Packet (48: CE 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02
84208  7:05:49PM.606 205000 @ £ ATT Write Command Packet (52: CE 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01
84225 7:05:49PM.696011750 @ £g ATT Notification Packet (48: CF 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02
84356 7:05:50PM.626 205375 & E ATT Write Command Packet (52: CF 0203 0405 06 07 08) Master: "phy” 55:66:77:00:91:01
84364 7:05:50PM.686012375 @ £g ATT Notification Packet (48: DO 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02
<

Figure 10.5: feature_2M_coded_phy 2M Req

Receiver
Slave: "phy” 55:66:77:00:91:02
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01,
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
>

Receiver y
Slave: “phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Master: "phy” 55:66:77:

:91:01

5 102
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: “phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01
Slave: "phy” 55:66:77:00:91:02
Master: "phy” 55:66:77:00:91:01

>
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vl Telink ~ . \
X BLE ZEHE SDK AR FH
P.. ~ Time v ltem Transmitter v Receiver b
11189  6:57:21PM.958829 125 & E._ ATT Notification Packet (48: 45 02 03 04 05 06 07 08) Slave: "phy" 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11190  6:57:21PM.959081750 @ 5 ATT Write Command Packet (52: 4502 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01  Slave: "phy" 55:66:77:00:91:02
11334 6:57:22PM.948829750 @ . ATT Notification Packet (48: 46 0203 04 05 06 07 08) Slave: "phy” 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11335 6:57:22PM.949082500 @ 5 ATT Write Command Packet (52: 46 0203 0405 06 07 08) Master: “phy” 55:66:77:00:91:01 Slave: phy” 55:66:77:00:91:02
11484 6:57:23PM.938829875 | @ &g LLCPPHY Request ( LE 1M, LE 1M) Slave: "phy" 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11485 6:57:23PM.939034 625 | 3 &5 LLCP PHY Request ( LE 1M, LE 1M) Master: "phy” 55:66:77:00:91:01  Slave: "phy" 55:66:77:00:91:02
11486  6:57:23PM.939 239 375 | @ £ ATT Notification Packet (48: 47 0203 04 05 06 07 08) Slave: "phy” 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11487  6:57:23PM.939492375 | @ & ATT Write Command Packet (52: 470203 04050607 08) Master: “phy” 55:66:77:00:91:01 Slave: phy” 55:66:77:00:91:02
11488  6:57:23PM.939 745000 | & &@ LLCP PHY Response ( LE 1M, LE 1M) Slave: "phy" 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11489  6:57:23PM.939949750 | & &3 LLCPPHY Update (| LE 1M, LE 1M, 2'353 (+20) | 73.539 949 750 (+600.000 ms)) Master: "phy” 55:66:77:00:91:01 Slave: "phy” 55:66:77:00:91:02
11493  6:57:23PM.968 636 875 | @ &§ LLCP PHY Update ( LE 1M, LE 1M, 2353 (+19) | 73.538 636 875 (+570.000 ms)) Master: "phy” 55:66:77:00:91:01  Slave: "phy” 55:66:77:00:91:02
11494 6:57:23PM.968850 125 ~ 13 ¢ EMPLy LE PAckels (X 37, 530 ms) Slave: "phy* 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11637 6:57:24PM.958861625 & £ ATT Notification Packet (48: 48 0203 0405 06 07 08) Slave: "phy” 55:66:77:00:91:02 Master: “phy” 55:66:77:00:91:01
11638  6:57:24PM.959 211125 & f‘ ATT Write Command Packet (52: 48 02 03 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01 Slave: "phy” 55:66:77:00:91:02
11793  6:57:25PM.948862000 @ EL ATT Notification Packet (48: 49 0203 04 05 06 07 08) Slave: "phy” 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11794 6:57:25PM.949 211625 @ & ATT Write Command Packet (52: 49 020304 05 06 07 08) Master: "phy” 55:66:77:00:91:01  Slave: "phy” 55:66:77:00:91:02
11940  6:57:26PM.938862625 @ £ ATT Notification Packet (48: 4A 0203 040506 07 08) Slave: "phy" 55:66:77:00:91:02 Master: "phy” 55:66:77:00:91:01
11941 6:57:26PM.939 212375 & E‘ ATT Write Command Packet (52: 4A 0203 04 05 06 07 08) Master: "phy” 55:66:77:00:91:01 Slave: "phy” 55:66:77:00:91:02

Figure 10.6: feature_2M_coded_phy 1M Req

10.3 feature_gatt_api

. IhgE:

MENSELIMA AR T XEES, APAIUERZEREHITEIES NI,
- FEEMH: B9 FFEIR x 2

LA Telink B91 BLE Multiple Connection SDK A, A EMIBTE eagle_ble_sdk/vendor/B91_feature/fea-
ZEEEIR eagle_ble_sdk/vendor/B91_feature/feature_config.h FHIE X :

ture_gatt_api T,

#define FEATURE_TEST_MODE

TEST GATT_API

FHEXE D, 1E app.c F, BIMELL TEST_API BUESCEMIXRERY GATT 5<%

HiE, BERNEGSERIIENFERFP. LB, FAIRLLITER 2s —R=. KO, @digEs
— &R (fEA Master) LEHY sw4 1238, itk %%, @BIMEr UEEIEMR 2s, Master £F—MIi1E
%, Slave 2 THNHEIE, BIEMLISE KL app_gatt_data_handler()s

UTERRENX TEST_API AFRERFES MR E X BHIHME :

>

BLE GATT ¥5$IhEE/E TS API 5%, Telink BLE Multiple Connection SDK FRER4) SEffIAY SDP
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ATl
Ak Telink %% BLE S5 SOK TR T

P.. v Time v |tem ~  Payl... v Transmitter v Receiver v

1 5:02:05 PM.005 955 125
4 5:02:05 PM.019 693 125
3242 5:02:23PM.139 076 625
3245 5:02:23 PM. 155 342 250
3288  5:02:23PM.326 346 625
3294 5:02:23 PM.357 366 375
3297 5:02:23 PM.388 387 125
3659  5:02:25PM.326 337 750
3666  5:02:25PM.357 357 500
3671  5:02:25PM.388 378 250
4018 5:02:27 PM.326 328 875

¢ Connectable ("gatt” 55:66:77:00:91:01, Initiator "gatt” 55:66:77:00:9...
Connectable ("gatt” 55:66:77:00:91:02, 1.59 min)

# 4 SMP Security Request (Bonding)

1 Connectable ("gatt” 55:66:77:00:91:01, 128 min)
@ E5 ATT Read By Group Type Request Packet (1 - Max Handle, Characterist...
@ Eg ATT Read By Group Type Response Packet (120300 00 24 > 020500 ...

@ ¢ Empty LE Packets (x 124, 2retries, 1.94s)

@ & ATT Read By Group Type Request Packet (1 - Max Handle, Characterist...
@ Eg ATT Read By Group Type Response Packet (12030000 2A » 020500 ...

@ Empty LE Packets (x 124, 2retries, 1.94s)

@ [ ATT Read By Group Type Request Packet (1 - Max Handle, Characterist.

Master: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02
2bytes ... Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02

18 byte... Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Master: “gatt” 55:66:77:00:91:02

18 byte... Slave: "gatt” 55:66:77:00:91:01

Master: “gatt” 55:66:77:00:91:02

Master: “gatt™ 55:66:77:00:91:02

Slave: "gatt” 55:66:77:00:91:02
Slave: "Scanning Device™

Master: “gatt” 55:66:77:00:91:02
Slave: "Scanning Device”™

Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01

SETTE

Master: "gatt” 55:

£ (. ATT Read By Group Type Response Packet (1203 00 00 2A > 0205 00

4031 5:02:27 PM. 388 369 375
4398 5:02:29 PM.326 320 000

# " Empty LE Packets (x 125, Lretry, 1.94s)

# E§ ATT Read By Group Type Request Packet (1 - Max Handle, Characterist...

Master: “gatt” 55:66:77:00:91:02
Master: “gatt” 55:66:77:00:91:02

Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01

4408 5:02:29PM.357 339625 @ [E. ATT Read By Group Type Response Packet (120300 00 2A >020500... 18byte... Slave: “gatt” 55:66:77:00:91:01 Master: "gatt” 55:66:77:00:91:02
4412 5:02:20PM.388 360 375 @~ ¢ Empty LE Packets (x 122, 4retries, 1.94s) Master: “gatt” 55:66:77:00:91:02  Slave: "gatt™ 55:66:77:00:91:01
4782 5:02:31PM.326 310625 @ [ ATT Read By Group Type Request Packet (1 - Max Handle, Characterist... Master: "gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01
4789 5:02:31 PM.357 330 625 18 byte... Slave: "gatt” 55:66:77:00:91:01 Master: "gatt” 55:66:77:00:91:02

4793 5:02:31PM. 388 351 750

P.. v Time v
1 5:10:45 PM.000 336 750
297 5:10:47 PM, 745 293 125
314 5:10:47 PM.839 464625
315 5:10:47 PM.854 043 250
322 5:10:47 PM.870 485 250
323 5:10:47 PM.870 788 125
704 5:10:49 PM.870 476 375
710 5:10:49 PM.901 496 375
714 5:10:49 PM.932 517 125
1064 5:10:51 PM.870 467 750
1070 5:10:51 PM.901 487 500
1074 5:10:51PM.932 508 250
1451 5:10:53 PM.870 459 125
1458 5:10:53 PM.901 478 625

# E& ATT Read By Group Type Response Packet (12030000 24 » 020500 ...
=]

& Empty LE Packets (x 118, 7retries, 1,945)

Master: "gatt” 55:66:77:00:91:02

Slave: "gatt” 55:66:77:00:91:01

Figure 10.7: GATT API test TEST_READ_BY_GROUP_TYPE_REQ

Item

# Y Connectable ("gatt” 55:66:77:00:91:02, 9.775)
4’ Connectable ("gatt” 55:66:77:00:91:01, Initiator "gatt” 55:66:77:00:9...

i+ @_ SMP Security Request (Bonding)

@ Connectable ("gatt” 55:66:77:00:91:01, 6.925)
® & ATT Find Information Request Packet (1 - Max Handle)

@ Empty LE Packets (x 119, 8 retries, 25)

@ & ATT Find Information Request Packet (1 - Max Handle)
® & ATT Find Information Response Packet (Primary Service » Characteristic... 20 byte...

4 Empty LE Packets (x 118, 8 retries, 1.945)

@® £ ATT Find Information Request Packet (1 - Max Handle)
® Eg ATT Find Information Response Packet (Primary Service » Characteristic... 20 byte...

® 4« Empty LE Packets (x 121, Sretries, 1.94s)

® £ ATT Find Information Request Packet (1 - Max Handle)
® £ ATT Find Information Response Packet (Primary Service » Characteristic. ..

v Payl.. ™~ Transmitter hd

Master: "gatt” 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:01
Master: "gatt™ 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt™ 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt™ 55:66:77:00:91:02
Master: “gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt™ 55:66:77:00:91:02
Master: "gatt™ 55:66:77:00:91:02
Slave: “gatt” 55:66:77:00:91:01

2bytes ...

20 byte...

Figure 10.8: GATT API test TEST_FIND_INFO_REQ

Receiver v
Slave: "Scanning Device™

Slave: "gatt” 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "Scanning Device™

Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt™ 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02
Slave: "gatt™ 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02

P.. v Time v Item ~  Payl.. v Transmitter v Receiver v
1 5:17:54PM.023646 375 & “!" Connectable ("gatt™ 55:66:77:00:91:02, 14.7s) Master: "gatt™ 55:66:77:00:91:02  Slave: "Scanning Device”

21 5:17:54PM.223858 750 & ‘4’ Connectable ("gatt” 55:66:77:00:91:01, Initiator “gatt™ 55:66:77:00:9... Master: "gatt” 55:66:77:00:91:01  Slave: "gatt” 55:66:77:00:91:02

42 5:17:54PM.351 704375 & ﬂ?._ SMP Security Request (Bonding) 2bytes ... Slave: "gatt” 55:66:77:00:91:01 Master: "gatt” 55:66:77:00:91:02

43 5:17:54PM.364521250 & ‘T Connectable ("gatt” 55:66:77:00:91:01, 14.25) Master: "gatt™ 55:66:77:00:91:01  Slave: "Scanning Device”

438 5:17:54PM.382265500 @ &* Empty LE Packets (x 83, 1.385) Master: "gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01

331 5:17:55PM.757 718625 @ [ ATT Find By Type Value Request Packet (1 - Max Handle, PP ID, L 7bytes... Master: “gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01

337 5:17:55PM.788 738 250 ) £ ATT Find By Type Value Response Packet (14 - 14) 4bytes ... Slave: "gatt” 55:66:77:00:91:01 Master: "gatt” 55:66:77:00:91:02
342 5:17:55PM.819 759000 & F Empty LE Packets (x 125, Lretry, 1.94s) Master: "gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01

723 5:17:57PM.757 709 375 @ ' ATT Find By Type Value Request Packet (1 -Max Handle, PnP ID, Sourc... L 7bytes ... Master: "gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01

729 5:17:57 PM.788 729 250
733 5:17:57 PM.819 750 000

® (£ ATT Find By Type Value Response Packet (14 - 14)

# ¢ Empty LE Packets (x 123, 5 retries, 1.94s)

4bytes ... Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02

Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

1104 5:17:59PM.757 700 125 & ' ATT Find By Type Value Request Packet (1 - Max Handle, PnP ID, Sourc... L 7bytes ... Master: "gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01
1111 5:17:59PM.788 720 375 @ Eg ATT Find By Type Value Response Packet (14 - 14) 4bytes ... Slave: "gatt” 55:66:77:00:91:01 Master: "gatt” 55:66:77:00:91:02
1187 5:18:00PM. 163488875 &3 LLCP LE Power Control Response (D!t ~-82 dB, er=-95 dBm) 33byte... Master: “gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01
1192 5:18:00PM.194739 250 @ - 4 Empty LE Packets (x 101, 1.56 5) Master: “gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01
1'502 5:18:01PM.757691500 & & ATT Find By Type Value Request Packet (1 -Max Handle, PP ID, Sourc... L 7bytes ... Master: "gatt” 55:66:77:00:91:02  Slave: "gatt” 55:66:77:00:91:01
e £.45.n4 PRs B8 Te4 ARE b AT S BT Ul Pamnamnn Paclnd £44 P Blaiins Pami® EELs T ARA A Mmnbans Tamia® EELE . TARA AR

Figure 10.9: GATT API test TEST_FIND_BY_TYPE_VALUE_

REQ
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Telink

% BLE

2% SDK F A FAp

P.. v Time v

1

5:19:31PM.029 298 125

225 5:19:33 PM, 484 844 750
254 5:19:33 PM.650 559 500
258 5:19:33 PM.663 049 375
260 5:19:33PM.681 121 125
605 5:19:35PM.494 072 125
612 5:19:35PM.525 091 750
616 5:19:35PM.556 112625
963 5:19:37 PM.494 063 125
969 5:19:37 PM.525 083 000
974 5:19:37PM.556 103 625
1332 5:19:39 PM.494 054 125
1338 5:19:39 PM.525 074 000
1342 5:19:39 PM. 556 094 625
1687 5:19:41PM.494 044 875
1697 5:19:41 PM.525 064 750
1701 5:19:41PM.556 085 750
2037 5:19:43 PM.494 036 000
2042 5:19:43 PM.525 056 000
2047 5:19:43 PM.556 076 750
Po. v Time v
1 5:28:50 PM.004 054 625
202 5:28:52 PM,364 372 625
213 5:28:52 PM.442 587 875
214 5:28:52PM.457 181 375
423 5:28:53 PM.473 145 125
595 5:28:54 PM,379 850 125
601 5:28:54 PM.410 869 750
608 5:28:54PM.441890 625
961 5:28:56 PM.379 841 125
969 5:28:56 PM,410 860 875
974 5:28:56 PM.441 881 500
1320 5:28:58 PM.379 832 000
1326 5:28:58 PM.410 851 625
1332 5:28:58 PM,441 872 250
1659 5:29:00 PM.379 823 000
1665 5:29:00 PM.410 842 750
1673 5:29:00 PM.441 8A3 375

Item v
&, I’ Connectable ("gatt” 55:66:77:00:91:01, Initiator...

® ‘i’ Connectable ("gatt" 55:66:77:00:91:02, 30.2s)
&l 'a, SMP Security Request (Bonding)

7] “!" Connectable ("gatt” 55:66:77:00:91:01, 30 5)
@ - ¢ Empty LE Packets (x 118, 1.815)

@ [ ATT Read Request Packet (3)

® Ee ATT Read Response Packet (“feature?)

#  « Empty LE Packets (x 124, 2 retries, 1.94s)
® |} ATT Read Request Packet (3)

# Eg ATT Read Response Packet (“feature”)

# " Empty LE Packets (x 118, 8 retries, 1.94s)
® [} ATT Read Request Packet (3)

# E& ATT Read Response Packet ("feature”)

® ¢ Empty LE Packets (x 117, 9 retries, 1.945)
® 5 ATT Read Request Packet (3)

# 'E_ ATT Read Response Packet (“feature”)

@ 4 Empty LE Packets (x 119, 6 retries, 1.94s)
® [ ATT Read Request Packet (3)

@ [ ATT Read Response Packet (“feature”)

@ ¢ Empty LE Packets (x 117, 9 retries, 1.94s)

Payload

2bytes (0B 01)

7bytes (66 6561 74 75 7265)

7bytes (66 6561 74 75 7265)

7 bytes (66 656174 75 7265)

7 bytes (66 656174 75 7265)

7bytes (66 6561 74 75 72 65)

v Transmitter v

Master: "gatt™ 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

Master: “gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

Master: "gatt” 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt”™ 55:66:77:00:91:01

Master: "gatt” 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

Master: “gatt” 55:66:77:00:91:02
Master: “gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

Master: "gatt” 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

Master: "gatt” 55:66:77:00:91:02

Figure 10.10: GATT API test TEST_READ_REQ

Item

® ﬁ?,_ SMP Security Request (Bonding)

@ “!‘J Connectable ("gatt” 55:66:77:00:91:01, 9.54s)

4% L2CAP SDU (Basic)

# B ATT Read Blob Request Packet (3 @1)

# Ee ATT Read Blob Response Packet (6 bytes)
- " Empty LE Packets (x 126, 1.94s)

® [} ATT Read Blob Request Packet (3 @1)

# E@ ATT Read Blob Response Packet (6 bytes)
® 4 Empty LE Packets (x 125, lretry, 1.94s)
® & ATT Read Blob Request Packet (3 @1)

® g ATT Read Blob Response Packet (6 bytes)
# - ¢ Empty LE Packets (x 113, 11retries, 1.915)
#, B ATT Read Blob Request Packet (3 @1)

# @ ATT Read Blob Response Packet (6 bytes)
# ~ £ Fmntv | F Packets (¥ R5. 7retries. 1.47 <)

~  Payload
1’ Connectable ("gatt” 55:66:77:00:91:01, Initiator...
® ‘1 Connectable ("gatt” 55:66:77:00:91:02, 9.64 )

2 bytes (0B 01)

6 bytes (6561 74 75 72 65)

6 bytes (6561 74 75 72 65)

6 bytes (6561 74 75 72 65)

6 bytes (6561 74 75 72 65)

~  Transmitter
Master: "gatt” 55:66:77:00:91:01
Master: "gatt™ 55:66:77:00:91:02

Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Master: "gatt™ 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt”™ 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt”™ 55:66:77:00:91:02
Master: "gatt”™ 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt™ 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "natt” 55:66:77:00:91:02

Figure 10.11: GATT API test TEST_READ_BLOB_REQ

10.4 feature_ll_more_data

ture_ll_more_data T, &

#define FEATURE_TEST_MODE

FREXER T B
wix, RERNEHDHRREIM NIRRT LB, BER—IFLRR (1FA Master) B Sw4 %58, A

B, EEIE, ORs (REES Slave, DRIR=: &, AR, F&. BEN), & Master BIR

- IhEE:

RAMELENRER.

TEST LL_MD

Receiver ~
Slave: "gatt” 55:66:77:00:91:02
Slave: "Scanning Device™

Master: "gatt” 55:66:77:00:91:02
Slave: "Scanning Device®

Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt™ 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02
Slave: “gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt™ 55:66:77:00:91:02
Slave: “gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01

~ Receiver

Slave: "gatt” 55:66:77:00:91:02

Slave: "Scanning Device™

Master: “gatt” 55:66:77:00:91:02
Slave: "Scanning Device™

Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: “gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt” 55:66:77:00:91:02
Slave: "gatt” 55:66:77:00:91:01
Master: "gatt™ 55:66:77:00:91:02
Master: "gatt” 55:66:77:00:91:02
Slave: "natt” 55:66: 77:00:91:01

BLE MD=1 HY;&7~o MD, Bl More Data, =##Ei&iE PDU Header FHY—MRESL MD flago [EIEY,
RN
- FEREMH: BT FLR x 2

BL Telink B91 BLE Multiple Connection SDK #fjl, [ZFE{LBTE eagle_ble_sdk/vendor/B91_feature/fea-
{&EX eagle_ble_sdk/vendor/B91_feature/feature_config.h FIIEX :

AN-22063001-C1
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::Qs Telink

% BLE Zi&#E SDK A& Ff

$ sw3, aILUMIMEHEE] Master FUfA Slave kiX WriteCmd, EHEHH MD flag #EHR 1, BIT—MEE
SERY, BEAE:

~  Transmitter
Slave: 'md" 55:66:77:00:91:01
Slave: "md” 55:66:77:00:91:01
Slave: md" 55:66:77: 1
Slave: ‘md" 55:66:77:00:91:01
Master: ‘md" 55:66:77:00:91:02
02

Payload
17 bytes (06 55 36 0D B1 EF 66 ASE...
. 11bytes (07 AB 04 EA DD 958D DF 5...
17 bytes (08 F8B5B7 87 DC 5595F...
8bytes (09 00 01 9100 77 66 55)
17 bytes (06 72 EF 859C 13CB 53
11bytes (07 9A 7D 03 07D20E AC 0.
17 bytes (08 93D3D8 6F 8E 22 1C 7...
8bytes (09 00 02 9100 77 66 55)

20 bytes (00 00 00 00 01 00 00 00 00...
20 bytes (0100 00 00 01 00 00 00 00...

SBEvE
20 bytes (05 00 00 00 01 00 00 00 00...
20 bytes (06 00 00 00 01 00 00 00 00...
20 bytes (07 00 00 00 01 00 00 00 00...
20 bytes (08 00 00 00 01 00 00 00 00....
20 bytes (09 00 00 00 01 00 00 00 00...

Waster: 'ma 5
Master: ‘md" 55:66:77:00:91:02
Master: ‘md" 55:66:77:00:91:02

Master: ‘md" 55:66:77:00:91:02

Receiver

Master: “md" 55:66:77:00:91:02
Master: “md” 77:00:91:02
Master: “md" 5!

Master: “md" 55:66:77:00:91:02
Slave: "md” 55
Slave; ‘md” 55
Slave: “md" 5!
Slave: ‘md" 55:66:77:00:91:01
Master: “md” 77:00:91:02
Slave: ‘md" 55:66:77:00:91:01
Slave: "md" 55:66:77:00:91:01

Slave: ‘md" 55:66:77:00:91:01
Seve: ‘ma TT0
Slave: ‘md" 55:66:77:00:91:01
Slave: ‘md" 55:66:77:00:91:01
Slave: ‘md" 55:66:77:00:91:01
Slave: "md" 55:66:77:00:91:01
Slave: ‘md" 55:66:77:00:91:01

= | | B > YO | vepey o
v A Name Value ‘
v cmpry Kemes v
@ Total Retries 0
B + Link-Layer Packet
B % Header
¢ uo L2CAP Start Fragment /
@ NESN 1
b
I ¢ M 1 I
P2 0
¢ RFU Reserved (0x00)
@ Payload Data Length 31
@ Data 27bytes
¢ MIC valid
¢ CRC Vaid
B 4 Raw Content
4 RawData E 1F 1700 0400 5234

¢ Whitened Raw Data
¢ Encrypted Raw Data

9596 EE 90 88 65D1 5T
IE 1F AE 2237 A6 CE 6/

- - .- -
P.. v Time v Item ~
749 5:33:51PM.118513250 @ fi SMPEncryption Information (TX~68B1EA6:D. .
759 5:38:51PM.181013250 (@ fi SMPMaster Identification (-D1V =0x0448, 7 and=0.
769 5:38:51PM.243513000 @ ff SMP Identity Information (1% ~A728C802:7FCES. .
779 5:3:51PM.306012750 @ . SMP Identity Address Information (02007 <55
785 5:33:51PM337492625 @ , SMPEncryption Information 7X ~850A683C:AC. .
792 5:3:51PM368742625 @ i SMPMaster Identification (-01/-0x7D9A,

799 5:38:51PM.399992375 @ [ SMP Identity Information (1 ~A3B085DS:45969...
800 5:3%:51PM.431242250 @ () SMP Identity Address Information (50007 <S5:...
810  538:51PM.A31599375 @« Empty LE Packets (x 2470, 13retries, 38.75)
7915  5:39:30PM.181064750 @ [ ATTWrite Command Packet (52: 00 00000001 ...
7917 @ [ ATTWrite Command Packet (52: 0100000001 ...
7919 £ & AT 0000
7921

7923 T ATV Comma OIS O0 000
7925 5:39:30PM.184598625 @ f5 ATTWrite Command Packet (52: 0500000001 ...
7927  5:39:30PM.185305250 @ f ATT Write Command Packet (52: 06 00000001 ...
7925 5:39:30PM.186012125 @ fg ATT Write Command Packet (52: 0700000001 ...
7931 5:39:30PM.186718875 (@ [ ATTWrite Command Packet (52: 08 00000001 ...
7933 5:39:30PM.187425500 @ [ ATTWrite Command Packet (52: 0900000001 ...

tant Timing

]9 Q [@]F- | origin: 43.105

+ span: 0.165

Wifi HCl WCI WPAN Logic Misc = | Display «

Logic inputs

eless

" 55:66:77:00:91:02 I

" 55166:177:00:91:01 |

§ ATT Write Comm..

T
0.03

m bar

L AT
001
43.10 s

¥
0.2

< >
| M Instant Channels [ €% Instant Piconet | B3 Detais |
n x| |Searity 2o
E Fill missing fields Manage ECDH Keys
Time  Master /Sl... PIN LinkKey a0 W
§& 3.6.. "md"55:66 _\:ta. 23CABAB2...
md" 55:

I Instant Timing | J3 Tnstant Audio | AL Instant Throughput

A% Raw data | & Security

Figure 10.12: feature_ll_more_data WirteCmd

¥ Master BUIRSE sw2, EIEAIX.
# Slave B9 SW3, AILUMIMEFEE] Slave REIE Master &i% Notify B, EHAH) MD flag #EHN 1:

P.. v Time v ltem v Payload v Transmitter ~  Receiver v | Name Value
35001 S:39:44PM.274290 750 @ [ ATT Write Command Packet (52: 49 3100 0001... 20bytes (433100000100 0000 00.., Master: md" 55:66:77:00:91:02  Slave: md" 55:66: - )
35003 :44PM.274997 375 @ [ ATT Write Command Packet (52: 44 31000001... 20bytes (44310000 0100 0000 00... Master: ‘md" 55:66:77:00: Slave: ‘md" 55:66: B ¢ Unk-layerPacket
35005 44PM.275704250 (8  ATT Write Command Packet (52: 48 31000001 ... 20 bytes (48 310000 0100 0000 00... Master: md" 55:66:77:00: Slave: ‘md” 55:6 & 4 Header
35007 5:39:44PM.276 411125 @ 5 ATT Write Command Packet (52: 4C 31000001... 20bytes (4C 3100000100 000000... Master: ‘md” 55:66:77:00:91:02  Slave: ‘md" 55:6¢ ¢ uo L2CAP Start Fragment /
35009 5:39:44PM.277 118250 @ [ ATT Write Command Packet (52: 4D 3100 0001... 20bytes (4D 3100000100 0000 00... Master: 'md” 55:66:77:00:91:02  Slave: “ind" 55:66:77:00:93:01 @ Nesy :
35011 5:39:44PM.277825250 @ [ ATT Write Command Packet (52: 4 31000000 ... 20 bytes (453100000000 0000 00... Master: md" 55:66:77:00:91:02  Slave: “md" 55:66:77:00:91:01 I I
35012 SINHMPM278 302125 @ ¢ Empty LE Padkets (x 1475, 23 retries, 23.55) Slave: “md" 5566 Master: “md” 55:6 02 : :: :
39382 07PM.743162500 @ [ ATT Notfication Packet (48: 00 0000 000100 0... 20bytes (0000 00 00 0100 0000 00... Slave: Tmd” S5: Master: “md” 55 2 o RFU Reserved (0x00)
39384 5:40:07PM.743869625 (® . ATTNotfication Packet (46: 0100000001 000... 20bytes (01000000 0100000000... Save: ‘md" 55:66:77:00:91:01  Master: “md" 55:66:77:00:91:02 & Payload Data Length a3t
[B- ATT Notification Packet (48: 02000 00 00 01 00 0... | 20 bytes (0200 00 00 0100 00 00 00. Master: “md" 55:66:77:00:91:02 & Dot 27bytes

39388 :07PM.745 285 875 @ . ATT Notification Packet (48: 030000 0001000... 20 bytes (0300 000001000000 00... Slave:  "ind” 55:66: s MC Valid
39390 7PM.745 992875 @ [, ATT Notification Packet (48: 0400 00 00 01000... 20 bytes (0400 00 00 0100 0000 00... Slave: Master: "md" 55: 4 crC valid
39392  5:40:07PM.746 699875 @ [ ATT Notification Packet (48: 050000 0001000... 20 bytes (0500 0000 0100 0000 00... Siave: Master: “md” 55:6 B % Raw Content
39394 Si40:07PM.747406 500  (® Eg ATT Notification Packet (48: 06 0000 0001000... 20 bytes (0600 00000100 0000 00... Slave: ‘md” 55:66:77:00:9:01  Master: “md" 55:66:77:00:91:02 ® RawData 16 1F 17000400 18 30
39396  5:40:07PM.748 113625 (@ [ ATT Notification Packet (48: 070000 0001000... 20 bytes (07000000 01000000 00... Siave: ‘md" 55:66:77:00:91:01  Master: ‘md" 55:66:77:00:91:02 9 Whitened Raw Data SLEZFFEDD70SASE:
3939 5:40:07PM.748820375 (® [ ATTNotfication Packet (46: 08 0000 000100 0... 20 bytes (0800 00 00 01000000 00... Slave: Master: “md” 55:6 7 EncyptedRan bata e Ey
39'400 07PM.743 527375 @ . ATT Notification Packet (48: 090000 00 01000... 20 bytes (0900 0000 0100 0000 00... Slave Master: ‘md” 55: ? @2 L2CAP Frame )
39402 07PM.750 234125 @ . ATT Notification Packet (48: 0A 0000 0001 000... 20bytes (0A 00 0000 0100 000000... Save: Master: "md" 55

. _ _ i Instant Channels | 4% Instant Piconet | [ Detais |
39'404 5:40:07PM.750 941250 @ g ATT Notification Packet (48: 08 0000 000100 0... 20 bytes (08 00 00 00 0100 00 00 00... Slave: "md" 55:66:77:00:91:01 Master: "md" 55:66:77:00:91:02 v ——
2t Timing g x | Searity hs
D Q [0 F- | origin: 8067 - spam: 0165~ [Bluetooth |+ Wifi HCI WCI WPAN Logic Misc - | Display ~ | Logic inputs [z | S ||l Fil missing fieids Manage ECDH Keys

5 Time a0 W

55 ) & 35. Not a... 23CAGA62
i5=“‘77=ﬂ""l=ﬂ2| u 1 1 Ul M W | IO W -
75166:177:00:31:01 | I 1
JTT Notification P .

ods o od " ob T T ok "ok U el ' ode ' obs ' o | o ' o | ods ' _ 1 " obi ' ok ' o ' od

80.70 s 80.80 s

Figure 10.13: feature_ll_more_data Notify

% Slave BIRE Sw2, E1ERIX,

10.5 feature_dle

- IhEE:

BLE DLE(Data Length Extension) #1 MTU Exchange M L2CAP S E4H BITHRE &R
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- iﬁ? i
v Telink =% BLE Z&HE SDK FF A FM

. TEREH: B FFAIR x 2

Bl Telink B91 BLE Multiple Connection SDK A%, [ BMRIBE eagle_ble_sdk/vendor/B91_feature/fea-
ture_dle T, TBE{EPX eagle_ble_sdk/vendor/B91_feature/feature_config.h FHIE X :

#define FEATURE_TEST_MODE TEST LL_DLE

RHEXE D, i DLE #1 MTU K&,
BT EEM DLE_LENGTH_SELECT BYREXRIEEK DataLength, BERABA:
(1) B MREFEEHR T it L Mo
(2) Master itk MRS, 8 N&EE, 8% 1s KX—1 WriteCmd,
(3) Slave &MIiAfE, 8 MERE, B8R 1s KZ—1 Notify,
memnT:

P.. v Time v ltem v Payl.. v Transmitter v Receiver ~ (3
186 7:29:39PM.776 199250 @ ‘?“ SMP Pairing Confirm (C==1183DCCD:F3676F57:F030F S5AF:A1B32D05) 17byte... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
191 7:29:39PM.807219 125 & 9,, SMP Pairing Confirm (Ch=2C93548C:FAS032AE:60809925:9064784F) 17byte... Slave: "dle” 55:66:77:00:91:02 Master: “dle” 55:66:77:00:91:01
196 7:29:39PM,838693 250 @ ﬁ‘ SMP Pairing Random (/= =A 12FD88F:DEB97684:C 26 7 7EF 1: AB6C5596) 17 byte... Master: "dle” 55:66:77:00:91:01 Slave: “dle” 55:66:77:00:91:02
201 7:29:39PM.869 719000  [H, & SMP Pairing Random (| E08992DA:6A7356BF:6F203F 79: A1FC6519) 17byte... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
206 7:29:39PM.901201000 3 &3 LLCP Encryption Request (7114 =0x0000000000000000, E0IV=0x0000, =... 23byte... Master: “dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
213 7:29:39PM.932221750 @ &@ LLCP Encryption Response (5<Ds=0x51A60FAF408D8DBE8, [V==0x49E9... 13byte... Slave: “dle” 55:66:77:00:91:02 Master: "die” 55:66:77:00:91:01
224 7:29:40 PM.025969 250 @ &g LLCP Start Encryption Request 1byte (... Slave; “dle” 55:66:77:00:91:02 Master; “dle” 55:66:77:00:91:01
228 7:29:40PM.057 449 750 @ S LLCP Start Encryption Response 1byte (... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
232 7:29:40PM.088 4969 250 ® @E LLCP Start Encryption Response 1byte (... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
234 7:29:40 PM.088 968 375 mﬂwm‘—mmm‘_m‘h Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
236 7:29:40PM.089 531625 |@® g ATT Exchange MTU Request Packet Slave: "dle” 55:66:77:00:91:02 Master: “dle” 55:66:77:00:91:01
241 7:29:40PM. 119945 250 |® &3 LLCP Length Request (axRx =200 bytes, 1L.71ms, MaxTx=200 bytes,... 9bytes... |Master: “dle” 55:66:77:00:91:01 Slave: "die” 55:66:77:00:91:02
243 7:29:40PM, 120 512625 |@ £ ATT Exchange MTU Request Packet Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
245 7:29:40 PM.121059 500 | &§ LLCP Length Response (Va:xx=200 bytes, 1.71ms, MaxTx=200 byte... 9bytes... Master: "dle” 55:66:77:00:91:01 Slave: "die” 55:66:77:00:91:02
247 7:29:40PM. 121623000 (@ & ATT Exchange MTU Response Packet Master: “dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
252 7:29:40PM. 150969 375 |® Q,, SMP Encryption Information (LT =B5DCC78F:3F2603EA: 3A756A2C:F4...  17byte... |Slave: “dle” 55:66:77:00:91:02 Master: "die” 55:66:77:00:91:01
254 7:29:40PM, 151628875 | & LLCP Length Response (2xRx=200 bytes, 1.71ms, 200 byte... 9bytes... |Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
256 7:29:40PM. 152192250 |iz) £ ATT Exchange MTU Response Packet Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
262 7:29:40PM.2134969375 @ ﬁ?‘_ SMP Master Identification (ED1V=0xC4F7, R.a OxA82178CB488BD234) 1lbyte... Slave: "dle” 55:66:77:00:91:02 Master: “dle” 55:66:77:00:91:01 v
Figure 10.14: feature_dle DLE & MTU Exchange

P.. v Time v Item v Payl.. v Transmitter v Receiver =
371 7:29:41PM. 119945625 @ [ ATT Write Command Packet (52: E30000000000000000000000...  244byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
373 7:29:41PM.150969875 @ EL ATT Notification Packet (48: 2C 00000000 00000000000000000... 244byt... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
492 7:29:42PM. 119950 250 @ & ATT Write Command Packet (52: E40000000000000000000000... 244byt... Master: "dle” 55:66:77:00:91:01 Slave: “dle” 55:66:77:00:91:02
500 7:29:42PM.150970 250 B E_ ATT Notification Packet (48: 2D 00 00 00 00 00 00 00 00 00 00 00000... 244byt... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
610 7:29:43PM.119950 625 @ 5 ATT Write Command Packet (52: ES 00 00 00 00 00 00 00 00 00 00 00 244byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
618 7:29:43PM. 150970 750 @ g ATT Notification Packet (48: 2E 00 00 00 00 00 00 00 0000 000000 00... 244byt... Slave: “dle” 55:66:77:00:91:02 Master: “dle” 55:66:77:00:91:01
729 7:29:44PM. 119951 125 @ [ ATT Write Command Packet (52: E6 00 00 000000000000000000... 244byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
734 7:29:44PM. 150971500 & E_ ATT Notification Packet (48: 2F 00 00 00 00 00 00 00 00 00 00 0000 00... 244byt... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
836 7:29:45PM. 119951875 @ £ ATT Write Command Packet (52: E70000000000000000000000... 244byt... Master: “dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
843 7:29:45PM. 150971875 @ £ ATT Notification Packet (48: 30 00 00 00 00 00 00 00 0000 000000 00... 244byt... Slave: “dle” 55:66:77:00:91:02 Master: “dle” 55:66:77:00:91:01
957 7:29:46PM. 119952375 @ [ ATT Write Command Packet (52: E8 00 00 000000000000 000000 ...  244byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
964 7:29:46PM. 150972125 ® ﬂ ATT Notification Packet (48: 31 00 00 00 00 00 00 00 00 00 00 0000 00... 244byt... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
1078 7:29:47PM, 119953000 @ ‘E. ATT Write Command Packet (52: E30000000000000000000000... 244byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
1085 7:29:47PM. 150972875 @ g ATT Notification Packet (48: 3200 00 00 00 00 00 00 0000 000000 00... 244byt... Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:01
1197 7:29:483PM. 119953125 @& ’E‘ ATT Write Command Packet (52: EA 00 00 00 00 0000 0000 00 00 00 ... 244byt... Master: "die” 55:66:77:00:91:01 Slave: “die” 55:66:77:00:91:02
1205 7:29:48PM.150973 250 @ £ ATT Notification Packet (48: 33 00 00 00 00 00 00 00 00 00 00 0000 00... 244byt... Slave: “dle” 55:66:77:00:91:02 Master: “die” 55:66:77:00:91:01
1317 7:29:49PM, 119954000 @ 5 ATT Write Command Packet (52: EB 00 00 0000 0000 0000000000 .., 244byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
1323 7:29:49PM. 150973750 @ EL ATT Notification Packet (48: 340000 00 00 00 00 00 00 00 00 0000 00... 244byt... Slave: "dle” 55:66:77:00:91:02 Master: “dle” 55:66:77:00:91:01
1434 7:29:50PM. 119954375 @ &) ATT Write Command Packet (52: EC0000000000000000000000... 244byt... Master: “dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02 hd

Figure 10.15: Master #1 Slave 933 WriteCmd # Notify
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T Telink
% BLE Zi&#E SDK A& Ff

BT DLE /NF MTU, BJAEEISERRR:

WY 250 4 Eg Al NOTUTCUON FACKET (5! 2U UUUU VU UUUU UUUU UUUUUUUU UU U... 299 DYL.. Siave: O 35:00!//U0Y1UL MBSTer: gie 53:00://:UU:91:U
19950625 (= &, ATT Write Command Packet (52: E50000000000000000000000 ... 244byt... Master: “dle” 55:66:77:00:91:01 Slave: "dlie” 55:66:77:00:91:02
19950 625 = % L2CAP SDU (Basic, ATT) 247 byt... Master: "dle” 55:66:77:00:91:01 Slave: "dle” 55:66:77:00:91:02
19950 625 = % L2CAP B-Frame ( ATT) 247byt... Master: "dle” 55:66:77:00:91:01 Slave: "die” 55:66:77:00:91:02
19950 625 # g Start/Complete LE-U Transfer 200 byt.,. Master: "dle” 55:66:77:00:91:01 Slave: "die” 55:66:77:00:91:02
£ Continuation LE-U Transfer : "dle” 55:66:77:00:91:01 : "dle” 55:66:77:00:91:02

0970750 @ Ee ATT Notification Packet (48: 2E 00 00 00 00 00 00 00 00 00 00 00 00 00... 244byt.. Slave: "dle” 55:66:77:00:91:02 Master: "dle” 55:66:77:00:91:0:

Figure 10.16: 9 E%i%

10.6 feature_smp

« IhEE: BLE SMP (Security Manager Protocol) T8E& o
- TEFEH: BO1 FAIR x 2

A Telink B91 BLE Multiple Connection SDK J3fl, & FEMI37E eagle_ble_sdk/vendor/B91_feature/fea-
ture_smp F, TEEEH eagle_ble_sdk/vendor/B91_feature/feature_config.h FHIENX :

#define FEATURE_TEST_MODE TEST_SMP

FECEX B RS, ZRIA Slave #1 Master B9 SMP THEEIIAfERE,
WEA:
MHBHFEERSMP T2 MEBRE, NAEERFP S %, 7 feature_smp/app_config.h A E X
SMP_TEST_MODE %, AFP{NHEHRIZENE X RELIMAEIZEE R ER .

(2) ECE SMP HBXE#ES, WNR Master # Slave ECEAERE, NEARHEEH AP, HNRARE, NIZBES
fEF® _master/_slave GBI APl, ERAEHRAT AERF BEEREHITMIX, 3 SMP INEFE[ENE
™, ERWEEEN APl

(3) AHEMERMKR, KBHMANT LED IERITHNETR, EXWTF:
a) &8 ON: Master connected; OFF: Master disconnected.

b) £Ifs: ON: Slave connected; OFF: Slave disconnected.

Bt
(B

: ON: Pair Succeeded; OFF: Disconnected, &7 Pair IEth A=,
d) Bfa: ON: Encryption succeeded; OFF: Disconnected.

(4) NAEARPIER, KBFEIAER GPIO BB O DEBUG ATV Log, i PAO(TX) IZFIERIEH
B NER L, EREECE N 1152000

(5) &3 Security Connections BYEEXI AT, EK MTU>=65,

10.6.1 Slave #1 Master AR {ERE SMP

XM Slave # Master B9 SMP THEERNER, 1L feature_smp/app_config.h FREX (FAIA):
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vl Telink
' % BLE Zi&#E SDK A& Ff

#define SMP_TEST _MODE SMP_TEST_NOT_SUPPORT

YRiF B91_feature, 93IEFE /eagle_ble_sdk/B91_feature/output/B91_feature.bin Bl M kIR, EZES

—M&IR (1E7 Master) BUIRSE Sw4 (Bohi%i), AIUEIIR N AAIRD IS TRITHLLT, KREEZRK
Ih:

Iave Master

Figure 10.17: SMP 2k8ERT Slave # Master EZAIN

mesnT:

%+ Welcome BR/EDR Overview ' Low Energy Overview 4b x
W ~ | Protocol: Single + |All layers | ¢ & - g . 3 items displayed Search + |lg
Packet# v Time v ltem ~ Pay.. v Transmitter v
13 2:34:02PM.008 018 250 ® 4’ Connectable ("smp" 55:66:77:00:91:01, 10 Scanners, 6.06s) M aSte r Master: "smp” 55:66:77:
17 2:34:02PM.011 137875 # D Connectable ("smp” 55:66:77:00:91:02, Initiator "smp" 55:66:77:00:91:01, 8 Scanners, 3.23s) S | ave Master: "smp” 55:66:77:
4369 2:34:05PM. 256 641 375 [ - " EmptyLE Packets (x 182, 2.815) Master: “smp” 55:66:77:
< Connected >
Instant Timing X
k D ETv origin: 0.52 s ~ span: 507 s + ||Bluetooth |~ WiFi HCI WCI WPAN Logicf/Misc -  Display ~ Logic inputs Lk |
Wireless P ,
cmermmarsson] 1110000000 MABEREALL I L 000 L AL A
gt sso 092 |y 11114 D S|aye

Figure 10.18: SMP 2K8EBY Slave #ll Master IR INHIINE
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T Telink
% BLE Zi&#E SDK A& Ff

TERDHNATIE, BILERRE, {F7 Master BNEEIERT
5BA:

VIR PRE &Y appMaxSlaveNum I&ER 1, ¥ currentMaxSlaveNum 5 appMaxSlaveNum 18E8Y, S
e 48, MREFLBRIUEER, HAT %, BB TSEH:

blc_ll_setMaxConnectionNuﬂaerI[ 1, B}I ;

blc 11 setAclConnMaxOctetsNumber (ACL CONN MAX [

Figure 10.19: 1224 appMaxSlaveNum

.
MM e T
‘ﬁ‘ Welcome BR/EDR Qverview Low Energy Overview 4
¥ ~ | Protocol: Single ~ || All layers | « - 4 items displayed Search ~
Packet # v  Time v ltem v Pay.. v Transmitter
18 2:21:11PM.013 046 625 @3’ Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, 9 Scanners, 2.38 5) S I ave Master: "smp” 553
47 2:21:11PM.036 219 875 4 ‘T‘ Connectable ("smp™ 55:66:77:00:91:01, 10 Scanners, 5.56 s) M a Ste r Master: “smp” 55:i
3037 2:21:13PM.412 968 250 4 -« Empty LE Packets (x 206, 3.195) Master: "smp™ 55:1
3053 2:21:13PM.422 411625 &

‘1’ Connectable ("smp™ 55:66:77:00:91:02, 9 Scanners, 3.18 5) S | ave Master: “smp” 55/

. Connected

Instant Timing 1
R Q@ ]F- | origin: 1425 - span: 2025 - [Bluetooth |- WiFi HCI WCI WPAN Lfgic Misc - | Display - | Logic inputs &
Wireless | %

"Smp" 55166177:00:31102 | S I ave

“smp" 55166:77:00:91:01 I

Crt1rMasten | ir o wilinin

Figure 10.20: appMaxSlaveNum>1 ZE# R IAIIME

10.6.2 {X{EEE Slave SMP
¥ Slave f#8E SMP IHEERTEY R, ZBETRH1E feature_smp/app_config.h REN :

#define SMP_TEST_MODE SMP_TEST_ONLY_SLAVE

YRi¥ B91_feature, 5IJEF /eagle_ble_sdk/B91_feature/output/B91_feature.bin FIW P AIRF, REF
— &R (B Master) BUIRE SW4 (Bani&ER) , MITR LR, MWAHIFERE SMP —%, E@IIMER]
LER, XBEZTENEER Slave KX Security Request, {EHTF Master A% # SMP, Mater FA& (o]
g, WTE:
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T Telink
% BLE Zi&#E SDK A& Ff

&% Welcome | BR/EDR Overview ' Low Energy Overview ibx
¥ ~ | Protocol: Single ~ [All layers | « & @ P 4 items displayed Search ~

Packet# v Time v ltem

¥

v Transmitter v Pay.. v Receiver %
1 3:57:19 PM.-000 130 500 # 4’ Connectable ("smp"” 55:66:77:00:91:01, Initiator "smp" 55:66:77:00:91:02,... Master: "smp” 55:66:77:00:91:01 Slave: "smp" 55:66:77:00:
15 3:57:20 PM.007 679 750 4-,"!" Connectable ("smp” 55:66:77:00:91:02, 17 Scanners, 31.5s) Master: “smp™ 55:66:77:00:91:02 Slave: "Scanning Device”
37317 3:57:45PM.449 531 250 [ + ‘1—3‘_ SMP Security Reguest gundmg) Mlsmp' 55:66:77:00:91:01 2bytes... Master: "smp” 55:66:77:00
37371 3:57:45 PM.480 092 875 & " Empty LE Packets (x 337, Lretry, 6.03s) Master: "smp” 55:66:77:00:91:02 Slave: "smp” 55:66:77:00:¢

Figure 10.21: 1 Slave SMP BJi &
WiEA:
MNERAFAREHE Slave BINEZEG A Security Request, NIE#IBMLAIBHRRM (BHERE)

blc_smp_configSecurityRequestSending( SecReq_NOT_SEND, SecReq_NOT_SEND, 0);
Z API {X¥13T Slave (RE Slave && Security Request) , EILLARTFETERLR N _master/_slave BIFER AP,

10.6.3 {XfEEE Master SMP
{¥ Master fE8E SMP IHEERSRYE R, 1ZERETE feature_smp/app_config.h RENX :

#define SMP_TEST _MODE SMP_TEST_ONLY MASTER

“RiE BO1_feature, 3IER /eagle_ble_sdk/B91 feature/output/B91_feature.bin EIF M AR, REH
— I ARIR (FE/ Master) BUIRE sw4 (BohiER) , MITRLEE, FMINAGIHRERE sSMP —#, EEIME
AIUEE, XBZTEILEREG Master &% Pairing Request, {BHTF Slave A3z SMP, Slave [E1E Pairing

Failed, Error Code XMz ZE SDK HRIE N E PAIRING_FAIL_REASON_PAIRING_NOT_SUPPORTED, #MEMT
= :

Low Energy Overview
¥ ~ | Protocol: Single ~ - d § 12 items displayed Search
Packet # v Time v ltem v Transmitter v
1 11:24:55 AM.005 276 000 # ‘1" Connectable ("smp” 55:66:77:00:91:02, Initiator "smp" 55:66:77:00:91:01, 11.4s) Master: "smp” 55:66:77:00:91:02
791 11:25:04 AM.071 108 125 #,1" Connectable ("smp” 55:66:77:00:91:01, 42.75) Master: "smp” 55:66:77:00:91:01
1203 11:25:06 AM. 415 347 625 + E, SMP Pairing Request (No Input No Output, Bonding, EncKey | IdKey, EncKey | IdKey) Master: "smp” 55:66:77:00:91:01
1208 11:25:06 AM. 446 367 625 @ g_ SMP Pairing Failed (Pairing Not Supported) Slave: "smp"” 55:66:77:00:91:02
1214 11:25:06 AM.477 388 500 # - & Empty LE Packets (x 679, 28 retries, 125) Master: "smp” 55:66:77:00:91:01

Figure 10.22: {¥ Master SMP FY{llE

10.6.4 Legacy Just Works

Master # Slave {£8E SMP IhiE, LA Legacy Just Works 75 BRI HYE R, 2B N me X feature_smp/app_config.h
FRENX:

#define SMP_TEST _MODE SMP_TEST LEGACY_JUST_WORKS
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“Ri¥ B91_feature, 95IER /eagle_ble_sdk/B91_feature/output/B91_feature.bin BIWPMFAIRF, KREF
—MFEMR (157 Master) B3R sw4 (BohiER), EEMINGE, AIUEE Master =B, 5. BT,
Slave R£I. Hfa. EE&IT, KFRITHE Pair BTN, MEWT:

P.. v Time v Item v Transmitter ~  Payl.. v 2
4 3:04:02PM.003 471875 # 1" Connectable ("smp™ 55:66:77:00:91:01, 5 Scanners, 48 s) Master: “smp” 55:66:77:00:91:01
854 3:04:06 PM.082 387 125 %4’ Connectable ("smp” 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, 4 Scanners, 2.38 5) Master: "smp” 55:66:77:00:91:02
1606 3:04:08 PM.478 718 875 & f‘“ SMP Pairing Request (No Input No Output, Bonding, EncKey | IdKey, EncKey | IdKey) Master: "smp” 55:66:77:00:91:01  7bytes ...
1607 3:04:08 PM.509 826 250 @ ']3'_ SMP Security Request (Bonding) Slave: "smp” 55:66:77:00:91:02 2bytes ...
9. SMP Pairing Response (No Input No Output, Bonding, It ~EncKey | IdKey, Rsp~EncKey | IdKey) Slave: "smp"” 55:66:77:00:91:02
1619 3:04:08 PM.541219250 @ ‘[?,. SMP Pairing Confirm (C=~ESAOD0A3:13196DC 1:251D7A6D:9C413836) Master: "smp” 55:66:77:00:91:01  17byte. ..
1632 3:04.08PM.572238875 & & SMP Pairing Confirm (Cb =37CB4CBC: 722C5B6A:C7833FED: 731711D2) Slave: "smp" 55:66:77:00:91:02 17byte...
1641 3:04:08 PM.603 718875 @ r[_)“ SMP Pairing Random (| 47132D6A:8F9B4F69:E0BCB4D9:97A9515C) Master: "smp” 55:66:77:00:91:01 17byte...
1651 3:04:08PM.634739 125 & (]}- SMP Pairing Random (1o =CE2B5F9 1:EACID347: 54F 2040F : 45EEDDCA) Slave: "smp” 55:66:77:00:91:02 17byte...
1657 3:04:08 PM.666 219 250 @ &g LLCP Encryption Request ( 0x0000000000000000, 0x0000, Ox4FCOE6552EFCS7... | Master: "smp”™ 55:66:77:00:91:01  23byte...
1664 3:04:08 PM.697 239 250 ® &g LLCP Encryption Response (; OxEACAEF93276E5AES, 0xB0DEC572) Slave: "smp® 55:66:77:00:91:02 13 byte...
1'690 3:04:08 PM.790 989 125 ¥ &g LLCP Start Encryption Request Slave: "smp” 55:66:77:00:91:02 1byte (...
1699 3:04:08 PM.822 469 375 [# &g LLCP Start Encryption Response Master: "smp” 55:66:77:00:91:01 1byte (...
1713 3:04:08 PM.853 489 250 @ &g LLCP Start Encryption Response Slave: "smp™ 55:66:77:00:91:02 1byte (...
1728 3:04:08PM.915989375 @ ﬁ?‘_ SMP Encryption Information ( 9B7EDAC4:BFICB612:0 1A7515A: 10BB3SIF) Slave: "smp" 55:66:77:00:91:02 17byte...
1742 3:04:08 PM.978489 750 = ru)‘_ SMP Master Identification (i 0x6384, 0x22A540EEEECF6798) Slave: "smp™ 55:66:77:00:91:02 11byte...
1758 3:04:09PM,040 989625 @ @._ SMP Identity Information ( A3B086D3:459694CF: 7A 1C228E:6FD8D393) Slave: "smp™ 55:66:77:00:91:02 17byte...
1777 3:04:09PM. 103489625 & @, SMP Identity Address Information (¢ 55:66:77:00:91:02) Slave: "smp” 55:66:77:00:91:02 8bytes ...
1788 3:04:09PM. 134969875 @ ‘f’b SMP Encryption Information ( 1246783F:DACE1A3C:BSESE 18C:C2FCO409) Master: “smp” 55:66:77:00:91:01 17byte...
1804 3:04:09PM. 166 219875 & 'R‘ SMP Master Identification (i OxDSE2, OxFDE22565FD06CBBC) Master: "smp” 55:66:77:00:91:01 11byte...
1813 3:04:09PM, 197469875 @ ﬂ’ SMP Identity Information () A728C802: 7FC864DC:FF9555DC:87B 7B5F8) Master: "smp” 55:66:77:00:91:01 17byte...
1826 3:04:09 PM.228 720 000 & ﬂ, SMP Identity Address Information (¢ 55:66:77:00:91:01) Master: "smp” 55:66:77:00:91:01 8 bytes ...
1827 3:04:09PM.229077375 @ _<_" Empty LE Packets (x 854, 136 retries, 15.55) Slave: "smp” 55:66:77:00:91:02

Figure 10.23: Legacy Just Works BYTIE

ILLBS#Z Master 3 Slave FF&IR_ERY SW1 IRBLATF AIREFH LB, HTF Master FRETIEL Pair iR Slave
BESEEEE (BEERARBE master_auto_connect TE), aAlUEBERNTRKZEXIZIZ TR, BEX—
REGRITEES, FRABERE Pair Hif2, BiEET LTK EMNZ R,

WA

B, FNEEREHEERIZ, MAFE Master 1 Slave EEFr EEBREIEBT Pair ife, REE Master
8 Slave EFE—7 M Bonding Flag B/ 0 BNA], XBLLH I E:

« 53k 10 TEVISAILECE Security Parameters BUEBYIE Bonding Flag B 0o LA Slave Affl (BRINER
=) :

blc_smp_setSecurityParameters_slave(Non_Bondable_Mode, 0, LE_Legacy_Pairing, 0, 0,
<, I0_CAPABILITY_NO_INPUT_NO_OUTPUT);

XEBIGET Slave M bonding_mode 9 Non-Bondable mode, EAi&E ) Just Works BRIAECE, Master
imEIE. ARFEAZ API, FERIAETE blc_gap_init() AT Slave Ml Master i & SecurityParameters BI¥1%4
&:

mode_level = Unauthenticated_Pairing_with_Encryption;
bond_mode = Bondable_Mode;

MITM_en = 0O;
method = LE_Legacy_Pairing;
00B_en = 0;

keyPress_en = 0;
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{oCapablility = I0O_CAPABILITY_NO_INPUT_NO_OUTPUT;
ecdh_debug_mode = non_debug_mode;

passKeyEntryDftTK = 0;

BHEZ APl 2|5, TE Pair B, &% Slave [BE 1 Pairing Response #fY Bonding Flags=0, iX#¥ Master I
Slave FAEBA M Bonding, LR ASBEITEBTETE Flash 1, X Master T Slave IREERZE

AR R, HAARRIL:

¥ = | Protocol: Single + [JAINIayers | + ¥ == & |f A P 24 items displayed
P.. ~ Time v Item
1 1:58:13PM.015847 375 &1’ Connectable ("smp” 55:66:77:00:91:02, Initiator "smp™ 55:66:77:00:91:01, Scanner 01:33:66:66:6...
3 1:58:13PM.026 066625 (3, “" Connectable ('smp” 55:66:77:00:91:01, 2 Scanners, 20 5)
420 1:58:15PM. 477682000 & '12, SMP Pairing Request (No Input No Qutput, Bonding, EncKey | IdKey,
421 1:58:15PM.508 789625 & ﬁ_ SMP Security Request (No Bonding) N

1:58:15PM.509 298 250 | T SMP Pairing Response (No Input No Outpu’, No Bonding,
P

1:58:15PM.540 181750 & (R’ SMP Pairing Confirm (Ca =91E9A406:BDFAAST el
436 1:58:15PM.571201875 @ [ SMP Pairing Confirm (
441 1:58:15PM.602682375 & (& SMP Pairing Random (
46 1:58:15PM.633 702000 @ & SMP Pairing Random (
452 1:58:15PM.665 182625 # &3 LLCP Encryption Request
459 1:58:15PM.696 202500 (¥ S LLCP Encryption Response (
475 1:58:15PM.789 952500 (# &g LLCP Start Encryption Request
481 1:58:15PM.821432 250 @ &g LLCP Start Encryption Response
487 1:58:15PM.852452375 %, LLCP Start Encryption Response
495 1:58:15PM.914952375 @ 3. SMP Encryption Information (
507 1:58:15PM.977452625 ®© E_ SMP Master Identification ( =0xB495, =0P05DD20AD4BAT7254)
517 1:58:16 PM.039 952625 @ ?‘_ SMP Identity Information (17 =A3B086D3:459694(F: 7A 1C228E:6FD8D393)
527 1:58:16 PM. 102452750 @ ']’3:, SMP Identity Address Information (EDADDR =55:66[7:00:91:02)
533 1:58:16PM. 133933375 & % SMP Encryption Information ( 69B82ED8A:D44DigD
540 1:58:16 PM. 165 183500 & ﬁl SMP Master Identification ( =0x8F06, =0xiA4EBBF830ED 36FD)
547 1:58:16PM.196 433000 © ﬁ?“ SMP Identity Information (171 =A728C802: 7FC864Cj :FF9555DC:8 7B 7B5F8)
553 1:58:16 PM.227683250 @ '{2. SMP Identity Address Information (50 ADDR =55:66:
554 1:58:16 PM.228 040 125 # ~* Empty LE Packets (x 524, 1retry, 8.195)

=3CE7B8DF:8118ECAD:0HB014C9:926D7222)

COB8A439:48729E06: 299EDADC: ASDIZ2ETD)
d=0x000000000000Q000, E01V=0x0000, SKD
= =0x9FDBCAB7D6BSF 13A,

EncKey | IdKey,
070:A38B9B53)
7FCCCY3C: 1CC213CC:AI2BB9F 2:C47B380 1)

95EDF 16C: 1D27§B53: 7CCB8 189:F08C7B28)

8:51E5419C:C7382777)

Endkey | IdKey)

=0x338322B0D62E5A. ..
==0x3FE0 1BAD)

2182 1:58:28 PM, 415 497 iJO # 4 Connectable ("smp” 55:66:77:00:91:02, Scanner 01:33:66:66:66:66, 4.6 5)

J

~  Transmitter v

Master: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: ‘s’rp' 55:66:77:00:91:02
Slave: "

Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp™ 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:02

Figure 10.24: Legacy Just Works Slave NoBonding B9#TE

Payl... v

,

Searcl

7bytes ...
2bytes ...

17 byte...
17 byte...
17 byte...
17 byte...
23byte...
13byte...
1byte (...
1byte (...
1byte (...
17 byte...
11byte...
17 byte...

8bytes ...

17byte...
11byte...
17byte...

8bytes ...

EREREEHEE

FE 2. TEFIMRECE Security Parameters BIEIBYEIHEZE Bonding Mode, LA Master Afjl:

blc_smp_setBondingMode_master(Non_Bondable_Mode);

XEBIGET Master imfY bonding_mode /3 Non-Bondable mode, Slave imEIE, MBI UBRIMEM RS

& 18R
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P.. v Time v ltem v Transmitter ~  Payl.. v
2 3:37:25PM.018 833 750 Lﬂ”!‘J Connectable ("smp” 55:66:77:00:91:02, Initiator "smp™ 55:66:77:00:91:01, 3 Scanners, 6.48 s) Master: "smp” 55:66:77:00:91:02
143 3:37:25PM.693 662750 & c'iﬂ Connectable ("smp” 55:66:77:00:91:01, 2 Scanaats, 26 s) mlass smp” 55:66:77:00:91:01

3:37:31PM.514 784 000 SMP Pairing Request (No Input No Outg Jt, No Bonding, EncKey | IdKey, EncKey | IdKey) Master: "sr 3" 55:66:77:00:91:01
R

e —

1913 3:37:31PM,515 102500 & ﬁl SMP Security Request (Bonding) ave: smp” 55:66:77:00:91:02 2bytes ...
1923 3:37:31PM.545803500 & ﬁ_ SMP Pairing Response (No Input No Outpyt, Bonding, Int=EncKey | 1dKey, Rsp=EncKey | IdKey) Slave: "smp” 55:66:77:00:91:02 7 bytes ...
1933 3:37:31PM.577 284125 & (R. SMP Pairing Confirm (= =56D 78958 7477588 1:E5879A 28: 3ECBDCEE) Master: "smp” 55:66:77:00:91:01 17 byte...
1945 3:37:31PM.608 304 125 = E, SMP Pairing Confirm (b =42FCACSD:F4(B9E48:F 56009EF :8C49524C) Slave: "smp” 55:66:77:00:91:02 17 byte...
1953 3:37:31PM.639 783625 ® Q‘ SMP Pairing Random (2 =D44F9EAF:DE$64E21:FAT20829: 573DCE00) Master: "smp” 55:66:77:00:91:01 17 byte...
1'960 3:37:31PM.670804 250 = ﬁ_ SMP Pairing Random (| 9A27A076:BOCISABY: 2FB268C5: 533EB5F5) Slave: "smp” 55:66:77:00:91:02 17 byte...
1'968 3:37:31PM.702 283 750 EIE'-Q LLCP Encryption Request (nd =0x00 0000000000, ECTV =0x0000, SKDm=0x6E54C2DDCT142F... Master: "smp” 55:66:77:00:91:01  23byte...
1977  3:37:31PM,733303750 (#©g LLCP Encryption Response (5+Ds=0x5§343A448A04C40C, [Vs=0x1961039E) Slave: "smp” 55:66:77:00:91:02 13byte...

2006 3:37:31PM.827054 125 ® &g LLCP Start Encryption Request
2015 3:37:31PM.858 534250 (¥ &g LLCP Start Encryption Response
2025 3:37:31PM.889 554250 & @-g LLCP Start Encryption Response
2045 3:37:31PM, 952054375 ® ﬁ?‘_ SMP Enaryption Information (

Slave: "smp” 55:66:77:00:91:02 1byte (...
Master: "smp” 55:66:77:00:91:01 1byte (...
Slave: "smp” 55:66:77:00:91:02 1byte (...
523:E59CCFDC: JAE73D90:066BE0A3) Slave: "smp™ 55:66:77:00:91:02 17 byte...

2064 3:37:32PM.014 554 125 ® ?._ SMP Master Identification ( =0 =0x612AFD78AD76F044) Slave: "smp” 55:66:77:00:91:02 11 byte...
2087 3:37:32PM.077054375 & ﬁ_ SMP Identity Information (171 ~A38l86D9:459694CF: 7A 1C228E:6FD8D393) Slave: "smp® 55:66:77:00:91:02 17 byte...
2099 3:37:32PM.139 554625 & ﬁ, SMP Identity Address Information (§0AD0R =55:66:77:00:91:02) Slave: "smp” 55:66:77:00:91:02 8bytes ...
2109 3:37:32PM, 171034750 @ R., SMP Encryption Information ( 1ACBFA:5B131B74:AF275E7C:02689355) Master: "smp” 55:66:77:00:91:01 17 byte...
2120 3:37:32PM. 202285125 ® @, SMP Master Identification (¢ =(205A, ~0x1017CF647 1C8 19AE) Master: “smp” 55:66:77:00:91:01  1lbyte...
2133 3:37:32PM.233 534875 @ ‘R‘ SMP Identity Information (17K =A 802: 7FC864DC:FF95550C: 878 /B5F8) Master: "smp" 55:66:77:00:91:01 17 byte...
2143 3:37:32PM.264 784875 & R, SMP Identity Address Informatiogl(=0 ADDR =55:66:77:00:91:01) Master: "smp” 55:66:77:00:91:01 8bytes ...
7144 3:37:32PM.265 142000 @ & Empty LE Packets (x 1143, 101 Tetries, 19.45) Slave: "smp” 55:66:77:00:91:02

6897 3:37:48 PM.811 728 8?5[ ® ‘¢’ Connectable ("smp” 55:66:77:00:91:02, Scanner 01:33:66:66:66:66, 2.89 5) I Master: “smp” 55:66:77:00:91:02

iR BN LHEIREEnEIE

Figure 10.25: Legacy Just Works Master NoBonding BI#lIE

10.6.5 Secure Connections Just Works

Master # Slave fE8E SMP IhEE, LA Secure Connections Just Works 73 TV ER X BB RRo %R B 7E feature_smp/
app_config.h FAENX :

#define SMP_TEST_MODE SMP_TEST_SC_JUST_WORKS

“Ri¥ B91_feature, 95IEF /eagle_ble_sdk/B91_feature/output/B91_feature.bin BIWPMFAIRF, REF
— I FEMR (157 Master) B3R sw4 (BohiER), EEMINGE, AIUEEI Master R EB. . BT,
Slave =4I, B, HEEIT, AKRIE Pair K0, MBWT:
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¥ - | Protocol: Single - - P § 9 & 5

22 items displayed

Search =~ |(g

P.. v Time v Item v~ Transmitter ~ Payl.. v
1 2:17:00PM.001633375 &Y’ Connectable (smp” 55:66:77:00:91:01, 4 Scanners, 1.2 min) Master: "smp” 55:66:77:00:91:01

3485 2:17:12PM.025 461500  ®,1" Connectable ("smp” 55:66:77:00:91:02, 6 Scanners, 1.22 min) Master: "smp” 55:66:77:00:91:02

25580  2:18:11PM.751339875 @ ), SMP Pairing Request (No Input No Output, Bonding, SC, Int-EncKey | IdKey, =p -EncKey | IdKey) Master: "smp” 55:66:77:00:91:02  7bytes ...
25581 2:1B:11PM.751659875 @ ﬁ}._ SMP Security Request (Bonding, SC) Slave: "smp” 55:66:77:00:91:01 2bytes ...
25594 2:18:11PM.782359625 @ [ SMP Pairing Response (No Input No Output, Bonding, SC, Int=IdKey, 7so-IdKey) Slave: "smp” 55:66:77:00:91:01 Tbytes ...
25616  2:18:11PM.B45089625 @ @, SMP Pairing Public Key ( ~6E68CAAS: 2BCCE737:5DCTC2B4:F7FC2EDC:02ECE260: IF4EE52A:CIFC...  Master: "smp” 55:66:77:00:91:02  65byte...
25635 2:18:11PM.876 109375 @& @., SMP Pairing Public Key (Debug Key, ' =20B003D2:F297BE 2C: SE2C83A7:E9FOASE9:EFF49111:ACF4...  Slave: "smp” 55:66:77:00:91:01 65 byte...
25641 2:18:11PM.878042875 @ @‘_ SMP Pairing Confirm (Cb ~A2ADCA40:512D4211: IDF9CASE:C744EE20) Slave: "smp” 55:66:77:00:91:01 17 byte...
25'655 2:18:11PM.907589375 & (L?Q SMP Pairing Random (/= = 7F6BC649:E9C58314: 448866 79: ATEGOAEF) Master: "smp” 55:66:77:00:91:02 17byte...
25677 2:18:11PM.969859 125 & ?., SMP Pairing Random (/b =F496717A: 21FEF931:80 ID51AC: A1282817) Slave: "smp” 55:66:77:00:91:01 17byte...
25698  2:18:12PM.032588750 Tﬂ’ SMP Pairing DH Key Check (C8B8199E9: 76 12DCBB: 34885696: 448A6BAA) Master: "smp” 55:66:77:00:91:02 17byte...
25710 2:18:12PM.063608500 @ ?‘, SMP Pairing DH Key Check (18D60413:878E48B4:D 1IF5CASA: SAC29FD3) Slave: "smp” 55:66:77:00:91:01 17byte...
25723  2:18:12PM.095088625 &g LLCP Encryption Request (Rrd =0x0000000000000000, EDIV =0x0000, SKDm =0x0D67C70CDFEDB1... Master: "smp” 55:66:77:00:91:02  23byte...
25734 2:18:12PM.126 108 500 # &g LLCP Encryption Response (. 0x6DC 1B2627C637CB7, [\==0xC6688A13) Slave: "smp” 55:66:77:00:91:01 13byte...
25768  2:18:12PM.219858 125 & &g LLCP Start Encryption Request Slave: "smp" 55:66:77:00:91:01 1byte (...
25777  2:18:12PM.251338000 & @ﬁ LLCP Start Encryption Response Master: "smp” 55:66:77:00:91:02 1byte (...
25790  2:18:12PM.282358000 # &g LLCP Start Encryption Response Slave: "smp” 55:66:77:00:91:01 1byte (...
25812  2:18:12PM.344857375 @ T SMP Identity Information {1 ~A728C802: FFCB64DC:FF9555DC: 878 7B5F8) Slave; "smp"” 55:66:77:00:91:01 17byte...
25830 2:18:12PM.407 357250 @ @‘_ SMP Identity Address Information (F0ADDR =55:66:77:00:91:01) Slave: “smp” 55:66:77:00:91:01 8bytes ...
25846 2:18:12PM.438837125 @ (L:’Q SMP Identity Information (I~ =A3B086D9:459694CF: 7A 1C228E:6FD8D393) Master: "smp” 55:66:77:00:91:02 17byte...
25855 2:18:12PM.470 087375 & @, SMP Identity Address Information (¢ 55:66:77:00:91:02) Master: "smp” 55:66:77:00:91:02 8 bytes ...
25856  2:18:12PM.470 445000 @& H.:‘ Empty LE Packets (x 785, 13 retries, 12.5s) Slave: "smp® 55:66:77:00:91:01

Figure 10.26: SC Just Works BJilE
*7F Debug Mode &ESMP BETi, AP AJLUIRIERREEENIN T =
Table 10.1: Debug Mode ERE %N
Master Slave Description

debug mode disabled
debug mode enabled

debug mode disabled

debug mode enabled
debug mode disabled

debug mode disabled

BRI E
MRS ETAEDEM
MZEHNEME TR AR

=

Slave debug mode enable + Master debug mode enable FIAAE B AR AIFRY, SHI SMP Pairing Failed
E LN

P.. ~ Time v ltem v Transmitter Payl... v
5 2:44:54PM.031 107250 @®,1" Connectable ("smp” 55:66:77:00:91:01, Initiator "smp™ 55:66:77:00:91:02, 7 Scanners, 17.1s) Master: "smp” 55:66:77:00:91:01

508 2:44:57PM.293 257000 @ 1’ Connectable ("smp” 55:66:77:00:91:02, 5 Scanners, 21.4s) Master: "smp” 55:66:77:00:91:02

5933 2:45:11PM, 136815750 & ﬁ]. SMP Pairing Request (No Input No Output, Bonding, SC, Int=EncKey | IdKey, =EncKey | IdKey) Master: “smp” 55:66:77:00:91:02  7bytes ...
5934 2:45:11PM. 137133250 & ﬁ?,_ SMP Security Request (Bonding, SC) Slave: "smp” 55:66:77:00:91:01 2bytes ...
5943 2:45:11PM.167835500 @ . SMP Pairing Response (No Input No Output, Bonding, SC, I =IdKey, Rso=IdKey) Slave: "smp” 55:66:77:00:91:01  7bytes...
5957 2:45:11PM. 199315625 & R, SMP Pairing Public Key (Debug Key, * =20B003D2:F297BE2C: SE2C83A7:E9F9A5B9:EFF4911 1:ACF4FDDB:... Master: "smp” 55:66:77:00:91:02  65byte...
5977 2:45:11PM.230335375 @ & SMP Pairing Public Key (Debug Key, » =20B003D2:F297BE2C: SE2C83A7:E9FASBY:EFF49111: ACF4FDDB:... Slave: "smp” 55:66:77:00:91:01 65byte...
5983 2:45:11PM.232264500 @& a_ SMP Pairing Confirm (Cb —33A26 14E: 2877C287:C295C 14D:8191735E) Slave: "smp® 55:66:77:00:91:01 17byte...
5993 2:45:11PM.261815500 @ %, SMP Pairing Failed (Invalid Parameters) Master: "smp” 55:66:77:00:91:02  2bytes...
5935 2:45:11PM.262 323625 @ ‘R,, SMP Pairing Failed (Unspecified Reason) Master: "smp” 55:66:77:00:91:02  2bytes...
5996 2:45:11PM. 262600 625 # ~ & Empty LE Packets (x 472, 1retry, 7.415) Slave: "smp” 55:66:77:00:91:01

Figure 10.27: Both DebugMode Pair Failed BI3ME
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void

blc_smp_setPairingMethods{ master/_slave}(pairing_methods_t method);

& E Secure Connection, LUBSHIL Public Key A€ 0 U1ER:

P.. v~ Time v ltem ~  Transmitter ~  Payl.. v
4 3:13:35PM.024392250 1% "!"‘ Connectable ("smp™ 55:66:77:00:91:01, Initiator "smp” 55:66:77:00:91:02, 3 Scanners, 26.1s) Master: "smp” 55:66:77:00:91:01

7 3:13:35PM.027956 875 @ “4” Connectable ("smp™ 55:66:77:00:91:02, 5 Scanners, 29.1s) Master: "smp” 55:66:77:00:91:02

8'265 3:14:01PM.138 787500 # ﬂ. SMP Pairing Request (No Input No Qutput, Bonding, 5C, Enckey | IdKey, EncKey | Idkey) Master; “smp” 55:66:77:00:91:02  7bytes...
8'266 3:14:01PM.139 106 250 # 'a_ SMP Security Request (Bonding, SC) Slave: "smp” 55:66:77:00:91:01 2bytes ...
8277 3:14:01PM. 160 807375 @ (i SMP Paii I nding, SC Idkey IdKey) Slave: "smp” 55:66:77:00:91:01 Tbytes ...
8291  3:14:01PM.201287250 G (Y} SMP Pairing Public Key (* ~00000000:00000000:00000000:00000000;00000000:00000000:00000000:00,.,  Mster: "smp” 55:66:77:00:91:02 65 byte...
8'307 3:14:01PM.232306 875 T, SMP Pairing Public Key (Debug Key, 20B003D2:F297BE2C: SE2C83A7:EQF9ASBY:EFF49111:ACF4FDDB:... Slave: "smp” 55:66:77:00:91:01 65 byte...
8313 3:14:01PM.234242000 & Q,_ SMP Pairing Confirm (Cb-83826038: 524EA 192:FD6C7DAB:FDIDDB15) Slave: "smp” 55:66:77:00:91:01 17byte...
8'326 3:14:01PM.263 787000 (® R’ SMP Pairing Random (| 73728B849:A0423073:D 1A2543F:D 1FF 1A06) Master: "smp” 55:66:77:00:91:02 17byte...
8338 3:14:01PM.294 806 750 & E_ SMP Pairing Failed (Invalid Parameters) Slave: "smp” 55:66:77:00:91:01 2bytes ...
8342 3:14:01PM.295 314250 @ ﬂ?,_ SMP Pairing Failed (Unspecified Reason) Slave: "smp” 55:66:77:00:91:01 2bytes ...
8'345 3:14:01PM.295821875 (& r]_;l_ SMP Pairing Random (| 7BCA1B3B:47C7BC7F:51029039:E67AEDO8) Slave: "smp” 55:66:77:00:91:01 17byte...
8'354 3:14:01PM.326 286 875 & 'R‘ SMP Pairing Failed (Invalid Parameters) Master: "smp” 55:66:77:00:91:02  2bytes...
8'357 3:14:01PM.326 794375 & & SMP Pairing Failed (Confirm Value Failed) Master: “smp” 55:66:77:00:91:02  2bytes...
8'359 3:1%:01PM.327071375 & ;’ Empty LE Packets (x 177, 2.785) Slave: "smp” 55:66:77:00:91:01

Figure 10.28: Publickey=0 BJilE

10.6.6 Legacy Passkey Entry MDSI

FRIFAUT AP (KEFRERAERE)

Master # Slave fE£8E SMP ThaE, LA Legacy Passkey Entry E2xt AT, @i MDSI A& IAYESR. MDSI 1€
3 Master(Initiator) Displays Slave(Responder) Inputs, X2 &ERH Input & Keyboard Input, fERZINEESE
7T feature_smp/app_config.h FENX:

#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY_ENTRY_MDSI

AN AR ME T M Responder I Passkey BV757%, XBETREEZIZEIIA Passkey 4 123456 AT,
BEENX:

#define PASSKEY_ENTRY_METHOD PASSKEY _ENTRY_BY_DEFAULT

/mi% B91_feature, 73ISR /eagle_ble_sdk/B91_feature/output/B91_feature.bin BIFE M &R, EEHH—
MEIR (fE/ Master) B93%5 sSw4 (BanER), EERINE, FIUEER Master R, Slave R4E, FH
WWEZENAG. BEEITHEESE, KKR-HF Pair I, BT (ERZDNERF Slave HIN Passkey)
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vl Telink 5 ; ~
#R/% BLE Zi&HE SDK AR FM
P.. ~ Time v ltem v Transmitter Vv Receiver ~
7:38:56 AM.017 320 250 (%, V!" Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, 4.99 s) Master: "smp" 55:66:77:00:91:02  Slave: "smp” 55:66:77:00:91:01
22 7:38:56 AM.245 404 500 @ ‘4’ Connectable ("smp” 55:66:77:00:91:01, 20.4s) Master: "smp” 55:66:77:00:91:01  Slave: "Scanning Device™
829 7:39:01 AM.031 142625 & ﬂ, SMP Pairing Request (Display Only, Bonding, MITM, EncKey | IdKey, EncKey | IdKey) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
830 7:39:01 AM.031461500 & 'Q‘_ SMP Security Request (Bonding, MITM) Slave: "smp" 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
834 7:39:01 AM.062 164 125 @ 9. SMP Pairing Response {Keyboard Only, Bonding, MITM, EncKey | IdKey, EncKey | IdKey) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
839 7:39:01 AM.093642 125 & ‘[?_, SMP Pairing Confirm (C==0BASOEF&: 59A 1A768:F639C5D7:022A7D7C) Master: "smp” 55:64:77:00:91:01  Slave: "smp” 55:66:77:00:91:02

7:39:01 AM.094 040 000 @ Empty LE Packets (x 412, 6.445)

Slave: "smp” 55:66: 77:00:91:/

Master: "smp” 55:66:77:00:91:01

1897 7:39:07 AM.530919375 & '—U’_ SMP Pairing Confirm (Cb=62554804:081CC38D:519B6ED2:D46C7112) Slave: "smp" 55:66:f7: H Master: "smp” 55:66:77:00:91:01
1903 7:39:07 AM.562 397 750 (® T;." SMP Pairing Random ( 40AF 1741:FD2B700C:97FC66DB: 08508D 58) Master: "smp" 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
1909 7:39:07 AM,593419875 ® la.. SMP Pairing Random (1 =F330447D:EEED 74E 5:C434F 3A6:F395063E) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1916 7:39:07 AM.624897625 @ &g LLCP Enaryption Request ( 0x0000000000000000, 0x0000, 0x68EB75150229EC31, Master: "smp” 55:66:77:00:91:01 Slave: "smp™ 55:66:77:00:91:02
1923 7:39:07 AM.655919 625 @ &g LLCP Encryption Response (. 0x 1B506FB7DDSD292E, 0x90BEAF02) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1938 7:39:07 AM.749669 875 [® &g LLCP Start Encryption Request Slave: "smp™ 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1944 7:39:07 AM.781 148000 @ &3 LLCP Start Encryption Response Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
1'950 7:39:07 AM.812 169 750 1 &g LLCP Start Encryption Response Slave: "smp" 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1960 7:39:07 AM.874670000 & 9‘_ SMP Encryption Information ( A6651128:BBB821B0:9 16 1A6F 3: AGC0536B) Slave: "smp” 55:66:77: Master: "smp” 55:66:77:00:91:01
1972 7:39:07 AM,937 170000 & @. SMP Master Identification (i 0xF673, 0x15DF9B 28D 1560546) Slave: "smp™ H Master: "smp” 55:66:77:00:91:01
1983 7:39:07 AM, 999670000 ® ‘[:"_ SMP Identity Information ( A3B08609:459694CF: 7A 1C 228E:6FDBD393) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1992 7:39:08 AM.062 170000 @ 9‘_ SMP Identity Address Information (; 55:66:77:00:91:02) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1999 7:39:08 AM.093648 125 @ ?;, SMP Encryption Information ( 15FA4214: A8 7E2559: C2A9338E: SDOSDSOE) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2007 7:39:08 AM. 124898 500 @ ﬁ, SMP Master Identification (; 0x246F, 0x0ADF 331C9DD870ED) Master: "smp” 55:66:77:00:91:01  Slave: "smp" 55:66:77:00:91:02
2014 7:39:08 AM. 156 148 500 @ ﬁ?,, SMP Identity Information () A728C802: 7FC864DC:FFI555DC:87B 7B5F8) Master: "smp" 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
2021  7:3%:08AM.187398250 'fl, SMP Identity Address Information (: 55:66:77:00:91:01) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2022 7:39:08 AM.187 755625 @ _¢.'. Empty LE Packets (x 541, 8.44s) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
< >

Figure 10.29: Legacy Passkey Entry MDSI BJ#IE

KIBPE BB FEA blc_smp_setDefaultPinCode() 3R 1& & Display & &M BN Passkey, XEIRE N
123456, IR EHIABIZIBAIREIIA Passkey, RHASHYVLAE K — 1+ # K] 000000-999999 B 6 fiL
Passkeyo

It R Input & & 7E main_loop F i blc_smp_isWaitingToSetTK() RIXB LA BT EFFTH AN
Passkey, HIXENE|ZE KRG, @T blc_smp_setTK_by_PasskeyEntry() 3 i& B Passkey, W5 Display
KBEIRBEWBIA Passkey HEF, FTEFE, 88 REE blc_smp_isWaitingToSetTK() B9 5 3K #i & B
blc_smp_setTK_by_PasskeyEntry() iIREH Passkey BT Ho

558, 7E app_host_event_callback() 1, H43REXE] GAP_EVT_SMP_TK_REQUEST_PASSKEY GAP E{+iEF
blc_smp_setTK_by_PasskeyEntry() tBA] AR INIZE Input 1%E&HI Passkeyo

10.6.7 Legacy Passkey Entry MISD

Master I Slave {88 SMP Ih&E, LA Legacy Passkey Entry BExi A=, i@id MISD 75743L B8V &E R, MISD 5 E—
MBS MDSI £, RERETRMBANIZEABEIRT, MISD K3 Master(Initiator) Inputs Slave(Responder)
Displays. fEFIZXINAEETE feature_smp/app_config.h HEN :

#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY_ENTRY_MISD

BB AR M T FRF Initiator 38\ Passkey BIF574, XEEEE UART BN Passkey 897574, BAMGEE
MMERAEK, SETEX:

#define PASSKEY_ENTRY_METHOD PASSKEY_ENTRY_MANUALLY

YRiE B91_feature, 3IEF /eagle_ble_sdk/B91_feature/output/B91_feature.bin EIF N AR, LAHEHS
— &M (FEF Master) B9 UART [ PD2(Tx), PD3(Rx) iZZIBME O E, BB KIFE 115200, 1% Master
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vl Telink
" % BLE Zi&#E SDK A& Ff

FFEMREIRSEE SW4 (Bohi&Eds) , EEMIGE, tILEE Master R EBLT, Slave RLLELT, LLET Slave BY
Log it Display Pincode, 5iaitHBIEIENE] Master BY UART &[0, SDK ERIAEBETA 30s, TTEIZESEIRNE
Passkey BINRLLD, AILAEE] SMP igdts:, . KEITHEESE, KKRITE Pair KIh, MBWT (GERSH
2 1ERF Master BN Passkey)

P~ Time v ltem ~  Transmitter v Receiver w
1 6:08:39PM.012992500 ¥’ Connectable ("smp” 55:66:77:00:91:01, Scanner 70:DC:AB:F7:A7:FC (Resolvable), 28.8 s) Master: "smp” 55:66:77:00:91:01  Slave: "Scanning Device"

4 6:08:39PM.018 719 375 #, Y’ Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, Scanner 70:DC:AB:F7:A7:F... Master: "smp” 55:66:77:00:91:02  Slave: "smp” 55:66:77:00:91:01
750 6:08:43PM,297 228625 @ fﬂ, SMP Pairing Request (Keyboard Only, Bonding, MITM, EncKey | IdKey, EncKey | IdKey) Master: "smp" 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
751 208: g 2 M je: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01

756 6:08:43PM.328 250 375 @ 9'_ SMP Pairing Response (Keyboard Display, Bonding, MITM, EncKey | IdKey, EncKey | IdKey) Slave: ™ " 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
761 6:08:43PM.359 271375 @ ¢ Empty LE Packets (x 924, 4 retries, 14.45) Master: "gnp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
3177 6:08:57PM. 797238375 & Tb SMP Pairing Confirm (C==C626E58E: 26428915:83824D2C:0CD3EF7A) Master: "gmp” 55:66:77:00:91:01  Slave: “smp® 55:66:77:00:91:02
3183 6:08:57PM.828260375 & 'ﬁ"_ SMP Pairing Confirm (' 17978F39:639F692C: 532DB687:A0AB2DA6) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3189 6:08:57PM.853 739000 & ?“ SMP Pairing Random (| CCOSCAFF: 1EE76639: SDEF99D5:8641F 3D5) Master: "smp” 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
3195 6:08:57 PM.890 760 625 & [E’. SMP Pairing Random (| 5178A0CC:F8A85D18:091318D 1:FA21786B) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3201 6:08:57PM.922 238 625 @ &g LLCP Encryption Request ( 0x0000000000000000, 0x0000, OxX7EAT876ET735A3C3, Master: "smp” 55:66:77:00:91:01 Slave: "smp” 55:66:77:00:91:02
3207 6:08:57PM.953 260 875 @ &g LLCP Encryption Response (. 0xC84BB63FF3758AD2, 0x2F 59F 10D) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3224 6:08:58 PM.047011250 @ &Q LLCP Start Encryption Request Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3230 6:08:58 PM.078 489 125 (# &3 LLCP Start Encryption Response Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
3236 6:08:58 PM.109 511125 i@ &g LLCP Start Encryption Response Slave: "smp" 55:66:77:00:91:02 Master: "smp" 55:66:77:00:91:01
3246 6:08:58 PM. 172010875 @ 9‘_ SMP Encryption Information ( 042DF599: ADFD084D:8C464D84: AF 742D 3E) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3257 6:08:58 PM.234 511000 ® @. SMP Master Identification (i 0x7B41, 0xFB223EEA324C7128) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3266  6:08:58PM.297011250 @ (. SMP Identity Information (7 =A3B086D9:459694CF; 7A 1C228E:6FDSD393) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3276 6:08:58 PM.359 511250 @ E_ SMP Identity Address Information (f 55:66:77:00:91:02) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
3282 6:08:58PM.390989 250 @ (L?‘ SMP Encryption Information ( 99CO9FAA:4BB2336C:08BACC0:DE 14A680) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
3290 6:08:58 PM.422 239000 & ﬂ, SMP Master Identification (; 0OxCA34, 0x2C2907786762F 5D4) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
3298 6:08:58 PM, 453489 500 @ fﬂ. SMP Identity Information ( A728C802: 7FC864DC:FFa555DC:878 7B5F8) Master: “smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
3305 6:08:58 PM.484 739375 & '[l SMP Identity Address Information (f 55:66:77:00:91:01) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
3306 6:08:58 PM.485096 500 # ‘4." Empty LE Packets (x 598, 9.34s) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
< >

Figure 10.30: Legacy Passkey Entry MISD HJ3IE

10.6.8 Legacy Passkey Entry Both Input

Master # Slave f8E SMP Ih&E, LA Legacy Passkey Entry E2xf /AT, i@id Both Input A7ELMAYE TR, Both
Input AN EHEAFENSHAERA Pincode RS, ERIZINEETETE feature_smp/app_config.h FAZE
X:

#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY_ENTRY_BOTH_INPUT

ENIShIRH T M Passkey A, XBIETREEZIREZIA Passkey 77 123456 BIA T, SEEN:

#define PASSKEY_ENTRY_METHOD PASSKEY_ENTRY_BY _DEFAULT

/%1% B91_feature, 9BIEFE /eagle_ble_sdk/B91_feature/output/B91_feature.bin EIm M ki, ZEHE
— M F&IR (fE7 Master) BY3RHE sSw4 (Bohi&E), EEMINGE, AIUEE Master RERIT, Slave =4IT, 2
BNMEZENAR. BRITRUSE, AR ZF Pair LN, MEBWNT (ERIDAZFWAMAN Passkey) ©
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i Telink

%)% BLE &i&

1 SDK FAFM

P.. ~ Time v ltem Transmitter Vv Receiver ~
1 12:37:08 PM.001 769 750 Iﬂ”!'I Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, 1.65s) Master: "smp" 55:66:77:00:91:02  Slave: "smp” 55:66:77:00:91:01
4 12:37:08 PM.005029 125 @ ‘4’ Connectable ("smp” 55:66:77:00:91:01, 15.65) Master: "smp” 55:66:77:00:91:01  Slave: "Scanning Device"

318 12:37:09 PM.668 638 125 & ﬂ, SMP Pairing Request (Keyboard Only, Bonding, MITM, Enckey | Idkey, EncKey | IdKey) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
319 12:37:09 PM.668 957 750 & 9,_ SMP Security Request (Bonding, MITM) Slave: "smp" 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
327 12:37:09 PM.699 660 125 & E’. SMP Pairing Response {Keyboard Only, Bonding, MITM, =EncKey | IdKey, ~EncKey | IdKey) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
331 12:37:09 PM.730 681 0‘ & - & Empty LE Packets (x 364, 5.665) ] Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
1302 12:37:15PM.387 391875 & ﬁl SMP Pairing Confirm (C 2 =F97DAD23: 70D9D0B0: 6FBEE 768: 4ABF 50FE) Master: "smp” 5§5:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
1303 12:37:15PM.387 788 ]EO # ¢ Empty LE Packets (x 252, 3.94s) Slave: "smp"” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1979 12:37:19PM.324666 000 & ﬁ?. SMP Pairing Confirm (! BE2A022C:C137F8E1:F2716704:035A8220) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1'986 12:37:19PM.356 143750 & f’;., SMP Pairing Random (1= =57509442:A216 76C 7:DB23D0F 7: A5BB46 16) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
1993 12:37:19PM.387 165625 & @, SMP Pairing Random (| S647EFBC:69CFC73A:D10786D 1: 18DACSSB) Slave: "smp" 55:66:77:00:91:02 Master: "smp" 55:66:77:00:91:01
1998 12:37:19PM.418 644000 @ &3 LLCP Encryption Request ( 0x0000000000000000, 0x0000, OxA324E72A74871E57, Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2004 12:37:19PM.449 665 750 & & LLCP Encryption Response (. 0xCD8SEBFO3B33A598B, Ox3C2FACH) Slave: "smp™ 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2019 12:37:19PM.543 415625 @ @ LLCP Start Encryption Request Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2029 12:37:19PM.574 893625 [© &g LLCP Start Encryption Response Master: "smp” 55:66:77:00:91:01  Slave: "smp" 55:66:77:00:91:02
2036 12:37:19PM.605 915875 @ &g LLCP Start Encryption Response Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2045 12:37:19PM.668 415750 & 9‘, SMP Encryption Information ( 0312BAES: 3C9A926F:8452D384: 9D8FI00E) Slave: "smp™ 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2054 12:37:19PM.730 915875 & ‘[:’,_ SMP Master Identification ( Ox8F2A, 0x906F 3ECOAESE4609) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2065 12:37:19PM.793 415750 & @‘_ SMP Identity Information (| A3B086D9:459694CF: 7A 1C228E:6FDBD393) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2079 12:37:19PM.855915875 & 9‘_ SMP Identity Address Information (t 55:66:77:00:91:02) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2084 12:37:19PM.B887 394 125 & ‘[2, SMP Encryption Information (. 0208C117:F7432392:8DC685A2:FOEE1343) Master: "smp” 55:66:77:00:91:01  Slave: "smp" 55:66:77:00:91:02
2090 12:37:19PM.918 644000 & ﬁ?,, SMP Master Identification ( 0x1051, 0x128943A4A065C5A9) Master: "smp" 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
2097  1237:19PM.949894250 f’;,, SMP Identity Information (17 ~A728C802:7FC864DC:FF9555DC:8787B5F8) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2104 12:37:19PM.981 144 125 & f’:‘ SMP Identity Address Information (50ADDR =55:66:77:00:91:01) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2105 12:37:19PM.981 501 125 & A—* Empty LE Packets (x 235, 3.66 5) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01

Figure 10.31: Legacy Passkey Entry Bothlnput BI#TIE

10.6.9 Secure Connections Passkey Entry

Master #1 Slave fEBE SMP IhAE, LA Secure Connections Passkey Entry A R BT AYE . 5 Legacy iy,
Secure Connections B9 Passkey Entry ILEZ A t1H MDSI. MISD. Both Input =M AR, ATEFRX
B, SRS Secure Connections T Passkey Entry B9 MISD AL By_Default 77355\ Passkey,
MDS!| #1 Bothinput A ZVE Manually 757N Passkeyo

« 3F MDSI, FE1E feature_smp/app_config.h FRITENX :

#define SMP_TEST_MODE SMP_TEST_SC_PASSKEY_ENTRY_MDSI

Passkey FUBINSEENX :

#define PASSKEY ENTRY_METHOD PASSKEY_ENTRY_MANUALLY

/miF B91_feature, 9BIEFE /eagle_ble_sdk/B91_feature/output/B91_feature.bin Bl M kiR, AHS
— N FF&IR (fEH Slave) BY UART O PD2(Tx), PD3(Rx) {ZZ|EEO L, BEERIFE 115200, BB —MFF
&R (fE/9 Master) HUIRSE SW4 (BuhiERR), EEEIGE, SJLUUEE Master REREBIT, Slave RO &I, It
BY Master B9 Log #aith Display Pincode, $&4aitHAYERTE 30s IEANZE Master BY UART &8, AJLUEE SMP i
Bdsr, B, BEeITESSE, KRITE Pair I, MBWT (F=EHDNER Slave HN Passkey)
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vl Telink

%)% BLE &i&

1 SDK FF & Ff

P.. > Time v
1 6:25:23 PM.000 271 000
5 6:25:23 PM.025 245 875
1580 6:25:31 PM. 296 809 000
1'581 6:25:31 PM. 297 129 000
1591 6:25:31 PM, 359 080 375
1597 6:25:31 PM. 390 558 250
1607 6:25:31 PM.421 580 125
1616 6:25:31PM.453 0358 125

M. 453 455 500

6:25:38PM.578 024875

2819

2830 6:25:38 PM.640 296 625
2842 6:25:38 PM.703 024 125
2848 6:25:38 PM, 734045 875
2855 6:25:38 PM. 765 524 375
2862 6:25:38 PM. 796 545 625
2868 6:25:38 PM.828 023 500
2874 6:25:38 PM.B59 045 375
2880 6:25:38 PM.890 523 375
2887 6:25:38 PM.921 545 125
2893 6:25:38 PM.953 022 875
2839 6:25:38 PM,984 044 875
2905 6:25:39 PM.015 522 750
2911 6:25:39 PM.046 544 625
2917 6:25:39PM.078 022 625
2923 6:25:39 PM. 109044 125
2929 6:25:39 PM, 140 522 250
2935 6:25:39 PM, 171 544 000
2941 6:25:39 PM.203 021 875
‘,.A - e e o

« FF MISD,

Item v

@ ¢’ Connectable ("smp” 55:66:77:00:91:02, Scanner 72:C0:97:F5:A6:85 (Resolvable), 1.43 min)

# 4" Connectable ("smp™ 55:66:77:00:91:01, Initiator "smp™ 55:66:77:00:91:02, Scanner 72:C0:97:F5:A6:8...

5] ﬂ, SMP Pairing Request (Display Only, Bonding, MITM, SC, Int=EncKey | IdKey, F=p=EncKey | IdKey)
# Tk SMP Security Request (Bonding, MITM, 5C)
7] & SMP Pairing Response (Keyboard Only, Bonding, MITM, SC, Int=IdKey, R.sp=IdKey)

@ . SMP Pairing Public Key (Debug Key,

[F] ﬂ‘. SMP Pairing Public Key («=88A53ADB: 1E3DC32D:97582578: 2E9343AA:99454744:9718B3AB:6DSE7ATC. ..
-] ﬂ, SMP Pairing Confirm (C=73E186 14:E690315D:097B644E: 0F 7E5477)

Empty LE Packets (x 454,
] E_ SMP Pairing Confirm (Cb=1C9167F8:D7C28965:811F 13CF:93693F82)
@ ﬁ;‘. SMP Pairing Random (/= =11C771C1:9BC749A5:9D422608:E9EBES03)
=] @‘, SMP Pairing Random (/b = 3EDDF357:6 2A33DD7:8EEDCOBS: 72EBAEDA)
2] (L?‘ SMP Pairing Confirm (Ca=3A77F 3E1:46482D75:99A0C7D8:093BFCI4)
=] '[-L SMP Pairing Confirm (Cb=4E3FCC81: 360 3E 1AF:DES 1995E:DB 16FDAA)
7] & SMP Pairing Random (/= =085460E2: ACEEDE 19:D338FCAB: 4A9EE6 2C)
= @‘_ SMP Pairing Random (1o =F751F547: 3EF4E62C: 55FC6872:F2C09816)
=] R‘ SMP Pairing Confirm (C2 =C265DEQ1:8BBA 1848: 1F 2039 1A:A73E55C0)
=] ﬁ-jz_ SMP Pairing Confirm (Cb~E9BE2EA3:0F 7C407F:3759FC6E:C12D0122)
] ?“ SMP Pairing Random (/= - S6CFAF 11:F9BBBD03: 4828826 1:0944237F)
7] E"_ SMP Pairing Random (1l =3A86 1EAA: 3FCODEB7:C9E63736:422DBBAT)
=] ‘R, SMP Pairing Confirm (C2 =A6823F 39: 14E 5FAAS:B36AE266:0 182D08B)
® [ SMP Pairing Confirm (Cb=5133838D: IE64CCAC:ADBABO 2F: 4E 1 1EGE)
] ﬁ. SMP Pairing Random (1= ~6596634E:DF6668C 2: 22EABACS:DDCBB6AB)
7] & SMP Pairing Random (/> =52F 10 15A:9 13CBOAC:9A249E85: 7C3377F0)
2] ‘R’ SMP Pairing Confirm (C= =D 18328F5:70557D48:BB03E4C0:98756588)
® [ SMP Pairing Confirm (b ~AEBOASCB:04F 6 3886:8D0 14FA4EC26EC6A)
@ ﬂ. SMP Pairing Random ('/= = 7EE38584: 2CA7 IF81:A6376237:039AB495)
7] & SMP Pairing Random (/> =67374C69: 4E8B7EFD: 2A90AB68: 3C075F51)
] lR. SMP Pairing Confirm ("= =718A 1F43:0EEBE9E4:F6DEC 7E8:09DBEDAS)

P S - -

20B003D2:F297BE2C: 5SE2C83A7:E9F9A5B9:EFF49111: ACF4FDD. ..

Transmitter v
Master: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:02
Slave: "smp" 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Slave: “smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” §5:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp" 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02

Figure 10.32: SC Passkey Entry MDSI B9#&

Receiver

Slave: "Scanning Device”

Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:0z
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp" 55:66:77:00:91:0.
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp™ 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:0z
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:01 v

>

SE7E feature_smp/app_config.h FHENX:

#define SMP_TEST_MODE SMP_TEST_SC_PASSKEY_ENTRY_MISD

Passkey FUBINBEEN :

#define PASSKEY ENTRY_METHOD PASSKEY_ENTRY_BY DEFAULT

YRIF B9 _feature, 23R R /eagle_ble_sdk/B91_feature/output/B91_feature.bin EIFE N AIRP, EEH
— AR (A Master) BIRHE swa (BohiEE) , EEMIGE, ALUEER Master RERLT, Slave R4L
To EENMEZENG®. EeITHERSR, KFKRITE Pair K, MEBWT (GELEHDAHERF Master BN
Passkey) :
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Lz m
vl Telink
e \, > S
X BLE ZEHE SDK AR FH
P.. ~ Time v ltem v Transmitter Vv Receiver ha)
1 6:47:54 PM.000 102 250 Lﬂ“!" Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, Scanner 76:E7:D0:69:66:D... Master: "smp” 55:66:77:00:91:02  Slave: "smp” 55:66:77:00:91:01

637 6:48:00 PM. 189 301750 Y’ Connectable ("smp” 55:66:77:00:91:01, 12.75)

1528 6:48:04PM.654 787875  ® ﬁl SMP Pairing Request (Keyboard Only, Bonding, MITM, SC, [nt=EncKey | IdKey, =EncKey | IdKey)
1529 6:48:04PM.655 104625 & & SMP Security Request (Bonding, MITM, 5C)
1'540 6:48:04PM. 717059875 @ & SMP Pairing Response (Keyboard Display, Bonding, MITM, SC, Int=IdKey, Fsp=IdKey)

1'546 6:48:04 PM. 748 538 000
1'558 6:48:04PM.779 559 750

® ‘fﬂ, SMP Pairing Public Key (Debug Key,

1823 6:48:06 PM, 186 039 000
1830 6:48:06 PM,217 061 000
1837 6:48:06 PM. 248 539 250
1850 6:48:06 PM,310 810 500
1863 6:48:06 PM., 373 539 250
1869 6:48:06 PM, 404 560 875
1876 6:48:06 PM. 435 039 000
1884 6:48:06 PM.467 061 000
1891 6:48:06 PM, 498 538 750
1897 6:48:06 PM. 529 561 000
1'904 6:48:06 PM.561 039 000

@ % SMP Pairing Confirm (C = ~DE 1D9ABC: 235E 1745: 338774AC: 8B6E4B6E)
53] ']?._ SMP Pairing Confirm (Cb = 15730C94:FF5E39FA:B38DD4DB:EACE 17E5)
® ﬁ}. SMP Pairing Random (/1= =D 14D480F: 1A4427A4:8A997860: 333F4928)
=] @‘, SMP Pairing Random (/1 =24AE7FAQ:CSEEOCBD:EDAZEFOC:97DC 19A9)
7] (L?, SMP Pairing Confirm (C2=629 1D2EC:DFC 1DSAE: 7CFFBE 5F: 56DCABZE)
] '[-L SMP Pairing Confirm (Ch =9868FE 16:6DDD927E: 30258FB7: 2F 2AEA 1A)
7] R. SMP Pairing Random (1= =070C6FF6: 36FD84C6: 5486 757E:FEEEAS72)
= ']?‘_ SMP Pairing Random (/b =E3306A36: 252CD99E:6C9F0839:51763F41)
5] R, SMP Pairing Confirm (C==DAG93016:B3749A74:A24F97D5: 39A L3AC2)
] ﬁ:t:_ SMP Pairing Confirm (b =7AD6378C: 2FF 1827A:884C5 1AD: ID2D 1A 10)
] R. SMP Pairing Random (/= ~BC690F50:076 1CASD:EAES8958: 3AB6BEAD)
7] E"_ SMP Pairing Random (11> =DE678F41:84A576A5: ASADEFSF: IDDC7ATE)
] ‘R, SMP Pairing Confirm (C==30F 2EE32: 23AFD266:BF0840E4:C33080B1)
5] ﬁ?,_ SMP Pairing Confirm (b =64388E 1D: 176E49A0:9EC 34968: 1859D49F)
] R. SMP Pairing Random (1= ~92A54638:EBC8B87 1:6FF 53688: 2072EEAB)

1911 6:48:06 PM,592 060 875
1918 6:48:06 PM.623 539 250
1925 6:48:06 PM.654 561 250
1931 6:48:06 PM.686 039 250
1938 6:48:06 PM,717 060 875

20B003D2:F297BE2C: 5SE2C83A7:E9F9ASB9:EFF49111: ACF4FDD. ..
[F] & SMP Pairing Public Key (=BC55B8C9:99D8BFA3:6FCCI7B9:9E23638F: 2A5EB048: 51589 1C 1: S0FBDF6S. ..

6:48:04 PM.8 10 580 625 & Empty LE Packets (x 90, 1.385)

7] & SMP Pairing Random (
i [R’ SMP Pairing Confirm (Ca
® [ SMP Pairing Confirm (

1945 6:48:06 PM., 748 539 500
1951 6:48:06 PM.779 561 000
1957 6:48:06 PM.811039 375
1963 6:48:06 PM.842061375 & & SMP Pairing Random (|
1970 6:48:06 PM.873 539375 & R’ SMP Pairing Confirm (T2

—— R Y . S - -

<

# [l SMP Pairing Random (=

b=5AE201FA: 2BCF6202:8726A6F4: A0958BD3)

ESAZE4F2: 3964BADD:ECC38259:4325589F)
=B81125325:0EAB8811:EAESEEEE:859FBAC3)
AOF78DFA:BEEBA44F:DE4F 15FB:8A8B7FD9)

5 =4C63A979: 58FDSACO:B3COD6CE: 794E1D 16)

45CD6D9A: 39DEC335:83BCA421:9368 1FD6)

Master: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:01
Slave: "smp" 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp" 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: “smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp" 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01

Slave: "Scanning Device”

Slave: "smp™ 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp" 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp™ 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: “smp” 55:66:77:00:91:01
Slave: "smp" 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02 v

>

Figure 10.33: SC Passkey Entry MISD B9#&

« 3FF Both Input, FTE feature_smp/app_config.h AEX :

#define SMP_TEST_MODE SMP_TEST_SC_PASSKEY_ENTRY_BOTH_INPUT

Passkey FUBINBEEN :

#define PASSKEY_ENTRY_METHOD PASSKEY_ENTRY_MANUALLY

YRiE BO1_feature, 33ER /eagle_ble_sdk/B91_feature/output/B91_feature.bin EIF M AR, LD
FFEIRAY UART O PD2(Tx), PD3(Rx) #ZZIBME O L, FREKFE 115200, IREP—NFEIR ((FA Master)
RIRE swa (BohiEE) , EEMME, FJLUEE Master 2817, Slave RAE)T, 7 30s HEBEENXH
Pincode S 3I3ENE! Slave # Master B9 UART B8, RILAEEF SMP RiE4kE:, B, BEITHEHMSKE, XK
ZF Pair K, MBINT (F=HHAEFWNSHN Passkey)
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Telink

% BLE Zi&#E SDK A& Ff

P.. ~ Time v ltem

1

1:04:06 PM.016 044875 i 1’ Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, 7.84s)

Transmitter v
Master: "smp” 55:66:77:00:91:02

Receiver
Slave: "smp” 55:66:77:00:91:01

350 1:04:09 PM.638 305250  ®,“Y” Connectable ("smp” 55:66:77:00:91:01, Scanner 74:85:51:5E:74:F 3 (Resolvable), 18 5) Master: "smp” 55:66:77:00:91:01  Slave: "Scanning Device"

1121 1:04:13PM.B73 790875 & ﬂ, SMP Pairing Request (Keyboard Only, Bonding, MITM, SC, [nt=EncKey | IdKey, Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
1122 1:04:13PM.B74 109000 & 9,_ SMP Security Request (Bonding, MITM, 5C) Slave: "smp" 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1133 1:04:13PM.936 063000 & g’. SMP Pairing Response (Keyboard Only, Bonding, MITM, SC, Int=IdKey, Rs Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
1139 1:04:13PM.967 540 625 & 'R, SMP Pairing Public Key (Debug Key, ¥ =20B003D2:F297BE2C: 5SE2C83A7:E9F9A5B9:EFF49111: ACF4FDD... Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
1148 1:04:13PM,998 562875 ® [l SMP Pairing Public Key (x = 1C6EBBIC:4EF0BICD: 4241796 1:EACBDAAD:BE4A4968: 71EDCACB: 562F08C...  Slave: "smp” 55:66:77:00:91:02 Master: “smp” 55:66:77:00:91:01
1'155 1:04:14 PM.029 583E25 # ¢ Empty LE Packets (x 130, 25) Master: "smp” 55:66:77:00:91:01  Slave: "smp" 55:66:77:00:91:02
1'500 1:04:16 PM.030 042 125 & Y, SMP Pairing Confirm 6B239FE6:DOBEADEB:B3C2EASF:4727C87A) Master: "smp” 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
1501 1:04:16 PM,030 43{ 375 @4 Empty LE Packets (x 268, 4.19s) l Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2212 1:04:20PM.217 316 500 & @, SMP Pairing Confirm (i D6096588: SFASA 11E:51800CC7: 7CD006C2) Slave: "smp" 55:66:77:00:91:02 Master: "smp" 55:66:77:00:91:01
2218 1:04:20 PM.248 794875 & ‘f’g‘ SMP Pairing Random ( 37E406BC:9273AC46:C76B 1E00: 3DEFEF34) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2230 1:04:20PM.311066 875 & & SMP Pairing Random (1o =F93F90ED: C5E432BE:FF513A8C:A19D2855) Slave: "smp™ 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2241 1:04:20 PM,373 794875 @ '[?,. SMP Pairing Confirm (= =49C6984C:0E031F97:B30FF71C: 40AA 1692) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2247 1:04:20 PM. 404816 625 & E_ SMP Pairing Confirm (Ch =43861976:F 7E8BB64: 53E46 1AD: 14ASBE6 1) Slave: "smp" 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2255 1:04:20 PM.436 294875 @ ?;. SMP Pairing Random (/'/= =~AC5BASB 1:CDE03C9D:F62BF 38E:677FDC45) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2261 1:04:20 PM.467 316875 & 9._ SMP Pairing Random (b =41252631:DA 176ED7:0D06 7E2A: C51E558F) Slave: "smp™ 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2267 1:04:20PM. 498 795 125 & fﬂ, SMP Pairing Confirm (C==7142436E:EE2AACF3: 7AD 20 1EB;E539AEDB) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2273 1:04:20 PM.529 816 500 & 9‘_ SMP Pairing Confirm (Cb - 4F 54F 2D5:64AE83E3:D328A 183:EE58 IEAB) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2280 1:04:20PM.561295 125 & ?3,, SMP Pairing Random (/1= =6CF863DE: 77393BEB:93F9F 100: 78BDFDD3) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2286 1:04:20 PM.592 316 875 & ‘B., SMP Pairing Random (b =6C011628:FF02AADC:92CF29B4: 476B6597) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2292 1:04:20 PM.623 794500 & ﬁf?,, SMP Pairing Confirm (== 17FA9415:A 16 10484:E 18F 7COE: A27EF048) Master: "smp" 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
2298 L0420 PM.654816875 & 9'_ SMP Pairing Confirm (Cb ~E325C554:E4C8B441:CC17C067:0E48D0798) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2304 1:04:20 PM.686 295000 & f’:‘ SMP Pairing Random (/= =36CEE748:034121CF:441EA389:718317A2) Master: "smp” 55:66:77:00:91:01  Slave: "smp” 55:66:77:00:91:02
2312 1:04:20 PM.717 316 875 & ‘[?,, SMP Pairing Random (/b =24658D00:FC2FBF9B: 170566 1D: 796B7E81) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2319 1:04:20 PM. 748 794625 & ﬂ, SMP Pairing Confirm (~==041B6540: 1639D03B:883A386D:DE 1233FE) Master: “smp” 55:66:77:00:91:01  Slave: “smp™ 55:66:77:00:91:02
2326 L0420 PM.779817 125 & 9,_ SMP Pairing Confirm (Cb - 29D64F 19: 5FB7F5B8: 3E190A 13:DBDF7FCD) Slave: "smp" 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01
2333 1:04:20 PM.811295250 & @‘ SMP Pairing Random (| D3F2D7D6:C 184558 1: 754EF017:FFA2C80C) Master: "smp” 55:66:77:00:91:01  Slave: "smp™ 55:66:77:00:91:02
2339 1:04:20 PM.842 317250 & ']?._ SMP Pairing Random (/5 =A7DD2BAA: 1E0D448D:E70C 1AA7: 76B1A70D) Slave: "smp” 55:66:77:00:91:02 Master: "smp” 55:66:77:00:91:01 .
< e ‘

Figure 10.34: SC Passkey Entry Both Input F9#llEL

10.6.10 Secure Connections Numeric Comparison

Master #[ Slave fHE SMP Ifj8E, LA Secure Connections Numeric Comparison /A VEC X B &R, RIBIES
Y, H{ER Secure Connections B3N/ B9 DisplayYesNo B KeyboardDisplay THAERT, Z={EF Numeric
Comparison AR#HITICES, ERZINAETHETE feature_smp/app_config.h FRTENX :

#define SMP_TEST_MODE SMP_TEST_SC_NUMERIC_COMPARISON

YRiE BO1_feature, 33IER /eagle_ble_sdk/B91_feature/output/B91_feature.bin EIF N AT, REH
—MHEMR (fE/9 Master) BYEHE sSw4 (Bohi%i®) , EEMING, FILEE Master RERXT, Slave =EL4T,
BT MINFFBY Log & Z] Numeric Comparison Pincode B, B¢ E—ENIZIEE., 257 Master # Slave
FF&IR E¥e¥REE sw3, A&REAE YES, AIUEIZENEE. BEeITHEHMSERE, KKRITE Pair KIH, MEBWT
(IEREEB D D BIZE1F Master #0 Slave HITIREMIA)
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Item v

® ‘1" Connectable ("smp” 55:66:77:00:91:01, 215)

‘4" Connectable ("smp™ 55:66:77:00:91:02, Initiator "smp” 55:66:77:00:91:01, 2.365)
® R, SMP Pairing Request (Keyboard Display, Bonding, MITM, SC, Int=EncKey | IdKey,
# Tk SMP Security Request (Bonding, MITM, 5C)

7] & SMP Pairing Response (Display Yes No, Bonding, MITM, SC, Int=IdKey,
= ‘a, SMP Pairing Public Key (Debug Key,

=EncKey | IdKey)
<5 -IdKey)
B & SMP Pairing Confirm (b =9BA10FD4:9507F8 14:636 1D2E9: 20AB9444)

=] g' SMP Pairing Random (/= =FC 1BC417:C4DAA576:DSAABBEE: 150DE5 1E)
] ']?.. SMP Pairing Random (110 =C3A 14FEE:D3244A53:9ABEA4FA: 1E27193D)

i~ ¢ Empty LE Packets (x 563, 1retry, 8.78's)

7] (L?’ SMP Pairing DH Key Check (E3F33D54: 4F 349CCE: 95CC3006:F411E2C6)

4~ Empty LE Packets (x 142, 2.225) ]

P.. ~ Time ~

10:18:49 AM.004 797 500
4 10:18:49 AM.009 833 125
428 10:18:51 AM.392 156 875
429 10:18:51 AM. 392 475 500
439 10:18:51 AM. 454 428 625
445 10:18:51 AM. 485 906 875
455 10:18:51 AM.516 928 625
461 10:18:51 AM.518 855 375
467 10:18:51 AM. 548 406 625
430 10:18:51 AM.610 678 750
484 10:18:51 AM.641 GWPSU
1937 10:19:00 AM.423 412 625
1938 10:19:00 AM.423 B£ 875
2306 10:19:02 AM.641 935 625
2312 10:19:02 AM.673 413 875
2318 10:19:02 AM.704 435 625
2334 10:19:02 AM.798 185 750
2341 10:19:02 AM.829 664 250
2347 10:19:02 AM.860 686 000
2357 10:19:02 AM.S23 186 000
2367 10:19:02 AM.985 685 875
2374 10:19:03 AM.017 164 125

10:19:03 AM.048 414 125

2382
10:19:03 AM.048 771 375

® ']?. SMP Pairing DH Key Check (B4BAFC08:DD2FE6D2: 2A 1FAA 1A:AAED 13D6)

@ &3 LLCP Encryption Request ( 0x0000000000000000, 0x0000,

&g LLCP Encryption Response ( 0xDDED3C7C3E635E5B, 0x90B4CIFD)
¥ &g LLCP Start Encryption Request

# &3 LLCP Start Encryption Response

# &g LLCP Start Encryption Response

7] 9'_ SMP Identity Information (171 =A3B086D9:459694CF: 7A 1C228E:6FD8D393)
® ‘l?._ SMP Identity Address Information (¢ 55:66:77:00:91:02)

5] R, SMP Identity Information (11 =A728C802: 7FC864DC:FF9555DC :87B7B5F8)
] ﬁ, SMP Identity Address Information (50AD0R =55:66:77:00:91:01)

0xDF 1AAD76C 1F78C53,

rS‘ Empty LE Packets (x 444, 1retry, 6.94s)

20B003D2:F297BE2C: 5SE2C83A7:E9F9ASB9:EFF49111: ACF4FDD. ..
[F] E“ SMP Pairing Public Key (=3CAAB&46:C553879F:438E2158:DBEADS48:FOA787C8: 19AD56A9:BOFIDS507. .

Transmitter v
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp" 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp"” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: “smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: “smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp" 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02

Figure 10.35: SC Numeric Comparison B9

10.6.11 Legacy OOB

Receiver ~
Slave: "Scanning Device”

Slave: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:01
Slave: "smp™ 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: “smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp" 55:66:77:00:91:01

Master # Slave 88 SMP IhaE, LA Legacy OOB A NECH BV ER. IRIBIEF NN, 1 Legacy BEXd AT, H

WA HF 00B, HAEFT 00B #HiER, =fEMA Legacy 00B AXHFHITILAS, FHIZIN

app_config.h FIEN :

#define SMP_TEST_MODE

SMP_TEST_LEGACY_00B

XEB%EFA Manually A& UART 4\ OOB data, BEEX:

#define PASSKEY ENTRY_METHOD

PASSKEY_ENTRY_MANUALLY

N=s)
BE™m

£ feature_smp/

“Ri¥ B91_feature, 95IEFE /eagle_ble_sdk/B91_feature/output/B91_feature.bin Bl MNFHFAIRF, AT
FFEIREY UART 0 PD2(Tx), PD3(Rx) $ZZIfiE A L, FRERIFE 115200, EHB—NFAIR (1A Master)
BUIREE swa (BohiERE) , EERING, JUEE Master RE24T, Slave BLIYT, HBIMINAH Log HEE!
Requset O0Boo 7E 30s WG EEXHY 00B data 73 5IENE Slave #1 Master By UART &, RILERI"EH
H&. BEeliTER=E, KKRZF Pair I, MEBWNT:
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P.. v Time

1

4

139
608
1032
1033
1037
1'045
2080
2087
2098
2104
2110
2127
2131
2133

4:03:11PM.000 834 125
4:03:11PM,009 979 250
4:03:11PM.785 103 375
4:03:14 PM, 441 873 250
4:03:16 PM.875 538 125
4:03:16 PM.875 857 250
4:03:16 PM.937 809 375
4:03:16 PM.S68 830 750
4:03:23 PM.031 790 125
4:03:23 PM.094 290 000
4:03:23PM. 125 311875
4:03:23 PM. 156 790 250
4:03:23PM. 187 812 000
4:03:23PM, 281 562 000
4:03:23 PM. 312 582 750
4:03:23 PM.313 039 750

v

Item ~
4’ Connectable ("smp" 55:66:77:00:91:01, Scanner 74:85:51:5E:74:F3 (Resolvable), 16.6 5)

4’ Connectable ("smp” 55:66:77:00:91:02, Initiator "smp" 55:66:77:00:91:01, 5.84s)

#§3 LLCP Reserved (0x58)

Hyge» Unknown LE Transfer (Reserved (0x9D))

53] Q, SMP Pairing Request (Keyboard Only, OOB, Bonding, MITM, Int=EncKey | IdKey, Rsp—EncKey | IdKey)

® [ SMP Security Request (Bonding, MITM)

@ E_ SMP Pairing Response (Keyboard Display, OOB, Bonding, MITM, Int=EncKey | IdKey, Fsp=EncKey | IdK...

1+ c’ Empty LE Packets (x 385, 19 retries, 6.06 s)

@ % SMP Pairing Confirm (C~E6F 10862:0827386A:9512209D:CF97D08D)

] 9., SMP Pairing Confirm (b =4C99C047:A392796D: 5DA55C88:E9116885)

] @'. SMP Pairing Random (0 =00BC5647:883C0763:89021383: 386 7CC17)

] ®§ LLCP Encryption Request (< =0x0000000000000000, E01 =0x790CASC40652ED18, 1...
# @ LLCP Encryption Response (5+Ds ~0x3290993DCT71A965, 11/< ~0xD2DSDDEF)

# &g LLCP Start Encryption Request

# ¢ Empty LE Packets (x 2, 80 us)

2] ﬁ.:* Encarypted ACL Link Layer Traffic (x 8, 4.225)

=0x0000, 5K

Figure 10.36: Legacy OOB BJl &

Transmitter v
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp" 55:66:77:00:91:02
Slave: “smp” 55:66:77:00:91:02
Master: “smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: “smp® 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Slave: "smp"” 55:66:77:00:91:02
Slave: "smp® 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01

Receiver

Slave: "Scanning Device”

Slave: "smp™ 55:66:77:00:91:01
Slave: "smp” 55:66:77:00:91:02
Slave: "smp® 55:66:77:00:91:02
Slave: "smp™ 55:66:77:00:91:02
Master: "smp” 55:66:77:00:91:01
Master: “smp” 55:66:77:00:91:01
Slave: "smp™ 55:66:77:00:91:02
Slave: "smp” 55:66:77:00:91:02
Master: "smp™ 55:66:77:00:91:01
Master: “smp® 55:66:77:00:91:01
Slave: "smp" 55:66: :91:02
Master: "smp” 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:01
Slave: "smp" 55:66:77:00:91:02
Slave: "smp" 55:66:77:00:91:02

JIAEE MEBERBZEWEN, BE ink RS BOMBZE. ERILUED R
AILEEIXENMERNR R AT FEHR STK, Telink FARHIREX STK BUEROM A%, BR] LB 3
185 LTK, EHE B, 1§ LTK MAEasth:
RAM 13EI LTK, XHEER LTK II%/G, & UK INEEMess:
U i il 0 |93 | 7 RECOrO -+ @ STOP i KESTArT p Save o LOMUNUE 17 |TF * (5 | &7 NAVIgate - i | LI IMaNKers v 4 (4 | g FITENing: IVOvIng smp, smp ~ |
_ Low Energy Overview 4 b x| [Detais 2
¥ + | Protocol: Single + [Alllayers | ¢ & &= & ¢ 9 AN 22 items displaved Search | (3 | ISRl =3 o1 il N
Po. v Time ~  ltem b & BDT connect to 1:usb#vid_248a&pid_8266#6&3100cf6f&482#{28d78fad-5a12-11d1-ae5b-0000f803a8¢c2} - a X
1 10:21:08 AM.026 103500 @ ‘4’ Connectable ("smp" 55:66:77:00:91:02, 6.07 min) | Device File View Tool Help
Security Details - FOLINGOCS i oy e - | @ Seting (P Erese 4 Downoad # Actvate | I Run Ml pause W Step QUPC #f Spglestep - | O Reset @) automode v | 4 Clear
, 008, Bonding
Master Device ™ [bo ] [0 | [bo | [w ] 2 sws u St » Strt
Hame snp iplay, OOB, Bof 1 o H B i ‘
& T
s T Ao B
o . 192D9A242:557 Variable Name Addr Len Value ~| Total Time: 4523 ms ~
ave Device
.- - L 82794 76 g B niemory "
wio:  ETOSTOR  irod T e |24 T
AEEE ] 801ba 4 00000000 4 o B o] [eoee o] [2 7]
Sscurity info el 4 [e3e0+ ] e o -]
. Dooooooooooo¢  bims_p_own 801b8 00083998 / :
FIR Not spplicable . 10251551
i XCTABAEZRY bl 801bc 4 00083c04 bk .
Link By |§}\ i 200 bytes fave finished!
62FC3CEL: 3AOETEDC  64FB0CO2 BM42TBF1 | Reverse 801c0 4 000832b4
p— 4 0008340 c0203c04: 00 00 01 91 00 77 66 55 00 00 01 91 00 77 66 £
R s amnaf 50108 0080315 c0203c14: a4 2d 17 ec c7 59 a3 31 89 2b cb 6f b4 69 a9 :
| w3 1D AWL71 O £ ¥ Lommectae L s 33700: 7 rwurya:01, nitator g Pc c0203c24: c6 la 69 b4 f0 02 fd da 7a 45 a5 88 28 31 46 4 |
49590 10:26:06 AM.768 548250 ® (3 SMP Security Request (Bonding, MITM) blms_state 801cc ‘c&lﬂ%}\ 5 z
48'596  10:26:06 AM.799 569000 &5 LLCP Encryption Request (%1 -0xDAG02D3902005  blms_tx_empty_packe 8014c 6 c0203c [
49602 10:26:06 AM.830 591000 & © LLCP Encryption Response (S<0s ~OXS7S49EDSDFE| plotasyr 82470 68 c0203c54: s
48617 10:26:06 AM.924 340625 @ €@ LLCP Start Encryption Request 00203‘3943
623 10:26:06 AM9S5 818500 B g bls_conn_sel 801d0 4 00000000 ¢0203c74:
:26:06 AM. ¢ Encrypted Link Layer Traffic (x 3, 1min 5.445) b c:
bls_pconn 801d4 4 00082c0c c0203c84:
Wl .
bitAdv 82db4 16 €0203c94: .
K c0203ca4:
bltHci_rxAclfifo 82dcd 12 c0203ch4:
bitinit 82ddo 16 c0203cc4:
bitLegAdv 82de0 204 Total Time: 28 ms
bitMac 82eac 12 v
N v|< 2 | -
_evk device: ok File Path: .. \[Srcltelink_eagle_ble multi_connection_src\B91_ble multi conn_src\B91 feature\output\B91 feature.bin  Version : 5.5.0

¥4 Instant Timing [JJ Instant Audio|g, Instant Throughput

Figure 10.37: Legacy OOB fIN&; LTK

AT U EERRIMMERR
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¥ « | Protocok: Single ~

Low Energy Overview

« Pod P E 30 items displayed

Show in ov Display ~ | [i i
Pu. v Time v Item v Payl.. v Transmitter ™ Receiver Name Value

1 10:21:08 AM.026 103500 @ ‘Y’ Connectable ("smp” 55:66:77:00:91:02, 9.72 min) Master: "smp” 55:66:77:00:91:02  Slave: "Scanning Device”

3 10:21:08 AM.026 982500 #, ‘4’ Connectable ("smp” 55:66:77:00:91:01, Initiator "smp” 55:66:77:00:91... Master: "smp” 55:66:77:00:91:01  Slave: "smp" 55:66:77:00:91:02

3% 10:21:10 AM. 217045375 @ f, SMP Pairing Request (Keyboard Only, OO, Bonding, MITM, Int-EncKe... 7bytes... Master: "smp” 55:66:77:00:91:02  Slave: "smp” 55:66:77:

£ 10:21:10 AM.217 365625 @ . SMP Security Request (Bonding, MITM)
02 10:21:10 AM. 248 066 875 @ {4 SMP Pairing Response (Keyboard Display, OOB, Bonding, MITM, It <En. ..
06 10:21:10 AM.279 087625 @ -4~ Empty LE Packets (x 250, 3.915)

2bytes... Slave: "smp® 55:66:77:00:91:01  Master: "smp” 55:6¢
7bytes... Slave: smp" 55:66:77:00:91:01
Master: "smp” 55:66:77:00:91:02

1049 10:21:14AM.185 777875 @ [ SMP Pairing Confirm (~= ~F748E977:92D9A242:55752F08: 54D6BSC3) 17byte... Master: "smp” 55:66:77:00:91:02  Slave: "smp" 55:66:77:00:91:01
1050 10:21:14AM.186 174875 @ ¢ Empty LE Packets (x 82, 1.285) Slave: “smp” 55:66:77:00:91:01  Master: “smp" 55:66:77:00:91:02
1261 10:21:15AM.966 794250 @ {4 SMPPairing Confirm (Cb-4E463128:88A5457A:DAFDO2F0:B4691ACE)  17byte... Siave: "smp” 55:66:77:00:91:01

1267 15AM.498 272125 @ ﬁ, SMP Pairing Random (' =3377F8ED:ASES 127F:03A90BC6: C8FDF842) 17 byte. Master: "smp” 55:66:77:00:91:02

1273 :15AM.525 203625 @ L. SMP Pairing Random ('~ 37A96084:6FCB2B39:31A350CT:EC172DA4)  17byte... Slave: ‘smp" 55:66:77:00:91:01 :

1279 10:21:15AM.560 771625 @ & LLCP (Rnd=0xC 0X0000, 5. 23byte... Master: "smp” 55:66 91:02  Slave: "smp" 55:66:77: e
1285  10:21:15AM.591793500 @ SR LLCP Encryption Response (5/Ds-0xC7A9AE290 152E4CC, 1V5=0x583...  13byte... Slave: 'smp” 55:66:77:00:91:01  Master: “smp” 55:66:77:00:91:02
1300 10:21:15 AM.685 543 125 (3 & LLCP Start Encryption Request 1byte (... Slave: "smp" 55:66:77:00:91:01 Master: “smp” 55:66:77:00:91:02
1304 10:21:15AM.716 564000 @ ¢ Empty LE Packets (x 2, 80 us) Master: "smp” 55:66:77:00:91:02  Slave: "smp” 55:66:77:00:91:01
1306 10:21:15AM.717021500 @ g Encrypted ACL Link Layer Traffic (x 25, 4min 475) 1byte (.. Master: 'smp" 55: :91:02  Slave: "smp” 55:66:77:00:91:01

Master: "smp” 55:66:77:00:91:01

48582 10:26:06 AM.715841250 @'’ Connectable (‘smp” 55:66:77:00:91:01, Initator "smp” 55:86:77:00:1... Slave: smp" 55:66:77:00:91:02 < >
5% 06 AM. 768 548 250 @ Py SMP Security Request (Bonding, MITH) 2bytes... Save: 'smp’ 55:66:77:00:91:01  Master: "smp" 55 g Instant Channels | § tPiconet | [ Detais

48'596 )6 AM.799 569000 @ “3 LLCP Encryption Request (; 0xDA602D390200519€, 0x0DAB, 23 byte.. Master: "smp” 55: :91:02 Slave: “smp” S Security 2 x
49602 10:26:06 AM.330 531000 &g LI CR Fncr e QU719 13hyte  Saye: “smp” 55:66:77:00:91:01 2 Fil missing fields Manage ECOH Keys. -
49617 10:26:06 AM.924 340 §25 @ & LLCP Start Encryption Request ibyte (. Sanp: smp" 55:66:77:00:01:01  Master: "smp” 55:66:77:00:91:02 e Mt 5 PN Lkl e

46623 10:26:06 AM.955818 00 & €3 LLCP Start Encryption Response Lbyte (.. Masfer: 'smp" S5:66:77:00:31:02  Siave: “smp” 55:66:77:00:91:01 @ 22 smprssis 838393
48629 10:26:06 AM.986 640 00 S LLCP Start Encryption Response Lbyte (.. Sank: ‘smp” 55:66:77:00:9%01  Master: “smp” 55:66:77:00:91:02 smp" 55

48634 10:26:07AM.017860B75 @ ¢ Empty LE Packets (x 17854, 23 retries, 4.67 min) Madfer: "smp” 55:66:77:00:91:02  Slave: "smp” 55:66:77:00:91:01 & 298 \97190A33.00
4452 10:30:46 AM.954 353 §25 @ . ATTNotfication Packet (25: EA 00) 2bytes... Saf: smp’ 55:66:77:00:91:01  Master: "smp 5516

94472 47AM.079 35225 @ B ATT Notfication Packet (25: 00 00) 2bytes ... S Master; "smp” 55

94476 47AM.110 37300 @ ¢ Empty LE Padkets (x 67, 1.035) Mag

94642 10:30:48 AM. 141848 B75 @ E‘ ATT Notification Packet (25: E9 00) 2bytes... S 2

94667  10:30:48 AM.298097F75 @ B ATT Notification Packet (25: 00 00) 2bytes... Sa: smp’ 55:66:77:00:9101  Master: “smp” 55:66:77:00:91:02

94670 10:30:48AM.329 118 pS0 @ ;¢ Empty LE Packets (x 170, 2 retries, 2.635) Masfer: "smp® S5:66:77:00:91:02  Slave: 'smp" 55:66:77:00:91:01 Bl Raw data | & Searity

#4 Instant Timing [ Instant Audio g, Instant Thro

Figure 10.38: Legacy OOB LTK fi#ifr

10.6.12 Secure Connections OOB

Master # Slave {#RE SMP IhRE, LA Secure Connections OOB A NEZITHYET, SDK FERARLE,

10.6.13 Custom Pair

X Slave #l Master B9 SMP ThEERY, Telink & T —FFiEd SMP L& & B ohEIERN5E —— Custom
Pair, XEBIRMIZINEENER. FERIZINEEHTE feature_smp/app_config.h FEX :

#define SMP_TEST_MODE SMP_TEST_CUSTOM_PAIR

YRiE BO1_feature, 3IEF /eagle_ble_sdk/B91_feature/output/B91_feature.bin EIF N AT, REH
—MHEMR (fE/9 Master) BYRHE sSw4 (BohiZi®) , EEMING, FILEE Master BERXT, Slave =44,
RERIEFZM . LBY4A Master B Slave B LB, AIUEHS—FRITERZE, WANITRRES, 1
RENEMI.

10.6.14 FEIE

10.6.14.1 ZIRTE GBI

(1) Y=

FIRERH TRENBAIERBIRIER, FEET
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Figure 10.39: Key BkLXiEHEES

(2) FRREA: AR THRIRRRERE Reset EEEFEBITER,

10.6.14.2 LED IT: 8B 5

(1) BEHRE: JREET LED MBKIERBIEIER, BESE TE!
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Figure 10.40: LED Bk&XigiEsE

10.7 feature_ota
- ThAE: BLE OTA LHREET.
« FEEMHE: B9 FFEIR x 2

Bl Telink B91 BLE Multiple Connection SDK A, [ BMRIBE eagle_ble_sdk/vendor/B91_feature/fea-
ture_ota F, EE{EX eagle_ble_sdk/vendor/B91_feature/feature_config.h FIFYEN :

#define FEATURE_TEST_MODE TEST_OTA

KBCEXER DD, M OTA BUET.

RIFEHR, PDIERITWINALRT, HAER—PFEAIRE Flash 0x80000 {UEKEF OTA EH (XEfE
BULER—1MREEMSH) . EMATW N AR LBE, ELIR Master BUIZHE sw2 3 sw3 Bk, fiik OTA I
HWER, AIUBEREEITMEEIT =R, KFTHE OTA MIXER I,

¥ Master BYIRHE SW2 F4 OTA, BIUEIIR M LAIR ENEGITRS, KRIETE OTA, HEALIEER Master
AM=[m Slave &% WriteCmd:

AN-22063001-C1 190 Ver1.0.0



vl Telink
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P.. v Time v Item v Payload v  Transmitter “  Receiver

96226  6:27:15PM.235660875 & & Empty LE No data Slave: "ota” 55:66:77:00:91:01 Master: "ota” 55:66:77:00:91:02
96227 6:27:15PM.235 361750 %Y’ Connectable ("ota” 55:66:77:00:91:01, Initiator ... Master: "ota”™ 55:66:77:00:91:01  Slave: "ota” 55:66:77:00:91:02
105893 6:28:38PM.148 256625 & fg‘,, SMP Security Request (Bonding) 2bytes (0B 01) Slave: “ota” 55:66:77:00:91:01 Master: “ota™ 55:66:77:00:91:02
105894 6:28:38PM.157 568 000 @ ~ & Empty LE Packets (x 1626, 10 retries, 8.17 s) Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'083 6:28:46PM.327988875 & @ﬁ LLCP Connection Update Indication (//in5z=6.25... 12 bytes (00 05040008 00 00 00 90... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'085 6:28:46 PM.328 546 375 @ 5 ATT Read By Type Request Packet (1 - Max Han... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'088 6:28:46PM.337759000 @ £ ATT Read By Type Response Packet (00) 3 bytes (38 00 00) Slave: "ota” 55:66:77:00:91:01 Master: “ota” 55:66:77:00:91:02
108'091 6:28:46PM.347985000 @ [ ATT Write Command Packet (56: 03 FF 10 00) “4bytes (03 FF 10 00) Master: “ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'104 6:28:46PM.397988750 & ‘E' ATT Write Command Packet (56: 00 00 25A000 ... 20 bytes (0000 25A0000000005... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'106 6:28:46PM.398663 250 ® £ ATT Write Command Packet (56: 0100 000000 ... 20 bytes (0100 00 00 00 00 00 00 00... Master: "ota™ 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'108 6:28:46PM.399338 500 @ ) ATT Write Command Packet (56: 0200 48 4E 4C... 20 bytes (0200 48 4€ 4C 5400 00 38... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'110 6:28:46PM.400013250 @ £5 ATT Write Command Packet (56: 030097020A ... 20 bytes (0300 97020AE0938202... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'112 6:28:46PM.400688 375 @ £ ATT Write Command Packet (56: 040062FC 73... 20 bytes (040062FC 73900280 99... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'114 6:28:46PM.401363 125 @ 5 ATT Write Command Packet (56: 0500 97 A200 ... 20 bytes (0500 97 A200E0 938202... Master: "ota” 55:66:77:00:91:02  Slave: "ota” 55:66:77:00:91:01
108'116 6:28:46 PM.402038 125 @ % ATT Write Command Packet (56: 06 00870200 ... 20 bytes (06 00870200 E4 0D 43 23... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'118 6:28:46PM.402 712875 @ £§ ATT Write Command Packet (56: 0700 120093 ... 20 bytes (0700 120093E22200 73... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'120 6:28:46PM.403 387875 @ £ ATT Write Command Packet (56: 08000000 13... 20 bytes (08000000 1303 23 1097... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
108'122 6:28:46PM. 404062625 @ 5 ATT Write Command Packet (56: 09 00 00EO 13... 20 bytes (09 00 00 EO 13 OE AE 0B 63... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77; ng-‘:m
108'124 6:28:46 PM.404 737625 & f5 ATT Write Command Packet (56: 0A 00 5300 11... 20 bytes (JA00 5300 11039103C... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:

FHER5ER, Slave KX Master — Notify 8%, RKERARMTN, Z/BEKIX Terminate 1§S, BFEE, BT

Figure 10.41: feature_ota OTA FHA

ZE#H1T SMP E$E, Master 178 Slave R, MZIXEFEL:

P~ Time v ltem v Payload ~  Transmitter “  Receiver

138'835 6:29:28PM.709 306 875 @ £§ ATT Write Command Packet (56: 02 15089507 ... 20 bytes (02 1508 95079406 9305... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138'837 6:29:28PM.709981875 @ £ ATT Write Command Packet (56: 03 15440000 ... 20 bytes (03 15440000 00 340000... Master: "ota”™ 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138839 6:29:28PM. 710656625 @ £ ATT Write Command Packet (56: 04 1500 42DB ... 20bytes (04150042DB42DB0E 3... Master: "ota” 55:66:77:00:91:02  Slave: "ota” 55:66:77:00:91:01
138'841 6:29:28PM.711331750 & ﬁ ATT Write Command Packet (56: 05 15D7D8D9 ... 20 bytes (05 15D7D8D9DADB OE 2... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138'843 6:29:28PM.712008 125 & ‘E’ ATT Write Command Packet (56: 06 15D3D4D5... 20 bytes (06 1503D4D5D6D8D9D... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138'845 6:29:28PM.712683000 @ &5 ATT Write Command Packet (56: 07 1542C142... 20bytes (07 1542C1420E00 00 00... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138848 6:29:28PM.717957 125 @ & ATT Write Command Packet (56: 08 15020100 ... 20 bytes (08 1502010000010100... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138'850 6:29:28PM.718632125 & 5 ATT Write Command Packet (56: 09 1518 18 FF ... 20 bytes (09 15 18 18 FF FF FF FFFF... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138'852 6:29:28PM.719307125 & ‘E‘ ATT Write Command Packet (56: 0A 1591 8D A9... 20bytes (0A 15918D A9EFFFFFF... Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138'854 6:29:28PM.719982250 (® 5 ATT Write Command Packet (56: 02FF 0A 15F5... &bytes (02FF 0A 1SF5EA) Master: “ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138870 6:29:28PM.758 186 125 @ B ATT Notification Packet (56: 06 FF 00) 3bytes (06 FF 00) Slave: "ota” 55:66:77:00:91:01 Master: “ota™ 55:66:77:00:91:02

6:29:28PM.758 725250 |@ 2 LLCP Termination (Remote User Terminated Conn... | 2bytes (02

ve: "ota” 55:66:77:00:91:01

Master: "ota” 55:66:77:00:91:02

138'873 6:29:28PM.767957000 & ‘." Empty LE Packets (x 2, 80 us) Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
138875 6:29:28PM.768896 375 #,“1” Connectable (ota” 55:66:77:00:91:01, Initiator ... Master: "ota” 55:66:77:00:91:01 Slave: "ota” 55:66:77:00:91:02
138'905 6:29:29PM.103018 500 & & SMP Security Request {Bonding) 2bytes (0B 01) Slave: "ota” 55:66:77:00:91:01 Master: "ota” 55:66:77:00:91:02
138'910 6:29:29PM.112330375 & 4_" Empty LE Packets (x 719, 5 retries, 3.6 ) Master: "ota” 55:66:77:00:91:02 Slave: "ota” 55:66:77:00:91:01
139916 6:29:32 PM.722 312 750 u;g,li; L2CAP SDU (Basic) Master: "ota” 55:66:77:00:91:02  Slave: "ota" 55:66:77:00:91:01
139917 6:29:32PM.732313625 @ -4 Empty LE Packets (x 586, 3 retries, 2.94s) Master: "ota” 55:66:77:00:91:02  Slave: “ota” 55:66:77:00:91:01

Figure 10.42: feature_ota OTA 52l

10.8 feature_whitelist

- IhEE: BLE BREINEEET.
- FEEMH: B9 FFEIR x 2

LA Telink B91 BLE Multiple Connection SDK A%, FZABEIBTE eagle_ble_sdk/vendor/B91_feature/fea-
ture_whitelist T, FEEIEX eagle_ble_sdk/vendor/B91_feature/feature_config.h FEIENX :

#define FEATURE_TEST_MODE TEST_WHITELIST

KACEXE S, B R BIEERET.
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BT SDK HFFIERE Master BB BMFFERE Slave HREHAR-—TABEIR, U, XEDHINER
Master A& BIGEMERE Slave B BIREHITETR.

FRIF—MERRO R RYREFAEAARBNEN—FIREEMNH (WHEEEXSIA, ¥ NowhiteList) , 4]
sa ARy

blc_11_setAdvParam(ADV_INTERVAL_30MS, ADV_INTERVAL_30MS, ADV_TYPE_CONNECTABLE_UNDIRECTED,
< OWN_ADDRESS_PUBLIC, 0, NULL, BLT_ENABLE_ADV_ALL, ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_WL);

f&exh

blc_11_setAdvParam(ADV_INTERVAL_30GMS, ADV_INTERVAL_30MS, ADV_TYPE_CONNECTABLE_UNDIRECTED,
< OWN_ADDRESS_PUBLIC, 0, NULL, BLT_ENABLE_ADV_ALL, ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY);

B

blc_11_setScanParameter (SCAN_TYPE_PASSIVE, SCAN_INTERVAL_100MS, SCAN_WINDOW_100MS,
< OWN_ADDRESS_PUBLIC, SCAN_FP_ALLOW_ADV_WL);

&

blc_11_setScanParameter (SCAN_TYPE_PASSIVE, SCAN_INTERVAL_100MS, SCAN_WINDOW_100MS,
< OWN_ADDRESS_PUBLIC, SCAN_FP_ALLOW_ADV_ANY);

4%, NoWhiteList.bine

10.8.1 Master i& &34 Slave HZ#

EE Slave AR BIGHMET, MEEEEEM Slave 9 MAC IUERINBIRRZ &0, £/ Master B9 Telink 1&
BT M RE R B TS EMN A R E R T I TIER.

ETF NoWhiteList 113, FEHESHECEED:

blc_11_setScanParameter (SCAN_TYPE_PASSIVE, SCAN_INTERVAL_100MS, SCAN_WINDOW_100MS,
< OWN_ADDRESS_PUBLIC, SCAN_FP_ALLOW_ADV_ANY);

7

blc_11_setScanParameter (SCAN_TYPE_PASSIVE, SCAN_INTERVAL_100MS, SCAN_WINDOW_100MS,
< OWN_ADDRESS_PUBLIC, SCAN_FP_ALLOW_ADV_WL);

fRi¥, 83 Master WEH, ERFIEP—IRF LR LEIEN Master, B—IRFFEMRIESR NoWhiteList.bin, F{&
2 MAC #ihth 42 gttt 33:88:99:99:99:99:
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&) BDT connect to 2:ush#vid 248a&pid 8266#7&87db05c&08&2#{28d78fad-5a12-11d1-ae5b-0000f803a8¢c2} — O X

wiE

Device File View Tool Help

iJigsl - “WEWK ~ | @ Setting (P Erase J Download + Actvate = IP Run Il Pause W Step Q PC 0 Singlestep -

B

C Reset @) automode ~ |} Clear

[bo | [ | [bo E 2 sws m stl 602 88 P Start

S

| 4 Download ¥ Tdebug = Logwindows
n
AlB
Write 1 bytes at address 00007f 1 Memory Access X A
Total Time: 18 ms
reset mcu [Bs1 MEE v [rasd ~] [ ~] n
u
addr: |FFO00 v| data: |TECEEEEECER v
[23:08:17]: | ‘ | | L
TC32 EVK : Swire OK L
Flash Sector (4K) Erase at address: ff000
Total Time: 18 ms k
3 k
4| [23:08:36]: K
TC32 EVK : Swire OK ;
Flash Bytes Program at address ff000 v
Total Time: 1040 ms v
w
[23:08:40]: B
TC32 EVK : Swire 0K ¢
6 bytes have finished!
=3
0f£000: 99 99 99 99 88 33 e
Total Time: 1032 ms 8
visS
evk device: ok File Path: E:\AndeSight\[SDK]telink_eagle ble sdk\eagle ble sdk\B91 feature\output\B91 feature.bin Version : 5.5.0 4
T =124 %ean nin nasr = kh kay preccad fanial T
Figure 10.43: I$E A& R I%E MAC Hitl
IRRFEMG, BIIE Master B SW4 BohiElE, FILUEEI Master # Slave BINERE, MEBWMT:
P.. v Time v Item ~  Payload v Transmitter v
1 12:11:12 AM.020 653 375 4’ Connectable (whitelist” 55:66:77:00:91:02, 8.92s) Master: “whitelist” 55:66:77:00:...
256 12:11:14 AM.605 363 125 %,“4” Connectable ("whitelist” 99:99:99:99:88:33, Initiator “whitelist” 55:66:77:00:91:02, 352 us) Master: "whitelist™ 99:99:99:99:...
260 12:11:14 AM.627 019 875 |+\ﬁ?,, SMP Security Request (Bonding) 2bytes (0B 01) Slave: "whitelist” 99:99:99:99:88...

12:11:14 AM.657 581 375 | @ &8 Empty LE Packets (x 395, 9 retries, 6.28'5)

|| master: "whitelist” 55:66:77:00:...

Figure 10.44: Master EIZHARZ & Slave A

MR BT Slave B MAC HitEFR R 33:88:99:99:99:99, 1% Master BY SW4 %, SHEMNA, MEHRFES
EBRENEENEN EEZ ERE,

10.8.2 Slave i& = Master EIEQRE

%EHE Master BEZBIGENET, MEBEEEM Master B MAC LR MNBIRZ 89, EX Slave B Telink
BE BN A SEEE T ERRAE BT H TN,

ETF NoWhiteList X138, REAESHEEIBED:

blc_11_setAdvParam(ADV_INTERVAL_30MS, ADV_INTERVAL_30MS, ADV_TYPE_CONNECTABLE_UNDIRECTED,
< OWN_ADDRESS_PUBLIC, 0, NULL, BLT_ENABLE_ADV_ALL, ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY);
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7

blc_11_setAdvParam(ADV_INTERVAL_30MS, ADV_INTERVAL_30MS, ADV_TYPE_CONNECTABLE_UNDIRECTED,
< OWN_ADDRESS_PUBLIC, 0, NULL, BLT_ENABLE_ADV_ALL, ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_WL);

4RiE, 15E Slave HEMH, BRRIEFP—RAFEAIRLIERN Slaves B—RF KIRIFER NoWhiteList.bin, FHiE
28 MAC Hilit h B2 BBtk 33:88:99:99:99:99, HKRFEMG, BITIR Master B9 SW4 BEhiE#E, TJLUUEE
Master 1 Slave BINEREE, MSW0TF:

P v Time v ltem ~  Payload v Transmitter ~  Receiver v
4 12:41:13 AM.026 290 625 @, 1’ Connectable ("whitelist” 55:66:77:00:91:01, Initiator "whit... Master: "whitelist™ 55:66:77:00:91:01 Slave: "whitelist™ 99:99:99:99:88:33
591 12:41:15 AM.640 940 375 # ﬁ?,, SMP Security Request (Bonding) 2bytes (0B 01) Slave: "whitelist™ 55:66:77:00:91:01 Master: "whitelist™ 99:99:99:99:88:33
596 12:41:15 AM.650 042 250 @ “i’ Connectable ("whitelist” 55:66:77:00:91:01, 10.55) Master: "whitelist” 55:66:77:00:91:01 Slave: "Scanning Device”

600 | 12:41:15AM.671 502000 | & Empty LE Packets (x 661, 1 retries, 10.55) || Master: "whitelist" 99:99:99:99:88:33 Slave: “whitelist” 55:66:77:00:91:01

Figure 10.45: Slave E#ZHE £ Master &

MR AT Master B9 MAC HIHEAR 2 33:88:99:99:99:99, 3% Maste B SW4 %2, =F 3 Master KHT
Connect Request, Slave AIRKMIN, UETF Master —BEZ=1IAEE:

P.. ~ Time o ltem v Payload v Transmitter v Receiver y
1 12:43:56 AM.001 288 625 =, ‘1" Connectable ("whitelist™ 55:66:77:00:91:01, Initiator “whit.. Master: “whitelist™ 55:66:77:00:91:01 Slave: “whitelist” 55:66:77:00:91:02
1 12:43:56 AM.001 288 625 Hgla Connectable Undirected Adv (55:66:77:00:91:01, ame =", 30 bytes (019100 7766 ... Master: "whitelist” 55:66:77:00:91:01 Slave: "Scanning Device”
5'942 12:44:43 AM.648 815625 B‘L‘. Connection Indication Packet (55:66:77:00:91:02 > 55:... 34bytes (029100 7766... Slave: "whitelist” 55:66:77:00:91:02 Master: "whitelist™ 55:66:77:00:91:0
5944 12:44:43 AM.679 441875 &,“1" Connectable ("whitelist™ 55:66:77:00:91:01, Initiator "whit... Master: "whitelist™ 55:66:77:00:91:01 Slave: "whitelist” 55:66:77:00:91:02
5954 12:44:43 AM.763 094750 = g Empty LE (2 retries) No data Master: "whitelist™ 55:66:77:00:91:02 Slave: “whitelist™ 55:66:77:00:91:01
5943 12:44:43 AM,669 345 125 =g Empty LE Unit No data Master: "whitelist” 55:66:77:00:91:02 Slave: "whitelist™ 55:66:77:00:91:01

: "whitelist” 55:66:77:00:91:02 : “whitelist” 55:66:77:00:91:01
5950 12:44:43 AM. 731 844 750 @, ¢ Empty LE Unit No data Master: "whitelist™ 55:66:77:00:91:02 Slave: “whitelist” 55:66:77:00:91:01
5954 12:44:43 AM.763 094 750 i® g» Empty LE Unit No data Master: "whitelist” 55:66:77:00:91:02 Slave: "whitelist™ 55:66:77:00:91:01
5969 12:44:43 AM.893 817625 &,“1" Connectable ("whitelist" 55:66:77:00:91:01, Initiator “whit... Master: “whitelist” 55:66:77:00:91:01 Slave: “whitelist” 55:66:77:00:91:02
5'980 12:44:43 AM.973 718 875 ;¢ EmptyLE (3 retries) No data Master: “whitelist” 55:66:77:00:91:02 Slave: "whitelist” 55:66:77:00:91:01
5'992 12:44:44 AM.069 442625 &, 1" Connectable ("whitelist™ 55:66:77:00:91:01, Initiator "whit... Master: "whitelist™ 55:66:77:00:91:01 Slave: "whitelist” 55:66:77:00:91:02
6'003 12:44:44 AM.118 092 250 @ ;g Empty LE (3 retries) No data Master: "whitelist” 55:66:77:00:91:02 Slave: "whitelist™ 55:66:77:00:91:01
6018 12:44:44 AM.279 442750 &, Connectable ('whitelist™ 55:66:77:00:91:01, Initiator “whit... Master: “whitelist™ 55:66:77:00:91:01 Slave: “whitelist™ 55:66:77:00:91:02
6029 12:44:44 AM.362 466 875 ® - 4+ Empty LE (3 retries) No data Master: “whitelist” 55:66:77:00:91:02 Slave: “whitelist” 55:66:77:00:91:01
6'041 12:44:44 AM.453 192 250 &, ‘1" Connectable ("whitelist™ 55:66:77:00:91:01, Initiator "whit... Master: "whitelist” 55:66:77:00:91:01 Slave: "whitelist™ 55:66:77:00:91:02
6'052 12:44:44 AM.536 216 125 & g Empty LE (3 retries) No data Master: "whitelist” 55:66:77:00:91:02 Slave: "whitelist” 55:66:77:00:91:01
6064 12:44:44 AM.625 693 125 &,“Y’ Connectable (whitelist™ 55:66:77:00:91:01, Initiator “whit... Master: “whitelist™ 55:66:77:00:91:01 Slave: “whitelist™ 55:66:77:00:91:02
< >

Figure 10.46: Slave EiZIEHE B Master E

10.9 feature_soft_timer

- ThaE: Soft Timer (RFTERSER) IHEEET. H{F/ 10 Debug FIERIETSE,
- EEEH: B FHAMR, BEDNNETKES

LA Telink B91 BLE Multiple Connection SDK J3fl, [ EMI37E eagle_ble_sdk/vendor/B91_feature/fea-
ture_soft_timer F, FTEEIX eaqgle_ble_sdk/vendor/B91_feature/feature_config.h FHEYENX :

#define FEATURE_TEST_MODE TEST_SOFT_TIMER

KBCEXER DD, FH7E app_config.h H{FEEE 10 Debug:
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#define DEBUG_GPIO ENABLE 1

KA Soft Timer # 10 Debug FITHAEE T

BFAIRLE PE1 WY, fER PMIO, BTFURKIRMEEE, & PA3. PBO. PB2. PEO #&ii, H5UEA Debug IO
4, 5. 6. 7HESER, BEHRTENX DEBUG_GPIO_ENABLE,

BIREHE, RREFAIRS, LB, BEORUMNE Debug 10s 55, RIUEEIZED N LEIMEN 5 410
MROT:

553747653, o og6c *4 003048 R 4. 050110 ++.
AR RREEEN [EERE RN [ teerrrr s

Figure 10.47: SoftTimer Debug IO capture

MBE LA UEE BERA soms (Eh, KESE —RaISIEE) , PA3 58 23ms toggle —/%, PBO L
7ms #1 17ms 32 &8P/ 1T toggle, PB2 &P% 13ms toggle —/X, PEO 6% 100ms toggle —&, BEEENX
BLT_SOFTWARE_TIMER_ENABLE FR{EEERIXES, RILAFEE! Soft Timer Bt AR, RFEERITFINEEE, 1
TR Soft Timer IRENEFHBFAZ AR MY,
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11 HEMiRR

% BLE Zi&#E SDK A& Ff

11.1 PA

WMEREEEF RF PA, 8253/8258 155 % drivers/8258/rf_pa.h, 8273/8278 i5&%# drivers/8278/driver_ext/
ext_rf.h, B91 RFIEFESZE drivers/B91/ext_driver/software_pa.ho

BERIATENR, BARXAN.
#ifndef PA_ENABLE

#define PA_ENABLE (0]
#endif

ERFAILBIRSIR, A PA BIFIE L.

vold rf_pa_init(void);

SEZRIBM, ZYBHERE, 1§ PA_TXEN_PIN 1 PA_RXEN_PIN &7 GPIO HHIER, #¥ERESHEE 0.
TE yser X TX F RX BY PA XY GPIO:

#ifndef PA_TXEN_PIN
#define PA_TXEN_PIN GPIO_PB2
#endif

#ifndef PA_RXEN_PIN
#define PA_RXEN_PIN GPIO PB3
#endif

5 9M& void (*rf_pa_callback_t)(int type) Mt/ PA BIEIALIER LR, KLFreEfIET TE 3 M PAIRE: PA
X. FF TX PA. FF RX PA.

#define PA_TYPE_OFF (0]
#define PA_TYPE_TX_ON
#define PA_TYPE_RX_ON 2

User REEFH L@ rf_pa_init, app_rf_pa_handler #EMEIEEMNEIE, BLE EZMIRESH, BB
JAF app_rf_pa_handler BIRbIE,
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12 BidA=E

BEETNMTA/MEA R I EFERERG .

% BLE Zi&#E SDK A& Ff

12.1 GPIO &l UART $TEN

A71E B85m 5 B91 AR, Telink BLE Multiple Connection SDK $21f GPIO ##){ UART & Ot A S
BW—MII, ZAEXEA—MEE, HIEEARENARXERME S E. KHIFEF app_config.h FHE
UART_PRINT_DEBUG_ENABLE XA 15, MIAIUERIEHEIZERS CiBS1EEMN—ER printf $ZF0#
TEREOEY. S TMNAGEDEGIEI UART B GPIO FEIABRE, AR AIRIERERK#ITEN:

N N NN NN NN NN PRINT DEBUG INFo /7700000 A A Sl idddiddsy

B W0arT PRINT DEBUG ENABLEY

| //the baud rate should not bigger than 115200 when MCU clock is 16M)
//the baud rate should not bigger than 1000000 when MCU clock is 24M)
#define PRINT BAUD RATE 1000000
#define DEBUG INFO TX PIN GPIO PD7
#define PULL WAKEUP SRC PD7 PM PIN PULLUP 10K
#define PD?_OUTPUT_ENABLE 1
#define PD7_DATA OUT 1 //must

\ #endif

Figure 12.1: 1 UART B9 GPIO BITENX

—Rms, REXIFESEMETEXHH 10 & (BHFrE PD7),
AE:
 SEREEBERSXE Mo
« AT GPIO &) UART EBOBVFTEN AR P RIITHY, EREIEY UART BB FARER, EI7ESSPR{EE
SREPRMEEHENELBNER L4,
« BT GPIO &l UART SBORTENS 5 A CPU, FRUREIIEFEIFIMNITED, MM FER
BER TS,

12.2 BDT THiENE/BTE/NE

Telink B ARM BDT TR, NMYAILARRRE Y, BRI Li#T—£4% E Debug, HH Tdebug #r& DT T
AILUREIRIERHNEREENE, APATURBERZRERBFRNLBEE, 1E Tdebug FIXREL, AAFiESE
(BDT FIF#5/) B Debug ETi,
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% BLE Zi&#E SDK A& Ff

| & BDT connect to 1:usb#vid_248a&pid_8266#7&87db05c&0&2#{28d78fad-5a12-11d1-ae5b-0000fB03a8c2} -

Device File View Tool Help

g9l ~ WEW | @ Seting (P Erase 3 Download 4 Activate | I Run Il Pause W Step Q Pc #f Snglestsp ~ | © Reset @ manual mode -

O A - R T Y R .
1 Download | &Y Tdebug ‘ = Log windows

Variable Name Addr Len Value ~| Flash Page Program at address 135000

M_Debug_\,rar,ab 80000 4 0000000b Flash Page Program at address 15400

i oo s Flach Feee Brogran ot address 1o
FLASH_SMP_MARK_C 01f50 4 00001ff0 Flash Sector (4K) Erase at address 16000
LL_FEATURE_MASK_C 01cf0 4 0000203d Flash Page Program at address 16000
LL_FEATURE MASK_1 01/b8 4 00000000 File Download to Flash at address 0x000000: 90932
4
4

Total Time: 5626 ms
SMP_PARAM_NV_AC 01fdc 000fa000
SMP_PARAM NV M/ 0154 00002000 [21:39:08]:

Figure 12.2: BDT izl R/ TE

=

o SR AFREEIRSE, RERNERS 0o
o ZINRERF T ERRY list X (BRIA B85SmM ERBIXHEZE xxx.Ist, BI1 Z objdump.txt) , FTLLA
FEBEAREEREN, tR/RETEERM list XXM, LUE Telink TRRITER list XEFEZEVEE—

LT EE,

12.3 BDT T EAJ Memory Access IEE

Telink BEA1289 BDT TR, X8I LU&ET Memory Access THAE, iEEY Flash. REETEIEEMENNS, W1
RIS NEIR. FEEIEEEIFRIE SWS A TFEBRES. BEFiESZE (BDT AFIEM) B9 Debug EF5,

& BDT connect to T:usb#vid_248a&pid_8266#7&87db05c&0&2#{28d78fad-5a12-11d1-ae5b-0!

Device File View Tool Help

iiﬁ? B91 * A EVK ~ @ Setting (, Erase L Download < Activate I» Run Il Pause W Step Q pC 2 Single step ~ ' Reset e manual mode ~ & Clear

o o o I o Y TR > s
‘ =

== Logwindows

| 1 Download Eﬁ Tdebug

[21:30:47]:
TC32 EVK : Swire OK I Memory Access %
6 bytes have finished!

[Bo1 v| [ew v|  [rasn v| [ v

0ff000: 10 00 00 77 66 55
Total Time: 1006 ms

addr: [FF000 v| data: |8 v]

Figure 12.3: BDT Memory Access LI
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% BLE Zi&#E SDK A& Ff

12.4 BDT T Hi% PC $5§t

Telink B751REH BDT T&, AJLUARIREY B85m MY PC (Program Counter) 18%t, XTESHFEAIRRERY, JE
EHEER. BiESE (BDT AF8R) M Debug ET,

w o e ————— ana o

1 Device File View Tool Help

1) 8278 » M EWK ~ @ Setting [’ Erase § Download * Activate I™ Run Il Pause W Step ,‘-‘ Singlestep | € Reset @ r

[bo | (o | o | o 2 sws 602 06 stal 602 38
[ 4 Download B Tdebug = Logwi

pc : 0x00ab44

Figure 12.4: BDT PC $55Hi%EX

12.5 Debug IO
AUBRNEZMIFZR app_config.h FEBE A% DEBUG_GPIO_ENABLE 3EFCRM—ER 10 FBXBIEN :

1= #if (DEBUG GPIC ENABLE)

2 #define GPIO CHNO GPIO PEl
3 #define GPIO CHN1 GPIO PE2
4 #define GPIO CHN2 GPIO PAD
5 #define GPIO CHN3 GPIO PA4
€ #define GPIO CHN4 GPIO PA3
7 #define GPIO CHNS GPIO PBO
: #define GPIO CHN6 GPIO PB2

#define GPIO CHN7 GPIO PEO
1 #define GPIO CHNS GPIO PA2
2 #define GPIO CHN9 GPIO PAl
3 #define GPIO CHN10 GPIO PB1
4 #define GPIO CHN11 GPIO PB3
5 #define GPIO CHN12 GPIO PC7
- #define GPIO CHN13 GPIO PC6
7 #define GPIO CHN14 GPIO PCS

#define GPIO CHN1S GPIO PC4
1 #define PEl OUTPUT ENABLE 1

HAdaEdma T ATIITITIM DAMADT T

=

Figure 12.5: Debug 10 EEX

ZINEERARFE, B4 Telink TIZMAEREMARISE—H Debug 10 EX, BIFESMNEETIKEN 10 BY
BR#HITIAR. BRI UEREMAREN AR RINE 28 Debug 10, &% common/default_config.he
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% BLE Zi&#E SDK A& Ff

« B release B9 SDK A, Stack H9fY Debug 10 JEid 5 EURARSEEESTE T ESXFH. FrLED
ERPENBREENX DEBUG_GPIO_ENABLE 3 1, BAREFHE Stack AAY Debug 10 JFIRE o

- R FEHE Debug 10, B Stack FIH Debug 10 A2, BEENAER Debug 10 £FER, tb
40 Telink B91 BLE Multiple Connection SDK H CHN14 FRrf{&89 rf_irq_handler, CHN15 Fr{{&RH

stimer_irq_handler,

12.6 USB my_dump_str_data

NS =|

7£ Telink BLE Multiple Connection SDK R B] LA E|H %4k my_dump_str_data X API B9iAR, ZIEER
Bo1 Lf&Bh USB #HOKIAKEERLN—FIM, FEREEAKENIARGERERLAE, MEA—MEE, B
ERRRIERRTPREEET GPIO #RIX UART TRV, ZINEERRINTF R, FEENX DUMP_STR_EN
1 AR R
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13 MR
13.1 iR 1: crc16 &

% BLE Zi&#E SDK A& Ff

unsigned shortcrc16 (unsigned char *pD, int len)
{
static unsigned short poly[2]={0, 0xa001};
unsigned short crc = Oxffff;
unsigned char ds;

int i,3;

for(j=len; j>0; j--)
{
unsigned char ds = *pD++;
for(1=0; 1<8; i++)
{
crc = (crc >> 1) » poly[(crc ~ ds ) & 1];
ds = ds >> 1;

return crc;
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