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1 SDK 748

1% BLE SDK 12 BLE slave 7F& demo, FAFRILITEXLE demo it EA A B N BEER.

1.1 FRFAARN

% BLE SDK ¥{4-Ze¥gE1+E APP N FH/EH0 BLE stack WX 4%ER457

7£ IDE HE A sdk I#fE, ERNXHFLAREMNTER. TNEXMHERE 8 4~ algorithm , application,

boot, common, drivers, proj_lib, stack, vendore

& C/C++ - telink bB0_ble single_connection_sdk/vendor/8208 ble_sample/main.c - Eclipse
File Edit Source Refactor Navigate Search Project # Telink Tools Run Window Help

o~ |&ig® @gve~-E@re~- THY B vOTAY MBI T ey
' Project Explorer 2 = O|[[¢ main.c %
B %[ & || 45 *@brief Thisis main function
v & telink_b80_ble_single_cor}| 46 * @paramlin] none
&) Includes 47 * @return  none
& algorithm a8 %
& application 49 #if (PM_DEEPSLEEP_RETENTION_ENABLE)
& boot 50_attribute_ram_code_sec_noinline_
(& common 51 #endif
Z sroj . 52 int main(void)
o 53(
= m‘; 54 #if (BLE APP_PM_ENABLE)
M D:’jgzg; bl sample 55 blc_pm_select internal 32k crystal();
= 56 #endif
& common
& 8208_feature 37
= 8208 hi 58 #if (BLE_OTA_SERVER ENABLE && (FLASH_SIZE_OPTION == FLASH_SIZE OPTION_128K))
& 8208 module 59 blc_ota_setFirmwareSizeAndBootAddress(48, MULTI_BOOT_ADDR_0x10000):
configh 60  #endif
div_mod.S 61
B driversh 62 cpu_wakeup_init(EXTERNAL XTAL 24M);
tl_common.h 63
version.h 64 int deepRetWakeUp = pm_is MCU_deepRetentionWakeup(); //MCU deep retention wakeUp
boot link 65
B sdk_version.txt 66 rfble_tm_param_init():

tl_check_fw.sh

b tl_check fw2.exe [ Problems ] Tasks B Console & - I Properties| +' Search

C-Build [telink b80_ble single_connection sdk]

0 items selected

Figure 1.1: SDK XX {4544

« Algorithm: $RENNZ BB XIIERE,
« Application: IEH—LE@BARIRNRLIERER.

- X

@ C/C++
= Ol(Ezo x\ 22 o=
~ B R o T
o tl_commonh
u drivers.h
U stack/ble/ble.h
o apph
u app_atth

« boot: IEMHITHHI software bootloader, Bl MCU LHEnIT deepsleep MEZGRC 4R IELIZE, NG

H C IESEFREITERIFIFMR,

« common: RH—LEEAMNETESHNMIBRE, WRNEFLERE. FRIBMIERHE,
. drivers: 5 MCU EEMEXBIBEHIZEMIMEIKENFERS, 90 clock. flash. i2c. usb. gpio. vart F,
« proj_lib: 7FHX SDK iTfTFRAEMEX Y (30 liblt_8208.a), BLE thiXi%. RF IXEh. PM IREHEXH, #)

HEEEXHE, BREEBRIRX M.

+ stack: TR BLE MMMBERARRAIAX . IRXHRMFIEXHER, HTFRAPZARATILHN.

« vendor: BATFEHAFNAEERHE,

AN-22070701-C1 13
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1.1.1 main.c

BE main RBMANO, REMNBLEIEREL, UNRIRER while(1) BI5E, BNAEMNILXFEITEME
%, BEREAERES .

#if (PM_DEEPSLEEP_RETENTION_ENABLE)

_attribute_ram_code_sec_noinline_

#endif
int main(void)

{

#if (BLE_APP_PM_ENABLE)
blc_pm_select_internal_32k_crystal();
#endif

#1f (BLE_OTA_SERVER_ENABLE && (FLASH_SIZE_OPTION == FLASH_SIZE_OPTION_128K))
blc_ota_setFirmwareSizeAndBootAddress(48, MULTI_BOOT_ADDR_0x10000);
#endif

cpu_wakeup_in1t(EXTERNAL_XTAL_24M);

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup(); //MCU deep retention wakeUp

rf_ble_im_param_init();

clock_init(SYS_CLK_TYPE);

gpilo_init( !deepRetWakeUp ); //analog resistance will keep available in deepSleep mode, so
no need initialize again

/* load customized freq _offset CAP value and TP value. */
blc_app_loadCustomizedParameters();

#1f FIRMWARES_SIGNATURE_ENABLE
blt_firmware_signature_check();
#endif

#if (PM_DEEPSLEEP_RETENTION_ENABLE)
i1f( deepRetWakeUp ){
user_init_deepRetn ();
}
else
#endif
{
#1f (BATT_CHECK_ENABLE)
blc_app_loadADCParameters();
#endif
user_init_normal ();

AN-22070701-C1 14 Ver1.0.0
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}

#1f (MODULE_WATCHDOG_ENABLE)
wd_set_interval_ms(WATCHDOG_INIT_TIMEOUT,CLOCK_SYS_CLOCK_1MS);
wd_start();

#endif

irg_enable();

while (1) {
#1f (MODULE_WATCHDOG_ENABLE)
wd_clear(); //clear watch dog
#endif

main_loop ();

1.1.2 app_config.h

RREREXMH, BTHNENAGNEXSHHITEIE, 81 BLE XS, GPIO WECE. PM RINFEEIERIE
RECEF,

EENBEMEREEX app_config.h FENSEEVE SGHITIFAR A,

1.1.3 Application File

- app.c. AP EXM, AT BLE hiliE4liaft. BiEAE. RInEAES,

. app_att.c: service # profile WECE X, A Telink XM Attribute 545, IRIEIZEWN, BIRMH GATT.
trE HID MFABBY OTA. MIC FHEX Attribute, AR A USEXLLEFRIME S/ service M profileo

+ app_buffer.c: AAFHEZE ACL RX FIFO. ACL TX FIFO. L2CAP RX Buffer &,
- app_ui.c: . OTA FHFPESHIRIEXH,

1.1.4 BLE Stack Entry

Telink BLE SDK R BLE stack B4 code B NKEE A

(1) main.c Xf§ irq_handler ¥ BLE #EXHBTRYLIEAND blc_sdk_irg_handler,

_attribute_ram_code_ void rf_irq_handler (void)

blc_sdk_irqg_handler ();
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(2) application file main_loop M BLE ZiEFMEIELIERIEELN O blc_sdk_main_loopo.

void main_loop (void)
{

//177/777//////////// BLE entry [///////////////////////////
blc_sdk_main_loop();

/117777777777777777///7 VI entry [//////////7//7/7////77/////

1.2 Applicable IC

EARWT/LM IC 8BS, Ef1ETF B80 &%, ¥ AE—MAZ%, 8208A/8208B/8208C IEHIEHREXR—K, RE
7T flash FEREER. BEAINTERFT.

Table 1.1: BLE B80 SDK XiFt A &R IR

IC Flash size

8208A T E Flash
8208B AE 128 kB
8208C NE 512 kB

EALE 3 FICHESFEFER Flash, HthZf59 22—, SDK XHFZEMERT SDK/boot/EEhIZ (B software
bootloader Xf4) # boot.link XIEBERI, HithZnwe2HEA,

1.3 Software Bootloader 7743

software bootloader X FMIE boot BE T

AN-22070701-C1 16 Ver1.0.0
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[ Project Explorer i2 =R
~ 1% telink_b80 ble single connection_sdk
# Binaries
mi Includes

= 8208 ble sample
= 8208 _feature_test
= algorithm
= application
v = boot
IS cstartup_flash.S
= commaon
= drivers
& proj_lib
= stack
= vendor
[ config.h
[§ div_mod.S
6 drivers.h
[ tl_ common.h
[8 version.h
=l boot.link
= sdk_version.txt
=l tl check fw.sh
tl_check_fw2.exe

Figure 1.2: bootloader LAz boot.link B&1%

1.4 Demo 43

Telink BLE SDK A FE P17 %™ BLE Slave Demos

BR@IEHSH demo BIETT, AILUNMIRINBEMBIME, BFP WA LITE demo code E#HITIEN, TRECH
MAF L.

~ = vendor
= 8208_ble_sample
= commaon
(= 8208 feature
= 8208 hci
= 8208 _module

Figure 1.3: BLE SDK $2f#H demo code

BLE slave demo X3 TR

AN-22070701-C1 17 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

Table 1.2: BLE slave BY demo [E&

Demo Stack Application MCU Function

8208 hci BLE controller No BLE controller, only Advertising
and one Slave

8208 BLE controller + Application TEE#& MCU E BLE EE1%4H

module host

8208 ble BLE controller + BEE slave demo, TIEFE T McU

sample host I8
8208 BLE controller + B feature WES F#F MCU
feature host

8208 hci @— BLE slave controller, T &EF USB/UART M HCI, FIEftt MCU M host &1, FER—1
S2EEHY BLE slave &%,

8208 module 2YEA BLE BIERLE, 5FIF MCU @T UART #ZFEE, —RRNARBEEX A EHE MCU,
8208 module LI 7 @I B EIRAITHINE KRS T HHITHEE,
8208 ble sample @—M&E1LHI slave demo, AJLAFIFRAER 10S/android & FECXHERE,

1.4.1 Feature Demo #1 Driver Demo
8208_feature_test §tXf—LEE FAY BLE HHXEH feature 244 T demo code, AP A& E XL demo EXE 2
MITHRESEIN, i¥IE M code. 1ZNXHY BLE R =NEBREM featureo

7 8208_feature_test TF2E [ feature_config.h FXJZ= "FEATURE_TEST_MODE"#{TiEFMHNENX , BIEY)
2 R[E feature BY Demoo

AN-22070701-C1 18 Ver1.0.0
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2 McU EffiEiR

2.1 MCU ithit=sja]
2.1.1 MCU hht=sja) s g

MCU i3t=S[8) 53 Eean T BFfwo
Telink B8O MCU HIEx K FHEZ (8]0 16M bytes:

« M 0 Z| Ox7FFFFF B9 8M el AfEF =[], BIRAIEFAE/ 8M bytes,

« 0x800000 &) OXFFFFFF J94MERi& &= a]: Ox800000-~0x80FFFF JE1F2855a]; 0x840000~0x84FFFF

I 64K Sram Z|al,

Ox84FFFF
Sram
Peripheral
Space
0x840000
O0x810000
Register
Ox800000
OX7FFFFF
Firmware Flash
Space
O0x000000
Figure 2.1: MCU #ihit%=5) 93 ig
19 Ver1.0.0
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B8O MCU #IBF 1R, thiitsk BIT (23) AFXBIEFZE/IMER|E]

- ZHUER O BY, iRl EE];
-z 1 B, RSN

Fht=FiElsME=iEl (BIT(23) 79 1) B, #ihitsk BIT (18) FAAFX 3 Register # Sram:
. JZMHEA O BY, AiR] Register;

. ZMuktA 18, 3408] Srams
2.1.2 SRAM Z[a)5id
B8O SRAM HYZ= 8] ERARIHFE B IR ER /7B deepsleep retention THAERYIAEX, AP L EE T 2 deepsleep
retention X%,
2.1.2.1 SRAM #1 Firmware %]

¥t MCU HihitZ=ja]sh SRAM == (8892 ERfiis — i BB,
16kB Sram HHEZ=[E)SEE 9 0x840000 ~ 0x844000, ¥tRZAEY Sram F Firmware F a1 BRI T EIFATo
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0x840000

16K Sram

Flash

unused area<i

0x844000

Figure 2.2: Sram Z[8]53C & Firmware =853 AC

SDK H Sram = [E] D ECAEXAI4E boot.link H cstartup_flash.S.

Flash 7 Firmware B3E vector. ramcode. retention_data. text. rodata. data init value #] data_reload init

valueo

0Ox00000
vector vector
power on
ram_code load ram_code
Cache
2.25K
data
data_reload text
bss Firmware
stack
rodata
data init value
data_reload
init value
128K /512K

Sram HE1}E vector. ramcode. Cache. data. data_reload. bss. stack # unused sram areao

Sram H8Y vector/ramcode & Flash B vector/ramcode FJ3#E 01,

AN-22070701-C1
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(1) vectors and ram_code

“vectors" BRI cstartup_flash.S MR RVIER, BEHFBoNES (software bootloader)o

*ramcode”E& = Flash Firmware PEEF I Ram BY code, MR SDK REFENN T X+ attribute_ram_code "}
#E-attribute_ram_code_sec_noinline”MIEKIER, Eba0 flash_send_cmd Ei%L:

attribute_ram_code_sec_noinline_ static void flash_send_cmd(unsigned char cmd);

REEERFERIRRA:

—RRERIAETHREIM Flash MSPI MIREMBFER, BAEERT, WRME flash RS LI F
S, IERLFEM, 30 flash 1@IEMERPRIB KK,

—RHE ram FHITRIRE SRR AFTEM flash EFIREY, AJLITAERE, AU F—LERITIER
ERMRHA R EERF, REHITHE, SDK B BLE HFAXN—ELEERTHRRERIINGE,
AKERHITEE, RELRETIEIIR.

BRNREEEZEMNRBEETNTE, oI5 LEE flash_send_cmd, THEHR EFMEXRF, HiFZ2EH®
AETE list X BRIZRETE ramcode EX T o

Firmware 1 vector #] ramcode F3EET MCU EEBEZMRE] ram L, HRiFZE, XIS size
79 _ramcode_size_, _ramcode_size_ B—MRIFZRAEBINRHNTEE, SHITESCIE boot.link B, W1TFr
T, HWIFMIZER _ramcode_size_ ZFTF vector M ramcode FiB code M sizeo

. = 0x0;
.vectors :
{
*(.vectors)
*(.vectors.*)
}
.ram_code :
{
*(.ram_code)
*(.ram_code.*)

}
PROVIDE(_ramcode_size_ = . );//itEEFREY ramcode size(vector + ramcode)
(2) Cache

Cache & MCU WIIESERER, HUITWESE N Sram RIN—ERA RILUIE & i81T, Cache size REEHN, &
& 256 FTHY tag A 2048 FTHY Instructions cache, FE 0x900 = 2.25K,

HEIHATER code ATLLEEM SRAM HiEENHTT, (B firmware R LIE T SRAM B code R2—EF9), ®TF
#o R ER I ERRTE Flash H, RIFEFINEIMERIEE, RILUE—EB4 Flash code FfiEZE] Cache #, MR YFIE
FEMITH code £ Cache B, HIEM Cache EEFHHNIT; WRATE Cache F, MM Flash iEBY code HikZE|
Cache, BM Cache FIZEHIT-

Firmware By text" KR 28 BME SRAM 1, XE5 code MEEFREBURIE, EE—HEHH load Tl Cache 7
ZREITo
Cache XK/NEEIER 2.25K, BTE Sram FAIEAMMIE AR EEE R,

(3) data
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“data” &= Sram REBREFREEZVBANEETE, Bl initial value IF 0 NERTE, ZHPRIELBH
& deep sleep Uﬁﬁ%ﬁ%%ﬁ?ﬂﬁ“ﬂs, £ deepsleep retention # suspend BRIEISRIFEEARFIHV(E,

“data”ER XER Cache, #2IAHINLED Cache BYLLRMNE, TEA boot.link BV, EHIZEFENX Sram L data”E&
Fraahgtit

= (0x840000 + ((0x900 + _ramcode_size_align_256_) * __ LOAD_FLASH) + (0x400 * _ LOAD_DUT)
< + (_dstored_ * __LOAD_RAM));
.data :

“data"ER =WV BN BT E, HYEZEIRAIFMTE flash H, BEIEFFIR Firmware Y data initial

value”s
(4) data_reload

HNTTHE retention HMEEFERAY boot AjE], 8208 Hi“data” E&F"bss” ER#IZE N retention fREE, retention
ERABIBNK. B—FE, BETEFRE retention EREBVAKEEM, FLLFK(TIEM T “data_reload”E&o
XNERHE 2 HTE retention BRBESEEHVAL, FBRZERZ FIME,

“data_reload"ER R IR data"ER, #CiaHthhtEN data”ERRYLESRItINE, TE A boot.link FEIARES, EHIEENX Sram
L data_reload” & FFiaAT AL

PROVIDE(_rstored_ = _dstored_ + _end_data_ - _start_data_);

.data_reload :
AT ( _rstored_ )

“data_reload"ER BB U BT E, EVEZTERFIFMIAE flash B, BEIEHFT/R Firmware #2

B data_reload init value”s
(5) bss

“bss” &2 Sram FEHIEFRIBHUMNEREETE, B initial value I 0 HEREE, P RSE LBEE
deep sleep MEEIZEFVIIAIL, 7E deepsleep retention # suspend HAIEI{RIFEEER AIAYE,

“bss” B¢ R IR data_reload "E%, fCiathitEN data_reload " E&pYLSsRithit, T boot.link RIS, BHIEENX
Sram _t"bss"E&FFIaRIHILE

PROVIDE(_data_reload_end_ = . );

.= ((C. + 3) [/ 4)*4);
PROVIDE( start_bss_ = .);

(6) stack / unused area

FFF 16K BY Sram , “stack”EMEE AL 0x844000 FIARY, EHAMMAM TELLEMR, Bl stack 8%t SP 1£3K
BNKREBR, $IEH%RE B,
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ZNBER T, SDK library AT stack B9 size FiBid 256 byte, BHTF stack BIfEMA size BURTF stack &=ix
IERIIE, FRIARER stack ERERAF LENERIZITRE XN MRAFER T LLRRRIEYE)T R 2L
BH, IBTERREFERATHRANGEHHATE, HEEHMBAIEEIEMR stack LEBEORNER, BSHRE
stack BUfEFE size TK,

YEPH sram FHRZE, SERRINESCHNERFERT 27V stack, XPNTLEBES list XHEERDHF, R
et IR IEITIER, MEREEITTEFRTFABENAREFEA stack EEEIRR code f5, ¥ MCU reset, %REX
Sram TE)EMIE stack BMEHAZE,

‘unused area”Bll bss EREERMINES stack BRIRMILZ BRIRNT|E), RBEYXNTIEFERN, 738 stack &
BH bss M, Sram FEREBIRIT, R stack HRMIMSH] bss ERES T, MiKAEA Sram RIEHET.

B list XAFRILAE Y bss BREGRAVMIL, BFUBE T B stack HIRATIE, ARFESMXNZ=EZS
8%, 45 EEIRAIEE stack FoRitbit, BILIKIE Sram WEAREEH,. TE demo FRABHINHGZEo

(7) text

“text”E&*& Flash Firmware FEFBIE ram_code BREBIE S I2FFHIR IR T " _attribute_ram_code_"3§
# attribute_ram_code_sec_noinline”, S#4RiFN ram_code &, BEMSEMX N EBFRRE L IHIF
BT text" . —MRIBRT, “text” B Firmware FERRAKNZT(E], ZEATF Sram B size, FTLAFREET Cache
BIETEINRE, BEEHRITH code 5t load E| Cache FEBRILAHATT,

(8) rodata /data init value /data_reload init value

Flash Firmware Ff& T vector. ram_code ] text, FISRMEEEN rodata” E&. “data init value” fl"data_reload
init value”s

‘rodata” R IEF P EX A, FEXREHNEHIE, BREXET const' EXMEE, bl Slave FHY ATT
table:

static const attribute_t my_Attributes[] = -----

FRPaUTER R list XXHHEE my_Attributes”B7E rodata FRZ Ao
AIENTAN data" RRREFPEVIRUNEREE, WNEXEREEWNT:

int  testValue = 0x1234;

BBARIZFBRIMSIEVIE 0x1234 1FHKE data initial value*®, £ EEEE deepsleep MEERS, I ZW(EIEN
F testValue MR EYATEMLE,

BIENTER data_reload " ERBIZEFHE NN retention BIREBFVIBHUHNLELTE, HMEXERETEMNT:

_attribute_data_reload_ int reloadValue = 0x1234;

BARIRRMEIEYIE 0x1234 7R E data_reload init value”®, TFIE{T bootloader BY, &3 Z¥EIENF|
reloadValue XIRZAYPRI7EHLE,
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2.1.2.2 list X 93#F demo

XE LA 8208 ble sample FENIAEEE A, 4&"Sram TEISEC & Firmware T8 723 E2" R 731

Ui, I 28 &E, 193K B boot.link. cstartup_flash.S. 8208 ble sample.bin #1 8208 ble sample.list,
BAFBITER XX EBENNIE.,

list XEHFHEA section WA HRIBE RO TEFR CEE Algn FHATF) :

Sections:
Idx Name Size VMR LMA File off &lgn
0 .wvectors 00000210 00000000 00000000 OQO0008000 2*%*4
CONTENTS, ALLOC, LOAD, READONLY, CODE
1 .ram code 00001e5¢c 00000210 00000210 00008210 2**2
CONTENTS, ALLOC, LOAD, READONLY, CODE
2 .text 00007098 00002100 00002100 0Q000al00 2**4
CONTENTS, ALLOC, LOAD, READONLY, CODE
3 .rodata 00000800 00009198 00009198 00011198 2*%*2
CONTENTS, ALLCC, LOAD, READONLY, DATA
4 .data 00000174 00842a00 00009998 00012a00 2*%*2
CONTENTS, ALLOC, LOAD, DATA
5 .bss 00000980 00842bB0 00009b18 O0Q0012b74 2%*4
ALLOC

(=31

.TC32.attributes 00000010 (00000000 00000000 O00012b74 2%**Q
CONTENTS, READONLY

7 .comment 0000001a 00000000 00000000 00012b84 2**(]

CONTENTS, READONLY

Figure 2.3: list Xf section 41t

TRHE section ZIHAERBFETHRNERIILR, MEEAEHN section NMBEBE——I Lo
(1) vectors: M Flash O FF¥&, Size 79 0x210, itE ML RIS 0x210;
(2) ram_code: M Flash Ox210 FF#4, Size 4 Oxle5c, HEHEERMAA 0x2100;
(3) text: M Flash 0x2100 FF48, Size 3 0x7098, it+EHLEFR M 0x9198;
(4) rodata: M Flash 0x9198 FF#8, Size 77 0x800, B HLEFRMILF 0x9998;
(5) data: M Sram Ox842300 FF#&, Size /9 0x174, ITEHLARMIULN 0x842b74;

(6) bss: M Sram 0x842b80 & (RAXTFRETRZEM 0x842b74 FI8) , Size 7§ 0x980, itEBLEFRM
3ty 0x843500,

LEARENTERH, TR Sram ZTEJ 0x844000 -0x843500= 0xb0O = 2816 byte, JHZs stack EE(FEAM
256 byte, i&F| 2560 byte,
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Disassembly of section .vectors:

00000000 < start>:

Disassembly of section .ram code:

00000210 <user init deepRetn>:

Disassembly of section .text:

00002100 <F_mod5i3>:

Disassembly of section .rodata:

00009198 <C.2.5844-0x8>:

Disassembly of section .data:

00842a00 < start data >:
Disassembly of section .bss:

00842b80O <_start_bss_>:

008434fc <blt ota start tick>:
8434fc: 00000000 tandeq r0, ro0,

Figure 2.4: list 3Xff section i3k

FEIRITE list XHEFPIE R section"BERNMEF S section WUFCIAMULEHHIE, &S ZEM EEA st ST
section &it”, 9T

(1) vector:

“vectors”E&1E flash firmware FifEiahiEA 0, Zhsiiiby 0x210, size 9 0x210, _FEIKFEE] Sram /5§, 7E
Sram _ERYHEEEA 0840000 ~ 0x840210,

(2) ram_code:

“ram_code”EZTE flash firmware FIEEIAHINEA Ox210, LERMIEA 0x2100, LEIFEE] Sram &, £ Sram
Rty 0x840210 ~ Ox842100,

(3) Cache:
Cache £ Sram FHBHESEEIS: 0x842100~0x842800, Cache HIFEREETE list XHERF A H 3,
(4) text:

“text”E&TE flash firmware HRfCIAMINES Ox2100, ZERMIAEA 0x9198, Size 9 0x9198- 0x2100 = 0x7098,
FIFIE Section FithEIE—,

(5) rodata:
“rodata” ERCIAHILE AT text BULEERMINE Ox9198, ZhaRittity 0x9998,
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(6) data:

“data”ERTE Sram _FEIAMIEA Cache MIZS SR HIHE Ox842300, list X4 Section FRiTEFH 44 HHY size J9 Ox174.
“data"E&RTE Sram LRYLESRIMIIESY Ox842b74,

(7) bss:

“bss”ERTE Sram _EiCiahit A data" ERBULE SRt Ox842b80 (16 FRXTF), list X4 Section FKITHEPHLEH
# size /3 0x980,

“bss”ERTE Sram LRSI 0x843500,

Fl& Sram ZI81T 0x844000 - 0x843500 = Oxb0OO = 2816 byte, JAZ stack EEEARM 256 byte, EFI
2560 byteo

2.1.3 MCU tht=sialisia

F2FEH% 0x000000 - OXFFFFFF Hitik=s{E]AYiA a1 45 L T & .

2.1.3.1 IMETIEIRYIR G IR(E
SM&=|E) (register # sram) BV G iR(EEIZAIS ARSI

u8 x = *(volatile u8*)0Ox800066; //1 register 0x66 FI{E
*(volatile u8*)0x800066 = 0x26; //*A register 0x66 MH{E
u32 y = *(volatile u32*)0x840000; //3E sram 0x40000-0x400603 HIAAIE
*(volatile u32*)0x840000 = 0x12345678; //48 sram 0x40000-0x40003 HILTR({E

EFPERRER write_reg8. write_reg16. write_reg32. read_reg8. read_regl16. read_reg32 Xf4M&=(d]
HITIRE, HELREIEHIRE. EZEER, FSR drivers/bsp.ho

AEIEFEH L write_reg8(0x40000)/ read_reg16(0x40000) HII21E, EE XN FF7T, MAREH 0x800000
MRZE BN Gtiksk BIT(23) 9 1), FRLL MCU BEBSHRIAINEIZE Register/Sram F(a), MAREIHIE
flash 258,

#define REG_BASE_ADDR 0x800000

#define REG_ADDRS8(a) (*(volatile unsigned char*) (REG_BASE_ADDR [ (a)))

#define REG_ADDR16(a) (*(volatile unsigned short*)(REG_BASE_ADDR [ (a)))

#define REG_ADDR32(a) (*(volatile unsigned long*) (REG_BASE_ADDR | (a)))

#define write_reg8(addr,v) (*(volatile unsigned char*) (REG_BASE_ADDR | (addr)) =

< (unsigned char)(v))

#define write_regl6(addr,v) (*(volatile unsigned short*) (REG_BASE_ADDR | (addr)) =

< (unsigned short)(v))

#define write_reg32(addr,v) (*(volatile unsigned long*) (REG_BASE_ADDR | (addr)) = (v))
#define read_reg8(addr) (*(volatile unsigned char*) (REG_BASE_ADDR | (addr)))
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#define read_regl6(addr) (*(volatile unsigned short*)(REG_BASE_ADDR | (addr)))
#define read_reg32(addr) (*(volatile unsigned long*) (REG_BASE_ADDR [ (addr)))

XEFE— I REXNFTHER:. NRERER 2 F1/4 FHNEHRIETINGTE, —EEHRRMUE 2 F
T5/4 FHXNFTH, ORAHFHIE, SREBUBRTHEIR. 0 TRMEEIRN:

ulé x = *(volatile ul6*)0x840001; //0x840001 &H 2 FTXTT
*(volatile u32*)0x840005 = 0x12345678; //0x840005 %8B 4 FTIXTT

EEUNEMRYIRE121E:

ul6 x = *(volatile ul6*)0x840000; //0x840000 2 FTXITT
*(volatile u32*)0x840004 = 0x12345678; //0x840004 4 FTIXIFT

2.1.3.2 Flash BYIE{E

LEEB I ABIFIE 8 & Flash T4,

2.1.4 SDK Flash Za]i9 5 EC

IHEBPRBIENSE 8 & Flash 148,

2.2 BEhiEIR

2.2.1 System Clock & System Timer

RAH (system clock) & MCU HITIZFHIBT B,

RSERTSE (System Timer) B—MRIRMERTEE, 7 BLE NISFIEHRMREIEE, FIEAILURMLERARF
fER.

7E Telink E— IC (826x &%) £, System Timer FIBREPEIRTF system clock, M B8O &%l IC £, System
Timer #1 system clock @I FFH, S0 TFEFATR, System Timer 2HYME 24M Crystal Oscillator £935745
ZIRY 16M,
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USB_clk >
asm-L» 32M
Doubler 8NV o 2/3
Divider 11
=
3
=<
01/ 2 | FHS or| ¢
RC Oscillator RC_24M > o » G [ Sys_ck—»
& E
]
10| &
Divider —p»{
HS
divider
0x66[4:0
24 MHz Crystal 10/11 401
. Pad_24M | 2
Oscillator - /
/ 00
16M
2/3

——Sys_timer_clk—»

Divider

Figure 2.5: System clock & System Timer

B ErTLEE, system clock AILAEHSMEP 24M B EIR% 2842 doubler EBERfZ 47 E] 48M GBS 4R1ZEI 16M.
24M, 32M. 48M &, X—3 clock #RA crystal clock (#0 16M crystal system clock. 24M crystal system clock);
AL IC NEE 24M RC Oscillator #2582 24M RC clock. 32M RC clock. 48M RC clock &, X—FFH
RC clock (BLE SDK AR3Z#F RC clock)o

7 BLE SDK A1, FRATHEFF(ER crystal clocke
a1k EH AR TER APl B2E system clock, TEMAEETE SYS_CLK_TYPEDEF X AIEIRES X N AY clock BD
7,

vold clock_init(SYS_CLK_TypeDef SYS_CLK)

BT B8O RFGH B System Timer 5 system clock A—#¥, AFEET#E MCU ERBEHEIRM clock @K
JBF system clock IB2 System Timero A 1L system clock 9 24M crystal BYIERRFITIHAE, AT system
clock 4 24M, [ System Timer & 16Mo

714 app_config.h H system clock UIMRIFRAY s« ms. us BIENXINTF:
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#define CLOCK_SYS_CLOCK_HZ 24000000

enum{
CLOCK_SYS_CLOCK_1S = CLOCK_SYS_CLOCK_Hz,
CLOCK_SYS_CLOCK_1MS = (CLOCK_SYS_CLOCK_1S / 1000),
CLOCK_SYS_CLOCK_1US = (CLOCK_SYS_CLOCK_1S / 1600000),

fi¥;

FRrE Bt $R A system clock FIREHIEIR, TEIRBEIEIRM clock BY, RAEEER L CLOCK_SYS_CLOCK_HZ.
CLOCK_SYS_CLOCK_1S &; #i5 2, tNRAFRBIERT clock FIKEFERANRULEILNENX, WEIZIER
BF$hE A system clocko

M PWM IRz PWM BREFI SRS BT, %88 PWM BUBSHERE system clocke

pwm_set_cycle_and_duty(PWMO_ID, (ul6) (1000 * CLOCK_SYS_CLOCK_1US), (ul6) (500 *
< CLOCK_SYS_CLOCK_1US) );

System Timer ZEIER 16M, FFLITFXA timer, SDK code RN THIBERRT s« ms M uso

//system timer clock source is constant 16M, never change

enum{
CLOCK_16M_SYS_TIMER_CLK_1S = 16000000,
CLOCK_16M_SYS_TIMER_CLK_1MS = 16000,
CLOCK_16M_SYS_TIMER_CLK_1US = 16,

1K

SDK LT JLA™ APl #RZER System Timer #HXBY—LE42(E, FRLUS M EXLE AP #E/ERY, EFERA EMm3E
{M"CLOCK_16M_SYS_TIMER_CLK_xxx" B9/ R R KT8],

voild sleep_us (unsigned long microsec);
unsigned int clock_time(void);
int clock_time_exceed(unsigned int ref, unsigned int span_us);

#define ClockTime clock_time
#define WaitUs sleep_us
#define WaitMs(t) sleep_us((t)*1000)

BT System Timer =2 BLE 18S9 EE, SDK H9FFE BLE BHEIEXMSEHINTE, 155 &3FINEIMRIAER, &8
2 F"CLOCK_16M_SYS_TIMER_CLK_xxx" B9A o

2.2.2 System Timer BYfEMA

main BRI sys_init ¥1I85ERE, System Timer FAFFET{E, FAF BILUSEEY System Timer IH4R2889(E (&
#R System Timer tick)o

System Timer tick 8— MR ERAMN—, EEKEEHR 32bit, BIE 1/16us 1 1, F/ME 0x00000000, BAE
Oxffffffff, System Timer NIZEHRIEIE, tick X 0, ESRA(E Oxffffffff FEAIBIEIA: (1/16) us * (2°32)
HETF 268 b, &3 268 # System Timer tick F—E,
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MCU TEIB1TIZEF I R system tick R{F Lk,
System Timer tick BYIEEX AT LU clock_time() ERIERIRTS:

u32 current_tick = clock_time();

BLE SDK ¥4 BLE BYF#EE T System Timer tick i&itH, FBFEHHREMFHEX System Timer tick 358
&t ANEBES HI BT, SBZUHETE user X System Timer tick 2SS —Le & & A & B AN B A 1 B

EEANELI— P E R EN, REERBIKIETEING, BT2EIERREKIN, FERIEERELT
BUSERTEMERE, —MRATHIREERTZHTZINNAE, KIAE:

(1) Bohitht: RE—1 u32 W E, REFHIZR HAE] System Timer ticko
u32 start_tick = clock_time(); // clock_time() returns System Timer tick value

(2) EREFHNELREE YA System Timer tick # start_tick WEE RSB IEEEHNMEE, &8,
INAER SR L, HITHEREVIRIE, HIRIBEXMRNERERITE B —HRER,

RiIgFEENAESEN 100 ms, BWIHIIERBIENEEN:
if( (u32) ( clock_time() - start_tick) > 100 * CLOCK_16M_SYS_TIMER_CLK_1MS)

BT EEEELR u32 B, RT system clock tick M OxFEfFffff 2| O X PMEPRIE 5o

SERR L SDK A T R A G HARESEMN u32 HIRMEE, RIETRA—NERRE, FTERSNHZLD,
B LU BRSO T 1 -

if( clock time_exceed(start_tick, 100 * 1000)) //FE_1NESEHENH us
AE:

BT 16MHz BSgpie—RElN 268 7, XNEWRMRAERT 268 WLIRBER, NREL 268 ), FE
R LIS RIS (XERNA).

RZFREs). A iR (Refik—R) B2 WE, BFE#HT B() 8

u32 a_trig_tick;
int a_trig_flg = 0;

while(1)
{
if(A){
a_trig_tick = clock_time();
a_trig_flg = 1;
}

if(a_trig_flg && clock_time_exceed(a_trig_tick,2 *1000 * 1000)){
a_trig_flg = 0;
B();
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2.3 GPIO 15iR

GPIO HIRAVIEBERIE user XTHR drivers/gpio.h. gpio_default.h. gpio.c I, FREREERLURREH IR M,
RIS R B T Z2EHVIR(E, 18BFE datasheet KIEFE,

2.3.1 GPIO ENX

B8O RIS H &% HF 5 4H 38 1~ GPIO, 53579 GPIO_PAO ~ GPIO_PA7. GPIO_PBO ~ GPIO_PB7. GPIO_PCO
- GPIO_PC7. GPIO_PDO ~ GPIO_PD7. GPIO_PEO ~ GPIO_PE3 #I GPIO_PFO ~ GPIO_PF1,
FE:
IC BY core BB EBREX 38 1 GPIO, BAKEIE—M IC WAREIE L, AIRERL GPIO HgB5IH, i
LAERS GPIO BFIBLA IC SEFREFRHIRAY GPIO BRI,
EFPFEE-A GPIO i, HIURIR EENEAEX, #1E0 drivers/gpio.ho
EE:

7 ™ GPIO tbB4F5k, TEFE:

a) MSPI Y 4 1 GPIO, X 4 4> GPIO & MCU RARLHRE SPI B4%, BATIET flash 1#21E, LBEIAA
spi IRTE, user IKITABEIRIEEN], BREHFEEMFHE. X1 4 1> GPIO /4 PEO. PE1. PE2. PE3,

b) SWS (Single Wire Slave), F3F debug FEE firmware, EEBZRIAA SWS KT, BFEF—RERER,
B8O BY SWS Bl PA3,

c) DM #1 DP, EEBERIAN GPIO RES. HFEE USB IheERY, DM A DP FEFEA; UAEE USB B, 7]
LIEA GPIO f£M, B8O BY DM. DP &9 PAT. PA2,

2.3.2 GPIO IRZIEH

XBERFEHAFRZEETHRNEREEN GPIO K&,
(1) func(ThEERCE : $55RINRE/—R% GPIO), WMEEFEAMNFEHINEE, FEEN—RR GPIO,

vold gpio_set_func(GPIO_PinTypeDef pin, gpio_func_e func);

pin  GPIO EX, BAF—#, func RIIEFE AS_GPIO SREMIFHRINEE,

(2) ie(input enable): HINfERE

voild gpio_set_1input_en(GPIO_PinTypeDef pin, unsigned int value);

value: 1 #1 0 9355 7R enable 1 disables
(3) datai (data input): HIINFEEEFTFEY, ZENHEZ GPIO ERNEF, BFIREIMBBE,

static inline _Bool gpio_read(GPIO_PinTypeDef pin);

RENREEREERN 0; REISBEREIER 1
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if( !gpio_read(GPIO_PAO) ) //¥IKi=KEF

(4) oe(output enable): iaitH{HE&E
static inline void gpilo_set_output_en(GPIO_PinTypeDef pin, unsigned int value);
value 11 0 233IZR7R enable # disable,

(5) datao (data output): HHEHEEEFTHEY, ZEN 1 BHEEF, H o WHEEF,
static inline void gpilo_write(GPIO_PinTypeDef pin, unsigned int value);

(6) NEFIEI\ ETHIEBEEE: & 1M Ehi. 10K LRI, 100K TFHI 3 FiEEErE, AIECERIRSE 4 #: 1M
LHi. 10K E#HI. 100K THIF float KB,

vold gpio_setup_up_down_resistor(GPIO_PinTypeDef gpio, GPIO_PullTypeDef up_down);

up_down BIEMECE Y

typedef enum {
PM_PIN_UP_DOWN_FLOAT =
PM_PIN_PULLUP_1M =
PM_PIN_PULLDOWN_100K =
PM_PIN_PULLUP_10K =

}GPIO_PullTypeDef;

w N 2O
. e

-

£ deepsleep # deepsleep retention KA, GPIO I ANREHRESEEIRK, BREM ETHIBRETAE
o
AE:
XF GPIO 1E M TINRER T AL B IEHE, BERBITIRFE:
a) FFUATLRE GPIO IhEE, BRARELIGFMEENTIRE MUX BLBF/E, &=EB¥ GPIO ThEE disables
b) FFIERTINEE 10, FELLAL GPIO output, FTREXTRZAY 10 BY output {EFN OEN IREX/E, &[G enable
GPIO IhEE,
c) FHUATHRER 10, FEKAL GPIO input FH 10 £HI, #t¥& output IRERL 1, OEN IKE N 1 (MR PA
PD), HZ¥F pullup IREN 1 (JRZ PB #1 PC) , &/ enable GPIO Lh&E,
d) ¥ pullup IEAN 1 (3R PB # PC) #H 10 REHI, 5k output IRERY 0, OENIRE N 1 (FRZ PA
# PD), EHXIE pullup IREN 0 (IFRZ PB A PC) |, &5 enable GPIO IhEE,

GPIO ECE RN &SI

(1) ¥ GPIO_PA4 EEENMHES, HiaHSBRF,
gpio_set_func(GPIO_PA4, AS_GPIO) ; // PA4 ERIAA GPIO TheE, RILIRIGE
gpio_set_input_en(GPIO_PA4, 0);

gpilo_set_output_en(GPIO_PA4, 1);
gpio_write(GPIO_PA4,1)
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(2) :i__f GPIO_PC6 Eﬂﬁjﬂm)\u, QHJliﬁ IHEEEE::F EJ:FFIJ:iL) Bjju: float %$Eﬁ§;uno

gpilo_set_func(GPIO_PC6, AS_GPIO) ; // PC6 BRINA GPIO IhEE, AILIRIKE
gpilo_setup_up_down_resistor(GPIO_PC6, PM_PIN_PULLUP_10K);
gplo_set_input_en(GPIO_PC6, 1)
gpilo_set_output_en(GPIO_PC6, 0);
if(!gpio_read(GPIO_PC6)){ //rIKEF

(3) ¥ PAS. PA6 BHIBCE R USB IhAE.
gpilo_set_func(GPIO_PA2, 0);//DP

gpio_set_func(GPIO_PA1, 0);//DM
gpilo_set_input_en(GPIO_PA2|GPIO_PA1,1);//DP/DM must set input enable

2.3.3 GPIO M4k

main.c FiAA gpio_init KEK, =EBRT MSPI 4 4> GPIO LIMIEAM 32 4> GPIO BPRSE A —IE,

AR app_config.h FKBECE GPIO ZEEY, XMRBEREEN 10 B ARIARTS. 32 1 GPIO FRIA
)Ikll_:\jj .

(1) func
BRT SWS , Hg9—#& GPIO RE.
(2) ie

BR7T SWS EAik ie 1, EfFRAERI—A% GPIO Ak ie 9 Oo
(3) oe

£&79 0,
(4) dataO

2875 0.
(5) WEB_LETHIEBMERE

28R floato

BEZiF¥I15ES M drivers/gpio.h. drivers/gpio_default.h,

WRTE app_config.h FEREIENHE/L GPIO BIIKRE, A gpio_init ABERARKIARES, MaEER
FAFTE app_config.h EEERVIRTS. [FER gpio MENIANKBRERLRRTH, XEEMEZEA (LLPAO K ie
A1)

#ifndef PAO_INPUT_ENABLE
#define PAO_INPUT_ENABLE 1
#endif
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H7E app_config AR LURRIE M IXLE R, XLERMAB R U EXMEGAE,
£ app_config.h FEZE GPIO REHZEA (LA PAC A1) :

(1) B2E& func:
#define PAO_FUNC AS_GPIO
(2) ECE ie:
#define PAG_INPUT ENABLE 1
(3) ECE oe:
#define PAO_OUTPUT ENABLE 0
(4) BCE datal:
#define PAG_DATA_OUT 0

(5) ECEMAR L FHIFEFR:

#define PULL_WAKEUP_SRC_PA@ PM_PIN_UP_DOWN_FLOAT

GPIO M¥IIAtL B4
(1) BILURATTE app_config.h HENX GPIO MIFIAIRS, T gpio_init FELUEE;
(2) AILATE user_init BRERHIEIE GPIO RESITHIRIER (gpio_set_input_en ) MILUIKTE ;

(3) WA LUMERU LM ANER: 1F app_config.h IZEIENX —LE, gpio_init ANATT, 7E user_init A%
E%gb_]t:bo

FE:
7 app_config.h HTEXH] user_init FIRER—1 GPIO IEMNRESAREER, RIBEFNLEERIT
fE, =LKL user_init FIEENE,

gpio_init BRELAYSCINANT, anaRes_init_en BIEAEEIN L THIBEERTHIZE,

void gpio_init(int anaRes_1init_en)

{
// gpio digital status setting
if(anaRes_1init_en){
gpilo_analog_resistance_init();
}

}
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SENHEEERINFEEENNAA, 16 GPIO Wi _E THIEBFEAEFF287E deepsleep retention HABIZRT I
RIFAIEEBR, FrLd GPIO &1 _E THIEBPERIRSEETE deepsleep retention mode F#E4ERHE,

AT R deepsleep retention MEEZ [ GPIO & E FHIFEBIAAVIRES AR HWENE, 7E gpio_init AIZCEHIT L5
=5 deepsleep retention wake_up, IRIBXMREEIZE anaRes_init_en BIE, W TEM code FiiR:

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup();
gpilo_init( !deepRetWakeUp );

2.3.4 GPIO ¥{FIRATE deepsleep retention mode K

LFENEH GPIO KEIEHIF, BRT B THIEBEREEINEESS (analog register) 154, EMFAEIVRES
(funce ie. oe. data0 %) EEIWINFEHF2S (digital register) I=HIAY,
SEMEERNFESENNEAH, deepsleep retention HIBIFFA digital register FPRSEEEK,

7E Telink £—1X 826x &% IC k£, suspend HA[B]RILLA gpio output RiTH|—LESMEIL R, BF]T B8O LUl
R suspend i 7 deepsleep retention mode &, gpio output IRASK, TIATE sleep FRIELERBIIEHISH
B, BRI GPIO A E FHIBEMRESRAZLI: Lhi 10K K& gpio output high, THI 100K
& gpio output lows

W
deepsleep retention HAjEIAY GPIO KESIEHIFRE(ER LR 1M (EHIEBERTES L EBEE VCC F—L),

54h, EHI 10K BIEHIFRARE/A PCO-PC7 BY_EHI 10K (£ deepsleep retention wake_up By =B ZEY
EJREIED, FEER]), Hth GPIO LRI 10K #HZER A,

2.3.5 B2E sws EHiBhIEFEMN
Telink FIEHI MCU BfER SWS (single wire slave) RIFXFRRERF. ERELNMARIE L, SWS X4 pin
BIRESA:

(1) function £i&7 SWS, 3E GPIO,

(2) ie =1, RA input enable B, ZABILAKEI EVK ZREME<, FRIZEIE MCU,

(3) HAMEZE: oe. dataO #A 0,

WA EIRSRE, AILREREUR EVK BigMER <, BRNMHER—IXKG: HENRFWEEFERREEME
1% (WNAIXEISMNY, BRIEIERAIaESPEHEIR 100mA),, BT SWS & F float RE, ATEERIREI— M EEIRAIEK
1B, IRUAR EVK ERNSS, XPNEIENGLARESSHEFER,

R EEREIN G AR, 3§ SWS B float RSB AN L, BIAEIK LRI 1M BBRERARR,

B8O Y SWS #1 GPIO_PA3 £/, 7 drivers/gpio_default.h §%§ PA3 By 1M LHIFFEENA]:

#ifndef PULL_WAKEUP_SRC_PA7

#define PULL_WAKEUP_SRC_PA7 PM_PIN_PULLUP_1M //sws pullup
#endif
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2.4 R4iHhlER

BHEIER IC BB R RB LU TR MR
(1) FRrERETRILRR—1F, MCU RESHUETERERIEE

(2) FrEFErHABR— I REEFAND, RESMAIM irqg_handler B, TEXRHEEETIREX I
ORISR H B R R BT R B AR A

LEES 1 RET MCU MR AR 2R BR AR EBIN A, YFE— N rhlrk MBS, SR~ 4%, T
ERALZINER, HNEFAY, BEFEMTRAESTREE A SMN, FR, SHE 2 N 2 NMALBFRRET,
FRE MR ER /A MBI SCR MmN, E—PPRTIRAEERT BT IE], BURTF XAt Ay MCU BB EELRER
AP BT A B IR B AR E 22 RIBYIEl, SATFEIFR, BT RQ2 flARY IRQT IETERMIE, HMEER IRQ1 RMIELE
REABEMLZ, IRQ 2 delay HIBYE]SRIFIFRFME IRQ1 process HIERABY(E]o

IRQ1 trigger
IRQT process
t1 112 i
IRQ2 delay—— |[RQ2 process
IRQ2 trigger

Figure 2.6: IRQ delay

£ BLE SDK 5, A7 system timer # RF BN RSl MRABFKBEMIMEIFET, WRRZERTRY
rhirRYBEiEIEER; MNREFFEIGMEMAPET (bl UART. PWM ), FEZEENATIT:

(1) SDK A system timer #1 RF FNRFKHRT, AIEERYERAITEIE)E 200us, XEMKE R P IEINAY BT a]
BETC /AN, BIRie ERARREHIMAYAERAYE]/9 200us,

(2) system timer 1 RF N RFZETBTE N T LI BLE 11535, BT BLE MBI FE ™M, TREWER KA.
FRAR P IEm Ry, QIBRTEIREEID K, BINIE 50us LU, MRAEE, rlgeHIl BLE RNFERES H
g, ERWABEMER. RS, BLE MNEHFRE,
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3 BLE &R

3.1 BLE SDK 5R{4%844
3.1.1 ¥5' BLE SDK #X{4%249

1R#E BLE spec, —MELEARAER BLE SDK 224930 FEFAT

Application

Profile 1 Profile 2 Profile n

I

Generic Access Profile

Generic Attribute Profile

Attribute Protocol Security Manager

Logical Link Control and Adaption Protocol

Host

HCI

Link Layer

Physical Layer

Controller

Figure 3.1: BLE SDK ZR{$%2#4

E LEFRIIZEMHE, BLE WY& Host #1 Controller FER5

« Controller {9 BLE [RE 1Y, £23F Physical Layer (PHY) # Link Layer (LL), Host Controller Interface
(HCI) 2 Controller 5 Host MIME—@{53#%0, Controller 5 Host FiEMEIER B&RET 1ZiE O 5T M.

« Host fE4 BLE EE X, thi¥ EH Logic Link Control and Adaption Protocol (L2CAP) . Attribute
Protocol (ATT). Security Manager Protocol (SMP), Profile B#& Generic Access Profile (GAP). Generic

Attribute Profile (GATT).
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- NEE (APP) 8% user HEMHEXNBARIEAMEZF service XN HY Profile, user i@id GAP EiTHlia]
Host, Host i@id HCI 5 Controller e EIER E, N TFEFIT.

BLE Host
HCI HCI
cmd data
HCI
HCI HCI

data event

BLE Controller

Figure 3.2: Host #l1 Controller BY HCI 1B E

(1) BLE Host i@id HCl cmd ZE121EI&E Controller, X% HCI cmd W NASEZESEEIFENBR controller APl

(2) Controller 3&id HCI [ host _EIREFH HCl event, KEHMZEAENLA,

(3) Host B EBRIZL M HIKFZBIEIEE T HCl 523X F Controller, Controller ¥ #iEEH#Z X Z Physical
Layer #H{T&IX,

(4) Controller 7£ Physical Layer WWZIHY RF #3E, LHIBTRE T Link Layer BYEUEIRE Host BIEUIE: @R
= Link Layer B9EUE, EIZMIBHEE; 1R 2Z Host FIEEE, M@ HCI BEIEEE Hosto

3.1.2 Telink BLE SDK $%{42243

3.1.2.1 Telink BLE Controller

Telink BLE SDK Z#5#R/HRY BLE controller, B#E HCl. PHY (Physical Layer) # LL (link layer)o

B8O BLE Single Connection SDK B & Link Layer Y 3 MiR/EIRZ (standby. advertising. connection) ,
conneciton KX 3Z#F Slave role, B8O BLE Single Connection SDK AfY Slave role 22 single connection,
Bl Link Layer REELEIFF—NER, T/EARZ Y Slave RIRYEE,

SDK B B8O hci @— BLE slave BJ controller, FEH SN —1NE1T BLE Host B MCU AT ERZE—1
MR BLE Slave &%, ZEMEMT,
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BLE
. 1
Other MCU Host
UART/USB
HCI
BLE
Link Laver

Controller

Physical Laver

Figure 3.3: Telink HCI 2214

3.1.2.2 Telink BLE Slave

B8O BLE Single Connection SDK £ BLE host £, 23%# Slave #843

Y user REEFHAFRER BLE slave B, Telink BLE SDK 51T Host (slave 2843) + #R/&RY Controller, SEFRAY
IR _ EERENSEM I — LB IR, FFEA SOK WRAREFE (838 sram. B1TEIE. If
%) B/, HEMITERR. SDK # B8O ble sample. B80 module #R2ETFi%Z24,
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Application
App
GAP ‘ HIDS BAS ‘AUDIO ‘ ‘ OTA ‘ Profile
] J L
I_ -t--------------—-""=-"—-""—-"-"—-""-"¥""-""-""="="=—-"¥—-"—-"=- ="
: Generic Access Profile :
’ Generic Attribute Profile ‘ Host
i BLE
Attribute Protocol Security Manager StaCk
Logical Link Control and Adaption Protocol ‘
| |
HCI ‘
@ Power
Link Layer k;“ Controller
@ Management
Physical Layer K‘:

Figure 3.4: Telink BLE Slave 22143

B SLOETSLFREIEIER B2 user B LUBIT BFMECORIZIERHIRY, SIRM user AP, TIOETLZMNEA
R AIEIERCE, user TiES S,

Controller 843 HCI 35225 Host BVEIEEEIZRO (7 L2cAP BxiR), BRERH—IZEO, APP NEEWA
LIEES Link Layer #1T8IER H, Power Management (PM) {RINFEEIRE TR AERE Link layer, NAE
AILAR PM BXEO# TS IENRE,

ZEINE, NWARS Host WEIERZERET GAP KRz Hl, MMNARTE ATT. SMP #1 L2CAP #Ri2{t T 48
XEO, JUNMNARHEERXE, B2 Host WEHEE®T GAP BMINAERH,

Host IELA Attribute Protocol J9EHE, SEI T Generic Attribute Profile (GATT). NEABETF GATT, ENX user
BHEZEEME M profile 1 service, 1% BLE SDK demo code 1#f#JLMEZAH profile, B3E HIDS. BAS. OTA
%,

TEETFXMEE BLE MR IO M—LEARNNE, HABEER user APl
Hrb Physical Layer 5e£H Link Layer £%l, BEAZEENAEEANES, XEBRFNR.

8B Host 5 Controller BYER D #ERX EIRESE HCI 3R5ERY, 1BEZAERZ Host # Controller 1hNik5ER, A
BNFEREE, IFEF L2CAP E3FM HCI FUERIAMIBREGLITTY , FrL3 HCl S0 B AR E,
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3.2 BLE Controller

3.2.1 BLE Controller /Y43

BLE controller &% Physical Layer. Link Layer. HCI #1 Power Management,

Telink BLE SDK i Physical Layer (XRZ driver 3XHFABY rf.h BY ¢ XXF) FeeE 2% library 1, user RHEET
fi#, Power Management FEAXMEENETHIFHANA, SERBERIE—T, FMUIZNAE

RZINE Link Layer # HCI, BETF HCl EE R interface, HLMMTHEEERZ A T 21F Link Layer F13XEY
Link Layer BY%#E, PRUAERI¥4H7Y4E Link layer, F1ETTAE Link Layer #1 API B2 3T HCI 48X interface
__#ﬁi?ﬁ_o

3.2.2 Link Layer iR7S#1

B} BLE spec A Link Layer RS0
FEZ(EEIESE (Core_v4.2) (Vol 6/Part B/1.1 "LINK LAYER STATES")o

./\

| Scanning

I\___

=
,/ WY

Advertising -I—I-I Standby | Initiating
| [}

2N \_ /

/
I

N

— I-II Connection |« ——

\__/

Figure 3.5: BLE Spec 1 Link Layer JXZS#1

B8O BLE Single Connection SDK Link Layer IRZSHL0 FEFATo
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Advertising

Power
Manageme
Nt

Slave role

connection

Figure 3.6: Telink Link Layer JRZS#1

B8O BLE Single Connection SDK B F X3z #F Slave Role, RAHNXIAE 3 MHEARIKZ: Idle (Standby)
Advertising. Connection (Slave Role), Connection (Slave Role) TEEESEA ConnSlaveRole,

El# Power Management HARE LL BI—HMIRE, METNEERR, RRHIE SDK R3F Advertising #1 ConnSlave-
Role #1T TRINFERLIE; Idle state MNRFERINFE, user T AREAMEX API B LASER.

BT FE 3 MIRE, stack/ble/ll/ILh REX T REHBIER o

#define BLS_LINK_STATE_IDLE 0
#define BLS_LINK_STATE_ADV BIT(0)
#define BLS_LINK_STATE_CONN BIT(3)

Link Layer JAZSHBIIHRERTE BLE stack IREBRITEM, PRI user ENABRLEEXEIRTE, REEREYRTR
&, A TE AP BIRT, RENEN EE 3 HoKEHEY 1 .
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u8 blc_11_getCurrentState(void);

3.2.3 Link Layer IAZSHA SR B

3.2.3.1 Link Layer IKZSHNII41L

REVERIT LERRE, E—DMRESHMEHERA—NMESR, RANBRTRERELSW Idle FHR, user BT
RAIMERN S REEEZECHRENASES, MNMEMARENNA, HIINBAREE %, BAREERM
Advertising ERFLATLLT , FTFHY ConnSlaveRole EHUEE WAL EH K, XHFMIZITHBNETE code size,
AEEFERNRESHEX BRI RFH R,

MCU B9¥ItR1IC BN, APIAOT:

void blc_11_1initBasicMCU (void);

Idle #RIRBVAIN APII0F, XNEHIREY, FRIEH BLE N AHEHEE/IR K.

void blc_11_1initStandby_module (u8 *public_adr);

Advertising. ConnSlaveRole 3 MARREIFIIENL APl 2580 :

void blc_11_1initAdvertising_module(void);
void blc_11_1initSlaveRole_module(void);

L API #1525 public_adr 2 BLE public mac address B93E%t
User @3 A L1 API REEE4ESE Link Layer RSN, TEAEENERNASARNN NN B7R,

3.2.3.2 Idle + Advertising

bls_Il_setAdvEnable(0)
Advertising dle

bls_Il_setAdvEnable(1)

Figure 3.7: Idle + Advertising

LEFR, R¥IEHK Idle 7 Advertising #&3R, FERZREZH Advertising THEESEINBIR Y0 beacon &, B
m B miER.

Link Layer SAZSHURIRAIA LA

AN-22070701-C1 44 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

u8 mac_public[6] = {:-- };
blc_11_1initBasicMCU();
blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module();

Idle #1 Advertising IRZSEITIIRIET bls_ll_setAdvEnable RS,

3.2.3.3 Idle + Advertising + ConnSlaveRole

bls_Il_setAdvEnable(0)

Advertising |

-

bls_Il_setAdvEnable(1)

Connection
Slave role

Figure 3.8: BLE Slave LL State

LFEFfFRA—NEEB BLE slave RAR Link Layer IRESHIEE, SDK AR 8208 hci/8208 ble sample/8208
module FERETFIZRBHAS,

Link Layer RESHURRAVIG AN

u8 mac_public[6] = {- " };
blc_11_1initBasicMCU();
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blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module();
blc_11_1initSlaveRole_module();

227N

(1)

(3)

(4)

SHNAET, RETUERERN T,
MCU EHfE, #A Idle state, Idle state B35 adv Enable, Link Layer HJ#%] Advertising State; adv
Disable BY, [E]Z] Idle state,
Adv Enable # Disable i#id FE API bls_ll_setAdvEnable RiFHl,
LHEfE, Link layer BRIALTF Idle IR, —RREETE user_init EEIF Adv Enable, # X\ Advertising states
Link Layer & F Idle state B, Physical Layer Fi#{T{E(A RF ¥8XE0{E, FREBHARLE,

Link Layer &F Advertising state B, TE] & channel L RIXI 8, & master I &8, HAX
conneciton request, Link Layer UZE)X connection request &, MR FHEILEE, Link Layer N
ConnSlaveRoleo

Link Layer &F ConnSlaveRole B, B=fER=[EF) Idle State (& Advertising state:
master [A slave &KX terminate <%, B EE, slave WE! terminate #88%, iBH ConnSlaveRoles

slave [@ master &iX terminate 88%, Ea#iFERE, IBE ConnSlaveRoles

« slave B RF IRB S ® 5 master kBB E, S slave KR aIFRE 8, itk BLE B connection

Link
Link

supervision timeout, 1BH ConnSlaveRole,

layer B9 ConnSlaveRole iBHZ state B, 1RIE Adv @& Enable YJHEEIR[E state: & Adv # enable,
Layer E#1[01E] Advertising state; # Adv 4§ Disable, Link Layer [B1Z] Idle state, Adv &TF Enable Z &

Disable BURTF user ENFBERE—XIEH bls_ll_setAdvEnable B EIE,

3.2.

A
©Ha

4 Link Layer B

3% BLE SDK B9 irq_handler 1 main_loop 3Ri%EA Link layer EZ RS TIERI .

_attribute_ram_code_ void irq_handler(void)

voild main_loop (void)

{

/1171717777777/////// BLE entry [///////////////////////////

blc_sdk_main_loop();

II1117777777777777/7// VI entry [////////////7/7/7//////////
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BLE entry #F43 blc_sdk_main_loop E#fa =B BLE thilAREXMIEIEFE . Ul entry = user 5B 2HIR
J=RRvETibe

3.2.4.1 Idle State BIF

% Link Layer #&bF Idle state B, Link Layer #1 Physical Layer ;& EAESELIE, blc_sdk_main_loop KX

STEREER, UARESFEEAFR, JLUAR Ul entry HIET Z main_loop FIBIFF,

3.2.4.2 Advertising State Bi[F

chn 37 chn 38 chn 39

TX’ RX TX‘ RX TX‘ RX

Adv event ‘ Ul task/suspend Adv event Ul task/suspend

I
[
<« Adv interval :
I
1

Figure 3.9: Advertising State BY/F

Advertising state RSB LR, — adv interval BJjE]A Link Layer fii&—1 Adv event, —NERAYAY 3
4 adv channel #8& 81 Adv event R7E channel 37. 38. 39 L#KRE—T B, B5X—1 EEZEHD
HNWEIRES, FRF master AJREMNEIE, EIEHEMM: —1 = scan request, WEIXMEEBLRIE— scan
response fEAEIE; S—1 =& connect reqeust, WIXNEEH master 11 ble E#E, #H N Connection state
Slave Roleo

user £ main_loop BY Ul entry &89 code HUITEEEIFRPRRAY Ul task/suspend EB53HA1T, XEFHELEI2E0
BILUASRM Ul task, WRFEMINFERNE, FILUREZRBVBEIER sleep(suspend/deepsleep retention) LAFE
{[RATIE=

7 Advertising state, blc_sdk_main_loop REUEBERZENIENES, REMAL MR Adv ABXHLNEE
EH4, 83 BLT_EV_FLAG_ADV_DURATION_TIMEOUT. BLT_EV_FLAG_SCAN_RSP. BLT_EV_FLAG_CONNECT
%,
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3.2.4.3 Conn State Slave Role BF

brx brx brx
start | working| pos
ﬂ Ul task H Ul task/suspend H Ul task H Ul task/suspend
' brx : ! brx !
event | ﬁeventﬁ:

| Conn interval :
[}

Figure 3.10: Conn State Slave Role A%

ConnSlaveRole BYFEIM_EFR. — conn interval FFIRRIATE, Link Layer ##1T—X BLE B9 RF Uik S
2. foik PHY #HANKREIRE, WEI master IBERIE— ack BEIE, HH more data, M4KEEUR master
BHEE, XIFZEFIRA brx evento

1£1% BLE SDK A, RIBFEHITIEDES, 81 brx TIEHDH 3 PMIER:
(1) brx start FHER

i master A BRIBTEIIREFRAY, & H system tick irq & #H N brx start i E&, EXPAHBTE MCU IRE
PHY BY BLE IRESHEN brx KRE, REEHMIFWEERNEXES, ABREFRT irq

(2) brx working FTE%

brx start Z55Rf5, MCUBH irq 5, REBHEANKERE, HFETRELENFEIE, FEERHEM
25, XNIEMA brx working FYEZ

(3) brx post PYE&

Wk B5eRfE, brx working £55R, E#EH system tick irq A& #H NFRIHRTT brx post B, XTMMERTER
i HRARHE brx working FYERUCR BRYIE AT BLE BY—Le3dEF BTt TAR R AU b 38,

LE="MERP brx start 1 brx post ESEFUISERL, M brx working MERFRBEIRHFNESS, ILEY Ul task A]
PUIEEHIT GEE brx working FYER RX. TX. RAE TSR RRELLAIMYBIBRZ BT LA Ul task BY)o brx
working BYE]A, EHREHITW AR, FiLIREE# sleep(suspend/deepsleep retention)o

A conn interval RFRZE brx IIZBYETE], RILLARM Ul task, SNRFBERIHFENIE, rTLUEZRBVETEA
3K sleep(suspend/deepsleep retention) LARER{EINFE,

7 ConnSlaveRole, blc_sdk_main_loop EEAME brx IR EIFIEIE. brx working i3#2H, SEFRETE RX IZ
WA BT irq MRS EEGIREIR) master BIBEIE IR, XEHIBEHASILZITRAIE, MERBIBEEREE
B RX fifo B (AFRZ code HHY app_acl_rxfifo), blc_sdk_main_loop ERESIRERH RX fifo PELEEIE,
REEHIEMERIE,

blc_sdk_main_loop X EIEERILIEEIE:
(1) BIEENRE
(2) BURBLRIREMT

RRATHYEUIEE AT BB T master &45 Link Layer BYIZHIEn <, ILEIITIZERS, B master K43 Host BHY
I, MBI HC ZORBIEERS L2cAP BAME,
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3.2.4.4 Conn State Slave role BAF{FP

ConnSlaveRole, &1 interval EE—MRABEH, WHLZE_LERY Brx Event, B80 SDK A, Brx Event &
THPEAER, T MCU RASPIIEE—BWITH. R user £ Conn state BI—LAE S BT E) IR B s
THRRSGEHRTXE (ELUNIERR Flash) , FA=IERL Brx Event #1582, BLE BB FRIRFMELIE, RLEZERTF,
M FXMIENR SOK FiRE T —EFRIPVIEI, ik user EF3= Brx Event ZIRIEIF BLE BIBYRE, user BEM™ KR
BXVUEIRIRIE, X APIAOT:

int bls_11_requestConnBrxEventDisable(void);
void bls_11_disableConnBrxEvent(void);
void bls_11_restoreConnBrxEvent(void);

JAHA bls_ll_requestConnBrxEventDisable 3KERIEX4E Brx Event,

(1) % APIREEE N 0, RAHFIAEZT ARG, BILEREESIE Brx Event, TE Conn state BYAY Brx
working FE&, FEEIEZ RIS, REIEN 0, —EEFF—5TEM Brx Event &R /g, ERIRAY Ul task/
suspend BYEIAA SHEZ BRI,

(2) % APIR[EIFE 0 ERTRAILUER IS, RENERDIFEEE Brx Event BBTE], 2{IA ms. ZEMHER
=MER:
a) EHAT Link Layer JJ Advertising state B Idle state, IR[EIES Oxffff, BN3&H Brx Event, FAF X
R RTRYBY (B FE(E 2 K EB AT L.
b) ELEIH Conn state, YXEIT master B update map BX update connection parameter Bif;&HG 2|
EHRYBTE] BT, IR[E]BY(E] 0 EHTHYET B U S M HiAYiEl, BIf=3E Brx Event BIBYIEI AR AERE IS B HTAYAT 8]
=, SNsEREEMESIRTE, SREMFEE.
c) &HAEIA Conn state, Bi&HE master BIEHIEK, IRENEZHA] connection supervision timeout &
H—*, tbanZa] timeout A9 1S, REIEZ 500ms,

user AR _EER/ AP FRIE{F3= Brx Event, FIREEINAVBTE (ms), EBESHESETTEE), BIRI#1T
ZIES. EZESHITZET, A API bls_ll_disableConnBrxEvent {5382 Brx Event, {FE4ERG, 1EH API
bls_ll_restoreConnBrxEvent EHFFE Brx Event H{&E BLE K%,

SEERATENT. HPEAKERYHIET, LUNRZIRISERRMESSIYE &,
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if(bls 11 regquestConnBrxEventDisable () > 300)
{

bls 11 disableConnBrxEvent () ;

!#if 0 JSSfrtest 1
3 irg dizable();

DEG CHN3 HIGH:
3 2leep u= (287*1000) ;
3 DEG CHN3 LOW;
f irg emnable(}:
iffel=e [/ test 2
3 DBEG CHN3 HIGH:
| flash erase sector (0x40000):
L DBEG CHN3 LOW:
!gendif

bls 11 restoreConnBrxEvent (}:

Figure 3.11: Scanning in Advertising state BYf%

3.2.5 Link Layer IREHIT B

L BLE Link Layer RISHIM TIERIF BT REARRILMIRTES, BEUSHE BLE slave EAN A,

BERERET uvser AJRES BB —LE4FRAIR A, B8O BLE SDK &Y Conn state Slave role By IR EGES
advertising, FEIFAHIER,

3.2.5.1 Advertising in ConnSlaveRole

1E Link Layer &F ConnSlaveRole B, RILUAAN Advertising featureo

™0 Advertising feature BY API J9:

ble_sts_t blc_11_addAdvertisingInConnSlaveRole(void);

Z# Advertising feature B9 API 9

ble_sts_t blc_11_removeAdvertisingFromConnSLaveRole(void);

LA EFA API ble_sts_t FEBIAYIR[EHEERZ BLE_SUCCESS,

#54 Advertising 1 ConnSlaveRole BIBYFE], HANN Advertising feature EJ ConnSlaveRole /5, BFFEUI
T
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{_1 Ultask{w Adv L Ul task/sleep >
event

l brx | |

. event !

|- Conn interval -

|

Figure 3.12: Advertising in ConnSlaveRole BYF

LHI Link Layer X4 F ConnSlaveRole (BLS_LINK_STATE_CONN), 7E& Conn interval A brx event 4§
RfG, LZHMIT—IR adv event, AGTIKHIBTEIEL Ul task Z#H N sleep(suspend/deepsleep retention) T3
HIh¥E.

Advertising in ConnSlaveRole FIfEAIES % 8208_feature Y TEST_ADVERTISING_IN_CONN_SLAVE_ROLE,

3.2.6 Link Layer TX fifo & RX fifo

N AR BLE Host FiE MEIERAREEE®IT Controller Y Link Layer 52 RF #3EMIAIX, 7E Link Layer B0
1%it7T — BLE TX fifo, AJLIAREFETRIVEIE, FHI1E brx/bix FREFHITEIELX,

Link Layer brx/btx BYUREIRIFRE peer device BIEIBE = e ERTE— BLE RX fifo AR, SAE7 L1%45 BLE
Host SN AR AMIE,

BLE TX fifo 1 BLE RX fifo #BTERFAE app_buffer.c FRENX:

u8 app_acl_rxfifo[ACL_RX_FIFO_SIZE * ACL_RX_FIFO_NUM] = {0};
u8 app_acl_txfifo[ACL_TX_FIFO_SIZE * ACL_TX_FIFO_NUM] = {0};

ZIG7E app.c FEIERIKE stack H:

blc_11_1initAclConnTxFifo(app_acl_txfifo, ACL_TX_FIFO_SIZE, ACL_TX_FIFO_NUM);
blc_11_1initAclConnRxFifo(app_acl_rxfifo, ACL_RX_FIFO_SIZE, ACL_RX_FIFO_NUM);

Hrh ACL_TX_FIFO_SIZE 2XIAA 64, TX fifo size BRIAA 40, BRIEFEREA data length extension, FNFRR
TFHEBOX TR sizeo

RER TX fifo number X RX fifo number, HAIIKEN 2 BT, BI 2. 4. 8. 16 FHfH, User JLIRIEE S
HEEHIEEN.

RX fifo number FAIAF 4, XB— 1 LERREEMNE, 8EBBIHAR Link Layer RKERZEF 4 NMUEE. IRRE
AKX, 2EBAEZH Sram, MNRIGEILR), FJREHIMEBIBEBEZNIXEE: 7E brx event BY, Link Layer fR7]
BETE— interval EHIR more data (MD) 123, ELWNZNE, MRIKEXDHIE, RAIBEE— interval
FHIZANE (bbal OTA), M LEEXXESIRNEL B FREZENERIKRARMIE, IBATREIaEE — LR
# overflows

TEAE— RX overflow BRI, FHITBINTRIE:

(1) RX fifo 81& A 8;
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(2) 7E brx_event(n) FF/EAI RX fifo B93%E. Gi859%0A 0 1 2;
(3) 7E brx_event(n) # brx_event(n+1) BE& main_loop FZIEESAE, 8B KATEBY RX fifo;
(4) B brx_event MERERR Z BB,

H_E32"Conn state Slave role B E /\P#EAREA(151E, 7£ brx_working FERULEIRY BLE 2IBE R 2#E N E RX
fifo 7 (RX fifo G¥8%t ++), HIEBXH RX fifo #IB#HITRIBIRIERKTE main_loop B (RX fifo IRFEET +
+), AT LERIE 6 EHIESBZ XIS 0 XK, XEFEFTEMRETE brx working FHEERY Ul task BYFRE
£ RX. TX. RHAEI2RFH R IEFRIMVETIE],

brx brx brx brx
tart| brx working [7 %t brx working post
UI task Ul task
B2 B8 22198 B2 a8

H (R, (L R (2 RES) [ H Ul task/sleep ’7_LR§4: A4 RS (G [RAG [TX0 —‘ Ul task/sleep

|

«<—Brx event (n—)—>: :‘—Bﬁ event (n+H—>:

rptr:0

rptr:0
wptr (2+6) & (8-1)=0

If the RX fifo rptr is 0 before the
pkt is received, assuming that
there are multiple pkts in one brx
event and main_loop does not
process RX fifo(means rptr not ++),
then after receiving the 6th RX
data, the RX fifo wptr will cross
the rptr area, causing lst pkt to
q ’ "\wptr:z qp be covered.

Figure 3.13: RX overflow B/ 1

LEGIFHRFERT 1 MEEERE, ESEENEFEREK, §atkis, TEXD RX overflow [FHZNIHE
WS HIMHBMEES: 7£— brx_event #B{8], master [@ slave EANZE#HIE, LNz a$hE 7. 8 1, X
FER THET master — T FREXTRZEIR, slave RANFHITAIE, I0TE, SHEHEBHT 2 £, BES
1551851 T 8 EtEMEIREE L.
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brx brx
tart brx working post
UI task
=== == i ([ | R | | B R S ¥ B T T ] B T B S|
T N Dl el Dl el el e e UI task/sleep

[
|<——  Brx event (n)

I

rptr:0
wptr (2+8) & (8-1)=2

If the RX fifo rptr is 0 before the
pkt is received, assuming that
there are multiple pkts in one brx
event and main_loop does process 2
RX pkts(means rptr point to 2),
‘ then after receiving the 8th RX

—B I overflow SHHIBIBEERIAA, WNEBRFAEMS, WSHI MIC failure BriZERl#, (IH SDK BBF brx
event Rx IRQ 1 Rx fifo IHEIE, ERRAMMEIEEELE, AR main_loop LIE RX fifo KIEMESHUH L]
&, FRLAEERIR SDK BY, AR EEFZHIRX TN, B master T—MEZEMR EERKZHEIE, *
BHRF Ul task R IBEHEIREFE, #RPEAZE R, )

B#l SDK #E T Rx overflow &4 7E brx Rx IRQ F#&E HFIRY RX fifo B8t MIRIEH ZEEE S AT Rx
fifo #&, —B &I Rx fifo #GHMNIL RF A& ACK 317, BLE thiNSHERBIEEE, LI SOK EEMT Rx
overflow EIFARELUEBRBAF, XIHEEEET "Telink defined event" &/ TBXNEAE,

EIRMNRATREHIL— interval ZF 8 NMERMEUIEEMIE, BIAK 8 A EET,
TX fifo number ZXIA7 8, FNRIRE XK (30 16) =HATZH Sram.

TX fifo 1, SDK K2 stack EERAZT 2 1, R THATLHNEEFER, TX fifo 7 16 B, NEEREER 14
D N8 BINEEREER6 1

User 7EN BB R IZEIERY (Lb#0IAA blc_gatt_pushHandleValueNotify) , NiZFE— T HaT Link Layer i&
B%/D TX fifo AJH,

TE API BT FIBTRET TX fifo WEABT 2040, ERARRRZDIATH.

data, the RX fifo wptr will cross
the rptr area, causing 2nd pkt to

wptr:2 “ be covered.
rptr:2

Figure 3.14: RX overflow E7R 2

us blc_11_getTxFifoNumber (void);

Eb4n TX fifo number BRIAA 16 BY, user BRI 14 1, FRLLiZ APIREINERE/NF 14, FERHERY: &[O]
13 "R E 1 NI H, ik[E 0 MFRFEE 14 N B,

TX fifo (EA L, WIREFFAKEBZDIRR, BRERSTERE push BB, BB fifo, BHLERERFARIR

o
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3.2.7 Controller Event

AT HRE user ENFABEX BLE stack KE—LXBINEMICRAALIE, Telink BLE SDK BT =F RN
event: —& BLE Controller EXBIFRAER HCl event; —& Telink B2EXM—E event, #A Telink defined
event (BIFFZEEIIYE T Controller event) ; ==& BLE host & XM —LEMNRRIER ERSEHFBEME GAP
event (HEILLIAJIRE host event, XD AENBIESE ERHIL"GAP event” EFI),

BLE SDK event Z2f93% BES0 FEIERR, BILAEZEI HCl event ] Telink defined event 33/ F Controller event,
M GAP event J&F BLE host event, FEMR/NTARBEENZ Controller evento

Host event

(GAP event) _ _
Host - Application

HCI event Telink defined event

BLE Controller

Figure 3.15: BLE SDK Event 2244

3.2.7.1 Controller HCI Event

HCI event ;2% BLE Spec #REi%itH9, 3F BLE slave, HCl event # Telink defined event FIBYAI A,

7E BLE slave L, XHE event BB I, IEFH event EETENX T : Link Layer B connect # disconnet
event, EEISEARNE,

User JILIRIEE CHFE, EXRE event BhiE—EREA, WeJLIRERNFER.

Y0 E Host + Controller ZE¥IFR7R, Controller HCl event 2@ HCI ¥& Controller BTEH] event IR&45 Host,

AN-22070701-C1 54 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

BLE Host

Host data
cmd

HCI

HCI
Controller data event

BLE Controller

Figure 3.16: HCI Event

N

Controller HCl event FITE X, #1515 M8 (Core_v4.2) (Vol 2/Part E/7.7 “Events”)s EH 7.7.65"LE Meta
Event”#§ HCI LE(low energy) Event, EaVEBEE @Y HCl event, 1R#E Spec BIE X, Telink BLE SDK 123§
Controller HCl event 43 A2 : HCI Event # HCI LE event, HHTF Telink BLE SDK FE3T1RINFEIESF, B HCI
event AZFTHREARMJLA, M HCI LE event 8K ZEELZ I,

Controller HCl event #HXMAEENX. EOENXFIBEEZE stack/ble/hci BR TFHILX S

IR user EEETE Host 3¢ App BHEUR Controller HCI event, BI%EEEHA Controller HCI event B callback B
8, EREERIL event BY mask ¥

Controller HCI event BY callback EREEEAEAHZEO S5

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
vold blc_hci_registerControllerEventHandler(hci_event_handler_t handler);

callback REREAH u32 h B—Mrid, KEMNIEZAEREE, vser RFZERE L TRENE:

#define HCI_FLAG_EVENT_TLK_MODULE (1<<24)
#define HCI_FLAG_EVENT_BT_STD (1<<25)

HCI_FLAG_EVENT_TLK_MODULE 7Z/5EH Telink defined event B /48, HCI_FLAG_EVENT_BT_STD X
IFERT HAET event A9 Controller HCI evento

callback EREREELA para #l n TR event BIEIEFEIERKE, Z¥IEM BLE spec FEXHI—K,
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3.2.7.2 HCI Event

Telink BLE SDK A3z#F 7 /L E853BY HCl event, FEFIHE T JLA user RIREFR L T #ERY evento

#define HCI_EVT_DISCONNECTION_COMPLETE 0x05
#define HCI_EVT_ENCRYPTION_CHANGE 0x08
#define HCI_EVT_READ_REMOTE_VER_INFO_COMPLETE 0x0C
#define HCI_EVT_ENCRYPTION_KEY REFRESH 0x30
#define HCI_EVT_LE_META Ox3E

(1) HCI_EVT_DISCONNECTION_COMPLETE

¥1EIESE (Core_v5.0) (Vol 2/Part E/7.7.5 “Disconnection Complete Event”), 1% event BIEAEIEKE N
7, param len /9 4, W0FFiR, BEEBIES NIEEEZESE BLE spec,

hci event event param status |connection handle| reason
code len
0x04 0x05 4 0x00

Figure 3.17: Disconnection Complete Event

(2) HCI_EVT_ENCRYPTION_CHANGE and HCI_EVT_ENCRYPTION_KEY_REFRESH

#FIHEIFSER (Core_v5.0) (Vol 2/Part E/7.7.8 & 7.7.39), ER Controller IIZHEX, RERIIEEEEER library H
TRT, XBERNBAT.

(3) HCI_LEVT_READ_REMOTE_VER_INFO_COMPLETE

#1EIESER (Core_v5.0) (Vol 2/Part E/7.7.12), 3 Host f#fT HCI_CMD_READ_REMOTE_VER_INFO &%
Controller ] BLE peer device B version 158, HBUWEIT peer device B version /&, M Host EiRi%
event, % event BIRAFEIEKERN 11, param len 7 8, W1 TFFR, BERFRIBIES iEEESE BLE spec,

hci event i\;zr;t pelierim status |connection handle| version |manufacture name subversion
0x04 0x0c 8 0x00

Figure 3.18: Read Remote Version Information Complete Event

(4) HCI_EVT_LE_META

RTYEFT 2 HC LE event, RIEFSEH sub event code HIMT B K event F B, HCl event R T
HCI_EVT_LE_META, EMEE&E:d THE API 3R$TH event masko

ble_sts_t blc_hci_setEventMask_cmd(u32 evtMask);

event mask FYE XN TFFA/R:
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#define HCI_EVT_MASK_DISCONNECTION_COMPLETE 0x0000000010
#define HCI_EVT_MASK_ENCRYPTION_CHANGE 0x0000000080
#define HCI_EVT_MASK_READ_REMOTE_VERSION_INFORMATION_COMPLETE 0x0000000800

& user RiBiZiZ APl i€ E HCl event mask, SDK ERIARFTFH HCI_CMD_DISCONNECTION_COMPLETE XAy
mask, BMFIE Controller disconnect event BJ_E3&.

3.2.7.3 HCI LE Event

4 HCl event H event code J§J HCI_EVT_LE_META, FL& HCI LE event, subevent code S E FARYHE user AIEE
FTETHRNWT, EMRRMHMNAE,

#define HCI_SUB_EVT_LE_CONNECTION_COMPLETE 0x01
#define HCI_SUB_EVT_LE_ADVERTISING_REPORT 0x62
#define HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE 0x63
#define HCI_SUB_EVT_LE_CONNECTION_ESTABLISH 0x20

(1) HCI_SUB_EVT_LE_CONNECTION_COMPLETE

#F1BEIEZM (Core_v5.0) (Vol 2/Part E/7.7.65.1 “LE Connection Complete Event”), ¥ controller Link Layer
#0 peer device 17 connection [, ERiZ event, % event MEEEIEKERN 22, param len 7 19, WITF
Fim, BAEBIESXIEEESE BLE spec,

0x04 0x3e 18 Ox01
. event aram b t . Addrt
hci event P SUbeven status |connection handle| Role [P 9"
code len code ype
peer addr conn interval
supervision master
conn latecncy i t clock
Imeou dCcuracy

Figure 3.19: LE Connection Complete Event

(2) HCI_SUB_EVT_LE_ADVERTISING_REPORT

¥1EIESM (Core_v5.0) (Vol 2/Part E/7.7.65.2 “LE Advertising Report Event”)o 2 controller B9 Link Layer
scan ZIIEHBY adv packet [5, @3 HCI_SUB_EVT_LE_ADVERTISING_REPORT _E#R%4 Hosto 3% event BY%K
BEREARTE (BURT adv packet B payload) , W1TFFR, BEAEHIEES XIEEESE BLE spec.
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0x04 Ox3e 0x02
) event param | subevent num event .
hci event code len code report type address type[1...i]
address[1...i] length[1..i]
datal[1...i] rssi[1..i]

Figure 3.20: LE Advertising Report Event

7EE: Teink BLE SDK AR LE Advertising Report Event &R 23R— adv packet, BI EEIFH i A 1,
(3) HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE

¥1BEES MR (Core_v5.0) (Vol 2/Part E/7.7.65.3 “LE Connection Update Complete Event”)o ¥ Controller £/
connection update £ AY, A Host L3 HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE, i% event
RS AEEIEKEZ 13, param len 79 10, SATFR, BABIESXIEERESE BLE spec.

0x04 Ox3e 10 0x03
. event aram .
hci event P subevent status | connection handle
code len code
. supervision
conn interval conn latency .
timeout

Figure 3.21: LE Connection Update Complete Event

HCI LE event @3 FERY APl FTFF masko

ble_sts_t blc_hci_le_setEventMask_cmd(u32 evtMask);

evtMask FUENX WA LA H—LE, EMBY event P AILATE hei_const.h EE],

#define HCI_LE_EVT_MASK_CONNECTION_COMPLETE 0x00000001
#define HCI_LE_EVT_MASK_ADVERTISING REPORT 0x00000062
#define HCI_LE_EVT_MASK_CONNECTION_UPDATE_COMPLETE 0x00000004

+ user KRBT 1% API I E HCI LE event mask, SDK ERIAFRE HCI LE event #ARFTFH.

3.2.7.4 Telink Defined Event

B& 7 FRERY Controller HCI event, SDK 12} 7T Telink defined event, Telink defined event ;2% %3% 20 14, £
stack/ble/Il/Il.h RAZERE X
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BHT SDK AXiFLL TEIASE 4, HA BLT_EV_FLAG_CONNECT/BLT_EV_FLAG_TERMINATE BJIEfZ 90 HCI
event FAY HCI_SUB_EVT_LE_CONNECTION_COMPLETE /HCI_EVT_DISCONNECTION_COMPLETE IhgE L2
EEM, 2AZ event FUEE D EXAE,

#define BLT_EV_FLAG_ADV 0
#define BLT_EV_FLAG_ADV_DURATION_TIMEOUT 1
#define BLT_EV_FLAG_SCAN_RSP 2
#define BLT_EV_FLAG_CONNECT 3
#define BLT_EV_FLAG_TERMINATE 4
#define BLT_EV_FLAG_LL_REJECT_IND 5
#define BLT_EV_FLAG_RX_DATA_ABANDOM 6
#define BLT_EV_FLAG_PHY_UPDATE 7
#define BLT_EV_FLAG_DATA_LENGTH_EXCHANGE 8
#define BLT_EV_FLAG_GPIO_EARLY WAKEUP 9
#define BLT_EV_FLAG_CHN_MAP_REQ 10
#define BLT_EV_FLAG_CONN_PARA_REQ 11
#define BLT_EV_FLAG_CHN_MAP_UPDATE 12
#define BLT_EV_FLAG_CONN_PARA_UPDATE 13
#define BLT_EV_FLAG_SUSPEND_ENTER 14
#define BLT_EV_FLAG_SUSPEND_EXIT 15

BIEBELNT4, Telink defined event R 7E BLE slave XM ARA S#fiE &, Telink defined event £ BLE slave
N EMENASSI, BERMAR.

(1) FB—MAEREED event WENERERIRFEM. XA XIEKIIFEA independent registration”s
Bl R EH R B ER A |

typedef void (*blt_event_callback_t)(u8 e, u8 *p, int n);

Hr e 2 event number; p AENAREMITE, KEL ERBXEIEIETT, FNEERRHE RO SE
HA—1F; n REIEIEHFEREREEKE,

JEAREIARELEY API J9:

void bls_app_registerEventCallback (u8 e, blt_event_callback_t p);

B event EEMN, BATHARESENNHNEHRRMBEMR. REBREIMEIRRIKE event, T2
o

(2) FIMARZ: FiE event WEIARMERRE—MNO, 81MNEHREMMNEURTIZ event XRAY event
mask BEWITFF. XA FNIFRA shared event entry”s “shared event entry” A EM event [E]F
SFEAF HCl event —1FM API:

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
void blc_hci_registerControllerEventHandler(hci_event_handler_t handler);
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BARAXBHAT HCl event BYEMENRKER, E-HBFEEM EE XS, HCl event EIEKENET:

h = HCI_FLAG_EVENT_BT_STD | hci_event_code;

Telink defined event “shared event entry” A=, B

h = HCI_FLAG_EVENT_TLK_MODULE | e;

Hr e £ Telink defined event BY event number,

Telink defined event “shared event entry”/5T0, FUTF HCl event B mask 3%, E—1 event BEHMAL,
TR API RIGEH mask:

ble_sts_t bls_hci_mod_setEventMask_cmd(u32 evtMask);

evtMask BY{EFI event number IR X RN

evtMask = BIT(e);

Telink defined event WRMLIN AN, BE FMIZAY, REEERA—FMEFEAA R 1 independent registration”,
SDK Hsa A ZHER R A AR; 2 8208_ module AT AT 2 “shared event entry”s

7E Telink defined event BIfEH £, A= 2 “shared event entry”3§&% project “8208_module”#J demo code,
THELEA connect H terminate EHEIEAF, WARXHEHE A code LMW %o,

(1) 7X— “independent registration”

void task_connect (u8 e, u8 *p, int n)
{

// add connect callback code here
}
void task_terminate (u8 e, u8 *p, int n)
{

// add terminate callback code here
}

bls_app_registerEventCallback (BLT_EV_FLAG_CONNECT, &task_connect);
bls_app_registerEventCallback (BLT_EV_FLAG_TERMINATE, &task_terminate);

(2) A= shared event entry”

int event_handler(u32 h, u8 *para, int n)

{
if( (h&HCI_FLAG_EVENT_TLK_MODULE)!= 0 ) //module event

{

switch(event)
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{
case BLT_EV_FLAG_CONNECT:
{
// add connect callback code here
}
break;
case BLT_EV_FLAG_TERMINATE:
{
// add terminate callback code here
}
break;
default:
break;
}

}
}

blc_hci_registerControllerEventHandler(event_handler);
bls_hci_mod_setEventMask_cmd( BIT(BLT_EV_FLAG_CONNECT) | BIT(BLT_EV_FLAG_TERMINATE) );

TEX Controller FREREM. FHMAFRM. WNHENERKHSHHTIFMETIRA,
(1) BLT_EV_FLAG_ADV

EEHBEIRBER.
(2) BLT_EV_FLAG_ADV_DURATION_TIMEOUT

EHfh kS WNR user A API bls_ll_setAdvDuration 18 & T #&EFE[EHI, BLE thiiRKBEBEI—it
B, EXNMERNARIG, FUE 1%, FEREEIZEHSH, user AT ZSHEER P HTIER T BEHLE,
BT AT BEeE. BRIKE BT EIPRHIFIR1E,

O35 p: ZFEE NULL,
BIEKE n: 0,
AR iZ event TE Link Layer ¥ BIREHHY advertising in ConnSlaveRole A%

(3) BLT_EV_FLAG_SCAN_RSP

HHAA M slave TFT IR, UE master B9 scan request FMERZ, [B] scan response B & ZE 4
[Elf&est p: =HEE NULL.
BIEKE n: 0,

(4) BLT_EV_FLAG_CONNECT

BHMAZMY: Link Layer & FT BIRSIULE master FIERSERE 8 TT, MNXMEKR, #HN Conn state
Slave role, fl&1ZEMH,

HEEKE n: 34,
ElfEfest p: p IBAKEN 34 byte B—F ram XiF, WNITFEFRAEZEIBEREEIT PDU.
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Payload
InitA AdvA LLData
(6 octets) (6 octets) (22 octets)

Figure 2.10: CONNECT_REQ PDU payload

The format of the LLData field is shown in Figure 2.11.

LLData

AA CRCInit |WinSize | WinOffset | Interval | Latency | Timeout ChM Hop | SCA
(4 octets) | (3 octets) | (1 octet) | (2 octets) | (2 octets) [ (2 octets) | (2 octets) [ (5 octets) | (5 bits) | (3 bits)

Figure 2.11: LL Data field structure in CONNECT_REQ PDU's payload

Figure 3.22: E#ZEK B £ T PDU

(5) BLT_EV_FLAG_TERMINATE

EHMA M Link Layer IREHIAM Conn state Slave role B H A HLE,

ElEest p: p IBAE— u8 AW TE terminate_reason, ZLEXRBYURIR 4 reason FHHI Link Layer
LIPABEEN

BIBKE n: 1.

Conn state Slave role IR =FERITRAY reason 73FIEAT:

a) slave #l master B RF BEHINAIR (RF REFaE master BTERE) , slave EL—ERBYEIARE master
896, EEBEY (connection supervision timeout) BIflA&IZEM, EZRF, [E1Z] None Conn states
terminate reason 4 HCI_ERR_CONN_TIMEOUT (0x08),

b) Master & iX terminate F shM¥fi FFiE#E, slave YK F| terminate 87 <, WX PN apSH 1T ack 5, fill
KiZEMH, EZEWFF, ElF) None Conn state, terminate reason f& slave 7E Link Layer kUK ZIAY
LL_TERMINATE_IND #=#I€H 8 Error Code, 3% Error Code S2H master ;JREM, & LA Error code B
HCI_ERR_REMOTE_USER_TERM_CONN(0x13). HCI_ERR_CONN_TERM_MIC_FAILURE (0x3D) %

c) Slave AR T API bls_Il_terminateConnection(u8 reason), EEIBTFFIEIE, terminate reason 2% API
BYSEE reason.

(6) BLT_EV_FLAG_LL_REJECT_IND

EHMA S Master 7E Link Layer &3X LL_ENC_REQ (encryption request) , BEBRTERZAIBELX 7
¥ LTK, slave Toi&iREIFTMZAY LTK, &% LL_REJECT_IND (or LL_REJECT_EXT_IND), LtESft% iz,

[EE3EE p: IBAAIZA command(LL_REJECT_IND or LL_REJECT_EXT_IND),
BIEEKE n: 16
FZERIEEM (Core_v5.0) (Vol 6/Part B/2.4.2 )o

(7) BLT_EV_FLAG_RX_DATA_ABANDOM

B A M Y BLE RX fifo overflow B (BZHINX Link Layer TX fifo & RX fifo”/\¥5) , S&E—MNERE(E]
[REWEIZEEHE > EEMNZEREHRE (BAPEEFEA API: blc_ll_init_max_md_nums BE&#AH 0, SDK
REASMZEaHENNE), i’k BLT_EV_FLAG_RX_DATA_ABANDOM FHEff,
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[ElfEfest p: =485 NULL,
HIEKE n: 0o
(8) BLT_EV_FLAG_PHY_UPDATE

EHMASMHE: Y slave BE master AR LL_PHY_REQ, EHMINELMGHA; HEY slave HE
master &R LL_PHY_REQ, FH PHY BTN A,

BIBEKE n: 1
ElfF#EEt p: IEE—1 u8 XERNT S, BTRHANEEMN PHY mode,
typedef enum {

BLE_PHY_1M = 0x01,

BLE_PHY_2M = 0x02,
} le_phy_type_t;

(9) BLT_EV_FLAG_DATA_LENGTH_EXCHANGE

EHMAFM: Slave M Master R E Link Layer e AFIBKERfE%, BlI—FH %X ll_length_req, F—710l
£ Il_length_rsp, #1R Slave ETh&IX Il_length_req, TEZFUE II_length_rsp Bt % ; WIR Master i
ll_length_req, Slave [B]£ Il_length_rsp R Zfit %,

PHERKE n: 12
EIfF4EEt p: FEE—ARFHRIE, MRINTERERE 6 1 uie NEE,

typedef struct {

ul6 connEffectiveMaxRxOctets;
ulé6 connEffectiveMaxTxOctets;
ulé connMaxRx0Octets;

ul6 connMaxTxOctets;

ulé connRemoteMaxRx0ctets;
ulé connRemoteMaxTxOctets;

}11_data_extension_t;

connEffectiveMaxRxOctets 1 connEffectiveMaxTxOctets B HaNFEIZE L BRAAIFN RX Fl TX R AEIEKE;
connMaxRxOctets 1 connMaxTxOctets BI&FEHC RX M TX AEIEKE; connRemoteMaxRxOctets
connRemoteMaxTxOctets @X/51%8 RX # TX x KREIEKE,

connEffectiveMaxRxOctets = min(supportedMaxRxOctets,connRemoteMaxTxOctets);

connEffectiveMaxTxOctets = min(supportedMaxTxOctets, connRemoteMaxRxOctets);
(10) BLT_EV_FLAG_GPIO_EARLY_WAKEUP

B &M BLE slave # A sleep (suspend I deepsleep retention) Z#i, ITEF F—REERAEE S,
EizAtiE R fREER (XZH sleep IRETH timer ITHEISEIBY) , BBARTFEE—NRA: R sleep HIBTEIT
K, user WESHINE sleep BEREA REAIE, T —LEXRMERIVIR™HNA, FIEESHRIM, Xt TF#E
B, FRERENETRERR, AT7TRIBREAZRNX ELIBRBEER, REFAENEEERE
10~20ms LLEEF, IEBSENER sleep BYE)ERA, 30 400ms. 1s F (sleep BHEITEB A latency BIFHESIAT!X L
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B), mREMEERE. BAFEE MCU HN sleep ZHIFIMT HFiEIRAVATE], SNRBYEE, RE suspend/
deepsleep retention B] LAREAENIRBEIRAIMLEE (BE PM ERIFANA)

& suspend/deepsleep retention 7E timer wakeup BB Z Hi#K GPIO $ERIMEEEET, fil’%k BLT_EV_FLAG_GPIO
_EARLY_WAKEUP Ef4#,

BEKE n: 1,

&35t p: fBE—1 u8 BT E wakeup_status, wakeup_status ZEIZFR T a1 suspend HFLEIREERIRS
4T, H drivers/lib/include/pm.h A1 & EU0 T IREEIRTS,

enum {
WAKEUP_STATUS_PAD = BIT(0),
WAKEUP_STATUS_CORE = BIT(1),
WAKEUP_STATUS_TIMER = BIT(2),
STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
STATUS_ENTER_SUSPEND = BIT(30),

i¥;

L ESHRIEXOESE RINEEER 85 TavFRA,
(11) BLT_EV_FLAG_CHN_MAP_REQ

EHMAFK 14: slave 7£ Conn state, master EEF M HAIEIZAINSFIFR, KiE— LL_CHANNEL_MAP_REQ,
slave WEIXMERGEMAIZEMHE, STEBE slave WEZIERIEHE, FHEERIE,

PHEKE n: 5
[ElfZEEt p: p fEM TEIARTIREAEMIL,

unsigned char 258 HY bltc.conn_chn_map[5], EE[EIARKEHRITE p $EEAY bltc.conn_chn_map BiXEH
EHHIZE channel mapo

conn_chn_map A 5 1> byte RnHFIMRFIR, RAMSNEZE, 81 bit KR — channel:
conn_chn_map[0] Y bit0-bit7 7 FIFRT channelO-channel7,

conn_chn_mapl[1] B9 bit0-bit7 535U R channel8-channel15,

conn_chn_map[2] BY bit0-bit7 4355 channel16-channel23,

conn_chn_map[3] BY bit0-bit7 4355Rx channel24-channel31,

conn_chn_map[4] BY bit0-bit4 535)FRR channel32-channel36,

(12) BLT_EV_FLAG_CHN_MAP_UPDATE

EUAA M slave TEEEIRA, UKEI LL_CHANNEL_MAP_REQ <G8 7T EHMEEIS, & channel map
HITEH, MAIZEMH,

[BlfZ$5%t p: p $EM conn_chn_map[5] BIEMALE, LEEIEY conn_chn_map BEFRLAGEHFHEY map.
BIEKE n: 5

(13) BLT_EV_FLAG_CONN_PARA_REQ
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EHahARME: Slave IBE VT EES (Conn state Slave role) , master ISEEETHMYUINEEZENBEK, K=
LL_CONNECTION_UPDATE_REQ #i%, Slave I8&WEIX/MEKREMIAZIZELN, WHTEZEMIEXMERK,

BIRKE n: 11,
[ElE$85t p: p $8M LL_CONNECTION_UPDATE_REQ BJ PDU, W1 TFEFFRAY 11 4 byteo

CtrData

WinSize WinOffset Interval Latency Timeout Instant
(1 octet) (2 octets) (2 octets) (2 octets) (2 octets) (2 octets)

Figure 2.15: CtrData field of the LL CONNECTION_UFPDATE REQ FDU

Figure 3.23: LL_CONNECTION_UPDATE REQ Format in BLE Stack

(14) BLT_EV_FLAG_CONN_PARA_UPDATE

EHAARM: slave TEIEEIRE, WE LL_CONNECTION_UPDATE_REQ FEI T ixEHMETE S, IHEZESE
WITER, MEZEN

BIEKE n: 6.

[EfZ5Et p: p IEMEESWERERIFSE, WT

plO] | p[1]1<<8: new connection, Ll 1.25ms 79 unit

p[2] | p[3]1<<8: new connection latency.

pl4] | p[5]<<8: new connection timeout, LA 10ms /A unit

(15) BLT_EV_FLAG_SUSPEND_ENETR

EHMASZHE: slave H11T blc_sdk_main_loop ERIEES, #H N suspend ZRifEAIZEM
ElfEest p: =485 NULL,

IEKE n: 0,

(16) BLT_EV_FLAG_SUSPEND_EXIT

EHMASEHE: slave H11T blc_sdk_main_loop ERIEES, suspend MiEEZ Sl & IZEH
[Ef&155t p: THEF NULL.
BIEKE n: 0,
AR
SR SDK REEHAT cpu_sleep_wakeup MEE[FHITIZEIE, BFEZW gpio MEEIREH timer IREE, #B

ST MM A ZEH, NRERA%ET BLT_EV_FLAG_GPIO_EARLY_WAKEUP E#, XEIMNEHEERLG
HITIRFIEEE RINGEE R —RINFEEIE T/ENGI S 2 D AYHER,
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3.2.8 Data Length Extension

BLE Spec M core_4.2 FF9A1ENNT data length extension (DLE),

% BLE SDK Link Layer E323%¥ data length extension, B rf_len KE 3% %] BLE spec LRAKE 251 bytes,
#1BESR (Core_v5.0) (Vol 6/Part B/2.4.2.21 “LL_LENGTH_REQ and LL_LENGTH_RSP"),

User SNREEEH data length extension THEE, RINTHFEISE,

Step 1: IEBEAIEA TX & RX fifo size

WA KBEFEF AR TX &RX fifo size, EEFXL fifo R EIEAEM Sram =/a], EIKE fifo size BYFEEY
RAEENE, BR Sram BUREEHE stack AYEH,

REKBEENMAK TX fifo sizeo TX fifo size E/DEL TX rf_len X 12, BATIE 4 FTHXFF, £ app_buffer.h 1
HIEEER ACL_CONN_MAX_TX_OCTETS, code P& BmhbIEITTT,

#define ACL_CONN_MAX_TX_OCTETS 27

WK BEEANK RX fifo sizes RX fifo size E/MEL RX rf_len X 24, BAFIE 16 FTXITF, 7E app_buffer.h £
BEI1EEM ACL_CONN_MAX_RX_OCTETS, code A& BEEIMEXTF.

#define ACL_CONN_MAX_TX_OCTETS 27

Step 2: REHFIEH MTU Size

MTU BImAKBETTAFIKE BLE P L2CAP EE MBS payload K/, att.h HIgH T IERO KK
ble_sts_t blc_att_setRxMtuSize(u16 mtu_size); £ BLE MNiX#IAMLES, AP A BEEFERIZREHITESIZE
MTU K/)\, {BRZ MTU size BRIERTE MTU exchange SRR NHEESEIE, MTU size effect =min(MTU_A,
MTU_B) MTU_A 7i&#& A FrZ#H MTU K/, MTU_B Ai&#&E B FAZHEEI MTU X/)\; BINREE MTU size K
F DLE KEABEFE 2 %) A DLE BI/ERRIGINER EHIES T,

MTU size exchange FYSEIR, 1ESEARXIY" ATT & GATT” S0 HIFAAEE, WAILIE#E 8208 _feature BE
DLE demo MG %,

#define MTU_SIZE_SETTING 247
blc_att_setRxMtuSize(MTU_SIZE_SETTING);

Step 3: data length exchange

FWAEKER, —EEHRTE BLE connection £ data length exchange XM AR B AR 5E M. data length
exchange iF2R2 Link Layer £ LL_LENGTH_REQ #1 LL_LENGTH_RSP B MEHREZFE, slave i master 1F
fAI—A &R LLERAFE LL_LENGTH_REQ, 5—AI[EIR LL_LENGTH_RSP, BEXEMEHNREfG, master Fl
slave EPEERNEM L TX 1 RX IR A B, RERFEIMNRAEKPHNR/IVME, BIEHE H8E] connection WA &
RABEK.

TEEW—is &M LL_LENGTH_REQ,data length exchange FRA245 5 AT, SDK #BE =4 BLT_EV_FLAG_DATA
_LENGTH_EXCHANGE E#4[ElA (FifeFEM TiZFHMENE) , user AIEE "Telink defined event”Zf 73 BI3t
BER T iz B EARBE N ESHNE X,

13X/ BLT_EV_FLAG_DATA_LENGTH_EXCHANGE E4[EIAKIKE, AIURERALANEKR TX KM RX &
£,
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EEFRMAP, % 8207 EJ BLE slave 18 &8, master IHBlaESERAFE LL_LENGTH_REQ, HBAJRERS
FEhkifE. IR master & B XA LL_LENGTH_REQ, FAZEEMR slave IBEShAFE, SDK B IEshAR
LL_LENGTH_REQ FY API 81F:

ble_sts_t blc_11_exchangeDatalLength (u8 opcode, ulé6 maxTxOct);

API FA opcode 3E"LL_LENGTH_REQ", maxTxOct IEHFNIEEZIFNRA TX 8K, bl TX RAEEKH 200
bytes BY, &EUWT:

blc_11_exchangeDatalLength(LL_LENGTH_REQ , 200);

BT slave iREFH A B master S XK EEIA X LL_LENGTH_REQ, E—1NSEZWM A% T
BLT_EV_FLAG_DATA_LENGTH_EXCHANGE EH[El{H, ¥ connection BiIFHE— MR ERT B F BT
(Ebgn 2s) , SNRTE 25 EXMEIE—EREMA, FitPH master & B ERAEE LL_LENGTH_REQ, LtAS
slave 1EA API blc_ll_exchangeDatalLength EEIA#C LL_LENGTH_REQ,

Step 4. MTU size exchange

F% 7 LE data length exchange %2, MTU size exchange BRI BERIT, HBERAM MTU size £34, Fh
LEXF 5 1&ETE BLE 12cap BLEAIEK B, MTU size BHEREARTETF TX & RX\RAE K, MTU size exchange
RYSEIL, IEBE AN ATT & GATT” ZBVIEAHIEE, WRILIEZE 8208 _feature B demo M5 7%,

Step 5. W AKBERVIRIE

15 user LBE ARSI ATT & GATT B8 B9—LE#BA, €#E Handle Value Notification #1 Handle Value Indica-
tion, Write request #1 Write Command 2,

EULE 3 NS BERIEMSRBEM £, rIUFFRIAKE,

EKEIEA ATT B Handle Value Notification 1 Handle Value Indication ¥ [2HJ API BEIR], 9380 FEA:,
BERZNHIENARMKES SN TENFS - p” fVlen”BIA],

ble_sts_t blc_gatt_pushHandleValueNotify(ul6 connHandle, ul6 attHandle, u8 *p, int len);
ble_sts_t blc_gatt_pushHandleValueIndicate(ul6 connHandle, ul6 attHandle, u8 *p, int len);

W B RELIE Write request # Write Command T RZBVEIERE W Bl , 7EEIERHKE, S5IBFSEHE
mByERIE,

3.2.9 Controller API

3.2.9.1 Controller API i%EH

£ 3.1.1 /NHFRRBIARAE BLE ThilRZRMEH, MAERETLES Controller BY Link Layer B HUBERER, Wi
18T Host B#IEF T4, =ZH Host @13 HCI 1BITHITR S 1EIXLA Link Layer, Host J@id HCI #O & HIFR
& Controller $£#an <#BIE BLE spec {Core_v5.0) FERENX T, FFEIFSR (Core_v5.0) (Vol 2/Part E/
Host Controller Interface Functional Specification ).

Telink BLE SDK Y& it 232 RinER BLE 2249i&%it, ATLMER— N ERINEY Controller 559 —ME1T Host 1
WHRFRREETE, FRUFTEBRIEIRE Link Layer BY API ZR 2™ M3% R Spec L Host command BYEIEE T
RE X LAY
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&R 44 Telink BLE SDK XA TN LENZRY, NARE#E Host ERIRIFILE Link Layer, BERK API &
=IRER HC ZB289 APl TEB API BT AP =4 T Spec EXFRZAY Host command, user BIAEE Spec
BB ATERR,

BLE spec EFFfB R HCl command, Controller Y IRE =B F R AY HCl command complete event 3 HCI
command status event fEAX} Host BRI, {B7E Telink BLE SDK #1, @51&E/REH,

(1) F 8208_hci KBIF A, Telink B IC RYEH BLE controller, BEMEMKAIIZEIT BLE host BI MCU
hEI{E, 1 HCl command ERRE XM AY HCl command complete event @ HCI command status
event F=4,

(2) XFF 8208_sample RZF, BLE Host #1 Controller #3i&1T7E Telink IC £, Host J8H interface &iX HCI
command 45 Controller BY, Controller £ZPEEEEMULEI, FEBEXRBIENR, FrL Controller ZERMIE
HCI command BYRE[EIE HCI command complete event 3 HCl command status event,

Controller API BJEBB7E stack/ble/Il #1 stack/ble/hci B R TFHILAX R, Heh 1| BER THRIE Link Layer IR
BHIIHEERI 29 7 Ihe ll_adv.h. li_slave.h. ll_pm.h, user A]LA#R#&E Link Layer BYIHBELA T, LLUNER
advertising MHXINEERY AP FARZIZEBTE II_adv.h A,

3.2.9.2 APIB[EIZE ble_sts_t

7T stack/ble/ble_common.h FENX THEER ble_sts_t, ZEBEN SDK FAZE AP FOIR[EIEHRE, 38
VAR API B B S EER E i B Wik e, 7 &3R[E] BLE_SUCCESS ({&79 0); REIMEMIE 0 EH#ERT

REWEIR, BS— 1 TENESNN—MEIREER, FE API BERAEFR, 525 —1 API FiEAJRERTR
El{E, HERS T EREOENAEFHERERER,

XNREHEZER! ble_sts_t ANMYFETF Link Layer B API, Xf Host B—% API tiEH,

3.2.9.3 BLE MAC Address {]141¢

A4 AEY BLE MAC address sxEARHISEEYIEHE public address M random static addresso
3% BLE SDK &1, AN T#EO3R1E public address # random static addresso

vold blc_initMacAddress(int flash_addr, u8 *mac_public, u8 *mac_random_static);

flash_addr 18 flash E7Ffi& MAC address HYMIBIEEIA], SEXAEIENTEE, 8208 512K flash LAY
Hilit Ay 0x76000, WRAZEE random static address, _EEBY mac_random_static E"NULL"EITA],

BLE public MAC address RIN3REXfG, J8A Link Layer #1381KHY API, 3§ MAC address £\ BLE #hilt%:

blc_11_1initStandby_module(mac_public);

3.2.9.4 Link Layer R4k

LEMERN Link Layer IRSHBVIFENE, LTI API BFECEREE BLE RSB EZMEREIFI8 K,
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void blc_11_1initBasicMCU (void)

void blc_11_1initStandby _module (u8 *public_adr);
void blc_11_1initAdvertising_module(void);

void blc_11_1initSlaveRole_module(void);

3.2.9.5 bls_ll_setAdvData

J#I151EEM (Core_v5.0) (Vol 2/Part E/ 7.8.7 “LE Set Advertising Data Command”).

L SB MSB
Header Fayload
(16 bits) (as per the Length field in the Header)

Figure 3.24: BLE ¥ i% B EEL

BLE thiMi%E, B LEFR, R byte & head, JGEE Payload (PDU), &% 31 byteo
THEH APl BFI&E PDU 25 BIEIE:

ble_sts_t bls_11_setAdvData(u8 *data, u8 len);

data $5§H#5M PDU RYEHINE, len NERIEKE.
REIZEEA ble_sts_t AIAEREIMILERIN TR

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 NN

HCI_ERR_INVALID_HCI_ CMD_PARAMS 0x12 Len BEBRAEE 31

user BILATEHIIALRYBHRIBA Z AP IRE BEHE, BAILITEFIZITHITE main_loop EREEIIEMAZ API K
(5 ¢

% BLE SDK H feature_backup THZFRENXHI Adv PDU W, EARZNFERE XiESE 1Y BLE Spec {CSS
v6) (Core Specification Supplement v6.0) R Data Type Specifcation BYE A,

const u8 tbl_advData[] = {

8, DT _COMPLETE_LOCAL_NAME, "f','e','a', "'t 'r', e,
2, DT_FLAGS, 0x05,
3, DT_APPEARANCE, 0x80, 0x01,
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5, DT_INCOMPLT LIST 16BIT_SERVICE_UUID, 0x12, Ox18, OxOF, 0x18,
i¥;

EEESIEER, RE BRE RN feature”s

3.2.9.6 bls_lI_setScanRspData

#5158 (Core_v5.0) (Vol 2/Part E/ 7.8.8 “LE Set Scan response Data Command”)o
FUF EE#EE PDU BIIRE, scan response PDU FYIREER API:

ble_sts_t bls_11_setScanRspData(u8 *data, u8 len);

data $5¥t15M@ PDU BYBEMIL, len WEIEKE, REIZXE ble_sts_t AJAEREINVER I TR,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 NN

HCI_ERR_INVALID_HCI_ CMD_PARAMS 0x12 Len BEBRAEKE 31

user B] ATERISATLRIBHRIE A iZ APl i€ & Scan response data, tE]ATFIEFIEITAIZE main_loop ERERTIEA
3% API R{EEX Scan response data, % BLE SDK A 8208_ble_sample TF2HE X scan response data 30,
scan I&E B A eSample” o FNFERIVE XiBEBE XY BLE Spec {CSS v6) (Core Specification Supplement
v6.0) HA Data Type Specifcation HYE{Ai%ER,

const u8 tbl_scanRsp [] = {
8, DT_COMPLETE_LOCAL_NAME, 'e', 's', 'a', 'm', 'p', 'l', 'e',
I¥

LT advertising data # scan response data FEBIKE TIRFRIFEAR—E, BBATEFHE 10S RELFE
BEoHgEn, BINGERMOEST—HF:

(1) —EFRE B8, BARTHIRERII feature”;

(2) —ERBEBE G, KX scan request, FiEEX[EIE scan response, BARTRHIRERFATRERS
Z‘eSample”s

user HATLIAEXA M EPRRIRERTEN—F, WIEAENMAIETR I TRENZEFT,

PR IR EM master EHEE, master EIRIZEM Attribute Table B, SIKEVEEMY gap device name, EE
EEHAIRERIRIENRENIEERERIZE S

3.2.9.7 bls_ll_setAdvParam

JFI5EEMR (Core_v5.0) (Vol 2/Part E/ 7.8.5 “LE Set Advertising Parameters Command”)o
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Advertising Advertising Advertising
Event Event Event
T_advEvent — T_an‘vEuﬂnE -
advinterval ol advinterval |
# adu.DE?a 1y advDela
Advertising
State
entered

Figure 3.25: BLE 4% 2 Advertising Event

BLE #M¥4% 2 Advertising Event (f&#F Adv Event) W EEFfR, I8HIRES— T_advEvent, slave #{T—
BWIHE, =T #& channel (channel 37. channel 38. channel 39) E&{LX—1H,

TEH API 3 Adv Event HHXISEOHITIZE,

ble_sts_t bls_11_setAdvParam( ul6 intervalMin, ul16 intervalMax, adv_type_t advType,
< own_addr_type_t ownAddrType, u8 peerAddrType, u8 *peerAddr, adv_chn_map_t
< adv_channelMap, adv_fp_type_t advFilterPolicy);

(1) intervalMin & intervalMax

KB HEEY(]E]FR adv interval BYSEE, L 0.625ms AEZAREI, SEETE 20ms ~10.24s Z[8], #H intervalMin
INFZETF intervalMaxo

BLE spec 3K adv interval REIE—PMEENE, FEE—LMYINZE |, Telink BLE SDK 3&3d intervalMin
F intervalMax B AFRRIMERLI, B2RM adv interval B7F intervalMin-~intervalMax Z BN Z K. &
G EH intervalMin f intervalMax t8Z8, adv interval 2 FEEH intervalMin, A2k,

RIBRREBERFEE, intervalMin F intervalMax BIEE —LEFRTE , i5BHR (Vol 6/Part B/ 4.4.2.2 “Advertising
Events”)o

(2) advType
2% BLE Spec, TUMEARMHEBEMGLEMT:
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Advertising Event | PDU used in this advertising | Allowable response PDUs for

Type event type advertising event
SCAN_REQ | CONNECT_REQ
Connectable Undi- ADV_IND YES YES
rected Event
Connectable ADV_DIRECT_IND NO YES*
Directed Event
Non-connectable ADV_NONCONN_IND NO NO
Undirected Event
Scannable Undi- ADV_SCAN_IND YES NO

rected Event

Table 4.1: Advertising event types, PDUs used and allowable response PDUs

Figure 3.26: BLE Mtk #ESEM4

LB Allowable response PDUs for advertising event 2843 A YES #1 NO i#BR T SR B BEH BT HE
1% &M Scan request M Connect Request #1TMRZ, #: ZF— Connectable Undirected Event XF Scan
req M Connect Request #H{TMAN, 4. F— Connectable Undirected Event ¥} Scan request #1 Connect
Request #FREMIRZ, M Non-connectable Undireted Event 3 EAJEBARIRR

EE S Connectable Directed Event ¥t Connect Request MR YES" A LAMT ' 5, KRRERE
W EICTAZAY Connect Request, TE—ESMR, MASH whitelist 378, FITH 3 M VYES R A] LMK AR,
B9IER, BSEFFEERIT whitelist FUIRE, RIE whitelist BT EREFRRAERALZSEN, FEH whitelist
FFAN B

B EPafhr-3E =45, Connectable Directed Event X438 Low Duty Cycle Directed Advertising #1 High Duty
Cycle Directed Advertising, XtF—HEEBFEIAMBEHEE, ITEX:

/* Advertisement Type */

typedef enum{
ADV_TYPE_CONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY
ADV_TYPE_SCANNABLE_UNDIRECTED
ADV_TYPE_NONCONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY

}adv_type_t;

0x00, // ADV_IND

0x01, // ADV_INDIRECT_IND (high duty cycle)
0x02 , // ADV_SCAN_IND

0x03 , // ADV_NONCONN_IND

0x04, // ADV_INDIRECT_IND (low duty cycle)

AR E AN B A ADV_TYPE_CONNECTABLE_UNDIRECTED,
(3) ownAddrType

BT MU ERIBY, ownAddrType 4 NEIEMEII T,
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/* Own Address Type */

typedef enum{
OWN_ADDRESS_PUBLIC O
OWN_ADDRESS_RANDOM 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC = 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM = 3,

Jown_addr_type_t;

XERNMARH NS

OWN_ADDRESS_PUBLIC [ #EHYBTEEER public MAC address, SERRIIIERE MAC address ¥J381LEY AP
blc_initMacAddress(flash_sector_mac_address, mac_public, mac_random_static) BI& &,

OWN_ADDRESS_RANDOM TR BHIBE{ER random static MAC address, ixithitskiEF FE APl i&ER
':

ble_sts_t blc_11_setRandomAddr(u8 *randomAddr);

(4) peerAddrType & *peerAddr

Y advType WiIKBRNEZE B8R directed adv (ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY #]
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY) BY, peerAddrType 1 *peerAddr FBF3E3E peer device
MAC Address BYZREIFNMIAE,

% advType AEMZETIEY, peerAddrType # *peerAddr F{EERTRY, A LUKE 0 #1 NULL.
(5) adv_channelMap
RET#E channel, AJLLERE channel 37, 38. 39 AEE—1HZ . adv_channelMap BIERIKEWT:

typedef enum{

BLT_ENABLE_ADV_37 = BIT(0),
BLT_ENABLE_ADV_38 = BIT(1),
BLT_ENABLE_ADV_39 = BIT(2),

BLT_ENABLE_ADV_ALL
}adv_chn_map_t;

(BLT_ENABLE_ADV_37 | BLT_ENABLE_ADV_38 | BLT_ENABLE_ADV_39),

(6) advFilterPolicy

BFRERZE BEY, WHEHMIEEM scan request I connect request REXAVITERIE, TRV EEIR
BIfFfEEI whitelist F. 7E/GME whitelist T APIFAFERE.

AGERN 4 MLIRREU T, EFRFE whitelist :3I8THEE, 1% ADV_FP_NONE,

typedef enum {

ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY = 0x00,
ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_ANY = 0x01,
ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_WL = 0x02,

ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_WL = 0x03,
ADV_FP_NONE =  ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY,
} adv_fp_type_t; //adv_filterPolicy_type t

AN-22070701-C1 73 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

IR[EE ble_sts_t BJAEHILAIEMREIN FRFAT:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AT

HCI_ERR_INVALID_HCI_CMD 0x12 intervalMin 8% intervalMax BI{EARRTE BLE spec BIFLE
_PARAMS

YRR BLE spec HCI 843 Host command B9i&it, Set Advertising parameters EAHEE T LEH 8 &%k, [
igENBRBEREN, AA—LERRNSHZBEIEEREXAN, tbil advType # advinterval, ERME
B advType T, ¥t intervalMin #1 intervalMax BEERESFA—1, FIUSEREIEERE, WRIE set
advType # set advinterval #xRF N AREH API, FILEIRSEEREMIEES.

BREET user W—LEERANWBSHAIRESLEMHNEEBN, MYXAHEFREEIRA bls_ll_setAdvParam [E]
IR E 8 INEB%L, SDK XMHMA 4 NMMIBEHMBSHEREXAZNSE, BIMFET AP, LISE user BIER,
BIREEE 3 N APIUOTF:

ble_sts_t bls_11_setAdvInterval(ul6 intervalMin, ul6é intervalMax);
ble_sts_t bls_11_setAdvChannelMap(u8 adv_channelMap);
ble_sts_t bls_11_setAdvFilterPolicy(u8 advFilterPolicy);

X 3 APl 9B #5 bls_ll_setAdvParam F—H,
IR[E{E ble_sts_t:

(1) bls_ll_setAdvChannelMap #1 bls_II_setAdvFilterPolicy 75 4iR[E] BLE_SUCCESS.

(2) bls_li_setAdvinterval iR[B] BLE_SUCCESS 8% HCI_ERR_INVALID_HCI_CMD_PARAMS,

3.2.9.8 bis_Il_setAdvEnable

1151520 (Core_v5.0) (Vol 2/Part E/ 7.8.9 “LE Set Advertising Enable Command”).

ble_sts_t bls_11_setAdvEnable(int en);

en /9 1 B¢, Enable Advertising; en 79 O B, Disable Advertisingo

(1) 7£ |dle state BY, Enable Advertising, Link Layer # X Advertising states

(2) £ Advertising state B, Disable Advertising, Link layer # N\ Idle stateo

(3) TEH state, Enable Advertising I Disable Advertising E-ARME Link Layer BY stateo
=W

ZEITENZE, EEMAMZIERIZEREL, ble_sts_t TFEHiR[E] BLE_SUCCESS, FLE adv HHESEAES
S¥THE KA, ERBLT idle 5 adv state A4,
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3.2.9.9 bls_IlI_setAdvDuration

ble_sts_t bls_11_setAdvDuration (u32 duration_us, u8 duration_en);

£ bls_ll_setAdvParam XJ EFFES UK EMING, £ bls_ll_setAdvEnable (1) FFAT #, BEHEMIK
BN BEMETIEIRE, LtTeEFELE—EEEFMBRIRA, JLUAR LR AP,

duration_en &4 1 "RnABITEITHEE, 1879 0 RRXFAIHEIIhEE, RBEEITEIIhEEABRIER T, duration_us
(BBfil:us) FUIISEAEBE N,

2 MISERVEY B R FF 81T, —BBHFI&HIBTEIRY, {S1E 1%, I #B{#FE8E (AdvEnable) 534, £ None Conn
state T, SUIEF Idle State, ILARISAA Link Layer 3544 BLT_EV_FLAG_ADV_DURATION_TIMEOUT,

BLE Spec F#IE ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY J"#&2£8!, Duration Time BIE 1.28s,
Fl 1.28s ZEBELIET#E, PR FXF #5222, B bls_ll_setAdvDuration BB T IR[EE ble_sts_t
TR,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 NN

HCI_ERR_INVALID_HCI_ Ox12 ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY J#&HARIR
CMD_PARAMS BE#EISE Duration Time

WIR user T/RETE Adv Duration Time EAT &=L, BB #ES$ (AdvType. Advinterval. AdvChan-
nelMap %), EE7E BLT_EV_FLAG_ADV_DURATION_TIMEOUT E#4ME AR EILE, HEZEBNXAA
bls_ll_setAdvEnable(1) FFI&HTEI &

fih & BLT_EV_FLAG_ADV_DURATION_TIMEOUT ZEE X E—FiFHMIER:

BRI&IZE T duration_us 3 2000000, BP 2s,

MR Slave —EHE 15, BBA B8 2K 2s B £ft % timeout, 11T BLT_EV_FLAG_ADV_DURATION_TIMEOUT
[E13A,

WRBEEAEF 2s HIERT (RIRTE 0.5s BIBES{E) , Slave #l Master FE#Z LT, X4 timeout BYIT
NERKBHEERAERE, MEBEREGFRER. EHENEZERSES 155 W9E, URBIELFREDN
timeout BY Bl IEYF 2s BY, AF LR ELAFEEZERS, F2ERE BEHETEN, UHMFAsiE
BLT_EV_FLAG_ADV_DURATION_TIMEOUT [a]iA,

=

LHNERIRS—ERBTE) (30 10s) GErEIZEEFHEIRINT#E (adv) RS, BERE—T HET, hiNRIA
FEETRY BT [EEE T ZR& ERY 2s timeout, ffi&k BLT_EV_FLAG_ADV_DURATION_TIMEOUT [Eli#, E
XFER TRl AR BLT_EV_FLAG_ADV_DURATION_TIMEOUT [EiB&miEi8d 7 RIS ERY timeout
NG
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3.2.9.10 bic_Ill_setAdvCustomedChannel

TE API FBFEH4F7KAY advertising channel, R —LEIEEIFTRIINAE RN, W BLE mesh, HfttE#] BLE
R RAAREERZ APl

vold blc_11_setAdvCustomedChannel (u8 chn®, u8 chnl, u8 chn2);

chn0/chn1/chn2 IEZEEHIRSN S, BOIARSESZ 37/38/39, ELIMI&E 3 1 advertising channel 535!
79 2420MHz. 2430MHz. 2450MHz, AI¥ITiEAR:

blc_11_setAdvCustomedChannel (8, 12, 22);

3.2.9.11 rf_set_power_level_index

% BLE SDK 2t BLE RF packet BEEIZTER API:

vold rf_set_power_level_index (RF_PowerTypeDef level);

level ERYIEESE drivers/lib/include/rf_drv.h FTE X HIHZEL 8 RF_PowerTypeDef,

% AP IEER RF X BEEE, XM BEMNEZERNEN, BEEFNERMUEEHMAILUSE, Lk BTRIEE
SURE ERIE—RIIGSENE, BEITEMNZ: rf_set_power_level_index X MREAZFEIT MCU RF X
H—LEeFFRHITIRE, M—EB MCU # A sleep (83F suspend/deepsleep retention) f&, XLLEFFIIAEED
SEK. Fill user FEEFE, 8K sleep BEEfS, XPNREMINISEEMEE—B. LUNTE SDK demo HFERAT
BLT_EV_FLAG_SUSPEND_EXIT [, KRS suspend BEXR rf power W EIIKE—IE, 90T code
FfiiRo

vold task_suspend_exit (u8 e, u8 *p, int n)

{
rf_set_power_level_index (MY_RF_POWER_INDEX);

}
bls_app_registerEventCallback (BLT_EV_FLAG_SUSPEND_EXIT, &task_suspend_exit);

3.2.9.12 bls_Il_terminateConnection

ble_sts_t bls_11_terminateConnection (u8 reason);

N ABRRLUARLE APl 7E Link Layer _E&IZE— Terminate 25 master, EENMFFIERE, reason NEEIEEMN
WTFFIRE, reason RIIREIFIFSER (Core_v5.0) (Vol 2/Part D/2 “Error Code Descriptions”)o

ERERRAFITTEEESEMW terminate, NABR—ARIEE reason H:
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HCI_ERR_REMOTE_USER_TERM_CONN = 0x13
bls_11_terminateConnection(HCI_ERR_REMOTE_USER_TERM_CONN);

Telink BLE SDK [/ stack 7, BE—MtASEAZ APl 51 terminate: FEEMAIEEIEEEE, WNAMIA
JEEGE MIC $51R, 18 bls_lI_terminateConnection(HCI_ERR_CONN_TERM_MIC_FAILURE), SX13} A fEE5E
iR, WrAEE.

Slave fEBZ APl Eoh AT FIEEE, —ESfik BLT_EV_FLAG_TERMINATE 4, TZFHrILHEKREE
AT LERIFEZAY terminate reason FIXNFEENEER reason =—FRY,

1E Connection state Slave role BY, —A&IER FEIEEAZ APl 8] LIRETIARIE terminate FEME, BHEFEE—
‘%ﬁ?%'f%%%%ﬁﬁ? APl EAKY, EIEIRENE ble_sts_t AJ LA TEMNMEIRER, BINNAREIARZ API
B, HE—TIREERE N BLE_SUCCESS, REMEFIRI T,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 78%)]
HCI_ERR_CONN_NOT_ESTABLISH Ox3E Link Layer &F3E Connection state Slave role

HCI_ERR_CONTROLLER _BUSY Ox3A Controller busy (BAEHIRIEEAIX) ENLEEZZGD,

3.2.9.13 Get Connection Parameters

FREV Y HIEIZESERAY Connection Interval. Connection Latency. Connection Timeout BY API #1TF:

ul6 bls_11_getConnectionInterval(void);
uleé bls_11_getConnectionLatency(void);
ul6 bls_11_getConnectionTimeout(void);

(1) &ER[EEN 0, FIRZHA] Link Layer &F None Conn state, RS HEEZESE,
(2) FREINIE 0 ERTBHE:

« bls_ll_getConnectioninterval iR[EIFIRESEFF conn interval BRLA 1.25ms B1{E, EbENZAET conn interval
79 10ms, MR[EHER 8.

+ bls_Il_getConnectionLatency iR [BI5EPR Latency 1Eo

« bls_Il_getConnectionTimeout R[EIMIZESZFR conn timeout &L 10ms FIEI{E, EbENXAT conn timeout
79 1000ms, MIR[EMEH 100,

3.2.9.14 blic_lI_getCurrentState

TE APl BT FREX XA Link Layer FRrbBUIRES,

u8 blc_l1_getCurrentState(void);
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user IEN ABFIMTEHATIRES, 0:
if(blc_11_getCurrentState() == BLS_LINK_STATE_ADV)

if(blc_11_getCurrentState() == BLS_LINK_STATE_CONN)

3.2.9.15 blc_llI_getLatestAvgRSSI
% Link Layer # N\ Slave role [5, 183 TE API 8615 3IER B 21&E1ZR peer device I E—ERAYE]HYFEY RSSI,

u8 blc_11_getLatestAvgRSSI(void)

IR[EE u8 BY rssi_raw B—EMIEMR, rssi_real = rssi_raw- 110, {RI&REIEN 50, M rssi = -60 dbo

3.2.9.16 Whitelist & Resolvinglist

BIENEE, Advertising B filter_policy Hi# X% 3 Whitelist, =1E#E Whitelist FIRIGEHITHAMIRIE,
& Whitelist #2364 Whitelist #1 Resolvinglist FZE

iBid peer_addr_type 1 peer_addr A] LLFIET peer device #AE3ER 2T RPA (resolvable private address) o
A TENZRAIETEET,

#define IS_NON_RESOLVABLE_PRIVATE_ADDR(type, addr)
( (type)==BLE_ADDR_RANDOM && (addr[5] & 0xC0) == Ox00 )

JE RPA It BT LATEAEE] whitelist 7, B &1 SDK whitelist &% 17 4 ™M&H:

#define MAX_WHITE_LIST_SIZE 4

Bx#EO:

ble_sts_t 11 _whitelList_reset(void);

Reset whitelist, 3R[B{EJ9 BLE_SUCCESS,

ble_sts_t 11 _whitelList_add(u8 type, u8 *addr);

AIN—MEEE whitelist, REMEFIFR:

ble_sts_t Value ERR Reason
BLE_SUCCESS 0 AIORTH

HCI_ERR_MEM_CAP_EXCEEDED O0x07 whitelist B3, FRIN&LK
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ble_sts_t 11 _whitelList_delete(u8 type, u8 *addr);

M whitelist fIB&Z BIARINAYIRE, R[E{E/ BLE_SUCCESS,

RPA (resolvable private address) i&#&, BE{FEMA Resolvingliste AT T ram M, BAJ SDK Resolvinglist
RZ1E0E 2 M&E:

#define MAX_WHITE_IRK_LIST SIZE 2

tHx AP TN

ble_sts_t 11l_resolvinglList_reset(void);

Reset Resolvinglisto IR[Bl{E BLE_SUCCESS,

ble_sts_t 11_resolvinglList_setAddrResolutionEnable (u8 resolutionEn);

IREMULARITGER, SNREMER Resolvinglist f@fiithit, —EBFTHfERE. AREMITVEHR, ALK,

ble_sts_t 11_resolvinglList_add(u8 peerIdAddrType, u8 *peerIdAddr,
u8 *peer_1irk, u8 *local_irk);

NNFEA RPA HIAERYIEE, peerldAddrType/ peerldAddr # peer-irk 18 peer device EFRBY identity address
M irk, XEEBRERMMBZEPEMEE] Flash A, user BI LATEXHY SMP 873 R FIFRBUX LE(E BAVIZ O,
FFF local_irk SDk EEHZHEAIE, 1H NULL BIF],

ble_sts_t 11_resolvinglList_delete(u8 peerIdAddrType, u8 *peerIdAddr);

IR Z BIAINAYIR & o

3.2.10 2M PHY

3.2.10.1 2M PHY 43

2M PHY 2 {Core_5.0) ¥i%HNAY Feature, RATZEE LY ET BLE INAHE, 2M PHY(2Mbps) AKIES
BLE §%ne 2M PHY RAILUMERE #HEiBE, W BEEERES THHERE, EERETHNER G EERN
TRt NE, TEE MMERS AT Extended Advertising”ET A R E,

3.2.10.2 2M PHY Demo 743

Telink 329 B8O BLE SDK H1, AT Sram, 2M PHY BRIAZXFH, BPINRERERL Feature, AILLTF
ShiTH, ¥TFAAZERLISE BLE SDK #2ftHY Demos

« Slave IiHB] &% Demo "b80_feature_test”
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1F vendor/8208_feature/feature_config.h FITEX %=

#define FEATURE_TEST_MODE  TEST_PHY_CONN

P ERLUEREREMT RAVigdE, RAEXHE 2M PHY BIRJLAR] Telink BY Slave I8 & FRA EEX.

3.2.10.3 2M PHY API /748

(1) API

vold blc_l1_init2MPhy_feature(void)

FAFERE 2M PHY,

(2) E"Telink defined event” FIEANT — BLT_EV_FLAG_PHY_UPDATE"Event, B{A4AT5iEEE81E Con-
troller Event"E&ZTN4A,

(3) API:

ble_sts_t blc_l1_setPhy(ul6 connHandle, le_phy_prefer_mask_t all_phys, le_phy_prefer_type_t
< tx_phys, le_phy_prefer_type_t rx_phys);

BLE Spec ¥R, #4iEE2E (Core_v5.0) (Vol 2/PartE/7.8.49 “LE Set PHY Command”)o
connHandle: BLS_CONN_HANDLE,
HthBEIESE Spec EX. EE SDK EREEERIE X demo FAEIEM,

3.3 BLE Host

3.3.1 BLE Host 7743

BLE host 1% L2CAP. ATT. SMP. GATT. GAP %=, AP ENNEAIHEET host ELIA,

3.3.2 L2CAP

IZIEPERR T 5EE MSGE E BIFR A L2CAP (Logical Link Control and Adaptation Protocol) , EE_Ei%E#E App
B, M TF%E# Controller B, &3% Host 5 Controller Z[BIBiERCSSIER, FLENBRIELEXOITHIZFH
PR EBAR T,

BLE B L2CAP BRLEHIEL L2CAP BHEILIRES, EEREMENT, FRITHRMEA, NI RZEHIF
BENE, NMEBEEEERITERES. L2CAP NEHEWIN TEFIR, SRIEMEENEBHIES B 4L BLE
controller, ¥§ BLE controller WEIREIEITER AR CID #IBE_LIRE host Bo
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ATT SMP
CID = 0x0004 CID = 0x0006
1=~~~ T
| | L2CAP Signaling
L2CAP | CID =0x0005 |
e e e 1
LE-U Logical Link
LE Controller
Attribute Protocol Attribute Protocol
A ¥ 3
SDU SDU
Y A 4
L2CAP o L2CAP PDU _ L2CAP
Maximum size depends on MTU
Device A Device B

Figure 3.27: BLE L2CAP LUK ATT LA EIIRE!

L2CAP #R#E BLE Spec i&it, TEIHREE A Controller 1 Host FUBIENTHE, 4 KSR EREMINARIKE TR,
FE yser B5MMATRLD, user IRIBUUTILA AP HITIRE RN,

3.3.2.1 ¥t L2CAP ¥ERb IR R

1E BLE SDK Z2#971, Controller BI3RE@E1d HCI 5 Host 311, M HCI Bl Host #3E, B S7E L2CAP ERME,
EFRATE AP SEAHZ NIRRT

void blc_12cap_register_handler (void *p);

£ 8208_ble_sample/8208_module ¥ BLE Slave [ZFA, SDK L2CAP Z2E Controller #UIEHIEIER T :

int blc_l2cap_packet_receive (ul6 connHandle, u8 * p);

ZRBELENIEPRI, ERMNRREIMEEHTRETER LEML ATT. SIG 5 SMP,
afe:
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blc_12cap_register_handler (blc_l2cap_packet_receive);

1£ 8208 hci i, HSEM T slave controller, blc_hci_sendACLData2Host EIEUE controller #3E@5d UART/
USB FHHEMHZMZ1X4, BLE Host 185,

int blc_hci_sendACLData2Host (u16 handle, u8 *p)

MR

blc_12cap_register_handler (blc_hci_sendACLData2Host);

3.3.2.2 EIMEEEH

(1) Slave IEREFIEESEK

£ BLE hiX#%H, slave @i 12cap 29 CONNECTION PARAMETER UPDATE REQUEST #n < @ master ER
BE—HANERS Y. ZHaSRAUM TR, #FBEESR (Core_v5.0) (Vol 3/Part A/ 4.20 "CONNECTION
PARAMETER UPDATE REQUEST"),

LSB octet 0 octet 1 octet 2 octet 3 MsB
Code=0x12| Identifier Length
Interval Min Interval Max
Slave Latency Timeout Multiplier

Figure 4.22: Connection Parameters Update Request Packet

Figure 3.28: BLE fMY#% Connection Para update Req &=

1% BLE SDK £ L2CAP B LR T slave EohERIBEIIEZE S API, FERM master XX FE XD
CONNECTION PARAMETER UPDATE REQUEST #5%

vold bls_l2cap_requestConnParamUpdate (ul6 min_interval, ul6 max_1interval, ulé latency, ulé
< timeout);

L P& % BE CONNECTION PARAMETER UPDATE REQUEST Y data XN S MM N, F =
min_interval 1 max_interval BY{EEEFR interval BYEERRLL 1.25 ms (40FRIE 7.5ms BYIER, ZEAN 6) ,
timeout BYE LR supervision timeout BYEIERRLL 10ms (80 1 s BY timeout Z{EA 100) .

N A% 7E connection BIIHEHE, ERIEBINEESE.
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void task_connect (u8 e, u8 *p, int n)

{
bls_12cap_requestConnParamUpdate (6, 6, 99, 400);
bls_12cap_setMinimalUpdateReqSendingTime_after_connCreate(1000);

E Data Type Data Header L2CAP Header 351G Pkt Header 5IG_Connection_Param_Update_Req CRC
LI LLID NESN 5N MD FPDU-Length ||L2ZCAP-Length Chanld |((Code Id Data-Length |([IntervalMin IntervalMax Slavelatency TimeoutMultiplier

L2ZCRF-3 2 1 0 0 16 0x000C 0x0005 [|0x12 0x01 0Ox0008 0x0006 0x0006 0x0063 0x0130 0x280¢

tus || ata Type Data Header L2CAP Header 351G Pkt Header 5IG_Connection_Param_Update_Rsp CRC RS5I ECs
LLID NESN 5N MD FPDU-Length ||L2ZCAP-Length Chanld |((Code Id Data-Length |(Result (dBm)

L2ZCRF-3 2 1 1 0 10 0x0006 0x0005 [|0x13 0x01 0Ox0002 0x0000 0x2DE483 || -38 K |

P (. Data Header (PSR | ICE [
. ) ==
Figure 3.29: #lEE /R conn para update reqeust # response

Hrp API:

vold bls_l2cap_setMinimalUpdateReqSendingTime_after_connCreate(int time_ms)

BFIREEEEEIG, slave IREEFF time_ms(81I: Z2F)) 51T APl bls_I2cap_requestConnParamUpdate,
REFEZESH, BPNREEEENR, RIA bls_I2cap_requestConnParamUpdate, NI slave & &HT1EE
BEUR 1s BRITREERSHENER.

(2) master BN FEFHEFIF

slave ERIEFBVIEIZESEUS, master IRZE)i%e5<, [B CONNECTION PARAMETER UPDATE RESPONSE &%, ¥
1HESM (Core_v5.0) (Vol 3/Part A/ 4.20 “CONNECTION PARAMETER UPDATE RESPONSE")o

TEFFTAZGSHERIAMN result & X, result 7 0x0000 BYRRIESIZAHS, result 7 0x0001 BYRRIELZ
B,

S2BRBY Android. i0S KRB B EIER user FTRIFHNEESE, IREN X BLE master WHUEE X, BEX 55—
RERAEN, XBGERME—NFE—IRE, FEESE user TEFBIH master A MENIX P EIBIEZLE)IM,
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LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x13| Identifier Length

Result

Figure 4 23: Connection Parameters Update Response Packet

The data field is:

+ Result (2 octets)

The result field indicates the response to the Connection Parameter Update
Request. The result value of 0x0000 indicates that the LE master Host has
accepted the connection parameters while 0x0001 indicates that the LE
master Host has rejected the connection parameters.

Result Description

0x0000 Connection Parameters accepted
0x0001 Connection Parameters rejected
Other Reserved

Figure 3.30: BLE 1}i¥4% conn para update rsp &=

(3) Master 7E Link Layer EE#FEIESEL

Slave %&3% conn para update req, # B master [B] conn para update rsp &S HiE/5, master 2 &I% link
layer JEHY LL_CONNECTION_UPDATE_REQ #%, W TFEFiT.

Data Header
1s(|DataType ||, - n NEsW SN MD PDU-Length
Control 3 1 1 4] 12

Data Header RSSI
Data Ty CRC FCS

18 YP® 177TD WESW SN MD PDU-Length (dBm)
Empcy PO 1 o 1 0 i 0x8FEQOF || 0 || oK |

Figure 3.31: flE.27R Il conn update req

slave WRILEFIERGE, I2 TRE— 1S master iR instant BYE, Y slave imHY instant EEIXXME
BBHE, EFEFREEZESE, Hit&A[BHEEMS BLT_EV_FLAG_CONN_PARA_UPDATE,

instant & master # slave Im& BEBLEIFFEIZEHITEE, SEE 0x0000-0xffff, E—PNEEF, BT
E—EH#RHEEN, Y master KX conn_req G slave E#EfG, master FATIRB RS (MR
BENEEIRE) , I master IHBY instant ;5 0o slave WE conn_req, M IBIRSTIREEZIRTE, ¥ slave
i%AY instant 7§ 0o master #l slave NE— 1M EZEHME—NEREEMY, MIKE conn_req ENFE—MNEIESE
ff, instant ER 1, FMEESEMN instant BER 2, KRFEHEIE,
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% master &% LL_CONNECTION_UPDATE_REQ BY, &/E—1E# instant BIETEMRS A instant BNIEIES
4B, master $5{ER LL_CONNECTION_UPDATE_REQ B HHI /L MEZRSEIINE, BT slave 1 master B9
instant {EIAR2HEER, ©UEI LL_CONNECTION_UPDATE_REQ BY, 7B 8 instant &F master FrEREAY
BN instant BEIZREMEY, FRAMNEESH. XEM A URIERIBER—MYE] R SERIEERSHEITIR,

3.3.3 ATT and GATT

3.3.3.1 GATT EZs& (i Attribute
GATT EX THThAE: Server Ml Client, % BLE SDK F, Slave & Server, X[MAY Android. i0S i&&F & Client.
Server EERMHEZ D service 1 Client 1518,

GATT B service SRR HZ 1 Attribute A, S Attribute BEE—EMNEEE, YZ P AEMEN
Attribute LS 7E—HChY, FEEBRIRH—MEZDY service,

GATT Server

Service

Attribute

Attribute

Service

Attribute

Attribute

Attribute

Figure 3.32: Attribute MY GATT service

—~ Attribute WEERABRHBEMESIELUT:
(1) Attribute Type: UUID

UUID ARX 28— attribute AYREY, HLKH 16 1 bytes, BLE FRAMMYH UUID KEENX A 2 4 bytes,
XZERA master IFHBBR—EHIRFGE, B 2 1 bytes B UUID HiRAY 16 byteso

user EIZFEHBEFRER 2 byte BY UUID B, master IR EBAEIXLE UUID RKKRANIEEHEE, % BLE SDK H1
BEENT —EAER UUID, DRIELTXMHER: stack/ble/service/hids.h. stack/service/uuid.ho
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Telink FABBY—LE profile (OTA. MIC. SPEAKER %), tRERTFEEAZHE, 7E stack/ble/uuid.h HITE XXLE
FABRI UUID, KEH 16 bytes.

(2) Attribute Handle

slave B Z 1 Attribute, XL Attribute AA— Attribute Table, 7E Attribute Table AR, &—* Attribute
#BH— Attribute Handle {8, FAXRXDE—1FRREH Attribute, slave Fll master FILEES, master @id
Service Discovery IF2fRHT15EXE] slave BY Attribute Table, F1R#E Attribute Handle BYERI N E—1FFE
B Attribute, XEENIREMNEIEEEZE® L Attribute Handle, FATLEILEZM Attribute BIEEE T o

(3) Attribute Value

1 Attribute EBEXRZAY Attribute Value, FARTEA request. response. notification I indication BI%3E,
7£3% BLE SDK H1, Attribute Value 551 PRIEX ISRV E RiER,

3.3.3.2 Attribute and ATT Table

77 323 slave IHBY GATT service, 1% BLE SDK &1t T — Attribute Table, i% Table HHZ MR B Attribute
AR, Attribute IEENX 9:

typedef struct attribute

{
ulé attNum;
u8 perm;
u8 uuidLen;
u32 attrlLen; //4 bytes aligned
u8* uuid;
u8* pAttrvalue;
att_readwrite_callback_t w;
att_readwrite_callback_t r;

} attribute_t;

55 BHIZ BLE SDK 44 A5 F Attribute Table RigBALL E BT E X, Attribute Table fXEB I app_att.c,
MRS RES:

static const attribute_t my_Attributes[] = {
{ATT_END_H - 1, 0,0,0,0,0}, // total num of attribute
// 0001 - 0007 gap
{7,ATT_PERMISSIONS_READ,2,2,(u8*)(&my_primaryServiceUUID), (u8*)(&my_gapServiceUUID), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_devNameCharVal), (u8*)(&my_characterUUID), (u8%*)
< (my_devNameCharval), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_devName), (u8+*)(&my_devNameUUID), (u8*)(my_devName), 0},
{O0,ATT_PERMISSIONS_READ,2,sizeof(my_appearanceCharVal), (u8*)(&my_characterUUID), (u8*)
< (my_appearanceCharVal), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof (my_appearance), (u8*)(&my_appearanceUIID), (u8*)
< (&my_appearance), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_periConnParamCharVal), (u8*)(&my_characterUUID), (u8%*)
< (my_periConnParamCharVal), 0},
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{0,ATT_PERMISSIONS_READ,2,sizeof (my_periConnParameters),(u8*)(&my_periConnParamuuID),
< (u8*)(&my_periConnParameters), 0},
// 0008 - 000b gatt
{4,ATT_PERMISSIONS_READ,2,2,(u8*)(&my_primaryServiceUUID), (u8*)(&my_gattServiceUUID), 0},
{O0,ATT_PERMISSIONS_READ,2,sizeof(my_serviceChangeCharVal), (u8*)(&my_characterUuiD),
< (u8*)(my_serviceChangeCharval), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof (serviceChangeVal), (u8*)(&serviceChangeUUID), (u8*)
< (&serviceChangeVval), 0},
{0,ATT_PERMISSIONS_RDWR,2,sizeof (serviceChangeCCC),(u8*)(&clientCharacterCfguuiD), (u8*)
< (serviceChangeCCC), 0},
};

iEEE, Attribute Table FUENXBIENM T const:

const attribute_t my_Attributes[] = { ... };

const XEFEILRFREXNMNANBIBRAEIZMER flash, LUTE ram TEl, X4 Attribute Table EX
7E Flash LRI FRFERRRRIEN, FREXTE,

(1) attNum

attNum B MNMER.

attNum E—MEARRT YT Attribute Table B Attribute 218, BD Attribute Handle IR A(E, %ZEB
Q7E Attribute Table #4AAYEE O IR Attribute HFH

{57,0,0,0,0,0}, // ATT_END_H — 1 = 57

attNum = 57 RRZHT Attribute Table iEH 57 1 Attribute,

7 BLE B, Attribute Handle fEM 0x0001 7144, FEIM—EIE, MEAHN TIRM 0 FFI&, TE Attribute Table BB
£ EEXANEIAR Attribute, [EWFFEESEEE Attribute TEEIEEM TIRSETH Attribute Handle BY{E,
LENIFT Attribute Table /&, 1 Attribute 7E24Hil Attribute Table HUEEFHITARS, FLAEANEIZ Attribute &
BIMY Attribute Handle {&o

¥ Attribute Table REFEH Attribute 158, HEIRE— RS FLE LT Attribute Table RER Attribute
A% B attNum, B&i SDK 5 57, user UNRAFINHMIFRT Attribute, FTEXUL attNum HITIEH,

attNum EZMEFR B TFIIEE HFIM service HHF/L Attribute ¥

B—1 service B — Attribute BY UUID #8412 GATT_UUID_PRIMARY_SERVICE(0x2800), X1
Attribute _ERY attNum $E5EM ZET Attribute FRIGTEREEHE attNum 4 Attribute JB F1% service FIZERLER
o

W EEAEBFRR, gap service UUID JJ GATT_UUID_PRIMARY_SERVICE BYBB Attribute £ attNum 79 7, M
Attribute Handle 1~ Attribute Handle 7 iX 7 4> Attribute /B F gap service BIER,

BT 5 O IM Attribute F1T— service B Attribute 4, EMFTER Attribute B9 attNum BYEEBRATNIEZ
Oo

(2) perm
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perm 2 permission BIEE.,
perm FATFI5E L AT Attribute 4 Client iR R,
BPRBLLT 10 M, 81 Attribute BINPRERAIUA FTENERENIHES

#define ATT_PERMISSIONS_READ 0Ox01
#define ATT_PERMISSIONS WRITE 0x02
#define ATT_PERMISSIONS_AUTHEN_READ 0x61
#define ATT_PERMISSIONS_AUTHEN_WRITE 0x62
#define ATT_PERMISSIONS_SECURE_CONN_READ OxE1
#define ATT_PERMISSIONS_SECURE_CONN_WRITE OXE2
#define ATT_PERMISSIONS_AUTHOR_READ Ox11
#define ATT_PERMISSIONS_AUTHOR_WRITE 0x12
#define ATT_PERMISSIONS_ENCRYPT_READ 0x21
#define ATT_PERMISSIONS_ENCRYPT_WRITE 0x22
*E:

BAl SDK EARZHHERGENIRING,
(3) wuid and uuidLen

R Z BIFfIAR, UUID £Fh: BLE FR/AR 2 bytes UUID # Telink FABHY 16 bytes UUID, i&@3d uuid 1 uuidLen
A LARIAHE IR X F A UUID,

uuid B—1 u8 BUtEEt, uuidLen FRINMIBH FF RIS ESE vuidLen 1 byte FIAB A EAE] UUID, Attribute
Table 2727F flash £RY, FREB UUID BETETE flash £BY, FRLL uuid 23EMA flash BI— ST
a) BLE #r/RY 2 bytes UUID:

40 Attribute Handle = 2 B devNameCharacter 3B Attribute, fHFZEAIBEIT:

#define GATT_UUID_CHARACTER 0x2803

static const ul6 my_characterUUID = GATT_UUID_CHARACTER;

static const u8 my_devNameCharVal[5] = {0x12, 0x03, 0x00, 0x00, 0x2A};
{0,1,2,5,(u8*)(&my_characterUUID), (u8*)(my_devNameCharVval), 0},

UUID=0x2803 7£ BLE H1&R7R character, uuid $&[A my_devNameCharVal 7 flash HRgi#tht, uuidLen 7 2,
master IEX4 Attribute B, UUID &2 0x2803,

b) Telink FABHY 16 bytes UUID:
%0 audio F MIC B9 Attribute, FEXLED:

#define TELINK_MIC DATA {0x18,0x2B,0x0d,0x0c,0x0b,0x0a,0x09, 0x08,0x07,0x06,0x05, 0x04,0x03, 0xO2,
< 0x01,0x0}

const u8 my_MicUUID[16] TELINK_MIC_DATA;

static u8 my_MicData = 0x80;

{0,1,16,1,(u8*)(&my_MicUUID), (u8*)(&my_MicData), 0},

AN-22070701-C1 88 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

uvuid &M my_MicData 7 flash H By # A, uuidlen J9 16, master FiEZX D Attribute B, UUID = 2
0x000102030405060708090a0b0c0d2b18,

(4) pAttrValue and attrLen

F—1 Attribute #F3S B XN A Attribute Value, pAttrValue B— u8 BUF5$t, 8@ Attribute Value FR7E
RAM/Flash BUttisit, attrLen FSR&BRZEIETE RAM/Flash ERIKE, % master 3=EY slave A Attribute B9
Attribute Value B, % BLE SDK M Attribute BJ pAttrValue 3E5t#5mBIKIE (RAM/Flash) FF#4, BX attrLen
MNEUREIZS masters

UUID 2R/, FrLL vuid 2386 flash BIEET; T Attribute Value ATRER S R EIT21E, NREGIRIEHM
HTE RAM L, FRLL pAttrValue AJ8EFS[E RAM, tHETEEFSM Flashs

Attribute Handle=35 hid Information BY Attribute, FEXAi5:

const u8 hidInformation[] =

{
U16_L0(0x0111), Ul6_HI(Ox0111), // bcdHID (USB HID version), 0x11,0x01
0x00, // bCountryCode
0x01 // Flags

b

{0,1,2, sizeof(hidInformation),(u8*)(&hidinformationUUID), (u8*)(hidInformation), 0},

ESEPRRZ A, hid information 4 4 byte 0x01 0x00 Ox01 0x11 B RIERM, At KREITieE, FrUUEXMN
AILUER const XFIFHETE flash Lo pAttrValue $8MA hidinformation £ flash LRIME, LEBY attrien L
hidinformation SEFRAIKERVE, & master iiZ Attribute BY, 21R#E pAttrValue # attrLen iR[E] 0x01000111
£4 masters

master 3%£i% Attribute BY BLE B0 TE, master £/ ATT_Read_Req &<, KB EIEH AttHandle = 0x23
= 35, X[ SDK H1 Attribute Table Hf9 hid informationo

1 Data Header ) L2CAP Header ATT_Read_Req RSSI
us || pata T Security Enabled —Read | CRC FCS
us YPEILLID NESN SN MD EPDU-Length urity Ena L2CAP-Length Chanld ||Opcods AttHandle (dBm)
L2CAPS || 2 1 0 0 11 Yes 00003 0x0004 ||0x0R  0x0023 O0x65CCC5 || 0 || oK
] Data Header ) RSSI
us || DataTy Security Enabled || €RC FCs
us YP® |IILID NESN SN MD EDU-Length urity Ena (dBm)
Empty PDO|| 1 1 1 o o Yes ox28576a|| o || ok
1 Data Header ) RSSI
us || Dataype |i-7or NFSN SN MD PDU-Length || Scou'y Enabled ) CRC (aBm) || FE5
Empty BDU|| 1 0 1 o o Yea ox2251B9|| o || ox
1 Data Header ) L2CAP Header ATT_Read_Rsp RSSI
us (IDataType 177 -0 wpsw SN MD PDU-Lengeh || Socur Y EMabIed || o p Tength Chanid ||Opcode AttValue ELE taBm) || 73
LoCAP5 || 2 0 0 0 13 Yes 00005 0x0004 |[0x0B__ 11 01 00 01| oxserean|_o_ | ox |

Figure 3.33: master i hidinformation B BLE #ll&

Attribute Handle=40 battery value B9 Attribute, #HXLH:

u8 my_batVal[1] = {99};
{0,1,2,1,(u8*)(&my_batCharuuiD), (u8*)(my_batval), 0},

KPR AR, RN HFIBMEBEER my_batVal EXIRIE ADC EiFZEINBEMNE, AFIBEI slave Eaf notify
& master EENEMIA AEHLE master, FrLL my_batVal MiZBIERTEL, BT pAttrValue $§[A my_batVal
7£ RAM _ERYshL,
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tbgh, 3 att |WTFTE CHARACTERISTIC_UUID_HID_REPORT_MAP B, RZIGEEEIRFIRERS, ASIRIE
BRIERARERZEARRED report map, FRLURBERIEIMER] LIEXTREY pAttrValue F attrLen EFTEAM, API
EOWT,

ble_sts_t bls_att_setHIDReportMap(u8* p,u32 len);

NRFEME Attribute Table REXMTRIZE, EARALT AP O,
ble_sts_t bls_att_resetHIDReportMap();

(5) [EIEERER w

[EEERE w SR RHRE:

typedef int (*att_readwrite_callback_t)(ul6 connHandle, void* p);

user IRFETEXEIAERE, FUEE ELEE. BEIEAKE w 2 optional B9, XME—MEMEKR Attribute Rijt,
user JLUSERIATRE, WralARZERERE (REERIEANERTET 0 XN,

ElERER w R FHN: Y slave UREIR Attribute PDU B9 Attribute Opcode AL T =BT, slave 21 Z(D]
TR w EEWILE:

a) opcode = Ox12, Write Request.
b) opcode = 0x52, Write Command.

c) opcode = 0x18, Execute Write Request.

slave WEIL LB &<E, NREEIGELARE w, slave R ETIA pAttrValue 155 FIEEMIXIETS master
B3 RMME, BAMKEAN master FIEEKRIHBM 2caplen-3; MR user IRE TEIARE w, slave YE|LL
5SS EHRIT user EIARER w, LERER pAttrvalue I8 FIIEXIIE $#iE. XM SRERERM,
HEE—TMEX

user IREEIARE w 77T L IE master £ ATT EBY Write Request. Write Command # Execute Write
Request 8%, WIRBAEIZKEBLARE w, FEIFH pAttrValue FTigsmMXIEE T HEB TR AT M i SRR
(40 pAttrValue $8[E) flash ToiE5ER GIR1E; TE attrLen KEARES, master WEIRESHER, SEEMEUE
WEIRNELE) . FI, EEERER w BRENER 0, KRS ML, HiREEIESEME att_err_t HEIRR N
WER user BITEXo
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3.4.5.1 Write Request

The Write Request is used to request the server to write the value of an
attribute and acknowledge that this has been achieved in a Write Response.

Parameter Size (octets) Description

Attribute Opcode 1 0x12 = Write Request

Attnbute Handle 2 The handle of the attribute to be
written

Attribute Value 0to (ATT_MTU-3) The value to be written to the attri-
bute

Figure 3.34: BLE 1A% Write Request

3.4.5.3 Write Command

The Write Command is used to request the server to write the value of an
attribute, typically into a control-point attribute.

Parameter Size (octets) Description

Attribute Opcode 1 0x52 = Write Command

Attnbute Handle 2 The handle of the attribute to be
set

Attribute Value 0 to (ATT_MTU-3) The value of be written to the attri-
bute

Figure 3.35: BLE 4% Write Command
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3.4.6.3 Execute Write Request

The Execute Write Request is used to request the server to write or cancel the
write of all the prepared values currently held in the prepare queue from this
client. This request shall be handled by the server as an atomic operation.

Parameter Size (octets) Description

Attribute Opcode 1 0x18 = Execute Write Request

Figure 3.36: Y%7 Execute Write Request

[EEEREL w B9 void BY p 55116 master Tan LR AKIR(E, KFF p IER—FAEF, RAFLOENTESH
{RFfrRo

typedef struct{

u8 type;

u8 rf_len;

ulé6 12caplen;

ul6 chanld;

u8 opcode;

ul6 handle;

u8 dat[20];
}rf_packet_att_data_t;

p ¥5MA type, B RMEIREMKEN 12cap - 3, E—TMEREIEHN p->dat[0],

int my_WriteCallback (void *p)

{
rf_packet_att_data_t *pw = (rf_packet_att_data_t *)p;
int len = pw->12cap - 3;
//add your code
//valid data is pw->dat[@] ~ pw->dat[len-1]
return 0;
}

TEXANEMIE of_packet_att_data_t FRTE{IE /I stack/ble/ble_format.ho
(6) EIVEX%K r

[EREERER r BRI RERRE:

typedef int (*att_readwrite_callback_t)(u16 connHandle,void* p);
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User INRFETE XEIEIREE, FuEfE EEmME. BIEAKE r 2 optional B9, WE—MEEH Attribute 3Rix,
user AJLUSEENRIREKER, WEIUFEERE (REEEFENNEEATIES 0 RR) ,connHandle /y master
0 slave ZiE|AEREGNA, slave N FE BLS_CONN_HANDLE; master Zi%i& BLM_CONN_HANDLE,

[EHERER r iR ZHH: X slave WEIRY Attribute PDU B9 Attribute Opcode LU TFENES, slave 2I0E([ENE
R r REWIE:

a) opcode = Ox0A, Read Request.

b) opcode = Ox0OC, Read Blob Request.
slave IEILA EiXdr </,

a) SN user IRE TEIAIRKEL, HITIZEE, BRI ZREREEREEESEE Read Response/Read

Blob Response:
- HREMER 1, slave R[EIE Read Response/Read Blob Response £4 master,

- BREMENEME, slave M pAttrValue IEEFTIEMBIXIFIE attrLen MEF Read Response/Read Blob
Response [BIE43 master,

b) AR user RAEIXE IR EL, slave M pAttrValue IEHFrIERBIXIHIE attrLen MEF Read Response/
Read Blob Response [B|8 44 master,

R user 2BIEULEI master BY Read Request/Read Blob Request [S{EEX BN [E]1E B Read Response/Read
Blob Response FIAZ, FARILUEM I ZAYEITEREL r, TEEIEHREREEIL pAttrValue F55TFRTE ram AR,
# B return HERRBERZE 0.

(7) Attribute Table £5#4

RIELL_EFT Attribute BUIFARIEEA, {EF Attribute Table ¥J3& Service MM FEFFTR. F£— Attribute By
attnum FIFIER A1 ATT Table Attribute B9EKE, FIRBY Attribute B 75iZ Service B4, B—HML—%
Attribute 2% Service M declaration, FEER attnum FEEGEEEIRMZ /LK Attribute BT 1% Service B9
Bk, SLPrE4 Service BIE—5E— Primary Services

#define GATT_UUID_PRIMARY_SERVICE 0x2800
const ulé my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;
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Index Total number of attribute items that excludes itself.«
[+ 2
Inaey Servicel declaration attribute and it has N attributes
1o including itself service declaration attribute.+
Index Attribute#1+
2+
Index Attribute#2+
3«
-
-
-
-
-
IndexN+ Attribute#N-1+
Index Service? declaration attribute and it has M attributes
N+1o including itself service declaration attribute.+
Index Attribute#1+
N+2+
Index Attribute#2+
N+3+~
-
| |
.
-
| |
-
Index+ Attribute#M-1+
N+M-«

Figure 3.37: Service Attribute Layout

(8) ATT table Initialization

GATT & ATT YAtk REEIZN FHEM Attribute Table BUIEFHEZITMNARENRT, 1R API:

void bls_att_setAttributeTable (u8 *p);

p 79 Attribute Table BY3E$t.

3.3.3.3 Attribute PDU and GATT API

R4 BLE Spec, % BLE SDK BaiZ#FH Attribute PDU BLATJ1EE:
« Requests: client &ZiX%4 server BYEIBIEK,
+ Responses: server YEl client B9 request /5 &K IZHIEIREEIN
- Commands: client KiX48 server Y&,

« Notifications: server &KX client BIEIE,
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« Indications: server &i%44 client B9EURE,
« Confirmations: client ¥t server #3IERIHEIA,
THEEEZBINEAR Attribute Z5#9F0 Attribute Table 54, 3t ATT BFRERI ATT PDU #1795,

(1) Read by Group Type Request, Read by Group Type Response

val

Read by Group Type Request #1 Read by Group Type Response J¥iEEH (Core_v5.0) (Vol 3/Part F/3.4.4.9
and 3.4.4.10),

master & 1% Read by Group Type Request, fEi%fn <P EFIATILERAY attHandle, 157 attGroupTypesslave
W EiZ Request f5, B HH Attribute table, 7EIEERIECIAFNLEREY attHandle FIXEIFFS attGroupType
Y Attribute Group, iBiZ Read by Group Type Response [E]& Attribute Group 158,

Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC R3Sl

Data Ty FCS
ype LLID NESN SN MD FDU-Length ||L2CAP-Length Chanld |(Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRP-S || 2 1] 1 1] 11 0x0007 0x0004 |[0x10 0x0001 0xFFFF 00 28 0xB9867B || -38 oK |
Data Header RSSI
Data Ty CRC FCS
YP€ |lLLID MESN SN MD EDU-Length {dBm)
Empty FDU || 1 0 0 0 0 OxREQODS || -38 O |
Data Header L2CAP Header ATT_Read_By_Group_Type_Rsp RSSI
Data1ype | 7o n Weaw am D POU-Length ||[L2CAP-Length ChanId ||Opcode Length AttData CRC (aBm) || F¢*
L2CLP-3 2 a a a 24 0x0014 0x0004 || 0x11 0x06 01 00 07 00 00 1& 08 00 OA 00 OA 1& 0B 00 25 00 12 18 0x58FCAT || -38 OK |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI FCS
R LLID NESN SN MD PLDU-Length ||[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CLP-5 2 1 0 1] 11 0x0007 0x0004 | 0x10 0x0026 OXFEFF 00 28 Ox5R6275 || -38 [0):4 |
Data Header RSSI
Data Ty CRC FCS
YP® |{L1D WESN SN MD PDU-Length (dBm)
Empty FODU|| 1 1 1 0 1] 0xAEOBAD || -38 0K
Data Header RSSI
DataType ||| 10 WESN SN MD EDU-Lemgeh| O°C (aBm) ||F€3
Empty FDU|| 1 a 1 a a OxREODT3 || -38 OK
Data Type Data Header L2CAP Header ATT_Read_By_Group_Type_Rsp CRC RSSI FCs
LLID NESN SN MD PDU-Length |[[L2CAP-Length Chanld |/Opcode Length AttData (dBm)
L2CRP-5 | 2 0 0 0 12 0x0008 0x0004 | 0x1l 0x06 26 00 28 00 OF 18 0x158866 || -38 OK |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI FCS
ype LLID MNESN SN MD FPLDU-Length |[L2CAP-Length ChanId |Cpcode StartingHandle EndingHandle AttGroupType (dBm)
L2CRP-35 2 1 0 1] 11 0x0007 0x0004 || 0x10 0x0023 OXFEFF 00 28 0x055C4D || -38 0K |
Data Header RSSI
Data Ty CRC FCS
¥P€ |lit0 WESW SN MD PDU-Length (dBm)
Empty FODU|| 1 1 1 0 1] 0xAEOBRO || -38 O
Data Header RSSI
Data¥pe ||, 110 WESN sv MD FDU-Lenath (EiE (aBm) || €3
Empty PODU|| 1 a 1 a a 0xAEODT3 || -38& OK
Data Type Data Header L2CAP Header ATT_Read_By Group_Type_Rsp CRC RSSI FCs
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode Length AttData {dBm)
L2CRP-5 | 2 0 0 0 26 0x0016 0x0004 | 0x1l 0x14 29 00 32 00 11 19 0D OC OB OA 09 O& 07 06 05 04 03 02 01 00 0x898D99 || -38 0K |
Data T Data Header L2CAP Header ATT_Read_By_Group_Type_Req CRC RSSI FCS
ype LLID NESN SN MD PDU-Length |[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttGroupType (dBm)
L2CLP-3 2 1 a a 11 0x0007 0x0004 || 0x10 0x0033 0xFFFF 00 28 0x3C57D1 || -3& OK |
Data Header RSSI
DataType ||| |10 WESN SN MD EDU-Lengch| C°C (aBm) ||F€3
Empty FDU || 1 1 1 0 0 OxREOBRO || -38 O
Data Header R3S
Lo LLID NESN SN MD PDU-Length (EnE (dBm) =
Empty PODU|| 1 a 1 a a 0xAEODT3 || -38& OK
Data Header |l L2CAP Header Il ATT_Error_Response Il RSSI
Data Type CRC FCS
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld [[Opcode ReqOpCode  AttHandle ErrorCode I (dBm)
Toeap-s 2 non 0 [ Ilnsxnnns nznona linkn1 nx1n NxnN3z arT noT Formninsnzy |l nxanorarll —3s | o

Figure 3.38: Read by Group Type Request Read by Group Type Response

LBEFR, master Zif] slave BY UUID 3 0x2800 Y primaryServiceUUID B Attribute Group 158

#define GATT_UUID_PRIMARY SERVICE 0x2800
const ulé6 my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;

£ YUH] demo code, slave B Attribute table PELUUTF/LEAFTESIZENRK:

a) attHandle M 0x0001 ~ 0x0007 BY Attribute Group,
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Attribute Value /9 SERVICE_UUID_GENERIC_ACCESS (0x1800).
b) attHandle M 0x0008 ~ 0x000a HY Attribute Group,
Attribute Value /9 SERVICE_UUID_DEVICE_INFORMATION (Ox180A).
c) attHandle M Ox000B ~ 0x0025 By Attribute Group,
Attribute Value /9 SERVICE_UUID_HUMAN_INTERFACE_DEVICE (0x1812).
d) attHandle M 0x0026 ~ 0x0028 BY Attribute Group,
Attribute Value /9 SERVICE_UUID_BATTERY (Ox180F).
e) attHandle M 0x0029 ~ 0x0032 By Attribute Group,

Attribute Value 9 TELINK_AUDIO_UUID_SERVICE(0x11, 0x19, 0x0d, 0xOc, OxOb, 0x0a, 0x09, 0x08, 0x07,
0x06, 0x05, 0x04, Ox03, Ox02, 0x01, 0x00).

slave ¥ LA_E 5 4> GROUP B attHandle 1 attValue A5/ 2381 Read by Group Type Response [EIE %5 master,
RIE—" ATT_Error_Response FREBFFERY Attribute Group ERERIEFEEE, Response 53, master & EIX
B EF1ERI% Read by Group Type Requesto,

(2) Find by Type Value Request, Find by Type Value Response

Find by Type Value Request # Find by Type Value Response 1¥iE& 88 (Core_v5.0) (Vol 3/Part F/3.4.3.3
and 3.4.3.4),

master &JX Find by Type Value Request, 7E1%#r<HIEERIATNLERAY attHandle, FETE AttributeType I
Attribute Value, slave W E3% Request [, J&[F 21 Attribute table, TEIEERIFCIAFILERAY attHandle 3%
| AttributeType #0 Attribute Value FHITEZAY Attribute, i®3Z Find by Type Value Response [B]E Attributes

Data Type Data Header L2CAP Header ATT_Find_By_Type_Value_Req CRC RSSI FCS
LLID NESN SN MD FDU-Length ||L2CAP-Length ChanlId ||[Opcode StartingHandle EndingHandle AttIype AttValue (dBm)
L2CAP-S || 2 1 1 0 13 020009 0x0004 ||0x06  0x0001 0XFFFF 0x2800 OA 18 0x4CER12 || -S54 | oK |
7] Data Header RSSI
DataTyPe ;770 NESW SN MD BPDU-Length| °°C | (aBm[FCS
1||Empty PDU|| 1 0 0 o 0 0xCacoEs || -54 || oK |
T Data Header L2CAP Header ATT_Find_By_Type_Value_Rsp RSSI
Data T CRC FCS
AWPS 111D NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode HandleInfo (dBm)
Jlzacar-s | 2 1 0 o0 ] 0x0005 0x0004 ||0x07  0C 00 OE 00 0xF92EDS || -54 || oK |

Figure 3.39: Find by Type Value Request Find by Type Value Response

(3) Read by Type Request, Read by Type Response

Read by Type Request #l Read by Type Response JFIFZEER {Core_v5.0) (Vol 3/Part F/3.4.4.1 and 3.4.4.2),

master &IX Read by Type Request, 1Ei%sn<PIEECIATLERAY attHandle, 57 AttributeType, slave X
F3Z Request &, IBA A Attribute table, 7EFSERIRIAFLERE attHandle FIXEITFS AttributeType HY
Attribute, 3832 Read by Type Response [B]& Attributes
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i Data T Data Header L2CAP Header ATT_Read_By_Type_Req
L LLID NESN 5N MD FPDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttType
| zacae-s| 2 0 o0 1 11 0x0007 0x0004 ||0x08  0x0001 0xFFFF 00 2B 0y
l Data Header RS5SI
Data T CRC FCS
YPe |lL1ID NESN SN MD PDU-Length (dBm)
J|Empty EDU |1 1 0 0 i oxg98717| 0 || o
i Data Header RSSI
Data T CRC FCS
YP® |l{ILID NESN SN MD POU- Length (dBm)
J|Empry EDU|| 1 1 1 0 i oxg9ERBl|| o || o
i Data Header RSSI
Datalype (I, - NEsw SN MD PDU-Length CRC (aBm) || F€S
J|Empty POU|| 1 0 1 0 i oxeoecez || o || ok
l Data Header RS5SI
Data T CRC FCS
YP® |lL1ID NESN SN MD FPOU-Length (dBm)
|| Empty EOU|| 1 0 0 0 i oxeseica| o || cx
i Data T Data Header L2CAP Header ATT_Read_By_Type Rsp cRE
YPElTTID WESW SN MD EDU-Length ||L2CAP-Length Chanld ||Opcede Length AttData
| z2caE-s| 2 1 0 0 14 0x000R 0x0004 |0x09 0x08 03 00 74 53 65 6C 66 &9 || 0xDBGO:

ar r e — = ir | Ly | L]

Figure 3.40: Read by Type Value Request Find by Type Value Response

LEFTR, master 3% attType 9 0x2A00 Y Attribute, slave H1 Attribute Handle 79 00 03 BY Attribute:

const u8 my_devName [] = {'t"', 'S', 'e', '"L', 'f', 'i'};

#define GATT_UUID_DEVICE_NAME Ox2a00

const ulé my_devNameUUID = GATT_UUID_DEVICE_NAME;

{0,1,2, sizeof (my_devName), (u8*)(&my_devNameUUID),(u8*)(my_devName), 0},

Read by Type response # length /9 8, attData A AT byte I HFIHY attHandle 0003, fS@ 6 ™ bytes
FFTRAY Attribute Valueo

(4) Find information Request, Find information Response

Find information request # Find information response #3558 (Core_v5.0) (Vol 3/Part F/3.4.3.1 and
3.4.3.2)

master &IX Find information request, IEECIATILERAY attHandle, slave WEIZan<fE, RHERIGFLERY
Fr attHandle X Attribute B9 UUID @32 Find information response [E]£%4 master, ¥ FEFfR, master
EKIR1F attHandle Ox0016 ~0x0018 = Attribute B information, slave BIEX=1 Attribute BJ UUID,

Data T Data Header L2CAP Header ATT_Find_Info_Req cRe rssl |,
L LLID NESN SN MD FPDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle (dBm)
JlLacae-s| 2 D 1 0 g 0X0005 0x0004 ||0x04  0x0016 0x0018 0x36202F || -38 || ¢
] Data Header RSSI
Data Ti CRC FCS
YP® |IILTD NWESN SN MD EDU-Length {dBm)
J|Empty POU|| 1 0 0 0 i 0xRE0ODS || -38 || oK
] Data Header RSSI
Data®ype l;77n Wesw sw MD PDU-Length| °CHC (aBm) || F€5
J|Empty POU|| 1 1 0 o i 0xRE0GOE || -38 || OK
] Data T Data Header L2CAP Header ATT_Find_Info_Rsp
ype LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode Format InfocData
Jzacar-s]| 2 1 1 0 18 0X000E 0x0004 ||0x05  0x01 16 00 02 29 17 00 08 29 1& 00 03 28 || o

Figure 3.41: Find Information Request Find Information Response

(5) Read Request, Read Response

AN-22070701-C1 97 Ver1.0.0



T Telink

Zz)% B8O BLE Single Connection SDK FF & F#f

Read Request #1 Read Response ¥

master &% Read Request,

BY Attribute Value (BIZE T [EEXK

S g
FE

BEERER—1

73
|:|
nn

y& ) #L'ﬁix

{Core_v5.0) (Vol 3/Part F/3.4.4.3 and 3.4.4.4),

attHandle, slave Y{Z|/5i@id Read Response [BIEFEERT Attribute
), WTEPFITR.

Data Tvoe Data Header LZCAP Header ATT Read_| che RSS! || cq
YPE|ILID MWESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opeode AttHandle (dBm}
LOCAP-5 || 2 o 1 0 7 0=0003 0x0004 ||0x0R  0x0017 0x99CSFD || -38 || ox

Data Header RSS5I
Data T CRC FCS
YPE |II1ID WESN 5N MD PDU-Length (dBm)
Empty POU|| 1 0 0 o 0 0xRE00DS || -32 || ox
Data Header R&5I
Data T CRC FCS
YP® |\I1ID NESN SN MD PDU-Length {dBm)
Empty POU|| 1 1 0 o0 o 0xBE0G06 || -38 || oK
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T —Read_| CRC FCS
YPElIITD WESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttValue (dBm)
LICAP-5 || 2 1 1 0 7 0x0003 ox0004 ||0x0B 02 01 0x908247 || -32 || oK
Figure 3.42: Read Request Read Response
(6) Read Blob Request, Read Blob Response
Read Blob Request #1 Read Blob Response #i55H8 (Core_v5.0) (Vol 3/Part F/3.4.4.5 and 3.4.4.6),
Y slave FEA™ Attribute BY Attribute Value EMIKEBIE MTU_SIZE (BH SDK 14 23) B, master BER

F Read Blob Request 3Ri%EXiZ Attribute Value, MTIfETE Attribute Value BILIS3 B 41X, master 7£ Read
Blob Request $57E attHandle # ValueOffset, slave WEZF< /G

{BiB1T Read Blob Response [EIE Attribute Value (&i&

slave i@i¥ Read Blob Response [BI3K#E45 masters

Data Header

L2CAP Header

ATT_Read_Req R

B 7 [EhEK

W EIFfR, master 3 slave BY HID report map (report map RK, T
slave [A] Read response, ¥ report map BI—&B49 2B [E]L4

, FREIWRAY Attribute, FRIE ValueOffset

*5( r, BITIZERED)

551

i 23) BY, B4t &I1X Read Request,
master, ZfG master {£F Read Blob Request,

LLID NESN 5N MD PDU-Length

L2CAP-Length ChanId

Opcode AttHandle ValueOffset

L2cap-5ll 2 o 1 i} 9

0x0005 0x0004

(dBm)

0x0C  0x0020 0x002C

0xSSTDEE Il -38 OK

Figure 3.43: Read Blob Request Read Blob Response

(7) Exchange MTU Request, Exchange MTU Response

DataTyPe ||; 7 'n WESN SN MD EBDU-Length ||L2CAP-Tength Chanld ||Opcode ActHandle EE (@Bm) ||FC3
LacaP-s || 2 0 1 0 7 0x0003 0x0004 |[0x02  oxo020 oxE4ncz7 || 38 || oK |
Data Header RSS!
Data T CRC FCs
YPS |II1ID NESN SN MD PDU-Length {dBm)
Erpty P00 | 1 0 a0 o 0 oxaE00Ds || 38 || o
Data Header RSS!
Data T CRC FCs
YPS |IIIID NESN SN MD PDU-Length {dBm)
Erpty P00 | 1 1 a0 o 0 0xAE0s06 || -38 || o
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T, —Read | CcRC FCs
YP|ILLID NESN SN MD FPDU-Length ||L2CAP-Length Chanld ||Opcode AttValue (dBm)
Lacap-s || 2 1 1 o 27 0x0017 0x0004 |[0%0B__ 05 01 09 02 A1 01 85 01 09 01 AL 00 05 09 19 01 29 03 15 00 25 01 | oxeEesoD|| -3e | ok |
— Data Header L2CAP Header ATT_Read_Blob_Req . RSS! | cs
LLID NESN SN MD PDU-Length ||L2CAP-Lengch Chanld ||Opcods AttHandle ValueOffaet (dBm)
Lacap-s || 2 0 1 a 9 0x0005 0x0004 |[0xoc__ oxo020 0x0016 0xeF3E9S || —38 | ok |
Data Header RSS5I
Data T CRC FCs
YP® |ITITD NESN SN MD PDU-Length (dBm)
Erpty 200 | 1 o0 o0 0 oxAE00Ds || 38 || o
Data Header RSS5I
Data T CRC FCs
YP® |ITITD NESN SN MD PDU-Length (dBm)
Erpty P00 | 1 1 a0 o0 0 0xAE0s06 || —38 || o
Data Header LZCAP Header ATT_Read_Blob_Rsp RSSI
Data T, Sl CRC FCs
YP|LLID NESN SN MD EDU-Length ||L2CAP-Length Chanld ||Opcode PartAttValue (dBm)
L2CAP-5 || 2 1 1 0 27 0x0017 0x0004 |[0%0D__ 75 01 95 03 81 02 75 05 95 01 81 01 05 01 09 30 09 31 09 38 15 &1 | ox2DEeF2 | 3¢ | 0K |
— Data Header LZCAP Header ATT_Read_Blob_Req . RSS! | cq
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Exchange MTU Request # Exchange MTU Response #1828 (Core_v5.0) (Vol 3/Part F/3.4.2.1 and
3.4.2.2),

W FEFRR, master A slave @33 Exchange MTU Request #1 Exchange MTU Response 3R&1Xf 75 #9 MTU
sizeo

Data Header L2CAP Header ATT_Exchange_MTU_Req RS5I
Data T = = = CRC FCS
= LLID NESN SN MD FPLU-Length ||[L2CAP-Length Chanld ||Opcode ClientBxMTU (dBm)
L2CAP-5 || 2 0 1 0 7 0x0003 0x0004 ||0x02 0x009E 0xC70102 || -38 0K
Data Header L2CAP Header ATT_Exchange_MTU_Rsp RSSI
Data T = = = CRC FCS
L LLID NESN 5N MD FPOU-Length ||L2CAP-Length Chanld ||Opcode SerwverBxMTU (dBm)
L2CRE-5 || 2 1] 1] 1] 7 0x0003 0x0004 ||0x03 0x0017 0x1DEBEL || -38 0K

Figure 3.44: Exchange MTU Request Exchange MTU Response

2 Telink BLE Slave GATT EMBEUR AR ZHRHIET —1 RF 8 KENEIE, TKE| GATT B2 EMHHE
BY, FERFIM master REINFHI RX MTU size, tBELE MTU size exchange BIid#2, MTU size exchange B
BN T EW GATT BKB8EHIENR A,
a) FAPRILUEID AT GAP event [EAHFFE eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU 3E¥kKEX
EffectiveRxMTU, Hrh:

EffectiveRxMTU=min(ClientRxMTU, ServerRxMTU)o

R “GAP event”’ NI SIEHNT4E GAP evento
b) Slave GATT BB IIEAVLIE,

B8O Slave ServerRxMTU BRIAA 23, SEFRERK ServerRxMTU BILASZ#5E 250, EP master i 250 4 byte By
DEEIETE Slave IHA] LEMNTREIEEED . SNAPREFEAE master WO BEHES, FHTE API
HABEX Slave IRAY RX size:

ble_sts_t blc_att_setRxMtuSize(ul6 mtu_size);

REETIR:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 ANINALTH

GATT_ERR_INVALID_ PARAMETER Il SDK HENX  mtu_size KFHRAE 250

IR Master GATT BEAEKBHIBEBERIXL Slave, Master IS E TN K FE ATT_Exchange MTU_req, IR
Slave [B]& ATT_Exchange_MTU_rsp, EM ServerRxMTU J3_EME API: blc_att_setRxMtuSize IR BEE, IR
FBPFEMT GAP event, FEFET eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, FIFP A LITE GAP
event [ElEERERFFREY EffectiveRxMTU F Master ImfY ClientRxMTUo

c) Slave GATT BAKSIHIERNLIE,
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2 b80 Slave FETE GATT BAXKEHUERN, FTEIHLIRENE Master B9 Client RxMTU, REZNIIEKETREE
ATF ClientRxMTU,

Slave #cfEFH API blc_att_setRxMtuSize 12E H S8 ServerRxMTU, BRI 158,

blc_att_setRxMtuSize (158) ;

BIARTE APl E&AFE—1 ATT_Exchange_MTU_req:

ble_sts_t blc_att_requestMtuSizeExchange (ul6 connHandle, ul6 mtu_size);

connHandle 9 Slave conection BY ID, 9 BLS_CONN_HANDLE, mtu_size 4 ServerRxMTU,

blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, 158);

Master WL E| ATT_Exchange_MTU_req f&, [E& ATT_Exchange_MTU_rsp, SDK U ZE| rsp /5, it & Effec-
tiveRxMTU, MNERAFEM T GAP event HEFE T eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, M
EffectiveRxMTU #1 ClientRxMTU & LIRS EF,

(8) Write Request, Write Response

Write Request #1 Write Response i#1§8R (Core_v5.0) (Vol 3/Part F/3.4.5.1 and 3.4.5.2),

master &31X Write Request, 18E X1 attHandle, HHIFHHEXEIE, slave EIfG, XEIFETEM Attribute, 1R
1B user EBHIRE TEIARE w REHIBZEALRIARE w RMEBEBEZREES AMNH Attribute Value, F[E]
£ Write Responses

TEFRA master [ attHandle /3 0x0016 B Attribute B\ Attribute Value 79 0x0001, slave YEIEHIT
ZE121E, HIB Write Responses

Data Header L2CAP Header ATT_Write_Req RS5I
DataType | /70 WESW SN MD PDU-Length |L2CAP-Length Chanid ||Opcode AttHandle Attvalue CRC (@Bmy || F€3
L2CRE-5 || 2 o 1 @ g 0x0005 0x0004 |[0x12  ox0016 01 0o 0xDCE476 || —32 || oK
Data Header RSSI
DataType |;77n NESN SN MD FPDU-Length CRC (aBm) || FE3
Empty FOU|| 1 0o 0 o 0 0xRE0ODS || -38 || oK
Data Header RSS!
DataTyPe |17 70 NESN SN MD FPDU-Length CRC (aBm) || FC5
Empty EOU|| 1 1 0 @ 0 0xAECG06 || -38 || OK
Data Header L2CAP Header ATT_Write_Rsp RS5I
Data T Virite_ CRC FCS
YPEITIID WESN SN MD FEDU-Length ||L2CAP-Length ChanId ||Opcode {dBm)
L2CRE-5 || 2 1 1 0 5 0x0001 0x0004 |[0x13 0xFBEDB1Z || —38 || oK

Figure 3.45: Write Request Write Response

(9) Write Command

Write Command 1#iE&88 (Core_v5.0) (Vol 3/Part F/3.4.5.3),

master &iX Write Command, IEER attHandle, FHITHEMEXEIE. slave NEIfG, EISER Attribute,
IBHE user BHRIRE TEIARE w RELHIEZEARIERE w FAMIBIRZEHIEE \XNM Attribute Value, &
EIEEFEE,
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(10) Queued Writes

Queued Writes B & Prepare Write Request/Response 1 Execute Write Request/Response & ATT ¥, ¥
IBARAT LIS (Core_v5.0) (Vol 3/Part F/3.4.6/Queued Writes)

Prepare Write Request #l Execute Write Request BJLASEININ R AFRINAE :
a) IREKEMENS NI,
b) AFE—REIMMITHNEFIREREANSZIME,

Prepare Write Request 28 AttHandle. ValueOffset #l PartAttValue, :X# Read_Blob_Req/Rsp FfMo Xt
BH Client BERT IATERASTIFEZ Z N EME, aUEE— M KEMENS M. XF, EEERTERINT!
ZHi, Client AJUBERE UG I EEES N Servero

FiE: 0 SDK IRANZHF A KEMES AR, KEMESRAKENTET 244 T, IRKEKXTF 244
FT, WEZREABLLT APIEO, X prepare write buffer RIKE#HITIEEL:

vold blc_att_setPrepareWriteBuffer(u8 *p, ul6 len)

WTEFRR, master [ slave EMFHERIKAIFRIE: 1 am not sure what a new song” (FHEITZES
23, EABRIA MTUIBERT) B, B%kiX Prepare Write Request, {@#% 0x0000, ¥§"I am not sure what"&B
PEIET 4 slave, slave [A master [@] Prepare Write Response., Zf5 master &iX Prepare Write Request,
fR# 0x12, ¥ “ a new song” EBNEIES 44 slave, slave @ master [@] Prepare Write Response, = master
BREMESISERME, KX Execute Write Request 45 slave, Flags I 1: RRGILEIER, slave BE
Execute Write Response, 24 Prepare write idf245 K,

XEBFAI LB Prepare Write Response BB & 1ERFHY AttHandle. ValueOffset # PartAttValue, X##
MBI T HIRE BTSN, Client AJLAXTEL Response #1 Request IFERE, MFRERIIEIEWRIEHE
o

Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp [
L LLID NESN 5N MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset PartAttValue
L2CAP-5 || 2 0 1 1] 27 0x0017 0x0004 |(0x17 0x0015 0x0000 49 20 61 6D 20 6E &F 74 20 73 75 72 65 20 77 68 &1 T4 0
Data Type Data Header L2CAP Header ATT_Prepare_Write_Req CRC RSSI ECS
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset PartAttValue (dBm)
L2CAP-5 | 2 0 0 0 20 0x0010 0x0004 |(0x16 0x0015 0x0012 20 61 20 6E 65 77 20 73 &F 6E &7 0x9E8D4R6 || -54 0K |
Data Header RSSI
Data Ty CRC FCS
YPe |IITID WESN 5N MD PDU-Length (dBm)
Empty PDU|l 1 1 0 0 0 0x071388 || -54 [v):4
Data Header RSSI
Data Ty CRC FCS
¥P® |lz10 WESW SN MD PDU-Length (dBm)
Empty PDU|l 1 1 1 0 0 0x0T1EZE || -54 QK
Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp CRC RSSI FCs
yp LLID NE3N 35N MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueDffset PartAttValue {dBm)
L2CAP-3 2 0 1 a 20 0x0010 0x0004 || 0x17 0x0015 0x0012 20 61 20 GE &5 77 20 73 &F GE &7 OxFF79B4 -54 OK
Data Header L2CAP Header ATT_Execute_Write_Req R355I
Data T = = S CRC FC5
YP|LLID WESN SN MD PDU-Lengtn ||L2CAP-Length Chanld ||Opcode Flags (dBm)
L2CAP-5 | 2 0 [i] 0 & 0x0002 0x0004 |[0x18 0x01 0x24D166 || -54 OK |
Data Header RSSI
LSO LLID NESN SN MD PDO-Length G (dBm) R
Empty PDU|l 1 1 0 i) 0 0x071388 || -54 O
Data Header RSSI
Data Ty CRC FCS
YP® |IIIID WESN SN MD EDU-Length (dBm)
Empty PDUJl 1 1 1 0 0 0x0T1EZE || -54 [v):4
] Data Header RSSI
Data Ty CRC FCS
YPe |71ID HESN SN MD PDU Length (dBm)
Empty FDUJ 1 0 0 0 0 0x07155B || -54 0K
] Data Header L2CAP Header ATT_Execute_Write_Rsp RSSI
Data Ty = = = CRC FCS
YP®lLLID NESW SN MD PDU-Length ||L2CAP-Length ChanId |/Cpcode (dBm)
L2CAP-5 2 a 1 [u] 5 0x0001 0x0004 || 0x19 0x430D57 -54 OK

Figure 3.46: Write Long Characteristic Values = fjl

(11) Handle Value Notification
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Handle Value Notification #1588 (Core_v5.0) (Vol 3/Part F/3.4.7.1).
Parameter Size (octets) Description
Attnbute Opcode 1 0x1B = Handle Value Notification
Attnbute Handle 2 The handle of the attnbute
Attribute Value 0to (ATT_MTU-3) The curmrent value of the attnbute

Table 3.34: Format of Handle Value Notification

Figure 3.47: BLE Spec A Handle Value Notification

L+EFFRA BLE Spec # Handle Value Notification BYME o

i% BLE SDK 12t API, AAFE Attribute BY Handle Value Notification, user XD API LUSBEEE
notify FY%UE push ZIRER BLE Bff fifo, MMARRTERIORIBA R interval BHIGERMY fifo BIEKHE push ZIFE
% fifo, RZLEN RF X2+,

ble_sts_t blc_gatt_pushHandleValueNotify (ulé handle, u8 *p, int len);

handle AR Attribute BY attHandle, p ABRIEXNESAFEIHIENLIETH, len IBEAZNEIENFT T,
Z API Z¥F IR EINEE (IRIE EffectiveMaxTxOctets i B MR, BIFEERE RF TX RAKIEFTEK, DLE A]
BEIBOUZE, BIAR 27, TXRNBHEEIR AP, &F), TR—MEKIEIBIFAZ 1 BLE RF packet &
EHE, B len ATAZIF R A,

Link Layer 7E Conn state BY, —RRIER FEEZFHEZ API AT LRI push $UREIRB G fifo, BHfFE/E—LE
BFHRBERESHIZ AP ABKRMK, RIEREE ble_sts_t AT T MM WAV EEIRIRE,

BN BRIARZ AP B, E—TREEZEE N BLE_SUCCESS, &FH BLE_SUCCESS, NIEB%E—ERRt
B/ pusho

IR[EEFIRI T,
ble_sts_t Value ERR Reason
BLE_SUCCESS 0 Ih
LL_ERR_CONNECTION_NOT_ D1 SDK EX Link Layer &F None Conn state
ESTABLISH
SMP_ERR_PAIRING_BUSY I SDK HENX. ATFEMNER, FEERIZENIE
LL_ERR_ENCRYPTION_BUSY Dl SDK FREX. AFMEMER, TEERIXENIE
LL_ERR_TX_FIFO_NOT_ ENOUGH Dl SDK FRE X BABIEERESEEIT, WY Tx fifo RE

B

GATT_ERR_DATA_LENGTH_ T, SDK HRE X len AF ATT_MTU-3 BY, ZIiZEMEIEEKE
EXCEED_MTU_SIZE BHT ATT BXHNRAMIERKE
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ble_sts_t Value ERR Reason

GATT_ERR_DATA_PENDING_ Il SDK FRE X ATFIBHIRSMER, FEEREUE
DUE_TO_SERVICE_DISCOVERY _BUSY

(12) Handle Value Indication

Handle Value Indication #1558 (Core_v5.0) (Vol 3/Part F/3.4.7.2),
Parameter Size (octets) Description
Attribute Opcode 1 0x1D = Handle Value Indication
Attribute Handle 2 The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The current value of the attribute

Table 3.35: Format of Handle Value Indication

Figure 3.48: Handle Value Indication in BLE Spec

LEIFf7R 79 BLE Spec A Handle Value Indication BI#& o

i% BLE SDK 12t API, BFH Attribute B9 Handle Value Indication. user JAAXD APl LUEE 2 EE indicate
BEUE push ZIREB BLE B4 fifo, MMURSERIEAIBAR & interval BRI fifo BUERIE push EIREH fifo,
BR&®T RF KixH %,

ble_sts_t blc_gatt_pushHandleValueIndicate(ul6 connHandle, ul6 attHandle, u8 *p, int len);

atthandle AR Attribute BY attHandle, p RERZEMIELAELHIRIVLIEH, len IEEAEMEIENFT T,
1% API ¥ EEHFEINEE (IR#E EffectiveMaxTxOctets i B4R, BIEERRE RF TX RAKRIXF T8, DLE &
BEIBOUZE, BIAR 27, TXRNAEHER API, I&F), TR—NMEKIEIEIFA Z 1 BLE RF packet &
EHZE, B len ATLARIFER R,

BLE Spec BHIE TH— indicate BUEIE, #EZEE) Master B confirm 7 BEIAN indicate AYTH, FRATHESAR
BEZIXT— indicate FE

Link Layer 7£ Conn state B, —f&1&E R FEIZFERZ APl R]LUREIN push $IREIREIY fifo, (BHEFEHE—L
BFHIBEREEEZ AP ARKK, RIZBRENE ble_sts_t AIUTRMMAEIRRE, BNNBEIERZ AP B,
S BE—TIREERE N BLE_SUCCESS, &N BLE_SUCCESS, MEEBHF—ELNEFEX push, REIET
RUOTF:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 A INER IO
LL_ERR_CONNECTION_NOT_ DL SDK HFEX Link Layer #&F None Conn state
ESTABLISH
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ble_sts_t Value ERR Reason
SMP_ERR_PAIRING_BUSY T4 SDK AREX ATFEIINER, FEERIZENIE
LL_ERR_ENCRYPTION_BUSY I, SDK HEX. FINZEMER, FEERIEENIE
LL_ERR_TX_FIFO_NOT_ENOUGH Tl SDK FRENX BARBIEEESEEIT, B Tx fifo
NS
GATT_ERR_DATA_PENDING_DUE Dl SDK HEX WTFBHIRSMER, FEeREIE
_TO_SERVICE_DISCOVERY_BUSY
GATT_ERR_PREVIOUS_INDICATE_ Tl SDK FRENX Bi— indicate FIELIZEW master
DATA_HAS_NOT_CONFIRMED Mk
GATT_ERR_DATA_LENGTH_EXCEED_ T SDK FRENX. len KF ATT_MTU-3 BY, &i=EHEUE
MTU_SIZE KEBHT ATT BXENREAEK
E

(13) Handle Value Confirmation

Handle Value Confirmation 11§58 (Core_v5.0) (Vol 3/Part F/3.4.7.3)o

N ABE&IEE—X bls_att_pushindicateData (8¢#& A blc_gatt_pushHandleValuelndicate) , [ master &
IX indicate ¥4E/E, master KEIE—1 confirm, RAXMXNEIBRIMIA, FAJT slave A Bl AL LRIXT—H
indicate i,

Parameter Size (octets) Description

Attribute Opcode 1 0x1E = Handle Value Confirmation

Table 3.36: Format of Handle Value Confirmation

Figure 3.49: BLE Spec A Handle Value Confirmation

M EBRTILEL, Confirmation HAIEEBITH—EIK handle BYHEIA, XFIE AR handle £BY indicate
HURE % —[B1E — Confirmation,

RNTILNBRET#EAEHZER indicate data @B BELA# Confirm, AP ELUEILEM GAP event B, HFFE
¥ERZEY eventMask: GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM 3R5£BX Confirm =k, A4 GAP event”/\
TREMNE GAP evento

3.3.3.4 GATT Service Security

TE/T48 GATT Service Security g1, FAPRILUE T #E—T SMP HBXHIAR,
BEE SMP'ETRXIIFEMANSE, TH LE XA, MEBEFLEEMENIN.

TEIR BLE spec 4 GATT IREZREFRIRFZIFKRZEME X R, FMAILLEE (core5.0) (Vol3/Part C/
10.3 AUTHENTICATION PROCEDURE)o
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Local Device Pairing Status
Link Local Device's Unauthenticated | Authenticated | Authenticated
Encryp- | Access LTK or LTK or LTK with
tion Requirement |No LTK Unauthenticated | Authenticated | Secure
State for Service No STK STK STK Connections
None Request Request Request Request
succeeds succeeds succeeds succeeds
Encryption, Error Resp.: | Error Resp.: Error Resp.: Error Resp.:
No MITM Insufficient Insufficient Insufficient Insufficient
E Protection Authentication | Encryption Encryption Encryption
=
E" Encryption, Error Resp.: | Error Resp.: Error Resp.: Error Resp.:
S |MITM Insufficient Insufficient Insufficient Insufficient
5 Protection Authentication | Encryption Encryption Encryption
Encryption, Error Resp.: | Error Resp.: Error Resp.: Error Resp.:
MITM Protec- |Insufficient Insufficient Insufficient Insufficient
tion, Secure | Authentication | Encryption Encryption Encryption
Connections
None Request Request Request
succeeds succeeds succeeds
Encryption, Request Request Request
No MITM succeeds succeeds succeeds
B Protection N/A
s ) (Mot possible
= Encryption, to be Error Resp.: Request Request
2 MITM . encrypted Insufﬁ::ignt_ succeeds succeeds
w Protection without LTK) Authentication
Encryption, Ermor Resp: Ermor Resp.: Request
MITM Protec- Insufficient Insufficient succeeds
tion, Secure Authentication Authentication
Connections

Table 10.2: Local device responds to a service request

BFREURBEZNER:
« F—HIRYEANEEM slave BERTLTMBZRETEX;

« %825 (local Device’s Access Requirement for service) MR FIZE R ATT RPFFEAIRR (Permission
Access) EBEB X, MTEFR;

« FEZHINDA 4 NFH, X4 DFHINFEZHFT LE Z2ER 1 FTEMES (RERIMEHFIg &
RESBEZNT 4 Mrppy—id:

Figure 3.50: AR3515E KN BRET X F

(1) No authentication and no encryption

(2) Unauthenticated pairing with encryption

(3) Authenticated pairing with encryption
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(4) Authenticated LE Secure Connections

/** Bdefgroup ATT PERMISSIONS BITMAPS GAP ATT Attribute Access Permissions Bit Fields
* e
* (See the Core vb.0(Vol 3/Part C/10.3.1/Table 10.2) for more information)

=/
#define ATT PERMISSIONS AUTHOR 0x10 //Attribute access(Read & Write) requires Authorization
#define ATT PERMISSIONS ENCRYPT 0x20 //Attribute access(Read & Write) requires Encryption
#define ATT PERMISSIONS AUTHEN 0x40 //Attribute access(Read & Write) requires Authentication(MITM protection)
#define ATT PERMISSIONS SECURE CONN 0x80 //Attribute access(Read & Write) requires Secure Connection
#define ATT PERMISSIONS SECURITY (ATT PERMISSIONS AUTHOR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN | ATT PERMISSIONS SECURE CONN)

//user can choose permission below

#define ATT PERMISSTONS READ 0x01 //!'< Attribute is Readable

#define ATT PERMISSIONS WRITE 0x02 //!'< Attribute is Writable

#define ATT PERMISSIONS RDWR (ATT PERMISSIONS READ | ATT PERMISSIONS WRITE) //'< Attribute is Readable & Writable

#define ATT PERMISSIONS ENCRYPT READ (ATT_PERMISSIONS READ | ATT PERMISSIONS ENCRYPT) //1< Read reguires Encryption

#define ATT PERMISSIONS ENCRYPT WRITE (ATT_PERMISSIONS WRITE | ATT PERMISSIONS ENCRYPT) //1< Write requires Encryption

#define ATT PERMISSIONS ENCRYPT RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT) //'< Read & Write requires Encryption

#define ATT PERMISSIONS RUTHEN RERD (A'I'I'_PERHISSIONS_HEDD | ATT PERMISSTIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN) //1< Read requires Authe
#define ATT PERMISSIONS RUTHEN WRITE (A'I'I'_PERHISSIONS_WRITE | ATT PERMISSTIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN) //1< Write requires Autl
#define ATT PERMISSIONS AUTHEN RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //'< Read & Write requi:
#define ATT_PERMISSIONS SECURE CONN READ {A'I'I'_PERHISSIONS_HEDD | ATT PERMISSIONS SECURE CONN | ATT_PERMISSIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN)
#define ATT PERMISSIONS SECURE CONN WRITE (A'I'I'_PERHISSIONS_WRITE | ATT PERMISSIONS SECURE CONN | ATT_PERMISSIONS ENCRYPT | A'I'I'_PERMISSIONS_BHTHEN)
#define ATT PERMISSIONS SECURE CONN RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN)
#define ATT PERMISSIONS AUTHOR READ {A'I'I'_PERMISSIONS_READ | A'I'I'_PE.RMISSIONS_E.UTHOR) //1< Read requires Authorization

#define ATT PERMISSIONS RUTHOR WRITE (A'I'I'_PERHISSIONS_WRITE | A'I'I'_PER'MISSIONS_B]]THEN) / /1< Write requires Buthorization

#define ATT PERMISSIONS AUTHOR RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS AUTHOR) //1< Read & Write requires RAuthorization

Figure 3.51: ATT Permission X

B #& GATT service security FYSRIRER SMP #1akINNSHEEBREXFNES X 2RAGE. ATT KRH
M RISESHEXR, MER master BEXR, LbWIFEA] slave IRER SMP SEZ N REEFARE
Authenticated pairing with encryption, B2 master AENRE X EFHKE Unauthenticated pairing with
encryption, IEBIINR ATT REPENBHFERIIPRZ ATT_PERMISSIONS_AUTHEN_WRITE, BB4 master £ 5
ZAFERY, RISLEEMBZFRTBERITEIR,
FRALUSTE ATT RAPRFEAPRISINAN TR A |
Eba0 slave I8 E X EHNEE L 2RKFIE Unauthenticated pairing with encryption, B REEIEFERKIE
Security Request Xf A A& master FHIRECHS, BBARF Al LUEELAS notify BMNE PS4 ERE
(Client Characteristic Configuration, f&#k CCC) BRI PRIZE /9 ATT_PERMISSIONS_ENCRYPT_WRITE, #B
4 master REE 1% CCC fg, slave KEIEHZ2K5|A1E, XA master FBECAINE RIZ.
R
ARIEENRERFINARTEFEIFINEELE2ERA, RE ATT RPKFEHNPRE (ATT Permission)
ABEEPrERN RS RAIFLR LUBEE GATT service security BF, 3T LE Z2iRI 1 FMER 4 K
¥, NRAFP ZIEE Authenticated LE Secure Connections —Fh4&3I, MIARYATIEEZ#F LE Secure
Connections only,

GATT Z2L&FNBRBIAF T LS 8208_feature/ feature_gatt_security/app.co

3.3.4 SMP

Security Manager (SM) £ BLE FMFEBMRE N LE K FREMEBMFTENEM Key, HERIUENNZE 4,
MEZFERATUARERE=FREE . BEXNEXNETPHIEFREAS. SMP FHARNRTERFRSE
{Core_v5.0) (Vol 3/Part H/ Security Manager Specification).
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3.3.4.1 SMP R2Z4

BLE 4.2 Spec #ii 7 —F¥REL£iEHE (LE Secure Connections) EEX AT, BN AREL LS EEE#
— 158, M BLE4.2 el A RXENATREREXS (LE legacy pairing) o

[BIF"GATT service Security”/\¥5, AJEIZA#IEHFHAVECIIRSSERMNT .

Local Device Pairing Status

Unauthenticated | Authenticated | Authenticated

LTK or LTK or LTK with
No LTK Unauthenticated | Authenticated | Secure
No STK STK STK Connections

Figure 3.52: ZxHiG S EITIRTS

XOMNMRERDBFE LE 2R 1 FIEDNRS, i#B R LIEZE (Core_v5.0) (Vol 3//Part C/10.2 LE SECURITY
MODES)

(1) No authentication and no encryption (LE security mode1 level1)

(2) Unauthenticated pairing with encryption (LE security mode1 level2)

(3) Authenticated pairing with encryption (LE security mode1 level3)

(4) Authenticated LE Secure Connections (LE security mode1 level4)

AE:

KIFRFIRENR LRG| RRTAHLEE I RATNESLZ2E5, BEATGENLZLEHERIER
Bx:
a) master MIKIRTEREZIHFNRSLTEET >=slave FIHRERELZIFNREREHI;
b) AR IHIZRE BIGEN SMP SRV BTN E N RE (WREEREXHIE).

2ZH0ki5E, AREMERIRE slave ImfEBTIFHNRELZEFRE model level3, BEIER slave B master 1&
BAARTHFEMNINE (RE R model levell) , BBAEREG slave fl master A2HRITECXRAZE, slave 3E
FrERAMNZ2AFIZ model levello

ARALUEEIT APl IZE SM SEXRINREREFR:

void blc_smp_setSecuritylLevel(le_security_mode_level_t mode_level);

MR le_security_mode_level_t EAENX BT :

typedef enum {

LE_Security_Mode_1_Level_1 = BIT(0), No_Authentication_No_Encryption = BIT(0),
< No_Security = BIT(0),
LE_Security_Mode_1 Level 2 = BIT(1), Unauthenticated_Paring_with_Encryption = BIT(1),
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LE_Security_Mode_1_Level_3 = BIT(2), Authenticated_Paring_with_Encryption = BIT(2),
LE_Security_Mode_1_Level 4 = BIT(3),
< Authenticated_LE_Secure_Connection_Paring_with_Encryption =BIT(3),

}le_security_mode_level_t;

3.3.4.2 SMP &#fd&

Telink BLE SDK 1 SMP ¥ EENBEEREL SMP AN R EERMEERF, slave B9 SMP ThaEBRiRES
BEHNRSRFZE LE security model level4; master Y SMP IhEEE FJIJiﬁ%%ﬁﬂﬁfiﬁ?ﬂ’\]%%é&nu% LE
security mode1 level2 (f54EE*T Just Works FR) o

(1) LE security mode1 levell

Z2RF) 1 RFREAZIFHFMEZEX, NRFELH SMP I8k, AR RFREEVRAMAFIEBIN TR

blc_smp_setSecuritylLevel(No_Security);

RTEFIH A HANERHTIENMNEZIIE, BMENAIEREXMINERN, BEHEIELIENE. —/%H
FYHANERATIFERNZBEXNAITIE, N TFE, master KiCEIFHER, slave [AE SM_Pairing_Faileds

Gzpaciasesl]| s> || ox  |[Empey Eou]| 1 10 o 0 || oxoooo11 || -s4 || ox ]

Data Header L2ZCAP Header SM_Pairing_Req
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode I0Cap OOBDataFlag AuthRegq MaxEncKeySize InitKeyDist RespKeyDist
0x2ACT799CS 2 OK L2CRP-S j| 2 1 1 a 11 0x0007 0x0008& §j0x01 0x04 0x00 0x05 0x10 0x07 0x07 0x000014

RSSI
(dam) || F€5
-54 | oK
RSS!
aam) | FCS
—62 | 0K

Data Header  L2CAPHeader | SM_Pairing_Failed CRC
LLID HESN SN MD PDU Length ||L2CAP-Length Chanld [[Opcode Reason
OK LaCAP-5 || 2 1 0 0 |[ox0002 0x0006 ||0x05  0x05 || 0x00000E

T LI Ir L} Nata Headar LI} 1Meesr

CRC

tcess Address || Direction || ACK Status || Data Type

Data Header
LLID NESN SN MD FPDU-Length
1 1] 1 1] 0

tcess Address || Direction || ACK Status || Data Type

Empty PDU

0x2ACT99CS OK 0x000014

Data Header
LLID HESN SN MD FDU-Length
1 a 0 a 0

tcess Address || Direction || ACK Status || Data Type

Empty PDU

0x000015

0x2ACT799CS OK

RSSI
(dBm)
-54

FC5

tcess Address || Direction || ACK Status || Data Type

0x2ACT99CS OK

Figure 3.53: #[& 2/ Pairing Disable

(2) LE security mode1 level2

ZeF) 2 RRi&ERBSXIF Unauthenticated_Paring_with_Encryption, SfESAE MM R SEERMN AR T
B9 Just Works BExtER.

a) BEEIX SMP BRI, FHANFIE SM EE A ESIEERMBENRSEELCN, SDKIgETIMT
APl BT IS BERE X BLE4.2 FANE4F 4

vold blc_smp_setParingMethods (paring_methods_t method);

#2EZAY paring_methods_t BAENX AT :

typedef enum {
LE_Legacy_Paring =0, // BLE 4.60/4.2
1, // BLE 4.2/5.0/5.1

LE_Secure_Connection
}paring_methods_t;
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b) A LE security modeT levell UIMNIZ2KFIE BTN NERRBIIT API BT AL sSMP E2EEE,
BIESPE X8, FLASH FIRIMELECE |

int blc_smp_peripheral_init (void);

MREVIEUMNERR AR T Z API, T SDK 2EARINSHERE SMP:
- RMAZHNEEREE %K. Unauthenticated_Paring_with_Encryption;
- BRINSBERRTN: Bondable_Mode (FFEAECIINZES53 &8I KEY B FLASH) ;
« B\ 10 BE/12 10_CAPABILITY_NO_INPUT_NO_OUTPUT,

M ERINSHBIRBEREX Just Works i2NECEMN, PR RIERZ AP, EFEE T LE security
mode1 level2, &id A # B FA¥1& LE security mode level2 BFRFHECE :

a) WEAFEERRACA T Just works BIFIIRILECE :
blc_smp_peripheral_init();
b) IGFEBHERDIEE T Just works FIFIIEILECE -

blc_smp_setParingMethods(LE_Secure_Connection);
blc_smp_peripheral_init();

(3) LE security mode1 level3

LZeRF 3 RRIGEREZIF Authenticated pairing with encryption, WEFRECFHER TH Passkey Entry.
Out of Band &,

ZRHFEBIZETIF Authentication, IR BB BT EM G ZHEREX WA FPSEMN, BLE AHTHT
=% Authentication A=:

- BEASERNAR, IS EARKRBREETESN, BI—HFER TK, B—HRAHEEA TK (Eb40 Passkey
Entry) ;

- BEXFAUNN /58I 3E BLE RF FHIARRKRE—EE R, #HITHEEMEIIR(E (30 Out of Band, —R&&EL
NFC 1&%i TK) ;

- REFBTHE TK@D Just Works, IIRISEIIER TK: 0) . BEEFEM R E 3 A E T Unauthenticated,
FrA Just works IR £ZRFIRRL LE security model level2,

Authentication BEFRECK XA B DI E M, IREXFAXHFRIPX A LUIA MITM (Man in the Middle)
EUNESAE

a) B#& Authentication FNIEEFTEIREH MITM flag 3¢ OOB flag, SDK #ZHINTIE API BFIRE MITM
#0 OOB flag HI{&E:

void blc_smp_enableAuthMITM (int MITM_en);
voild blc_smp_enableOobAuthentication (int OOB_en);

HEE MITM_en. OOB_en BB O T¢& 1, O XIR/5kEE; 1 XWRIfERE,
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b) 1R#E Authentication AHHINTAR, SM BT =ZRENF R, X=LAANEFRKM T WA BERN 10
BEZT, Ff] SOK R TINITMEOATFEE HAlKERERY 10 &8

vold blc_smp_setIoCapability (io_capability_t 1oCapablility);

MZERA io_capability_t BEENXNBINT:

typedef enum {
I0_CAPABILITY_UNKNOWN = Oxff,
IO_CAPABILITY_DISPLAY_ONLY = 0,
I0_CAPABILITY_DISPLAY_YESNO = 1,
I0_CAPABILITY_KEYBOARD_ONLY 2,
I0_CAPABILITY_NO_IN_NO_OUT = 3,

IO_CAPABILITY_KEYBOARD_DISPLAY = 4,
} io_capability_t;

c) fEAEXERX T MITM. OOB flag fERAFLN:

Initiator
OOB Set OOB Not Set | MITM Set MITM Not Set
OOB Set Use OOB Check MITM
5 | OOB NotSet | Check MITM | Check MITM
T
o
0 Use Use
% MITM Set IO Capabilities | 10 Capabilities
1%
Use Use
UL L s IO Capabiliies | Just Works

Table 2.6: Rules for using Out-of-Band and MITM flags for LE legacy pairing

Figure 3.54: fZ4ECAHETL T MITM. OOB flag &AM

KBESRIEAMIGEMNITFIEEZH 00B LUK MITM flag JREME A 00B AL ZIRIE 10 RE/1REIEFRH AR
KEY P4 A TEIZE SDK 1R1E 10 BE/TMRET X RITZFTRER KEY P4 757% (17, FIBEEE io_capability_t):
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// H: Initiator Capabilities

// V: Responder Capabilities

// See the Core v5.0(Vol 3/Part H/2.3.5.1) for more information.

static const stk generationMethod t gen method legacy[5 /*Responder*/][5 /*Initiator*/] = {
{ JustWorks, JustWorks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ JustWorks, JustWorks, PE Resp Dsply Init Input, JustWorks, PE Resp Dsply Init Input },
{ PK Init Dsply Resp Input, PE Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustForks, JustWorks, JustWorks, JustWorks }.
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK Resp Dsply Init Input, JustWorks, PK Init Dsply Resp Input },

};

#if SECURE_CONNECTION ENABLE
static const stk generationMethod t gen method sc[5 /*Responder*/][5 /*Initiator*/] = {

{ JustWorks, JustForks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input },
{ JustWorks, Numric Comparison, PE Resp Dsply Init Input, JustWorks, Numric Comparison },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks }.
{ PK Init Dsply Resp Input, Numric Comparison, PE Resp Dsply Init Input, JustWorks, Numric Comparison },

bi

#endif

Figure 3.55: 1RIER[E 10 BESIBRET KEY F=4E 7574

XE BIAME X R PILIBZE (core5.0) (Vol3/Part H/2.3.5.1 Selecting Key Generation Method), Xt#EAE
BFANE.

RIBLLENE, FAE0IE LE security model level3 BIIF /LA EEE A :
a) REFEREHAEMT 00B HHBHEE:

blc_smp_enableOobAuthentication(1);
blc_smp_peripheral_init(); //SMP SEIECEWNININTEIZ API ZHI

XERAHKRE 00B 25 TK B, SDK ENARRME T HXH GAP event LA, 1BEE "GAP event"&E T,
1BHLAAFIRE OOB TK {EM API O

voild blc_smp_setTK_by 00B (u8 *oobData);
S#4 oobData KRB RIREM 16 i TK EEHEMNKIE

b) IEEEBREHEI T Passkey Entry (PK_Resp_Dsply_Init_Input) BI¥IIALECE
blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(IO_CAPABILITY_DISPLAY_ONLY);
blc_smp_peripheral_init();//SmP SEECE N TIRIEIZ API ZHI

c) REFEEEESREX T Passkey Entry (PK_Init_Dsply_Resp_Input B{#& PK_BOTH_INPUT) BI¥IAILEZE:
blc_smp_enableAuthMITM(1);

blc_smp_setIoCapability(IO_CAPABLITY_KEYBOARD_ONLY);
blc_smp_peripheral_init();//SmP SEECE N IIRIEIZ API ZHi

XBRASTREIBFPBEN TKE, SDK TN HARBRM THEXN GAP event £, 1§5%E "GAP event"ETi, &
HEA AP IS E Passkey Entry B TK {8 AP #0F:

AN-22070701-C1 111 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

vold blc_smp_setTK_by PasskeyEntry (u32 pinCodelnput);

2%) pinCodelnput RRIZEM pincode 18, SEETE'0-~999999", 7E Passkey Entry AT, master /R TK,
slave BEMAN TK BWER TER.

REIGRER AT Key FEBXNBETEINEZNMIRILETIF T AN SMP Z2FERM, MR master I
BLRE2FER LE security model levell, FBARLE slave BB H SMP IHAEEM, EJ master AZ3FEIXI IO

=
=z
o

(4) LE security mode1 level4

Zeg5 4 RRIEEBRE 2T Authenticated LE Secure Connections, W& EEAEXER TH Numeric
Comparison. Passkey Entry. Out of Band &,

RIBLAENE, FATHE LE security model level4 BN R/ #GERE AT :
3) BEABLREIEZERX T Numeric Comparison BI#JIA L ERE -

blc_smp_setParingMethods(LE_Secure_Connection);
blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(I0_CAPABLITY_DISPLAY_YESNO);

XBRAGKREIRBF ERBELLRE, SDK ENABRIRM THEXE GAP event L, 1IBE%E "GAP event’ &
T, IRMHLBPISEREINRER YES'T"NO"ER API 0T :

vold blc_smp_setNumericComparisonResult(bool YES_or_NO);

S YES_or_NO: EHELKREMNART, ATARFPHIALBKRIEERNHERE —H. YEFHILAETH
6 I EEM X H—2E, FTLEGAN 1 “YES”, A—2N4E 0: "NO%

b) IREERLELIEZEI T Passkey Entry FIFIALECE
XEB5 B P #IRMACEEH] LE security model level3 BEBE /AT B. C (fR4RECXT Passkey Entry) EZAS—I, M
— RN FEEBR RGBS AFIRERN AN T EEi T

blc_smp_setParingMethods(LE_Secure_Connection);
..... //BE LE security model level3 BEEHI\ B. C

c) IREEERLEEAI T Out of Band FIWIMAILECE
1ZEB5 Bl SDK HARFEM, FIUAXEMABMERENSA.
(5) TEBNAJLNEIN SMP BEECEHXEY API:

a) SDK IRt R EEEHBYPEINEERN API:

vold blc_smp_setBondingMode(bonding_mode_t mode);

¥ZE2A! bonding_mode_t BAEXNEIT:
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typedef enum {
Non_Bondable_Mode
Bondable_Mode

}bonding_mode_t;

1 ]
= ©
- -

AEE T 2R 53E model levell BYIEE, HAB(FRESIEINGE, SDK BEEBINFR T, FAAl—RBR THFRAE
EHIARZ AP

b) SDK IRtEEFH(EAE Key Press THEERY API:

vold blc_smp_enableKeypress (int keyPress_en);

I Passkey Entry HRIBI@ B F I KeyboardOnly IRFiRHE—EHNBHMNRKREEL, ENBEH] SDK FAZH
ﬁljjﬁb’ Fﬁlg{%%&’/z\/iﬁ\lﬂgt Oo

c) ELREEEAN TS /B Debug MEINNZEZ RS :

voild blc_smp_setEcdhDebugMode(ecdh_keys_mode_t mode);

EEZEA ecdh_keys_mode_t BIRENX BT :

typedef enum {
non_debug_mode = 0,//ECDH distribute private/public key pairs
debug_mode = 1,//ECDH use debug mode private/public key pairs
} ecdh_keys_mode_t;

Z AP REREEZIEMBERTER, HFREEEREMER TERTHENZE L, IUERERRGR, X
IHARFEMRABARF T, BREAEN sniffer TEIMEY BLE =8, #Mm#THIESEIR, Fril BLE
spec IMELH T —HATF Debug FIMEEINMZEFATR/QAX, REHBXMELR, BLE sniffer TEAFAIUAR
A E AR Z BERS o

d) WBIITF APIIEE SM BBHE. BEFEB MITM flag. BEZIF 00B. BEXHF Keypress notification,
MUK 1500 10 881 (XHEBIEAMNE R RIRMECE AP, RTHFIRESE, SDK HIRHTH—EE
API):

vold blc_smp_setSecurityParameters (bonding_mode_t mode,int MITM_en,int OOB_en, int keyPress_en,
io_capability_t ioCapablility);

BIEEENATEISHEN, XERFBEET,
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3.3.4.3 SMP R2i5RitE

SMP Z£3EXR (Security Request) 3 slave AJLAKkI%X, FRLUXERS 23 slave & &K,

BAVFHER M TRIZEMER 1 B— 1ML 2IERE (Security Request) , ZBBIBBIZME slave AT ERIfEA
FC3HRAZEIFF0A. SDK IR TUIT APl BT RIEHECE slave BB EEEEHERIERILENERZ pending_ms
ZMEEM master KX Security Request, FREERAKIX Security Request IASRIRAR BN it A A S :

blc_smp_configSecurityRequestSending( secReq_cfg newConn_cfg, secReq_cfg reConn_cfg, ulé
< pending_ms);

A28 secReq_cfg EREXNBUNT:

typedef enum {
SecReq_NOT_SEND = 0,
SecReq_IMM_SEND = BIT(O),
SecReq_PEND_SEND = BIT(1),
}secReq_cfg;

FNBHHEXNBUNT:
+ SecReq_NOT_SEND: EHZFEZEI[G, slave RARERAKIE Security Request;
+ SecReq_IMM_SEND: &E#EEIfG, slave RILEIAIX Security Request;

+ SecReq_PEND_SEND: ZEHIZFEII/G, slave F#F pending_ms (BAIZF)) FEERERE KX Security
Request

(1) BIRERE, slave TE pending_ms ZFETFLULE] master BY Pairing_request B AR B &KX Security
Request;

(2) 7EELEMER, pending_ms ZEF Z BIWIR master BA 41X LL_ENC_REQ MZFREIEFERE, NWARBLKIX
Security Requesto

newConn_cfqg: FAFEEHIZE, reConn cfg BTFERERHENIEE. XEB DK EhENBRHEERS
AEFIERNEN: EXBELINIEE, TREBEZNE (BIEE) , master BN ER—EEREF
LL_ENC_REQ RINZZ5ERK, ISR slave 7'1* T Security Request SiaEMA master oI EEES, FTLA
SDK &t T reConn_cfg BBE, BFFPAIURBELGEERE,

FE:
UATRER D RETEEE 2 AR, BINEVIBAEHEER,

ERI%K blc_smp_configSecurityRequestSending BIIANSEBWT o MAE:
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Table 3.10: blc_smp_configSecurityRequestSending BISINSERAE

Parameter SecReq_NOT_SEND SecReq_IMM_SEND SecReq_PEND_SEND

SecReq_ BREZERELONERAR F—REELRK SecReq, F—REEARXL SecReq, [EE

NOT_SEND SecReq (B [EEIIEI% SecReq (£  pending_ms ZF#PfE% SecReq
pending_ms F&&) 0 pending_rns T30 (* REmsERgE)
SecReq_ FE—IREZIBENA SecReq, —RERNELNEEITL  FREEILENA SecReq, [E
IMM_SEND  [EIEFRA& SecReq (¥ EIUE SecReq (B#K ¥ pending_ms EMEk
pending_ms F&3%) pending_ms F3{) SecReq (* IEIES#ER)
SecReq_ FE—RERE pending_ms £ H£—RER pending_ms  B—RERETEENEE
PEND_SEND #fE% SecReq (*WEtEm =ME% SecReq (* W pending_ms ZF#Pf5% SecReq
SHREA) , EERER BIESHREE), BEL  ( WEIESEER)
SecReq Bk SecReq

HAREPRAM—T ¥R, EtAGEM, THEENA
(1) newConn_cfg: SecReq_NOT_SEND

reConn_cfg: SecReq_NOT_SEND

pending_ms: tBHZBEFEIER,

newConn_cfg: SecReq_NOT_SEND RRHI&#HE slave R ERARE Security Request, RBEEXN A Ki2EIX
A RESI R 33 75 BRI IER. WRM B RLIEEEIIER, WASHITINZEX . W0TE, T master KIXEEXTIF
K SM_Pairing_Req BY, slave KM, BRAFASE&NfA master KL ITIER,

équqzs |

5-3¥ |
ress Address

- LLID NESN SN MD PEDU-Length - (dBm)
Empty EDU 1 0 o [i] 0x00000D

oxl

RSS
(dBm
0x000008 || -78

Data Header L2CAP Header Il SM_Pairing_Req I
LLID NESN SN MD PDUfLeng:h LZCA.P L2CAP-Length Chanld |(Opcede IOCap ©OCEBDataFlag AuthReq MaxEncKeySize InitKeyDist RespKeyDist
2 1 1 0 11 0x0007 0x0006 ||0x01 0x04 0x00 0x05 0xl10 0x07 0x07

Direction || ACK Status || Data Type CRC

XRE4714E5 OK L2CAP-5

Data Header
LLID NESN SN MD PDU-Length

RSSI

ACK Status (dBm)

tess Address || Direction Data Type cRC FCS

[KBB4714ES 0K ||Empry POO|| 1 01 0 0 0x00001C || 54 || oK
Data Header RSSI
Add Direction || ACK Status || Data T FCs
jess fadress| Direction us YP® |ILID WESN SN MD EDU-Length (dBm)
KAB4T14ES oK ||Empty pou|| 1 0o 0 o o oxoonooc || 78 | ok
Data Header I L2CAP Header I SM_Pairing_Rsp |i RSS
jess Address || Direction || ACK Status || Data T¥Pe ||, 1p ypsy sw D PDU-Lengeh ||L2CAP-Tength Chanld ||Opcods IOCap OOBDataFlag AuthReq ySize InitKeyDist Besp'[(eynls of ©RC dBm
4714ES Lacap-s || 2 10 o 11 0x0007 0x0006 [[0x02__ 0x03 __ 0x00 0x01 0x10 0x03 %03 0x000012

Figure 3.56: #1271 Pairing Peer Trigger

reConn_cfg: SecReq_NOT_SEND FRNI&HELEH R, [EIEET slave i&&R=KIX Security Requesto
(2) newConn_cfg: SecReq_IMM_SEND

reConn_cfg: SecReq_NOT_SEND

pending_ms: IEHZBSHREIER.

newConn_cfg: SecReq IMM_SEND RIRHI&E slave —REZE@FE T 5A master & Security Request, LA
it & master FFIAECK A2, S0 TFEl, slave EBHAIX SM_Security_Req & master KiXEEIHERK:
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592 ||=2321694 | 0x09 0x4CDE12E9 M->5 0K Control ||_3 00 0 9 | RSO [OOSR | 0x000021 | -S4 || OK
. Data Header L2CAP Header 0

LLID NESN SN MD PDU-Length [|L2CAP-Length Chanld [/Opcode AuthReq

533 —5321995 0x03 udeDﬂzEE 5-34 OK LacaeS || 2 1 0 0 6 0x0002 0x0006 |[0x0B__ 01 || ozo000s1 || —se || ok

Punbr. T'"‘e‘"” Channel || Access Address || Direction || ACK Status || Data Typ

Time (us) Data Header L2CAP Header Il SM_Pairing_Req
P.nbr. Char 1 || Access Adds Directiol ACK Statu Data Ty

+39699 nne! ress YPE|I11D NWESN SN MD EDU-Length |L2CAP-Length Chanld ||Opcode I0Cap OOBDataFlag AuthReq & InitKeyDi:
584 ||=z3lees | ox12 || oxdcDelzEs || u->s ok | zacars| =z 11 0 1 %0007 050006 [|0x01__ 0x04 _ 0x00 0x0D 010 0x0F
[t || T 951 [ channe [[Access Addreas ||D cction [l aci status |[oata type |- PutaFoader | R IO [ e |55 lecs

Figure 3.57: #ll8. &/ Pairing Conn Trigger

reConn_cfg: SecReq_NOT_SEND FRR[EIZERIETE slave RRKIX Security Requesto

Itk SDK EIRME T — P EIRELIE Security Request B89 API, ATFHHNAHE, NAEMEERZ AP
&% Security Request f:

int blc_smp_sendSecurityRequest (void);

XBEEZEIFTEMNZ, APMRAEA blc_smp_configSecurityRequestSending B R LA IEREIIE, MAE
BfEAIAMA blc_smp_sendSecurityRequest K%K,

3.3.4.4 SMP (SRR

XEIHEH SMP SEFEERRT slave €& XK. AP AILLSE SDK demo “8208_ble_sample " #Iia L FIZE
direct advertising F9XH3,

Slave &% A] ABIBYITZSE 4 > master NEEIER, X 4 M&FECILUENERN. TEZEROBTFIKE HaiEE
EgHE 1&%?&: Tﬂeﬁ vl 4, yﬂiﬁﬁ)t';rlxﬁﬂ']l%, %ﬁlﬁfﬁ‘@j‘] 4,

#define SMP_BONDING_DEVICE_MAX_NUM 4
ble_sts_t blc_smp_param_setBondingDeviceMaxNumber( int device_num);

WNRIRE T blc_smp_param_setBondingDeviceMaxNumber (4), B3t 4 M&&EE, —BEWNE 5 1, MaB
G REWABD (B 1 1) RENEXEEMBR, REEMES 5 IIR%E'JHETJLTD,_\Q

WRIZET blc_smp_param_setBondingDeviceMaxNumber (2), B3t 2 MNM&&EE, —BEXE 3 1, Ma
BHaR&RENAD (8 11) RENEHEEMER, AREFHESE 3 MEEWIETER.

TE APl BFFREXH AT slave 1 flash ETZERIECITARINAY master 1R EE,

u8 blc_smp_param_getCurrentBondingDeviceNumber(void);

RigiREIER 3, FLULFA flash EBFITFET 3 MECHATIANIRE, X 3 MIREESAILELER.
(1) BEESHFEIRF

#0 BondingDeviceNumber #8XB— 20 index. 15 X &] BondingDeviceNumber 8 1, BBARH/ 1 4
bonding &%, BB index /9 0; ¥1E BondingDeviceNumber 7 2, FME&EBY index 25179 0 1 1,

SDK IRt 7 index BHFINF A 1. RIBEEROEENEANINE; 2. RIBEEEXTEILE NI,
ATLUEII 0T API IR E index BHTAT:
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void bls_smp_setIndexUpdateMethod(index_updateMethod_t method);

2R index_updateMethod_t BEENXNBNT:

typedef enum {
Index_Update_by_Pairing_Order

0, //default value
Index_Update_by_Connect_Order = 1,
} index_updateMethod_t;

TEARNNBFAM index BEFAI:
a) IRIERBRIMEIZNIEAINEF (Index_Update_by_Connect_Order)

UNER BondingDeviceNumber A 2, T M&EB index %18 0 #1 1o Index IF 2 USRI —RiEE 9 E
B, HRESRIE— M RIG slave %F masterA EExtATh, B masterB EEXEIN, LhAT slave B9
flash 7Zfi_E masterA 59 index O, masterB J index1, &} masterB BRIEMIEH. EE1L slave 1 masterA
BIE—RII, XBH&E masterA SR ARIEF—MNEE, LLE index 0 IREZ A masterB, index1 IKELA
masterAo

Y08 BondingDeviceNumber 4 3, =/M&&EM index 2514 0. 1. 2, 0 BREEEN, 2 BRMEEMN,

18R BondingDeviceNumber 4 4, FIM&ER index 254 0. 1. 2. 3, A 3 BRINEEMNIGE, BIEL
MR, & slave ELAIN masterA. B. C. D, IbAF masterD & index3 i&%, & slave l masterB @&
—R, N master B B AERHTAY index3 &%,

HF index @ URITEEZENEAIRFEN. FAIUBETIEIGEREMEBE 4 WIER: BELEH masterA. B. C.
D, BECX master E, M slave 2RISR EM masterA; BINIRTEEIX masterA. B. C. DG, 5tHl masterA
EE—X, WHIRFEZ AN B. C. D. A, BEX masterE MIiF slave FA=MFR masterB BEEIHE Bo

b) HRIEIREECXBYEISEFE NN (Index_Update_by_Pairing_Order)

W18 BondingDeviceNumber /9 2, FMNM&EB index 25079 0 fl 1. Index JiF 2 AR BYEIS/EAAE: R
1% slave 5t#l masterA BEExIERTh, BAH] masterB ECXIAKTN, LEBY slave BY flash 17 £ masterA 79 index O,
masterB /9 index1, &1L slave Hl masterA [EE—REKII, LLET index O I&FMKIAN masterA, index1 &
%7 masterBo

Y05 BondingDeviceNumber / 4, FOM&&EHY index 508 0. 1. 2. 3, 0 BERERXMILE, 3 2R
IR, 1RIEEEEIR, & slave ELEERM masterA. B. C. D, ItbEY masterD & index3 8%, HREIRE
slave #1 master A. B. C. D fFAIRZEELZE, index O« 1. 2. 3 KRN B masterA. B. C. Do

N ==
AE:

RERMMEST 4 IBER: BELEX masterA. B. C. D, BEX master E, NIl slave SifF&mRER
masterA; NERIERX masterA. B. C. D /G, Zc#l masterA [BliE—R, ItEFF#KIH A. B. C. D, B
BioXt masterE BYiE slave =fflf& masterA BYECXT{E 2o

(2) HBEEEERNRABX API IHEA
Master IR & 4E S BTEMETE flash £, HEXH:
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typedef struct {

u8 flag;

us peer_addr_type; //address used in link layer connection

us peer_addr[6];

u8 peer_key_size;

u8 peer_1id_adrType; //peer identity address information in key distribution, used to
< 1ldentify

u8 peer_1id_addr[6];

u8 own_ltk[16]; //own_ltk[16]

us peer_irk[16];

u8 peer_csrk[16];

}smp_param_save_t;

HPE(E 2H 64bytes
- peer_addr_type ¥ peer_addr 2 link layer _E master BYZEZEHINE, &% direct adv BHERX ML,

- peer_id_adrType/peer_id_addr # peer_irk & master £ key distribution P EZE #RAEY identity address
*l] irko

B peer_addr_type M peer_addr ZRIFEMTRIFAB HILL (resolvable private addr, {&#F RPA), BEFRAFE
EAMIT RN, AEEIFEXMNEERME resolving list B, LUE slave BILURTH (8% feature_test B
TEST_WHITELIST BIF%) o

Hth 2% user THEXE,
TE API fEF index M flash EREUGEHERE,

u32 bls_smp_param_loadByIndex(u8 index, smp_param_save_t* smp_param_load);

R[EEY 0 RREVERKRM, IF 0 MENZIERRXI Flash Bittit, LEINHET bonding &84 3 BY, FREUER
IERAR M ERIR EHIEXES

bls_smp_param_loadByIndex(2, *:*)

TEEOMER master BIMIHE (link layer _EAYZERERBAE) M flash EFREX bonding BYISEHIE L.

u32 bls_smp_param_loadByAddr(u8 addr_type, u8* addr, smp_param_save_t* smp_param_load);

IREERN 0 RKESBELM, Ik 0 WENZEBEXIE Flash Bithit,
TE APl BT slave 1&& 54 FLASH L ZENFIEEENBEEE:

void bls_smp_eraseAllParingInformation(void);

FEIENE, BPERZ AP FIEERFIESVFIEEES,
TE API AJLLATF slave IREECEYSES E1FHETE FLASH PRIE:
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voild bls_smp_configParingSecurityInfoStorageAddr(int addr);

HhB8# addr JLURIBLFFEERR, BFREER A USEXAFH SDK FLASH a9 i ET, RELE
EEMER FLASH & EXE,

3.3.4.5 SMP X E1H

L SMP KIWES, B LU EEREIERISERIFEESEMF. ESMAENT:
(1) JEAR qap BRVAMIBERER, FTFEMH mask, FH N GAP_EVT_SMP_PAIRING_FAIL , 30F:

blc_gap_registerHostEventHandler( app_host_event_callback );
blc_gap_setEventMask( GAP_EVT_MASK_SMP_PARING_FAIL );

(2) EEIRRER 1% mask T NZAILMIE:

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_PAIRING_FAIL:
{
gap_smp_paringFailEvt_t* p = (gap_smp_paringFailEvt_t*)para;
//AEEIRE
}
break;
default:
break;
}
return 0;
}
3.3.5 GAP

3.3.5.1 GAP #]t4k

GAP Itk D EMAE, slave ERIUT API #1841 GAP:

vold blc_gap_peripheral_init(void);

AN-22070701-C1 119 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

Master SEAIIT API #1881k GAP:

vold blc_gap_central_init(void);

HEISCENEE, MARS Host BIEIER B @ GAP Fifinlizhl, HiNARTE ATT. SMP F L2CAP #BiRft
THXEQ, TUNNEREIERE, Ba] SDK B GAP BEELME host B EMEMH, GAP A ETEZ I
host BEAABRENO,

3.3.5.2 GAP Event

GAP event NI ATT. GATT. SMP. GAP Z host IMXBERXRBESER~EEH. MEIXIENTUEE, Bal
SDK BEHFEHAMAZE: Controller event # GAP(host) event, EH controller event X439 HCl event #
Telink defined event,

Telink BLE SDK FHTIZ T GAP event M8, FEZINMNXREZEHSEENEM, hiiRGERFERXESEHEM
B8, 15512 SMP HBXMAIE, 41 Passkey BUMIN, ECXMERBHAF %,

R user BETE App BIEU GAP event, BEATBEEM GAP event B callback EK#K, HARBERIL event
B9 mask 17

GAP event Y callback EREEEFFMIEODH:

typedef int (*gap_event_handler_t) (u32 h, u8 *para, int n);
vold blc_gap_registerHostEventHandler (gap_event_handler_t handler);

callback EREREIAAY u32 h & GAP event 1518, KEMVIRZAHRAEI,
TEYEL AP ARES RS

#define GAP_EVT_SMP_PAIRING_BEGIN 0
#define GAP_EVT_SMP_PAIRING_SUCCESS 1
#define GAP_EVT_SMP_PAIRING_FAIL 2
#define GAP_EVT_SMP_CONN_ENCRYPTION_DONE 3
#define GAP_EVT_SMP_SECURITY PROCESS_DONE 4
#define GAP_EVT_SMP_TK_DISPALY 8
#define GAP_EVT_SMP_TK_REQUEST_PASSKEY 9

#define GAP_EVT_SMP_TK_REQUEST_00B 10
#define GAP_EVT_SMP_TK_NUMERIC_COMPARE 11
#define GAP_EVT ATT_EXCHANGE_MTU 16
#define GAP_EVT GATT_HANDLE_VLAUE_CONFIRM 17

callback EK#REEIAH para # n KRR event BIEIBMEIERKE, T>CRIFMIHEAL LFIHEY GAP event, User
A] &% 8208_feature/feature_gatt_security/app.c FI1T AL app_host_event_callback EKI#KAY AL
M,

blc_gap_registerHostEventHandler( app_host_event_callback );
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GAP event EEiEd THEABY API RFTH masko

vold blc_gap_setEventMask(u32 evtMask);

eventMask BYE X Wt _EELAE—LE, EHAAY event mask FAF RILATE ble/gap/gap_event.h REE,

#define GAP_EVT_MASK_NONE 0x00000000

#define GAP_EVT_MASK_SMP_PAIRING_BEGIN (1<<GAP_EVT_SMP_PAIRING_BEGIN)
#define GAP_EVT_MASK_SMP_PAIRING_SUCCESS (1<<GAP_EVT_SMP_PAIRING_SUCCESS)
#define GAP_EVT_MASK_SMP_PAIRING_FAIL (1<<GAP_EVT_SMP_PAIRING_FAIL)

#define GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE (1<<GAP_EVT_SMP_CONN_ENCRYPTION_DONE)
#define GAP_EVT_MASK_SMP_SECURITY PROCESS_DONE (1<<GAP_EVT_SMP_SECURITY_PROCESS_DONE)

#define GAP_EVT_MASK_SMP_TK_DISPALY (1<<GAP_EVT_SMP_TK_DISPALY)

#define GAP_EVT_MASK_SMP_TK_REQUEST PASSKEY  (1<<GAP_EVT_SMP_TK_REQUEST_PASSKEY)
#define GAP_EVT_MASK_SMP_TK_REQUEST_0OB (1<<GAP_EVT_SMP_TK_REQUEST_00B)
#define GAP_EVT_MASK_SMP_TK_NUMERIC_COMPARE  (1<<GAP_EVT_SMP_TK_NUMERIC_COMPARE)
#define GAP_EVT_MASK_ATT_EXCHANGE_MTU (1<<GAP_EVT_ATT_EXCHANGE_MTU)

#define GAP_EVT MASK_GATT HANDLE_VLAUE_CONFIRM (1<<GAP_EVT _GATT_HANDLE_VLAUE_CONFIRM)

& user RIBIIIZ APl 1&E GAP event mask, ARA Y GAP HHRAY event AR @BRIN AR,
=T
BUTFIEIR GAP event BY, 3IRTEFM T GAP event B, BFET MY eventMasko
(1) GAP_EVT_SMP_PAIRING_BEGIN

EHMEEM: X slave 1 master NIRNIZEZ#H N connection state, slave &iX SM_Security_Req <5,
master &IX SM_Pairing_Req IEKFIAECHT, slave WEIXMCIIERBLE, MEZEMN, RREHFA.

Data Type Data Header L2CAP Header || SM_Security_Req
LLID NESN SN MD POU-Length |L2CAP-Length Chenld §jOpcode AuthReq
L2chP-5 || 2 1 0 o0 & |l ox0002 0x0006 flox0B 01
Deta Type Data Header L2CAP Header SM_Pairing_Req
LLID WESH SN MD FPDU-Length |[L2CAP-Length Chanld |(Opcede I0Cap OOBDataFlag AuthReq MaxFncHeySize InitHeyDist RespHeyDist
L2cap-s || 2 1 1 o 11 020007 0x0006 [(0x01  0x03  0x00 0x01 0x10 0x02 0x03

Figure 3.58: master &jitC Pairing_Req

BIEKE n: 4
[EfEtEst p: EM—RAFHRE, WMNIITERE:

typedef struct {
ulé connHandle;
u8 secure_conn;
u8 tk_method;
} gap_smp_paringBeginEvt_t;

connHandle TR L EIEZAIW,
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secure_conn A 1 RINEAREMZSFYE (LE Secure Connections) , BNIEHEER LE legacy pairingo

tk_method RNIZFTREMNERA T AHEDN TK EA R FI80 JustWorks. PK_Init_Dsply_Resp_Input.
PK_Resp_Dsply_Init_Input, Numric_Comparison %,

(2) GAP_EVT_SMP_PAIRING_SUCCESS

EHMAEN: EXBENABERTAN~EZEMN, ZMEREN LE BXYMEKRZERD LMK 3 (Key
Distribution, Phase 3) , IRBERFEN KR, WFFWNHERD LTTHEMRENKINENS, SNEZMEA
ECX AT S o

BIERE n: 4o
[ElfEEEt p: EE—FREHEE, MM TERE:

typedef struct {
ulé6 connHandle;
u8 bonding;
u8 bonding_result;
} gap_smp_paringSuccessEvt_t;

connHandle &R HaNEZEAW.
bonding ?9 1 iE/—.TTEIﬁH bonding IjJﬁE, Zl:l:m\UZ:Eﬁﬁo

bonding_result &7 bonding B4R : WREEFE bonding THAE, M 0, WRFE T bonding ThAE, NIiE
FENENNE Key EEWIEMRBNTZIETE FLASH 1, FMERIIA 1, TMA 0.

(3) GAP_EVT_SMP_PAIRING_FAIL

EHML LS. BT slave I master EP— ARG EIMERIMRE, EFBEETHINRESEERERSRE
IR L,

BIERKE n: 2
[EfZsEt p: EE—FRAEHIE, MM TERE:

typedef struct {
ul6 connHandle;
u8 reason;
} gap_smp_paringFailEvt_t;

connHandle R HEIEZ T,

reason RNECHKRMAVRE, XEFIHLNERAEMKRKRAE, EtEHRBRERERITAIILSE SDK
BR T stack/ble/smp/smp.h X5,

FC3t R ME EAE X RI LLBER (Core_v5.0) (Vol 3/Part H/3.5.5 “Pairing Failed”),

#define PAIRING FAIL_REASON_CONFIRM_FAILED 0x04
#define PAIRING FAIL_REASON_PAIRING_NOT_SUPPORTED 0x05
#define PAIRING_FAIL_REASON_DHKEY CHECK_FAIL 0x08
#define PAIRING_FAIL_REASON_NUMUERIC_FAILED 0x0C
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#define PAIRING_FAIL_REASON_PAIRING_ TIEMOUT 0x80
#define PAIRING_FAIL_REASON_CONN_DISCONNECT 0x81

(4) GAP_EVT_SMP_CONN_ENCRYPTION_DONE

EHMASHE: Link Layer MIZR5ERAT (Link Layer YZZEI master &ZHY start encryption response) ik
BIBKE n: 3
EIfF4EE p: EERA—RAEHIE, WU TEEE:

typedef struct {

ul6 connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; @: pairing,
< encrypt with STK
} gap_smp_connEncDoneEvt_t;

connHandle R HEIEZAIW,
re_connect A 1 RRIREKEE (BEAZEID AR LTK INEHER) , HiZER 0 MR IRSYIMEILE—XRMN

[l
P2
Ho

(5) GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE

EMpEEME: BS— KB, 7T GAP_EVT_SMP_PAIRING_SUCCESS Bz Gt %, BOEREBLHER, 7F
GAP_EVT_SMP_CONN_ENCRYPTION_DONE E 2z Efht%k,

%&?Eﬁg n.: 3
[ElfE4Est p: FEE—FRFHIE, WNINTERE:

typedef struct {

ulé connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; 0: paring ,
< encrypt with STK
} gap_smp_securityProcessDoneEvt_t;

re_connect 73 1 RREENE (BEMAZAISD AR LTK IZEHER) , HiZEH 0 WRRHFMEBZE XM

3
w
[WE o)

(6) GAP_EVT_SMP_TK_DISPALY

EHMASZHE: slave WE master RIXM Pairing_Req f&, RIEXIHRIGEAECF SEF IS S BT S 3 ED
B, BT UAEE T REXFER AN TK (plncode) BEAR. MRBHEBIZ PK_Resp_Dsply_Init_Input
(BR: slave IGER 6 i pincode B3, master iHfASHIA 6 {iL pincode #5) A=, M=IIEMEE,

BIEKE n: 4

[EEIEE p: $IBE— u32 BITE tk_set, ZEENA slave EEBHNAEM 6 il pincode 13, WHEBREEER
TZ 6 {5 {E,

FF debug RINERFERKEMNERM 6 I pincode ¥, RILUFENIEE— 1A IEEM pincode 53, f§)
W1t123456", KALLT AP
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void blc_smp_manualSetPinCode_for_debug(ul6 connHandle, u32 pinCodelnput);

FFP¥ slave EEEFIM 6 {iI pincode FZ4INE master I8& L (F0FH), 52 TK N, ECIHRIEFUMEH
17. WRAPHIN pincode FHIRHEREEUH, MEXRIZERKL,

X F Passkey Entry R BRI LI, AP A UESZE SDK & H B demo “vendor/ 8208_feature/ fea-
ture_gatt_security/app.c”s

case GAP_EVT_SMP_TK_DISPALY:

{
char pc[7];
u32 pinCode = *(u32*)para;
sprintf(pc, "%d", pinCode);
printf("TK display:%s\n", pc);
}
break;

(7) GAP_EVT_SMP_TK_REQUEST_PASSKEY

BEHMASHE. Y slave 1RE B A Passkey Entry A I A, B{#FEABY PK_Init_Dsply_Resp_Input 3¢ &
PK_BOTH_INPUT Ecxd A TEY, SMAZEH, BNAFRRERA TK . BREREIZEHEMEEED 10
ANBESTHIN TK B (BBEY 30s tIRERMANECT KK , 3N TK BRI API: blc_smp_setTK_by_PasskeyEntry
£°SMP SHECE ETHIRHA,

BIEKE n: 0,
[Elf%Z#8%t p: NULL,

(8) GAP_EVT_SMP_TK_REQUEST_OOB

EHMERM: U slave IREBRESAEX 00B AREY, SftkiZEM, BHNAFEE@ET 00B ARHEA 16
il TK B, AREWEIZEHEMEEET 10 WABEARAN 16 {il TK & (BB 30s SIRERMNUERT KK 5
I TK {ERY API: blc_smp_setTK_by_OOB 7£'SMP BB " ZETiH 1A,

BIEKE n: 0,
[Elf£#8% p: NULL,

(9) GAP_EVT_SMP_TK_NUMERIC_COMPARE

BHMAESHE: slave YLEI master ZiXH Pairing_Req f&, 1RIEXIHIEEBIECH S AR A SEED
BRI LD ERE T REMNERA AR TK (pincode) EATR, MRBARZE Numeric_Comparison A1,
M=I7EMfM%. (Numeric_Comparison A TVEIEELLER, BTF smp4.2 ZLIN%E, master M slave I§&FHI=
SRR 6 fi pincode BBLARYES"FI"NO"XIEHE, AR FENEMIMLEETH pincode BE5—H, HEREE
BN WA T ST YES" LUMIA TK REEEED) .

BIEKE n: 4

El&$5E p: IEE—1 u32 BT E pinCode, ZIERIA slave EEBANN AR 6 il pincode 13, NAREE
BNZ 6 (IEE, HiERME YES'H"NO"HIHIANH,

X FEHELLRMBRSEA], BPRAEE SDK 121H demo “vendor/8208_feature/feature_gatt_security/
app.c’o
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(10) GAP_EVT_ATT_EXCHANGE_MTU

EHpARME: TILR master IHAIX Exchange MTU Request, slave [B]& Exchange MTU Response, X&
slave I A& 1% Exchange MTU Request, master [B]& Exchange MTU Response, fffiER ML,

HIEKE n: 6o
EIfetEEt p: FEE—RRFHRIE, WRINTERE:

typedef struct {
ul6 connHandle;
ulé peer_MTU;
ule effective_MTU;
} gap_gatt_mtuSizeExchangeEvt_t;

connHandle &R HanEEW.
peer_MTU RAwAY RX MTU 1B,

effective_MTU = min(CleintRxMTU, ServerRxMTU), CleintRxMTU TR iHHEY RX MTU size {8, ServerRxMTU
RTRIRSE A RX MTU size B, Master #l slave 3ZH T {RILAY MTU size [, BXMER/IMEERNRIZEN R
A MTU size {Ho

(11) GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM

EHM A NBBSIEBE—X blc_gatt_pushHandleValuelndicate, [A] master &% indicate (&5, master
KEIE—1 confirm, RAXXNMEIERIMIA, slave YEZ confirm BYfit&,

BIEKE n: 0,
[Elf£#8% p: NULL,
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4 RINFEERE (PM)

EIh3EEE (Low Power Management) tEIIAFRANIHFEEIE (Power Management) , AAXAEFEEHN
PMo

Zz)% B8O BLE Single Connection SDK FF & F#f

4.1 {KIH#EIRTN
4.1.1 {RThFEIETU

8208 MCU IEBHITIEF BT TF working mode, LLBYTERRIRTE 3~-7mA Z[8, IIRFELIIHEZEHNEL
FERET
{EI#ERTL (low power mode) X#7T sleep mode, €13F 3 #: suspend mode. deepsleep mode # deepsleep

retention mode,

Table 4.1: Sleep mode 1%F8

Module suspend deepsleep retention deepsleep
Sram 100% keep 100% keep 100% lost
digital register  99% keep 100% lost 100% lost
analog register 100% keep 99% lost 99% lost

ERH 3 # sleep mode T Sram. ¥FZEH7F8 (digital register). #7288 (analog register) JRSIREN
FEITR A,

(1) Suspend mode (sleep mode 1)

LR ELLEETT, X U—MEENEE. MCU KEBDTEMIEIRETE, PM {RIREFFIEE TIE, LB IC BIRE
60~70 UA Zi8l, ¥ suspend WMREERS, EFASEHIT,

suspend mode TERBERI Sram # analog register #BEERFIRS. SDK HA T FERINFE, E#H N suspend I
FAERBEME D ERIGE TIHBER, XEHZIERE digital register 2188, RERURNEEEHHIT
R ECE, B35

a) baseband EEEEH/DEMR digital register, user EEXEAIZ API rf_set_power_level_index IREMETE
2%, AXXHEFITEESENA, XN API BEES R suspend EEREEEFTIAR—R,

b) #E4! Dfifo IRZSHI digital registero XIRZ drivers/dfifo.h BIEIFEX API, user TEfEFXLE API BIBTR, &%
FHIRE R suspend wake_up REREEHIGE.

(2) Deepsleep mode (sleep mode 2)

LR (ELEETT, MCU 4 KEP7 RUBE R IREBUTER, PM FEHFIERERF T E, 7E deepsleep mode T IC B}
TINF 1WA, AR E flash BY standby BBRHIIIR KR 1WA A, AJEESBMEE deepsleep 73 1~2UA,
deepsleep mode wake_up B, MCU BEfMB5h, HNF LBHUR, EFIEMFBHITIGEN,
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Deepsleep mode T, B&T analog register LB/VEJLA register BERTFIRT, HMFFE Sram. digital register.
analog reqgister £EHEEK,

(3) Deepsleep retention mode (sleep mode 3)

L+EB deepsleep mode, EBRIRIE, BRI ETEE Sram {58; suspend mode Sram # register B] LURIFAR
%, BRERRES.

AT EM—LEE sleep FERRIEX BREBBIHIR sleep MEEGREIZIMERSHNAZS (Ebi0 BLE KEEE
HEIFERE), 1INT — sleep mode 3: deepsleep with Sram retention mode, f&#R deepsleep retention (2f
deep retention) o

Deepsleep retention mode 12— deepsleep, MCU 48 KEBS HIREHIRIAERMTER, PM BEFIRIRAEIF T, Th
FERTE deepsleep mode EHlli_ EIEAN retention Sram JEFERVER, EBIRTE 2uA £, deepsleep mode wake_up
BY, MCU BEFER, BFSEMAHREITIHRL.

deepsleep retention mode #1 deepsleep mode 7 register WSKREAERIN—K, /L F2E=E, deepsleep
retention mode IR deepsleep mode #8tL, Sram AJLURIFARIRE,

deepsleep mode #1 deepsleep retention mode H7E analog register EPNEE R VERET LURIF IR, XER
M analog register B35

a) =4l GPIO & £ THIEBPERY analog register
1B1d API gpio_setup_up_down_resistor K&/ GPIO &3\ L FHiEBFE, FHETE app_config.h AERZEMIIT
FNECER GPIO I E TR, BTLUREPRES

#define PULL_WAKEUP_SRC_PD5 PM_PIN_PULLDOWN_100K

SENH GPIO RIRIINB, A gpio output BT digital register IFHIBTIRZS. 8208 7E suspend HAa)a] LA
gpio output RIEHI—LEINE G, BHTIIRA deepsleep retention mode /&, gpio output KK, TiE7E
sleep HABERRBVITHISMNEIR & BRI LAER GPIO 1IN _E THIEBEAVIRESRKAE LI : EH 10K K& gpio
output high, T4 100K & gpio output lows

b) PM tRHAFZREIRIEER analog regsiter

drivers/lib/include/pm.h X#HH) DEEP_ANA_REG, #1F code FiiR:

#define DEEP_ANA_REGO 0x3a //initial value =0x00

#define DEEP_ANA_REG1 0x3b //initial value =0x00,system used, user can not
< use

#define DEEP_ANA_REG2 0x3c //initial value =0x0f

FEIENE, BERARIFER ana_3b, ZIEMFFSRHBLIKE stack A, IRNBERBEREIZEE
B, FEEN. BATEBRINFFSRHERD, BNERFRES— bit IBRFRNKRELER.

M VAREEIRINSZR AT RESE N HIRN GPIO MEEMEIREE, bl GPIO_PAD SHFMER deepsleep,
{ER7EIAR cpu_sleep_wakeup EKEFT gpio EEANTET, XMESIHEIRMN GPIO KREE, BAXLRINTE
HBEB=EKR.
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#define DEEP_ANA_REG6 0x35 //initial value =0x20
#define DEEP_ANA_REG7 0x36 //initial value =0x00
#define DEEP_ANA_REGS8 0x37 //initial value =0x00
#define DEEP_ANA_REG9 0x38 //initial value =0x00
#define DEEP_ANA_REG10 0x39 //initial value =0xff

EAE R LATEXJL analog regsiter FRF—LEEMNRIER, deepsleep/deepsleep retention wake_up fg
A USRS 2 i TEERE,

4.1.2 {RIHFEMAERR

8208 MCU MRINiEMEE IR R EEISN T, suspend/deepsleep/deepsleep retention #BE] LA GPIO PAD
timer MAEE, 3% BLE SDK HF, Rx7E 2 #IREEJR, WO TFFR (CEE code H PM_TIM_RECOVER_START #
PM_TIM_RECOVER_END W NENX A EMEETR) :

typedef enum {
//available wake-up source for customer
PM_WAKEUP_PAD = BIT(0),
PM_WAKEUP_TIMER = BIT(2),
}SleepWakeupSrc_TypeDef;
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PAO
PA1l Wakeup Suspend Wakeup

—-.. ..‘—

Mode

GPIO " wakeup Deep5|e_:ep wakeup 32k
PAD Retention —1
Mode timer
wakeup Deepsleep wakeup
PDE Mode
PD7

Figure 4.1: B8O MCU WE{4IEEER

0 EEFRR, MCU B suspend/deepsleep/deepsleep retention £ LA 2 MEEER: TIMER. GPIO PAD,

. MEEZJE PM_WAKEUP_TIMER R B4 32k timer (32k RC timer or 32k Crystal timer) o 32k timer 7£
SDK RELWIEHIIGRK, vser EERANAZTERMIRE, REET cpu_sleep_wakeup() FiZE %M
BEJRENE],

 MEERJRE PM_WAKEUP_PAD 3 H GPIO &R, B& MSPI SMNRER) GPIO VSR EEF&# 2 A MEEIhEE,

AZE GPIO PAD MEEE sleep mode BY API:

typedef enum{
Level_Low=0,
Level_High =1,
} GPIO_LevelTypeDef;
vold cpu_set_gpio_wakeup (GPIO_PinTypeDef pin, GPIO_LevelTypeDef pol, int en);

pin A GPIO E X,

pol NIRERIRMETE N . Level_High Rin=EBFIREE, Level_Low FRNEEBFIREE,
en: 1R/~ enable, 0 7R disable,

44535 RR

AN-22070701-C1 129 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

cpu_set_gpilo_wakeup (GPIO_PC2, Level High, 1); //GPIO PC2 PAD MAEEFTFF, =HFIREE
cpu_set_gpio_wakeup (GPIO_PC2, Level High, 0); //GPIO PC2 PAD MEEEx[H]
cpu_set_gpio_wakeup (GPIO_PB5, Level_ Low, 1); //GPIO PB5 PAD MRAEEFTFF, {FGEEFIEfE
cpu_set_gpio_wakeup (GPIO_PB5, Level_ Low, 0); //GPIO_PB5 PAD MAEZK|F]

4.1.3 {RIHFEIRTARY NFNIREE
RE MCU #NEIRFIMEERRY API /9.

int cpu_sleep_wakeup (SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef wakeup_src,
unsigned int wakeup_tick);

« B—NBE sleep_mode: I&E sleep mode, BLT 3 ™MERE, 9%)FKR suspend mode. deepsleep
mode. deepsleep retention 16K Sram,

typedef enum {

SUSPEND_MODE = 0x00,
DEEPSLEEP_MODE = 0x30,
DEEPSLEEP_MODE_RET_SRAM_LOW16K = 0x01,

}SleepMode_TypeDef;

- BZNBE wakeup_src: I8 B HETH suspend/deepsleep FIMEEER, B3 HAER PM_WAKEUP_PAD.
PM_WAKEUP_TIMER HIFy— 1M HE L1 NR wakeup_src /3 0, FBABNEKINFE sleep mode &, TiE
HIREE,

- B=NEEwakeup_tick”: H wakeup_src FIZE T PM_WAKEUP_TIMER BY, FZEi&E wakeup_tick
SRORTE timer FEfAIBIE MCU IREE, WIREHFIRE PM_WAKEUP_TIMER MEEE, ZBHILE N

wakeup_tick FMER—MEXHE, IRRASEFIEITERRY System Timer tick RIRE, & System Timer tick B9
BEXEXMEER wakeup_tick &, sleep mode #RMEEE, wakeup_tick FUEF ZRIEZHFIA System Timer tick
&, MNEREEERNEEERNEIESE, A UEMEH R E, NREEZELEN System
Timer tick, BEIEX wakeup_tick #HITIRE, MEEMATE ST EIES,

BTF wakeup_tick 2HXIAF{E], HTTE 32bit B System Timer tick FERTHGEEZAN, FRLUX APl BERT
KRN EEERN. BFifNigit @& AMEREYE N 32bit BERTIIERA System Timer tick XJRzBY&]EY
7/8, System Timer tick ER KBERTAME 268s, FEARIK sleep BHiBIRT{EI /9 268*7/8=234 s, BIFE delta_Tick
e 234 s,

cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER, clock_time() + delta_tick);

R[EI{EHHAT sleep mode FEEEENES, ZREIER bit I FRFAIMEEEES

enum {
WAKEUP_STATUS_PAD = BIT(0),
WAKEUP_STATUS_TIMER = BIT(2),
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STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
}s
(1) WAKEUP_STATUS_TIMER X4 bit A 1, HBAXHE sleep mode 24 Timer MEEE,
(2) WAKEUP_STATUS_PAD X/ bit 7 1, 1%BAHF] sleep mode 2# GPIO PAD MEEE,

(3) WAKEUP_STATUS_TIMER #1 WAKEUP_STATUS_PAD EBF/ 1 BY, R Timer #1 GPIO PAD FR-MGEE R
EBTERT -

(4) STATUS_GPIO_ERR_NO_ENTER_PM 22— N ERIFHRIIRE, RAEHFALLET GPIO REEFHIR: tbin
LIGETHE GPIO PAD S TFIMEE, MEXD GPIO AEBFEMIHEZEIRIEA cpu_sleep_wakeup
# N suspend, BI&ET PM_WAKEUP_PAD MEFER, ItLEYSHIMTIEH# N suspend, MCU IZZIBH
cpu_sleep_wakeup ¥, £8HIR[EIE STATUS_GPIO_ERR_NO_ENTER_PM,

— AR A0 T B TSR BEBR A (8] ©

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + delta_Tick);

delta_Tick 2—MEXTHIETE] (Eb&0 100* CLOCK_16M_SYS_TIMER_CLK_1MS) , 10 ZBTM clock_time() 7k
T RY 7 a3t BaE],

250535 B cpu_sleep_wakeup BIFEIE:

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD, 0);

R HITIZR SRS # N suspend mode, HEEH GPIO PAD MEEE,

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + 10*
< CLOCK_16M_SYS_TIMER_CLK_1MS);

FEFHITIZEREEH N suspend mode, REEW Timer MAEE, MEERAYIE) LEIATIEINDE 10 ms, FRLA suspend
BYiE]9 10 mso

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,
clock_time() + 50* CLOCK_16M_SYS_TIMER_CLK_1MS);

EFEHITIZRERES#H N suspend 3, AJ# GPIO PAD # Timer MEE, Timer MEERIATEIIZEE S 50ms. MR
1£ 50ms &R ZHIfEA T GPIO FIMREESH{E, MCU =# GPIO PAD MiEE; ISR 50ms KT GPIO EhfE, MCU &
# Timer MEEE,

cpu_sleep_wakeup (DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0);

EFHITIZR SN deepsleep mode, BI# GPIO PAD Mg,

AN-22070701-C1 131 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K , PM_WAKEUP_TIMER, clock_time() + 8*
& CLOCK_16M_SYS_TIMER_CLK_1S);

ERFHRITIZREET N deepsleep retention 32K Sram mode, A% Timer MEEE, MREERYIBIAMITIZERELRY 8s
Fo

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,clock_time()
&+ 10* CLOCK_16M_SYS_TIMER_CLK_1S);

EFHRITIZERERBT N deepsleep retention 32K Sram mode, AJ# GPIO PAD # Timer MEEE, Timer MEEERY
BIAPITIZEREL 10s fG. WIRTE 10s LERZAIALA T GPIO ahfE, MCU 4% GPIO PAD MifEE; YN 10s N
GPIO ThfE, MCU = Timer MEEE,

4.1.4 (RINFEMRERGIEITIRIE
% user JAA API cpu_sleep_wakeup f&, MCU # X\ sleep mode; LMEEJRANALZ MCU MEEfR, XNFREH
sleep mode, MCU HRHIEITRIZARA—H,

TEIFMN 4 suspend. deepsleep. deepsleep retention 3 # sleep mode #WIRER[FHY MCU BTt BS
ETE,
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dee
Power on psleep
wakeup
deepsleep retention
wakeup
Running Running
hardware bootloder hardware bootloder
Running Running
software bootloder software bootloder
System initialization System initialization
User initialization User initialization
normal deep retention
main_loop
while (1)
Operation set A
no
cpu_sleep wakeup(...)
sleep
wakeup
d 1
suspend deepsleep eeps ?eD
retention
wakeup wakeup
Operation set B

Figure 4.2: Sleep Mode Wakeup Work Flow

MCU EEB (Power on) Zf5, BMEENNA:
(1) izf7HEH bootloader (Run hardware bootloader)

MCU BBt EIT—EEERIENE, XEEBELERESF L, T EEN.

LM FIRBA— X LB R, EbaN: 3% flash BY boot BENATRIE, FIBTYAINIZIEZITHY firmware 27247
flash #3k 0 £AY, IERTE flash #ilk 0x20000 LAY (BR OTA #8X); i3 flash NI BERIE, HIKFLFIEEM
flash LN Z/DEIRE] Sram, EABHAENEIE (B5F% 2 &3 Sram KEEHNNA) . B1TEH bootloader
BT RE flash LEIREMNE sram, —ARAITETEIERE, ELE0EEM 10K HIRABIFER 5ms A Ao

(2) iIZ1T%14E bootloader (Run software bootloader)

hardware bootloader IBITERZ/E, MCU FFI8IE1T software bootloader, Software bootloader FLEBIEST

3319 vector % (b80 sdk BY boot BR TH.s (CRIZFE) o
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Software bootloader B AT AEE C BSIEFMETIREFAFIFE, nILURRABRINAREFEHNIBK.
(3) BZ#Iak (System initialization)

System initialization ¥ N main BRI # & cpu_wakeup_init B user_init Z BI Z B EEIRI ALK (BIF
cpu_wakeup_init. rf_drv_init. gpio_init. clock_init), I¥BERBHIEIRNEE/IBINFTEIRS,

(4) BP#Ma (User initialization)

User initialization 4379 User initialization normal #1 User initialization deep retention ff#, 933X SDK &
BKI%X user_init_normal 1 user_init_deepRetn, ¥FF{EMA deep retention BITLTFE, LEUN kma master dongle,
R user_init, ZFETF user_init_normale

user_init # user_init_normal EEIEFAENHRLEM—E, BYEIRK,

user_init_deepRetn REEM—LEHHEXIMIBK, TEREMENL, EREIRITHNEHREREFDBNLS
KRBT EEHKE]T MCU retention XiEH, deep retention HAEXLETERFALT, BRETLTEEFIR, FIL
user_init_deepRetn @—MNRIEL, TET7THEMMTE T I

(5) main_loop

User initialization SERE, #HN while(1) #HI#9 main_loop, main_loop F# N sleep mode Z HifY— R 51
{EFRJ9 Operation Set A", sleep MiEE 2 [F—ARFIIREFF " Operation Set B”,

B8 _EE sleep mode wakeup work flow, sleep mode FRAZ53#f:
(6) no sleep

WREE sleep mode, MCU BUIETTRIZNTE while(1) &R, REHIT Operation Set A" ->"Operation Set
B

(7) suspend

WMERIAA cpu_sleep_wakeup REIHN suspend mode, 3 suspend #MEER/S, ¥ T cpu_sleep_wakeup K
HHVIEEIRY, MCU IE{TE/ Operation Set B”,

suspend ix T/ sleep mode, TE suspend HABIJFRE R Sram FIREERIFAE, FAIENHF/ENFFEIR
SHHRIFAE (RBJUMFHRIGISN ; suspend MiEEfG, IERFEERERNMUEIETT, LFEFAREEEMEM sram
MFEFIIREMME, suspend MERSE BRINFERS.

(8) deepsleep

WRIFA cpu_sleep_wakeup ERIE#H N deepsleep mode, 2 deepsleep #IMEES, MCU K EF[EE] Run
hardware bootloader,

BJLAEH, deepsleep wake_up R Power on BIRIER/LFE—XEY, FrEHREEH VB ERSFERHG

MCU # N\ deepsleep &, FAER Sram M#F/IEINFFe (REJLNMEMNFFRH615N) #=B, FrUIhGE
RIE, MCU B3/ITF 1uA.

(9) deepsleep retention

WMRIFA cpu_sleep_wakeup EREH N deepsleep retention mode, = deepsleep retention #MEEfS, MCU
2 E#E1E] Run software bootloader,

deepsleep retention &1TF suspend H deepsleep Z[BJH—HH sleep mode,
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suspend AANERFAERN sram MFFSREMEREB RS ; deepsleep retention FHEEREFSTFA RS,
Sram RIREHT 16K (T 32K) FRE, FRLIINFELL suspend 1BK1RZ, 3H 20A EfH.

deepsleep wake_up EEEBFIBENRIEEMIZIT—IB, M deepsleep retention A LABKII"Run hardware
bootloader"iX—%, XEHE N Sram BIE] 16K (32K) EEHIBRAEN, 1F %ﬁ}% flash EE#EN—X,
fEETF Sram L retention area BFR, “run software bootloaderToi& ki, HHEHIT; BT deepsleep
retention TIERTEEFEIRT, FILL system initilization AT, %T‘E‘%E'J?M‘*Tt =EEIMLZE. deepsleep
retention wake_up [GHY user initilization B] LA—LE{L243#, A1 MCU power on/deepsleep wake_up /89
user initilization X 532038, SEARNIEFEHN B,

4.1.5 API pm_is_MCU_deepRetentionWakeup

EEI.“sIeep mode Wakeup work flow B8] LAEE], MCU power on. deepsleep wake_up. deepsleep retention
wake_up X 3 MIFEREFBELT Run software bootloader. System initialization. User initializations

7£i517 system initialization.user initialization 2 MF Y, user EEFE HHI MCU @5 deepsleep retention
wake_up B9, LUBEM—LEX ST power on. deepsleep wake_up BII&E, PM driver I{EHKIR S deepsleep
retention wake_up B9 API A9:

int pm_1is_MCU_deepRetentionWakeup(void);

return {9 1, &I deepsleep retention wake_up; return B 0, &R power on B deepsleep wake_upo

4.2 BLE {KINEE1R

4.2.1 BLE PM #1141k

WMBEFEE TEFEER, 2% BLE PM EHRIIGK, BEETE API BIE,

void blc_11_1initPowerManagement_module(void);

ERFERINFERIN, TEAL AP, T PM BXHNABNEEHFIWEIFEERFF, AJLUTE firmware

size M sram sizeo

4.2.2 BLE PM for Link Layer

1% BLE SDK {RINFEEIEZEXS BLE Link Layer HFENEIR, BB EAXASRIEXT Link Layer BYIT4,

SDK FRE %t Advertising state #1 Connection state Slave role i TIRINFEEIE, HEIRHT —E API 1 user
BARMEEE.

FFF Idle state, SDK B RRERMEINFEEIE, BHFUIREF PR BLE RF EAaE (BP blc_sdk_main_loop
RESTE TR , user ATLABITIARA PM driver EM—LERINFEEE. TH code A—MEEM demo: H Link

Layer &F Idle state BY, &4 main_loop suspend 10ms.
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void main_loop (void)
{

/111777777/7////////// BLE entry [////////////////////////
blc_sdk_main_loop();

/117777777/7777////// UI entry [/////////////////////////
// add user task

///17/7/77///7//////// PM configuration ////////////////////////
if(blc_11_getCurrentState() == BLS_LINK_STATE_IDLE ){ //Idle state
cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER,
clock_time() + 10*CLOCK_16M_SYS_TIMER_CLK_1MS);

}
else{

blt_pm_proc(); //BLE Adv & Conn state
}

% Link Layer &8F Advertising state @ Conn state Slave role BY, TFEFIRA sleep mode BIBIE,
AE:

E|H Conn state Slave role /9 connection latency = 0 B

T advertising T _wakeup

Adv |UT task

sleep event sleep
I
| I
|j«=—————— Adv interval :
|
I
! I
I
brx ! brx brx
T _brx start) |working | post
- |
! I
! I
! |
UT task sleep UT task sleep
brx | I o |
) . brx .
event event |

I
«—— (Conn interval :

Figure 4.3: Sleep Timing for Advertising State and Conn State Slave Role

(1) &F Advertising state BY, & Adv Interval B, Adv Event BJa]@MAY, BRZE Ul task i &5 FARYATIE],
FsREYIE] MCU BT LL# N sleep mode (suspend/ deepsleep retention).

B, %E— Adv interval £ Adv event FHIARIBSEIFATE X I T_advertising; sleep HEMEERVATIEIFAIE
X7 T_wakeup, T_wakeup B2 F— Adv interval £ Adv event B9FF%8, T_advertising 1 T_wakeup £~
XHEERNNBREEFERE,
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(2) &F Conn state Slave role BY, &4 Conn interval A, brx Event (brx start+brx working+brx post) BY/&] &
WY, BRZE Ul task G FARYATIE], RISRAETIE] MCU BILL# N sleep mode (suspend/deepsleep retention)s

Eth, ZE— Connection interval £ Brx event FFARIBTEIFRAIE X A T_brx; sleep BEMEERIBTEIFATE
XA T_wakeup, T_wakeup 3@ F— Connection interval £ Brx event BYFF¥8, T_brx #1 T_wakeup EZ
XHEEENNBHEEFERE,

BLE R BIENEREN LA MRS sleep BENHEITEIE, user BAJLURTE SN X LERTE]: RaFEN
sleep. # N\ suspend mode iE# N deepsleep retention mode.

8208 Y sleep mode 73 3 . suspend. deepsleep. deepsleep retetniono

3 F sleep mode HHY suspend # deepsleep retention, user AEEIFHH API cpu_sleep_wakeup LI,
SDK 1R#E Link Layer FUKSHEINFEEI, 1 BLE i iRE M T —ERIEEENSG (RN KBEE
blc_sdk_main_loop FSEIHM) ., user SFREZIFAHERNE AP BIe] 3 HEIHFEHITEE

3F deepsleep, BLE {RINAEEIEREIERTHIIE, FRLL user BB FEHTEN FAREIEA APl cpu_sleep_wakeup
i deepsleep. F 5l deepsleep mode BIfERA, RILAEE SDK project “8208_ble_sample” blt_pm_proc
X deepsleep FIRLIE,

TEFFIEXT Advertising state 1 Connection state Slave role B{EIFEEIRMIFHAVNA

423 HXT=E

BLE PM A EREROSHIMELZTE, ARFEXETHRXEDT
BLE SDK FEX T UTEMAENTE, TERRIIEEHAEPEITE (API MANBEHRIINTE),

Hﬂlﬂl

typedef struct {

u8 suspend_mask;

us8 wakeup_src;

ul6 user_latency;
}st_ 11 _pm_t;
extern u32 deepRet_advThresTick;
extern wu32 deepRet_connThresTick;
extern u32 deepRet_earlyWakeupTick;

EXH II_pm.c PEX T TFEMELTE,

st_1l_pm_t bltPm;

AE:
B WETERTE library A, XBRHEXREBATHEEANNE, ARAATFNXNMEGETEH#TT
G CIEELY=N

TEENATLEHIZE bitPm. suspend_mask” FIEZZ,
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4.2.4 API bls_pm_setSuspendMask
FTFEE Link Layer Advertising state #1 Conn state Slave role {KIHFEE IR API:

void bls_pm_setSuspendMask (u8 mask);
u8 bls_pm_getSuspendMask (void);

&£ bls_pm_setSuspendMask & & bltPm.suspend_mask (ERIN{ES SUSPEND_DISABLE),
XFE API BYJRRD A

vold bls_pm_setSuspendMask (u8 mask)

{

bltPm.suspend_mask = mask;
}
u8 bls_pm_getSuspendMask (void)
{

return bltPm.suspend_mask;
}

bltPm.suspend_mask BI&E, BILLGEEFE TEJLMEFN—, SEEFZSMER IRIE

#define SUSPEND_DISABLE 0

#define SUSPEND_ADV BIT(0)
#define SUSPEND_CONN BIT(1)
#define DEEPSLEEP_RETENTION_ADV BIT(2)
#define DEEPSLEEP_RETENTION_CONN  BIT(3)

SUSPEND_DISABLE #R7R sleep disable, A5 MCU # A suspend #l deepsleep retention,

SUSPEND_ADV #1 DEEPSLEEP_RETENTION_ADV 735l Fi F1=%! Advertising state BY MCU 3# N\ suspend
deepsleep retention,

SUSPEND_CONN #1 DEEPSLEEP_RETENTION_CONN 43l F#=Hl Conn state Slave role B MCU # N\ sus-
pend 1 deepsleep retentiono

SDK {(kIh#% sleep mode BYI&it L, deepsleep retention 2 suspend BIERIEL, BHIZFEE sleep mode BY
Ih#%.

Bl Conn state slave role A5, SDK B 7S & % bltPm.suspend_mask F SUSPEND_CONN @EF 4R, 7
I LA#E N suspendo 7EBIBA# N suspend BIERL F, RIBLFRIERBL S bltPm.suspend_mask H1 DEEP-
SLEEP_RETENTION_CONN 2 & 4%, 7 #ERE LAY suspend mode 2 FE#H I/ deepsleep retention
mode,

FrLAU0ER user FE MCU # A\ suspend, $JFF SUSPEND_ADV/SUSPEND_CONN BlA]; 1R FHE MCU #HA
deepsleep retention mode, #ZAEEIFIFF SUSPEND_CONN #1 DEEPSLEEP_RETENTION_CONN,

% APl SR'E R 3 MiE R
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bls_pm_setSuspendMask (SUSPEND_DISABLE);

MCU R A iFi# N sleep modeo

bls_pm_setSuspendMask (SUSPEND_ADV | SUSPEND_CONN);

MCU £ Advertising state # Conn state Slave role R F# N suspend, BEARRIFFHN deepsleep reten-
tiono

bls_pm_setSuspendMask (SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV
| SUSPEND_CONN | DEEPSLEEP_RETENTION_CONN);

MCU 7E Advertising state # Conn state Slave role ftliFL)\ suspend # deepsleep retention, E{A# NHiFH
sleep mode AT sleep B EHKERTE, EERSFAN

BRT LE 3 MERER, BrIHI—ESARIIAEE, W:

bls_pm_setSuspendMask (SUSPEND_ADV)

[F Advertising state ATLA#H N suspend, Conn state Slave role RAAF#H N sleep modes

bls_pm_setSuspendMask (SUSPEND_CONN | DEEPSLEEP_RETENTION_CONN)

3% Conn state Slave role A] LLi## N suspend 3% deepsleep retention, Advertising state RAFH N sleep
mode,

4.2.5 API bls_pm_setWakeupSource

user i@ _EERY bls_pm_setSuspendMask i&E MCU # X\ sleep mode (suspend 3¢ deepsleep retention) , &
I TE/ AP AT E sleep mode BIMEEER,

void bls_pm_setWakeupSource(u8 source);

source B BUKIRIREEJR PM_WAKEUP_PAD.
Z AP IRERET = bltPm.wakeup_src, SDK HREISA:

void bls_pm_setWakeupSource (u8 src)

{

bltPm.wakeup_src = src;

MCU 7£ Advertising state Bf Conn state Slave role #\ sleep mode, SEFRBIMIEEIRA:
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bltPm.wakeup_src | PM_WAKEUP_TIMER

Bl PM_WAKEUP_TIMER 2—E2EBM, KT user BNIEE, X2 THFIE MCU —EB1E45E HIBT 8] s 1t

BRA MBI TR Adv Event B Brx Evento

B/RIAR bls_pm_setWakeupSource IREMEEIRG, —B MCU # A\ sleep mode #RIEEEfS, bltPm.wakeup_src

2 Oo

4.2.6 PM R IEHRIZ

RIDFEEENIALIERE, THHEANRBSIRBAESHIAIRGAE, BRRNTIL user THLERE

HFRBIZEAT,

4.2.6.1 blc_sdk_main_loop

SDK HA, blc_sdk_main_loop E—> while (1) B HREIAR.

while(1)

{
/1/1777/77/7//7/////// BLE entry [////////////////////////
blc_sdk_main_loop();

/117717777/777///7///// UI entry [///////////////////////
//UI  task

/111777177/7////////// user PM config ////////////////////////
//blt_pm_proc();

}

blc_sdk_main_loop EKEX7E while(1) FARETHEINIT, BLE RINFEEIER code T blc_sdk_main_loop
FrLMEINFEE B code LR —EEHINIT,

TER blc_sdk_main_loop ERFPEINFEEIRZ BRI,

int blc_sdk_main_loop (void)

BRE R,

{
if(bltPm. suspend_mask == SUSPEND_DISABLE) // SUSPEND DISABLE, can not
{ // enter sleep mode
return 0;
}
if( (Link Layer State == Advertising state) || (Link Layer State == Conn state Slave role)
s )
{

if(Link Layer is in Adv Event or Brx Event) //RF is working, can not enter
{ //sleep mode

AN-22070701-C1 140

Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

return 0;
}
else
{
blt_brx_sleep (); //process sleep & wakeup
}
}
return 0;

(1) & bltPm. suspend_mask /9 SUSPEND_DISABLE BY, BB, 71T blt_brx_sleep ERE, FrLL user
£/ bls_pm_setSuspendMask(SUSPEND_DISABLE) BY, {RINFEEEMNZEMSTERN, MCU Fxi#
NEIHEE, while(1) BY loop —EEHIT,

(2) 38 Advertising State Y Adv Event B¢ Conn state Slave role B Brx Event IEFEH11T, blt_brx_sleep B
BHAWNIT, XEAMLE RF FESIEEIETT, SDK HFERIE Adv Event/Brx Event 53R Z 57 8
# sleep modeo

S ERDNFRAERRER, 7 AT blt_brx_sleep E¥Ko

4.2.6.2 blt_brx_sleep
blt_brx_sleep EK¥HVIZIELIMUN PR

void blt_brx_sleep (void)
{
if( (Link Layer state == Adv state)&& (bltPm. suspend_mask &SUSPEND_ADV) )
{ /881 #BIRE, RiF# suspend
T_wakeup = T_advertising + advInterval;
“BLT_EV_FLAG_SUSPEND_ENTER” event callback execution
T_sleep = T_wakeup - clock_time();
if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_ADV && T_sleep >
< bltPm.deepRet_advThresTick )
{ //suspend is automatically switched to deepsleep retention
cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW16K, PM_WAKEUP_TIMER |
< bltPm.wakeup_src,T_wakeup); //suspend
//MCU #MEERIS PC 1B reset to 0, EEFMIT software bootloader //
o (cstartup_8258 16K.S). system initialization
}

else

{
cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);

}
“BLT_EV_FLAG_SUSPEND_EXIT” event callback execution

if(suspend =# GPIO PAD MAfZ)
{
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“BLT_EV_FLAG_GPIO_EARLY_WAKEUP” event callback execution

}
else if((Link Layer state == Conn state Slave role)&& (SuspendMask&SUSPEND_CONN) )

{ //380 Conn state, ¥ suspend
if(conn_latency != 0)

{
latency_use = bls_calculateLatency();
T_wakeup = T_brx + (latency_use +1) * conn_interval;
}
else
{
T_wakeup = T_brx + conn_interval;
}

“BLT_EV_FLAG_SUSPEND_ENTER” event callback execution
T_sleep = T_wakeup — clock_time();
if(  bltPm. suspend_mask & DEEPSLEEP_RETENTION_CONN &&
T_sleep > bltPm.deepRet_connThresTick )
{ //suspend is automatically switched to deepsleep retention
cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW16K, PM_WAKEUP_TIMER |
< bltPm.wakeup_src,T_wakeup); //suspend
//MCU $EMRERfS PC {E reset to 0, JEEFINIT software bootloader//
o (cstartup_8258 16K.S). system initialization
}

else

{
cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);

“BLT_EV_FLAG_SUSPEND_EXIT” event callback execution
if(suspend =# GPIO PAD MAfZ)

{
“BLT_EV_FLAG_GPIO_EARLY_WAKEUP” event callback execution

A% BLE BYFAEXAVAMIE

}
bl1tPm.wakeup_src = 0;

bltPm.user_latency = OxFFFF;

L blt_brx_sleep REBIRIEZERRILIRESR, RINNITMEERNIERFIR: BT conn_latency FEIR
Z[E conn_latency =0 MIER. ERERRARZE deepsleep retention EXMMVIE R, TR AE suspend. A
Bi%E suspend mask BYERAIZ bls_pm_setSuspendMask(SUSPEND_ADV | SUSPEND_CONN) B, FL¥dRz
XIS,

ZEXHEFIEN BB controller event, X B F L4 suspend #8%x event [B]F K £ BY $1T BI B H1:
BLT_EV_FLAG_SUSPEND_ENTER.BLT_EV_FLAG_SUSPEND_EXIT.BLT_EV_FLAG_GPIO_EARLY_WAKEUP,
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Link Layer Advertising state BY bltPm. suspend_mask # SUSPEND_ADV 4£3%, (% Link Layer Conn state
slave role BY bltPm. suspend_mask 7 SUSPEND_CONN 43§, aILU# A suspends

7£ suspend BT, RZJAAT driver Y API cpu_sleep_wakeup:

cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);

MeEEiE ) PM_WAKEUP_TIMER | bltPm.wakeup_src, Timer TREE, BN THRIE MCU —EBET—A1
Adv Event. Brx Event ZlI3REIMREE, MREERY(E] T_wakeup BB E A XILEIHEHIE"sleep timing for Advertising
state & Conn state Slave role”s

bit_brx_sleep B #{iB H BY ¥ bltPm.wakeup_src #1 bltPm.user_ Iatency NEEf, FMUTETE API
bls_pm_setWakeupSource & EMEERE AR, SRXIEENERMNRIE—REHAD sleep mode B
[E32 API bls_pm_setManualLatency H—#%,

4.2.7 deepsleep retention BYIEAA 4R

5|\ deepsleep retention, Xf_EERVIRHAIERIZHEL S o
LN AR TIRER, deepsleep retention mode #FTH o

bls_pm_setSuspendMask( SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV | SUSPEND_CONN |
< DEEPSLEEP_RETENTION_CONN);

4.2.7.1 API blc_pm_setDeepsleepRetentionThreshold

Advertising state/Conn state slave role 1, HEUTEM, suspend A= BTN deep retention:

if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_ADV &&T_sleep > bltPm.deepRet_advThresTick )
if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_CONN &&T_sleep > bltPm.deepRet_connThresTick )

FE— N bltPm. suspend_mask F1 DEEPSLEEP_RETENTION_ADV EE4, RIECAENET

FE M T_sleep > bltPm.deepRet_advThresTick 3 T_sleep > bltPm.deepRet_connThresTick H1, T_sleep
= T_wakeup - clock_time() FRNIREERY (BRI A SCESETiE], BD sleep BUFFEERT(E], XPNERUHHNENZ: H sleep
B4R a4 E AUBY (8] FI{ERY, MCU B9 sleep mode A 2# 24 deep retentions

BN ERTESREIRERN AP, MR ATES, KEESMUN ms,

vold blc_pm_setDeepsleepRetentionThreshold( u32 adv_thres_ms,

u32 conn_thres_ms)

{

bltPm.deepRet_advThresTick = adv_thres_ms * CLOCK_16M_SYS_TIMER_CLK_1MS;
b1tPm.deepRet_connThresTick = conn_thres_ms * CLOCK_16M_SYS_TIMER_CLK_1MS;
}
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API blc_pm_setDeepsleepRetentionThreshold B Fi&E suspend t]#: % deepsleep retention il ZHHH
BYEIEME, XMEITERTIBRERNINFE,

SEHIX "sleep wake_up [FIBTTRIZ B2 BIMBARIAN, suspend mode wake_up &, AJLAIZZI[EIZE] suspend
BIRVIMR AR SIETT, EERERIZERTE T_wakeup BERZ /G, AILAILZIFFIEIT Adv Event/Brx Event £55,

il deepsleep retention wake_up EEE[EE]"Run software bootloader" &It 75, #1 suspend wake_up 18

kb, BEZia1T 3 MNP (Run software bootloader + System initialization + User initialization) , 7 BEBR
[E1E] main_loop H#11T Adv Event/Brx Event £,

LA Conn state slave role J3ffl, FEIZRT sleep mode 9358 suspend #1 deepsleepretention BYAY timing (B
FF) & power (Ih#E) Iftbo

N HELBEY Brx event Z[BIBYBY B E{E T_cycle BN H A1 B E A, & Brx Event NI YL, FEXER
A3 1_brx, ¥FEBIEA t_brx (XEER t brx BATHFEEBME T_brx X 45) o Suspend HIKEBRA
|_suspend, deep retention BIEEER/ |_deepReto

“Run software bootloader + System initialization + User initialization” 032 F2 Y BN Linit, FHERME
BYiBlA T_inite SEFRRUNZAEAR, T_init NERE user ZIEENNE, EESNBUAEEM,
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1
Ibrx |-------
Brx
Event ﬁBrx
Event
suspend
T_suspend i

i ! !
1 i |

i-— t_brx —J: i t
T ! ] T_eycle |
1 } :
: ‘ '
1 ! |

I_brx |-------
Brx
Event Brx
Event

I initr--- X
: |
I |
i i
i . !
| deepsleep retention ,
! 1
I |
I deepRet | i i

I
/ AY
s \\ t
/
/ L. \\
ST init — "\
4 N

T wakeup’ T wakeup

Figure 4.4: Suspend Deep sleep Retention Timing Power

LT Z2EH L2115,
« T_cycle: P MBIPEY Brx event Z[B]AYBYEIE(E
« I_brx: ¥& Brx Event BYINFEFI9M, FEXEBRA I_brx
- t_brx: |_brx ¥F£EETE]
+ |_suspend: suspend [
« |_deepRet: deep retention BIERE
« I_init: Software bootloader + System initialization + User initialization X2 ZF IR
- T_init: |_init FFEEAYEBTE]

B4, ER7T suspend mode BY Brx FIITHFEN:
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|_avgSuspend = I_brx*t_brx + I_suspend” (T_cycle - t_brx)
HF T_cycle iI@ATF t_brx, (T_cycle - t_brx) £&9%F T_cycle,
|_avgSuspend = |_brx*t_brx + I_suspend* T_cycle
fEFT deepsleep retention mode BY Brx FF9INFER
|_avgDeepRet = |_brx*t_brx + |_init*T_init + |_deepRet* (T_cycle - t_brx)
= |_brx*t_brx + I_init*T_init + |_ deepRet * T_cycle
Eb3% |_avgSuspend 1 |_avgDeepRet, ZEiEHHRERY * |_brx*t_brx”, =EXLLIRBVEH/9:
|_avgSuspend - I_avgDeepRet = |_suspend” T_cycle - I_init*T_init - I_ deepRet * T_cycle
= T_cycle( (I_suspend - I_ deepRet) - (T_init*I_init)/T_cycle)

MFIhFERER ERINBER (FE4 BRI RINERIER), &2 (I_suspend - I_ deepRet) @—NEE
BY1E, tb30 suspend /9 30UA, deepsleep retention /9 2uA BY, (I_suspend - |_ deepRet) = 28uA; (T_init*_init)
RANMZETEME, b0 Linit 9 3mA, T_init 73 400 us, (T_init*l_init) 79 1200 uA*us

|_avgSuspend - I_avgDeepRet = Tcycle (28 - 1200/Tcycle)

AUED, H T_cycle BER/NE (flFH T_cycle < 43 ms), A suspend mode sREZHITFIITHFEER; =
T_cycle AR} (T_cycle > 43 ms), {#F deepsleep retention mode R FIYIHFESFR,

AR
PM B IB RIS AT UER, Y T_sleep > 43ms BIBHEA 238 suspend B THHI#R A deepsleep

retention, —R%FN 1IN MCU working Bj&] (Brx Event + Ul task) EbEFE, 2 T_cycle BABS, AILUA
73 T_sleep AFF T_cycleo

BAMIB LB BHZEIRBII TIREMIE, MCU 3T T_sleep AF 43ms B9 suspend BEHTIH#E S deepsleep
retention, ¥IF T_sleep /N F 43ms B9 suspend RRIFIFALE,

blc_pm_setDeepsleepRetentionThreshold(43, 43);

LL—" 10ms connection interval * (99 + 1) = 1s BYKIEZE A FIHITIHAR:

£ Conn state slave role BY, AFTNARBMNES. F5h latency FIRESE, ST MCU suspend BYAJREH IR
10ms. 20ms. 50ms. 100ms. 1s Fatal{E, 1RIE 43ms BEEIRE, MCU 2B 50ms. 100ms. 1s &
suspend )it/ deepsleep retention, i 10ms. 20ms 2 suspend IEE4EF suspend, XEFAIMIEA] LURIE
— M RIUHIIhFE.

HF deepsleep retention BYIHFELL suspend 1, 7B "Run software bootloader + System initialization + User
initialization” 3 NMFBMEESZH—E 7T, BRIBULSHT, —ER T_cycle KFEMeREZE, #F
Fi deepsleep retention A 2B EIH#E. LEGIFHIHEREEEMN demo, user EXRMINFEM BT ZERE
—ENFAEENE EAARNPXMEE, REATUREIRFRE.

QERRFIRIT ES#E SDK F# demo, BTE user initialization XEB47& A $EiRAVIEINTE ARIBYEHFE, £
T_cycle IEREH RS KK, —R&EEE 100ms LAER T_cycle, M deepsleep retention mode HIINFEH ST
1K
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4.2.7.2 blc_pm_setDeepsleepRetentionEarlyWakeupTiming
£ FEAIE suspend & deepsleep retention timing & power”, AJLAEZEI, suspend wake_up BYBYE] 5
T_wakeup IE8F2 F— Brx Event FFIEEIBY[E] s, XFRZ BLE master imFFia% &HIBYE],

deepsleep retention wake_up BIBY[E] mANERMIRE N T_wakeup BYIE, FARAHIRI: LA MCU BE3R, X
£2353 T init AYBFE] (Run software bootloader + System initialization + User initialization 3 N4 B E3EAIRY
i8]) 7 BEFF4A Brx Event, BT T BLE master if& BRI E R,

AT FFXANEM, MCU wake_up HIBTE] R B EIRAIEI T_wakeup’s
T_wakeup’ = T_wakeup - T_init

Ll Conn state slave role 7915 (Advertising state FYAMESE2AERE) , £ PM BRELMIERIEXT blt_brx_sleep
EREL e deepsleep retention wake_up BIBY[E] s TR ILERE, AT

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K, PM_WAKEUP_TIMER | bltPm.wakeup_src,
T_wakeup - bltPm.deepRet_earlyWakeupTick);

T_wakeup & BLE stack Bohit BB EI=, user REFEEFE T_init B9E, MATLUAE TE APl RIgE
deepsleep retention wake_up BJIRHIR,

vold blc_pm_setDeepsleepRetentionEarlyWakeupTiming(u32 earlyWakeup_us)

{
bltPm.deepRet_earlyWakeupTick = earlyWakeup_us * CLOCK_16M_SYS_TIMER_CLK_1US;

User FMEZIRY T_init WEEZKIKEER EE AP EDE], SREIREMELL T_init BEA—=R, BREENTFXME,

4.2.7.3 T_init BYEAFINE

XEBHHINBAEAE ram_code. retention_data. deepsleep retention area & Sram HXHIBEE, 15 user

%8B E Sram TEIDECHNFAN B,
(1) T_init timing

FHE]"suspend & deepsleep retention timing & power”, & LEEEMNSTAH, IF T_cycle BARIER,
sleep mode f#/ deepsleep retention THFEER, EXMRINXT T_init WETEIRHAMRY, TEEH. ATRE
FRARASET|ERERRAVINFE, TEW T_init WETEIREMATR/. Linit WEEEX LR FRIFREN, FEEEMIR
%o

T_init & Run software bootloader + System initialization + User initialization 3 NS B HFEMME &M, BHX
3T EIRASN, KEXEZTERITEL

+ T_cstatup /9 Run software bootloader BYBY j&] (Run software bootloader &t & i 17 'C 4% X 1
cstartup_xxx.S) o

« T_syslnit AAIT system initialization BYBTIE],

« T_userlnit AT user initialization HIBT{E],
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T_init = T_cstatup + T_sysInit + T_userlnit

TEA T_init WNEFEE.

irq_enable
I
! |
! |
| 1
! T init |
! |
! |
! |
! |
! |
! I
Debug gpio T_cstartup T sysInit + T_userlInit
| i |
I I |
I I I
| | ‘
! ! i main loop i
| ! : : ! | ! |
I I I | . I
1= Teces 1 e T _cs_bss —l— T,CS,dataai* T cs 2| ! ! While (1) }
! | | | ! ! ! { !
! | | T e i
I ] I
P T_cstartwp j<— T sysInit —=}<——— T userInit ——— |
I 1
| | | | |
| | | | 1
| i i i
| ' !
! I
T _wakeup’ ' T brx or 1
L )

T advertising

int main(void)

Figure 4.5: T_init Timing

SEamEENENB 4L,

T_wakeup & F—" Adv Event/Brx Event FFI88YBY[E]s2, T_wakeup’ & MCU #2811 wake_up HIBT[E],

MCU wake_up f&, 1T cstatup_xxx.S, ZRAEBKEEEI main BKEX, P17 System initialization + User initialization,
ZE# N main_loopo —BEi# AN main_loop fER]LLAME Adv Event/Brx Event, FTLA T_userlnit £55R BYATE] 3 52

Adv Event/Brx Event FFI8H8IBY[8] T_brx/T_advertisingo BIH irq_enable X MNREE T_userlnit #1 main_loop
HRL%, F SDK £ code BIFRAY,

SDK E, T_sysInit BJja]B2$E sys_init. rf_drv_init. gpio_init. clock_init ITAYBTIE), XLERY|a] SDK BEMT
fitb, BITHENARIRIK. P T_sysinit @—TEEME, user RAXFXMBYE, SDK AIXERS BT EIRY
FERRBXEYIR RIS EE] ram_code FIETT,

TER X SDK 1 T_cstatup # T_userlnit #H{TIFAAINEBo
(2) T_userlnit

HEIENEEI A, user initialization 7E power on. deepsleep wake_up. deepsleep retention wake_up HJ

AR ER R E AR To

I F&BEER deepsleep retention mode BINZ AR L, user initialization RHEEX 7 deepsleep retention
wake_up 1 power on/deepsleep wake_up, BLE SDK #, FREHY user initialization #BEF T HE K BN A] 58
o
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void user_init(void);

FHFEET deepsleep retention mode BN, AT REMEKINFE, T_userinit BERMNK. FILIFEEMX 7,

deepsleep retention wake_up BY, user initialization TZFERE R,

user_init ERIFNHFFER initialization Al AR AL —BBEHFTEINHBKE, —2 Sram LZETEM4)
atk.

IR¥E deepsleep retention mode AJLAURF Sram B 16K (32K) I, FHITATLUEZBETEE XK
retention_data, X#FHYiE deepsleep retention wake_up BYFLE] AR B EE T E VIR LAVET[E], BT &H 78
RETEMIRSE, deepsleep retention wake_up S E1Z2RRIFIA LA T EFTHITo

AL A ER deepsleep retention wake_up B, HITMHIIH user_init_deepRetn ¥, power on
deepsleep wake_up BH1T user_init_normal, ¥0F code Ffi7R:

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup();
i1f( deepRetWakeUp ){
user_init_deepRetn ();

}
else{

user_init_normal ();
}

user A] BAFTEE— T XA MR ERAISEIL, TEIRE SDK demo “8208_ble_sample” user_init_deepRetn BRIZ{AISE
Mo

_attribute_ram_code_ void user_init_deepRetn(void)

{
blc_11_1initBasicMCU();
rf_set_power_level_index (MY_RF_POWER_INDEX);
blc_11_recoverDeepRetention();
irg_enable();

}

fil 2 4] code 2 BLE #ia AR eI LAAEXRIE M S 728094081,
blc_ll_recoverDeepRetention =Xt Link Layer HEXINMEHRESHIME, H stack [RELIE,
&[5 irq_enable R¥IMBKTER, FTH RS,

UENA IR NEEFEES %, user REEEN.

£ SDK demo &#iti £, user initialization NRIENN T HMIhEE, XLEFTILINEERY initialization TI & BT [BIRYER N
= XE—% initialization B code #1701, FIBTHEHEEE retention BIREFHVEL, EREHFFES
BYIR1E,

« WNRZ retention EEREBBEMVIRHUNEBETE, BHENHNTERMXEF attribute_data_reload”E
X #| “data_reload”E%, FAEILURIE deepsleep retention wake_up FEH AL, FEBEXIEEKRD
user_init_deepRetn B,
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- NRERHTERIVIRIE, BAXIRE user_init_deepRetn KA, HAREHIRSHERM,

deepsleep retention wake_up J5BY T_userlnit Fi2 user_init_deepRetn ERIAIHITAYE], SDK FHREIFX
R BIREURE] ram_code FRLATI &I TAYE,

7E deepsleep retention area TE)EBHIFIE T, user BEERUENNAVREHRI B AER R EHRE] ram_code A,
£ B8O BLE SDK FREAHEM T LU API FiF¥F deepsleep retention wake_up [ER BRI T Z2121ERE
ram A, TEMREEREIFIFIITHFE, HIAN API BT ram SAEM, user BEBITIHMEREREIRAAZ
APl

voild blc_11_initDeepsleepRetention_module(void)

(3) T_cstartup

T_cstartup BT cstartup_xxx.S (Eb#0 cstartup_8258_RET_16K.S) FRiE#ERIBT|E], 15 user &% SDK H
boot X4,

T_cstartup ¥ZERBEYIE]IRAE BT LA R Y 4 ETIBIZER
T_cstartup = T_cs_1 + T_cs_data_reload + T_cs_2
T_cs_1 M T_cs_2 BMEEIZEER, user TEBHREN], FREEXL,

T_cs_data_reload & Sram Hi“data_reload"EXBI#IA1LETIE], “data_reload”E&E retention EESREFHIIE LAY
2ETE, ENTMNVIBETREMHETE flash B data_reload init value”X 18 _F, “data_reload”EE #1414 1LBYEY A 5L 2
MCU M flash “data_reload init value”[X13_ERI#{EFE DI Sram “data_reload”ERHVIZFE, FFRZAYCYR code TN
T

COPY_DATA_RELOAD:

tloadr ri, DATA_I+12

tloadr r2, DATA_I+16

tloadr r3, DATA_I+20
COPY_DATA_RELOAD_BEGIN:

tcmp r2, r3

tjge COPY_DATA_RELOAD_END

tloadr ro, [r1, #0]

tstorer ro, [r2, #0]

tadd ri, #4

tadd r2, #4

tj COPY_DATA_RELOAD_BEGIN

E flash BB TURERXLLRIE (BN ESE: 16 byte HIEBAMITRE 7us BYiE) , WIR data_reload"EZHI%L
BIR%, MKREM T_cs_data_reload BHE[RA, REASH T_init fRK.

SDK Hr“data_reload” ER#iE#E/ D #isT, user I ASEXHBIEN BN G EZEEE list XHFH"data_reload” E&
IR

(4) T_init N&E

RIELLESTAR, 3 T_cstartup # T_userinit BIBSENRALIL, R T_init (ELEIR/)\BYiE], AEFENEL T _init,
15%| API blc_pm_setDeepsleepRetentionEarlyWakeupTimingo
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T_init BURC Bl T_cstartup BYEC . T_cstartup FUECSE cstartup_8258_RET_16K.S XHFH *_ reset” X4
=, 07T code FrTo

__reset:

#if 0
@ add debug, PB4 output 1
tloadr r1, DEBUG_GPIO @0x80058a PB oen
tmov ro, #139 @b 11101111

tstorerb ro, [r1, #0]

tmov ro, #16 @0b 060010000
tstorerb re, [r1, #1] @0x800583 PB output
#endif

££EE " T_init timing” A7 Debug gpio BI/RE, £ *_ reset” XET Debug GPIO PB4 it B HIIRIE, user
RER #if OB #if 1"{ERIFTH PB4 Hilh = AVIRME,

T_cstartup £55REY(E]IE T E tjl main”BIBTE] S

tjl main
END: tj END

B4 main EREFIABIETIEIS T_cstartup LERBVBYE)JLFEEHEEN. 7 main RE—FIRHIM 1L PB4 i
1, S0TFFim. ;EEX DBG_CHN4_LOW K#iF app_config.h @ * DEBUG_GPIO_ENABLE” BY¥TFF,

_attribute_ram_code_ int main (void) //must run in ramcode

{
DBG_CHN4_LOW;  //debug

PB4 —=— RrILUNEH T_cstartup BYFFLERTIE],

7E user_init_deepRetn EKEEE T_userlnit Z55RMA5 FIN PB4 S RVIR(E, XA LASSIMEAH Debug
gpio BYRER, User ATLUBII /RN ZS. BHEINEFZREMEL T init. T_cstartup BIBY[E], User TEIEfZ GPIO
BRIEMEM L, FIRIEECHEE, X Debug gpio BY code #HITEN, UBIEZNESHNENER, W
T_syslnit. T_userlnit &,

4.2.8 Connection Latency

4.2.8.1 connection Latency £%BRY Sleep BF

AIEXF Conn state slave role B sleep mode BIT4E (BE & sleep timing for Advertising state & Conn state
Slave role”Ffi7R) , #BZET connection latency (f&#R conn_latency) &BEMBIETIR.

PM B AMEFRFE L, T wakeup = T_brx + conn_interval, X code Z07Fo
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if(conn_latency != 0)

{
latency_use = bls_calculatelLatency();
T_wakeup = T_brx + (latency_use +1) * conn_interval;
}
else
{
T_wakeup = T_brx + conn_interval;
}

% BLE slave £33 connection parameters update (EIZS 8 EH#) iz, conn_latency £34/5, sleep wake_up
BYBYE) /g

T_wakeup = T_brx + (latency_use +1) * conn_interval;

TEFIRA— conn_latency £34BYHY sleep BYF, ItEBY latency_use= 2o

TX RX TX X X RX
Master
T_brx T wakeup
I
l |
|
sleep —‘

Slave | T T
I brx | |
| event : :
I ~ - ~ - - -

|<+—— Conn interval —>:<— Conn interval — : <«—— (Conn interval —

|

@
2
L]
=

Figure 4.6: Sleep Timing for Valid Conn_latency

conn_latency & £ BT, sleep BIBFEIR KRBT 1 4 connection interval (—A%&BLLER/)N).HHTF conn_latency
AR, sleep BBTEIRTRES I —NELIRARIME, 0 1s. 25 F, RANFEAULEIEEMR, K sleep HAlE)E
FATh3EE )\ deepsleep retention mode A TFE RN

4.2.8.2 latency_use FJitE

Y conn_latency B, T_wakeup BI{E M latency_use JRE M, iHEA latency_use H A HIESETF

conn_latency.

£ latency_use 1H&EH, HKEI—1 user_latency, XNE user AILUKERME, ERE API REEIEA:

vold bls_pm_setManuallLatency(ulé6 latency)
{

bltPm.user_latency = latency;
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bltPm.user_latency XPNTEMHFEN OxFFFF, EE PM BEEMERIZED blt_brx_sleep R RE2REIETE
BRENIA OXFFFF, B8 API bls_pm_setManualLatency IRER user_latency RIFRIE—R sleep EA, &
RARE sleep BHEEEMILE,

latency_use BYITEIEIEN T,

BT E system latency:
(1) & Ya0EESET connection latency 79 0, system latency A Oo
(2) BYFNEZESEF connection latency JE 0:

- EYHIIRAATEE LIRS LENIES, BIME F— connection interval ERRICEZ B IE (FbaNiE
BHIBEEERIET. WE master WEIBIER SR IETEE), system latency /3 0,

s BHAEIRFEELEESEELRET, N system latency FF connection latency. BB —M5I5M,
RIET master B9 update map request 3¢ update connection parameter request B 32 PRAYE AT (8]
RTE (connection latency+1) 4 interval Z &, MSEPREY system latency =& MCU TELFRERBETEIR
ZHEIFR interval B3R, HAfR BLE BYFFRIIER.

=]
latency_use = min(system latency, user_latency)
B latency_use BY system latency #1 user_latency FIRYEME,

LI EZBIERILIEH: TR user I8 API bls_pm_setManualLatency i BRI user_latency Lt system latency
I\, user_latency ESENRLZD latency_use, FN system latency FENRLZB] latency_uses

4.2.9 API bls_pm_getSystemWakeupTick
TEH API B FREVEINFEEIRITEM suspend B2RAIBTIEI = (System Timer tick) , Bl T_wakeups

u32 bls_pm_getSystemWakeupTick(void);

M PM B4 A0IERAZ blt_brx_sleep REFRIIUER, T_wakeup HitE LI, BA R cpu_sleep_wakeup
R T, MAERAETE BLT_EV_FLAG_SUSPEND_ENTER E#ElEREEA RS EEMM T_wakeups

TE LR EFBAIN A 75,3588 BLT_EV_FLAG_SUSPEND_ENTER 4 [EliE&$4#0 bls_pm_getSystemWakeupTick
B,

bls_app_registerEventCallback (BLT_EV_FLAG_SUSPEND_ENTER, &app_set_kb_wakeup);

void app_set_kb_wakeup(u8 e, u8 *p, int n)
{
#if (BLE_APP_PM_ENABLE)
if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN
&& ((u32)(bls_pm_getSystemWakeupTick() - clock_time())) > 80
< *CLOCK_16M_SYS_TIMER_CLK_1MS ){ //suspend time > 30ms.add gpio wakeup
bls_pm_setWakeupSource(PM_WAKEUP_PAD); //gpio CORE wakeup suspend

}
#endif
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U EX N EIRR S E LM ER M LR R E KR,

—PMEENAANMBRBENEABMIFLENLEZEY, RNRNRBREZE—HEZEN. H user BT
bls_pm_setSuspendMask i€ & T Advertising state 1 Conn state #3E# N\ sleep mode, 7E conn_latency
REEMEIRT, RE Adv interval l conn_interval IEREIFAIAR (—RRIRETE 100ms LUA), sleep BY
BfiEl R =i8id Adv interval #1 conn_interval, BEBSMHARIZEIFMIIAE, MASER, WWERRIZE GPIO MEEE,
iR FIRER MCU,

B2 conn_latency &%/ (kb0 conn_interval 7 10ms, conn_latency /3 99) , ATREREX Conn state B
B9 sleep RIFLE 150 XNIIEFIREAIGESER, 7 BLT_EV_FLAG_SUSPEND_ENTER [B]38 2 #|#r a0 R Hamk
A Conn state, FHHHFIEH NI suspend RYMEEERY ] s BE B HFIETIEI KT 80 ms, ABAIE GPIO PAD Ay
RIS, MR timer NIREERTE] SR G E], BIRBIZ TSR GPIO LBFLELT L, itk MCU IERIMREE,
ERBEENERES, BEMTRER.

4.3 GPIO MiERRYF S EIN
4.3.1 REEBTFEF BT EH#EN sleep mode

T 8208 #Y GPIO IREER SR EBTFIREE, MARLHATRHIAMRER, FRIAHEE T GPIO PAD IREERY, tbil
BB TE GPIO PAD mEBETMREE suspend, EWfR MCU TR cpu_wakeup_sleep N suspend B, i
A GPIO REINEBEFREERESE T, ELHICEKESRTF T, EPr#HAN cpu_wakeup_sleep RIZEM, fid
& suspend RIE@LMEY, SIUZRER, BIEEEEFH AN suspends

WMREMU EIER, ATEERERBEARIRNE, tbil4skiE#FHN deepsleep [GHIEEE, ERFEHNIT, &R
MCU FEi&# N deepsleep, T3 code #4517, ARENTENRE, ENMEFH flow AIREERELIE.

user TEfEA Telink BY GPIO PAD MEEERY, EsFENEEGXNa)ad,

MRNAEEERIFIFEX N E, EIAA cpu_wakeup_sleep ERIERBT R ET GPIO PAD MEERRE L EMAY
1B, NTHIEREFRHANREITIARIZLE, PM driver 7 —LokE:

(1) Suspend & deepsleep retention mode

AR ZE suspend 1 deepsleep retention mode, EPRTRIFIRHEKEL cpu_wakeup_sleep, ZERELA HAVREE
B REHH I AR FHE R -

« PM ISR _ERME]T GPIO PAD &EBVIRE, iR[E] WAKEUP_STATUS_PAD;

« PM &R _EGEMNEI GPIO PAD £BVIRE, iR[E] STATUS_GPIO_ERR_NO_ENTER_PM

(2) deepsleep mode

IR Z deepsleep mode, PM driver 2TEEKEBENE MCU reset (LELATHY reset R watchdog reset MR—F) ,
2R [EZI Run hardware bootloader' FFIAEHITIT-

3L LR, £ SDK demo “8208_ble_sample”®, T HEMNAILLIE,
7E BLT_EV_FLAG_SUSPEND_ENTER A& T R H Y suspend BYaliBid MBS jE]Bf, FS2FFE GPIO PAD Mt
728

void app_set_kb_wakeup(u8 e, u8 *p, int n)

{
#1f (BLE_APP_PM_ENABLE)
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if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN
8&& ((u32)(bls_pm_getSystemWakeupTick() - clock_time())) > 80
< *CLOCK_16M_SYS_TIMER_CLK_1MS ){ //suspend time > 30ms.add gpio wakeup
bls_pm_setWakeupSource(PM_WAKEUP_PAD); //gpio CORE wakeup suspend

}
#endif

LIRS ERMEY, BEFLE latency A 0 HE —NMENBIE, (F15 sleep BIEIRIE, HAR sleep BIEIFR
282 80ms, BBAMASRERBIRENIHE (drive pin EESHEF) FET GPIO PAD S HEFMREE, T
REBERTRo

void blt_pm_proc(void)
{
#if(BLE_APP_PM_ENABLE)
#if (PM_DEEPSLEEP_RETENTION_ENABLE)
bls_pm_setSuspendMask (SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV | SUSPEND_CONN | DEEPSLE
#else
bls_pm_setSuspendMask (SUSPEND_ADV | SUSPEND_CONN);
#endif
#if (BLE OTA_SERVER _ENABLE)
if(ota_is_working)
{
bls_pm_setSuspendMask(SUSPEND_DISABLE);
1
#endif
#if(UI KEYBOARD ENABLE)
if(scan_pin_need || key_not_released )
{
bls_pm_setManuallLatency(0);

t
#endif

Figure 4.7: {EINFEMRED

MCU # N\ deepsleep BIFNIE

—BELR 60s RETMEHFEN deepsleep, XEMEHEIFIRBIET, FRLULRIREE drive pin
SEFEH deepsleep TIEHN;

« ZRF# 60s [FiHN deepsleep, XBHREIAE drive pin EMEEF, SDK 23 FEM drive pin MEE
BERERR, RARBITFRE, EFRETXNE (BERBREETNRRLIE).

4.4 BLE 2R RINFESTIESE

ETHRT 1% BLE SDK {RINFEE BN MRERM £, user AILUBRR EMEE B SHRINEERE, 185% SDK
demo “8208_ble_sample” RIIFEENESZE code, THEHIM—LMER,
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7£ main_loop HJ PM configuration 43N blt_pm_proc EKI%K, FEX MR ERIE main_loop HNR/EME,
LURIEZ TS 8] E & 3EE blc_sdk_main_loop, EIE blt_pm_proc R EERINFEEIEMNEE, EERIE Ul
entry 30 BMESHMIEBERMENIEE.

bit_pm_proc RERINEEBRRE/ L MNERSENT:
(1) HLEFESEERXH sleep mode BF, I&E bltm.suspend_mask J3 SUSPEND_DISABLE,

(2) Advertising state &4 #&BYIEIAE] 60s, 1B MCU #H N deepsleep, MEEIESN GPIO PAD (RETE
user initialization B3R EIZHE GPIO PAD) , ¥IMTR S BT 60s NAEERANRGENZE, BT
= advertise_begin_tick IBR[ #EFIEH System Timer ticko

REIELE 60s Tl #E#HN deepsleep WBEHRE AT BINFE, BALE slave IKFEBM master EZNE—BHE
B, user BEREECHEXR, WIFEHTIHGE, REMMLIE advertising state BIBTE]a)H,

(3) Conn state slave role BY, FRIEMIZREAELER. ZFESMES. LED £5%F, BEIRIE—XERH
{52 0¢)8] 60s KLk, i&E MCU # N deepsleep, MEERJRJI GPIO PAD, FB7E deepsleep IBIZF 728
DEEP_ANA_REGO tRi2 HAIRTEEERAS THN deepsleep (deepsleep MiEEfS, BILUSEREFEAR
RER master E L)

REES: 60s TERESZHN deepsleep WEMEAT BIN5E. LRI BEAEFERZNINFEREIR), HBaTLL
RN deepsleep, user EEIRIER SHHRFMINFER R E IR

Conn state slave role BYE# N deepsleep, 5tiEM bls_ll_terminateConnection @ master &ZiX—> TERMI-
NATE @35, FRIX NS ack fa (LRSS ft%& BLT_EV_FLAG_TERMINATE B4 [EAKER) B# A deepsleepo
XEEZE R T HIR master YEN salve EnHBTIERIEKRGILZIBTF. R slave FBREMNEIEKRIMHN deep-
sleep, master AR TFEEREH—EZIRXEH slave [, EE| connection timeout fifi &, X connection
timeout BFEIETREMR A (Eb¥0 20s), SNER7E 20s connection timeout Z &l slave #WMEEFH AT EEIRF master
BinERE, BT master BAF E—RIVEIEREH, KSBIEILZIM slave BILEE. WA LMNEKRRZRL
ERERIE.

(4) HE—EESFEEW KB sleep BIFRY, TJLIFRNIRE user_latency /9 0. 40 key_not_released.
DEVICE_LED_BUSY BYiEF API bls_pm_setManualLatency ¥ user_latency &5 0, B4 latency_use
2 0, conn_interval  10ms B sleep BY{E] R8T 10mso

(5) ELESE 4 PR E, FohXH latency f&, 81 conn_interval EFEEEXR, DFEHME =S, BigE
B LED S EBEHREES conn_interval E—7x, ILEIE] LIB#M—LEINEER K,

LONG_PRESS_KEY_POWER_OPTIMIZE & 1B}, HiZBELRER (key_matrix_same_as_last_cnt > 5), A
LIFEh&E latency F9E, JHH bls_pm_setManualLatency (3) [§, sleep BIBYE]REEITE 4 4 conn_intervalo
conn_interval 8 10 ms B, & 40 ms BESR—RAME LED FIIREEFH,

user TEFEAX MUK, FEBITIRIE conn_interval BEF{ES IMRZET [E]SRIT(L,

4.5 NAREERMREE

7 Advertising state #1 Conn state Slave role, R~Z[E GPIO PAD MEERTIE F, —BEi# A\ sleep mode, REETE

BLE SDK I+ BIFHIBTE] R T_wakeup MR, user TATERE—MFEHIB B R sleep 1RFIMEER, A TIZMN PM
BURSEM, SDK N7 N BEENMEEZR APl F1ERIEIERE.
N B E RS MRER API:
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void bls_pm_setAppWakeupLowPower(u32 wakeup_tick, u8 enable);

wakeup_tick ATERIIREZAY System Timer tick {&;

enable /3 1 B TFHZIREETHEE, enable /9 0 BYXiF,

N A B ERMEE &L B, $1T bls_pm_registerAppWakeupLowPowerCb EAAI[EERKIEL, EEREF APl 40
I

typedef voild (*pm_appWakeupLowPower_callback_t)(int);
void bls_pm_registerAppWakeupLowPowerCb(pm_appWakeupLowPower_callback_t cb);

L Conn state Slave role J3f3l:

% user A bls_pm_setAppWakeupLowPower & & 7 W B E BT IEEERY app_wakeup_tick, SDK TN
sleep B, 21E app_wakeup_tick BETE T_wakeup ZHio

« 90X app_wakeup_tick £ T_wakeup Z#i, S0 FEFITR, FLSTE app_wakeup_tick i’k sleep 12HIMEEE;
« SN app_wakeup_tick 7 T_wakeup Zf&, MCU EEBRTE T_wakeup MEEE,

T brx T wakeup

app_wakeup tick

T_wUI task{_= sleep >
| brx | !
-— |
| event | |
. Conn interval -

|

Figure 4.8: EarlyWake_upatapp_wakup_tick
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5 {RERfZI

B E (battery power detect/check), 7E Telink BLE SDK FIfEXx Xt a]gE HIMEMMZ F, BiE:
BB SN (battery power detect/check) « {REEMASN (low battery detect/check) . {EEEEM (low
power detect/check). BBIH8ZE (battery detect/check) o Lt SDK HAERSEFIREEIN battery_check.
battery_detect. battery_power_check ZF#p&,

G — LR (low battery detect) "X PNRAMRFHITIRE,

Zz)% B8O BLE Single Connection SDK FF & F#f

5.1 {REBIENMEE Y

ERBEMERNTR, BTEMBESEH TR, HBERE—ENERSSIERZ N
a) 8208 L{EFBIEREE 1.8V~3.6V, HE[EEKTF 1.8V BY, 8208 BE LA RIEREM TIE,

b) LEHMEEEREN, RATFEBENAIRE, Flash B9 write" 1 erase”I2ERIgEA HERIXBE, 1EM program
firmware AP HIBERFEEN, REASHTREN. REUFHNESZR, BITEXAAIaEH XY
REREIREHN 2.0V,

RE L EmAER, FRARMEBRNSR, HIIEE—LELBEE (secure voltage) , AEHBESTEXINE
SLEBENREA A MCU BT E;, —BBEEEFREBE, MCU FIEETT, FEIULZH shutdown (SDK k£
fEA#HN deepsleep mode L),

LZEBEBTMAREBE, XTEBEMENEE, Bl SDK BIAER 2.0V,
=
REFRPEERE 2.0V AT 258, FRERBELFBEITEENXERE, R user EREAGE
BRI T AEENIRT, SHERNESRELRR, MEHBRSZEHE.
X}F Telink BLE SDK FFASEIAY™an, REBEMERTEBHE, RBLNEBLIEZ~mB N EFRLINE!T
BESS, LURIEF mBIRE M.
REBERNF Flash #BIERIRIF, £ Flash NMABNETHIBRENTA,

5.2 {EKEBIEMEYSCIR
{REBICNFEMFHE ADC JEIRBEHITNE, user iI5BEXHY 8208 Datasheet ik ADC ET, %&xf B8O B9
ADC HRIRBITHEM T R,

MRS, 454 SDK demo “8208_ble_sample”453 HRSCILRIHBA, £%& X4 vendor/common/bat-
tery_check.h # vendor/common/battery_check.co

TR app_config.h XHEHZE"BATT_CHECK_ENABLE"R#ITFHH, XNEERIAZ XA, user FEREE
KMIDhEEN BB TR,

#define BATT_CHECK_ENABLE 1

AN-22070701-C1 158 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

5.2.1 {REBIENAEE R

REEANZ— M EZR ADC REFESS, 7ESEI ADC REFRREBERN, A—LEFEIEMIEE, HEAMT:

5.2.1.1 EiYfEA VBAT iENiEiE

8208 BY ADC @i Ni@BiE EZ1F7EVCC/VBAT I NBEE LW BIFEEHTT ADC X, ¥ TEETE
ADC_InputPchTypeDef FIERE—"VBAT",

BIFAY GPIO BINIBER PBO~PB7. PC4. PA3 XRAY input channelo

/*ADC analog positive input channel selection enum*/
typedef enum {

BOP,

B1P,

B2P,

B3P,

B4P,

B5P,

B6P,

B7P,

C4P,

A3P,

VBAT,
JADC_InputPchTypeDef;

H#i"8208_ble_sample”EiRHIE VBAT HINIBEXRIE,

5.2.1.2 REEERESER
&SR 8208 ADC input mode BB 215 EIHET, (Single Ended Mode) F1EMET (Differential Mode), {BF
FRESTENRR, Telink ME: REeFERESER, BIHEXFAIFER,

EZIHRIVEY input channel 9379 positive input channel (IEimHINIEE) F negative input channel (FaimHIN
BiE), WNEREBE[ENR positive input channel BBEZ negative input channel BBEFEIRIEBEE.

WK ADC ER#£H input channel RE 114, FRHEDERN, RKHaT input channel IRE 7 positive input
channel, ¥ GND 1%/ negative input channel, X# ZEBIBEZEM positive input channel BEEZ.

SDK HEEMNEER T ZRHEI, 7E adc_init() REFIER adc_set_input_mode_chn_misc REHITED IR
ERE, code WMo

voild adc_init(void){

adc_set_input_mode_chn_misc(DIFFERENTIAL_MODE);
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5.2.1.3 W {E Dfifo iRX3%18 ADC Rit{E
3F 8208, Telink ¥I%E: SAEEA Dfifo IETXSKIZH ADC RALEMSEEY, A8Z dirver B T RIS,

unsigned int adc_sample_and_get_result(void);

5.2.1.4 FEH ADC FZEEL)

£%E (8208 Datasheet) AIH], ADC IKEHNIXE Misc channels

5.2.1.5 {EEEIENET

8% app_battery_power_check EEEMFIIANL LT

ADC #1381 BYIR R 2 00% B FEAVRTE: 5 power off (3EE) sar adc, AEEREHMSE, &G power on
(LEB) saradc. FIE ADC REERFIIAHEB L IEREX M2

adc_1init();
adc_vbat_channel_init();
adc_power_on_sar_adc(1);

Sar adc power on 5 power off ZBIMEZE, user REFBXENR, FRAXLEERIANIGEMIT,
app_battery_power_check ¥JiBLERETE app_battery_power_check FiEFH code 73:

if(!adc_hw_initialized){
adc_hw_initialized = 1;
adc_init();
adc_vbat_channel_init();
adc_power_on_sar_adc(1);

XBFERT— M E adc_hw_initialized, REZZEHRN 0 HiEA—X¥BAL, FEEE 1; ZTEH 1 AEB
4a1k. adc_hw_initialized 7 FE APl R EHIZ1E,

vold battery_set_detect_enable (int en)

{
lowBattDet_enable = en;
if(len){
adc_hw_initialized = 0; //need initialized again
}
}
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7T adc_hw_initialized BRI ASSIMBYTHAES :
(1) 5Efth ADC £ (*ADC other task”) HItJJi

S RE[E sleep mode (suspend/deepsleep retention) BIFZME, ROMERERINISEHM ADC ESHITHR,

HAAFTEZREBRNSHM ADC ESHITIRER, BIsEHI adc init W ZRMIT, FILAFREET F user
initialization A, WZJIFE main_loop 3L,

—RIN1T app_battery_power_check ER#LBET, adc init #H1T, BREASHRERTIT.

—B"ADC other task"T B 1THY, FI8E ADC BIFERAN, HR ADC other task"# 8L BT 4 IAA bat-
tery_set_detect_enable(0), IBIEFE adc_hw_initialized 7& O,

% ADC other task"SeRf5 , 32 ADC BIfERE, app_battery_power_check BRH1T, B F adc_hw_initialized
B 0, WEXMIT adc_vbat_detect_init, XFFFRIE T RECNERTIERNEBSERTIBK,

(2) ¥ suspend # deepsleep retention B BiEMN MR

3% sleep mode ZE#HE,

adc_hw_initialized XM T EFEAMMNE X H—Ndata_reload " EFHTE, FEEE X F| data”EE5L"bss"E&
Lo EXTE data_ reload E& ERIBURIES R deepsleep retention wake_up f& F?‘?}\’Lﬁ software bootloader (Bl
cstartup_xxx.S) BRXNEELWEHYIIAKA 0; M sleep wake_up EXNEEFLURIEART,

adc init REETECER reqgister BHERHER: 7E suspend mode FARIEE, AJLURTEIRZ; 7E deepsleep
retention mode TR,

R MCU # N suspend mode, BERSBERMIT app_battery_power_check BY, adc_hw_initialized FI{EF
suspend ZRI—, FREEMNIT adc init R,

R MCU # N deepsleep retention mode, BE3RfG adc_hw_initialized /7 0, @INEFIT adc init, ADC 18
X8 register REEBWEHECE,

adc init BREXFIZTE register BPIRZES A LUE suspend HRBIRIF A I2E,

SENEMREINFEEIR I suspend mode BYIRBARI A, Dfifo HHXBIEFES7E suspend mode =i2H, PRI
LUF# 4] code ;&BME adc init R, METE app_battery_power_check EREH, HEREREERNFIER
BEIM&E,

adc_config_misc_channel_buf((u16 *)adc_dat_buf,ADC_SAMPLE_NUM<<2);
dfifo_enable_dfifo2();

5.2.1.6 {EEEIEMAbIE

7£ main_loop H, & app_battery_power_check FRESLIMEKEIMAIAIE, X code ¥1TF:

us8 lowBattDet_enable = 1;
_attribute_data_reload_ u8 adc_hw_1initialized = 0; //note: can not be retention variable
vold battery_set_detect_enable (int en)

{

lowBattDet_enable = en;
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if(len){
adc_hw_1initialized = 0; //need initialized again
}
}
int battery_get_detect_enable (void)
{
return lowBattDet_enable;
}

if(battery_get_detect_enable() && clock_time_exceed(lowBattDet_tick, 500000) ){
lowBattDet_tick = clock_time();
app_battery_power_check(VBAT_ALRAM_THRES_MV);

lowBattDet_enable BAINMEN 1, REBIENEIRIAAIFN, MCU LBEIZIFIUFBEBRN, ZES2FEIR
B Y retention_data, ffifR deepsleep retention FEEEREHIIRE.

SBETEHM ADC S FEL S ADC FEANEY, ZHE2KZE lowBattDet_enable FE: HEHfM ADC ESF AR,
JA A battery_set_detect_enable(0), IEAY main_loop ':F'T’z%ﬁiﬂﬁﬁ app_battery_power_check HKi%§; 7£H
b ADC ES545%R /S, JAF battery_set_detect_enable(1), 34 ADC B, IthBY main_loop X A LA
app_battery_power_check X%,

EIE T & lowBattDet_tick FITFIREKMAYSAZR, Demo P AT 500ms T —REEKM, User AT LUIRIE
B S E KRB X BT EE,

app_battery_power_check ERERAIRASIIBERRILIRED], HRERBLNVAIFEK. Dfifo &S, HiE
HUIREN. #HiERIALIE. REBRENDIEES,

ADC FIE#IERIFREVMER T Dfifo mode, Dfifo BRIAFRAE 8 iR, ElEEAR/MEGITETFIIE,

adc_init REBAIUBEIE adc EEMEERA 10.4us, FRLUEREXEIEIFZAME 83us.

AT LLEZR Demo 7 ADC_SAMPLE_NUM"ATLAMIEER A 4, 48%8 ADC KHEBTEIE] 41us, HZFFEA 8 £HUR
7%, HEERSTMNER,

#define ADC_SAMPLE_NUM 8

#1f (ADC_SAMPLE_NUM == 4) //use middle 2 data (index: 1,2)
u32 adc_average = (adc_sample[1] + adc_sample[2])/2; #elif(ADC_SAMPLE_NUM == 8) //use
< middle 4 data (index: 2,3,4,5)
u32 adc_average = (adc_sample[2] + adc_sample[3] + adc_sample[4] +
adc_sample[5])/4;
#endif

5.2.1.7 {RERE

app_battery_power_check BY&%K alram_vol_mv I5ERBIMEIREBRE, 2AIH mV. IRIEFINNAE, SDK
FERINIRE Y 2000mV, £ main_loop BIRE N, HEBREEMETF 2000mV B, #HNKESTEE.

BRERZRIAIE demo code W TFFR. 1REFAM shutdown MCU, REEBFHITHM T %,
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*8208_ble_sample"{fEM#H N deepsleep A TRIEI shutdown MCU, HEIZE T 12 0] LIKREE,
RERZHINIE, BRT M shutdown Fb, user BILAEREMAVIRZEIT .

TE code H, f/ LED TH#T 3 RIRA, SR RFERERETENEREBM,

u8 battery_check_returnvaule = 0;

if(analog_read(USED_DEEP_ANA_REG) & LOW_BATT_FLG){
battery_check_returnVaule = app_battery_power_check(VBAT_ALRAM_THRES_MV + 200); //2.2 V

}
else{

battery_check_returnVaule = app_battery_power_check(VBAT_ALRAM_THRES_MV); //2.0 V
}

if(battery_check_returnVaule){
analog_write(USED_DEEP_ANA REG, analog_read(USED_DEEP_ANA_REG)&(~LOW_BATT_FLG)); //clr
}
else{
#if (UI_LED_ENABLE) //led indicate
for(int k=0;k<3;k++){
gpio_write(GPIO_LED BLUE, LED_ON_LEVAL);
sleep_us(200000);
gpio_write(GPIO_LED_BLUE, !LED_ON_LEVAL);
sleep_us(200000);
}
#endif
analog_write(USED_DEEP_ANA_REG, analog_read(USED_DEEP_ANA_REG) | LOW_BATT_FLG); //mark
GPIO_WAKEUP_FEATURE_LOW;

cpu_set_gpio_wakeup (GPIO_WAKEUP_FEATURE, Level_High, 1); //drive pin pad high wakeup
< deepsleep

cpu_sleep_wakeup(DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0); //deepsleep

"8208_ble_sample“#¥ shutdown /&, #HNEI#RMREER deepsleep mode, LLETUNIR A EIZEMREE, SDK 27E
user initialization AYBHESIRIRM—REEBALN, MAZHFE] main_loop M, XEFMIEMRAZ N T E R
N A ERIEEIR, ZBI5BAINT

WMREBIRER LED AMREERIRT T = RERE, AR#HN deepsleep XH#MEEE, M main_loop RYRLIER
&, EEZE/D 500ms WY aA S EMIKEBRM, 7£ 500ms ZAl, slave N BEERKEBAT, EAIRESE
master BEEEZE LT, XHEFENIE, MHNELRBIREMIGE XML TIER bug 7o

EAXNRE, SDK #ATE user initialization BIBHERFLIEBIIEEBICN, HMEX—FTMIALEAE EEVIE R,
FRLATE user initialization BYBHE, FRINEKERREN:

if(analog_read(USED_DEEP_ANA_REG) & LOW_BATT_FLG){
battery_check_returnVaule = app_battery_power_check(VBAT_ALRAM_THRES_MV + 200); //
o 2.2V

}

AN-22070701-C1 163 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

else{
battery_check_returnVaule = app_battery_power_check(VBAT_ALRAM_THRES_MV); //2.0 V

}

IR#E USED_DEEP_ANA_REG RN FF2HE R LHIME TREBIRE shutdown #WIMREEAVIER, LLET#HITIRE
KB, HEBZHM 2000mV IREBEIRSE 2200mV (FRAMERE). 1B 200mV NEHEZ:

BERNSE—EIRE, TEFRIENSERVERMEN—E. LLINMREE 20mV, AIEEE—RENE|MEBEE
£ 1990mV # N\ shutdown R, FAGMEERSTE user initialization BIFHMERRIGNRIMIEBEEIZ 2005mV, Ml
RiEZ2LL 2000mV NIREEEMIE, E2TEMLE EEmERA buge

FrIAEE7E shutdown E{MEERFHIRIRE LN, BIREBEHEBAS—LL, ASIEELLEBERNMNER
KiRETEK.

OB YERERELNAIMEERETF 2000mV #HAN shutdown IRRXGE, ASEMREEE 2200mV, FrLL user

RAELXA 2200mV SXEFREE 2V-2.2V W= RIRIREE. =REREEIREREIERE, #HITRB
HEHENE, HEMEBRENER, TRMEEEFER.
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6 OTA

797 5E3 8208 BLE slave BY OTA IheE, BE—MKH{EN BLE OTA master,

OTA master AJ AR EFRS slave BREMFRAMIEFIRE (FEE APP B OTA), tAJLUEA Telink B9 BLE
master kma dongle, TELL Telink B BLE master kma dongle EJJ ota master 4743 OTA, #8X code
LA SE %% SDK TH feature_ota_big_pdus

8208 X ¥¥ Flash Z#ultiEE: & T Flash BYEHItE OXO0000, 128K Flash X% 3 M Flash St 0x10000
(64K) IREY firmware 3517, 512K Flash x&1FM Flash Sttt 0x10000 (64K). 0x20000 (128K). 0x40000
(256K) IREX firmware &17. Zs3XHE A SHIIE 0x20000 AFIENLE OTA,

6.1 Flash 22#9i%i1+#1 OTA &

6.1.1 FLASH 75fi£Z#3

ERABEhHHE 0x20000 B, SDK 4RiZH R firmware size ZAKTF 128K, Bl flash B 0~-0x20000 Z[aHIX
IH1ZEAE firmware; WIREEE 128K HERBEIMAL O 1 0x40000 XEHLR, LELEIERK firmware size 78
#8id 240K, XEHTF 0x7C000 ~ Ox7FFFF FEFME—LE SDK HXBER, FHAUSE Flash ETHHINA.
546, 3F 128K Flash, ERABENHILEA 0 1 0x10000 & OTA H4&k, H firmware size RS8BT 48K,

0x80000 0x80000
0x40000 0x40000 0x40000 0x40000
RF
transform
New_firmware ’& : :
- 1 Firmware_2.bin Firmware 2.bin 0 Firmware_3.bin
storage area %
&
o
&
0x20000 0x20000 0x20000 é 0x20000
Firmware 1.bin New fi
Ota_master. bin ew_firmware Ota_master. bin
storage area
0x00000 “—————- 0x00000 0x00000 0x00000
slave ota master slave ota master
OTA of the (2n+1)-th time OTA of the (2n+2)-th time

Figure 6.1: Flash 7Z{i&451

(1) ota master B firmware2 55 E| 0x20000-~0x40000 B X1,
(2) 1% OTA:

« slave EERFM flash B 0-0x20000 XIFIEIEFRBEN, BIT firmwarel;
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. firmwarel iE1T, #IAKHIBHEIE 0x20000~0x40000 KIFES, ZXIBIZERNEFR firmware B726E
X

« BEh OTA, master i@id RF ¥ firmware2 TIizE) slave BY 0x20000-~0x40000 Xig, slave reboot (B
Enh, RMU—KErEBHER LB),

(3) BHHY firmware3 HEE ota master B 0x20000~0x40000 HIXI,

(4) 5 2 % OTA:
- slave EEBETM flash BY 0x20000~0x40000 XIFiFEIEFEEN, BT firmware2;
. firmware2 51T, #FIRLHIESEEE 0-0x20000 XIFEZ, ZXIFIEIEAFE firmware BITFEEX,
« @sh OTA, master iBid RF 3§ firmware3 TIiEE| slave BY 0~0x20000 X33, slave reboot,

(5) EER OTAI2EE LE (1) - (4) I12, AN (2) AKRE 2n+1 X 0TA, (4) AKRE 2n+2 R OTA,

6.1.2 OTA EIEIZ

LA _EEBY FLASH TFRESE RN, 1F4R5ER OTA 12 EHTAIE R,

BENB—TZut B (RALER N Bohtit 0x00000 1 0x20000) : MCU EHBE, ZRIAM O ik
BEh, BfXIE flash 0x08 MINZA, EiZ(EN Ox4b, MM 0 MHFFIEIFZILEI RAM, HEBEZ EFAEMEWS
#BEM O HuntFFEG, BNEXFSME = 0+PC $EEEYE; & Ox08 BYEFN 0x4b, MCU EHiEZXEIE 0x20008 MIE,
FIZER 0x4b, M MCU M 0x20000 FFEAHR1LFZEI RAM, HEZ EFAERIEUEEREM 0x20000 HihtFFi4,
BDEX#E#tE = 0x20000+PC #E5HHI(E,

FrIA R E{&2Z 0x08 # 0x20008 tRE&IAYE, BIRIHERE MCU 1T FLASH BREB 5 BILES,
SDK EFE—X (2n+1 8¢ 2n+2) LEMN OTA TFi2RH:

(1) MCU k8, @idiE 0x08 1 0x20020 HIEF Ox4b 1ELLER, HEREhHht, FATEMITRZAYHbLEE EhHEH
TR, LLIhEER MCU BB Th5EM.

(2) FEFAIENEER, R MCU BB H 728+l MCU NIZ @ MBS 5

&M 0 B, ¥ ota_program_offset i&/9 0x20000, FHI& 0x20000 XIFHIE Oxff FIAB L EPIRFRF Oxff,
KT T—R OTA FKERIET firmware &7\ 0x20000 FFIARIX 15 ;

EM 0x20000 BEf, ¥ ota_program_offset &4 0x0, FHi§ 0x0 XIHIE Oxff AL EHRER N Oxff, &
T F—R OTA SR1SH89H firmware £7EN 0x0 FFIARIXIF,

(3) Slave 2FIEEIE{T, OTA master LBIETT, H5 slave 3L BLE iEE,

(4) £ OTA master I Ul itk N OTA B (ATLLRHRHE. PC TESRHNEFESE), OTA master # A OTA I
&, B EERE slave OTA service #E Attribute BY Attribute Handle B9{& (RTLL slave ZEHF0 master
AELF, WALLET read_by_type FREUX handle 1&)o

(5) OTA master FXBXT slave OTA service #{3E Attribute BY Attribute Handle {5, FREXX AT slave FLASH
ZFH firmware fRAS,

FE:
FREVIRZAS S EE user BITEW,

(6) master EEM OTA Bi#fa, £&k— OTA_start e5<iEH] slave HN OTA &
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(7) Slave WZE) OTA start 88 < f5, FHN OTA B, ZFH#F master & OTA £#UE,

(8) Master M 0x20000 FFHEMIKIF LTS ZMBIFRY firmware, ANEIBREYME slave &KX OTA $3E, EEEN
firmware #8433 %,

(9) Slave $ZUX OTA 4B, @ ota_program_offset FFIAKIXIFTEE,

(10) master & SEFAER OTA #iRE, MEXLIIE slave EEEERUE GARIKE BLE BINE R £ ¥
link layer BY3IBR R G EMRIER ack) o

(11) master FEFRIB M OTA $3REH slave IEFWREIG, &£iZF—1 OTA_END %%,

(12) Slave W%l OTA_END 85, H#f firmware Xigi{@#Z ik 0x08 (BP ota_program_offset+0x08) B A
Ox4b, BZRIEN firmware ZZEXERIEHUE 0x08 MIHIA B 0x00, KR F—XIEFBEIEIEMET
A XSRS T.

(13) ¥% slave reboot, FAY firmware £,

EE4 OTA BEFIER, slave SFMNERTERENES, FNUESARAMKESTEN (OTA FiBREZ
BEI—MtE), —BEEHEE. E8TERN, slave RINAEFKM, T2 reboot, FERZEIH firmware,

A ERTE slave imiHKXI2{ETE SDK EBERELM, user REBERMEMEF, master inEBHINIERILIT,
EESIEANEB,

6.1.3 {4 Firmware size #1 boot address

API blc_ota_setFirmwareSizeAndBootAddress [EBS SZFHEX B EIMIUIF R K firmware sizeo XN ohtthiHERY
2 OTA &R T 0 HiltsA— N EfE New_firmware Byt (2 EER Ox10000. 0x20000 B, 0x40000),

Table 6.1: Firmware size ] boot address XfE&

Flash size  Firmware_Boot_address Firmware size (max)/K

128 0x10000 48
512 0x10000 64
512 0x20000 128
512 0x40000 240

SDK AERIABER K firmware size 7§ 240K, X[ZAYEahititAA 0x00000 F1 0x40000, user FJ LA API
blc_ota_setFirmwareSizeAndBootAddress FiH{TIEBE R A firmware size:

ble_sts_t blc_ota_setFirmwareSizeAndBootAddress(int firmware_size_k, multi_boot_addr_e
< new_fw_addr);

firmware_size_k FNIRE—EE 4K byte 3375, Lb¥0 size /9 97K BIFEEILH 100K,
S¥ multi_boot_addr_e FRnaI kR B amtil, HE=F:

AN-22070701-C1 167 Ver1.0.0



T

Telink

Zz)% B8O BLE Single Connection SDK FF & F#f

typedef enum{
MULTI_BOOT_ADDR_0x10000
MULTI_BOOT_ADDR_0x20000
MULTI_BOOT_ADDR_0x40000

Imulti_boot_addr_e;

0x10000,
0x20000,
0x40000,

//64 K
//128 K

//256 K

XA AP RBETE main EREH cpu_wakeup_init ZHTAM, SMNEK. FEER cpu_wakeup_init ERIPFER
1 firmware_size ] boot_addr BU{EM—LIGE .

MNREGHAREEXAKRNTIE, FlE0 firmware size AF8id 60kB, MIFEAF 128kB Z&] (0xO0000 ~
0x20000, 0x20000 ~ 0x40000) B—&53, EFARRTEMEALSUEFMEXE, ATURITUTIRE,

blc_ota_setFirmwareSizeAndBootAddress(60, 0x20000);

BT FERYERE, S 60kB Flash Xi8 0x00000 ~ 0xOF000 1 0x20000 ~ 0x2F000 B LA BEREH-RITF 1%
Z=ia], M 68kB MY Flash X158 OXOFO00 ~ 0x20000 F1 0x2FO00 ~ 0x40000 B LUEN A FEIEMTEES

8o

128kB Flash OTA FHYERS 512kB BEA&MEE, RERREZEFEEE 0x10000, 1) XFF 128kB Flash, SDK
MEIAR AT ENEHE AN 48kB, 2) 3T 128kB Flash, Eid{&ek SDK EEE, TE, BEHMRAK/INT
LUXE 56kB, {BRSEEIMNY Flash = 8] R1ZE P EdE.

0x20000

0x1F000

0x1E000

0x1C000

0x10000

0x0C000

0x00000

MAC address area

calibration data area

BLE stack data area
(Pair & Security data)

OTA new Firmware storage
area

User Date Area

old Firmware bin area

0x20000

0x1F000

0x1E000

0x10000

0x0E000

0x00000

Figure 6.2: 128kB Flash 7451

MAC address area

calibration data area

OTA new Firmware storage
area

BLE stack data area
(Pair & Security data)

old Firmware bin area

0x20000

0x1F000

0x1E000

0x10000

0x0E000

0x00000

MAC address area

calibration data area

OTA new Firmware storage
area

BLE stack data area
(Pair & Security data)

old Firmware bin area
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6.2 OTA 1E3{ RF #iREhIE
6.2.1 Attribute Table #1 OTA AL IR

Slave UfTE Attribute Table H7A0 OTA BIMEXAA, EHA OTA #3E Attribute BY att_readwrite_callback_t r #
att_readwrite_callback_t w 935i& 7 otaRead Ml otaWrite, F/EM4i&79 Read F Write_without_Rsp (Telink
A Master KMA Dongle BRIARA Write Command 238, FEE slave [B] ack, EESER),

// OTA attribute values

static const u8 my_OtaCharVal[19] = {
CHAR_PROP_READ | CHAR_PROP_WRITE_WITHOUT_RSP,
U16_LO(OTA_CMD_OUT_DP_H), U16_HI(OTA_CMD_OUT_DP_H),
TELINK_SPP_DATA_OTA,

3

{4,ATT_PERMISSIONS_READ, 2,16,(u8*)(&my_primaryServiceUUID), (u8*)(&my_OtaServiceUUID),
< 0},

{0,ATT_PERMISSIONS_READ, 2, sizeof(my_OtaCharVval),(u8*)(&my_characterUUID), (u8*)
< (my_OtaCharval), 0},

{0,ATT_PERMISSIONS_RDWR,16,sizeof(my_OtaData), (u8*)(&my_0taUUID), (&my_OtaData),
< &otaWrite, NULL},

{0,ATT_PERMISSIONS_READ, 2,sizeof (my_OtaName),(u8*)(&userdesc_UUID), (u8*)(my_OtaName), 0},

master [A slave &i% OTA BN, LR LEMEE 3 M Attribute GEUEE, master EEEE X Attribute 7E
A Attribute Table Y Attribute Handleo, ¥ISR user £/ master 1 slave F/HLLATELF Attribute Handle (B
BIA%E, BJLIEIEE master IRENX Attribute Handle B9{E.

6.2.2 OTA Protocol

Master i@ L2CAP 28I Write Command A slave &5 $HIEIE,
OTA_CMD 48F%:
OTA B9 CMD B9 PDU 80F:

Table 6.2: OTA Y CMD Ay PDU

OTA Command Payload

Opcode (2 octet) invalid data

Opcode:
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Table 6.3: CMD Y opcode

Opcode Name

OxFFOO CMD_OTA_VERSION
OxFFO1 CMD_OTA_START

OxFFO2 CMD_OTA_END

(1) CMD_OTA_VERSION
ZEn S IR slave Al firmware lRASSHIEES, user AILUEIRER, 7EEAZBSE, A& slave TR
BIEE R EFR TR firmware HRZSS RIS,

void blc_ota_registerOtaFirmwareVersionReqCb(ota_versionCb_t cb);

server IHFEURE) CMD_OTA_VERSION &< Y & it & Z B R $,
(2) CMD_OTA_START

ZE A OTA ARFIETS, master KX L4h slave, FARIENZEN OTA B
(3) CMD_OTA_END

ZER S NERBS, H master HEFTER OTA 3EER slave IEMRIEWE, &1X OTA end @, AT ik slave
BRBREER3TLUEIT master FREEIE (double check, I—E#), OTA end B IGE® 4 NEMHW
bytes, EEIFHANE.

Table 6.4: OTA &£5EmS

- CMD_data -

Adr_index_max (2 octets) Adr_index_max_xor (2 octets) Reserved

« Adr_index_max: ExAKHY adr_index {8
« Adr_index_max_xor: Adr_index_max IS EE, HIRIEFEA
- Reserved: fREBHELUGINEEY BFEH

OTA_Data 7743

Table 6.5: OTA data

- OTA PDU -

Adr_Index (2 octets) Data(16 octets) CRC (2 octets)
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FE:

OTA PDU KEEE KR/NA 160ctets

OTA_PDU Format:

BIF S byte BISEETE firmware_size_k ZABY, RIZ— OTA #i#E. HTF firmware size AL 128K
(0x20000) , OTA data packet &R {%i% 16 byte B firmware #4#E, {FRMY adr_index J93BF firmware it
HERRIA 16 9B, adr_index=0, R OTA E3ER firmware #3k OxO ~ OxF BI{E; adr_index=1, i OTA %
B firmware 4k Ox10 ~ Ox1F BB, &G byte BIFAIERY Adr_Index # Data #17—> CRC_16 I+ &
BEIE— CRC BME, slave UEl OTA data f5, SHFHITEWER CRC T8, REMEITEN CRC MEE, ZAiA
HNXB— B MEIE

6.2.3 RF Transfer {bIR75%

EF BLE link layer RF ##EE&h ack MRRFIEHIEEAEMAEITE, OTA BIHUE transform REEF—1 OTA
BUER S ack, BN master i@id write command &— ota #iEE, FEHHFLEEXNAREREE ack EE2[E
8, BE master InlEH TX buffer EENFAXBIERAD—EHNE, BERIE T —EHEERSH TX buffer,

TEREX OTA EASSHURIZHITN A, EREA RF Transform H1 Salve #l Master B3 HiZFE,
OTA R{FZEM:
master I OTA fEXEVIRIEA:

(1) WNEBREEMAFEN OTA BRNTTH, —BRNFNZITH, #HN OTA &,

(2) master [@ slave 53X OTA sp SR, FEEHNE slave LT OTA $IERY Attribute BY Attribute Handle
B

E user RAERNTEIFNAR, EIEENXIZE,
ERBERNTN, KA Read By Type Request B FKIE X Attribute Handle {Eo
Telink FRi§ BLE SDK Y OTA data A9 UUID &R 16bytes, HKiTERE FEIXME:

#define TELINK_SPP_DATA_OTA {0x12,0x2B, 0x0d, Ox0c, Ox0b, Ox0a, Ox09, Ox08, Ox07, 0x06, 0x05, 0x04,
o 0x03,0x02,0x01,0x00}

7£ master B9 Read By Type Request 4§ Type i&E /X 16 1 bytes B UUID, slave im[EIZ Y Read By Type
Rsp FREILAEE] OTA UUID FRTERYIX A Attribute Handle, S0 FEIFTR, master AJLAEE Attribute Handle BY
{79 0x0031,

] Data Type Data Header L2CAP Header ATT_Read By Type Req
b LLID NESN 5N MD PLOU-Length ||[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttType
L2caP-5 || 2 0 0 0 25 0x0015 0x0004 | 0x08  0x0001 0xFFEF 12 2B 0D OC OB OR 09 08 07 06 05 04 03 02 01 00
T Data Header RSSI
Data Ty CRC FCS
YP€ |ILID NESN SN MD EDU-Length (dBm)
|| Ezpty E0U|| 1 1 1 o0 0 oxeFEFDC |0 || oK |
] Data Header L2CAP Header ATT_Read_By_Type_Rsp RSSI
DataType || 70 WESW SN MD PDU-Length |[L2CAP-Length ChanId |Opcode Length AttData EE (aBm) || FC5
L2CAF-5 || 2 0 1 o0 9 0x0005 0x0004 [0x09  0x03 31 00 00| ox79e93E|_o | oK |

Figure 6.3: master i@id Read By Type Request 3REX OTA BY Attribute Handle
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(3) 3REX slave HHi firmware lRAES, RERTEMRLSM OTA B (BRASELRH, FHREEM) . X—F
A user BEIEEE B EM. % BLE SDK MREEAKNARASIRENUNE, vser AILIETTAE. BHIR B8O
BLE SDK HH & B LMhRAESHIFIX, user AJLAER write cmd BYFZZNi@31d OTA version cmd [A slave
fZiXx— P IREX OTA version HIEK, 1B slave FRIRTEURE OTA version IEKBIEHE R IEH— N EIEE
#, user B2ERIARIKERNER slave IHAIMASEFIELE master (JAFEME— NOTIFY/INDICATE

HYERAE) o

(4) BE) OTA FEH—1itE, EEERECNIZITIES
user WIABIER OTA FEZ D EEBHMITAENR .

83 30 ¥ (RRZBMEIASERE, EFFRIE

WNERBT 30 #HAN OTA BBEFKRM, EA slave ixUE] OTA BB SIRIE CRC, —B CRC #BizsEHINEM
Bz (WET flash FEIR) , MRIAN OTA KK, BEIFERER, LAY link layer T&7% ack master, master

HEHE—E A T HETEER.

(5) EEX Master flash 0x20018~0x2001b [

A

"1,

HARE firmware B9 sizeo

XA size ERBENRIFEELIMAY, BRig firmware BY size 79 20k = 0x5000, HBA firmware BY 0x18 ~ Ox1b
BY(E 9 0x00005000, FRLLTE 0x20018 ~ 0x2001b ATLLIEE! firmware BIA/)N

W TFEIFTREY bin X, 0x18 ~ Ox1b A/ Ox0000A164, FrLAA/INA 0xa164 = 41316Bytes, M 0x0000

Zl Oxa164.

AAAAAAAA

B000ABDe
DOOBAGER
BO00ABFE
DB0BA160
B008A116
DB0BA120
BO0BA130
0B0BA140
BO0BA150
0BOBA160

58
E6

co
co
co
co
co

30 00 00 oo
30 60 00 o8
64 81 A2 22
06 (0@ 06 (O
86 (0 @6 Co
06 (0@ 06 (O
86 (0 @6 Co
06 (0@ 06 (O

Figure 6.4:
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Figure 6.5:
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ce
ce
ce
ce

@6
06
@6
06
@6
06

firmware R~5-FFLBER 5

89
42
79
37
00
00
00
FF
FF

85
aF
86
32
20
@0
20
FF
FF

00
00
19
74
00
00
00
FF
FF

04
33
97
02
00
00
00
80
FF

20
21
74
@4
20
@0
20
3
FF

01
12
24
01
00
00
00
9
FF

20
34
67
@3
20
@0
20
a1
FF

firmware R~7-45E2 25

ce
ce
ce
ce
ce
ce

00
29
62
00
00
00
11
Al
FF

@6
06
@6
06
@6
06

20
78
42
@0
20
@0
20
22
FF

ce
ce
ce
ce
ce
ce

oA
64
81
00
00
00
00
00
FF

@6
06
@6
06
@6
06

20
54
14
@0
20
@0
20
@0
FF

(6) A slave &—™ OTA start a5%, 8% slave HN OTA R, ZH#F master iHHY OTA $3E, I TFEFIT.
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Data Type Data Header L2CAP Header ATT_Write_Command CRC RSSI FCS
LLID NESN 35N MD PLDU-Length |(L2CAP-Length ChanId ||Opcode AttHandle ActWValue (dBm)
L2CAP-5 || 2 a a 1 9 0x0005 0x0004 || 0x52 0x0031 01 FF 0x61875B 0 O |

Figure 6.6: master & OTA start

(7) M Master flash 0x20000 XIFFIAERIE 16 1 byte BY firmware, IHN OTA data packet, EEXHY
adr_index, F#it® CRC &, ¥ packet push | TX fifo, —EHZ| firmware size &5—1 16 byte A1k,
¥ firmware FTEMEIRES IR RI1XL slaves

BUERX T EMNFIENA, FH OTA data BIRKTL, BREUWEN 20 bytes, HIFEA bytes X adr_index, iR
16 NMEXH firmware ¥R, REFMAIEH 18 1N ¥LIER CRC IHHEE,

AR, R firmware RIE—EHIEARRE 16 FTXTF, FTERRROVIIR oxff #3475, HE CRC BBHRTE
R rEBHIEIT R A

55 LEFTREY bin XHFRIFMNTE OTA BiEINEHE,

BE—EHIE: adr_index /9 0x00 00, 16 PMEEIEH 0x0000 ~ 0x000f HIHEHIE, FAEIX 18 NMEITE CRC,
Ri& CRC £58 59 OxXYZW, FB4 20bytes HEFIJg:

0x00 0x00 0x58 0x80 .... BH& 12 1™ bytes..... 0x88 Ox00 OxZW OxXY
B ERUE!

0x01 0x00 OXE6 0x80 .... HE& 12 4 bytes..... Ox00 0x00 OxJK OxHI
E=EE:

0x02 0x00 OxOC 0x64 ... BE& 12 1 bytes..... OxCO Ox06 OxNO OxLM
EIEREE —EHIR:

0x15 0x0a 0x06 0x00 .... BB 12 1> bytes..... Oxff Oxff OxST OxPQ
Ra—EHE:

Ox16 0x0a Oxad Oxcb 0x7a Oxde Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Ox\WX OxUV
12 > Oxff JhFFBIEEE.

0x16 ~Oxff £ 18 4> bytes BJ CRC ITHRLER I OxUVWX,

EEREEN TEMTR:

+, B3 ATT Write Command Packet (48: 01 FF)

#, By ATT Write Command Packet (48: 00 00 58 80 00 00 00 00 5D 02 4B 4E 4C 54 10 02 88 00 56 E2)
+, & ATT Write Command Packet (48: 0100 E6 80 00 00 00 00 00 00 &4 A1 00 00 00 00 00 D0 DD 43)
+, By ATT Write Command Packet (48: 0200 0C 6481 A2 22 0B 1A 40 C0 06 C0 06 C0 06 C0 06 05 69)
+, [ ATT Write Command Packet (48: 03 00 C0 06 CO 06 C0 06 C0 06 CO 06 CO 06 C0 06 C0 06 52F2)
® By ATT Write Command Packet (48: 04 00 C0 06 CO 06 C0 06 C0 06 C0 06 CO 06 C0 06 C0 06 E3 87)
+, 5 ATT Write Command Packet (48: 05 00 C0 06 C0 06 C0 06 C0 06 CO 06 C0 06 C0 06 C0 06 B2 78B)
+, B ATT Write Command Packet (48: 06 00 C0 06 CO 0& CO 06 CO 06 CO 06 CO 06 CO 06 CO 06 42 3F)
+, 5 ATT Write Command Packet (48: 07 00 C0 06 C0 06 CO 06 CO 06 CO 06 C0 06 CO 06 CO 06 13 C3)

Figure 6.7: master OTA ##& 1
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+ I53 ATT Write Command Packet (48: 10 0A 57 20 42 53 32 37 32 7402 0401 03 00 00 00 00 A1 48)

+ 5y ATT Write Command Packet (48: 11 0OA 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 7F)

+;, 5y ATT Write Command Packet (48: 12 0A 02 15 11 00 06 00 00 00 00 00 00 00 00 00 00 00 BF 4C)

+, 5y ATT Write Command Packet (48: 13 0OA 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 00 A6 FB)

+, &y ATT Write Command Packet (48: 14 0A 00 40 07 00 FF FF FF FF 80 C3 C9 01 A1 22 00 00 14 83)
+ I5y ATT Write Command Packet (48: 15 0A 06 00 00 00 FF FF FF FF FF FF FF FF FF FF FF FF 95 6D)

£ F.. ATT Write Command Packet (48: 16 0A AD CB 7A DE FF FF FF FF FF FF FF FF FF FF FF FF 83 94)
+, 5y ATT Write Command Packet (48: 02 FF 16 0A E9 F5 BE 70)

Figure 6.8: master OTA 3 2

(8) firmware ¥IBRIX5TEES, K& BLE link layer WHIERGEEL e A XHE (HAREY link layer BY
BB slave ack T, ARINAZEIBRIZRIN) . BEREXAIEHZE, master KiXF— ota_end @<, B
A slave FTE IR E KIX5TEE,

OTA end BY packet BEFTIEA 6 1, FIFN Oxff02, HEHIF S bytes A firmware &R AR
adr_index B (XMNEAT ik slave s RMINEEEZERE—F/LE OTA #dE), REM bytes AHEIR
KB adr_index ENER, HEF—MEENZK, OTA end RHEE CRC &%,

L _FEFRREY bin A5, &AH adr_index 9 Ox0a16, EEUR{EHN Oxf5e9, &M OTA end 8331 EEIFfTo

(9) ¥&E master If link layer TX fifo @BAT. BEANT, WBAZHIFAENKIENGSEHERINZEHZE, Bl
master imAY OTA FEEBEL L5

CRC_16 IHERE N A EEIMIFE 1: crc16 BIE

REBFIEFTIR, Slave WRIE OTA Attribute FEIZIEAR otaWrite 1 otaRead BIT], master Wi &IXIT KA write
command 85%, BLE MM k=B oA=L EEE otaWrite BRIFHITAME,

7E otaWrite EREEXS packet 20 byte FUEUIEHITAENT, BFCHIBTRE OTA CMD X OTA data, ¥ OTA cmd i#
THERNAIMEN, X OTA F3E#H1T CRC RIEHIEE R flash XM AIE,

slave Ui OTA FEXAVIRIEN:
(1) IE OTA version #% (OTA_FIRMWARE_VERSION #%) :

master BXKFK1S slave firmware k25, 1% BLE SDK WEIXMm<ShT, TR, RERIE user EFEMT
UEl version FIEIERER, FIBTEE A BIRERE,

7£ ota.h REEEMIZOIRRERATEO

typedef void (*ota_versionCb_t)(void);
void blc_ota_registerOtaFirmwareVersionReqCb(ota_versionCb_t cb);

(2) WEl OTA start a5 %:
LAY slave #HN OTA &=,

EF PR bls_ota_registerStartCmdCb RIFGEM T OTA start BIRIEIARIER, MHITILERE, X MNREME
HRILEARFEHN OTA EXG, B—LSHIREE, il PM xiE (513 OTA BUEFWEMNRT). HBIb
slave BEIHLEIF—1 slave_adr_index, #{EH-1, IER&E—RIEM OTA data Y adr_index, FAFHIUFEEA
OTA IBEPFEBEEEE. —EEH, I\ OTA KN, BE OTA, EHRER, MCU £ER, master inlFUARE!
slave B ack &, WEAF OTA ESEBRFEEIREFLZIM OTA KK,

SEAR OTA start RIEIiEIRIER :
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typedef void (*ota_startCb_t)(void);
voild blc_ota_registerOtaStartCmdCb(ota_startCb_t cb);

user FEFAXANENE, LUETE OTA start BIBRHEM—LEIR(E, LLUNECE LED JTHVHRFZRINIF A TURIETR OTA
IETE#1To

FIb slave Xig—BULE OTA start FF#h OTA [&, RBIFNTES, — 12 OTA BN I IESTRAVEERT BT &],
Bai SDK FERIARE 30s. SAR 30s ZA OTA iF & BT/, ?/‘Eikﬁﬁﬂj?&)&o PR user RERERIEECH
firmware A/ (BARFERS) #1 master I BLE #EH 3 (XERIERFM OTA RE) FREBHXNERIAR 30s,
SDK (& ekivizEO A :

ble_sts_t blc_ota_setOtaProcessTimeout(int timeout_second);

ZIEOZFFRY timeout BYESEEA 4 ~ 1000s, BAIA so
(3) WEIBMAY OTA B!

XMEREBERTERR OTA datas

R slave IE|—1 20 byte BY OTA data packet, 5t& adr_index @EZEFT slave_adr_index BIEN 1. &R
%, WAEE, OTA KXW, &%, FH slave_adr_index H{E.

23351 18 byte IRAE#1T CRC_16 BRI, HARILAD, OTA KW HILES, MK 16 byte HIBMEIES E!
flash XML& ota_program_offset+adr_index*16 ~ ota_program_offset+adr_index*16 + 15, 75 flash HJ
T2, WNREE, OTA KK,

(4) W& OTA end:

ZE OTA end BHH adr_max MERRREEREIEM. &1EH, M adr_max B LR double checko
double check BIBYE, FIKT slave ZBIUREIRY master BI¥HE index RAEBESIZEFH adr_max BEHEE. &
1%, AN OTA BT, BEARE, INABRETRE—EX/LELHIE, OTA AR, H OTA INHIBHE, slave &
ZHM firmware FRITEMIULEY flash BEhiREIL 0, FHFHY firmware FR7EMUERY flash BEITEIRS Ox4b, &
MCU reboot,

(5) slave #2fft OTA KSHIEIFREL:
slave i—B Bz OTA, 7E OTA FIHEIRHE MCU reboot:
ERI, &=7E reboot BIIZE flag &1F MCU BRBEHEIETT New_firmware;
&= OTA KW, SRHRNEFEIEREREBE, EZIE1T Old_firmware.
7£ MCU reboot &, 1RIE user @&FMT OTA RBENARE, RRESEIEZIZE L
LUF @K code:

enum{
OTA_SUCCESS =0, //success
OTA_PACKET_LOSS, //lost one or more OTA PDU
OTA_DATA_CRC_ERR, //packet PDU CRC err
OTA_WRITE_FLASH_ERR, //write OTA data to flash ERR
OTA_DATA_UNCOMPLETE, //lost last one or more OTA PDU
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OTA_TIMEOUT, //0TA flow total timeout
OTA_FW_CHECK_ERR, //firmware CRC check error
OTA_STEP_ERR,

b

typedef void (*ota_resIndicateCb_t)(int result);

void blc_ota_registerOtaResultIndicationCb (ota_resIndicateCb_t cb);

REBTENFREE, EERHBBISH result B9 6 MEWEE enum 1R, E—1E OTA B, HREFER
KR E,

HFEERERITRE, —E=fA MCU reboot, SEFRMLIEHEEIXMRESIERIERN, FHE&BEARZINEEN
A%, OTA AR KBS A & ZOIERER, user AILUET Z R ERAILE SR EI S K#H1T debug, 7E OTA
RERIHEY, ATLLGEE| BT result &, 38 MCU B while(1) {31F, RTHRYFI2AMHERE S OTA LMK,

6.3 OTA 2214

6.3.1 OTA Service ¥iER$

OTA Service 28— GATT service, OTA service T2 RIPRFFLE BLE GATT service data T2 RIFAYA),
ENEEAR M AEEiRB), 1RIE BLE Spec MIi&it, AILAERMAEEIEUT:

(1) Fid SMP, BiIVfERREEM Security Level, LIBIINEER : RBBERCXMEVNIESE, A HIAIR OTA server

BIBHIRR. BE AR SMP BT 4.

Eb30ME R Security Mode 1 Level 3, T Authentication A1 MITM FEEXT, B AR RETHI= M@ slave 18
5B master A BERCXIMNZB R INAKR[EIE, WEETLEM slave IREMEM . X IRIFEY GATT service
data FIEMI S INBNMNZ 2RINEE, WEBEBMTEHNEIXLERIET . WNREEA Mode 1 Level 4, Secure
Connection + Authentication, Z2EIEZ T o

AIRE S M EIM code EI3ELLT:

typedef enum {

LE_Security_Mode_1_Level_1 = BIT(0), No_Authentication_No_Encryption = BIT(0),
< No_Security = BIT(0),
LE_Security_Mode_1_Level 2 = BIT(1), Unauthenticated_Pairing_with_Encryption = BIT(1),
LE_Security_Mode_1_Level_3 = BIT(2), Authenticated_Pairing_with_Encryption = BIT(2),
LE_Security_Mode_1_Level 4 = BIT(3),
< Authenticated_LE_Secure_Connection_Pairing_with_Encryption = BIT(3),
}le_security_mode_level_t;
#define ATT_PERMISSIONS_AUTHOR 0x10 //Attribute access(Read & Write) requires
< Authorization
#define ATT_PERMISSIONS_ENCRYPT 0x20 //Attribute access(Read & Write) requires
< Encryption
#define ATT_PERMISSIONS_AUTHEN 0x40 //Attribute access(Read & Write) requires

< Authentication(MITM protection)
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#define ATT_PERMISSIONS_SECURE_CONN 0x80 //Attribute access(Read & Write) requires
< Secure_Connection
#define ATT_PERMISSIONS_SECURITY (ATT_PERMISSIONS _AUTHOR | ATT_PERMISSIONS_ENCRYPT |

o ATT_PERMISSIONS_AUTHEN | ATT_PERMISSIONS_SECURE_CONN)

(2) A whiteliste AFPILMERRBRE, RMNESHLEEN master IREERE, WAIUBEREBREER
EE,

(3) EAMULERFALRIF, local device # peer device {# resolvable private address(RPA), B3PI EL
RANSHitbil, FEREZRENRZS,

6.3.2 OTA RF fEiafiEe M

BT RF BRRERMN, FE—ENRIPIGEIRMER OTA ZEH Firmware RIFEEE MM EFS.

SEFENMTAR, OTA master FRELREAIR Firmware REB—EX/NDHRSMEUER, S MEIEER 2byte
BEFIS, M O Fram 1 #Eg,

6.3.2.1 OTA PDU CRC16 K&

SERXFIEINE, 7E LinkLayer #IERIPAVEM £, OTA thil EEIEN— CRC16 K58, EIFHIBEEMEM
ZEo

6.3.2.2 OTA PDU FJIESKE

OTA master ¥ Firmware k& T OTA PDU, &1 PDU HIEEEHEFEYIS,

AT EFIHE, RI& Firmware size A 50K, 3&E8 OTA PDU 16Byte #1743, PDU $& ) 50*1024/16=3200,
BAFETISH 0~ 3199, Bl OxO ~ 0XC7F,

OTA FHtalE, IREFTHEFSIS A 0, BUEI—2% OTA $UE, ERATEFEYISMLIrFYISxtt, RE-&BE
TINARIZER, RNERTERSIS +1; MRZELRE, IAAKN, 455K 0TA, XL LURIE OTA
PDU BYZESEFIME—14

1£ OTA £55e8Y, BILATE OTA_END €1 EATLLEEI Firmware J=f— OTA PDU BIESIS 0xC7F, FXMNESI
ERLIFMERMBARTIS #HITHLL, FTUME OTA PDU EEEREEEELE R, NREFEKRNEAEY
=79 OxC7E, MIHEA master l/fE TRE—1E, I OTA KKK,

W Bt g aE—ie, TR OTA master i3t Firmware BYIEHIRS, HES— OTA PDU #FHBEMR AL L.

6.3.2.3 OTA HAiBIEEXFRINFE

ATRIE OTA BEAZEIFERNF M, OTA FHAEHZERALT APl XAEINFE.

bls_pm_setSuspendMask (SUSPEND_DISABLE)
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7 Flash

7.1 Flash it 5

FLASH 7Zf#(E B LA— sector BIR/)N (4K byte) AEARHIEAL, AN flash BVIRFRELL sector AU (IR
FRERELA flash_erase_sector), IEiE_LR—MEMEEREFHET— sector BE, FRAMENEEFTEELR
[EIEY sector (BALEIRERIE RATIGEHMNSEHVE BIRIBRR) o FRLAERIN user £ FLASH ZEE KIS EIHERE A
BEEEBREARR sector RN, RFMXEE (Customed Value, MAC address, Pair&Sec Info) BRIAIE
K BIENIRIE flash ELK/), wmIBE flash RARERLGIE.

WNFEIRZ 128K/512K Flash A&z BERytist 8, LAEKIA OTA Firmware &K size RiEBid 128K AfFIRIHEA,
MR AFEHRT OTA Firmware size, MFERMULAZET K, AP RIUBITO .

0x80000
MAC address area
0x7F000
calibration data area
0x7E000
BLE stack data area
(Pair & Security data)
0x7C000
0x20000
MAC address area
0x1F000
calibration data area
0x1E000
BLE stack data area user data area
(Pair & Security data)
0x1C000 0x40000
A OTA new Firmware storage
OTA new Firmware storage area
area
0x10000 0x20000
old Firmware bin area old Firmware area
0x00000 0x00000

Figure 7.1: 128K/512K FLASH i3It 43 i

LTEFrR, ERFrEatiit o ERERL4 user IR T M AMEIEO, user AILIRIEE SR EE M M52 B
user AT LURIBHMEITRZEY Flash size EX L THETE Xo
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#define FLASH_SIZE_OPTION_128K 0x20000
#define FLASH_SIZE_OPTION_512K 0x80000
#define FLASH_SIZE_OPTION FLASH_SIZE_OPTION_128K

(1) HfEA 512K Flash BY Ox7FO000-0x80000 X ™ sector fZfif MAC ik, HEF 128K Flash Bt A
Ox1FO00~0x20000, 3=Pr_E MAC address 6 > bytes TZETE 0x7FO00~0x7F005(0x1FO00~0x1FO05),
L{ERA 512K BY, & byte BIHIUETFIRTE Ox7F005, {f byte #UTFHTE Ox7F000, Lb¥N FLASH Ox7F000
F| Ox7F005 FIRAMK R I Ox11 0x22 0x33 Ox44 0x55 0x66, ABA MAC address A 0x665544332211,
TEMEFFBERFA B LR MY MAC 3RS E| 0x7F000 (Ox1FO00) ik, #1 SDK #EXFRZ, 4N
R user BEBX ML, BRFRARRART I ET HNBVEDR. SDK F7E user_init EREHE
Z M FLASH BY CFG_ADR_MAC 3REX MAC #ik, XNRTE stack/ble/blt_config.h EEMEEREIA],

/**************************** 512 K Flash *****************************/
#ifndef CFG_ADR_MAC_512K_FLASH

#define CFG_ADR_MAC_512K_FLASH Ox7FOOO
#endif

/**************************** 128 K Flash *******************************/
#ifndef CFG_ADR_MAC_128K_FLASH

#define CFG_ADR_MAC_128K_FLASH 0x1FOOO
#endif

(2) 3FF 512K Flash Ox7E000~Ox7EFFF X4 sector 7Zfi# telink MCU EEREEHIFESR, 128K Flash BY
79 OX1EO00-OX1EFFF, RAEXESHE S RER RREHKE BHERRE sectorBIEN, FFiX4 sector
4096 bytes ¥ZERE 64 bytes XKIDARENET, 8NBETEE—LEREES. REGEESAIURER—
sector, RRAREREBEARKRINIERZERIFI ML, 2R firmware TEIEITEY REESHX LR ASS
B, MAARWEE, BERARTFERMR

REXEENAT, BFPRS%E (Telink_IC_Flash Customize Address_Spec)o. BRI A XISV RTE
HINEIBOE(S S#TIRER. thalfmBihit 0x00 $EHIZ 0x7E000 & Ox1E000,

a) fm&Hhiik 0x00, 1byte, TFf# BLE RF SRR /E(E,

b) fRISHItE Ox40, 4 byte, 7Zfif TP BRI, B8O IC AHE TP K, XERBL,

c) fmiEHitt OxCO, 7ZfiE ADC Vref R AE(E,

d) fR#EHit Ox180, 16 byte, 7Ffi# Firmware 8FE R, BATFHLEZEF Firmware #& Ao
e) Hfth, R&,

(3) 512K Flash 0x7C000 ~ Ox7DFFF X & ™ sector # BLE Witk &% 5 B, ¥ F 128K Flash
0x1CO00-~0Ox1DFFF, FARIFHEECIFIMNZEBo user BATLUEEXF A sector B E, size EEAFHD
sector 8K, FiAELX, BILUAA THEREENE I NS BEIFMEAVCIEMNE:

void bls_smp_configpairingSecurityInfoStorageAddr (int addr);

(4) XFF 512K FlashOx00000 ~ 0x40000 XEZXIH AFEF=E], 128K Flash BY/9 0x00000~0xOFFFF, LA
512K Flash %], 0x00000 ~ Ox1FFFF £ 128K 9 Firmware Zfi%{8]; 0x20000 ~ Ox3FFFF 128K A
OTA EFBIEERT Firmware B9=(8]), BIZHF&RA Firmware TE)4 128K,

(5) FISHI FLASH SIELEIER user BIMIRTZIEZIEL
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7.2 Flash 12{E

Flash @B M i 5 # 1E i A flash_read_page # flash_write_page X %% $&§ $t, flash BV 2 Bk & A

flash_erase_sector E#,
(1) Flash iZ5121E

flash G2 EFE A flash_read_page 1 flash_write_page ERIZ(IEF KL, ZRIAIEM flash_read_data #
flash_page_program B3,

void flash_read_data(unsigned long addr, unsigned long len, unsigned char *buf);
vold flash_page_program(unsigned long addr, unsigned long len, unsigned char *buf);

MREEEN Flash IRBREATLLEI LT APl B,

vold flash_change_rw_func(flash_hander_t read, flash_hander_t write);

flash_read_page %EX flash EHIARA:

u8 data[6] = {0 };
flash_read_page(0x11000, 6, data); //i% flash 0x11000 FFIEHY 6 1~ byte E| data #14H.

flash_write_page 3t flash #H{T521E:

u8 data[6] = {0x11,0x22,0x33,0x44,0x55,0x66 };
flash_write_page(0x12000, 6, data); //[@ flash 0x12000 FFIAHY 6 1 byte BN 0x665544332211,

flash_write_page KZEXT page HVIRE, flash BEE—1 page 79 256 byte, XN EREIRIERIHIIEA/ NRKA
256 byte, REEESHFENTE page SERE.

LIS ERIIAERE — 1 page BUEHIALRY, FmAIMILA 256 byte, flash_write_page(0x12000, 256 , data) ¥
{EIERA, T flash_write_page(0x12000, 257 , data) iR, FARE—H#IHILFRETF 0x12000 FRTER page
T, BREERK.

HIRIRERIIEARE— page FIEMINULEY, BEEFEREEHINEE page BY/R)&R, U0 flash_write_page(0x120f0,
20, data) FREE T, B 16 PHIILTE Ox12000 XA page, MG 4 PHIETE 0x12100 X4 pages

flash_read_page AE1E_EMEIRAIEES page BIAIRE, BILA—RM4IEENEE 256 byte BIEKIE.
AR

« user TEfE M flash_write_page KBS, RZREE—XTE 16 D byte %2725 BLE FIRE,
- ZIRFIFREE, B45E Flash API 3F BLE timing BIRZME" 2R3 B9

(2) flash IRBRIRIE
{EF flash_erase_sector ERIEXFKIEPS flasho
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void flash_erase_sector(u32 addr);

— sector 9 4096 byte, #1 0x13000 ~ Ox13fff @—5TER sector,

addr HAE— sector FYEHILE, ZREERIZREA sector,

1ZEBR—1 sector NBTEIRLLIRE, 16M RABTHES, KLFE 30 ~ 100ms EEFKEEL
(3) flash B FIEFRMRIEX RAEHRTAIFZ M

LENE=A flash I RIEREK flash_read_page. flash_write_page. flash_erase_sector 7ZEHITHY, EBHIR
SR RGBT RIE irq_disable(), BIELEREBIRE TSR irq_restore(), BRI TRIE flash MSPI B FFig
ERRRIMEMESYS, RSHIEFBENXA flash I21EAR MSPI 2&TMEMBAERRERNEN.

XA BLE SDK RF Wk BIHIES 2 BB RIZHIAY, flash BRIEXRARGHENEMNERE BLE Wk BAIET
FaRIT, FREIREIaN,

H flash_read_page REAHITHEIRE ALK, ¥ BLE BFREIR MR\, ZER flash_write_page BTEEIN
7 BLE EEREHREK—NRE 16Bytes, MARTKIIERTRER I} BLE BYFIE M. FrLlsgZEBINBF7E
main_loop B BLE HERESH, AEELIEE XKML,

flash_erase_sector EREBIRITEIEIAILEILE D ms, FALEERFH main_loop BB, —B# A\ BLE &%
RE, FARWFEIAA flash_erase_sector KER, BNSIIF BLE WA BRI B R, ERGEZEMT. MRELE
R TE BLE EEMNMEZEZRRR flash, ERIBASEGE AR Conn state Slave role BIFFRFSEIL A 7AK
121k,

(4) 3% flash AT LAfERREEHAIRIHKSEI

BLE SDK BY firmware 7Z&7E flash L, BFiETH, I flash BI—ZBRBIRIBERN BEHERFAIIHKIE ram
31T, BROERBORIERBEEFNEEERIE, EHFENMEM flash =2 ram &IERLETF cache Xig
(f81#F cache)s MCU @it Bapi=HIER MSPI BEAFHEIR, IREX flash ERIAR,

AT LAERISF A INIEE flash MRS, FEHFIE flash HRIERE MCU RAEZIHIREIERT, LAIMEIE
MU REFEFATE ramcode £, REBEMSBEMYIIRE] MSPI, i@ MSCN. MCLK. MSDI #] MSDO IRk
E1RE spi BB ERIAFIREN flash FifE.

IR 3 Fhirf):
ul6 x = *(volatile u16*)0x10000; //3% flash 0x10000 PR byte
u8 data[16];

memcpy(data, 0x20000, 16); //3E flash 0x20000 16 1~ byte copy % data
if(!memcmp(data, 0x30000, 16)){ //i% flash 0x30000 16 > byte # data L3R

user_init BEIEEY flash EAREBEFIGERIF A register BY, EBRFRAIEEIAIE flash AL, 15
22 SDK BER#,

static inline void blc_app_loadCustomizedParameters(void);

3% flash RAILUMERIEHT R, BEFEEERIEHT flash (T flash REE@T flash_write_page 32H),
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FEITIEHIR flash FE— B ZHRENMG . REZET MCU RAELZREINEIE, MCU B
HIREREFTE cache B, 1R cache EXMUERERHEMABTESN, XEMBIHRZHENIEREAE, AT
MCU = E#&HA cache EEFHIABIEALER, SR user AL TEXMER:

u8 result;

result = *(volatile ul6*)0x40000; //AEFTIREY flash
u8 data = Ox5A;

flash_write_page(0x40000, 1, &data );

result = *(volatile u16*)0x40000;  //3E¥HEEY flash
if(result !'= Ox5A){ ..... }

flash Hitik Ox40000 AR Z Oxff, & 1 LB result 77 Oxff, FAIFB N Ox5A, L L& 2 KixFINER
Ox5A, BLFFEFAENERIRE Oxff, @M cache BEEFINE—REFNER,
*E:
MBHMXMHZRER— MU B X PN ESWNERN, THAAREREHNER, FB AP
flash_read_page RELMHERE, XPMREEEINERFTEM cache BEEZ HIEFNE,

PN N SEIR A IEF

u8 result;

flash_read_page(0x40000, 1, &result ); //API iEBY flash
u8 data = Ox5A;

flash_write_page(0x40000, 1, &data );

UEZBENYRE flash AR/, REE flash FIBRARERLE,

7.3 Flash 2 {EBYRIA

BT write flash #1 erase flash FOE T2, FEFMUFNEIEEL SPI BL&ERELS Flash, SPI B4k EAYEE
REMIFEEE, XEXBHHIE—BERMIERTATENER, bl firmware T NIRIBE ISR
firmware JT5;ABIE1T, OTA IAERRK.

£ Telink SR/ ZEMNEFELNH, BT Flash ERRERG TIRESHNHEIRER. FRENZGEZESRE
HREBERRK. BRSUKHTA. RFEHMEREEENEBESHBRERDNES, ATBEEENTmEIIE
AEUIRIEXPG, XBIHITNB—LEMHERXH Flash BIERIFHAE, BRPINEREEEEREZE EXLRHE, 18
MEZHZLEIPVE], FHERTEBAIREM,

7.3.1 {RERERRA

ZERBERIPETING, FTEZEREFAEM Flash write  erase IRIEZ RIEMIREN, B HINSEBE
THR1E Flash BB, BIMATRIERZ—EHE—NREMNERETIME, £ main_loop FHEINEMHREL
W, RIERFNIESEIT.

AE:
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KT flash (RERIF, UTFZHMI 2.0V, 2.2V FE&lfE, 2R FTXEREREBTRO. BEE, BRERE
SKRRBEITE UK LEEE, LHINRER. BRKHAFER, HENBRESLEHE,

LA SDK demo HRRYERERZN 796 -

Step 1. B/ EHEIM deepsleep MEERRY, 7EIEF Flash RIEZ R, BRE#HIT—RIKERN, LBSLIEREE
SRR flash [RIRR:

void user_init_normal(void)

#if (BATT_CHECK_ENABLE)
u8 battery_check_returnVaule = 0;
if(analog_read(USED_DEEP_ANA_REG) & LOW_BATT_FLG){
battery_check_returnvVaule = app_battery_power_check(VBAT_ALRAM_THRES_MV + 200);
}
else{
battery_check_returnVaule = app_battery_power_check(VBAT_ALRAM_THRES_MV);

}
if(battery_check_returnvaule){

Step 2: 7£ main_loop A, EE—E 500ms FEHFHITIRIEEWKN:

if(battery_get_detect_enable() && clock_time_exceed(lowBattDet_tick, 500000) ){
lowBattDet_tick = clock_time();
u8 battery_check_returnVaule;
if(analog_read(USED_DEEP_ANA_REG) & LOW_BATT_FLG){
battery_check_returnVaule=app_battery_power_check(VBAT_ALRAM_THRES_MV + 200);

}

else{
battery_check_returnVaule=app_battery_power_check(VBAT_ALRAM_THRES_MV);

}

if(battery_check_returnVaule){
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ZE[E mcu WIERER flash I ITIEREER, FEt Demo IRETE 2.0V L FSHEE#HN deepsleep, HH
—BRREIZETF 2.0V, FEZFIBEEHRE 2.2V, SAASRMEERETRT. XAIKITEERUT/LA:

- 2.0V N HBHEHMERBIRETERIRBEEMR flash TEEE L, ELLE 2.0V UTHEE#HA
deepsleep, RIESH RAEIZITHEHXER;

- HERBEBREY, BMEE 2.2V FTeFEEMINEEE, XRATRIEERBERIANEHZBEEE—
EHE, RFBMmENETT UBRAZE.
LI_ER SDK Demo FIMERENEBEREEAR, AP AUSERBITIZH
FE:
X F flash BEFRF, U EHEMWERE, A2SEE, TP ERIBELRENITEEXRRE, thinBEiR. B
BRMAERR, HEHNFHRSTESHE,

7.3.2 Flash lock {#3f

BT ERMENBEENSEESE, BIBINEF M Flash EERIF. XERTERLERT, BMEMTHE
ErNERNLe, BERNZEGNARSE MRBRIZITH/ MERXFIER Flash BIFREEAIE, TS Flash
HIFR R HEBIREBERNRE R E Flash BIRBTREN. RIEINE P EEFBEIEEHTT Flash BIR
SRIF, XERMEFIRIRETE, Flash WABHEEHRE,

—REBNEFP IEFIBO S HRIP (Flash g12897), XEFEHESRH Flash el LI FREFBREEERE, XB
LA SDK Sample T2 AFIHR I EERIPF NS HRIFEI S £,
7.3.2.1 AL ERIA

(1) HERIFANN: FEAIEAET, HEESRIPH flash KA,

(2) EHA flash_read_mid ¥JKf flash K8, RIFLERIFAABEXREL, HRBEFRIPAXNMEATEEE, mid &
¥R AAE K RIEL AT LATE drivers/flash B R T2,

7.3.2.2 OTA FiIEHRHIRIPIZE

£ OTA H, HFEEN flash HITIEGZE, AN R EBEGRIPIIRIE, £ OTA TEFEEFHMEDIR
3P, AILUTE OTA_START [EIER#1T flash fRBIfRIF, TBUWT:

Step 1: B EIAILREPINLA TR M EIEREL;

blc_ota_registerOtaStartCmdCb (&flash_ota_start);

Step 2: 7EEFREG, RIFEZFI_ LBEEZIN flash 28, FRXNRREHTTRIR:
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void flash_ota_start(void)

{
switch(flash_lock_mid)

{

case mid {H:
FFRZHY unlock BRI
break;

BT OTA £Rja, TIEMNHELRWY, MIEMNEITERF, BIERERASR, BLEL—T88 flash_lock 75758
RRIEFERIP, AR RIENANR 2,

7.4 NE Flash 43
7.4.1 Flash i5ia)BdF 3t BLE B3 FEIR MM

7.4.1.1 Flash ifinBtfE

(1) Flash iR{ERABF

MSCN '\ /[
Mol X XXX O == = - OO

Figure 7.2: Flash EZi2(ER

EEFRA—NEREIR MCU 48] Flash BSE, MSCN HiIfiHERiE], 7£ MCLK =&, @i MSDI #1 MSDO BYE
EREZ, TS Flash BIEHER B,

Flash AIEBY 72 Flash 12 {EEAESF, MSCN HREREABIERE, HSZ/EER. FIER Flash IHAEERZLL
ERNEM, EZ69 Flash THEERLUFDBLE T Flash BRIFR AR F,

F— Flash 1#{ER AN FE AN, HNE—MEERNFTRZE, FREH#HIT F—RAIRE
(2) MCU t&H43A18] Flash
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Firmware Zf&7E Flash 1, MCU HITIEF ZEE1EHIM Flash FIREESHEIE, &5 2.1.2.1 WNATHNE
RN AE N text E&F1 read only data”Ek. MCU BT FEPLESIREY Flash EIIES, FAASFENEDD
Flash ##{EEAEFF, X MIIERH MCU BEBEHIN, BErs5,

main_loop BEFIBEITIEIER, WMRRALEHMT, HN irq_handler. BIfE main_loop # irqg_handler FEYFE
FERTE text ERH, AHI Flash BFEHZR, ERNERH MCU BHRTREN, EaMiFAXmhEMEET
=

(3) {43A18] Flash

MCU F&4ih18] Flash REBRIEIZFIESHI read only data”[al@, WIRFEX Flash Foh#HITIRGIEFIRME, £
Fa flash driver AR flash_read_page. flash_write_page. flash_erase_sector & APl &EEX/1 API IR
AR, ATUEHBHERERER Flash RIEEREEF, FHIE MSCN, AEREH#HIE, &EHE MSCN,.

(4) Flash Jhia]BS e s LA K2 iR 75 %

BT Flash BIFEANFE— A2 FIMBIFAIEIE, SN MCU BEHRIES7IR Flash B, BT
MCU BEFARE IR A, BrIaeh I FHs,

HIX N HRREIIHE S  BHTE main_loop HIEH flash_read_page.flash_write_page.flash_erase_sector
% API, MSCN HIREIEFEHITHIBIRERN, R4 T Hl, irq_handler B —LIELSTEMETE text B, MCU
BB EE— M Flash REEARIF, XN FIMMEIE main_loop FRIBIFEHZR, SR MCU SENZHEE

1xo

WTEFTR, Software 3418) Flash £53RAY, &AERMIFHME, MCU BEHFIEIAIR] Flasho ItEAY Flash 1hIRIRYEE
RAA=HEE

Software access FLash

MSCN  — \ /

MCLK |||||||||
wsol -~ OO00000

wsoo  — OO0

MCU hardware access FLash

MSCN /7
e JUUUUUL ___Toiuuuy—

Figure 7.3: TS Flash B EHR

DI FRRL NGRS FHENRM, AJLURHRRZ AR AR T/ IM:
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a) main_loop FAEHIMERIIRHIR(E Flash BIF B APle XNFEARATT, SDK MM A EH=HIM
flash_write_page & API BY{EF,

b) irq_handler REHFrERIEFERIRRITEIER ramcode, RARFES text E&Fl“read_only_data” E&o X
FHEBARKIF. ZRF 8208 T A Sram size, WRFFEHFETEY code #FEE] ramcode, Sram &
BARBHE. BINGTF user MXMIBHIRBZEE, TIERIE user BT code ERIABAMZE,

c) BHELE Flash BIFFBYJLAN APL AR, NNERIP, XHAISER, ik irq_handler AR, Flash RJ&ERIG,
= R,

B#&i Telink BLE SDK R8T 7% 3, Flash API RXFIMf{RIF, S0F code Fin (FPE]EBE T HET code), 1FH
irq_disable XFlf, irq_restore & i,

vold flash_mspi_write_ram(unsigned char cmd, unsigned long addr, unsigned char addr_en, unsigned
< char *data, unsigned long data_len)

{
unsigned char r = irq_disable();
"""" //flash access
irg_restore(r);

}

TERXHERIP Flash HRINFEHNRETREE, #EIHIE Flash BERETXE, iakE T PR{BERFEEIL
ZIMR (PERERS) , SEMMEIAIE Flash B F2EERLERE, MEFBESRT, hBtRRIIZIMmE, BB MCU
BEFIIR] Flasho

Software access Flash

MSCN ~\ /
Mok I M L U
MSDI :>O -1 - ‘{XX}C IRQ restore

IRQ EN

N

—\ MCU hardware access Flash /—

IRQ disable Tm o _W
IRQ IRQ

coming process

Figure 7.4: IEMRIAIPETANIES flash 121F
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7.4.1.2 Flash API 3 BLE timing FJ§MR
BIEINAT 653 Flash API X FRBHRIFSRABRINAFEBM MCU 1518 Flash BIFF BRI, BT EFSHE
FIE MR TE £ SRR IR, HEAS R hUfRE SIERIT, BEE ERIEa AT ia el aEs REEIER.

(1) B BLE timing FISZME

454 BLE timing BYF AR, X SDK F BLE EHIEAH BTX. BRX RSN E R MIESRFTMA. BTX
1 BRX 2ZEMAISEIR, LA slave role BY BRX A5 5HEE,

BRX timing BIRMELLIREZE, LU BLE slave BRX I more data AY RX IRQ BIME A, SN TFEFfR. SDK i%
ITHERREIE— RX IRQ EMLZ, A UIERME, EREERE, NRED RXIRQ #HEE, fMAXD
RX IRQ BY RX packet th2 &g, &K Linklayer ZEHEEIR,

|
j«———— T rx irq
I
I

RX1 TX1 RX2 X2

it *t2

I I
I I
4—%7 T irq dis _

IRQ disable

case 1 | A
p L 1 «t /]
I
t3 RX TRQ 1
queued
! RX IRQ 2
i queued
I 1
| i
IRQ disable | . . i
-« T irq dis
case 2 } 1T i
‘ t6 !

t5 RX TRQ 1
e - -
|
I
I

IRQ disable i ‘

T irq dis —4———»
case 3 ~ra '

I
— 1' 18
queued

Figure 7.5: Flash ##{EXt Link Layer K&

Elfh RX1 7E t1 & RX IRQ 1, RX2 TE t2 fiik RX IRQ 2, WIREHEXHPM AL, FUr7E 11 t2 SERIRAL,
EIEMRRLIE RX packets,

t1 0 t2 BHEIEA T_rx_irq, <FRBTIFERATIE]IN T irq_dis, T_irq_dis > T_rx_irqo

=& IRQ disable case 1. IRQ disable case # IRQ disable case 3 BIXxHETiFEERTIE)ERRE T _irq_dis, 1B%
FRETRYEC AN t1 BYAR IS BBl R —HF,

IRQ disable case 1, t3 XM, t4 IREFBT, t3 < t1; t4 > t2, RXIRQ 1 7E t1 ToiEMAR, HPBFHIAZEE. RX
IRQ 2 1 t2 fiik, B RX IRQ1 (RAHMEFEFIFTIEZEEE— RXIRQ), RXIRQ 2 HIPAHEF, 7F t4 HIEH
H1To RXIRQT XA RX1 EEKL, IR RX1 B2— 1N EMHIEIEER, Linklayer iz H o
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IRQ disable case 2 1 IRQ disable case 3, RXIRQ 1 1 RX IRQ 2 BAWIEIRHTT, BEEEE, Tak4diE
Ro

R EMBF R B —NEELES:

LK AFEN B A TFENLZLEE, TJaESALE Linklayer FiRAIXIBL,

XANLLHE, IR SDK # Linklayer BFFi&it. BLE Spec BYFF4F=&BtEx, LbHIFHM T rx_irq E&EZ, &
FATBREANE, XBEEZAHZTLHER 220us.

BB X P RTHFERETIE) T irq_dis, _EEfIFH IRQ disable case 2 # IRQ disable case 3, HFXAlikERN
BBl A—#F, RXIRQ 13§ RX IRQ2 #HIER MR, R=&4E RX IRQ 2 BE RX IRQ1 EHHEE. BMER IRQ
disable case 1, ¥R RX1 ] RX2 BTXEENTE, AEECBUARREMEAIEIR

AR K FIFFEEBY BIKTF 220us BY, AR—ESHIMEBIR, UAZNEHERHE, 7 EUEMEEIR, XEH
HE1E: XPUrREEER. XHRrRYESE S0 RX IRQ XK EMRE AT S EMSEM XK. BTX 5 BRX Hi
I more data; ELfA RX IRQ BIF RX packet HRERIIEEMARTEESE, FIURALILRE:

FRlT K FIFF4EATIBI AT 220us BY, SR linlayer HEEBIXIBE, BERIEER

BLE SDK Linklayer B9i&1t, UEXAEIR, BIRMTXAFLEEIKTE/NF 220us BIIER, RATAHE
=,

XEBEIMTE EEBIF RX packet BRI, 1 Telink BLE SDK £~ H, XFBEEF RIRME)X AN
. EMEAFBHEIRT, BE device XK1F— reason  0x3D (MIC_FAILURE) B9 terminate £, Sk
%,

U ESIREIEN, kA EiEd K2 S RX IRQ #IER XK E#MEER, RAEE, (B SDK SIEHLIE
FrhBT X AT EIRY AR, MAEERIFANSR. EEENRER user BRI T HthAY BT (Ebal Uart. USB
%), XLrimZE MR ERITEIEIMNRE K, BRXFANMRN—#, Bl RXIRQ IR, XEHA
FRE— user RETHITHIR AL £BY8) 100Us.

(2) Flash API XARBT{RIFFT BLE timing BYR2MM

AT FLEEEREI518) Flash #01 MCU BE{4ihiR] Flash BYBSREHZE, Flash API B T XRETEY A%, LR XFAF
£:B%/8]KF 220us BY, Linklayer ATREAEHERIXE, ATERAX ZEMNFE, FEXF Flash APl XHETHY
BARE,

Z# WA BLE timing & connection state slave role 1 master role, R IB LT mainloop AEY Adver-
tiisng state A= &M, £ mainloop connection state 1, FEXFLLT =4 Flash API: flash_read_page.
flash_write_page. flash_erase_sectoro Efth Flash API —fRARfER B TR EA 2BE,

a) flash_read_page

£ZMIATOIE, flash_read_page —/R14iEXHY byte #MEAFRET 64 BY, KHEIFEER S, 1E 220us A, @idX
MEERBE—ERIXF,

5B ZU 3N user A flash_read_page 3 Flash BY&x % 64 byte, WIREBT 64 byte, FERMZXIAR
flash_read_page LI,

b) flash_erase_sector

flash_erase_sector AYBY[E]—ARTE 10ms ~ 100ms X NELR, TITET 220us. FrLUX SDK 3K user £ BLE
connection state "EJGH flash_erase_sectoro EHIZFJFAIX API, connection —E&H5E,

AN user EARAEMARFE flash_erase_sector BI&1t. LbIl—N 2N T REEHIE Flash L1F(E
H—LLEXRER, 1’ EATEER—IRIRAXIR, FH flash_write_page AEI{FEIEMRIT %,
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BLE slave WA, XFTixki%H flash_erase_sector, MRIZBRELE, AILUER Conn state Slave role
B R ARIP A HISR e, BB E AR SALAYIER N B,

AR, AFREFRPYEIEEEE SR, MTF SRR flash_erase_sector, RNEIXARA, TiERIETE BLE slave
EESHREEZRABAXENFIREMN, BiX user REMIZIT EE B XMHIE o

c) flash_write_page

flash_write_page BB Z N R BEZMEMN, B3E: Flash 73, Flash TZ. write byte number. S1EE
%, TEMRWE Flash BYJL M NSERIFMIT A,

7.4.2 AE Flash API BYfEH

RIFELE—TIBINEE, Flash API AR flash_write_page ERNE Flash BIFREXE, EATLES 8208 BELTIFM
AE Flash AN A,

7.4.2.1 GD Flash

GD Flash BF ETOX T2,

flash_write_page FUHFERIEIER S len BI—AXMSANHNETHE) BX, BEF—IPERHNXR, £33
Telink REZPAIEARNIZFI O, KIMFETHE/NTET 16 B, SAKRIEIREZIRETE 220us LUIA; FHEHEW
Rt 16, 2BEMXM,

3+F GD Flash, E3K flash_write_page EAFTHERKEN 16, NIRRT 16, Lkl 32, FJLUIFKHERE
16 byteo

7 SDK &1t k, P RE flash_write_page HI75, —& SMP FHEEERF R, FHENEEXRE AN 16 byte;
Z 2 OTA BN firmware BY, HERATEXE N 16 byte, OTA KE3I&it L, LIS E 240 byte BXREUE,
BT 15 BN (16%15=240),

sRZUIEINE P EH flash_write_page 8X&xZE AN 16 byte, TNEHER BLE timing HRAIXIPL,
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Telink It T —EEFTHRTHM keyscan 224y, ATFIRBTHAIE, user AIABEEFEAXEROH code, 1
AUBESEE,

Zz)% B8O BLE Single Connection SDK FF & F#f

8.1 JRE5EME

WTFERR, XE—1 272 B Key matrix (R EPF), Row0, Rowl & 2 4 drive pin (ARTHER) , FAXREHEH
IXEHEBF; ColLO, ColLl @ 2 4 scan pin (FEEMR), FARFAEEY LEEEREHIRT,

vee  vee

10

K
Drive Rowo 1100 K———I
P 1n Rowl 100 K1

Scan  CoLo

Pin  cont

Figure 8.1: 175ITUBELEH

Telink EVK #iR b9 2*2 SREFERE, XL mN BRI R BEEZMIEEE, AP BITHRMM&t, TE Telink
IRMHIRE 272 BB AFIRHITIREA, 45 EE, 3T app_config.h B keyscan XA E #H1TIF1% AN
To

RIBSLPRAVREMEEE R, EVK #X_E RowO, Row1 J GPIO_PFO, GPIO_PF1,ColL0,CoL1 3 GPIO_PAO, GPIO_PD4,
TE X drive pin #2HH scan pin #X4A:

#define KB_DRIVE_PINS {GPIO_PFO, GPIO_PF1}
#define KB_SCAN_PINS  {GPIO_PA®, GPIO_PD4}
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keyscan fEFARY L THIEEPAEREF GPIO RUIEIMEERE : drive pin #EBY I 100K, scan pin #EBY i 10K, BB4A
LS ERER TR, scan pin AR GPIO ERIHIZW 10K LHIMNEHEF, HREAFBE, £ drive pin L3
HIREBTE, scan pin IREUEEBF, METEHAT EEREIET CEEILES drive pin A2 float &, & output &
FTFF, scan pin IREIRIE 100K 1 10K I ERF, E2E).

EXITHIAHEF, drive pin #HREBEFES scan pin FHEEIBBREF,

#define KB_LINE_HIGH_VALID 0

EX Row 1 COL By ETHiI:

#define MATRIX_ROW_PULL PM_PIN_PULLDOWN_100K
#define MATRIX_COL_PULL PM_PIN_PULLUP_10K
//drive pin need 100K pulldown

#define PULL_WAKEUP_SRC_PFO MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PF1 MATRIX_ROW_PULL
//scan pin need 10K pullup

#define PULL_WAKEUP_SRC_PA® MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PD4 MATRIX_COL_PULL

HF1E gpio_init BYIE ie BPREEEINIZA 0, scan pin TEFEEBFE, FTH ie:
//drive pin open input to read gpio wakeup level

#define PFO_INPUT ENABLE 1
#define PF1_INPUT_ENABLE 1

Z MCU # N\ sleep mode BY, TEIZE PAD GPIO IRFE, 1&E drive pin B TIRER, IR TIRRELY, drive pin
3%E| 100K #1 10K A EEBF, 79 10/11 VCC NEBF, FTEFTF drive pin BY ie IREVEBFIRE:

//scan pin open input to read gpio level

#define PAO_INPUT_ENABLE 1
#define PD4_INPUT ENABLE 1

8.2 Keyscan and Keymap
8.2.1 Keyscan
¥ERR FEMBECESERRE, 1E main_loop FIERE FEEESEA keyscano

u32 kb_scan_key (int numlock_status, int read_key)

% — B numlock_status £ main_loop FIAABTIZA 0 BIA]; R B TE deepsleep EE R B R EH
HIRBR A SEHIE N KB_NUMLOCK_STATUS_POWERON, EEMREFE PN B (3t DEEP-
BACK_FAST_KEYSCAN_ENABLE),
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FEZNEBE read_key 2 keyscan REIZENEEFNIE, XMN—REAXRT, —EHIEN 1807 (8 0 B
{BLE1Z1E buffer B, TNIRELLEE),

REMERTEA user HRIPIRBHMESKIEMERERTW: HLMUA, RO 1; TEKE, &E 0.

kb_scan_key XPMNEEZTE main_loop FIEMARY, 1RIE BLE BSFEAH, main_loop AYIETTATIEIN adv_interval
8 conn_intervalo [ iEIRZSHT (fRi& adv_interval 7 30ms), & 30ms #—X key scan; EFRSH (Ri&
conn_interval = 10ms), & 10ms ff—X key scan,

Bt b, Hal key scan KIAEME EIZRAVIKESH LR key scan BIREF—HEES, MIAABLW,
KRB HRAR T —NHEENERAIE: RERIELFR key scan NIFFIRS—1F, BN E—REFENR
MIEERBRTS A —1HE, TINAR— T ERRBEN, XMRE 1 RTIRBEELN, HRBEMZREIIR

BiBET kb_event EMARRER, FRREERLFINIZBRESNEHIVEFZERS. X2 RKER
keyboard.c FIRY:

unsigned int key_debounce_filter( u32 mtrx_cur[], u32 filt_en );

LEFMRBISRFIRASIER R EFTAIRRIR THMARRSHNES, LB, BIANSE —REMERE
ISHFFBRBEHRZNTN. RBEIPEERRCEERERLBIRSREEAZL, REEHRZN 1, &
MiRE 0o 30: WTF—MRFERE—PZWL; MA—TMREERE—TEN; BT —TREBIRTE 5RO
—E; BIRIMENBRETE=MRRO—EL; IR MERAFRER—MERE—NEL... ...

8.2.2 Keymap & kb_event

user T8 kb_scan_key BEI—MEETKE, B —1MNEEMNEWETE kb_event RIKEX Y BTAVIRER

.N80

#define KB_RETURN_KEY MAX 6
typedef struct{

u8 cnt;

u8 ctrl_key;

u8 keycode[KB_RETURN_KEY_MAX];
}kb_data_t;
kb_data_t kb_event;

kb_event HH 8 4 byte #JAk:
F— cnt BFERYFAL N ERENEEWIZT;

B ctrl_key —fEFAEAE, IHEEMAITER USB HID keyboard BIA SR (keymap HH keycode 3§59
0xe0 - Oxe7 BI&f&, FrLL user FTAREILX 8 ME),

keycode[6] AT RZEMERT 6 MRIR TIREN keycode (MNRLEFMRTHRET 6 >, RHBRI 6 MERL
) o

FRE I N AY keycode TE app_config.h FARENX :
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#define KB_MAP_NORMAL  {  {CR_VOL_UP, VK_1}, |
{CR_VOL_DN, VK_2}, }

XA keymap BIMETUAN 272 5EPEEM—3, AIAMNIREIREIZ A keycode, W#RT RowO # ColLO %k
SRR BIRE, HRH keycode I CR_VOL_UP,

1 kb_scan_key ERIEAEE, FXIIERIEIF kb_event.cnt 35 0, M kb_event.keycode[] X PMERA B EIRM,
FRERE] 1 RRBETUES, A kb_event.cnt ¥IBT Y AT EFEIRE EE L MNEMVIRE,

a) kb_event.cnt = O B, F—REMIEFEIRES kb_event.cnt BEEEARETF OH, BFRAER 1. 2 F8 3,
XN TN —ERRERB, FHREE—TNERBEERNTFL N EREM. AT kb_event.keycode[] EBE
BNERLHIE, WETHM, BFRE,

b) kb_event.cnt = 1, BIEE_EIR kb_event.cnt =0, BRARBTHE—MHEFIZT,; T8 LR kb_event.cnt
=2, BARBRZTUEREREMET—MERK, WEEEHMTTEENE, M= 8P HNRE N FER. Lt
kb_event.keycode[0] TR HAI#HIE FTHXMERE, BFEM keycode ZEERE,

c) kb_event.cnt = 2, AJRE_LIX kb_event.cnt = 0, ZERMERFEIIIRT; AIBELR kb_event.cnt = 1, —
MEWIZ T B —MEWIRT; AI8ELR kb_event.cnt = 3, = PNBWIE TR, Edh— P ERKR; Hittal
BEMZESE, LAY kb_event.keycode[O] # kb_event.keycode[1] TR HHIHIZ TR N ENEE, FEHN
keycode ZEERE,

user AI AR TE key scan B E ¥ kb_event.keycode 75 0, XBIFLRILAMRHE kb_event.keycode RFIMZBE
BRBTHRE, TS

XA R ZE R R R NMEER FTHER, FrAE kb_event.keycode[0] 3E 0 BY, FLIAAR—MIREWIR
T, HAREHERERNBENIR FTRER N BERHN— BREE B R

kb_event.keycode[0] = 0;//clear keycode[O]
int det_key = kb_scan_key (0, 1);
if (det_key)
{
key_not_released = 1;
u8 key® = kb_event.keycode[0];
if (kb_event.cnt == 2) //two key press, do not process
{
}
else if(kb_event.cnt == 1)
{
key_buf[2] = key0;
//send key press
bls_att_pushNotifyData (HID_NORMAL_KB_REPORT_INPUT_DP_H, key buf, 8);

else //key release
{
key_not_released = 0;
key_buf[2] = 0;
//send key release
bls_att_pushNotifyData (HID_NORMAL_KB_REPORT_INPUT_DP_H, key_buf, 8);
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8.3 Keyscan Flow

JAH kb_scan_key BY, —EREARH keyscan BIRIZM T :
(1) B—REHEEER,

¥ drive pin 2ZB%at drive BB (0), REBFNREXFRER scan pin, MERTIRIERHBF, HicRH—75!
FFERITHEMEF (B scan_pin_need FRZEMMFIS),

ENMEAE—REEMEBEE, BEXTHIE, ELOERITRETHAE, BMESEREBIETHESREZET
i, LBGEREL, MANT F—XLEMERE, &&AMEMY EEREET, MolllEZRH keyscan, 7
RERBEE TSP ERZHE,

F—RLIEMEIEHED code [T

scan_pin_need = kb_key pressed (gpio);

7E kb_key_pressed EREPRFAIEIITHRILHIREF, XY 20us & ERRHA T ERFBFRERFAIR scan pin)o
"B T — release_cnt A 6, HiMEINER ERRERTHSBERE, HABRIZIFMINESEREMAE
EITHIET, MERAZET 6 i, BRIRIMEL 6 XBEONEIZRLIBEREABEEZRTHE, XMT7—1
key debouce FhIEIHIAME,

(2) RIELEMFBANER, FTHEHE.

SEMEBHALIARBIZ T, FBZFTEE, ROW0, ROWT E{THHABER drive BB, REXF LRYETE,
HHIRRE TR &,

SIRZBOAERD

u32 pressed_matrix[ARRAY_SIZE(drive_pins)] = {0};
kb_scan_row (0, gpio);
for (int 1=0; 1<=ARRAY_SIZE(drive_pins); i++) {
u32 r = kb_scan_row (i < ARRAY_SIZE(drive_pins) ? 1 : 0, gpio);
if (V) {
pressed_matrix[i - 1] = r;

}

EMETHRENER T — 7 ARM AR RITRE

—RB Y ET drive BY, HAZEEFRENELIFAIFI CoLO, ColLl, RIBZHIEIM scan_pin_need A LAXNEMLES)
LEERSIFEREMEF, A RIEENELWARICHSIEI AT,

“BE—17 drive iY, FE 20us EANFHREMNE, 87T —TEHLE, 1 20us NEFERZLEIRT
code 1, TETXMNE, BEEAKMANE, 1§ user BITIERR,
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EREME IR B SFER u32 pressed_matrix[5] (AIBHE&RZZHF 40 5ll) R1FfE, pressed_matrix[0] Y
bit0~bit2 #7ig RowO k£ ColLO ~ ColL2 BREHBIRH#, ... , pressed_matrix[4] BY bitO-bit2 #xid Row4 E ColLO
~ CoL2 BRHEERRE,

(3) 3 pressed_matrix[] #{TRAEI IR AL IE
POIVAREE SN
unsigned int key_debounce_filter( u32 mtrx_cur[], u32 filt_en );

u32 key_changed = key_debounce_filter( pressed_matrix, (numlock_status &
< KB_NUMLOCK_STATUS_POWERON) ? 0 : 1);

Y deepsleep BEREHRIZEIQMBY, numlock_status = KB_NUMLOCK_STATUS_POWERON, LItAY filt_en =
0, FHITIEK, BA7T RIFENREEE,

HMIERT, fit_en = 1, FERELIE, IERMIENERE: SIONESMAR pressed_matrix[] —5, B L
—RBERB pressed_matrix[] A—1, AINNEBIRBEIERELAE T ERBIZIL, key_changed = 1,

(4) ¥} pressed_matrix[] H{TEFLE

% pressed_matrix[] ZANEIZHX, % kb_scan_key (int numlock_status, int read_key) HfJ read_key 79 1
BY, AEHEAXIIEIR, 3 read_key A 0 B, BHAXIBRFER, TR LR, REFE read_key A
18, ARERH ZBiEFIEERE,

BFHNE read_key KITA 1, XERAIURERIT, A TFEAIXEHEEIER. REKLBANE.
(5) #R#E pressed_matrix[], &Z& KB_MAP_NORMAL, R[EI#E{E,

IR AYERER kb_remap_key_code # kb_remap_key_row, RNEENE, user BITEERR,

AN-22070701-C1 196 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

9 ¥4 ERI2E (Software Timer)

RT HE user —LeF BB ERTEE(ESS, Telink BLE SDK 1217 blt software timer demo, B £IZFRIBREA,
user AJ LITEIBRR 7 1% timer BOIRITREREERIEFEA, tWrllE SM—EEigit.

B 2 Z 7E vendor/common/blt_soft_timer.c A blt_soft_timerh X & H, EEEBFAH, K& fea-
ture_config.h ¥4 % FEATURE_TEST_MODE 29 TEST_USER_BLT_SOFT_TIMER:

#define FEATURE_TEST_MODE TEST_USER_BLT_SOFT_TIMER

blt soft timer & TF system tick IRITIEIB timer, HEMRETEAZEH timer BBLKE, BEBRIEE
main_loop F—E# &,

BATIE: bit soft timer EMRHRAERBIEAT sms. BN FHENREERFT 2R 5ISHIIB T

blt soft timer ERAFFRERNIE main_loop FEWEN, WEEMRTEH N suspend [GREB R BTIREEH 1T
timer B9ES3, ZigHRETRINFEMREEE SN B/ AR E IR AR SCIAT,

BaNgit ERZEITZEF 4 D timer 1817, LR user BAILUEEA FTEMAREIME LRI E E /DAY timer:

#define MAX_TIMER_NUM 4  //timer max number

9.1 Timer #]441k

TR TE AP HITHIAL:

vold blt_soft_timer_init(void);

AIUE DR _E#IaL 2235 bit_soft_timer_process XA N FB B HE B MR ER AV 137 BRI 2K
vold blt_soft_timer_init(void){

bls_pm_registerAppWakeupLowPowerCb(blt_soft_timer_process);
}

9.2 Timer HEifIE
blt soft timer FYZHALIRER blt_soft_timer_process BRI :

vold blt_soft_timer_process(int type);

—HEFBEE main_loop FINTEFMRUERR—E®RIAR, S5—HEACEMANAERFRENEIERE,
BBATIRIE suspend PR ETERIRAIREER, HRPRERITIZERER, EAEE timer £55,
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void main_loop (void)
{
blt_soft_timer_process(MAINLOOP_ENTRY);
blc_sdk_main_loop();
#if (UI_KEYBOARD_ENABLE)
proc_keyboard (0, 0, 0);
#endif
blt_pm_proc();

blt_soft_timer_process BB type BT RAMIE N 0 RRTE main_loop FEMHN, 1 RREAET timer
TR AR BB NIZ K ¥K

#define MAIN_LOOP_ENTRY
#define CALLBACK_ENTRY

N o

blt_soft_timer_process BIEKRSLILLIRE 2, BABRMOT:

(1) BEREYE] timer table FEEIXE user EXH timer: EEBNEHIZRY, HXENHAEERMGEE;
=8 timer £55, #EFTIET.

if(!blt_timer.currentNum){
bls_pm_setAppWakeupLowPower(0, 0); //disable
return;

(2) KENE ERER— timer ESFERENE: F2BRE, WREH, SMHLEFTTIET. RITESRIE
timer TEEAIHRERZIZIRETEIHFRY, FrUAXERBEHE L&Y timer BIA,

if( !'blt_is_timer_expired(blt_timer.timer[0].t, now) ){
return;

(3) BIHEIFAEMN timer 155, REMNELIAE] T FHAIT timer XRAES,

for(int 1=0; i<blt_timer.currentNum; i++){
if(blt_is_timer_expired(blt_timer.timer[i].t ,now) ){ //timer trigger
if(blt_timer.timer[i1].cb == NULL){
}
else{
result = blt_timer.timer[1].cb();
if(result < 0){
blt_soft_timer_delete_by_index(i);
}
else if(result == 0){
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change_flg = 1;
blt_timer.timer[1].t = now + blt_timer.timer[i1].1interval;
}
else{ //set new timer interval
change_flg = 1;
blt_timer.timer[i].1interval = result * CLOCK_16M_SYS_TIMER_CLK_1US;
blt_timer.timer[1].t = now + blt_timer.timer[1].1interval;

}

XEEAIUAEEN timer ESREHILIE: EZREHREENTF 0, X1 timer S SWMiE, FEAEM;
FREEN 0, RIFL—RNERE; FREEKRT 0, MEIZREHEMFEAFIERER (8L us).

(4) EEEME 3 P, WR timer ESRPVESLET LN, WZAIRIREIREF TSRS, XEBE
HHEF.

if(change_f1lg){
blt_soft_timer_sort();

(5) HEER timer ESHIMANZESBIEERSIMARR 3 7 (35 ATABAAR—LE) FF, WFZERANAER
teRiMEERYEYIE], HNXHN A ERAIREE,

if( (u32)(blt_timer.timer[0].t - now) < 3000 * CLOCK_16M_SYS_TIMER_CLK_1MS){
bls_pm_setAppWakeupLowPower(blt_timer.timer[0].t, 1);

}
else{

bls_pm_setAppWakeupLowPower(0, 0); //disable
}

9.3 RINERSZESS
ERIT APl AINERNZHMES:

typedef int (*blt_timer_callback_t)(void);
int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us);

func NERHITHESEREL, interval_us NEBIBTE], BAIH uso

EBMES func B9 int IREE=FQIES N
(1) REME/NF 0, MZESHITEHREEIMER. BILAERXMFMERIZHE RSB MITRAR .
(2) &[El 0, M—EEEAZHID interval_us ERT,
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(3) BENEARTF 0, MEAZREIEMAFHIENELE, S us.

int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us)

{
int 1;
u32 now = clock_time();

if(blt_timer.currentNum >= MAX_TIMER_NUM){ //timer full

return 0;

}

else{

blt_timer.timer[blt_timer.currentNum].cb = func;
blt_timer.timer[blt_timer.currentNum].interval = interval_us *

< CLOCK_16M_SYS_TIMER_CLK_1US;

blt_timer.timer[blt_timer.currentNum].t = now +
< blt_timer.timer[blt_timer.currentNum].interval;

blt_timer.currentNum ++;
blt_soft_timer_sort();

bls_pm_setAppWakeupLowPower (blt_timer.timer[0].t,

return 1;

AREIREF, AANEIEENSBEEBIRAEN, RNKK. SRM—THB timer £33,

WIMEE—T

Hr, DHRERNSESEEMIRE IR BIHFRY, 6] L&A timer fE553FMNAY index A 0o

9.4 HIFRERSIESS

BT A LEREE/NT 0 REIBIFRERMESS, ERILUERTE AP RIEEEMIPRRIE R 88 E5S,.

int blt_soft_timer_delete(blt_timer_callback_t func);

9.5 Demo

blt soft timer BY Demo code {E& % feature_test 7 feature_soft_timero

int gpio_testO(void)
{
DBG_CHN3_TOGGLE;
return 0;
}
static u8 timer_change_flg = 0;
int gpio_testi(void)
{
DBG_CHN4_TOGGLE;
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timer_change_flg = !timer_change_flg;
if(timer_change_flg){
return 7000;

}
else{
return 17000;
}
}
int gpio_test2(void)
{
DBG_CHN5_TOGGLE;
if(clock_time_exceed(0, 5000000)){
//return -1;
blt_soft_timer_delete(&gpio_test2);
}
return 0;
}
int gpio_test3(void)
{
DBG_CHN6_TOGGLE;
return 0;
}
atl:

blt_soft_timer_init();
blt_soft_timer_add(&gpio_test®, 23000);//23ms
blt_soft_timer_add(&gpio_test1, 7000); //7ms <-> 17ms
blt_soft_timer_add(&gpio_test2, 13000);//13ms
blt_soft_timer_add(&gpio_test3, 27000);//27ms

EXT 4 MES, X4 MERNESEERR:
(1) gpio_testO & 23ms toggle —o
(2) gpio_test1 AT 7ms/17ms FNETEIAVEIIR ERY,
(3) gpio_test2 7£ 5s [5 B Sz, P ERF A NE A AKX ThEE

(&gpio_test2); —=& return -1,

(4) gpio_test3 & 27ms toggle —X,

: —21EH blt_soft_timer_delete
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10 {18l UART (Software UART)

HNTHE—L user BIW vart £53, BT IFEMH UART, B8O BLE SDK X127 blt software UART demo,
HE2EREBIRM, user AILITEIRAR T 1% demo MG BREEIEMFER, B S M—EEKigit.

B 2 SFE drivers/ext_driver/software_uart.c  software_varth X4 ®, EEEFEH, L& fea-
ture_config.h B4 % FEATURE_TEST_MODE {9 TEST_USER_BLT_SOFT_UART:

#define FEATURE_TEST_MODE TEST_USER_BLT_SOFT_UART

blt soft uart TX BEF#iFI&ItT, R B BN EFEZEMERZ B AFAIX, blt soft uart RX @EF gpio
FRBFFD timer ABFISIT,
AR

RNT DR IBESSEYE], RO TIENTER SYS_CLK_48M_Crystalo

10.1 Software UART #1541t
AR TEM AP FH1THME1L:

soft_uart_rx_handler(app_soft_rx_uart_cb);
soft_uart_RxSetFifo(uart_rx_fifo.p, uart_rx_fifo.size);
soft_uart_init();

A AE % soft_uart_rx_handler ¥4 irq handler FIEY UART RX RbIE R #UEAM 9 5 A B E X BY[B]3 6K #1
app_soft_rx_uart_cbe

int app_soft_rx_uart_cb(void)//UART data send to Master,we will handler the data as CMD or DATA
{
if (((uart_rx_fifo.wptr - uart_rx_fifo.rptr) & 255) < uart_rx_fifo.num) {
uart_rx_fifo.wptr++;
unsigned char* p = uvart_rx_fifo.p + (uart_rx_fifo.wptr & (uart_rx_fifo.num - 1)) *
< uart_rx_fifo.size;
soft_uart_RxSetFifo(p, uart_rx_fifo.size);

}

return 0;

soft_uart_RxSetFifo EEUE UART U FIFO ST _ERBIE N uart_rx_fifoo

us8 uart_rx_buf[80 * 4] = {0};
my_fifo_t uart_rx_fifo = {

80,

4,
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0,
0,
uart_rx_buf,};

soft_uart_init ERIEUE software UART RX 0 TX EFEAY GPIO [O. RX GPIO Hlif. software UART tHHXM T =
FMEBZIH timer0 HITHIE K.

vold soft_uart_init(void)

{

// set software rx io

gpio_set_func(SOFT_UART_RX_IO, AS_GPIO);
gplo_set_output_en(SOFT_UART_RX_IO, 0);
gpio_set_input_en(SOFT_UART_RX_IO, 1);
gpilo_setup_up_down_resistor (SOFT_UART_RX_IO, PM_PIN_PULLUP_10K);
gpio_set_interrupt(SOFT_UART_RX_IO, POL_FALLING);

//set software tx io

gpilo_set_func(SOFT_UART_TX_IO , AS_GPIO);

gpilo_setup_up_down_resistor (SOFT_UART_TX_IO, PM_PIN_PULLUP_1M);

gplo_set_output_en(SOFT_UART_TX_I0,1);//Enable output

gplo_write(SOFT_UART_TX_IO, 1);// Add this code to fix the problem that the first byte will
< be error.

soft_uart_rece.bit_num = 0x00;
soft_uart_rece.temp_byte = 0x00;

soft_uart_rece.stop_count 0;
0;

soft_uart_rece.done_count

soft_uart_rece.state = SOFT_UART_WAIT;
soft_uart_rece.mutex_flag = 0;

soft_uart_rece.time_interval = (1000000 / SOFT_UART_BAUD_RATE) * CLOCK_SYS_CLOCK_1US +
< SOFT_UART_OFFSET;

//SET TIME

timer0_set_mode(TIMER_MODE_SYSCLK, O, SOFT_UART_INTERVAL * CLOCK_SYS_CLOCK_1US);

timer_stop(TIMERO);

10.2 Software UART TX M HE

blt software UART TX & B{#HF soft_uart_send ERERILI, user AILISEEINE O R A EIEH Demo, BiLE
nT,
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#define  TEST_RX_TX_RUN
#define  TEST_ONLY_TX_RUN 2

#define  TEST_SOFT_UART_RUN_MODEL TEST_ONLY_TX_RUN

7£ main_loop FII FEIFRIIEIEA soft_uart_send EKE, EIER timer 1£5,
u8 send_buf[10] = {0Oxaa,0x55,0xaa,0x55,0xaa,0x55,0xaa,0x55,0xaa,0x55};

void main_loop (void)

{

soft_uart_send(send_buf, 10);

B &0 UM TAERTUERIRIEN 10 Byte #iE. FIh, IMEZEIH AT UABEINR.

e o en e 006060606 0606806606060680660606 (10 55 Lo Lo Las Lo Los Lo Loa L]

Figure 10.1: [ &S MR B O R AL KR

blt software UART TX B E A BERI0T :
(1) BIZCIR Byte KIRHE, RKEFRNEUIPRSIIRS. WMRYFHREA advertising 75, BT (2); R
LEPRE A connection &, BREEEI (3); MRHFPIREA standby &, BKEEEF (4).

voild soft_uart_send(unsigned char * buf, unsigned char len) {

unsigned char 1i;
for (1 = 0; 1 < len; i++) {

unsigned char s;
extern u8 blc_11_getCurrentState(void);
s = blc_11_getCurrentState();

AN-22070701-C1 204 Ver1.0.0



T Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

(2) HEPIRZSA advertising &, A blc_sdk_adv IERTBEEEA #EEE], WMRELK, KEXE, 2
BV TX, BREER (4).

vold soft_uart_send(unsigned char * buf, unsigned char len) {
/*
#define BLS_LINK_STATE_ADV BIT(0)
*/
if (s == BIT(0)) {

extern void blc_sdk_adv(void);
blc_sdk_adv();

(3) HETIRAN connection &, JAM blc_ll_SoftUartisRfState I8 E Y] RF (EFSEE 200 TX 55, WIRY
BB ZIE T —EEEH KT UART TX — Byte #EAYBTE] (SOFT_UART_SEND_ONE_BYTE), #¥F
X, BkERE (4), BUEEEF F—RNEREHER,

vold soft_uart_send(unsigned char * buf, unsigned char len) {
/*
#define BLS_LINK_STATE_CONN BIT(3)
*/
if (s == BIT(3)) {

extern void blc_11_SoftUartisRfState(int acl_margin_us);
blc_11_SoftUartisRfState(SOFT_UART_SEND_ONE_BYTE);

(4) 7ERIF UART TX B9IER T, M soft_uart_putchar REUESE i 4 Byte kKi%o
vold soft_uart_send(unsigned char * buf, unsigned char len) {

soft_uart_putchar(buf[i]);

10.3 Software UART RX #bIE

blt software UART RX RMEEF gpio ARETFN timer ARBTRIZIL, RX BHETE irq handler AR#1T, user IS
Z R R OWCE EIER Demo, ECEWT,
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#define  TEST_RX_TX_RUN
#define  TEST_ONLY_TX_RUN 2

#define  TEST_SOFT_UART_RUN_MODEL TEST_RX_TX_RUN

7£ main_loop FII TFEIFRNAIE L IBUREIA RX 038, FHiBiD soft_uvart_send RIEE TX A%,

void main_loop (void)

{
if (uart_rx_fifo.wptr != uvart_rx_fifo.rptr) {
u8 *p = uart_rx_fifo.p + (uart_rx_fifo.rptr & (uart_rx_fifo.num - 1))
* uvart_rx_fifo.size;
soft_uart_send(&p[4], p[0]);
vart_rx_fifo.rptr++;
}
}

8O M TARKIX 10 Byte ¥4E, AILTERREOWEI TN A EIRERE. S5, IMEEEDTNER
UEFIHR,

LLIL 2 i

MEaMm6amanamea
RES/TE

{22 X 55 1 255 Ran 255 Xar 155 Tar 155 ]

Figure 10.2: [ &% TMEINEA QWA 3R

blt software UART RX BN E{ASSI BRI T :

(1) BRWE LM AIXEVEEERY, =ik GPIO irq, W3R software vart state /3 SOFT_UART_WAIT, NlIx
M GPIO irq, BiTIRE timer irq tick SRARKHET, REXNTF—R RX interval BY8Y GPIO BINME, LA
software vart state IRE /N SOFT_UART_WORK,

_attribute_ram_code_ void soft_uart_1irqg_handler(void)

{
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if ((reg_irqg_src & FLD_IRQ_GPIO_EN) == FLD_IRQ GPIO_EN) {

reg_irq_src |= FLD_IRQ_GPIO_EN; // clear the relevant irq

if ((gpio_read(SOFT_UART_RX_IO) == 0)&&(SOFT_UART_WAIT & soft_uart_rece.state)) {
BM_CLR(reg_gpio_1irq_wakeup_en(SOFT_UART_RX_I0), SOFT_UART_RX_IO & oxff); //

< close GPIO irqg

soft_uart_rece.bit_num = 0x00;
soft_uart_rece.temp_byte = 0x00;
soft_uart_rece.state &= ~SOFT_UART_DONE_CHECK;
soft_uart_rece.state &= ~SOFT_UART_WAIT;
soft_uart_rece.state |= SOFT_UART_WORK;
soft_uart_rece.done_count = 0;
timer0_set_mode(TIMER_MODE_SYSCLK, 0, soft_uart_rece.time_interval);
timer_start(TIMERO);

(2) Hf& timer irg BY, JE5E timer irq status, Z/GHIMTHA] software vart state, HHITHERNIRE. AR
state 4 SOFT_UART_WORK, Bki£Zl (3); WL state J SOFT_UART_STOP_CHECK, BKH:EE| (4); TR
state JJ SOFT_UART_DONE_CHECK, Bk#Z (5).

_attribute_ram_code_ void soft_uart_1irqg_handler(void)

{
//time irqg
if (timer_get_interrupt_status(FLD_TMR_STA_TMRO)) {
timer_clear_interrupt_status(FLD_TMR_STA_TMRO); //clear irq status
if (soft_uart_rece.state & SOFT_UART_WORK) {

} else if (soft_uart_rece.state & SOFT_UART_STOP_CHECK) {

} else if (soft_uart_rece.state & SOFT_UART_DONE_CHECK) {

(3) software uart state /9 SOFT_UART_WORK, EEFEHFIMNE, MNREBLIEWE 8 iifV{E, & software
vart state B9 SOFT_UART_STOP_CHECK,

_attribute_ram_code_ void soft_uart_irqg_handler(void)

{
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if (soft_uart_rece.state & SOFT_UART_WORK) {

if (1 == gpilo_read(SOFT_UART_RX_I0)) { //
soft_uart_rece.temp_byte |= BIT(soft_uart_rece.bit_num);

}

soft_uart_rece.bit_num++;

if (8 == soft_uart_rece.bit_num) {
soft_uart_rece.bit_num = 0x00;
soft_uart_rece.state |= SOFT_UART_STOP_CHECK; //change state
soft_uart_rece.state &= ~SOFT_UART_WORK;

(4) software uart state 7 SOFT_UART_STOP_CHECK, RFEZRI{EHEY Byte B, ZE¥ software uart
state & SOFT_UART_DONE_CHECK #1 SOFT_UART_WAIT, #i&H soft_uart_RxHandler #{T—LE4bE,
EFFTH RX GPIO irge

_attribute_ram_code_ void soft_uart_irq_handler(void)

{

if (soft_uart_rece.state & SOFT_UART_STOP_CHECK) {
soft_uart_rece.state &= ~SOFT_UART_STOP_CHECK;
if (1 == gplo_read(SOFT_UART_RX_I0)) { //
soft_uart_rece.data[soft_uart_rece.data_count + 4] = soft_uart_rece.temp_byte; //len
« + buf
soft_uart_rece.temp_byte = 0x00;
soft_uart_rece.data_count++;
if (soft_uart_rece.data_count >= soft_uart_rece.data_size) { //over flow
soft_uart_rece.data[0] = soft_uart_rece.data_count;
if (soft_uart_RxHandler)
soft_uart_RxHandler();

}
soft_uart_rece.state |= SOFT_UART_DONE_CHECK;

soft_uart_rece.state |= SOFT_UART_WAIT;
reg_irq_src |= FLD_IRQ_GPIO_EN; // clear the relevant irq
BM_SET(reg_gpio_1irq_wakeup_en(SOFT_UART_RX_I0), SOFT_UART_RX_IO & Oxff); //start io irqg

(5) software uart state ¥ SOFT_UART_DONE_CHECK, & SOFT_UART_DONE_CHECK IR&H A B
soft_uart_RxHandler ##{T—LE4M 8, XF timer irqo
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_attribute_ram_code_ void soft_uart_irq_handler(void)

{
if (soft_uart_rece.state & SOFT_UART_DONE_CHECK) {
soft_uart_rece.done_count++;
if (UART_RECE_DONE_NUM <= soft_uart_rece.done_count) {
timer_stop(TIMERO);
if(soft_uart_rece.data_count > 0){
soft_uart_rece.data[0] = soft_uart_rece.data_count;
if (soft_uart_RxHandler)
soft_uart_RxHandler();
}
soft_uart_rece.state &= ~SOFT_UART_DONE_CHECK;
}
}
}
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11 Feature Demo 48

B8O_feature_test $3f—LEE FARY BLE KRBV feature 45T demo code, AP RIS E XL demo FeBE D
HITHRESSIR, J¥1EI code, 7E B8O_feature_test THEEME app_config.h HAXI7A "FEATURE_TEST_MODE "#1T
ERMMEN, BIAYIHEEIARE feature test B Demos

TEST FEATURE SELECTION

#define TEST FEATURE BACKUP 0

#define TEST POWER_ADV |

#define TEST ADVERTISING IN CONN_SLAVE_ROLE 2
#define TEST SDATA LENGTH EXTENSION 5!
#define TEST SLAVE MD 4
#define TEST USER BLT SOFT TIMER 5
#define TEST PHY CONN 6
#define TEST BLE PHY 7 BQB PHY TEST
#define TEST EMI 8 emi test

[T=)

#define TEST GATT_SECURITY

#define TEST USER_BLT SOFT_UART 10

#define FEATURE TEST_ MODE TEST_FEATURE_BACEKUP
Figure 11.1: feature test B9/l Demo E#F

TENEE Demo MidTF %,

11.1 [3BIHFENH

L EEMARRE BSH BISEI0FE, BRENRNAIMERRRNENFE. 7 feature_config.h TEIE
B{ FEATURE_TEST_MODE 73 TEST_POWER_ADV,

#define FEATURE_TEST_MODE TEST_POWER_ADV

7E feature_adv_power FIRIET RIEA HBRE N S, app_config.h FIgE T S EEEERAFE
B, DalAnEEr BAIAFNERET .
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//TEST POWER ADV config start

#define CONNECT 12B 1S 1CHANNEL 0
#define CONNECT 12B 1S 3CHANNEL 1
#define CONNECT 12B 500MS_3CHANNEL 2
#define CONNECT 12B 30MS 3CHANNEL 3
#define UNCONNECT 16B 1S 3CHANNEL 4
#define UNCONNECT 16B 1 55 3CHANNEL 5
#define UNCONNECT 16B 2S 3CHANNEL 6
#define UNCONNECT 32B 1S 3CHANNEL 7
#define UNCONNECT 32B 1 55 3CHANNEL 8
#define UNCONNECT 32B 25 3CHANNEL 9
#define APP ADV POWER TEST TYPE UNCONNECT 16B_1S 3CHANNEL

//TEST_POWER _ADV end

Figure 11.2: ADV_POWER_TEST_TYPE B9

11.1.1 vlERE BTN
7f feature_adv_power H1, LU FRBIEAEE XA,

#define CONNECT_12B_1S_1CHANNEL
#define CONNECT_12B_1S_3CHANNEL
#define CONNECT_12B_500MS_3CHANNEL
#define CONNECT_12B_30MS_3CHANNEL

W N R O

Demo BRIAT HEEUBKE N 12byte, AP AIRIERREL.

//ADV data length: 12 byte
u8 tbl_advData[12] = {0x08, O0x09, 't', 'e', 's', 't', 'a', 'd', 'v',0x02, 0x01, 0x05,};

Demo BT 1s_1channel, 1s_3channel, 500ms_3channel, 30ms_3channel B/ &&%K, APRIEECE
R I R AN EN AT,

11.1.2 JERTEET BIhFEN

7£ feature_adv_power 1, LU FIEEIERERE B8,

#define UNCONNECT_16B_1S_3CHANNEL 4
#define UNCONNECT_16B_1_5S_3CHANNEL 5
#define UNCONNECT_16B_2S_3CHANNEL 6
#define UNCONNECT_31B_1S_3CHANNEL 7

AN-22070701-C1 21 Ver1.0.0



Tl Telink
Zz)% B8O BLE Single Connection SDK FF & F#f

#define UNCONNECT_31B_1_5S_3CHANNEL 8
#define UNCONNECT_31B_2S_3CHANNEL 9

Demo R T A HEEIEKE D57 16byte 1 31byte, AR AIRIEE KIERE,

u8 tbl_advData[] = {
15, oxe9, 't', 'e', 's', 't', 'a', 'd', 'v', '8', '9', 'A', 'B', 'C', 'D', 'E',
};//ADV data length: 16 byte
u8 tbl_advData[] = {
30, Ox09, 't', 'e', 's', 't', 'a', 'd', 'v', '8', '9', 'A', 'B', 'C', 'D', 'E',
< 'F', '0', '12', '2', '3', '4', '5', '6', '7', '8', '9', 'A', 'B', 'C', 'D'
};//ADV data length: max 31 byte

Demo BT 1s_3channel, 1.5s_3channel, 2s_3channel B &£, FAAIRIES 2 ERKERIT A9 MIRED
7,

11.2 GATT Security jllig
B EEE feature_config.h B3 FEATURE_TEST_MODE A TEST_GATT_SECURITY,

#define FEATURE_TEST_MODE TEST_GATT_SECURITY

H BLE &R ATTRGATT BT AIH, REBHVIRPEN Attribute FRENX TIRENIE, ENERIHRtBEATIFERAY
ERAEFRIFEHEE, W Demo BY SPP RS H:

// client to server RX

{0,ATT_PERMISSIONS_READ,2,sizeof(TelinkSppDataClient2ServerCharVal), (u8*)(&my_characteruuiD),
< (u8*)(TelinkSppDataClient2ServerCharVval), 0}, //prop
{0,SPP_C2S_ATT_PERMISSIONS_RDWR,16,sizeof(SppDataClient2ServerData), (u8*)

< (&TelinkSppDataClient2ServerUUID), (u8*)(SppDataClient2ServerData), &module_onReceiveData},
« //value

{0,ATT_PERMISSIONS_READ,2,sizeof(TelinkSPPC2SDescriptor), (u8*)&userdesc_UUID, (u8*)

< (&TelinkSPPC2SDescriptor)},

$F - Attribute BUIESIPEENX . SPP_C2S_ATT_PERMISSIONS_RDWR,
EEREBRAR EEE, JLURRENTEAR—:

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_RDWR

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_ENCRYPT_RDWR
#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_AUTHEN_RDWR
#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_SECURE_CONN_RDWR

TIEER, HHENRAESTHESFTIIRERREFRT EERIIREIRS.
GATT MR EZNMHECH MEZRRE, TEDNUTIIMGI:
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« LE_Security_Mode_1_Level_1, no authentication and no encryption.
« LE_Security_Mode_1_Level_2, unauthenticated paring with encryption.
« LE_Security_Mode_1_Level_3, authenticated paring with encryption-legacy.

« LE_Security_Mode_1_Level_4, authenticated paring with encryption-sc.

AR EFER app_config.h IRIEFR KIEFAENAIECKTE T,

// LE security mode select
#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_1

TEXEMENRHEITEE TR,

11.2.1 LE_Security_Mode_1_Level_1

// LE_Security Mode 1 _Level_1, no authentication and no encryption
#define SMP_TEST_NO_SECURITY 1

LE_Security_Mode_1_Level_1 A& EEHNE X H X, BEFINIERFTME. BF R app_config.h B
LE_SECURITY_MODE_1_LEVEL_1 B9 SMP_TEST_NO_SECURITY,

#define LE_SECURITY_MODE_1_LEVEL_1 SMP_TEST_NO_SECURITY

SMP_TEST_MODE %289 LE_SECURITY_MODE_1_LEVEL_1,

#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_1

11.2.2 LE_Security_Mode_1_Level_2

// LE_Security Mode_1_Level_ 2, unauthenticated pairing with encryption
#define SMP_TEST_LEGACY_PAIRING_JUST WORKS 2 //JustWorks
#define SMP_TEST_SC_PAIRING_JUST_WORKS 3 //JustiWorks

LE_Security_Mode_1_Level 2 # X & just work, R i1 2 & ik ik Just work X 9 & legacy just
work, sc just worke GATT Security il i # app_config.h B9 LE_SECURITY_MODE_1_LEVEL 2 BRiA A
SMP_TEST_LEGACY_PARING_JUST_WORKS, SMP_TEST_SC_PARING_JUST_WORKS K12, user AJ B
1TIREB API BCE ., TETE SMP_TEST_LEGACY_PARING_JUST_WORKS,

11.2.2.1 SMP_TEST_LEGACY_PARING_JUST_WORKS

RPN T EX:
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#define LE_SECURITY_MODE_1_LEVEL_2 SMP_TEST_LEGACY_PARING_JUST_WORKS

#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_2

mEZEE:

Slave Master

Adv Data

Conn Req

SMP Pair Feature Exchange

SMP Key Generation

SMP Key Distribution

Link Data

h 4

Figure 11.3: Legacy Just Work 2R EE

11.2.3 LE_Security_Mode_1_Level_3

// LE_Security Mode_1_Level_3, authenticated pairing with encryption

#define SMP_TEST_LEGACY_PASSKEY ENTRY_SDMI 4 //PK_Resp_Dsply Init_Input

#define SMP_TEST_LEGACY_PASSKEY_ENTRY_MDSI 5 //PK_Init_Dsply Resp_Input

#define SMP_TEST_LEGACY_PASSKEY_ENTRY_MISI 6 //PK_BOTH_INPUT, not test

#define SMP_TEST_LEGACY_PASSKEY_ENTRY_00B 7 //00B_Authentication, not test
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LE_Security_Mode_1_Level_3 ABEIANIEXNIZ Legacy BExd A, IRIBEETSIIRE S 00B, PassKey
Entry, Numeric Comparison. B demo {XIEf#T SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI ;Rf5I1XES.
TEEENEA XA,

11.2.3.1 SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI
PP EE7E app_config.h FEITER:

#define LE_SECURITY_MODE_1_LEVEL_3 SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI

#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_3

FE3HZ R EE slave InETREH, master Il ANEH. FIBKE, FMTEXHEX gap events EEFEES
BXIE app Bo

blc_gap_registerHostEventHandler( app_host_event_callback );

blc_gap_setEventMask( GAP_EVT_MASK_SMP_PAIRING_BEGIN |\
GAP_EVT_MASK_SMP_PAIRING_SUCCESS |\
GAP_EVT_MASK_SMP_PAIRING_FAIL |\
GAP_EVT_MASK_SMP_TK_DISPALY |\
GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE |\

GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE) ;

BREEEIREI GAP_EVT_SMP_TK_DISPALY HERHTEN T Y 7892435 2.

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_TK_DISPALY:
{
char pc[7];
u32 pinCode = *(u32*)para;
sprintf(pc, "%d", pinCode);
printf("TK display:%s\n", pc);
}
}
}
BEXRREREENT:

AN-22070701-C1 215 Ver1.0.0



ke
vl Telink
1’” Zz)% B8O BLE Single Connection SDK FF& F#f

Slave Master

Adv Data

Conn Req

SMP Pair Feature Exchange

Slave Display Key Master Enter Key
SMP Key Generation

SMP Key Distribution

Link Data

Figure 11.4: Legacy Just Work SDMI e =&

11.2.4 LE_Security_Mode_1_Level_4

// LE_Security_Mode_1_Level_4, authenticated pairing with encryption

#define SMP_TEST_SC_NUMERIC_COMPARISON 8 //Numric_Comparison

#define SMP_TEST_SC_PASSKEY _ENTRY_SDMI 9 //PK_Resp Dsply Init_Input
#define SMP_TEST_SC_PASSKEY_ENTRY_MDSI 10//PK_Init_Dsply Resp_Input
#define SMP_TEST_SC_PASSKEY _ENTRY_MISI 11//PK_BOTH_INPUT, not test
#define SMP_TEST_SC_PASSKEY_ENTRY_00B 12//00B_Authentication, not test

LE_Security_Mode_1_Level_4 ABLINEXNZE SC B3 A, RIBEESEIZE S 00B, PassKey Entry,
Numeric Comparison. E#i demo {XIRMH T SMP_TEST_SC_PASSKEY_ENTRY_SDMI FyRGIAIE, TEfEeEs
N TXMAE,

11.2.4.1 SMP_TEST_SC_PASSKEY_ENTRY_SDMI

FAFEE1E feature_security.c FIITEE:
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#define LE_SECURITY_MODE_1_LEVEL_4 SMP_TEST_SC_PASSKEY_ENTRY_SDMI

#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_4

Foxd 2R EE slave IHETREH, master i NEH, #BLES, SFM T EIMHEX gap event, BEXHMEESR

BEIE app Bo

blc_gap_registerHostEventHandler( app_host_event_callback );

blc_gap_setEventMask( GAP_EVT_MASK_SMP_PAIRING_BEGIN
GAP_EVT_MASK_SMP_PAIRING_SUCCESS
GAP_EVT_MASK_SMP_PAIRING_FAIL
GAP_EVT_MASK_SMP_TK_DISPALY
GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE
GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE);

BFRFEEFEIRE GAP_EVT_MASK_SMP_TK_DISPLAY SHE2MHTEN FYFTHZIAEE.

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_TK_DISPALY:
{
char pc[7];
u32 pinCode = *(u32*)para;
sprintf(pc, "%d", pinCode);
printf("TK display:%s\n", pc);
}
break;
}
}
gztg/)u,*il—.l_',% .yD—F

— — — —
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Master

Adv Data

Conn Req

SMP Pair Feature Exchange

Display PIN Code Input PIN Code

SMP Public Key Exchange

SMP Authentication Statel

SMP Authentication State2

SMP Key Distribution

Link Data

- =
-

Figure 11.5: SC SDMI EExmienEE

11.2.5 GATT Security ;%12

N FIRER XTI TH LE_SECURITY_MODE_1_LEVEL 3, EMBEAIAENENME Lagacy BxtiEzt, FRLLY A
ENPRR] LAG &Rz,

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_AUTHEN_RDWR

mEREETT:
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Master

Creat Connection
.|
SDP
» Write CMD
Permission verification
succeeded Notify Data

Y

Permission verification

failed

Figure 11.6: Gatt Security "= E

11.3 DLE g
DLE MR ETNRCE, THRIEY feature_config.h PEEE, KEBHIT:

#define FEATURE_TEST_MODE TEST_SDATA_LENGTH_EXTENSION

IRRTTZIGIRT reset, B8O 14 slave iEIRS master BITIERE, EERINEE#HIT MTU K DataLength
1%,

blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, MTU_SIZE_SETTING);
blc_11_exchangeDatalLength(0x14 , ACL_CONN_MAX_TX_OCTETS);//LENGTH_REQ opcode: 0x14

THEING, slave 280F 3.33s [ master KX EKEEEE,
MR EENT:
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Master

Creat Connection

MTU Exchange

DLE Exchange

Press Paring Key

Notify Data(lLong packet)

Write CMD(Long packet)

A

4

Notify Long Data

Y
Y

Notify Long Data

Figure 11.7: DLE JIiERIERER

AE:
FEFENRE, T deepsleep retention BYE, FN5RIE RX FIFO size 1 TX FIFO size i&¥&E A 200 LU E,
AJRERTETE ram AEANBER, user FEIHGHEK.

11.4 Soft Timer Ml

ASEZRGENSE (Software Timer) —&,

11.5 EMI it

feature_emi A F=4EMFEN EM MIXES, ZBFIFRFES EMI_Tool” M “Non_Signaling_Test_Tool" TAfE
Fo
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11.5.1 ¥

BEMINIESZE (Telink SoC EMI Test User Guide)o

11.5.2 Demo %88

B8O H EMI MK 32 #F carrieronly #3(. continue #3{. burst . WEEI,
SNBSS T EHE BleIM. Ble2M. Ble125K. Ble500K. Zigbee250Ko
XFEMEXMHEERZLHINE, user AJEE (Telink Driver SDK Developer Handbook)o
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12.1 24MHz SFMRBE

SETERM 24MHz RIFLEBRNAIE C3/C4.

SDK BRIAER B8O NEREEA (B ana_8a<5:0> WM cap) EN 24MHz RIRAIITEZERR, LEES C3/C4 FH
IBIZBEA, FRAZAEMNMRERE: £ Telink AEEATLNEFH AT IZER, FERANATRINASERER

[E

Zz)% B8O BLE Single Connection SDK FF & F#f

Crystal — —

24MHz-12pF-+/-20ppm
C3
NC—:i= —_—: C4
B NC
P yr 1 1
— 3| 4
O oN
O
. |
a =

Figure 12.1: 24M R{AEBEK

MRFEFEAINPIFZBEIEN 24M BIRNILEEES (C3/C4 IFZBR), MWREE main REFFHBEIIMS (—
EETE cpu_wakeup_init() Zf&, blc_app_loadCustomizedParameters() Z &) A TE API BIA]:

static inline voild blc_app_setExternalCrystalCapEnable(u8 en)
{

blt_miscParam.ext_cap_en = en;

}

QBRBEREMZ AP, SDK ZHIMEFENIRE, SEXEANSLREES. FERBIIRREES.
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12.2 32KHz B §hiE%EE

SDK Z#%{EMA MCU RAEF 32k RC HRSHEEER (fBIFF 32k RC) BE M 32k RC HRSHERER (f8IFF 32k Pad). fEF3
32k RC BY, ATFIRELLIRAK, FRUMTF suspend T(#E deep retention ATEIRRKAIN A, EHEfEEHESE—
L, Bl 32k RC AL MR A KIEIZEREERT 3s, —BiBIXMYE, ble_timing &, &MU E]
BARER, B EMRAE retry, THiEIEA, EEHIBNE, MEA 32k Pad B, iRENS/NMES,

BERREEME main KEFFIREIMTS (—EEE cpu_wakeup_init EREZET) JEET@E API:
32k RC AR

vold blc_pm_select_internal_32k_crystal(void);

32k Pad JAA:

vold blc_pm_select_external_32k_crystal (void);

12.3 Firmware ¥{FZH&

T EFEE— TSR RIS E. b0 A ZTPERT Telink BIS A SDK HEA T —fi~am. A EFHIR
EXF B FPWMEM Telink BUG A, EFZ=mia, PTUEGIRFREGFBRIZT. NRZ~RNEIERRES
SARWERARIE, B BPEEEIRE M Flash L5 Firmware, B & A EFAVIREEHRIE] DR X

N o

NTRERRULEREXPE, SDK ZIFTHRHERFERIEE. HREEEMATOARE Flash EBM—/ UID, 7=
e AR RFHTIEENAE Flash BY 16 byte UID, AGH Firmware ERMIABHITEZRNMZIZE, £7~-—44A
RIGMEFRA Signature, TEETE Flash BROEXITZAYMAE, BD:

Signature = Encryption_function (Firmware, Flash_UID)

Signature ER Firmware # Flash_UID [EIBYE%, SDK EFEFHIIEHEIBHRIEEY Firmware 1 Flash_UID t {48
FERITE, [EINERMEBERR Signature HTILLIGIE, WAMENARNERFAEZE, BIEETT.

TERA, WP RIINFEATTRS, 81F8E LS. SDK EHENMNERESE, TRUNEE, HIIRE
# Telink FAE Ja@MIAATI,

TENMALINEERI —ER AT,

(1) ‘BERSNERES, SEXHFEE. THAE, FHARBIBESZE Telink testbench FITEX XA,
XEREMENE,

(2) Signature TEfiithilt g Flash Calibration area BIfRSHIE Ox180 ZELE 16 byteo
(3) SDK EERIALEINEER XA, WFHMER, 7E app_config.h FITH TENZE:

#define FIRMWARES_SIGNATURE_ENABLE 1 //firmware check

sz,
FE:
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SDK _ERB/DEJLA project £ main REVIBHERIT Firmware FEEZRIINAE (BT IER
FIRMWARES_SIGNATURE_ENABLE AILLEE]) . MNREFFEHE project LI&BERINIZINEE, BESHME
8 project merge EIE 28 project,

SDK A code WFFATR, HBFERALENEFEEZIERFIETIT, SDK EFERA T REEM while(1) EET"ELI:LH,
XRAB—IMRHIEE, FRAFESITHMEZAEEEHERR, IARKERIUBTERAEMAE, thinik Mcu #
deepsleep BEIR. {ECXE M data. bss. stack .

void blt_firmware_signature_check(void)

{

unsigned int flash_mid;

unsigned char flash_uid[16];

unsigned char signature_enc_key[16];

int flag = flash_read_mid_uid_with_check(&flash_mid, flash_uid);

if(flag==0){ //reading flash UID error
while(1);
firmware_encrypt_based_on_uid (flash_uid, signature_enc_key);
//signature not match
if(memcmp(signature_enc_key, (u8*)(flash_sector_calibration +

< CALIB_OFFSET_FIRMWARE_SIGNKEY), 16)){
while(1); //user can change the code here to stop firmware running

(4) BMEFEERBMITEAE Encryption_function 2H Telink EXHI, SEIFSFEM Firmware NZAH Flash_UID,
BT AES 128 %, EFITEATARF, FT183E. L firmware_encrypt_based_on_uid EI¥TE
Iibfirmware_encrypt.a ARSI,

MRFFARFERNNEREZTBRE, FECABCHMERE, FIEXR Telink FAE A@HRR,

12.4 SDK FRZE{EE
NT 5B SKELY A SOK A library BUERAE S, 10T KR (S S IRERE K,

unsigned char blc_get_sdk_version(unsigned char *pbuf,unsigned char number);

BFRARZZEONZEIZEL 5 NFET, B 5 NFETER SDK lids, ERNKRKRE,
FEn, WNRIAEIZ AP FEEIEER (3,4,0,0,1}, MR SDK ARAH 3.4.0.0 #T 1o
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13 Debug

13.1 GPIO &l UART_TX $TEDAENE

RAEBFERXITENMS S, B8O x#F gpio #&IMITED printf(const char *format, ...), sprintf(char *buff, const
char *format, ...), SEEE drivers/printf.h FENXBXE B TFIR:

#define DEBUG_MODE 1

#define DEBUG_BUS 1

#1f (DEBUG_BUS==DEBUG_IO)
#define PRINT_BAUD_RATE
- 1Mb/s
#define DEBUG_INFO_TX_PIN
#define TX_PIN_GPIO_EN()
#define TX_PIN_PULLUP_1M()
o PM_PIN_PULLUP_1M);
#define TX_PIN_OUTPUT_EN()
#define TX_PIN_OUTPUT_REG
#endif

IR ERIABYRAFZR /T 115200, TX_PIN  GPIO_PD3, FAFIRIEE CLPRERESURIFER TX_PIN.
MRBAFPERAESIREER (KTF 115200, &a%HF M)

app_config.h B cclk:

115200 //1M baud rate, should Not bigger than

GPIO_PD3
gpio_set_func(DEBUG_INFO_TX_PIN , AS_GPIO);

gpio_setup_up_down_resistor(DEBUG_INFO_TX_PIN,

gpio_set_output_en(DEBUG_INFO_TX_PIN, 1)
(0x503+( (DEBUG_INFO_TX_PIN>>8)<<3))

I111177777777777777 Clock /717171771777 /7//7/7/7/77/////////

/**

* @brief MCU system clock

*/
#define CLOCK_SYS_CLOCK_HZ

S-==,
AE:

printf $TENRY(SE BRI RE WP URTTRTHINELRD, REFERETEFTEN!

, REIRS cck, ZLDERN 24aMHz LLE, &
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14 Q&A

Q. W{AI7E SDK FFEE K IIZ?

A, —RATHRIEIEFHEMHIRE, BIT—RSUE—1 demo HER, BHMWIE, LLFHENMIU
8208_ble_sample AERMRFTHK— 110 B VT,

Step 1: % code EFIKENG, HEMm B N TEFR, HITEH 8208_ble_sample IS, #dn /9 Test_Demo.

= Name Conflict *

Enter a new name for '8208 ble sample’

|Test_Demo|

Figure 14.1: N Ti2&s

Step 2: 7T B A # M Properties -> Settings -> Manage Configurations FEII MW T, LbulFHE
Test_Demoo
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| S’ te 0 X
| |type filter text Setlings F - v -
i Resource
. Builders -
i €/C++ Build Configuration: 8208 ble sample [Active ] || Manage Configurations...
Build Variables
Discovery Optior ® Tool Setti 2 Gt = = =
I Environment ool Settings Build Steps Build Artifact [ai} Binary Parsers @ Error Parsers
| Logging (* Additional Tools in Toolchain Generate binary file for Flash memory
H Settings & TC32 CC/Assembler enerate Extended Listing (Source + generated Assembler)
Tool Chain Editor & General Print Size
{ C/C++ General (2 Paths
| Project References 48 Nehuaning = Create New Configuration X
Run/Debug Setting: || & ciink b %
Task Repository - : Th fi i ill b d di in the fil !
Telink Tools Configura... Description Status Note..'.r e c.on iguration name will be used as a directory name in the file system. Please ensure
. S that it is valid for your platform.
. WikiText 8208 ble ... Active | | |
| 8208 feat... Name: Test_Demo
1 8208 _hci Description:| |
1 8208_mod... Copy settings from
|
(@ Existing configuration 8208 _ble_sample ~
! Set Active New... Delete Rename...
! (O Default configuration  Debug
Cancel O Import from projects | -- not selected --
@ TCoe LrTate Latenusu Lty O Import predefined -- not selected --
(£ General
& TC32 Create Flash image
(2 General
% Print Size
(
< > Restore Defaults Apply

@ Cancel

Figure 14.2: A TiEHERCE

MRl OK ZJ5, AIAERNEYRPERRNFENIRE, W0THE
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= telink b80 ble single connection sdk: Manage ... X

Configura... Description Status

8208 ble ... Active

8208 feat...

8208 _hci

8208 mod...

Test Demo

Set Active New... Delete Rename...
Cancel

Figure 14.3: TH25IRPIHENTIE

Step 3: 7f Test_Demo XK AHEAY Resource Configurations -> Exclude from Build A, 3§ Test_Demo BY
REFRTBES, REMPIBIBEITA. BEEEGIRNERIZEHRIE Test_Demo 14, W TEFR:
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«= Exclude from build O X

Exclude object(s) from build in the following configurations

8208 ble sample
8208 feature test

8208_module
8208 hci

D Test Demo

Select All Deselect All

@ Cancel

Figure 14.4: Exclude Test_Demo from build

<= Exclude from build O X

Exclude object(s) from build in the following configurations

|:| 8208 ble sample
8208 feature test
8208 module

8208_hci
Test Demo

Select All Deselect All
© Cancel
Figure 14.5: Exclude source project from build

Step 4: i Test_Demo BMHHY Setting-TC32 Compiler-symbols {EMAFMIIFE, EXEES Apply, IITF
ElFfTo
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@ Properties for telink

ngle_connection_sdk

O X
type filter text Settings - R
Resource
Builders
C/C++ Build Configuration: |Test Demo Manage Configurations...
Build Variables
Discovery Optior .
Environnr?entp ® Tool Settings # Build Steps Build Artifact Binary Parsers @ Error Parsers
Lugging (& Additional Tools in Toolchain Define Syms (-D) 28 85 %
EE ® TC32 CC/Assembler
Tool Chain Editor (= General CHIP_TYPE=CHIP_TYPE_8208
C/C++ General 2 Paths B B B
Project References (& Debugging
Run/Debug Setting: & TC32 Compiler
Task Repository (2 Directories & Edit Dialog
Telink Tools (& Symbols
WikiText (2 Warnings Define Syms (-D)
= Del i
& Debugging |_PROJECT_TEST DEMO_=1
(2 Optimization = = = =
(2 Language Standard
2 Miscellaneous
i TC32 C Linker
OK Cancel = -
& Libraries 2085 &
(2 Objects
i TC32 Create Extended Listing
(2 General
B TC32 Create Flash image
(2 General
& Print Size
(% General
< > Restore Defaults Apply

Step 5. 7 vender/common/user_config.h &, EINFHABMNIESES S, MEFFR:

Figure 14.6: {E284RIZ2ITE
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|l¢ app.c |8 user_config.h i ™ |d flash_mid1160c8.c | ld flash.c | printfh | “3s

> [ app_common.h
> g battery check.c
> [B battery_check.h
> [€ blt_common.c

> [ blt_common.h

> [g blt_fw_sign.c

> 8 blt_fw_sign.h

> g blt_led.c

o W blt_led.h

> [ blt_soft_timer.c
> [ blt soft_timer.h
> [0 default_config.h
> [ rf_frame.h

[0 user_config.h

YUU TGy TIUL UST U IS 1T SALC L T COTHpPIaiioe Wit Uis Liveiise,

You may obtain a copy of the License at
http:/fmww.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS 15" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

I3 Project Explorer &2 E 5| & 7~ O|ld main.c
~ 5 telink_b80 ble single connection sdk ~ I; .
> 4 Binaries .
> Y Includes Lt .
» = 8208_ble_sample L )
> = algorithm 16 *
» = application e
> = boot 18 *
» [= common 19 *
> (= drivers 20 *
> & proj_lib 21"
~ (= stack 22
» = ble 23
~ = vendor 24 #pragma once
» (= 8208 _ble_sample 25
« = common 26

27 #if(_PROJECT B80_BLE_SAMPLE_)

§28 #include "vendor/8208 ble_sample/app_config.h"

29 #elif(_ PROJECT B80_BLE FEATURE )

30 #include "vendor/8208_feature/app_config.h”
31 #elif(_ PROJECT_B80_HCI )

32 #include "vendor/8208 hci/app_config.h”

33 #elif(_PROJECT B8O MODULE_)

34 #include "vendor/8208_madule/app_config.h”
35 #elif(_ PROJECT_TEST_DEMO_)

36 #include "vendor/8208 module/app_config.h”

37 #else

38 #include "../common/default_config.h”

39 #endif

4n

Figure 14.7: G IS TR AVIRE

Eit, IMBEEEEF T, AILUEFEHINIE, #17T clean # build AT,
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15 MR
15.1 IR 1: crc16 &

unsigned short crc16 (unsigned char *pD, int len)
{

static unsigned short poly[2]={0, 0xa001};
unsigned short crc = Oxffff;

unsigned char ds;

int 1,33

for(j=len; j>0; j--)
{
unsigned char ds = *pD++;
for(i=0; i<8; i++)
{
crc = (crc >> 1) » poly[(crc A ds ) & 1];
ds = ds >> 1;

return crc;

}
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