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1 SDK 748

1% BLE SDK #21i BLE slave Single Connection 7% demo, AAFAILTEXLE demo &t 4B SN BIE
Fo

1.1 REFALASRN

1% BLE SDK B4R E3E APP RZFA/EF BLE stack WHXikER5
7£ IDE HE A sdk TG, ETRHXHALREMUTEFRT. MEXHEE 8 4! algorithm , application,

boot, common, drivers, proj_lib, stack, vendor,

C/C++ - eagle_ble_sdk/vendor/B91_feature/feature_ota/main.c - Telink RDS Version - X
File Edit Source Refactor Navigate Search Project Run Window Help

B G S ik %00 -i® - [HE i G [Quick Access |} u| &4 @
= 8

[t Project Explorer 52 5% ¥ = 0 |2 mainc &

o i
~ E eagle ble sdk Al oo X : . X ~
caglebes 94- attribute ram code  int main (void) must on ramcode
¥ Binaries o5 T -
& Includes 9¢€ DBG_CHNO_LOW;
& algorithm 97 blc_pm_select_internal 32k crystal();
& application 9
& BO1_ble_sample 99 sys_init (DCDC_1P4_DCDC_1PS, VBAT MAX VALUE GREATER THAN 3V6) ;
= boot -
* detect if MCU is wake_up from deep retention mode *
(& common int deepRetWakeUp = pm_is MCU deepRetentionWakeup () ; MCU deep retention wakeUp
& drivers 103 -
& proj_lib 104 CCLK_16M HCLK_16€M_PCLK_16M;
& stack 105
~ & vendor 10¢ rf_drv_ble init();

~ = B91 ble sample
[3 app_att.c
app_atth
[@ app_buffer.c 111
app_bufferh 112 }
app_configh 3

gpio_init (!deepRetWakeUp) ;

if (IdeepRetWakelp) {//read flash size
blc_readFlashSize_autoConfigcustomFlashSector ()

(@ app_ui.c 114 blc_app_loadCustomizedParameters(); //load customized freq_offset cap value
app_uih ° . .
- if( deepRetWakeUp ){ //MCU wake up from deepSleep retention mode|
[2 app.c Ll
: 117 user init deepRetn ()
apph 11 N -
4 battery_check.c 119 else{ //MCU power_on or wake up from deepSleep mode
battery_checkh 12 user_init_normal():
[& main.c 121 }

= common
%891 feature irg_enable () ;
. 124 v

9.
driversh © Console [ Properties (2! Problems| & Terminal| il Function Code Size dk Static Stack Analysis ¢ oG EE-& B0y =08
H common.h CDT Build Console [eagle_ble_sdk]
= bootlink .
B sdk_version.tat text  code rodata  data bss dec hex filename
= tl_check_fw.bat “ 46672 44320 2352 3894 192 50758 646 B91 ble sample.elf
A Target Manager: 5 5 Outline| =~ O | pinished building: output/.PHONY.size
alem v
% Running Target " Y
2 Taraets Vi< >
Writable Smart Insert | 116: 69 S8

Figure 1.1: SDK {4514

« Algorithm: REMNZBEEEXAEREL
- Application: IRE—LEBARINALMIEIERF, W print. keyboard %,

. boot‘ T A B software bootloader, Bl MCU LEBEnhE deepsleep MREEFHICRCIELTE, N5
C BEREFNEITHREIFIFER,

« common: RMH—EBANBETSNAIERE, NAELERE. FRBLEREE,
. drivers: BH5 MCU EEMEXIBEHIREMIMEIKEHFTERS, 9 clock. flash. i2c. usb. gpio. vart .

« proj_lib: ZHX SDK iZfTFRAERIEN M (U0 1ibB91_ble_lib.a)o BLE #hil#%. RF IXZH. PM IREHEN 1,
WHRTEEXHE, BRI EEIIREXMH.

« stack: 7FM BLE WM ARAERBIL XX, BEXHFWEZEEXHER, MXFHERE2FRT R,
« vendor: BFERAFMABRKBE,

AN-20111001-C3 16 Ver1.2.0



v Telink
Telink B91 BLE Single Connection SDK FF &5

1.1.1 main.c

BE main KBMANO, RENBLEIEREL, UNRIRER while(1) BI5E, ENAEMNILXEITEME
oK, BEREAERES .

_attribute_ram_code_ int main (void) //must on ramcode

{

DBG_CHNO_LOW;

blc_pm_select_internal_32k_crystal();

sys_init(DCDC_1P4_DCDC_1P8,VBAT_MAX_VALUE_GREATER_THAN_3V6);

/* detect if MCU is wake_up from deep retention mode */

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup(); //MCU deep retention wakeUp

CCLK_16M_HCLK_16M_PCLK_16M;

rf_drv_ble_init();

gplo_1init(!deepRetWakeUp);

if(!deepRetWakeUp){//read flash size
blc_readFlashSize_autoConfigCustomFlashSector();

}

blc_app_loadCustomizedParameters(); //load customized freq offset cap value

if( deepRetWakeUp ){ //MCU wake_up from deepSleep retention mode
user_init_deepRetn ();

}

else{ //MCU power_on or wake_up from deepSleep mode
user_init_normal();

}

irqg_enable();

while (1) {
main_loop ();

}

return 0;

}

1.1.2 app_config.h

BAREREXMH, BTHNENRAGNEXSHHITEIE, 81 BLE 8XSH. GPIO WECE. PM RINFEEIERIE
RECEF,

FEENBEMERIEX app_config.h FAENSEEVE I TIEAR A,

1.1.3 application file

- app.c: AP EXM, BATF5eM BLE thiltkalaft. HEAIE. RINFELIES,
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+ BLE sample T#2H9 app_att.c: service # profile BIECE X, A Telink X Attribute &5, 1RIE
Z4EM, BIRME GATT. #nf HID FIFABH OTA. MIC FHEX Attribute, AP AJUBEXLERMNE S

service M profileo
« Hthul Xt IR (£I9M) . battery detect (EBAMIQN) FHFPESHLIES M,
1.1.4 BLE stack entry

Telink BLE SDK H BLE stack Zf43 code IANOREB =1

(1) rf_irg_handler ¥+ BLE XA ETEIIENO irq_blt_sdk_handler,

_attribute_ram_code_ void rf_irqg_handler (void)

(2) stimer_irq_handler %9 BLE #EXH#rAIRLIENO irq_blt_sdk_handler,

_attribute_ram_code_ void stimer_1irq_handler (void)

(3) application file main_loop A BLE ZHEFMEIELIERIEREIANO blt_sdk_main_loopo.

voild main_loop (void)
{

//1//1//7///////////// BLE entry ////////////////////////////
blt_sdk_main_loop();

/111171777777777/77/// VI entry [////////////7//////////////

1.2 Software Bootloader 7743

software bootloader X{#FHTE SDK/boot/BRTF:
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v = boot
v = B
cstartup B91_DLM.S
cstartup B91.5
boot DLM.link

boot_general.link

|'|||' |'|||' E E

Figure 1.2: bootloader LAz boot.link B&1E

ARINBTTHIRZ cstartup_B91.S A& boot_general.link X4, Lttt SDK =& I-SRAM & D-SRAM =ja], I-SRAM
FEIHE retention_reset. aes_data. retention_data. ramcode. ] unused I-SRAM area, D-SRAM FEFE data.
sbss. bss. heap. unused D-SRAM area # stacko

YNSRAEM 128K BY D-SRAM a1 ZBL AP ER, EEMINTEN.

(1) ¥ cstartup_B91.S XHFFIART #if 1 EAAK #if O,
(2) ¥ cstartup_B91_DLM.S XHFFIEHY #if O BHER #if 1o
(3) ¥ boot_DLM.link BIRNZE#E I EI TIZH boot.link XHH,

v = boot
v (= B91
cstartup _B91_DLM.S
cstartup_B91.5
I = boot DLM.link I
boot_general.link

i=- commaon

5= drivers

= proj_lib

5= stack

i= vendar
config.h
drivers.h

tl common.h
bootlink I
sdk version.txt
tl_check fw.bat
tl check fw2.exe

M= = =

Figure 1.3: link X BT EE

%x7F I-SRAM K D-SRAM BEZ (= BiFE%E"2.1.2 SRAM Fja|o it &,

SDK ZX 1A IE 1T B9 2 deepsleep retention 32K, F P A8 ] ## E| deepsleep retention 64K, T EE
user_init_normal() BRIk Power Management initialization AI 5NN TFAAS:
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blc_pm_setDeepsleepRetentionType(DEEPSLEEP_MODE_RET_SRAM_LOW64K);

1.3 Demo 7743

Telink BLE SDK 8 FHFP 2t T % BLE demos

BR@THRESH demo BVIETT, AILUMRINBEMHME, BFP WA LITE demo code E#HITIE, TRECH
NBF X%,

v = vendor
= B91 ble sample
= common
% B91 feature
@ B91_module

Figure 1.4: BLE SDK #21ftf9 demo code

1.3.1 BLE Slave Demo
BLE slave 1Y demo &EXFII TR,

Table 1.1: BLE slave demo

Demo Stack Application MCU Funciton

B91 module BLE controller + Application f£E$E MCU £ BLE BE1%4H
host (UART)

B91 ble BLE controller + B EEH slave demo, [ #EFEREINEE FiE MCU

sample host

B91 module & Telink IRHAITEEEH BLE slave stacko B91 module RYEJ BLE FE(EH#ELH, 5% Mcu @i
UART ##E£O8B(E, —MNBRBEEMNSEE MCU.

B91 ble sample 122 Telink $IR{HEAIFTZEER BLE slave stacko B] AFIFRARY 10S/android i&& B3 HERE,

1.3.2 Feature Demo

B91_feature X —LH FHY BLE #HXHY feature 41T demo code, FAF A& E XL demo e E S HITHEE
SO, JFEM code. %A BLE O ENBFIER feature.

£ B91_feature THZEME feature_config.h ¥ "FEATURE_TEST_MODE“#{TIZIFMMEN, BIRIIHE)R
[@ feature AY Demos

& X Feature Demo MR BT MBS demo B EER,
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1.4 TiEfcE AR

—MRIERT user EAFA] BLE_SDK BELRIAEEIFH, FAFEEHMEN, MREEBSHMIZFIEALL
RN M HITERCE.

1.4.1 Tool Setting

(1) Symbols Define
BIBRRENX SDK FFEENE, FEEMNVEENT:
CHIP_TYPE=CHIP_TYPE_9518

__PROJECT_B91_BLE_SAMPLE__=1

B ENTE:
ype filter text Settings
» Resource
Builders
4 CjC++ Build Configuration; lBS‘l_ble_sample I 2z

Build Variables
Environment
Logging & Tool Settings |.ﬁ' Build Stepsl Build Artifactl Binary Parsers | @ Error Parsers
1

Target Configuration
Tool Chain Editar

> C/C++ General 5‘” _PROJECT_B91_BLE SAMPLE_=1 4
Project References Im Osl 3
(2 Directories
(# Optimization

(2 Debugging
(2 Warnings

(# nds32le-elf-meulib-v5f Configurations Defined symbols (-D)
4 % Andes C Compiler

CHIP_TYPE=CHIP_TYPE_9518

Refactoring History
Run/Debug Settings

(& Miscellaneous

Figure 1.5: Symbol Define Config

SFEAENE, BNEERENMMEREERFEDPNNNTIE, N EESE 2 Fin, WeIURNIEFRFRENIE,
3%&H [All configurations] BIF],

(2) Directories

XHERIZANN:

"${workspace_loc:/${ProjName}}"

AN-20111001-C3 21 Ver1.2.0



v Telink X
» Telink B91 BLE Single Connection SDK FF/&3$5F

type filter text Settings
> Resource
Builders
4 C/C++ Build Conﬁguration:l’BQl_bIe_sampIe I

Build Variables

Environment

Logaging i Tool Settings |,ﬁ' Build Stepsl Build Arlifactl Binary Parsers | €3 Error Parsers
ﬁreﬂ gs
arget Configuration

# nds32le-elf-meulib-v5f Configurations
4 [ Andes C Compiler
@ Preprocessor
Symbols

Tool Chain Editor
> C/C++ General

"${workspace_locy/${ProjName}}”

Project References

Refactoring History
Run/Diebug Settings

Optimization

(2 Debugging
 Warnings

# Miscellaneous

Figure 1.6: Directiories Config

(3) Optimization Config
YiFBRMAED, FREBFEXRW TERN=1%ED:

(ST LTI ECITEY L

> Resource
Builders
4 C/C++ Build
Build Variables

Environment

Configuration: ’ B91 ble_sample

Loaaing & Tool Settings |.ﬁ' Build Steps Build Arlifacll Binary Parsersl @ Error Parsers

Setti
Target Configuration

# nds32le-elf-mculib-v5f Configurations | Optimization Level ’-02 : Optimize more for speed
4 %3 Andes C Compiler

Tool Chain Editor (8 Preprocessor Code Model lsmall
> C/C++ General # Symbols Qther optimization flags
Project References e .
g Directories Link Time Optimization (-flto)

Refactoring History
Run/Debug Settings

Remde unused function sections (-ffunction-sections)
(22 Debugging
(2 Warnings
(2 Miscellaneous
4 13y Andes C Linker
(2 General
12 Libraries

Remdve unused data sections (-fdata-sections)

Figure 1.7: Optimization Config

(4) Miscellaneous config

Other flags FHRERINIT:

-c -fmessage-length=0 -fno-builtin -fomit-frame-pointer -fno-strict-aliasing -fshort-wchar -
< fuse-1d=bfd -fpack-struct
(5) Libraries set

M BLE_SDK #PEERMFAIN stack FEXH, FHEEXGMEESEWNT:
Libraries REEE R
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B91_ble_lib

Library search path:

"${workspace_loc:/${ProjName}/proj_Llib}"

Bi&fE, WTHE:

type filter text

» Resource

Settings

Builders
~ C/C++ Build
Build Variables
Environment
Logging
Target Configura
Tool Chain Editor
» C/C++ General
Project References
Run/Debug Setting:

Configuration:

& Tool Settings # Build Steps

(6) Objcopy General

B91_ble sample

Build Artifact Binary Parsers @ Error Parsers

2 nds32le-elf-meulib-v5f Configurations

~ & Andes C Compiler

(2 Preprocessor

# Symbols

& Directories

2 Optimization

2 Debugging

(2 Warnings

& Miscellaneous
~ & Andes C Linker

£ General

% Libraries

# Miscellaneous

& Loaded Address
~ B Andes Assembler

& General
~ & NM (symbol listing)

& General
~ i Readelf (ELF info listing)
& General

~ & Objdump (disassembly)

Libraries (-

irmware_encrypt
m
dsp

Library search path (-L)

"${workspace loc:/${ProjName}/proj lib}"

Figure 1.8: Libraries Set

BIEA T BCEBEIER bin X4, EEITE:

AN-20111001-C3

23

Ver1.2.0



ri Telink

Telink B91 BLE Single Connection SDK FF&$8r

» Resource
Builders
4 C/C++ Build
Build Variables
Environment

Logging

Target Configuration
Tool Chain Editor

> CfC++ General
Project References

Refactoring History

Run/Debug Settings

1.4.2 Build Steps

Configuration: IBQl_ble_sample I

B Tool Settings |.ﬁ- Build Stepsl

Build Artifactl Binary Parsers | @ Error Parsers|

(# Preprocessor
& Symbols

(# Directories
# Optimization
# Debugging
# Warnings

# Miscellaneous

4 %) Andes C Linker

# General

2 Libraries

# Miscellaneous
2 Loaded Address

4 (53 Andes Assembler

2 General

4 [ NM (symbol listing)

2 General

4 %) Readelf (ELF info listing)

2 General

4 %) Objdump (disassembly)

2 General

4 %) Objcopy (object content copy)

(2 nds32le-elf-mculib-v5f Configurations I [/| Disable. (Do not auto-generate output file) I
4 %) Andes C Compiler

[¥]Remave all syrmbol and relocation information. (-5)
[[]Remave all debugging symbals _sections. [-g)
[ Remove all non-global symbols. {-x)

[ Remaove any compiler-generated symbols. (-X)

Create an output file in format | binary (Raw binary form)

Other flags

Figure 1.9: Objcopy Config

ZIN BHREEE Post-build steps B Command AN T a4 :

"${workspace_Tloc:/${ProjName}}/tl_check_fw.bat" ${ConfigName}

FEE—/NERENNET FEECEBEIER bin X4, ABAZIRI B RITE T post build BHEZIAMA tl_check_fw.bat
RS SRAEBY bin XAFHTEREZIN CRC 15,0
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type filter text

Settings

> Resource
Builders
4 CfC++ Build
Build Variables
Environment
Logging
Target Configuration
Tool Chain Editor
s CfC++ General
Project References
Refactoring History
Run/Debug Settings

Configuration: ’ B91 ble_sample

B Tool Settings 4 Build Steps

Pre-build steps

Command:

Description:

Post-build steps

Command:

Build Artifact | Binary Parsers | @ Error Parsers

"${workspace_locy/${ProjName}i/tl_check_fw.bat”

${ConfigName}

Description:

Figure 1.10: Build Steps Config

1.4.3 Build Artifact

1 Build Artifact BY Artifact extension FR%ER elf 3%EIN,

» Resource
Builders
4 Cf/C++ Build
Build Variables
Environment
Logging
Target Configuration
Tool Chain Editor
> CfC++ General
Project References
Refactoring History
Run/Debug Settings

onfiguration: I B91_ble_sample

| 3 Tool Settings | # Build Steps

Build Artifact Binary Parsers | €3 Error Parsers

Artifact Type:

’Andes Executable

Artifact name:

Output prefix:

${ConfigName}

Artifact extension:

Figure 1.11: Build Artifact Config
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2 McU EffiEiR

2.1 MCU ihht=sja]
2.1.1 MCU ihht=sig) 53 Eg

Telink B91 BLE Single Connection SDK FF &5

BRIAZHFRY Flash T2 FHE=E] 79 1 MBo,

X 256 KB SRAM, B1#E 128 KB HY ILM (instruction local memory) 1 128 KB #Y DLM (data local memory)s
ILM £ I-SRAM 7, DLM £XF D-SRAM KT

it =853 Eedl T EFfo

BUS
ILM (128 KB)
ILM_BASE
Flash ’ (OXCOOOOOOO”“OXCOOZOOOO) CPU_|LM_BASE
(0x00000000~0x00020000)
FLASH_BASE
(0x20000000~0x21000000) CPU

CPU_DLM_BASE
(0x00080000~0x000A0000)

DLM (128 KB)

Register

r

REGISTER_BASE DLM_BASE
(0x80100000~0x82000000) (0xC0200000~0xC0220000)

v

Figure 2.1: MCU #ihit%=5] 53 i

. IHIAIEF T EAIHIIESERE: 0x20000000~0x21000000

« A8 Register AYHINESEE: 0x80100000~0x820000004
« BEIAIAR ILM B9RBAESERE]: 0xCO000000~0xC0020000
. B4If1R DLM BYBAESER: 0xC0200000~0xC0220000
« CPU A7 ILM BY#BHESERE: 0x00000000~0x00020000
« CPU ifia] DLM BIHIIESER: 0x00080000~0x000A0000

2.1.2 SRAM (a9

B91 HHECE T 2 N SRAM, —1Z I-SRAM (128 KB) , B —1NE D-SRAM (128 KB) , I-SRAM BILIMIESH
#3E, D-SRAM HEEMEUE.

SRAM BYZ 8] 2 BEEFNMRIHFE E B EF 99 B9 deepsleep retention THEEEYIHEX, 1B L EIE T 2 deepsleep
retention FAXE1IR,
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2.1.2.1 SRAM # Firmware =|g]

¥ MCU #utitZs[a]th SRAM FR{a)i o Ee it — & 14 B,

128KB B9 I-SRAM CPU iiia]ihiiESEEf Ox00000000~0x00020000, 128KB A D-SRAM CPU A ial#titsE El
73 0x00080000~0x000A0000,

TEIR deepsleep retention 32K #I{,F, I-SRAM F1 D-SRAM EREIBYEAAIIE R FX A SRAM #1 Firmware
=ial B R,

[-SRAM Flash D-SRAM
0x00000000 0x20000000 0x00080000
f’ / retention_reset T vectors data
| / aes_data retention_reset \\
/ s \
| _retention_size_|  retention_data ~ . \ sbss
deepsleep’/ \ - [ retention_data \
retention \ Power o~ \
\ \ —Onlo, \
area(32KB)| \ [ \ bss
\ \ ram_code \
‘\\ \ ram_code \\ heap
\ \
\ / I \\ \
i \ \ \
0x00008000 // \ \  unused
/ \ ) | D-SRAM area
| \ ..... |
/ . /
/ Firmware) |
unused / ...... i /
I-SRAM area \\ ’/
\ text //
\ / stack
\ /
\\ /
\ / STACK_TOP
0x00020000(128KB) //‘ 0x000A0000(128KB)
/
/
rodata /

Figure 2.2: SRAM Z[a]53FC &Firmware =[B]53 L

data initial value

0x20100000(1MB)

LB SRAM Za) S ECAEXBIX 4 E cstartup_B91.S # boot.link (FA"1.2 software bootloader 773"/ N EA]
AIFIX R boot.link WA boot_general.link Xf) . (S1RfERA deepsleep retention 64K &3, LFEEEHA

deepsleep retention area BSEE/I 0x00000000~0x00010000, )

value,

Flash B9 Firmware €13% vectors. retention_reset. retention_data. ram_code. text. rodata F data initial

I-SRAM HEI4#E retention_reset. aes_data. retention_data. ram_code. F unused I-SRAM area,
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I-SRAM By retention_reset / retention_data / ram_code & Flash H retention_reset / retention_data /
ram_code YD1,

D-SRAM HH#E data. sbss. bss. heap. unused D-SRAM area F stacko
D-SRAM A data BI¥IIAERE Flash AR data initial valueo
RIE_ BB ERRINBINT

(1) vectors and retention_reset

“vectors“E& #1"retention_reset”EZ &#B 2 L 48 X 14 cstartup_B91.S WM HEFE, BRREBARE (software
bootloader), EH vectors ERZTE Flash #2aithil, retention_reset EXB7E I-SRAM MUEESAMMNE, 5 EEBEY
normal deepsleep EZR/GBkE% E| Flash BU#ZIAMIAE (0x20000000) FIAMIT. WRE deepsleep retention
FESR=M I-SRAM HYiE2saHIE (Ox00000000) FFEAHTT.

(2) aes_data

B AES IERIVETZEHUEWINE] aes_data F&, aes_data E&7E I-SRAM Lk, HBKEREEHN 32Bytes, AFRER
B]¥k. EIE1T bootloader BY, REIZTE I-SRAM E£1&H 0,

(3) retention_data

B91 BY deepsleep retention mode Z#F MCU # A\ retention &, |-SRAM BYAE] 32K/64K A LA Rz BB IR $F(E
I-SRAM _EHIEIRARER,

EFRTNEETSNMREREFNG, 2OEE data” . “sbss” BT bss” B, X=EBHIANBETETE D-SRAM,
# N deepsleep retention EREBEXK,

MNREFLE L FENT S E deepsleep retention mode HAEIBEMB NI RE, RER E(19E F reten-
tion_data”ERBNA], AERTEENXTERLRINKEF attribute_data_retention”s LU TFAJLANRAE:

_attribute_data_retention_ 1int AA;
_attribute_data_retention_ unsigned int BB = 0x05;
_attribute_data_retention_ 1int CC[4];
_attribute_data_retention_ unsigned int DD[4] = {0,1,2,3};

“retention_data"ERHIE BT EFRE initial value BEF N 0, WELTHFHERFENIM initial value, FFHTE flash
Y retention_data area . _EEBE normal deepsleep BEEEfS MCU S M Flash ¥ 1%l I-SRAM B retention_data
area o

I-SRAM BY“retention_reset + aes_data + retention_data + ram_code"$t 4 EXIZIAFHERTE I-SRAM BYHIE, ©
T1B92A/NA"_retention_size_"s MCU EHEY normal deepsleep B2R/E, FEFERITIIEF T ER# normal
deepsleep (R suspend/deepsleep retention), *_retention_size_"BIRABIM—ERIFE I-SRAM £, MCU &
FBM Flash EIEEY,

& _retention_size_"BYF57EBIRIE objdump XHFLEY ‘Sections’, R ram_code”E&HY ‘Size’ 5 ‘VMA’ 18
i, FELPRHY_retention_size_" A/, ELEITFEIMI" _retention_size_"A/J\J Ox5b02 + OxfO0, £ 26.5KB,
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24Sections:

25 Idx Name Size VMA LMA File off Algn
26 @ .vectors POORO166 20000000 20000000 00OO100D 2**2
27 CONTENTS, ALLOC, LOAD, READONLY, CODE

22 1 .retention reset 00000126 000DOEOY 20000168 0©OVO200O 2%**2
29 CONTENTS, ALLOC, LOAD, READONLY, CODE

30 2 .aes data 0000020 000128 20000290 000V2126 2%*2
31 ALLOC

32 3 .retention data 00000da@ 00000148 20000290 00VV2148 2**2
33 CONTENTS, ALLOC, LOAD, DATA

34 4 .ram_code | 00005b02| | 0000OTO0| 20001030 00002TEO 2**3
35 CONTENTS, ALLOC, LOAD, READONLY, CODE

Figure 2.3: _retention_size_ K/

MNERFPAEEREBEXRZH retention_size_", BJLUEZBIARTE retention_data/ram_code B variable (Z£)
/fucntion (BRIER) BTN AV KXEE, 1&LIEINYIHEE] retention_data/ram_code 1, FXTE retention_data
AR variable AT AT BB HATEILRKINGE (ARRRIESZRFEEEBSHNA) .

MRAFIEFRNECEEHBRZ deepsleep retention 32K mode, BE X" _retention_size “#Bi3FiE XA 32K,
Eb SN FEIAY_retention_size_"K/]NJJ 0x5b02 + 0x3700, £ 36.5KB, #BH 32K ZB4HY ram_code A Ai#
A deepsleep retention IR MEXAR,

24 Sections:

25 Idx Name Size VMA LMA File off Algn
26 @ .vectors 00PPR166 20000000 20000000 0OEPLOBE 2%*2
27 CONTENTS, ALLOC, LOAD, READONLY, CODE

28 1 .retention reset 00000126 00PPPORO 20000168 0©0VO2000 2%*2
29 CONTENTS, ALLOC, LOAD, READONLY, CODE

30 2 .aes_data 000RRO20 0PPRO128 20000290 0OEV2126 2%*2
31 ALLOC

32 3 .retention data 00003530 0000V148 20000290 00002148 2%*2
33 CONTENTS, ALLOC, LOAD, DATA

34 4 .ram_code |BBBBSbBE||BBBB3?@B| 20003830 00005700 2%*8
35 CONTENTS, ALLOC, LOAD, READONLY, CODE

Figure 2.4: retention_size_ A/\

AP A LG TEN—fA gk

—2R/VERTE X “attribute_data_retention” B3 attribute_ram_code"EZ /B MRINA,

“BEIRIME A deepsleep retention 64K 183, FMMECE F7EEE 1.2 software bootloader T8 /\TI,
(4) ram_code

“ram_code”E&Z Flash Firmware FEZEFE IR EM code, XN SDK FFFENT X#F"_attribute_ram_code_"HY
K%, Eb¥O rf irq_handler ERIER:
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_attribute_ram_code_ void rf_irq_handler(void);

R BEEAFE=TREA:

— B RLER AT REF Flash MSPI TUIREMNBRFER, KNEHNTE, MNRKE Flash P BN
e, ERFENL, U0 Flash 1R1EMBXFREREL

—ZHE ram FHATHRE SRR VAR R EEM Flash EFREL, AJUTEEE, PR F—LHITEEIR
ERNRHAIUBEEERT, REMITUE, SDK 15 BLE HFHEXN—LEEEERTHRHRETZINE,
AARBRRHITESIE], REEFITEINFE;

=R B91 ETF Risc-V Platform, ZiFHMERENIIEE, FHAABTHLULSE 2.3 HlfHREET, NRAR
W27 LEV3 AERBIPMTANORE, MBI ERE ram_code"E&. EABFIH SDK ZIFIEEIRTIRIE
Flash BIBY & A3 LEV2 (BLE FRET) 0 LEV3 LAERBIFPRTMMA, SNRFIEEY LEV3 IR M NOREF
E'ram_code”E&, MA=TFH Flash FIEIEIRIEFILTE Flash REHIIERF AR, ST

BRFONIREEREINRHREHEARNE, TUHR L@ firqg_handler, 7K EHRMXEF _at-
tribute_ram_code_", #RiIFZEFLEETE objdump XHHBENZREE ram_code & T,

FE/E MCU &M Flash 015 I-SRAM Y ram_code area to

(5) Cache
Cache NE&EETF, 99 I-Cache M D-Cache FiR, A/NEEEER 8KB, VialtitAF A Mo
ZXIA Cache @FTHHY, TE cstartup_B91.S XHEEE,

/* Enable I/D-Cache */
csrr tO, mcache_ctl
ori t0, t0, 1 #/I-Cache
ori t0, t0, 2 #/D-Cache
csrw  mcache_ctl, to0
fence.i

FHRTEN code ATLIEEM SRAM HIEERFHHIT, 1B Firmware A LIE L SRAM B9 code RE@—28453, &
T4 RERDEBIRTE Flash 1, RIBIEFHEIMERIE, AILUE—EB9 Flash code 72fiEE] Cache #, MR XaT
FEWMITH code 1E Cache B, HIZM Cache EENFHIIT, WRFTE Cache #, MM Flash i5ZEX code HiZ!
Cache, BM Cache FiEEUHIT,

Firmware By"text” Fl'rodata” B2 B EI SRAM 1, X&) code MEREFEUERIE, EE—EHH load Z
Cache A BEMAITo

HBTF Cache tERK, FRARARFAFERIEH AR Flash, ERIEFHINE Flash BEIBIREIFTE Cache B,
9NR Cache EXMMESBEREMABERL, BMEZMUELR Flash HIEEZWATE, XEMNIAREZHE
BUIERAE, BT MCU REHIZR Cache EERFHIRABRENER,

(6) text

“text"E&=2 Flash Firmware FFFEIF ram_code REMESR, BRFHHIREIERM T _attribute_ram_code_”,
SWRIFN ram_code B, HEMEEMX N XBFHRBAESIBRIFI T text" B “text"EX8Y code HRFEE
@i 1-Cache MYEBTEINEE, BEEHITH code ¢ load F I-Cache HA B LAEHIT,

(7) rodata
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Flash Firmware H“rodata”ER @ IEFHEX K AIIE. FEERGHIEUE, BRRAXEF const’ EXMTE, bl
Slave HHY ATT table:

static const attribute_t my_Attributes[] = ------

BRI LTEN A objdump XHEHEE]"my_Attributes”21E ‘rodata”ER Z Mo

459 2000c958 1 0 .rodata PPPeRO36 led cfg
460 2000c990 1 0|.rodata 00000588 my Attributes
461 0008011c 1 0 .data 00000002 my primaryServiceUUID

Figure 2.5: My Attributes

(8) data # data initial value

“data” ER:Z D-SRAM FREHIEF EA VRN ERTE, Bl initial value 3F 0 2T E, HYEEERHIF
fi81E Flash Firmware H1fy data initial value”E%,

ELINEX 2 RTEWT:

int  testValue = 0x1234;

BLRF RSB LT 2 testValue 1E] D-SRAM B data”ER, ¥J¥A{E O0x1234 FHXE! Flash Firmware HAY data
initial value”E&™H, 7EI51T bootloader B, I Z#¥EFE N E! testValue FRAY D-SRAM 7ML,

(9) sbss and bss

“sbss”E&F"bss”ERiE D-SRAM REHIZEF AR EB/EEE, Bl initial value 7 0 BT R, sbss & small
bss WEE, XMED BIEE—ICH, YIBRELTHIRFIES. 1517 bootloader BY, REIETE D-SRAM 21§
A 0,

(10) heap

“heap”Xi @ N ECLAME, HEM LKA, —RRIIIKEE bss EEARMNZTIE), WMRIAAT sprintf/malloc/
free ZEMIREN, XLRISER _sbrk REHITHAFENSE, _sbrk @iL _end FFSHEMNBEFFIES
Eotfezsia), 7E link XKEHFRIENX I T,

PROVIDE (_BSS_VMA END = .);
. = ALIGN(8);
/* end 1s the starting address of the heap, the heap grows upward */
_end = .;
PROVIDE (end = .);

(11) stack

3+F 128K BY D-SRAM, “stack”ZMES i Ox000A0000 FFHAHY, HAMMM T LIEM, BN stack 3E5t
SP TEEURB ARSI BB, HUEHRET B,

ZHABER T, SDK library AT stack By size AT 384 byte, BHT stack BIfEA size BURTF stack &ix
AIEAYHIAE, FRLUIRER stack ERZIRAF LENERIZITRE XN, MRBFER T LR RAYE)T R ER

AN-20111001-C3 31 Ver1.2.0



v Telink
Telink B91 BLE Single Connection SDK FF &5

A, IETRHREFERTHRANBHHATE,
stack BYMEFE size BTK,
7E boot_general.link XHHIENX TR E _STACK_TOP,

T8, EHMBAIBEIER stack LELEURRIIENR, HESHEREL

PROVIDE (_STACK_TOP = 0x00a0000);/*Need to prevent stack overflow*/

7E cstartup_B91.S XHHEAL T HIRIEE sp HFERo

/* Initialize stack pointer */

la t0, _STACK_TOP

mv sp, tO

WRFAFFE 128K By D-SRAM Tja|£EPBLA B A, AT SDK & AEIEFMIESE K E I-SRAM, BX
é

F5ER “1.2 software bootloader 7

TER deepsleep retention 32K T, SDK RfEA I-SRAM 1ER T RZHY SRAM # Firmware = [8]5 BLijt

Ao
[I-SRAM Flash D-SRAM
0x00000000 0x20000000 0x00080000
/ / retention_reset — vectors \
/ // aes_data retention_reset \\
/ / \
| _retention_size i \
deepsleep /|~ [ retention_data //\/ retention_data \\\ dim_data
/ \ ~—_
retention | \\ \ "”/,\"0'7 loag \
area(32KB) \ \ ram code \/ — \
\ \ _
\ \\ ram_code \\\
// \ T \‘\\
[ = \
|5;2:/|56d (‘: oxooo08000 [ \ unused
: areay \ D-SRAM area
| 0x0001C000 \
\
data Flrmware/)
[ P
sbss /
hbss text /J
ea /
unused ————— . p /
I-SRAM area /
stack ,f
STACK_TOP /
0x00020000(128KB) JJ 0x000A0000(128KB)
/
J/
rodata /
/
dim_data initial value ’J’
/
data initial value /
0x20100000(1MB)
Figure 2.6: SRAM F a5 EC &Firmware T a9 E2 (SDK REMA 1-SRAM)
32 Ver1.2.0
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LEH SRAM a2 ECiBXBIXEE cstartup_B91_DLM.S 1 boot.link (FA“1.2 software bootloader 7748"/\
TN FXER boot.link REFE boot_DLM.link X&) . (SN1RfEMA deepsleep retention 64K &3, L&
deepsleep retention area BSEE/I 0x00000000-~0x00010000, )

Flash H7 Firmware £ vectors. retention_reset. retention_data. ram_code. text. rodata. dim_data initial
value 1 data initial valueo

[-SRAM HREI3E retention_reset. aes_data. retention_data. ram_code. unused I-SRAM area. data. sbss.
bss. heap # stacke

I-SRAM By retention_reset / retention_data / ram_code & Flash § retention_reset / retention_data /
ram_code HJ#ED1,

I-SRAM H data BYFIIA{ERZ Flash A data initial value,

D-SRAM FRRF dim_datas,

D-SRAM H dim_data BIFIIAER Flash A dim_data initial value,

EMEENENSE EXWiER, XBERBEMALE dim_data. dim_data initial value 1 ram_code.

‘dim_data” EX& D-SRAM RFERFELVBKN BT E, B initial value IF 0 2B TE, BEVEEE
IRBI1ZHE1E Flash Firmware HR9 dim_data initial value”E&o

MRAFRBTEENXE D-SRAM, REREANISDEE dm_data"E&BI A, FEREEXTERRIMXE

=

F"_attribute_data_dIm_"5
LLaNEX /T EWMT:

_attribute_data_dlm_ int dlm_testValue = 0x12345;

BAGRIZBIAIE T2 dim_testValue HE D-SRAM B9 dim_data”E& , #J¥A{E 0x12345 7ZHE! Flash Firmware
Ay dim_data initial value"E&H, 7FiE1T bootloader BY, £i&Z¥EEDZ dim_testValue IRZEY D-SRAM
ARTFEHE,

3FF 128K BY I-SRAM, “stack”EMES i 0x00020000 FFEAHY, HAMANM TE_LLEM, B stack 355 SP
TEEUE N B, SRR B,

7 boot_DLM.link XHHEX THRINIE _STACK_TOP,

PROVIDE (_STACK_TOP = 0x0020000);/*Need to prevent stack overflow*/

2.1.2.2 objdump X453 demo
XE L, BLE slave B £ M) demo B91_ble_sample 73f5l, £5&"E 2-2 SRAM F[g]53AC &Firmware = (8]53 AL
(SDK f£F8 I-SRAM #1 D-SRAM)" 35317,

B91_ble_sample B9 bin X{#1 objdump X1 IL B F"SDK”->"B91_ble_sample”->"output” ->"B91_ble_sample.bin“FI"ob-
jdump.txt’s

LUTFOHhH, 2B Z 4 EE, 193K E boot_general.link. cstartup_B91.5.B91_ble_sample.bin #1 objdump.txt,
BRAPBITERX RSB NI E,

objdump XHHE section WAHRIBERIMTEFR CER Algn FHIFFF) :
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‘Sections:
Idx Name Size VMA LMA File off Algn
@ .vectors PP0VR166 20000000 20000000 00ROl 2%*2
CONTENTS, ALLOC, LOAD, READONLY, CODE

1 .retention_reset 00000126 00POOEYY 20000168 0VVO2000 2%*2

CONTENTS, ALLOC, LOAD, READONLY, CODE
2 .aes_data PPPRRO20 0OEEE128 20000290 000B2126 2%**2
ALLOC
3 .retention data 90000da® 00000148 20000290 00OO2148 2%*2
CONTENTS, ALLOC, LOAD, DATA
4 .ram_code PPeR5be2 0BEEETED 20001030 00002f0D 2%**8
CONTENTS, ALLOC, LOAD, READONLY, CODE
L .text 00PP4Acee 20006b38 20006b38 000O8b38 2%**2
CONTENTS, ALLOC, LOAD, READONLY, CODE
6 .rodata PPPOA881 2000b7a8 2000b7a8 0000d7aB8 2%**2
CONTENTS, ALLOC, LOAD, READONLY, DATA
7 .data PPeEA11c 0OPOSERED 2000cP4D 0DOOTROR 2%*2
CONTENTS, ALLOC, LOAD, DATA
8 .sbss PPPPOREA 0BOSA120 2000cled 0000f1lc 2%**2
ALLOC
9 .bss PPPPEO20 00OSA1ad 2000cled 000Of11c 2%**2
ALLOC
Figure 2.7: objdump Xf¥ section 4&it
IR#E section HitEBEETHNEETIHE, MEEEMEH section NMEEE——I R,
(1) vectors:
M Flash 0x20000000 FF44, Size I 0x166, itEHLEFRMILIA Ox166;
(2) retention_reset:
M Flash 0x20000168 FF14, Size J9 0x126, I+EHLER M Ox2000028E;
M 1-SRAM 0x00000000 FF#4, Size 7 0x126, i+EHLEFR M 0x00000126;
(3) aes_data:
M 1-SRAM 0x00000128 FF4, Size JJ 0x20, itEHLEE M 0x00000148;
(4) retention_data:
M Flash 0x20000290 FF#4, Size /9 Oxda0, tEHLSFE ML 0x20001030;
M I-SRAM 0x00000148 FF44, Size 7 Oxda0, itEH4EFRMIESA OXOO000EES;
(5) ram_code:
M Flash 0x20001030 FF¥4, Size 7 0x5b02, IHEHLLTMNES 0x20006B32;
M I-SRAM 0x00000f00 FF¥4, Size J7 0x5b02, IHEHLLEFRMNES 0x00006A02;
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(6) text:

M Flash 0x20006b38 FF#&, Size 77 Ox4c6e, itEHLERMHEF Ox2000B7A6;
(7) rodata:

M Flash 0x2000b7a8 FF#&, Size 79 0x881, HEHEERMAUEN 0x2000C029;
(8) data:

M Flash 0x2000c040 FF44, Size 9 Ox11c, IHEHLEFRMLEA 0x2000C15C;
M D-SRAM 0x00080000 FF#&, Size J§ Ox11c, itEHLEFRMIA 0x0008011C;

(9) sbss:

M Flash 0x2000c160 FF44, Size 7 0x80, itE 4R MU 0x2000C1EQ;
M D-SRAM 0x00080120 FF4&, Size 4 0x80, itEHBLEFRMHES 0xO000801A0;

(10) bss:

M Flash 0x2000c1e0 FF#4, Size 79 0x20, IHEHLEFRMLEA 0x2000C200;
M D-SRAM 0x000801a0 FFI8, Size 7 0x20, tEHLF M 0x000801C0;

Disassembly of section .vectors:

20000000 < RESET ENTRY>:

Disassembly of section .retention reset:

0PV < IRESET ENTRY>:

Disassembly of section .ram code:

POBBBTR0 <rf set power level index.constprop.51>:

Disassembly of section .text:

20006b38 <flash read page>:

Figure 2.8: objdump {4 section #bit

LBEIFTE objdump XHHIEZR section"EE|HIER 5 section AR EHIHE, £45ZzEBM AN B 2-4

objdump X section 4tit”, PHFI0TF:

(1) vector:

“vectors”E&7E Flash Firmware Figiathity 0x20000000, skt 0x20000168 (FRE—ELKIEMHE R

0x20000162~0x20000165) , size /9 Ox166,

“vectors”ER A=K E] SRAM,
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(2) retention_reset:

“retention_reset”E& 7 Flash FfSia#hit g 0x20000168, LRttty 0x20000290 (RE—EEHIEMLR
0x2000028A~0x2000028D), size I 0x126, _LEE#RIZE I-SRAM,

“retention_reset”E&7E I-SRAM HRigiabiE g Ox00000000, Zhskiity 0x00000128 (RE—EFIEHLLS
0x00000122~0x00000125) , size JJ 0x126,

(3) aes_data:
“aes_data"ERAR=1FE Flash,

“aes_data”E& £ I-SRAM HRiiia#thit ;5 0x00000128, #E Rt 0x00000148 (RE—E#HIE#UL A
0x00000144~0x00000147) , size 7 0x20o

(4) retention_data:

“retention_data”E&7E Flash Fici4i#thits 0x20000290, kit 0x20001030 (BRG—E#IEHL A
0x2000102D~0x2000102F) , size 4 Oxda0. _EEBHRFEE] I-SRAM,

“retention_data”ERTE I-SRAM HRif2gAHINE S 0x00000148, ZERMAUEN 0x00000f00 (RfF—EFIEMUES
OXOOO000EE4(,00000€E7), size 39 0xda0. I1-SRAM # 0xo0000ees OXOOOOOEFF AT 1-SRAM X,

(5) ram_code:

“ram_code”E& 7£ Flash A&k 5 0x20001030, LRty 0x20006b38 (R —E FHiEH UL~
Ox20006B2E~0x20006B31), size JJ 0x5b02, _EEEHRIZEI I-SRAM,

“ram_code”EZTE |-SRAM HRiRiaitiht /5 0x00000f00, FRRfE—E£UEHNE ) 0x0O00069FE~-0Xx00006A01, size
79 0x5b02, it LR LIEAZE] 0x00020000,

(6) Cache:
I-Cache #1 D-Cache HItERIE B2 1E objdump XHFHFRAEILLH K,
(7) text:

“text"E& 7 Flash A9 {2 %4 #h 31t /9 0x20006b38, 45 F Mk & 0x2000b738 (R G —E HiEM Ut A
0x2000B7A2~0x2000B7A5) , size JJ Ox4c6e,

(8) rodata:

“rodata”E& 7£ Flash FR#C 8 3E 79 Ox2000b7a8, £E R ik H 0x2000c040 (R —EHEFEMut ~
0x2000C025~0x2000C028) , size JJ 0x881,

(9) data:

“data”E& £ Flash HPitC %A b 3IF /5 Ox2000c040, £ R #h ik 9 0x2000c160 (FRfa —E HiEHM Ut B
0x2000C158~0x2000C15B) , size JJ Ox11co

“data”E& £ D-SRAM HRC & #3E /5 Ox00080000, £5 R ik 9 0x00080120 (RE—E HiEiut A
0x00080118~0x0008011B) , size 79 Ox11co

(10) sbss:

“sbss”E& 1 Flash HitC %A 1 31k 79 0x2000c160, 45 R ik /5 Ox2000c1e0 (Rfa— E #HiEM UL A~
0x2000C1DC~0x2000C1DF), size JJ 0x80,

“sbss”E& £ D-SRAM HR 2 34 #t ik 5 0x00080120, £ R it § 0x000801a0 (Rfg—E it~
0x0008019C~0x0008019F) , size I 0x80,
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(11) bss:

“bss”E&TE Flash HRitCiaiE /g 0x2000c1e0, sxfa—E £ IE ML/ 0x2000C1FC~-0x2000CTFF,size 9 0x20,

“bss”EZTE D-SRAM HRiEEiRHINE /N 0x000801a0, EE—E#EMAL 0x000801BC~-0Ox000801BF, size /U
OXZOo

2.1.3 MCU HhtEsialipin)

2 AR Ig AL =S (BIRY IR 23 A9 IMR =S BIF Flash RIS ST

2.1.3.1 IMSFIEIRIEEIR(E

B F B F B X % write_reg8(addr,v). write_reg16(addr,v). write_reg32(addr,v). read_reg8(addr).
read_req16(addr). read_reg32(addr) ¥t 4Mi& =81 HY Register #1785, HELGE2IEH 21, BZ 5
B, 1528 drivers/B91/sys.ho

#define REG_RW_BASE_ADDR  0x80000000

#define write_reg8(addr,v) (*(volatile unsigned char*)(REG_RW_BASE_ADDR | (addr)) = (unsigned
o char)(v))

#define write_regl6(addr,v) (*(volatile unsigned short*)(REG_RW_BASE_ADDR | (addr)) = (unsigned
< short)(v))

#define write_reg32(addr,v) (*(volatile unsigned long*)(REG_RW_BASE_ADDR | (addr)) = (unsigned
< long)(v))

#define read_reg8(addr) (*(volatile unsigned char*)(REG_RW_BASE_ADDR | (addr)))

#define read_regil6(addr) (*(volatile unsigned short*)(REG_RW_BASE_ADDR [ (addr)))

#define read_reg32(addr) (*(volatile unsigned long*)(REG_RW_BASE_ADDR | (addr)))

R write_reg32(0x140824)/read_req16(0x140300) Mie{E, HENXM EFrR, AIUEEIZBEEMLT
0x80000000 B9fmT%, FrLA MCU BERSHIRIAINEYE Register (8], MASZEIAI Flash =(al,

T2 F 9 B R £ write_sram8(addr,v). write_sram16(addr,v). write sram32(addr v). read_sram8(addr).
read_sram16(addr). read_sram32(addr) }9M&ZIE]AY I-SRAM #1 D-SRAM #1785, HILFRWEIEFHRE,

BB BMAINREE, AT I-SRAM 3 D-SRAM BYR{ERNE RN B REN. EZER, 1S drivers/B91/
sys.ho

#define write_sram8(addr,v) (*(volatile unsigned char*)( (addr)) = (unsigned char)(v))
#define write_sramié6(addr,v) (*(volatile unsigned short*)( (addr)) = (unsigned short)(v))
#define write_sram32(addr,v) (*(volatile unsigned long*)( (addr)) = (unsigned long)(v))
#define read_sram8(addr) (*(volatile unsigned char*)((addr)))

#define read_srami6(addr) (*(volatile unsigned short*)((addr)))

#define read_sram32(addr) (*(volatile unsigned long*)((addr)))

R
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FFHME=iE]AY 1-SRAM 1 D-SRAM 1T B BRI —AR 272/ EK debug B T™ER, MEMERNE
%R sram THT(E, REFEAIWIFIEEEZFHINIT.

2.1.3.2 Flash SE[a|BYIR{E

Flash Fa)#9i 5 1@FEH flash_read_page # flash_write_page BR#X, Flash BIIRPR{ER flash_erase_sector
8

FE:
£ Flash i@ {EREET IS EEE R AVEEIAMIE R 0x0,
(1) Flash ¥ZBRI21E

{858 flash_erase_sector ERIFIRIEFS Flash,

vold flash_erase_sector(unsigned long addr);

— sector 7 4096 byte, %1 Ox13000-0x13FFF @— 52 sectoro

addr HIE— sector IE I, ZEREREGRIZFRE sector,

BPR— sector WBTEIRLLIRK, 16M RABIHET, KAFE 10~-20ms EEEKATE,
(2) Flash 5121k

Flash 15 12/ERREREMA flash_read_page # flash_write_page ERIEXRIZI,

vold flash_read_page(unsigned long addr, unsigned long len, unsigned char *buf);
vold flash_write_page(unsigned long addr, unsigned long len, unsigned char *buf);

flash_read_page BKEXIEEX Flash ERIAR:

u8 data[6] = {0 };
flash_read_page(0x11000, 6, data); //read 6 bytes from Flash 0x20011000 into data array.

flash_write_page EK#XT Flash #H{1TE 121E:

flash_write_page(u32 addr, u32 len, u8 *buf);
u8 data[6] = {0x11, 0x22, 0x33, Ox44, 0x55, Ox66 };
flash_write_page(0x12000, 6, data); //[A Flash 0x20012000 FFIERY 6 1 byte BN 0x665544332211,

AE:
S22 nEAIRER, Flash BEE— page /9 256 byte, flash_write_page ER#Z1FE page B 2E,
(3) ARl Flash 12ERYEMA

BO1 RYIAS A ZIFFETEREINRE, £% 2.3 HiRE /T, LENBH = Flash 1R1EER¥K flash_read_page.
flash_write_page. flash_erase_sector TEH1TEY, RIGHETFREIREN 1, AFPERELST 1 IR EITH
Flash #FERER, MR SEEXPUrEEAENIT Flash BIEREL, WITSE Flash RIERIEBIERETHREIRER
Oo
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2.1.4 SDK Flash 225 C

Flash &5 B LL— sector YK/ (4K byte) AEARBIEL(L, K Flash BIERRELL sector NEIH (R
BK¥L A9 flash_erase_sector) , B ER—MEHNEERREFZMEE— sector B, FRAMENEEZEEF
E8Y sector (BHLEIRBRS BRPIEEMEAIE BIRIBRR) o FRLUAEEIX user TEEH Flash fFEEHIE BB ERE RE
EIEBIERRE sector"HIRN,

B91 K BAIAZ#F 1MB By Flash fENTZEF 28], SDK 72X {4 boot.link BIERGE X FLASH_SIZE"/J 1MB,
HEIBIN_SIZE” <= “FLASH_SIZE"##7 BRHIAVFIUT, sNRAFERAXTF IMB B Flash, EHRFZEMITHAYE
8

PROVIDE (FLASH_SIZE = 0x0100000);
ASSERT((BIN_SIZE)<= FLASH_SIZE, "BIN FILE OVERFLOW");
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0x100000
MAC address
OxFFOO0O0
Calibration Value
OxFEQOO
Pair&Sec info
OxFCO000
User Data Area
0x40000
OTA New bin
storage Area
0x20000
Old Firmware
bin
0x00000

Figure 2.9: 1MB Flash k53

B91 EMIAEARY Flash 5 MB, LEEFRRA Flash it B2, user AILUIRIEE S EEEM KMt 8, TEN
BENRIHIAE S R 75 75 LA R X W A9fE Btk A9 O

(1) OXFFOOO-~OXFFFFF X4 sector 7 MAC #t3it, 3LPR_E MAC address 6 4™ bytes ZZfi&TE OxFFOO0
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~OxFFO05, & byte BIMINETZEAFE OXFFOO5, 1k byte M3EFRTE OXFFO00, Eb¥0 FLASH OxFFOOO |
OxFFO05 FIRBEMKR ST 0x11 0x22 0x33 Ox44 Ox55 0x66, BBA MAC address /9 0x665544332211,

RENEFBERZESE LR &M MAC RS 3] OxFFO00 XMk, #1 SDK X, N8R user &
BERX DU, BRERBERAFRSHMMUBET HEEHR, SDK B7E user_init REE S M Flash B
CFG_ADR_MAC_1TM_FLASH 3thiit &M SiBY MAC 31k, X/N7R7E/vendor/common/blt_common.h EmE &K EN
o],

#ifndef CFG_ADR_MAC_1M_FLASH
#define CFG_ADR_MAC_1M_FLASH OXFFOO0O
#endif

(2) OXFEOOO-~OXFEFFF X4 sector £fi# telink MCU EERAEHINER. REXIBHNEERERE FREHE
= BIRIERE sectorBIRNI, 35X sector 4096 bytes IREBF 64 bytes XD AARENETT, SNET
FHE—EREER. REEBAUKRER— sector, SERAREEBTEERIERATIZERIREIN R
ik, SEBR Firmware FEE{TRREEEXLERERE R, MARTFEES, BEARGFERER. BAENSEH:

« E— 64bytes FEMRRERES, EMRREBRE—1 byte, FE7E OXFE000,
« BB 64bytes 77fE TP ERUE: BI1 RIISHEAERER.

« =1 64bytes FIRTFMEIMIB 32k crystal IR ARREE, TEHETE OXFE08O,

. M1 64bytes FASRTFENES ADC 1AM, FHETE OXFEOCO,

- EENTEEEMEMATEREENREE,

(3) OXFCOOO-~OXFDFFF X1 sector #% BLE iR R FA L, FAREFEEIEXEFMMEBEE. user A LUBEK
X sector BINIE, size BIFE AT sector 8K, TiEEER, AILUARE TEERIEXREXIINZE B1FE
AU AL

void bls_smp_configParingSecurityInfoStorageAddr (int addr);

(4) OxO0000-~0x3FFFF 256KB Z=[BIERIAVEAFER T 18l00X00000 0,5 rrrr 3£ 256kB ¥ Firmware 4, oxa00000X7FFFF

256KB ;9 OTA EHBY7Z6E# Firmware B9=[8), BIZHFAY Firmware FE)IEiE L 256KB, BT RELELF
FRIEE, 0x40000-~0x7FFFF itk Ay=s|a]SEfr REEEA 254KB, /g 4KB FEEEMA.

=

SKhn EFRE St =8 &/ RY 4KB EBAREERER.

EEIIAR 256K BBEZEIX user KR K/, T user HE Firmware FE]14 512KB, Nkt igE TN
API, B EREE OTA ETHIEMIRAE,

(5) RIRBY Flash B EBREA user BIBHREEFRETEL

2.2 BIEhiEIR

2.2.1 Clock {3

B91 Y Clock XL IRE Z%, W TEFRAEI BBV SN, XBENB/LNMLREEMNR S, pll_clk/cclk/
hclk/pclk/clk_mspi/clk_stimero
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2/3 clk_stimer
divider
Pad_24M 001
S 011 § sys_clk cclk
PLL =
ana_0x09[3:2]
ana_0x80[4:0] i 0
=
0x801401e8[3:0] 12 1
divider
0x801401d8[0] é clk
0x801401e8[6:4] 0x801401d8[1:0] 0x801401d8[1:0]
0
% clk_mspi
o =
divider !
0x8014019[7:4]
0x801401e8[7]
I—I clk_i2s
divider
[Caspiives |
0x801401ea,0x801401eb
1 clk_usb
divider [

0x801401fb[2:0]

Figure 2.10: Clock Tree

« pli_clk: BPEIFH PLL, ERRZIERNMIRIVESL, BIE sys_clk —fRERBEM PLL SR,
- cclk: B cpu clk, BRFIETRIEREZHIZIIHRERN, REEZE hck F pclk RIME—RIBISRESK,

- hclk: PRE#TE AHB 24 ERVEIRISMER hclko

« pclk: FREHETE APB B4 LRVIESISMERA pclko

- mspi_clk: mspi & Flash, B1T Flash BIMEXIRME (BIEEUE, 5 Flash %) HBZZATETHl,

« clk_stimer: RAERES (System Timer) @—MNRIRER2S, /7 BLE B FIZHIRE B EE, RS
W LR MHLAL PR, System Timer HMEE 24M Crystal Oscillator £ 2/3 S 41FEIRY 16MHzo

B eI UEEI, sys_clk (system clock) HHZMEB 24M SIKIRFHESZ5/ D IR1FEo
a1 BFIER API clock_init() BEE pll_clk/cclk/hclk/pclk/clk_mspi, SDK BERENX T % Ar—Lats,

//PCLK can't larger than 24MHz, HCLK can't larger than 48MHz

#define CCLK_16M_HCLK_16M_PCLK_16M clock_init(PLL_CLK_192M, PAD_PLL_DIV,
o PLL_DIV12 TO CCLK, CCLK_DIV1_TO_HCLK, HCLK DIVi_TO PCLK, PLL_DIV4 TO _MSPI_CLK)
#define CCLK_24M_HCLK_24M_PCLK_24M clock_init(PLL_CLK_192M, PAD_PLL_DIV,
& PLL_DIV8_ TO CCLK, CCLK_DIV1_TO HCLK, HCLK_DIV1_TO_PCLK, PLL_DIV4_TO_MSPI_CLK)
#define CCLK_32M_HCLK_32M_PCLK_16M clock_init(PLL_CLK_192M, PAD_PLL_DIV,
& PLL_DIV6_TO CCLK, CCLK_DIV1_TO HCLK, HCLK_DIV2_ TO_PCLK, PLL_DIV4_TO_MSPI_CLK)
#define CCLK_48M_HCLK_48M_PCLK_24M clock_init(PLL_CLK_192M, PAD_PLL_DIV,

& PLL_DIV4 TO_CCLK, CCLK_DIV1_TO_HCLK, HCLK_DIV2_ TO_PCLK, PLL_DIV4_TO_MSPI_CLK)
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#define CCLK_64M_HCLK_32M_PCLK_16M clock_init(PLL_CLK_192M, PAD_PLL_DIV,
& PLL_DIV3_TO CCLK, CCLK_DIV2 TO_HCLK, HCLK_DIV2_ TO_PCLK, PLL_DIV4_TO_MSPI_CLK)
#define CCLK_96M_HCLK_48M_PCLK_24M clock_init(PLL_CLK_192M, PAD_PLL_DIV,

o PLL_DIV2_ TO CCLK, CCLK_DIV2_ TO_HCLK, HCLK_DIV2_ TO_PCLK, PLL_DIV4_TO_MSPI_CLK)

System Timer FUSIERZEER 16MHz, B TFX4 timer, SDK code FRERINITEIERERK T s« ms
uso EBF System Timer & BLE i+BYRYE M, SDK FFFRE BLE BYEINEXMISHMEE, B9 RFNEIRIRIAR,
= SYSTEM_TIMER_TICK_xxx"HIA o

enum{
SYSTEM_TIMER_TICK_1US = 16,
SYSTEM_TIMER_TICK_1MS = 16000,
SYSTEM_TIMER_TICK_1S = 16000000,

SYSTEM_TIMER_TICK_625US
SYSTEM_TIMER_TICK_1250US

10000, //625*16
20000, //1250*16

}

SDK B LL T JLA APl #8 @ R System Timer X8 — L2 {F, XL API RPEKFER E@mAEM
xxx_TIMER_TICK_xxx" B9 KRR ATE], FHFIRIEXL APl BT, *E}Eﬁ/ RN us 3 ms FERT LA

void delay_us(u32 microsec);
voild delay_ms(u32 millisec);
clock_time_exceed(unsigned int ref, unsigned int us)

2.2.2 System Timer BY{EF
main EKEA sys_init FIRHTERRG, System Timer MFFIATIIE, P AILUEEY System Timer IT#XE8R9E ({5
R System Timer tick) o

System Timer tick — s ERAIN—, EKER 32bit, BIF 1/16us i 1, &/JME 0xO0000000, wmAE
Oxffffffffo System Timer RIZEHAIER, tick (B 0, El&FRA(E Oxffffffff FHEAIBTEIFI: (1/16) us * (2°32)
HET 268 1, 1T 268 ) System Timer tick F—E,

MCU 7EIB1TIEF I EF system tick RRZFLE,

System Timer tick BYIEEX AT LU clock_time() ERIEIRTE

u32 current_tick = clock_time();

BLE SDK ¥4 BLE BYF#SEE T System Timer tick i&I1tH, BREHHBREFHEXA System Timer tick R5E
R E Fhit S FIEBETHIRT, SBEUHETE user X System Timer tick JESSIN—LE {5 28 A9 E BI AN BT H B,

EEANERI— P E R G EN, REERBHIKIUETEING, BTE2EIERREKIN, FERIEFELT
BUSCRSMEAESE, —RATHREBERFZHITLINNA, KM E!

(1) Bohitht: RE— u32 W E, FEFHIZR AT System Timer ticko
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u32 start_tick = clock_time(); // clock_time() returns System Timer tick value
(2) EREFHNELREIHYE] System Timer tick 1 start_tick WEEEREBIEEENMBTEE, &8,
INATERTBRitA, HITHENAVIRIE, HFHIRIESSIRAERIEIRITE 2R E I —HRIE R,
RISFEEEBIBTEA 100 ms, EEITRESTIANEEN:

if( (u32) ( clock_time() - start_tick) > 100 * CLOCK_16M_SYS_TIMER_CLK_1MS)

HTFEEERLRN u32 B, RT system clock tick M Oxfffffff Z| O X PMRPRIE o

SEUF £ SDK F0 T BEARGR SRR SEA u32 BRI, BT A—1ARRN, FERANHSD, 1
AT T AR T

if( clock_time_exceed(start_tick, 100 * 1000)) //FEZNSEEMN us

FTEFENZ:. BT 16MHz I E—EH 268 7, XIPMEBWRKNFEATF 268 FLURNNER, MNRiEBIT 268
7, BEERG MRS RITEN (XERNA),

RZREA: A FHMEA (REfA—R) B 2second &, ZF#HIT B() ##1F.

u32 a_trig_tick;
int a_trig_flg = 0;
while(1)
{
f(A){
a_trig_tick = clock_time();
a_trig_flg = 1;
}
if(a_trig_flg && clock_time_exceed(a_trig_tick,2 *1000 * 1000)){
a_trig_flg = 0;
BO);

2.3 HEFERE
2.3.1 HFHREIhRER A

B91 RYIKIESF ZIFHUTEREDIRE, STiRBAT=MER: Bk, FEnRE, FEmieh,.
(1) FEFLERRENPENEFR, ENBEPENIHREREE;
(2) FPEFEEZEMNFEREEE, REFRLERS T HENEENTETA IWARK ;

(3) FRETIE AR FETEIL R ER S THEEE, MRYFIRRATRKEIPETEERIAN, BEHER
RYFRBTRI LAARAR% , 18 SRR RBIFET, HITTRIREMARNPEGEASERITRIRMRBI T,

sz,
FE:
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FRETEREINEERNARITFTRY, FEFRETEERIAN O,

BT A R AT LIS ERSEE 1-3, PR AERBRIRESIFRESIRET 3, HFUAMERYS, MERIK
2907

typedef enum{
IRQ PRI LEV1 = 1,
IRQ_PRI_LEV2,
IRQ_PRI_LEV3,
}irq_priority_e;

LEV3 ‘ APP Advanced Interrupt

BLE Interrupt("rf_irg" and
"stimer irg"

LEV2

LEV1 APP Normal Interrupt

0 s Interrupt Threshold

Figure 2.11: BLE SDK HlifirEREE

S0 EEFRR, BLE SDK BEMET 3 MBI RBIFTET, BFBIIRRXFIDIRER. PEILILR LEVI
MRS R R, HDERBAFEXH APP i, M5 LEV2 IRBTERIEFIE, 5REI2 AL BLE A
i, FAFEXBHETARRERER LEV2, FRBR{LESR LEV3 MRMERRS, —MRIERTRENER, REFELS
B EFBERNMNNERAER, WIEOECLLAPENXE APP S,

BLE SDK TE#I¥A1LHY bic_ll_initBasicMCU BB 4% BLE Hlf (“rf_irq"#1 stimer_irq”) BIFRBIILERKIZE R
IRQ_PRI_LEV2, FBEAMEFEEIREN 0 (LEV1~ LEV3 {LARAIFRTER A LA AL R) o

AP ENXH APP E@h iy, EEERRIMLRIGSEN IRQ_PRI_LEVI, FAREIH T E], BLE FHFF] APP &
KBt 5 APP @i,
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WMRBAFE APP BRFHINER, FEGHMMALRKIZE N IRQ_PRI_LEV3, H B code 4N E P E
ram_code E&, ©EX# 4 BLE FhUFFN APP E@rb i, FRLLR P ARGIITEYE)NF 50us LA MmE BLE A
Hro

EXEREB—T R4 APP B&HMIEY code M2 ZBMEI ram_code, 7EHIT Flash TEIRVIERR. EH i
ERRENEY, SIGPETREIREN 1, IT5E Flash IRMERIBSHEREPRMRAEIRE N 0o XIEFRNETERIT Flash 1
EREREYID A2, BLE FR#TH] APP SR BTV ICRE R T HMTERE 1, tNIERBIRETERIT Flash 2EXR
AP A L, tNRMANPEIRECEERE ram_code &, TAESH Flash FEUEIZEFIET Flash #
{EHILE R, &SN, BLE FRETEYAEX code ERE AN ram_code &, FRLAER APP S AHKTRYAR
% code AEEBHE ram_code EZo

2.3.2 EFERERIEMR

2.3.2.1 App ZiEhHf

EEINA PRI E— PWM B APP @ h i, 1EACE PETRYBTIEE X PRt IRQ_PRI_LEVT, Fi&E0
To

plic_set_priority(IRQ16_PWM, IRQ_PRI_LEV1);

CRBfRE R R EESE B AN R,

vold pwm_irqg_handler(void)

2.3.2.2 App BkrhBR

FEaNA P AIRE— TimerO B9 APP B4k lT, 7EECERBTBYBHERE X PB4 IRQ_PRI_LEV3, FEIF
&l Timer0 BYRMTITESE)/VF 50us, HEI T,

plic_set_priority(IRQ4_TIMERO, IRQ_PRI_LEV3);
R e R BR EAE X A9 ram_code E%, F7EM0T,

_attribute_ram_code_ void timer®_1irq_handler(void)
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3 BLE &R

3.1 BLE SDK 5R{4%844
3.1.1 ¥5' BLE SDK #X{4%249

1R#E BLE spec, —MELEARAER BLE SDK 224930 FEFAT

Application

Profile 1 Profile 2 Profile n

I

Generic Access Profile

Generic Attribute Profile

Attribute Protocol Security Manager

Logical Link Control and Adaption Protocol

Host

HCI

Link Layer

Physical Layer

Controller

Figure 3.1: BLE SDK ZR{$%2#4

E LEFRIIZEMHE, BLE WY& Host #1 Controller FER5

« Controller {9 BLE [RE 1Y, £23F Physical Layer (PHY) # Link Layer (LL), Host Controller Interface
(HCI) 2 Controller 5 Host MIME—@{53#%0, Controller 5 Host FiEMEIER B&RET 1ZiE O 5T M.

« Host fE4 BLE EE X, thi¥ EH Logic Link Control and Adaption Protocol (L2CAP) . Attribute
Protocol (ATT). Security Manager Protocol (SMP), Profile B#& Generic Access Profile (GAP). Generic

Attribute Profile (GATT).

AN-20111001-C3 47

Ver1.2.0



v Telink
Telink B91 BLE Single Connection SDK FF &5

- NEE (APP) 8% user HEMHEXNBARIEAMEZF service XN HY Profile, user i@id GAP EiTHlia]
Host, Host i@id HCI 5 Controller e EIER E, N TFEFIT.

BLE Host
HCI HCI
cmd data
HCI
HCI HCI

data event

BLE Controller

Figure 3.2: Host #l1 Controller BY HCI 1B E

(1) BLE Host i@id HCl cmd ZE121EI&E Controller, X% HCI cmd W NASEZESEEIFENBR controller APl

(2) Controller 3&id HCI [ host _EIREFH HCl event, KEHMZEAENLA,

(3) Host B EBRIZL M HIKFZBIEIEE T HCl 523X F Controller, Controller ¥ #iEEH#Z X Z Physical
Layer #H{T&IX,

(4) Controller 7£ Physical Layer WWZIHY RF #3E, LHIBTRE T Link Layer BYEUEIRE Host BIEUIE: @R
= Link Layer B9EUE, EIZMIBHEE; 1R 2Z Host FIEEE, M@ HCI BEIEEE Hosto

3.1.2 Telink BLE SDK %R{%2#4
B91 Single Connection SDK 2% #F slave, *F Master # Controller #R{4284), BIARBIMEM A L] SE
BLE Multi Connection SDK Handbook, TEI&HIA Slave role RA:

3.1.2.1 Telink BLE Slave

Telink BLE SDK 7£ BLE host £, R3F Slave 538 stack T2 %o

L user AEEFEHRHER BLE slave B, Telink BLE SDK i&fT Host (slave 2f4%3) + tRAERI Controller, SERRAY
iR ZR M =3t EERERN S —LE IR, FEEAD SDK WREKRRFEAYE (81F sram. B1TATEL. Ih
%) B/, HEMIMTERTR. SDK # B91 ble sample. B91 module #E&ETI%E24,
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Application
App
GAP ‘ HIDS BAS ‘AUDIO ‘ ‘ OTA ‘ Profile
] J L
I_ -t--------------—-""=-"—-""—-"-"—-""-"¥""-""-""="="=—-"¥—-"—-"=- ="
: Generic Access Profile :
’ Generic Attribute Profile ‘ Host
i BLE
Attribute Protocol Security Manager StaCk
Logical Link Control and Adaption Protocol ‘
| |
HCI ‘
@ Power
Link Layer k;“ Controller
@ Management
Physical Layer K‘:

Figure 3.3: Telink BLE Slave 2244

B SLOETSLFREIEIER B2 user B LUBIT BFMECORIZIERHIRY, SIRM user AP, TIOETLZMNEA
R AIEIERCE, user TiES S,

Controller 843 HCI 35225 Host BVEIEEEIZRO (7 L2cAP BxiR), BRERH—IZEO, APP NEEWA
LIEES Link Layer #1T8IER H, Power Management (PM) {RINFEEIRE TR AERE Link layer, NAE
AILAR PM BXEO# TS IENRE,

ZEINE, NWARS Host WEIERZERET GAP KRz Hl, MMNARTE ATT. SMP #1 L2CAP #Ri2{t T 48
XEO, JUNMNARHEERXE, B2 Host WEHEE®T GAP BMINAERH,

Host BLL Attribute Protocol &M, ST Generic Attribute Profile (GATT). MABETF GATT, ENX user
B o EEMK R profile 1 service, 3% BLE SDK demo code 1L MNEZR profile, BFE HIDS. BAS. AUDIO.
OTA &,

TEETFXMEE B91 BLE MRS M—LEERNNA, HAHEER user AP,
Hrb Physical Layer 5e£H Link Layer 5%, BEAZEENAEEANES, XEBRFNE.

8B Host 5 Controller FYER D #ERX EIRESE HCI 3R5ERY, 1BEZAERZ Host # Controller hNi%5ER, A
BNFEREE, IFEF L2CAP E3FM HCI FERIAMIBREGLIT T , FrL3d HCl S0 AR E,
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3.2 BLE Controller

3.2.1 BLE Controller /Y43

BLE controller &% Physical Layer. Link Layer. HCI #1 Power Management,

Telink BLE SDK i Physical Layer (XRZ driver 3XHFABY rf.h BY ¢ XXF) FeeE 2% library 1, user RHEET
fi#, Power Management FEAXMEENETHIFHANA, SERBERIE—T, FMUIZNAE

RZINE Link Layer # HCI, BETF HCl EE R interface, HLMMTHEEERZ A T 21F Link Layer F13XEY
Link Layer BY%#E, PRUAERI¥4H7Y4E Link layer, F1ETTAE Link Layer #1 API B2 3T HCI 48X interface
__#ﬁi?ﬁ_o

3.2.2 Link Layer iR7S#1

B} BLE spec A Link Layer RS0
FEZERIESE (Core_v5.0) (Vol 6/Part B/1.1 "LINK LAYER STATES"),

/ \

Scanning

™
/
\ /

Advenlsmg . Standby I| | Initiating .l

/ "

p-' Connection | —

Figure 3.4: BLE Spec A Link Layer SKZS#1

Telink BLE SDK Link Layer JXZS#H180 FEFrTo
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Idle

Y
F Y
Y

Advertising initiating

Power
Management ‘

ave role

Figure 3.5: Telink Link Layer JRZS#/1

Telink BLE SDK Link Layer RZS#H1H BLE spec EXH—H, HE 5 MEARKE: Idle (Standby). Scanning.
Advertising. Initiating. Connection. ¥ Conneciton JXZX 43 /3 Slave Role #1 Master Roleo

XEETE X libary B97Y48, BRI Slave Role 1 Master Role #3E & F single connection BJi&it, Slave
Role ERIA AT single connection BY; 1B FRIRM multi connection BY, FRLAXE & A Master role single
conectione

AKX Slave Role EEF#RA Conn state Slave role B¢ ConnSlaveRole/Connection Slave Role &5
ConnSlaveRoleo

3284 HR3% Master Role [FEFFA Conn state Master role 8 ConnMasterRole/Connection Master Role (&
59 ConnMasterRole,

Bl Power Management HARE LL FI—FUIRE, MR INEEIEIR, RIRAIZ SDK R3F Advertising l Connection
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Slave Role #1T T {RINFELIE; Idle state NRFBEIRINGE, user ENEEEAEX APl (]SSR ; EMJ14
state, SDK &AMIRINFEEIE, user W ATENAESEIMIRINFE.

BT Em 5 MURE, stack/ble/ll/Il.lh REX TIREHNBIER. EHA ConnSlaveRole #1 ConnMasterRole BFIRZS
Z#B2 BLS_LINK_STATE_CONN,

#define BLS_LINK_STATE_IDLE 0

#define BLS_LINK_STATE_ADV BIT(0)
#define BLS_LINK_STATE_SCAN BIT(1)
#define BLS_LINK_STATE_INIT BIT(2)
#define BLS_LINK_STATE_CONN BIT(3)

Link Layer IKESHBILIHREBTE BLE stack IRIZ BT, FTLL user BN BB EEEOCRE, REEREXEHAPK
u_.\; ﬂﬁHTE API EI]__[: l_IE”EjjJ:E 5 ﬂﬂj(uq:'ﬁ’] 1 *EPO

u8 blc_11_getCurrentState(void);

3.2.3 Link Layer IABSHA SR B

3.2.3.1 Link Layer JAZSH4ATI51

Telink BLE SDK Link Layer e IFFAENRS, BERITLEERRE, S§—MRSEBHEMRN—MER, A
ERTREREERD Idle IR, user BERMERNARNEEBEB CHRSHAES, MMM ARERNA, tb

U0 user EEMINARE BLE slave, BBARFEERN Advertising #IRF] ConnSlaveRole BIRFARTLLT , FITHY

Scanning/Initiating FIRREEWECE HK, XEMZITHBNET A code size #l ram_code, AEEFEAR
RSB RABARWRIZHE,

MCU B9¥ItR1IC B NEY, APIUOT:

void blc_11_1initBasicMCU (void);

Idle #RIREYAI0 API 90T, XNEHAM, FRER BLE NABEZEYRL,

void blc_11_1initStandby_module (u8 *public_adr);

HtL MRS ( Advertising. Initiating. Slave Role.) XIRAEIRAVFIEL APl B0 :

void blc_11_1initAdvertising_module(void);
void blc_11_1initConnection_module(void);
void blc_11_1initSlaveRole_module(void);
Hrp:
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void blc_11_1initConnection_module(void);

FBF#8a1% master 1 slave F£FBY modules

User i@id A EJL API BEEE4AS Link Layer R&HL, TEAEH/LNERANAESHSAMMNNNEAT S, BF
NEFUTMAE, user AJLIBITEEEAS,

3.2.3.2 Idle + Advertising

bls_Il_setAdvEnable(0)
Advertising dle

bls Il _setAdvEnable(1)

Figure 3.6: Idle + Advertising

LEFR, R¥IEH Idle F Advertising &R, FERZREZH Advertising THEESEIIBIR Y0 beacon &, B
m B miER.

Link Layer ARSHIAERINIGHAID A
u8 mac_public[6];
blc_11_initBasicMCU();

blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module();

Idle #1 Advertising IRZSEITIIRIES bls_ll_setAdvEnable RS,
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3.2.3.3 Idle + Advertising + ConnSlaveRole

\ bls_Il_setAdvEnable(0) \

| Advertising L " ldle |

\ /’; bls_Il_setAdvEnable(1) \\ /

/Connection \
\  Slave role /

/
7

—

Figure 3.7: BLE Slave LL State

TEFFRA—1EZARD BLE slave RAR Link Layer JRZSH4EE, SDK A B91 hci/B91 ble sample/B91 remote/
B91 module FEEFIZIKENIESE,

Link Layer SAZSHURIRAIA LA

u8 mac_public[6];
blc_11_1initBasicMCU();
blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module();
blc_11_1initConnection_module();
blc_11_1initSlaveRole_module();

BERSHNAET, REBWERERLO T,
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(1)

B91 MCU EHJS, # N Idle state, Idle state BY¥§ adv Enable, Link Layer tJ#2%! Advertising State;
adv Disable BY, [E]F] Idle stateo

Adv Enable # Disable @i & API bls_II_setAdvEnable Rzl
LEEE, Link layer ZRIALT Idle IR, —ARSEETE user_init 2 Adv Enable, # A\ Advertising states
Link Layer &7 Idle state B}, Physical Layer FNi#{T{Ef] RF BXHE, FAEBEHARKE,

Link Layer &F Advertising state B, TEJ 3% channel L &IEI &8, & master I & E, HAX
conneciton request, Link Layer WXEI3X ™ connection request &, MM FHEILERE, Link Layer A
ConnSlaveRole,

Link Layer &F ConnSlaveRole B, B=fER=[EF) Idle State (F& Advertising state:
master [ slave &3iX terminate 8%, WiFFi%E#Z, slave IXZE| terminate %, IBH ConnSlaveRoles

slave [A] master &IX terminate an%, EohMfFF %, IBH ConnSlaveRoles

. slave B RF BB ®E & master KB R E, S slave KB AREE, fit& BLE B connection

supervision timeout, B4 ConnSlaveRole,

Link layer B ConnSlaveRole iBH 3% state B, 1RIE Adv @& Enable YJHEIAR[E state: & Adv # enable,
Link Layer E#[E]Z] Advertising state; # Adv # Disable, Link Layer [B]F] Idle state, Adv &F Enable 3#&

Disable BURTF user ENFERE—XIEH bls_ll_setAdvEnable BB &,

3.2.4 Link Layer B

#£41% BLE SDK B rf_irq_handler, stimer_irq_handler #1 main_loop 3% B8 Link layer £ & IRSH T RS

o

_attribute_ram_code_ void rf_irq_handler(void)

voild main_loop (void)

{

/111777177/7///////// BLE entry [///////////////////////////
blt_sdk_main_loop();

//1/7717777/777///////// UI entry [///////////////////////////
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BLE entry B43 blt_sdk_main_loop HK%X A TR BLE MMM ARAEXBIEIEMEH. Ul entry 2 user EECHIR
J=RRvETibe

3.2.4.1 Idle State BJ/F

% Link Layer & F Idle state BY, Link Layer #1 Physical Layer ;& B EA{ESELIE, blt_sdk_main_loop KX

STEREER, UARESFEEAFR, JLUAR Ul entry HIET Z main_loop FIBIRF,

3.2.4.2 Advertising State Bi[F

chn 37 chn 38 chn 39

TX’ RX TX‘ RX TX‘ RX

Adv event ‘ Ul task/suspend Adv event Ul task/suspend

I
[
<« Adv interval :
I
1

Figure 3.8: Advertising State BY/F

Advertising state RSB LR, — adv interval BJjE]A Link Layer fii&—1 Adv event, —NERAYAY 3
4 adv channel #8& 81 Adv event R7E channel 37. 38. 39 L#KRE—T B, B5X—1 EEZEHD
HNWEIRES, FRF master AJREMNEIE, EIEHEMM: —1 = scan request, WEIXMEEBLRIE— scan
response fEAEIE; S—1 =& connect reqeust, WIXNEEH master 11 ble E#E, #H N Connection state
Slave Roleo

user £ main_loop BY Ul entry &89 code HUITEEEIFRPRRAY Ul task/suspend EB53HA1T, XEFHELEI2E0
B LAFRA Ul task, WIRFERINFERNE, vTLUKEZRAVETEIAR sleep(suspend/deepsleep retention) LARE
RIhFE,

7E Advertising state, blt_sdk_main_loop EEZ B AL ERIBNES, REMATL MR Adv BB EEE
., BFE BLT_EV_FLAG_ADV_DURATION_TIMEOUT. BLT_EV_FLAG_SCAN_RSP. BLT_EV_FLAG_CONNECT
%,
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3.2.4.3 Scanning State BIF

le——— Scanning/Ul task Scanning/Ul task Scanning/Ul task ——

Scan interval ————

Channel 37 Channel 38 Channel 39

Figure 3.9: Scanning State BYF%

Scanning state BB _EFRR, Scan interval 2 API blc_Il_setScanParameter i &, 4 Scan interval
FF— channel #TWE, ZER Scan window i&iTEI SDK B, FfLA blc_ll_setScanParameter A3} Scan
window BYIZE SDK B FRAER,

B Scan interval &5 G, YIRS T—PMNKEM Channel, FFIAEF—HH Scan interval, ik channel BYTH{E
Z interrupt &R, 7E irq R5ERIZEITE, ERITHEIEELE,

Scanning interval £, Scan A% PHY BE—EH&TF RX RS, §F MCU BEHELIMUEIRME, FRUE LR
timing #BEE44 T Ul tasko

7E Scan interval LUREIERERY BLE packet &, BUREEIBREFZEIRM RX fifo A (IFLZ code FIBY my_fifo_t
blt_rxfifo) , blt_sdk_main_loop RIS ERMH RX fifo PR EEEHIE, MRAMIEHRE adv HIEE L
event"HCI_SUB_EVT_LE_ADVERTISING_REPORT"¥H report 4 BLE hosto

3.2.4.4 Initiating State BI[F

le—————— Scanning/Ul task Scanning/Ul task Scanning/Ul task ———

Scan interval ————

Channel 37 Channel 38 Channel 39

Figure 3.10: Initiating State B/

Initiating state Bf F B %0 L Fr7®, # Scanning state BRI 2 —# B8, KRE == Scan interval B API
blc_ll_createConnection & 8. ™ Scan interval 3— channel #{TWE, &HI Scan window 1&itZ|
SDK 8, PFLL blc_ll_createConnection A%t Scan window BYI&E SDK @A IEERY,

& Scan interval EEG, THREIT—PMKREH Channel, FFIAEF—IH Scan intervalo P2 channel BIEI{E
Z interrupt BB, 7E irq R5ERIZEITE, EHITHEIEELE,

Scanning state B BLE controller ¥UXEIRY adv packet report £5 BLE host, [ Initiating state A& report adv
#4 BLE host, © R Scan A blc_Il_createConnection I&EMILEE, &% connection_request FEITE
¥, R Link Layer # )\ ConnMasterRoles
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3.2.4.5 Conn State Slave Role BJF

brx brx brx
start | working| pos
ﬂ Ul task H Ul task/suspend H Ul task H Ul task/suspend
' brx : ! brx !
event | ﬁeventﬁ:

| Conn interval :
[}

Figure 3.11: Conn State Slave Role Bf%

ConnSlaveRole BYFEIM_EFR. — conn interval FFIRRIATE, Link Layer ##1T—X BLE B9 RF Uik S
2. foik PHY #HANKREIRE, WEI master IBERIE— ack BEIE, HH more data, M4KEEUR master
BHEE, XIFZEFIRA brx evento

1£1% BLE SDK A, RIBFEHITIEDES, 81 brx TIEHDH 3 PMIER:
(1) brx start FHER

i master A BRIBTEIIREFRAY, & H system tick irq & #H N brx start i E&, EXPAHBTE MCU IRE
PHY BY BLE IRESHEN brx KRE, REEHMIFWEERNEXES, ABREFRT irq

(2) brx working FTE%

brx start Z55Rf5, MCUBH irq 5, REBHEANKERE, HFETRELENFEIE, FEERHEM
25, XNIEMA brx working FYEZ

(3) brx post PYE&

Wk B5eRfE, brx working £55R, E#EH system tick irq A& #H NFRIHRTT brx post B, XTMMERTER
i HRARHE brx working FYERUCR BRYIE AT BLE BY—Le3dEF BTt TAR R AU b 38,

LE="MERP brx start 1 brx post ESEFUISERL, M brx working MERFRBEIRHFNESS, ILEY Ul task A]
PUIEEHIT GEE brx working FYER RX. TX. RAE TSR RRELLAIMYBIBRZ BT LA Ul task BY)o brx
working BYE]A, EHREHITW AR, FiLIREE# sleep(suspend/deepsleep retention)o

A conn interval RFRZE brx IIZBYETE], RILLARM Ul task, SNRFBERIHFENIE, rTLUEZRBVETEA
3K sleep(suspend/deepsleep retention) LARER{EINFE,

7 ConnSlaveRole, blt_sdk_main_loop EELME brx TFEUREIAVEIE. brx working iITF2HR, SEPRETE RX %
YT irq RMERFRFEEGUREIRY master BIBEEEIHR, XEHIBHARSIZILAIE, MEFHIBEEFZIR
4 RX fifo ;1 (XK code HHY my_fifo_t blt_rxfifo), blt_sdk_main_loop RIS ERH RX fifo RETEE
', REFGHIEMELIE,

blt_sdk_main_loop ¥ #IEEIRVMIEEIIE:
(1) BIEENRE
(2) BURBLRIREMT

RRATHYEUIEE AT BB T master &45 Link Layer BYIZHIEn <, ILEIITIZERS, B master K43 Host BHY
I, MBI HC ZORBIEERS L2cAP BAME,
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3.2.5 Link Layer RSB

L BLE Link Layer IREVMTENEN BT REEWJLMIKE, BEBHEE BLE slave/master FE ALY
. BRZEED user AIRESBH—LE4IFRAIN A (ELIN7E Conn state Slave role BYIREEERS advertising) ,
Telink BLE SDK %t Link Layer BRI T —L455%89Y BAITIEE. TEXRESVY BAVIRAE: ADVERTIS-
ING_IN_CONN_SLAVE_ROLE. SCANNING_IN_ADV #1 SCAN_IN_CONN_SLAVE_ROLE #{Ti¥4HHR,

3.2.5.1 ADVERTISING_IN_CONN_SLAVE_ROLE

7E Link Layer &F ConnSlaveRole B, BILUARAN Advertising features
™I Advertising feature BY APl J:

ble_sts_t blc_11_addAdvertisingInConnSlaveRole(void);

X144 Advertising feature BY APl J9:

ble_sts_t blc_11_removeAdvertisingFromConnSLaveRole(void);

L EF API ble_sts_t FEEAYIR[E{EERZ BLE_SUCCESS,

£54 Advertising #1 ConnSlaveRole BIBYFFE, HANN Advertising feature %] ConnSlaveRole &, BYFEUN
=

Ul task H Adv - Ul task/sleep
event
\ brx '
S

j——
. event

Y

| Conn interval

A\

Figure 3.12: Advertising in ConnSlaveRole BYF

AT Link Layer 25 F ConnSlaveRole (BLS_LINK_STATE_CONN), 7E& Conn interval A brx event 25
Rfa, MZAHRIT—RK adv event, ARTIRHIBTEIZEL Ul task Z#H N sleep(suspend/deepsleep retention) T
HIN%E

Advertising in ConnSlaveRole BIfEHi5S % B91m_feature_test FIAY TEST_ADVERTISING_IN_CONN_SLAVE_ROLE,

3.2.5.2 ADVERTISING_IN_CONN_SLAVE_ROLE

£ Link Layer &F Advertising state BY, BILUZRAIN Scanning features
™0 Scanning feature BY APl J9:
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ble_sts_t blc_11_addScanningInAdvState(void);

Z$4 Scanning feature B9 APl J9:

ble_sts_t blc_11_removeScanningFromAdvState(void);

AL API ble_sts_t FEAIAYIR[EI{EHBE BLE_SUCCESS,

£54 Advertising state # Scanning state BB =B, AN Scanning feature £l Advertising state f&, B
BT,

Set Scan Set Scan
Adv event %7 Scanning/Ul task % Scanning/Ul task 4ﬁ Adv event
|
| |
|j«———————— Advinterval ————!
I

Figure 3.13: Scanning in Advertising state B/%

LAl Link Layer X2 4 F Advertising state (BLS_LINK_STATE_ADV) , &1 Adv interval A, FRZ Adv
event FIFKAIBT ]2 ZRFEFRAM Scanning.

EB Set Scan WBHE, SHM— T YA EIEEE L& Set Scan BYE| S 2F BT — Scan interval (KB
blc_Il_setScanParameter BII&TE) , EBINILIHE Scan B channel (channel 37/38/39),

Scanning in Advertising state FUfEAIEE%E B91m_feature_test 1A TEST_SCANNING_IN_ADV_AND_CONN_SLAVE_ROLF

3.2.5.3 SCAN_IN_CONN_SLAVE_ROLE

7E Link Layer &F ConnSlaveRole BY, BJLURIN Scanning features

™0 Scanning feature BY APl J9:

ble_sts_t blc_11_addScanningInConnSlaveRole(void);

Z$4 Scanning feature BY APl J9:

ble_sts_t blc_11_removeScanningFromConnSLaveRole(void);

AL API ble_sts_t FERIAYIR[EI{EHRE BLE_SUCCESS,

£54 Scanning state 1 ConnSlaveRole BYBYFE], HMNA Scanning feature #| ConnSlaveRole f5, BYFEU
o
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Set Scan Set Scan

ﬂ Ul task (<7 Scanning/Ul task 4>ﬂ Ul task H<7 Scanning/Ul task ——
|

brx :
-

f— — —
event 1 | event |
Conn interval >

Figure 3.14: Scanning in ConnSlaveRole state BY/F

LA Link Layer 24 F ConnSlaveRole (BLS_LINK_STATE_CONN) , & Conn interval A, BRZs brx
event FIKAYBT 8] 2 ZRFEFRM Scannings.

81 Set Scan HIBY R, SFMr—T HRIFSBIFEEE LR Set Scan YA R @ EB BT —1 Scan interval (KB
blc_Il_setScanParameter BII&TE) , EBINILIHE Scan B channel (channel 37/38/39),

Scanning in ConnSlaveRole BIfEAIEE2E B91m_feature_test FIAY TEST_SCANNING_IN_ADV_AND_CONN_SLAVE_ROLE,

3.2.6 Link Layer TX fifo & RX fifo

Slave role BY BLE TX fifo #1 BLE RX fifo B9&MEA K —K,

3.2.6.1 Link Layer RX fifo 7743

Link Layer brx BYUREIEIFRE peer device FVEIBERRSLTFMIE—1 BLE RX fifo AR, $AfG7 L{%44 BLE Host 3¢
AZE) =3 SEN

BLE RX fifo ENFAEBENX :

#define ACL_RX_FIFO_SIZE 48

#define ACL_RX_FIFO_NUM 8

_attribute_data_retention_ u8 app_acl_rxfifo[ACL_RX_FIFO_SIZE * ACL_RX_FIFO_NUM] = {0};
blc_11_1initAclConnRxFifo(app_acl_rxfifo, ACL_RX_FIFO_SIZE, ACL_RX_FIFO_NUM);

ACL _RX_FIFO_SIZE 2N 48, BRIEFEREA data length extension, TR BIFEKX A sizeo
ACL _RX_FIFO_NUM ATULKE R 2 IR, Bl 2. 4. 8. 16 HfH, User AJLIRIER CHEEMIEEN

ACL _RX_FIFO_NUM Bi\H 8, XR— P LHIRAIRME, BEBHA(R Link Layer RERZEE 8 MIIER, R
KENAK, s5AEZM Sram, WRIGEAR/), laeHIMEIEEEZMINXPL: 7 brx event BY, Link Layer
RATBETE— interval LI more data (MD) 12X, ELWZME, WNRIKE 4 B9iF, RAIBETE—1 interval
EHEMASRDNE (Ebi0 OTA. $EHK master BERIEFFR) , M LB XLEHIBNME B FHEZEIRKRR
AR, BRARLE RIaEE —L3IBH overflow,

TEZE— RX overflow BIURGI, FENBUOTRIE:

a) RX fifo #iE7 8;
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b) 7E brx_event(n) FFE#T RX fifo BiEZ. Bis§ta 304 0 A 2;
c) 7£ brx_event(n) #1 brx_event(n+1) FYE& main_loop FEESEEE, 2B MBTEE RX fifo;
d) A brx_event MERERE L EIE R,

H_E32"Conn state Slave role B E /\P#EAREA(151E, 7£ brx_working FERULEIRY BLE 2IBE R 2#E N E RX
fifo 7 (RX fifo G¥8%t ++), HIEBXH RX fifo #IB#HITRIBIRIERKTE main_loop B (RX fifo IRFEET +
+), AT LERIE 6 EHIESBZ XIS 0 XK, XEFEFTEMRETE brx working FHEERY Ul task BYFRE
£ RX. TX. RHAEI2RFH R IEFRIMVETIE],

brx brx brx brx
tart| brx working [7 %t brx working post
UI task Ul task
B2 B8 22198 B2 a8

H (R, (L R (2 RES) [ H Ul task/sleep ’7_LR§4: A4 RS (G [RAG [TX0 —‘ Ul task/sleep

|

«<—Brx event (n—)—>: :‘—Bﬁ event (n+H—>:

rptr:0

rptr:0
wptr (2+6) & (8-1)=0

If the RX fifo rptr is 0 before the

‘b ‘ pkt is received, assuming that
there are multiple pkts in one brx
event and main_loop does not
process RX fifo(means rptr not ++),
then after receiving the 6th RX
data, the RX fifo wptr will cross
the rptr area, causing lst pkt to

q ’ "\wptr:z qp be covered.

Figure 3.15: RX overflow E/R 1

LEGIFHRFERT 1 MEEERE, ESEENEFEREK, §atkis, TEXD RX overflow [FHZNIHE
WS HIMHBMEES: 7£— brx_event #B{8], master [@ slave EANZE#HIE, LNz a$hE 7. 8 1, X
FER THET master — T FREXTRZEIR, slave RANFHITAIE, I0TE, SHEHEBHT 2 £, BES
5E#5hT 8 EthxiEMEIE R L.
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brx brx
tart brx working post
UI task
=== == i ([ | R | | B R S ¥ B T T ] B T B S|
T N Dl el Dl el el e e UI task/sleep

[
|<——  Brx event (n)

I

rptr:0
wptr (2+8) & (8-1)=2

If the RX fifo rptr is 0 before the
pkt is received, assuming that
there are multiple pkts in one brx
event and main_loop does process 2
RX pkts(means rptr point to 2),
then after receiving the 8th RX
data, the RX fifo wptr will cross
the rptr area, causing 2nd pkt to
H ‘\‘wptr:Z p be covered.

rptr:2
Figure 3.16: RX overflow E7R 2

— B HIM overflow SHBIIEEXDA, MMEBRFAMS, WSHI MIC failure BTiZiRl#, SDK BE Rx
overflow B8 : £ brx Rx IRQ HFHEZE HFIAY RX fifo TISHAIRIEHEBR ST AT Rx fifo &, —B A Rx
fifo | GANIL RF RE ACK X475, BLE hiNSHAREIEER, Itbb SDK IR T Rx overflow [EIiEERELE
BRIAR, XHEEEET Telink defined event’ & BXMNEIE,

EIRINRETREHI— interval ZF 8 NEMEIEERVIE, FINRY 8 BRMABAT,

3.2.6.2 Link Layer TX fifo 7743

[N FABEH BLE Host FiE MEUIERAREEEI®IT Controller Y Link Layer 52 RF #3EHIAIX, 7E Link Layer &1
&t T — BLE TX fifo, AJLRREFEIRMNEIE, HE brx FBEHITEIERIX,

BLE TX fifo EMAREX:

#define ACL_TX_FIFO_SIZE 48

#define ACL_TX_FIFO_NUM 17

_attribute_data_retention_ u8 app_acl_txfifo[ACL_TX_FIFO_SIZE * ACL_TX_FIFO_NUM] = {0};
blc_11_1initAclConnTxFifo(app_acl_txfifo, ACL_TX_FIFO_SIZE, ACL_TX_FIFO_NUM);

ACL_TX_FIFO_SIZE ZXiAA 48, BRIEFEER data length extension, FNFRAVFERX A sizeo
ACL_TX_FIFO_NUM AJUKEH 2 B98N0 1, BI 3. 5. 9. 17 FH{H, User Al LURIEE CHEERIFEL,

TX fifo number ZRINA 17, BEBSAMBHIEERARIEZHIEINGE. User MRAFREIXAKH fifo, AJLUEIAN
%

EETEMZE (ACL_TX_FIFO_SIZE * (ACL_TX_FIFO_NUM - 1)) REERBZT OXFFF (4096),
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TX fifo 1, SDK K2 stack EERET 3 1, B THATLHNEEFER, TX fifo 817 B, NEEREER 14
D NOBRNERREER6 1

User 7EN BB R IZEIERY (b33 blc_gatt_pushHandleValueNotify) , NiZFctE— T HaT Link Layer i&
%D TX fifo AT A,

THE AP BFHIBT Y] TX fifo EA T Z01, ARFERRZDIETA,

u8 blc_11_getTxFifoNumber (void);

Eb4n TX fifo number BRIAA 17 BY, user BRI 14 1, FRLLZ APIREINERE/NF 14, FERHER: &[0
13 Rk E 1N H, i&[E 0 MRFEE 14 N B,

TX fifo EA L, IREFFAKXEBZDIRR, BRERTERE push BIEER, BB fifo, PHLERERFARIR

o

7 B91 Audio FIBEMER, HTFEMEBEBETHIBESHIRK 5 M8, FE 5 1 TX fifo, #WEAH fifo FEE
it 9 N ATER TX fifo FHENMN—LEHRAZGHSHNERE (LLWIESFE L BLE stack E[BE master BY
command, fE TX fifo BIENT —1MEIE) , & code BiEINT: HEW LA TX fifo Rl 8 MY, 74
BEEIE push F TX fifoo

if (blc_11_getTxFifoNumber() < 9)

FEISIE SRR, SDK RN T IRMSUBIRE overflow EIFIAMENISISN, FEIRHT TEM AP BT
PRE— interval £ more data HEIKME (NBEPFHE RX fifo ZHMIER T EIBHTRE, WAL
5F) o

3.2.7 Controller Event

AT #HRE user ENFAEX BLE stack IKE—EXRBNERVICRMAIE, Telink BLE SDK Rt T =B
event: —=& BLE Controller X MIFRAER HCl event; Z2 Telink BEENXH—E event, ¥ Telink defined
event (FIFFZREIYETF Controller event) ; ==& BLE host EXB—EN R RERZEMNE M EME GAP
event (HETLLAJIRE host event, XEBDBENBIESE ERNE"GAP event” EFI),

BLE SDK event Z2#5i% BB F &A=, B LAFZE HCl event # Telink defined event ¥JE3F Controller event,
M GAP event J&F BLE host event, TEIR/NTRBEENE Controller event,
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Host event

(GAP event) _ _
Host ~  Application

HCIl event Telink defined event

BLE Controller

Figure 3.17: BLE SDK Event 2214

3.2.7.1 Controller HCI Event

HCl event 23% BLE Spec #rAi&IHHY, T Telink defined event R 7E BLE slave (B91 module &) LB, BN:

« ¥F BLE master, 2H HCl event;

« ¥JF BLE slave, HCl event # Telink defined event [ R] A,

fE BLE slave L, XWE event BB, FEF event EEFENX T . Link Layer B connect # disconnet
event, FEIREAENE,

User BILIIRIEBCHRE, EXME event BLit—EMFH, Bl LIMERKNEA, Telink BLE SDK A, B91
module Z{F AT Telink defined event,

W& Host + Controller Z2F¥FR7s, Controller HCl event 233 HCI 3§ Controller FRERI event IRE545 Hosto
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BLE Host

HCI

Host data
cmd

HCI

HCI
Controller data event

BLE Controller

Figure 3.18: HCI Event

Controller HCl event IE X, ¥I1E1ESM (Core_v5.0) (Vol 2/Part E/7.7 “Events”), EH 7.7.65"LE Meta
Event”#§ HCI LE(low energy) Event, EaVEBEE @Y HCl event, 1R#E Spec BIE X, Telink BLE SDK 123§
Controller HCl event 43 A2 : HCI Event # HCI LE event, HHTF Telink BLE SDK FE3T1RINFEIESF, B HCI
event AZFTHREARMJLA, M HCI LE event 8K ZEELZ I,

Controller HCl event #HXMZAEENX. EOENXFIBEEZE stack/ble/hci BR TFHILX S

IR user EEETE Host 3¢ App BHEUR Controller HCI event, BI%EEEHA Controller HCI event B callback B
8, EREERIL event BY mask ¥

Controller HCI event BY callback EREEEAEAHZEO S5

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
vold blc_hci_registerControllerEventHandler(hci_event_handler_t handler);

callback REREAH u32 h B—Mrid, KEMNIEZAEREE, vser RFZERE L TRENE:

#define HCI_FLAG_EVENT_TLK_MODULE (1<<24)
#define HCI_FLAG_EVENT_BT_STD (1<<25)

HCI_FLAG_EVENT_TLK_MODULE 7Z/5EH Telink defined event B /48, HCI_FLAG_EVENT_BT_STD X
IFERT HAET event A9 Controller HCI evento

callback EREREELA para #l n TR event BIEIEFEIERKE, Z¥IEM BLE spec FEXHI—K,
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blc_hci_registerControllerEventHandler(controller_event_callback);

3.2.7.2 HCI event

Telink BLE SDK 257 /D EB43HI HCl event, FEFIH T 1L user AIREFREE T HRMY events

#define HCI_EVT_DISCONNECTION_COMPLETE 0x05
#define HCI_EVT_ENCRYPTION_CHANGE 0x08
#define HCI_EVT_READ_REMOTE_VER_INFO_COMPLETE 0x0C

#define HCI_EVT_ENCRYPTION_KEY REFRESH 0x30
#define HCI_EVT_LE META Ox3E

a) HCI_EVT_DISCONNECTION_COMPLETE

¥1EIESM (Core_v5.0) (Vol 2/Part E/7.7.5 “Disconnection Complete Event”), 1% event BIEAEIEKE R
7, param len 7 4, S0TFFR, EAEEIES X IEEIEZESE BLE spec,

hci event event param status |connection handle| reason
code len
0x04 0x05 4 0x00

Figure 3.19: Disconnection Complete Event

b) HCI_EVT_ENCRYPTION_CHANGE and HCI_EVT_ENCRYPTION_KEY_REFRESH

#5158 (Core_v5.0) (Vol 2/Part E/7.7.8 & 7.7.39), R Controller iIZEMExX, BIRMIMIREES library #
SERT, XBERNBAT,

c) HCI_LEVT_READ_REMOTE_VER_INFO_COMPLETE

#I1HI1EEMR (Core_v5.0) (Vol 2/Part E/7.7.12)s 3 Host {7 HCI_CMD_READ_REMOTE_VER_INFO fi%&
Controller Al BLE peer device X B version 158, HEUWEIT peer device B version /&, [ Host EiRi%
event, 1% event BRMEEIEKER 11, param len 7 8, WITFFR, BEERHBUIES IEEEZESE BLE spec,

hci event i\;r: pa|1eranm status |connection handle| version |manufacture name subversion
0x04 0x0c 8 0x00

Figure 3.20: Read Remote Version Information Complete Event

d) HCI_EVT_LE_META

RTIYEF 2 HC LE event, RIEFEH sub event code HIMT B K event F B, HCl event R T
HCI_EVT_LE_META, EMEPE&E:d THE API 3RITH event masko
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ble_sts_t blc_hci_setEventMask_cmd(u32 evtMask);

event mask FYE XU TFFr/R:

#define HCI_EVT_MASK_DISCONNECTION_COMPLETE 0x0000000010
#define HCI_EVT_MASK_ENCRYPTION_CHANGE 0x0000000080
#define HCI_EVT_MASK_READ_REMOTE_VERSION_INFORMATION_COMPLETE 0x0000000800

F user KRBT iZ APl I E HCl event mask, SDK EXIAR#TFF HCI_CMD_DISCONNECTION_COMPLETE XJ[ZRY
mask, BMFRIE Controller disconnect event BY_E3Ro
3.2.7.3 HCI LE event

% HCl event A event code 73 HCI_EVT_LE_META, F£=& HCI LE event, subevent code S MAME user AJAE
BETRINT, RN,

#define HCI_SUB_EVT_LE_CONNECTION_COMPLETE 0x01
#define HCI_SUB_EVT_LE_ADVERTISING REPORT 0x02
#define HCI_SUB_EVT LE_CONNECTION_UPDATE_COMPLETE 0x03
#define HCI_SUB_EVT_LE_CONNECTION_ESTABLISH 0x20

a) HCI_SUB_EVT_LE_CONNECTION_COMPLETE

¥1EESM (Core_v5.0) (Vol 2/Part E/7.7.65.1 *LE Connection Complete Event”), 2 controller Link Layer
#0 peer device ¥1I connection f&, E£RiZ evento % event NS EEIEKEN 22, param len 919, WF
Fiim, BAFEIESXIEEESE BLE spec,

0x04 0x3e 19 0x01
. event aram b t . Addrt
hci event P subeven status | connection handle| Role |Pee™9"
code len code ype
peer addr conn interval
supervision master
conn latecncy i ¢ clock
Imeou daCcuracy

Figure 3.21: LE Connection Complete Event

b) HCI_SUB_EVT_LE_ADVERTISING_REPORT

#1518 (Core_v5.0) (Vol 2/Part E/7.7.65.2 “LE Advertising Report Event”) 2 controller BY Link Layer
scan ZIIEMEAY adv packet f5, @3 HCI_SUB_EVT_LE_ADVERTISING_REPORT _E#R%4 Hosto % event AI%K
BEKEARE (BURT adv packet BY payload) , ¥1TFFR, BEEHIES XIEEESE BLE spec,
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0x04 Ox3e 0x02
) event param | subevent num event .
hci event code len code report type address type[1...i]
address[1...i] length[1..i]
datal[1...i] rssi[1..i]

Figure 3.22: LE Advertising Report Event

AR
Teink BLE SDK AR LE Advertising Report Event /X 23R— adv packet, Bl EEFA i 7 1o
c) HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE

¥1BEEZ M (Core_v5.0) (Vol 2/Part E/7.7.65.3 “LE Connection Update Complete Event”)o ¥ Controller £
connection update & %BY, @ Host L3R HCI_SUB_EVT_LE_CONNECTION_UPDATE_COMPLETE, i% event
S AEEIBKER 13, param len /9 10, WTFIR, BEBIES XIEEZESE BLE spec

0x04 Ox3e 10 0x03
. event aram .
hci event P subevent status | connection handle
code len code
) supervision
conn interval conn latency .
timeout

Figure 3.23: LE Connection Update Complete Event

d) HCI_SUB_EVT_LE_CONNECTION_ESTABLISH

HCI_SUB_EVT_LE_CONNECTION_ESTABLISH 2% HCI_SUB_EVT_LE_CONNECTION_COMPLETE B9%:78, R
T subevent A—9h, HMFRAESEHER, % event @ME—HYIE BLE spec &R event, BT Telink FABE
X, BRTE B91 master kma dongle F{EMH,

TEIEAIREA Telink EX3% event HIEE,

BLE Controller 7E Initiating state BY, A EIIEE FEEEER device adv packet BY, M'E&IX connection
request B, IKBIRERNABEEUWEIX D connection request, EBRT 5L Connection complete, @
Host 3R LE Connection Complete Event, Link Layer UiRi# N\ Master role, T XPMNEEARH ack/retry Al
HIEY, FTEARIE Slave —EXUWE, AR Slave EigXA connection request, FLFEEFN Slave role, SEE
AE2#N brx BRI AL B, LYXMIBERELER, Master Controller XA IEHIEIRZ: #HN Master role &,
E—T81 6 ~ 10 4 conn interval L& BUREIEM slave 9B (LLBSARKL CRC BFIEH) o

- NR—NEEEKE, FBAINA R Slave :ZBUWEI connection request, ERIEIE4 L3R T LE Connection
Complete Event BIBTIR T , SIURE _E3IR— Disconnection Complete Event, 73#gH! disconnect reason
& Ox3E (HCI_ERR_CONN_FAILED_TO_ESTABLISH)
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« T£81 6 ~ 10 4 conn interval EBUE Slave 98, A BEMIE Connection Established (EEZBEMIL) ,
Master [GEIARIEA BERERF T i#1T,

IRIE_EERYHER, BLE Host BIRMEBTF AR Z 2 TEUREI Controller BY LE Connection Complete Event f5, &
iAJ9 connection B42 Established, #ZiRHE conn interval BEI— timer (BY{EIREA—LE, 10 4 interval
M, BEERKERIE), EX1 timer ZWQEREE disconnect reason /7 0x3E Disconnection Complete
Event, SNRZERIIEZEEILS connection Establisheds

YT BLE host X PMOIBIEEMNE L, B Z B, FRLL SDK EEBENX T HCI_SUB_EVT_LE_CONNECTION_ESTABLISH,
X Host WX event B, FiZREB Controller BELHME Slave Ui connection OK T, B] LAZKE: T EAY AR,

HCI LE event EE@d FERY APl FTFF masko

ble_sts_t blc_hci_le_setEventMask_cmd(u32 evtMask);

evtMask FIENX WA LA H—LE, EMBY event P A LATE hei_const.h EZ],

#define HCI_LE_EVT_MASK_CONNECTION_COMPLETE 0x00000001
#define HCI_LE_EVT_MASK_ADVERTISING REPORT 0x00000002
#define HCI_LE_EVT_MASK_CONNECTION_UPDATE_COMPLETE 0x00000004
#define HCI_LE_EVT_MASK_CONNECTION_ESTABLISH 0x80000000

£ user FRiBTiZ API IGE HCI LE event mask, SDK BRIAFRE HCI LE event EFRFTFF.

3.2.7.4 Telink Defined Event

F& T AR/ER Controller HCI event, SDK 27T Telink defined event, Telink defined event 2% X% 20 1, 7
stack/ble/Il/Il.h FEAZERE X

BHl SDK AXiFLL FEIASE 4, HA BLT_EV_FLAG_CONNECT/BLT_EV_FLAG_TERMINATE BJIEfZ 90 HCI
event 1Y HCI_SUB_EVT_LE_CONNECTION_COMPLETE /HCI_EVT_DISCONNECTION_COMPLETE IheE L2
BEMN, 22 event FIRZH ENXRE,

#define BLT_EV_FLAG_ADV 0
#define BLT_EV_FLAG_ADV_DURATION_TIMEOUT 1
#define BLT_EV_FLAG_SCAN_RSP 2
#define BLT_EV_FLAG_CONNECT 3
#define BLT_EV_FLAG_TERMINATE 4
#define BLT_EV_FLAG_LL_REJECT_IND 5
#define BLT_EV_FLAG_RX_DATA_ABANDOM 6
#define BLT_EV_FLAG_PHY_UPDATE 7
#define BLT_EV_FLAG_DATA_LENGTH_EXCHANGE 8
#define BLT_EV_FLAG_GPIO_EARLY WAKEUP 9
#define BLT_EV_FLAG_CHN_MAP_REQ 10
#define BLT_EV_FLAG_CONN_PARA_REQ 11
#define BLT_EV_FLAG_CHN_MAP_UPDATE 12
#define BLT_EV_FLAG_CONN_PARA_UPDATE 13
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#define BLT_EV_FLAG_SUSPEND_ENTER 14
#define BLT_EV_FLAG_SUSPEND_EXIT 15

BIEBEENT4, Telink defined event R 7E BLE slave XM ARA S#HAE &, Telink defined event £ BLE slave
WA EHEASI, AR,

(1) FB—MARXEED event WENEREPIRFEM. XA XIEKIIFEA independent registration”s
ElERERIREREE A

typedef void (*blt_event_callback_t)(u8 e, u8 *p, int n);

Hrh e  event number; p AENARIITE, KEE LREXEENIET, RRENERIE L RVIEH IR
#HA—1%; n REEIEHFHENERIIEKE.

JEAREIARELEY API J9:

void bls_app_registerEventCallback (u8 e, blt_event_callback_t p);

S event 2B, IATHAEEEENUMEIIREBRIMN. RERIMEARME event, T

(2) FIMARZ: FiF event WENARBEBE—MNO, 81MFEHFEREMMEURATIZ event XREY event
mask EEWITF. XFHAREITI A shared event entry”s “shared event entry” AT event [B11F
S(HEHBF HCl event —1ERY API:

typedef int (*hci_event_handler_t) (u32 h, u8 *para, int n);
vold blc_hci_registerControllerEventHandler(hci_event_handler_t handler);

BAXEBEHET HCl event BEMEIEREL, BE-FBESLI EE—LXF, HClevent [EIFREER:

h = HCI_FLAG_EVENT_BT_STD | hci_event_code;

Telink defined event “shared event entry” A= EME:

h = HCI_FLAG_EVENT_TLK_MODULE | e;

Hrh e 2 Telink defined event BY event number,

Telink defined event “shared event entry” /AT, ZUTF HCl event BY mask /57&, 8— event S H ML,
B TE API RIEEBH mask:

ble_sts_t bls_hci_mod_setEventMask_cmd(u32 evtMask);

evtMask BYEF event number BN XE N
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evtMask = BIT(e);

Telink defined event (IFMILINA X, @ B RFIMILHY, REeER—MEEER S 1 independent registration”,
SDK Hsa A ZHER R AT A ; 2B B91 module AT AT 2 “shared event entry”s

7E Telink defined event B9fEMA_E, AT 2 “shared event entry“i5&% project “B91_module”“#J demo code,
TEEA connect M terminate FHEIEAG, AR XEHA A code LM%,

(1) A — “independent registration”

void task_connect (u8 e, u8 *p, int n)
{

// add connect callback code here
}
void task_terminate (u8 e, u8 *p, int n)
{

// add terminate callback code here
}

bls_app_registerEventCallback (BLT_EV_FLAG_CONNECT, &task_connect);
bls_app_registerEventCallback (BLT_EV_FLAG_TERMINATE, &task_terminate);

(2) A" shared event entry”

int event_handler(u32 h, u8 *para, int n)

{
if( (h&HCI_FLAG_EVENT_TLK_MODULE)!= @ ) //module event
{
switch(event)
{
case BLT_EV_FLAG_CONNECT:
{
// add connect callback code here
}
break;
case BLT_EV_FLAG_TERMINATE:
{
// add terminate callback code here
}
break;
default:
break;
}
}
}

blc_hci_registerControllerEventHandler(event_handler);
bls_hci_mod_setEventMask_cmd( BIT(BLT_EV_FLAG_CONNECT) | BIT(BLT_EV_FLAG_TERMINATE) );
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FEX Controller FRERISEMF. FMHMARM. N AIEHARKEISHHITIFATRRA.
(1) BLT_EV_FLAG_ADV

ZEERREER.
(2) BLT_EV_FLAG_ADV_DURATION_TIMEOUT

B A M MR user AR API bls_ll_setAdvDuration & & 7 [ & E)/R&l, BLE MAREBRBI—Mit
BY, 7EXNERNAZIG, FIE 1%, RNAIZES, user I UEIZEGEAREPHITERT BSERE.
BT B(ERE. BRIKE BT E RIS IR7E,

[Elf%$5E p: ZTHEE NULL,
BIEKE n: 0,
AR 1% event 1E Link Layer ¥ BIRZEHHY advertising in ConnSlaveRole ik,
(3) BLT_EV_FLAG_SCAN_RSP
BHMASHE: slave TFTHEIRE, WKE master B9 scan request AN, [B] scan response Bl & % E 4,
[EIfEHEE p: THEH NULLo
BIBKE n: 0,
(4) BLT_EV_FLAG_CONNECT

EHMAZME: Link Layer & F T BRESRUER master BOERIEKRE 8 TT, MEXMER, #HN Conn state
Slave role, ff&RZEMH,

BHEKE n: 34,
[EfE45st p: p FEMKEN 34 byte —F ram XI5, W0 FEFIRRERIERERT PDU

Payload
InitA AdvA LLData
(6 octets) (6 octets) (22 octets)

Figure 2.10: CONNECT _REQ PDU payload

The format of the LLData field is shown in Figure 2.11.

LLData

AA CRCInit [WinSize | WinOffset | Interval | Latency | Timeout ChM Hop | 3CA
(4 octets) [ (3 octets) | (1 octet) | (2 octets) | (2 octets) | (2 octets) | (2 octets) | (5 octets) | (5 bits) | (3 bits)

Figure 2.11: LL Data field structure in CONNECT _REQ PDU's payload

Figure 3.24: E#ZEKE 2T PDU

B LLEZE ble_format.h A rf_packet_connect_t IE X, EZIFREEIT PDU MIZEIIERT InitA [6] FHiA,
E| hop &R,
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typedef struct{
u32 dma_len;
u8 type 14,
u8 rful 2dlg
u8 chan_sel:1;
u8 txAddr :1;
u8 rxAddr :1;
u8 rf_len;
u8 1initA[6];
u8 advA[6];
u8 accessCode[4];
u8 crcinit[3];
u8 winSize;
ulé winOffset;
ulé interval;
ulé latency;
ulée timeout;
u8 chm[5];
u8 hop;
}rf_packet_connect_t;

(5) BLT_EV_FLAG_TERMINATE

EHMASH: Link Layer IREHIAFM Conn state Slave role B HATHLE,

ElEest p: p IBE— u8 LEMTE terminate_reason, LT EXRBURIET4 reason FHHI Link Layer
BRI,

BIEKEn: 1

Conn state Slave role IR =FERITAY reason DRNEAT:

A. slave #l master B9 RFBEHIAE (RF RIFIHE master BTEEE) , slave ELL—ERATEIULAE] master BY
8, EEEBY (connection supervision timeout) BIfl & iZE4, EIZMF, [E1E] None Conn state, terminate
reason 9 HCI_ERR_CONN_TIMEOUT (0x08),

B. Master &% terminate I & Bf FFiE %, slave U terminate @<, XWX PN@ < H 1T ack /T, fil
RiZEMH, EZWFA, [l None Conn state, terminate reason & slave 7 Link Layer UK Y
LL_TERMINATE_IND =B # Error Code, i% Error Code 2 H master ;REH, & ILHY Error code B
HCI_ERR_REMOTE_USER_TERM_CONN(Ox13). HCI_ERR_CONN_TERM_MIC_FAILURE (0x3D) %,

C. Slave AT API bls_lI_terminateConnection(u8 reason), Foh#fFFERE, terminate reason =2i% API Y
S22 reasons

(6) BLT_EV_FLAG_LL_REJECT_IND

EHf& M Master 7E Link Layer &3X LL_ENC_REQ (encryption request) , BEEBETHERZAIER 5 E
Y LTK, slave To3ERBIFTRZAY LTK, &3% LL_REJECT_IND (or LL_REJECT_EXT_IND), UtBtfb%i%EH,

ElfEest p: IBMAAIZR command(LL_REJECT_IND or LL_REJECT_EXT_IND),
BIEKE n: 1.
EZEEIESB (Core_v5.0) (Vol 6/Part B/2.4.2 ).
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(7) BLT_EV_FLAG_RX_DATA_ABANDOM

EHRLSEM: Y BLE RX fifo overflow BY (BZEH/iX Link Layer TX fifo & RX fifo”/\73) , B E—NEEIE)
[REWEIZEEHE > RENZERERNE (BPEEREA API: blc_ll_init_max_md_nums BE&#7 0, SDK
REASMZEHENNE), ik BLT_EV_FLAG_RX_DATA_ABANDOM ZEff,

EIE3ES p: T4E5 NULL,
HIEKE n: 0o
(8) BLT_EV_FLAG_PHY_UPDATE

EHmAZME: Y slave HE master AR LL_PHY_REQ, FHRIIKELMGHEL; HEY slave HE
master #EHUWRE] LL_PHY_REQ, #H PHY EfINGEHt%,

BHERE n: 1
[ElfFEE p: fEE—1 u8 KEME S, ERZANERZR PHY mode.

typedef enum {
BLE_PHY_1M = 0x01,
BLE_PHY_2M 0x02,
BLE_PHY_CODED 0x03,

} le_phy_type_t;

(9) BLT_EV_FLAG_DATA_LENGTH_EXCHANGE

EHMAZMH: Slave M Master R H Link Layer R AFIBKER %, Bl—5 %% |l_length_req, F—7A0l
£ Il_length_rsp, #1R Slave ETh&IX Il_length_req, TEZFUE II_length_rsp BFft%; WR Master K
ll_length_req, Slave [BI£ II_length_rsp [FILZfil %

HHEKE n: 12
[EfFEEt p: EE—HAEHIE, WM TERIERRE 6 1 ule NEE,

typedef struct {

ulé connEffectiveMaxRxOctets;
ulé connEffectiveMaxTxOctets;
ulé connMaxRx0Octets;

ulé connMaxTxOctets;

ulé connRemoteMaxRxOctets;
ulé connRemoteMaxTxOctets;

}11_data_extension_t;

connEffectiveMaxRxOctets #l connEffectiveMaxTxOctets & HaNEIEZE FRARAFH RX 1 TX BRAEIEKE;
connMaxRxOctets 1 connMaxTxOctets BI&FHE S RX M TX BAIIEKE; connRemoteMaxRxOctets
connRemoteMaxTxOctets B /1% RX fl TX RAEIEKE,

connEffectiveMaxRxOctets = min(supportedMaxRxOctets,connRemoteMaxTxOctets);

connEffectiveMaxTxOctets = min(supportedMaxTxOctets, connRemoteMaxRxOctets);

(10) BLT_EV_FLAG_GPIO_EARLY_WAKEUP
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EHf &R Z M BLE slave # A sleep (suspend I deepsleep retention) Z#i, HEIFF—REEFRAETE =,
BizBtEl R EEER (XEH sleep RETH timer ITHREIMBY) , BBAREE—NMAA: WR sleep BIBTEID
K, user BMESHAE sleep BERGZ BERIE, WF—LELBIMERILIR™HINA, AlgEsHm@E, nxtFH#
B, SAERENIERTRRER, ATRIBZBAZRNX ELIBRBERR, REENVNEERE
10-20ms LbiSF, HEBTENER sleep BFE)ARA, U0 400ms. 1s ZF (sleep BYEITE/B A latency HIRHR SR X LE
B) , REMEE. BATET MCU #HN sleep ZHIF| T Ha1EERAVATIE], WRBTENIK, &E suspend/
deepsleep retention BJLURERERIRBENEIRRIERE (FE PM EIRIFHNA) .

g suspend/deepsleep retention 7E timer wakeup BBl ;)R Z iK% GPIO 12 Ri1MEEERT , i & BLT_EV_FLAG_GPIO_EARLY_WAKE
=%

BHEKE n: 1,

[El{E$E5tT p: f8E—1 u8 BT E wakeup_status, wakeup_status ZEIZFR T a1 suspend HFLEIREERIRS
47T, H drivers/B91/pm.h AIEFIIN T IRERIRZS,

enum {
WAKEUP_STATUS_COMPARATOR = BIT(0),
WAKEUP_STATUS_TIMER = BIT(1),
WAKEUP_STATUS_CORE = BIT(2),
WAKEUP_STATUS_PAD = BIT(3),
WAKEUP_STATUS_MDEC = BIT(4),
STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
STATUS_ENTER_SUSPEND = BIT(30),

I

U ESHHE XESE RINFEER 85 TEFRA,
(11) BLT_EV_FLAG_CHN_MAP_REQ

HHfh k% slave 7F Conn state, master EE B YENEFIEMMS5IER, XiE¥F— LL_CHANNEL_MAP_REQ,
slave EIXMEK G A ZEH, FER slave WEIZIEKRMBHE, EFHEEIE,

BIERE n: 5o
EIfF4EEt p: p FEM N EMRFIRBARN S,

unsigned char Z£&YA bltc.conn_chn_map[5], FEEIAREHRITE p $8MEMY bltc.conn_chn_map BE&E
BEHHYE channel mapo

conn_chn_map A 5 1 byte RINEHFISARTIR, RAMSNAEE, 81 bit KR— channel:
conn_chn_map[0] BY bit0-bit7 435I channelO-channel7,

conn_chn_map[1] BY bit0-bit7 53 5!ZR/R channel8-channel15,

conn_chn_map[2] B9 bit0-bit7 S 5ZRT channel16-channel23,

conn_chn_map[3] BY bit0-bit7 5355 channel24-channel31,

conn_chn_map[4] BY bit0-bit4 435I channel32-channel36,

(12) BLT_EV_FLAG_CHN_MAP_UPDATE
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EHMA RN slave TEERAT, IWE LL_CHANNEL_MAP_REQ 83X /53IT EHRIBTEIS, ¥F channel map
HITER, RRZEM

[El{%£45%t p: p 8 conn_chn_map[5] BIE#E, HEAYEY conn_chn_map @FEHLUGEHH mapo
BIEKE n: 5

(13) BLT_EV_FLAG_CONN_PARA_REQ

EMMAEZM: Slave IBETIEES (Conn state Slave role) , master IEZEEETHYUINEENSH, &iF
LL_CONNECTION_UPDATE_REQ #5%, Slave I8&FWEIXMEKRGHALZIZEH, HIHELELEXMEK,

BIRKE n: 11,
[ElL$85t p: p $8MA LL_CONNECTION_UPDATE_REQ BJ PDU, W TFEFFRAY 11 4 byteo

CtrData

WinSize WinOffset Interval Latency Timeout Instant
(1 octet) (2 octets) (2 octets) (2 octets) (2 octets) (2 octets)

Figure 2.15: CtrData field of the LL CONNECTION_UFPDATE_REQ FDU

Figure 3.25: LL_CONNECTION_UPDATE REQ Format in BLE Stack

(14) BLT_EV_FLAG_CONN_PARA_UPDATE

EHMARME: slave TEEEIRE, WE| LL_CONNECTION_UPDATE_REQ /53| T2 =& E) S, XhEESH
HWITERH, MEZEN

PHEKE n: 6o

[EfE5E p: p IEMEESHERERIMSE, 0T

p[O] | p[1]1<<8: new connection interval in unit of 1.25ms.
p[2] | p[3]1<<8: new connection latency.

p[4] | p[5]1<<8: new connection timeout in unit of 10ms.
(15) BLT_EV_FLAG_SUSPEND_ENETR

EHMA Y slave H1T blt_sdk_main_loop BREET, #HN suspend ZRIfEAIZE M
[Elf245%t p: THEE NULL,

BIBKE n: 0,

(16) BLT_EV_FLAG_SUSPEND_EXIT

EHMA Y slave H11T blt_sdk_main_loop BT, suspend MiEE > [Efl&RIZEM4
ElfEes p: =$5F NULL

IEKE n: 0,

AR
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SKFR SDK ERFEHAT cpu_sleep_wakeup MEE[FHITIZ[ElE, BEARERH gpio MERILZEW timer MREE, #F
ST EMMEZE M, NERNAZLET BLT_EV_FLAG_GPIO_EARLY_WAKEUP E#, XWIMNEHMLGS
RITINFESEZ RINFEEE— RIS IE TENH] 2o I AR,

3.2.8 Data Length Extension

BLE Spec M core_4.2 FF¥AIZNNT data length extension (DLE),
3% BLE SDK Link Layer =37#5F data length extension, B rf_len <EX#F%! BLE spec ERAKE 251 bytes,
¥1EEBM (Core_v5.0) (Vol 6/Part B/2.4.2.21 "LL_LENGTH_REQ and LL_LENGTH_RSP"),
User SNSREE(EF data length extension THAE, KM THBIGE,
(1) IRBAIER TX & RX fifo size

WA KEEEEE AR TX &RX fifo size, ZFEE|XLE fifo 2 HIEAEM Sram T)8], EIEE fifo size FIF%EEY
BREEMNE, #%R Sram BURE,

REBEBENK TX fifo sizes TX fifo size Z/VEL TX rf_len X 12, B 16 FHX7Fo

TX rf_len

56 bytes: blc_ll_initTxFifo (app_ll_txfifo, 80, 17);

TX rf_len

100 bytes: blc_lI_initTxFifo (app_lI_txfifo, 112, 17);

TX rf_len
WK B EENNK RX fifo sizeo RX fifo size Z/VEk RX rf_len K 24, HHATIR 16 FH R

RX rf_len

200 bytes: blc_Il_initTxFifo (app_II_txfifo, 224, 17);

56 bytes: blc_ll_initRxFifo (app_ll_rxfifo, 80, 8);

RX rf_len = 100 bytes: blc_ll_initRxFifo (app_ll_rxfifo, 128, 8);

RX rf_len = 200 bytes: blc_lI_initRxFifo (app_Il_rxfifo, 224, 8);
(2) IREHIERI MTU Size

MTU Bl RERIPTTA TIE BLE B L2CAP EEMUEE B payload K/, att.h FRIZM THEOKE
ble_sts_t blc_att_setRxMtuSize(u16 mtu_size); £ BLE Whi¥i%#aLES, AP el B ERZREHITESIE
E MTU K/, KEMINRENER success, EAFEATSE BI1 feature B9 DLE Demo, AIEFEBHRARNEA
BHTIRE MTU K/,

#define DLE_LENGTH_SELECT DLE_LENGTH_200_BYTES

#if (DLE_LENGTH_SELECT == DLE_LENGTH_27_BYTES)

#define ACL_CONN_MAX_RX_OCTETS 27
#elif (DLE_LENGTH_ SELECT == DLE_LENGTH_52_BYTES)
#define MTU_SIZE_SETTING 48
#elif (DLE_LENGTH_SELECT == DLE_LENGTH_56_BYTES)
#define MTU_SIZE_SETTING 52
#elif (DLE_LENGTH SELECT == DLE_LENGTH_100_BYTES)
#define MTU_SIZE_SETTING 96
#elif (DLE_LENGTH SELECT == DLE_LENGTH_200_BYTES)
#define MTU_SIZE_SETTING 196
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#elif (DLE_LENGTH_SELECT == DLE_LENGTH_251_BYTES)

#define MTU_SIZE_SETTING 247
#else

#define MTU_SIZE SETTING 23
#endif

blc_att_setRxMtuSize(MTU_SIZE_SETTING);

(3) data length exchange

EWREKEH, —TEEHIRTE BLE connection £ data length exchange XN RIEE AR5 M. data length
exchange F2R2 Link Layer £ LL_LENGTH_REQ # LL_LENGTH_RSP B MBI Eid1E, slave #] master 1F
fAl—75 &R A LAE B A#E LL_LENGTH_REQ, HB—A BN LL_LENGTH_RSP, @I XA MR ESG, master F
slave #BEEFNERILL TX fl RX RABEK, AEBEINMRASKFNE/IME, BIRI#E H7E] connection WA &
RAEK,

AEBW—im AR LL_LENGTH_REQ,data length exchange JRT245 R AT, SDK P74 BLT_EV_FLAG_DATA_LENGTH_E>
EHEAE (FHREFM T ZEEMENRE), user AIEZE Telink defined event” &84 BV B T fiZ1% S 4 [0 8 R £
ENBHBE N,

73X BLT_EV_FLAG_DATA_LENGTH_EXCHANGE E4EIARE, afIFEBEELAMNEAR TX 8K RX &

o

EEPRM AR, ¥ B91 £/ BLE slave i8&Bf, master IAlfESEEhA#C LL_LENGTH_REQ, tBAJEEFRS

&R, R master iIHE B EGHAE LL_ LENGTH_REQ, TAEEMR slave irFoh 4k, SDK IBEFEmAE
LL_LENGTH_REQ FY API 81F:

ble_sts_t blc_11_exchangeDatalLength (u8 opcode, ul6 maxTxOct);

API HA opcode #E"LL_LENGTH_REQ", maxTxOct IEHFIEEIZIFNRA TX 8K, bl TX &RAEEKHA 200
bytes BY, I&EWTF:

blc_11_exchangeDatalLength(LL_LENGTH_REQ , 200);

Telink Ble SDK H1, ¥ slave IH7E R blc_att_setRxMtuSize () I&E Rx MTU K/N\BY, % size KF
23 M&=Eoh#H (T LR MTU AIEH DLE, HP AR Event B code 2 task_dle_exchange #1
app_host_event callback,user B BITARNIARE LRI i & B H#ITHIET, BERIMEMERRIZEESH MTU
# DLE &E#H, NFHTFNEBEBEPREEIER:

ble_sts_t blc_att_requestMtuSizeExchange (u16 connHandle, ul6 mtu_size);
ble_sts_t blc_11_exchangeDatalength (u8 opcode, ul6 maxTxOct);

(4) MTU size exchange

F27 £ data length exchange 742, MTU size exchange FURIEAAEERIT, HERAM MTU size £3%, B
LEXF 5 1%EETE BLE 12cap BLEMIEK B, MTU size HEREARTETF TX & RX\mRAE K, MTU size exchange
HISEIR, ESEADMY" ATT & GATT” SR BNIFAIHER, RIS E BI1_feature B demo M54,

(5) R KERIRIE
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i user LBEARHY ATT & GATT EF 9 AY—LEiBE, H13E Handle Value Notification #1 Handle Value Indica-
tion, Write request 1 Write Command &,

EULE 3 MNP REIEHITRBIEA £, AT RIEKE.,

&K EEE ATT B8 Handle Value Notification 1 Handle Value Indication ¥R API BIE], 4380 TR,
BERXNBIEIAKES BN TENAS p” F1len”BIH],

ble_sts_t blc_gatt_pushHandleValueNotify(ul6 connHandle, ul6 attHandle, u8 *p, int len);
ble_sts_t blc_gatt_pushHandleValueIndicate(ul6 connHandle, ul6 attHandle, u8 *p, int len);

WK B RELIE Write request Fl Write Command X MZRVEIEARE w-BIE], ZEIARIE, 5B SIEHE
mIEEIE,

AE:
Telink Ble ¥t & E£5h%E#H MTU # DLE, AR UAREEFshARZEORSHITIEE,

3.2.9 Controller API

3.2.9.1 Controller API 35 E8

7£E 3-1 Fi/RRYARE BLE ThilURZRMR, NAERRETLIES Controller BY Link Layer B ¥R ERY, 47U
i Host BT TR, RZ&H Host B HCI $BITH 88 L fZIXLS Link Layero Host i@ HCI # O F&HIFFE
Controller #ZH|dn < #BTE BLE spec {Core_v5.0) FERENXT , FHEESHR (Core_v5.0) (Vol 2/Part E/ Host
Controller Interface Functional Specification ).

Telink BLE SDK HYi& it @R RIRAER BLE 22M91&1t, RILAEA— 1 ERIRE Controller 55 9b—ME1T Host
WHARRRBFTIE, FRUFRERIIRIEIRE Link Layer BY API Z2™H&3%ER Spec £ Host command BB
SRE N I

7R Telink BLE SDK 522K FT Figure26 B9Z244, NFAREH Host BIFIRIEIRE Link Layer, 1BfEEH API
EEIER HC 258 APl FER API BEENBH L4 H Spec EIFRAY Host command, user Al B #E
Spec £ E KB LUIRAR,

BLE spec EFFEH HCI command, Controller IR EE B X[ AY HCI command complete event 3 HCI
command status event fEX Host BRI Z:, {B7E Telink BLE SDK H1, B4 1HERAIER,

Controller APl BYESBBTE stack/ble/Il #l stack/ble/hci BERTHIAC R, HA | BRTIRIE Link Layer k&
MINEERI DA Il.he 1l_adv.h. ll_scan.h. ll_ext_adv.h. ll_pm.h. Il_whitelist.h, user AJLARHE Link Layer
HIThEEZR 4K, LEUNER advertising MXINAERY API BLNZIZEBTE II_adv.h AR,

3.2.9.2 API iE[EZE! ble_sts_t

7T stack/ble/ble_common.h FENX T HEEER ble_sts_t, ZEBEN SDK FAZE AP FOIR[EIEHRE, 3
A APl BIR B S EERE BRIy, A =R[E] BLE_SUCCESS ({4 0); REIMVEfMIE 0 BEEFRT
RESIR, B TRNEESBMNE—MEEIZREE, FEH API AR, K528 — API FTEREERIR
Bl{E, HEEZMEIRREENAEFEIRER,

XANREHEZER! ble_sts_t ANMYPETF Link Layer B API, Xf Host B—%E API tiEH,
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3.2.9.3 MAC address #J14{t

A4 AREY BLE MAC address sxEARBIZEEIEHE public address 1 random static address.
% BLE SDK H1, ERIIF#ZO3X4F public address #l random static addresso

vold blc_initMacAddress(int flash_addr, u8 *mac_public, u8 *mac_random_static);

flash_addr 1& flash L77f# MAC address BIMIIEEIR], BEXALRIEMNE, BO1 M flash LI RAYX bk
57 OXFFO00, MIRAZEE random static address, LM mac_random_static IE"NULL"ElA],

BLE public MAC address FI3REXfG, J@A Link Layer #13&1KHY API, 3§ MAC address %\ BLE #hiii%:

blc_11_1initStandby_module(mac_public);

3.2.9.4 Link Layer RZSHNMAL
ZEFIERM Link Layer IRSHATIEANE, LUTILD APl BTFECEEIE BLE IRSHIB S MERBIFIE 1L

blc_11_1initBasicMCU();
blc_11_1initStandby_module(mac_public);
blc_11_1initAdvertising_module();
blc_11_1initConnection_module();
blc_11_1initSlaveRole_module();

3.2.9.5 bls_Ill_setAdvData

1¥1E15S M8 (Core_v5.0) (Vol 2/Part E/ 7.8.7 “LE Set Advertising Data Command”).

LSB MSB
Header Payload
(16 bits) {(as per the Length field in the Header)

Figure 3.26: BLE 1% B &0

BLE thiMi% 8, B LEFR, R byte & head, JGEE Payload (PDU), &% 31 byteo
THEH APl BFI&E PDU 2P BIEKIE:

ble_sts_t bls_11_setAdvData(u8 *data, u8 len);

data $§%tEM PDU BYEHEIE, len AIHEKE.
R[ESEEY ble_sts_t AJAEIRBIFLER U TR
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ble_sts_t Value ERR Reason

BLE_SUCCESS 0 NN

HCI_ERR_INVALID_HCI_ CMD_PARAMS 0x12 Len BEBRAEE 31

user AJ LATEFNMRCBIBHRIA R 1Z AP IRET BEIE, oI TFEREITEIE main_loop ERERTERZ API 3K
BeR B ERE.

% BLE SDK H feature_backup THZFRENXHI Adv PDU W, EARZNFERE XiHESE 1Y BLE Spec {CSS
v6) (Core Specification Supplement v6.0) R Data Type Specifcation BYE A%,

const u8 tbl_advData[] = {
0x08, 0x09, 'f', 'e', 'a', 't', 'u', 'r', 'e',
0x02, 0x01, 0x05,
0x03, 0x19, 0x80, 0x01,
0x05, 0x02, O0x12, Ox18, OxOF, 0x18,

}

EFEHESER, B BRER I feature”,

3.2.9.6 bls_Ill_setScanRspData

1151520 (Core_v5.0) (Vol 2/Part E/ 7.8.8 “LE Set Scan response Data Command”).
AT EmEmS 86 PDU BIIEE, scan response PDU BYIREEA API:

ble_sts_t bls_11_setScanRspData(u8 *data, u8 len);

data $5%t#EM PDU BIEHIIE, len ABIEKE, REIZEH ble_sts_t FIREREIFVLE RN TR,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AN

HCI_ERR_INVALID_HCI_ CMD_PARAMS 0x12 Len BERAKE 31

user ] LATEFIIG L BOBHRIAAE1Z API i€ & Scan response data, AJLAFIEFIZITAI7E main_loop EFERTE
FHiZ API 3R{&E4 Scan response data. % BLE SDK A B91 ble remote T#2HZE X scan response data 80,
scan R\ A M Eaglerc” o B NFEXMIE XIESE Y BLE Spec {CSS v6) (Core Specification Supplement
v6.0) B Data Type Specifcation FJE{AREEE,

const u8 tbl_scanRsp [] = { 0x08, 0x09, 'E', 'a', 'g', 'l', 'e', 'r', 'c',};

_HETE advertising data # scan response data FEBIKE TIRFRIFEAR—FE, BATEFHE 10S RFELHE
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BEFig&Eel, BENRERIAESA—

EN

a) —ERBERE BHE, BBARTHIEERI feature”;
scan request, FIEEXEIE scan response, ABARRBIREBIRATRES

b) —EREEE BE, kX

Ew

& Eaglerc”s

user ATLIEXMMEFFHIKERMEN—F, HEABEMASETA I TRRNZEFET

PR EIS &M master EERS, master fEIEIEEM Attribute Table B, SIREVIEER gap device name, EE
HEEMAIRESIRIERENIEERERIZE BT

3.2.9.7 bls_lI_continue_adv_after_scan_req

static inline void bls_1l1_continue_adv_after_scan_req(u8 enable);

BT Be R mAmbRaEiaR, BT iREREWREIEERE,

3.2.9.8 bis_IllI_setAdvParam

1¥1B15SH8 (Core_v5.0) (Vol 2/Part E/ 7.8.5 “LE Set Advertising Parameters Command”)o

ELRIE .

Advertising
Event

Advertising Advertising
Event Event

T_advEvent - T_advEvent

I

advinterval -JI advinterval !

? aduDE?a ¥ advDela
Advertising
State
entered

Figure 3.27: BLE T¥4%2 Advertising Event

BLE t¥4% 2 Advertising Event ({&#F Adv Event) 31 EEFR, IEHRBES— T_advEvent, slave #H1T—
I #%&, =47 % channel (channel 37. channel 38. channel 39) E&&—1 .

TEM API 3t Adv Event EXHISEHITIEE

ble_sts_t bls_l1_setAdvParam( ul6 intervalMin, ul6 intervalMax, adv_type_t advType,

< own_addr_type_t ownAddr
< adv_fp_type_t advFilterP

(1) intervalMin & intervalMax

Type, u8 peerAddrType, u8 *peerAddr, adv_chn_map_t, adv_channelMap,

olicy);
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QB 1EBY(8)[E)FE adv interval BYSEE, LL 0.625ms AEAENL, SEETE 20ms ~10.24S 28], 3 H intervalMin
IINFEZETF intervalMaxo

BLE spec 3K adv interval REIE— 1 EENE, TEE LM Z K. Telink BLE SDK &3 intervalMin
F intervalMax IS BAFREREI, R&H adv interval 27F intervalMin~intervalMax Z BN T, &
IGEH intervalMin f intervalMax 82, adv interval FFEEM intervalMin, X2k,

RIBAREBEHIFEE, intervalMin # intervalMax FIEB —LEFRTE , iIEEH (Vol 6/Part B/ 4.4.2.2 “Advertising
Events”)o

(2) advType
2% BLE Spec, HUMEARRBSEMLAWNT:

Advertising Event | PDU used in this advertising | Allowable response PDUs for

Type event type advertising event
SCAN_REQ | CONNECT_REQ
Connectable Undi- ADV_IND YES YES

rected Event

Connectable ADV_DIRECT_IND NO YES*
Directed Event

Non-connectable ADV_NONCONN_IND NO NO
Undirected Event

Scannable Undi- ADV_SCAN_IND YES NO
rected Event

Table 4.1: Advertising event types, PDUs used and allowable response PDUs

Figure 3.28: BLE fY ik #EEM4

LEF Allowable response PDUs for advertising event 2343 YES #l NO BT EMER HEHESTHH
& & B Scan request 1 Connect Request 4T, ¥0: 55— Connectable Undirected Event ¥ Scan
req # Connect Request #1TMHN, 1. % — Connectable Undirected Event X} Scan request #1 Connect
Request #BBEMANZ, M Non-connectable Undireted Event 3t E{ JEB R,

FEE S 1 Connectable Directed Event %f Connect Request MINARMYES" A LAMT ' 5, RRERE
W EICTACZAY Connect Request, Ti—ERMR, MASH whitelist 378, FITHY 3 M VYES R A] LA AB R,
BIER, BRFFEERIHT whitelist FIZE, BIE whitelist FITERERRERLZXISEML, [FER whitelist
FEMAN A,

PA_EO#$r-#&ZE 4, Connectable Directed Event X434 Low Duty Cycle Directed Advertising # High Duty
Cycle Directed Advertising, X#E—HEEBSEIRMI EESHRE, OTEX:

/* Advertisement Type */

typedef enum{
ADV_TYPE_CONNECTABLE_UNDIRECTED
ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY

0x00, // ADV_IND
0x01, // ADV_INDIRECT_IND (high duty cycle)
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ADV_TYPE_SCANNABLE_UNDIRECTED

ADV_TYPE_NONCONNECTABLE_UNDIRECTED

ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY
}adv_type_t;

0x02 , // ADV_SCAN_IND
0x03 , // ADV_NONCONN_IND
0x04, // ADV_INDIRECT_IND (low duty cycle)

AR E AR AY A ADV_TYPE_CONNECTABLE_UNDIRECTED,
(3) ownAddrType
BT MR RIBY, ownAddrType 4 NEIEMEII T,

/* Own Address Type */

typedef enum{
OWN_ADDRESS_PUBLIC 0,
OWN_ADDRESS_RANDOM 1,
OWN_ADDRESS_RESOLVE_PRIVATE_PUBLIC 2,
OWN_ADDRESS_RESOLVE_PRIVATE_RANDOM = 3,

Jown_addr_type_t;

XERNMATH NS

OWN_ADDRESS_PUBLIC R #ERIBHMEREF public MAC address, SEPRitititSRE MAC address #MA1LET API
blc_initMacAddress(flash_sector_mac_address, mac_public, mac_random_static) BIIK &,

OWN_ADDRESS_RANDOM R BHIBEER random static MAC address, ixithitskiEF TE APl I&ER
':

ble_sts_t blc_11_setRandomAddr(u8 *randomAddr);

(4) peerAddrType & *peerAddr

Y advType IR ENEE EBEHEE directed adv (ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY #1
ADV_TYPE_CONNECTABLE_DIRECTED_LOW_DUTY) BY, peerAddrType # *peerAddr FHF}E%E peer device
MAC Address RYZEBUFMIIE,

Y advType AEMZERIS, peerAddrType # *peerAddr BIEEBTRY, ATLUEEN 0 1 NULL,
(5) adv_channelMap

RET #E channel, AJLUEHE channel 37, 38, 39 AEE—1"F % adv_channelMap FIERNZEIT:

typedef enum{

BLT_ENABLE_ADV_37 = BIT(0),
BLT_ENABLE_ADV_38 = BIT(1),
BLT_ENABLE_ADV_39 = BIT(2),

BLT_ENABLE_ADV_ALL
}adv_chn_map_t;

(BLT_ENABLE_ADV_37 | BLT_ENABLE_ADV_38 | BLT_ENABLE_ADV_39),

(6) advFilterPolicy
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BFI&ERZF B, JWEMIGEM scan request 1 connect request REXANIT FERIE, TIEAMNIEEIR
BITEAER whitelist . 7E/GE whitelist T IFRAERE

B 4 T ERRBIT, BEARAEE whitelist i378IH8E, 1%EHF ADV_FP_NONE,

typedef enum {

ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY = 0x00,
ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_ANY = 0x01,
ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_WL = 0x02,
ADV_FP_ALLOW_SCAN_WL_ALLOW_CONN_WL = 0x03,

ADV_FP_NONE =  ADV_FP_ALLOW_SCAN_ANY_ALLOW_CONN_ANY,
} adv_fp_type_t; //adv_filterPolicy type_t
IR[El{& ble_sts_t ATREHHINAYEFIR AW FRAR:
ble_sts_t Value ERR Reason
BLE_SUCCESS 0 AN IH
HCI_ERR_INVALID_HCI_  0x12 intervalMin 5§ intervalMax BIEARTTE BLE spec FIFLE
CMD_PARAMS

¥%H8 BLE spec HCI 843 Host command BYi&it, Set Advertising parameters EBH&E T LEH 8 N8#, [F
FHEENRREESEN, AN—YEFRRNSHZEREREXAN, il advType # advinterval, T‘Tﬂ
89 advType T, 3f intervalMin # intervalMax BSEERESA—1, FTUSEREEEKRE, MR set
advType # set advinterval #kRFTNAREH API, FILEIRSEEREMILEES,

3.2.9.9 blis_Il_setAdvEnable

#1558 (Core_v5.0) (Vol 2/Part E/ 7.8.9 “LE Set Advertising Enable Command”)s

ble_sts_t bls_11_setAdvEnable(int en);

en /9 1B, Enable Advertising; en /9 O BY, Disable Advertisingo

a) 1 Idle state BY, Enable Advertising, Link Layer 3\ Advertising state,

b) 7 Advertising state B, Disable Advertising, Link layer 3\ Idle states

c) TEEth state, Enable Advertising 5% Disable Advertising #3A &M Link Layer B state,
I

FEMNE, EEMAHMEIRAEZEER, ble_sts_t L5 HR[E] BLE_SUCCESS, HHiE adv HHXSENIL
S¥THE XA, BERERT idle 5f adv state A%,
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3.2.9.10 bls_Ill_setAdvDuration

ble_sts_t bls_11_setAdvDuration (u32 duration_us, u8 duration_en);

£ bls_ll_setAdvParam XJ EFFES UK EMING, £ bls_ll_setAdvEnable (1) FFAT #, BEHEMIK
BN BEMETIEIRE, LtTeEFELE—EEEFMBRIRA, JLUAR LR AP,

duration_en &4 1 "RnABITEITHEE, 1879 0 RRXFAIHEIIhEE, RBEEITEIIhEEABRIER T, duration_us
(BBfil:us) FUIISEAEBE N,

2 MISERVEY B R FF 81T, —BBHFI&HIBTEIRY, {S1E 1%, I #B{#FE8E (AdvEnable) 534, £ None Conn
state T, SUIEF Idle State, ILARISAA Link Layer 3544 BLT_EV_FLAG_ADV_DURATION_TIMEOUT,

BLE Spec F#IE ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY J"#&2£8!, Duration Time BIE 1.28s,
Fl 1.28s ZEBELIET#E, PR FXF #5222, B bls_ll_setAdvDuration BB T IR[EE ble_sts_t
TR,

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 NN

HCI_ERR_INVALID_HCI_ Ox12 ADV_TYPE_CONNECTABLE_DIRECTED_HIGH_DUTY J#&HARIR
CMD_PARAMS BE#EISE Duration Time

WIR user T/RETE Adv Duration Time EAT &=L, BB #ES$ (AdvType. Advinterval. AdvChan-
nelMap %), EE7E BLT_EV_FLAG_ADV_DURATION_TIMEOUT E#4ME AR EILE, HEZEBNXAA
bls_ll_setAdvEnable(1) FFI&HTEI &

fih & BLT_EV_FLAG_ADV_DURATION_TIMEOUT ZEE X E—FiFHMIER:

BRI&IZE T duration_us 3 2000000, BP 2s,

MR Slave —EHE 15, BBA B8 2K 2s B £ft % timeout, 11T BLT_EV_FLAG_ADV_DURATION_TIMEOUT
[E13A,

WRBEEAEF 2s HIERT (RIRTE 0.5s BIBES{E) , Slave #l Master FE#Z LT, X4 timeout BYIT
NERKBHEERAERE, MEBEREGFRER. EHENEZERSES 155 W9E, URBIELFREDN
timeout BY Bl IEYF 2s BY, AF LR ELAFEEZERS, F2ERE BEHETEN, UHMFAsiE
BLT_EV_FLAG_ADV_DURATION_TIMEOUT [a]iA,

=

LHNERIRS—ERBTE) (30 10s) GErEIZEEFHEIRINT#E (adv) RS, BERE—T HET, hiNRIA
FEETRY BT [EEE T ZR& ERY 2s timeout, ffi&k BLT_EV_FLAG_ADV_DURATION_TIMEOUT [Eli#, E
XFER TRl AR BLT_EV_FLAG_ADV_DURATION_TIMEOUT [EiB&miEi8d 7 RIS ERY timeout
NG
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3.2.9.11 blc_Ill_setAdvCustomedChannel

T&E APl BT EHI4E%EY advertising channel/scanning channel, R —IEEFHHUNAAEE X, i BLE
mesh, HMER BLE ZAREFRZ APl

vold blc_11_setAdvCustomedChannel (u8 chn®, u8 chnil, u8 chn2);

chnO/chn1/chn2 IHEFREEFINIMR, BIANITEMSZ 37/38/39, tLINIRE 3 1 advertising channel 535/
79 2420MHz. 2430MHz. 2450MHz, BIENTERA:

blc_11_setAdvCustomedChannel (8, 12, 22);

3.2.9.12 rf_set_power_level_index
% BLE SDK $2fftT BLE RF packet BEEI&ERI API:

vold rf_set_power_level_index (rf_power_level_index_e level)

level ([ERVIRE S E drivers/Bo1/rf_drv.h FTEXHIMZELE £ rf_power_level_index_eo

% APl IRER RF R BIEEE, X BRENEREANEN, BAEFNERUEMHMAILILE, LR ENrIEE
=L e LRIF—RMIEEN A, TEFEMR: rf_set_power_level_index XM REAEPZ I MCU RF FBX
H—LEeFFRHITIRE, M—EB MCU # A sleep (84FE suspend/deepsleep retention) f&, XLLEFEFIIMEES
KEK. Fill user FEFER, 8K sleep REEE, XTMREMINIGEINZE—1E, LLINTE SDK demo H{ERAT
BLT_EV_FLAG_SUSPEND_EXIT 4 [EiA, FRHRER suspend EEXR rf power BRI EFIEE—IB, #0F code
FfimRo

_attribute_ram_code_ void user_set_rf_power (u8 e, u8 *p, int n)

{
rf_set_power_level_index (MY_RF_POWER_INDEX);

}
user_set_rf_power(0, 0, 0);
bls_app_registerEventCallback (BLT_EV_FLAG_SUSPEND_EXIT, &user_set_rf_power);

3.2.9.13 bls_IllI_terminateConnection

ble_sts_t bls_11_terminateConnection (u8 reason);

% AP| BT BLE Slave 1&%&, Rt Connection state Slave role &,

N AER LUARLE API 7E Link Layer E&IE— Terminate #4 master, EENMIFFIERE, reason AEEIEEMN
WrFFRE, reason BNIKEIFIESMR (Core_v5.0) (Vol 2/Part D/2 “Error Code Descriptions”).

ERERFITITERESHW terminate, NMEBBR—MRIERFE reason H:
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HCI_ERR_REMOTE_USER_TERM_CONN = 0x13
bls_11_terminateConnection(HCI_ERR_REMOTE_USER_TERM_CONN);

Telink BLE SDK [/ stack 7, BE—MtASEAZ APl 51 terminate: FEEMAIEEIEEEE, WNAMIA
JEEGE MIC $51R, 18 bls_lI_terminateConnection(HCI_ERR_CONN_TERM_MIC_FAILURE), SX13} A fEE5E
iR, WrAEE.

Slave fEBZ APl Eoh AT FIEEE, —ESfik BLT_EV_FLAG_TERMINATE 4, TZFHrILHEKREE
AT LERIFEZAY terminate reason FIXNFEENEER reason =—FRY,

1E Connection state Slave role BY, —A&IER FEIEEAZ APl 8] LIRETIARIE terminate FEME, BHEFEE—
‘%ﬁ?%'f%%%%ﬁﬁ? APl EAKY, EIEIRENE ble_sts_t AJ LA TEMNMEIRER, BINNAREIARZ API
B, HE—TIREERE N BLE_SUCCESS, REMEFIRI T,

ble_sts_t Value ERR Reason
BLE_SUCCESS 0 AN TN

HCI_ERR_CONN_NOT_ESTABLISH Ox3E Link Layer &F3E Connection state Slave role

HCI_ERR_CONTROLLER _BUSY Ox3A Controller busy (BAEHIRIEEAIX) ENLEEZZGD,

3.2.9.14 Get Connection Parameters

FREN Y ATEESEH Connection Interval. Connection Latency. Connection Timeout B9 API I F (23t Slave
role &) :

uleé bls_11_getConnectionInterval(void);
ul6 bls_11_getConnectionLatency(void);
ul6 bls_11_getConnectionTimeout(void);

a) EIRLEAN 0, RTYAT Link Layer &F None Conn state, tFt:&HIEIESE,
b) ZR[EINIE 0 BERTSEIE:

« bls_ll_getConnectioninterval iR[EIAIRE PR conn interval BRLA 1.25ms E{1I{E, LbENZAET conn interval
jj 10mS, )rlsl_] &@ﬁt 8o

+ bls_ll_getConnectionLatency 3R [BI3EPR Latency 1o

« bls_Il_getConnectionTimeout IR[EIFZE LR conn timeout BRLL 10ms FIBEAI{E, EbENX AT conn timeout
79 1000ms, MIR[EMEA 100,

3.2.9.15 blc_lI_getCurrentState

TE APl BT FREX AT Link Layer FRbBUIRES,
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u8 blc_l1_getCurrentState(void);

user TEN FEFIMTHBTIRTE, W:
if( blc_l1_getCurrentState() == BLS_LINK_STATE_ADV)

if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN )

3.2.9.16 bic_ll_getLatestAvgRSSI

% Link Layer 3\ Slave role 3 Master role &, @ THE API 8815 2R B 2 E#ER peer device 3 E—EREY
[B]HY Y RSSIo

u8 blc_11_getLatestAvgRSSI(void)

IR[EE u8 BY rssi_raw Bff—EMEEHR, rssi_real = rssi_raw- 110, {RI&REIEH 50, M rssi = -60 dbe

3.2.9.17 Whitelist & Resolvinglist

BIENAE, Advertising/Scanning/Initiating state BY filter_policy &RH K& E] Whitelist, 21R#E Whitelist 1
AR EFHITHRAIRIE, KFR Whitelist BEZHEE Whitelist 1 Resolvinglist &5

BT peer_addr_type 1 peer_addr B] LL¥|EF peer device it AI 2 RPA (resolvable private address) o
BRI ARFIBTENET,

#define IS_NON_RESOLVABLE_PRIVATE_ADDR(type, addr)
( (type)==BLE_ADDR_RANDOM && (addr[5] & OxCO) == 0x00 )

3E RPA it BT LATEAEE] whitelist B, B&7 SDK whitelist &% 17l 4 ™MKE:

#define MAX_WHITE_LIST SIZE 4

MHxiEO:

ble_sts_t 11 _whitelList_reset(void);

Reset whitelist, 3R[E{E/3 BLE_SUCCESS,

ble_sts_t 11 _whitelList_add(u8 type, u8 *addr);

FIN—M&EE whitelist, R[EETIXK:
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ble_sts_t Value ERR Reason

BLE_SUCCESS 0 ey 12785

HCI_ERR_MEM_CAP_EXCEEDED 0x07 whitelist B3, 0k

M whitelist fIB&Z BIARINAYIRE, R[E{E/ BLE_SUCCESS,

ble_sts_t 11 _whitelList_delete(u8 type, u8 *addr);

RPA (resolvable private address) 1&%&, BEfEMA Resolvingliste AT T4 ram {#H, BE#j SDK Resolvinglist
RZ1FME 2 MgE:

#define MAX_WHITE_IRK LIST SIZE 2

X APILTNT:

ble_sts_t 11 _resolvinglList_reset(void);

Reset Resolvinglisto iR[B]{& BLE_SUCCESS,
R EHIULARMTER , WRE(ERA Resolvinglist fEMT#INE, —FEBTHFRE. FREMTAIBHE, BILIXH,

ble_sts_t 11l_resolvinglList_setAddrResolutionEnable (u8 resolutionEn);

AINMER RPA H3EAYIGE, peerldAddrType/ peerldAddr # peer-irk 1 peer device E#FHY identity address
Mirk, XLEEFESIERMMEBIERFMES Flash A, user AILITEXHY SMP ZB3 R FIFRBUX L5 BAYIZ O,
¥fF local_irk SDk ERZHEAIE, 1H NULL BIF],

ble_sts_t 1l _resolvinglList_add(u8 peerIdAddrType, u8 *peerIdAddr,
u8 *peer_1irk, u8 *local_irk);

IR Z BIAINAYIR & o

ble_sts_t 1l_resolvinglList_delete(u8 peerIdAddrType, u8 *peerIdAddr);

Whitelist/Resolvinglist SSEHIAEEISEIER, 155% SDK feature test demo AHY TEST_WHITELIST.

3.2.10 Coded PHY/2M PHY

3.2.10.1 Coded PHY/2M PHY 743

Coded PHY #1 2M PHY 2 {Core_5.0) ¥i%iNBY Feature, RATRE LY BT BLE N AHR, Coded PHY
B & S2(500kbps) # S8(125kbps) LUERN EIREEEAIN A, 2M PHY(2Mbps) KAIEE T BLE ® i 2M PHY/
Coded PHY AJLAfER7E #E@iE, A BEEERS THHIREE, SRS THNERAEESNTHRN
4, ["#BE NMEBR S AT Extended Advertising”E T R E]o
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3.2.10.2 Coded PHY/2M PHY Demo 7748

Telink $2ftAY BLE SDK H1, AT & Sram, Coded PHY/2M PHY BHIAR XA, B INREZFEFERLL Feature,
BIAFFI T, FIFHAERI LS E BLE SDK $#1#HY Demoo

+ Slave IHB] &£ Demo “B91_feature_test”

7£ vendor/B91_feature/feature_config.h FENXZ

#define FEATURE_TEST_MODE  TEST_2M_CODED_PHY_CONNECTION

3.2.10.3 Coded PHY/2M PHY API 7748
(1) API

voild blc_11_init2MPhyCodedPhy_feature(void)

FAF{ERE 2M PHY/Coded PHY,

(2) E"Telink defined event” HIEAIT — BLT_EV_FLAG_PHY_UPDATE"Event, E{A4AT5iEE8E§1E "Con-
troller Event"EZH 4B,

(3) API:

ble_sts_t blc_11_setPhy (ulé6 connHandle,le_phy prefer_mask_t all_phys, le_phy_prefer_type_t
< tx_phys, le_phy_prefer_type_t rx_phys, le_ci_prefer_t phy_options);

BLE Spec FREiEO, #FHMiEEE (Core_v5.0) (Vol 2/PartE/7.8.49 “LE Set PHY Command”)o
connHandle: slave N F1E BLS_CONN_HANDLE; master fZi%i&E BLM_CONN_HANDLE,
HthBHIEEE Spec EX. &8 SDK EAEERTE N demo FEEIEMR.

3.2.11 Channel Selection Algorithm #2

Channel Selection Algorithm #2 & (Core_5.0) FRHTZINEY Feature, B ERBIMTINES, BEXBEENA
&5 EBiES % (Core_5.0) (Vol 6/Part B/4.5.8.3 “Channel Selection Algorithm #2")

a) HERABMAEE 2, FEEIARTER API F8E,
voild blc_l1_initChannelSelectionAlgorithm_2_feature(void)

b) SNRMERA (Core_4.2) API EXHII #E, AP A LIERERSERNERBSIRE #2, SDK FEINZFE
A8,

c) MR (Core_5.0) API EXH Extended Advertising, FEEE®T Extend Adv KiE2EE, MM
BT _EERY API EREBMAE L #2, X Spec FHVMIE, MMEXHF (EANEE Extended Adv LH2HIE
1%, EEATERINMERBIEE #2), MNRRZMA Advertising THEE, ATIE Sram, BINAEREBKIT
BiE #2,
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3.2.12 Extended Advertising

3.2.12.1 Extended Advertising 7743

Extended Advertising & {Core_5.0) ¥ri7/NAY Featureo

T {Core_5.0) %t Advertising 853894 /&, SDK HFARMN T JL API BILAK )X {Core_4.2) HRTE X HI HETHEE
# {Core_5.0) AN #BINEE, XD API HMNSTELUGEHETHIEIRS (Core_5.0) API (FTEVNT/E5| B
XANRFR), M {Core_4.2) API $§"Controller API"ETHIFT4EH bls_II_setAdvData(). bls_ll_setScanRspData()«
bls_ll_setAdvParam(), iX 3 /™ API REESCIR (Core_4.2) ENXHII #BIhEE, FEEMEII (Core_5.0) HII &

ThEEs

Extended Advertising TE4FH 0

(1) #&A07T Advertising PDUs BIERRA¥IERKE, M (core_4.2) BY Advertising PDU & 6—37 bytes %
{core_v5.0) Extended Advertising PDU FYER K1 0—255 bytes (2N PDU BYKEE), AR Advertising
Data #UEKE KT Adv PDU, KBRS EA N 4> Advertising PDU 53 %,

(2) FIRIERN AR RIEEFEARFER PHYs (1Mbps, 2Mbps, 125kbps, 500kbps).

3.2.12.2 Extended Advertising Demo &%

Extended Advertising Demo “B91_feature"fEH A4
Demo1: FATFURA (Core_5.0) ZHFHIPRABIERL REINEER %o

a) 7 vendor/B91_feature/feature_config.h EX A

#define FEATURE_TEST_MODE  TEST_EXTENDED_ADVERTISING

b) RIBEELEEHIMREFREN LM, Demo RILUBH (Core_5.0) FixiFMIFREI HWEKE, P

LEUN TR

/* Advertising Event Properties type*/

typedef enum{
ADV_EVT_PROP_LEGACY_CONNECTABLE_SCANNABLE_UNDIRECTED
ADV_EVT_PROP_LEGACY_CONNECTABLE_DIRECTED_LOW_DUTY
ADV_EVT_PROP_LEGACY_CONNECTABLE_DIRECTED_HIGH_DUTY
ADV_EVT_PROP_LEGACY_SCANNABLE_UNDIRECTED
ADV_EVT_PROP_LEGACY_NON_CONNECTABLE_NON_SCANNABLE_UNDIRECTED
ADV_EVT_PROP_EXTENDED_NON_CONNECTABLE_NON_SCANNABLE_UNDIRECTED
ADV_EVT_PROP_EXTENDED_CONNECTABLE_UNDIRECTED
ADV_EVT_PROP_EXTENDED_SCANNABLE_UNDIRECTED
ADV_EVT_PROP_EXTENDED_NON_CONNECTABLE_NON_SCANNABLE_DIRECTED
ADV_EVT_PROP_EXTENDED_CONNECTABLE_DIRECTED
ADV_EVT_PROP_EXTENDED_SCANNABLE_DIRECTED
ADV_EVT_PROP_EXTENDED_MASK_ANONYMOUS_ADV
ADV_EVT_PROP_EXTENDED_MASK_TX_POWER_INCLUDE
}advEvtProp_type_t;

0x0013,
0x0015,
0x001D,
0x0012,
0x0010,
0x0000,
0x0001,
0x0002,
0x0004,
0x0005,
0x0006,
0x0020,
0x0040,
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Demo2: 1E Demol [ #BIHEERVEM £, 70T Coded PHY/2M PHY BYEHE,

a) 7 vendor/B91_feature/feature_config.h X%
#define FEATURE_TEST_MODE TEST_2M_CODED_PHY_EXT_ADV

b) HRIBREMEXEM PHY mode IEFMEN I ZFEREMEXINEE,

3.2.12.3 Extended Advertising Related API

Extended Advertising Z83 RABERKBIIKIT, FIMEEE] adv data length/scan response data KERIAH
T, FEZRRK 1000 % bytes FEIEKE, MBIIXFAHFEKREEEMN code T Sram BUREE (AAK
R EFARREANFIEKERE), MURKEREREIN Sram 2R REAFBEE Xo

L7 SDK 2#F 1 4 Advertising set A3Z3#F Multiple Advertising Sets, 1BRA 7T HELET EBH multiple
adv sets, code FfY API B2 3 A Multiple Advertising Sets Mi&ITHY, AP AIERZBEE multiple adv sets BY

SHIRE,

R ERYISITEAR, &1 T T AP

(1) ¥IRHUEERRIT APl K5 E2 Extended Advertising FRfEERAY Sram,

blc_11_1initExtendedAdvertising_module(app_adv_set_param, app_primary_adv_pkt,

< APP_ADV_SETS_NUMBER);

blc_11_1initExtSecondaryAdvPacketBuffer(app_secondary_adv_pkt, MAX_LENGTH_SECOND_ADV_PKT);
blc_11_1initExtAdvDataBuffer(app_advData, APP_MAX_LENGTH_ADV_DATA);
blc_11_1initExtScanRspDataBuffer(app_scanRspData, APP_MAX_LENGTH_SCAN_RESPONSE_DATA);

RIELE AP EREARES BRI TR

app_advData

APP_MAX_LENGTH_ADV_DATA \

\ \ app_adv_set param

*dat_extAdv

app_scanRspData

APP_MAX_LENGTH_SCAN_RESPONSE_DATA =

app_primary adv_pkt

ddbytes

app_secondary adv_pkt

MAX_LENGTH_SECOND_ADV_PKT

Figure 3.29: Extended Advertising #J#41k NTZ 5 EC
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« APP_MAX_LENGTH_ADV_DATA: — Advertising Set FV¥iRKE, BREERIEERNA, ATEE
XK/, LT deepRetention F[a)s

« APP_MAX_LENGTH_SCAN_RESPONSE_DATA: —“* Advertising Set B9 scanResponse ¥ E, BF
RERIBXMNA, BATDHEEX KN, LATI4E deepRetention Tdl,

« app_primary_adv_pkt: —* Primary Advertising PDU #iBKERNA/), BEESDEIKEN 44 bytes, F
FEAEfERE.

- app_secondary_adv_pkt: — Secondary Advertising PDU #iEKEN A/, BEDEEKERN 264
bytes, AP BFEEREEER.

£ SDK $&ftEY demo"B91_feature”™ (vendor/ B91_feature /feature_extend_adv/app.c) BF A LURIEE S
HERKEX U THEFRDE sram, LUAEITE Sram BB/,

#define APP_ADV_SETS_NUMBER 1

#define APP_MAX_LENGTH_ADV_DATA 1024

#define APP_MAX_LENGTH_SCAN_RESPONSE_DATA 31
(2) API

ble_sts_t blc_l1_setExtAdvParam(-**-- );

BLE Spec fi&E# O, BTFIRE #BSH, #HMiESZE (Core_5.0) (Vol 2/Part E/7.8.53 "LE Set Extended
Advertising Parameters Command”), H45& SDK E#MZEHERIE XM demo AEEIRMR,

FE:

S adv_tx_pow HAZFIEFELIX power B, FESIMAR API void rf_set_power_level_index
(rf_power_level_index_e level) REZE &IX powero

(3) API

ble_sts_t blc_l1_setExtScanRspData(u8 advHandle, data_oper_t operation, data_fragm_t
< fragment_prefer, u8 scanRsp_datalen, u8 *scanRspData);

BLE Spec tr&#EO, FATFIZE Scan Response Data, F4AR]E%E (Core_5.0) (Vol 2/Part E/7.8.53 “LE Set
Extended Scan Response Command”), FH45& SDK LR BITE XA demo A EIRAR,

(4) API

ble_sts_t blc_11_setExtAdvEnable_n(u32 extAdv_en, u8 sets_num, u8 *pData);

BLE Spec fRE#EO, BTF$IFF/XH Extended Advertising, i¥#iR]£% (Core_5.0) (Vol 2/Part E/7.8.56 “LE
Set Extended Advertising Enable Command”), H45& SDK EMESERTE XM demo AEXIEMR,

{EE#®I SDK R3Z#F 1 1 Adv Sets, FrLALt API BB AZH, RENLUG multipleAdv sets FlEE, A Telink
SDK 1R#ELt API THEES T —MELRY API, FBSRIRIEFTH/XE 1 1> Adv Sets, HITHREES, @R APIAT
FrR, MASEALREEMTERN APl —, BRAFRIEE 11 Adv Seto
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ble_sts_t blc_11_setExtAdvEnable_1(u32 extAdv_en, u8 sets_num, u8 advHandle, ul6 duration,
< u8 max_extAdvEvt);

(5) API

vold blc_11_setDefaultExtAdvCodingIndication(u8 advHandle, le_ci_prefer_t prefer_CI);

3E BLE Spec #7300, A BLE #7/& API blc_Il_setExtAdvParam() IRE RS AT, NRIEE N Coded PHY
(8% s2 Ml s8) BHEHIELEMEMBIF Encode mode. SDK BRIAA S2, AABERAFIERE, EXTILE API 3R
1%$% preferenced Encode mode $2/58,

user Ai@IT prefer_Cl fE&3R#H1T S2/58 mode iEF, BEEKEWT:

typedef enum {
CODED_PHY_PREFER_NONE
CODED_PHY_PREFER_S2
CODED_PHY_PREFER_S8 =2,

} le_ci_prefer_t; //LE coding indication prefer

] |
= ©
- -

(6) API

vold blc_11_setAuxAdvChnIdxByCustomers(u8 aux_chn);

3E BLE Spec frA#EO, AFPFLUESILERENEE Auxiliary Advertising channel F@EiEE, FATF debug A,
MBRAFEETERLIEREREN, Auxiliary Advertising channel BEFENER (FENIECEE 0-31),

(7) API

vold blc_11_setMaxAdvDelay_for_AdvEvent(u8 max_delay_ms);

iE BLE Spec #R&E#EO, ATFI&ETE Advintervel Ehiti_ EAY AdvDelay B8], BMASHEE O, 1, 2, 4, 8, #
ﬁﬁg MSo

advDelay(unit: us) = Random() % (max_delay_ms*1000);
T_advEvent = advInterval + advDelay

YN8 max_delay_ms = O ,T_advEvent BIAT|E) 2FEHEAY advinterval BYE];
Y1 max_delay_ms = 8, T_advEvent BYBYEITE advinterval Bfili EF 0 - 8ms HIBENRIZE.

3.3 BLE Host

3.3.1 BLE Host /748

BLE host 135 L2CAP. ATT. SMP. GATT. GAP %2, APENNAEHEET host BT,
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3.3.2 L2CAP

BRI 5 ERMGE R E# A L2CAP (Logical Link Control and Adaptation Protocol) , BR_EiZEEN
RE, mTEZTHRE, RIEFVSITHSEZENEESENER, FLLENBRIELEXOMTHIZENEIELS

AT,

BLE B9 L2CAP BREHIETT L2CAP BHEARE, EEEMERXT, FRITHRMEA, RN REEHIF
BENE, NMEREEEERTES. L2CAP NEHEWIN TERT, SRIAMEENBBREIIES 4L BLE
controller, ¥ BLE controller YREIBIEIEIT R AR CID B _LIREE host Ro

ATT
CID = 0x0004

SMP

CID = 0x0006

L2CAP

LE Controller

Attribute Protocol

A

sbu

A 4

L2CAP

Device A

L2CAP #R#E BLE Spec i&it, TEI
EE yser B509MARLD, user IRIBLLTIL AP #HITIEEEIE],

<dl—

L2CAP PDU

LE-U Logical Link

»

I
| L2CAP Signaling
I CID = 0x0005

Attribute Protocol

Y 3

sDuU

A 4

<

Maximum size depends on MTU

L2CAP

Device B

Figure 3.30: BLE L2CAP £ UK ATT HEIEEY

A=
BERETT

void blc_12cap_register_handler (void *p);

1£ B91 module £ BLE Slave W, SDK L2CAP EAME Controller #IBRIERIE A

int blc_12cap_packet_receive (ul6 connHandle, u8 * p);

ZRHMELEDINIERFE, ERIHRWEIRVEIEEITRNEMR LEHLE ATT. SIG 8 SMP,

itk

BX Controller 1 Host FYEKIEF 1%, “#8 KD EEIIRIRE ST
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blc_12cap_register_handler (blc_l2cap_packet_receive);

3.3.2.1 Slave iEREMEZESE

7 BLE thiX#%&H, slave 3&iZ 12cap EHY CONNECTION PARAMETER UPDATE REQUEST #5< [@ master EH
BT ES Y. ZHaSHEAM TR, FIBEESR (Core_v5.0) (Vol 3/Part A/ 4.20 "CONNECTION
PARAMETER UPDATE REQUEST"),

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x12| Identifier Length
Interval Min Interval Max
Slave Latency Timeout Multiplier

Figure 4.22: Connection Parameters Update Request Packet

Figure 3.31: BLE M{4% Connection Para update Req &=\

1% BLE SDK T£ L2CAP B LR T slave EohHRIBEEMEZES M API, FHEME master XX FE XD
CONNECTION PARAMETER UPDATE REQUEST #%%

vold bls_l2cap_requestConnParamUpdate (ul6 min_interval, ul6é max_interval, ulé latency, ulé

< timeout);

L E N2 #ER CONNECTION PARAMETER UPDATE REQUEST By data XA NS AN, =
min_interval #1 max_interval BY{E 3R interval BYE){ERRLL 1.25 ms (YNERIE 7.5ms BOERE, Z{ER 6),
timeout FIfEISERR supervision timeout BYEIERRLL 10ms (40 1's BY timeout IZ{EA 100).

RZFA%Ef5): 7E connection EIIAVAYR, FIFEMIEESH.

void task_connect (u8 e, u8 *p, int n)

{
bls_l2cap_requestConnParamUpdate (6, 6, 99, 400);

bls_12cap_setMinimalUpdateReqSendingTime_after_connCreate(1000);

; Data Type Data Header L2CAP Header SIG Pkt Header SIG_Connection_Param_Update_Req CcRE
LE LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld |[Code Id Data-Length |[|IntervalMin IntervalMax Slavelatency TimecutMultiplier
L2CRP-5 || 2 1 1] 0 16 0x000C 0x0005 [|0x12 0x01 Ox0008 0x0006 0x0006 0x0063 0x01390 0x28Di
] Data Header L2CAP Header SIG Pkt Header SIG_Connection_Param_Update_Rsp RSSI
i Data Ty = = = = CRC FCS
us YPE 711D NWESW SN MD FPDU-Length ||L2CAP-Length Chanld ||[Code Id  Data-Length ||Result (dBm)
L2CRP-5 || 2 1 1 0 10 0x0006 0x0005 [|0x13 0x01 0Ox0002 0x0000 0x2DE483 || -38 OK
tue Il Nata Tuna ” Data Header Il ~or Il RSSI I :(‘EI

Figure 3.32: &/~ conn para update reqeust  response
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Hrh API:

vold bls_l2cap_setMinimalUpdateReqSendingTime_after_connCreate(int time_ms)

RF&EEEEREIG, slave REFRF time_ms(B (i : Z2F))EH1T APl bls_I2cap_requestConnParamUpdate,
REFEZESH, BPNREEZEENLRE, RIAA bls_I2cap_requestConnParamUpdate, NI slave IRFTEE
BEUE 1s BRITRZXERSHEREK.

7E slave RZFHR, SDK $&fft T 3REX Conn_UpdateRsp £5RBFMEIAREIEO, BT B slave RIFHEE
SEIEREEH master IELEZRIZS, W0 EEFIR, master &= 7 slave BY Connection_Param_Update_Req
S

void blc_l2cap_registerConnUpdateRspCb(12cap_conn_update_rsp_callback_t cb);

BE slave IR 1LFHI:

blc_12cap_registerConnUpdateRspCb(app_conn_param_update_response)

HAh[EER % app_conn_param_update_response EREBEIT:

int app_conn_param_update_response(u8 id, ul6 result)

{
if(result == CONN_PARAM_UPDATE_ACCEPT){
//the LE master Host has accepted the connection parameters
}
else if(result == CONN_PARAM_UPDATE_REJECT){
//the LE master Host has rejected the connection parameter
}
return 0;
}

3.3.3 ATT & GATT

3.3.3.1 GATT EZs& (i Attribute
GATT EX T M AE: Server # Client, i% BLE SDK A1, Slave & Server, 3N HAY Android. i0S I&& 2 Client.
Server EERMHEZ D service 1 Client 1518,

GATT B service SRR M Z 1 Attribute ¥, B Attribute EEEBE—EMEEE, YZ PN AEMEN
Attribute LS 7E—#ChY, FLEEHBRIRH—MEZBY service,
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GATT Server

Service

Attribute

Attribute

Service

Attribute

Attribute

Attribute

Figure 3.33: Attribute #JB% GATT service

— Attribute NEARABHEMEEIEUT:
(1) Attribute Type: UUID

UUID AR 28— attribute FYZEEY, H2KH 16 4> byteso BLE FRA&MNH UUID KEENXH 2 1 bytes,
XEREN master IRFEBER—ERKIRGE, ¥ 2 1 bytes BY UUID 554K 16 byteso

user EIEFHAMEFIRER 2 byte B UUID BY, master IR ERAIEXLE UUID AFRAVIEE IS, iZ BLE SDK A
BRENT —LEFREN UUID, DHTEUTXEH: stack/service/hids.h. stack/ble /uuid.ho

Telink FAGHI—LE profile (OTA. MIC. SPEAKER %), tREBRFEEAZHF, 7E stack/ble/uuid.h FTE N iXLE
FABER VUID, KE 16 bytes,
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(2) Attribute Handle

slave HIE S Attribute, XL Attribute ZHR— Attribute Table, 7E Attribute Table 1, &— Attribute
#HE—1 Attribute Handle B, BAXRXPE—PARRER Attribute, slave fl master EILEEG, master i@d
Service Discovery 1S f2f2#i5EXZ! slave MY Attribute Table, F4R3#E Attribute Handle FIERM N E—NAE
B Attribute, XEFE(FEMNEIEBE 2 EH L Attribute Handle, FATEIERZM Attribute BIEIET -

(3) Attribute Value

1 Attribute ZBBEXRZAY Attribute Value, FASRTEA request. response. notification # indication BI%3E,
1% BLE SDK H3, Attribute Value FREEHHN1EEFRIEXIHMK BRI,

3.3.3.2 Attribute and ATT Table

77 323 slave IHBY GATT service, 1% BLE SDK &1t T — Attribute Table, i% Table HHZMNEZR Attribute
AR, Attribute FIEENX J9:

typedef struct attribute

{
ulé attNum;
u8 perm;
u8 uuidLen;
u32 attrlLen; //4 bytes aligned
u8* uuid;
u8* pAttrValue;
att_readwrite_callback_t w;
att_readwrite_callback_t r;

} attribute_t;

&5 BHIZ BLE SDK 4AHHIEF Attribute Table RigBALL E BT E X, Attribute Table fXEB I app_att.c,
MR RES:

static const attribute_t my_Attributes[] = {
{ATT_END_H - 1, 0,0,0,0,0}, // total num of attribute
// 0001 - 0007 gap
{7,ATT_PERMISSIONS_READ,2,2,(u8*)(&my_primaryServiceUUID), (u8%*)(&my_gapServiceUUID), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_devNameCharVal), (u8*)(&my_characterUUID), (u8%*)
< (my_devNameCharval), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_devName), (u8*)(&my_devNameUUID), (u8*)(my_devName), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_appearanceCharVal), (u8*)(&my_characterUuiD), (u8*)
< (my_appearanceCharval), 0},
{O0,ATT_PERMISSIONS_READ,2,sizeof (my_appearance), (u8*)(&my_appearanceUIID), (u8*)
< (&my_appearance), 0},
{0,ATT_PERMISSIONS_READ,2,sizeof(my_periConnParamCharVal), (u8*)(&my_characterUUID), (u8*)
< (my_periConnParamCharval), 0},
{O0,ATT_PERMISSIONS_READ,2,sizeof (my_periConnParameters),(u8*)(&my_periConnParamuUuID),
< (u8*)(&my_periConnParameters), 0},
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// 0008 - 000b gatt

{4,ATT_PERMISSIONS_READ,2,2,(u8*)(&my_primaryServiceUUID), (u8%*)(&my_gattServiceUUID), 0},

{0,ATT_PERMISSIONS_READ,2,sizeof(my_serviceChangeCharVal), (u8*)(&my_characterUuiD),
< (u8*)(my_serviceChangeCharval), 0},

{0,ATT_PERMISSIONS_READ,2,sizeof (serviceChangeVal), (u8*)(&serviceChangeUUID), (u8*)
< (&serviceChangeval), 0},

{0,ATT_PERMISSIONS_RDWR,2,sizeof (serviceChangeCCC),(u8*)(&clientCharacterCfguuiD), (u8*)
< (serviceChangeCCC), 0},

1

iBEEE, Attribute Table WENXBIENMT const:

const attribute_t my_Attributes[] = { ... };

const REFRIUFFFFX N HANBIBRLZEFHEER flash, LUTIE ram =@, X4 Attribute Table EX
£ Flash LFIBERBER XM, TEEHRS.

(1) attNum

attNum B MER.

attNum E—MEBZRRT YT Attribute Table FHERL Attribute 218, Bl Attribute Handle IR A(E, % B
[TE Attribute Table #£ARYEE O IR Attribute H{ERT

{57,0,0,0,0,0}, // ATT_END_H - 1 = 57

attNum = 57 R~ a1 Attribute Table R 57 4 Attributes

7E£ BLE B, Attribute Handle fEM 0x0001 744, FEM—EIL, MELHENTIRM 0 FFI&, TE Attribute Table BB
Nk EEXADEIE Attribute, IESFEERESE Attribute EEIEEN TS ETH Attribute Handle BI{E,
UTENXIFT Attribute Table |5, %X Attribute £/ Attribute Table $#EEFRMITITS , FREEREIZ Attribute &
BUHY Attribute Handle {B.

¥ Attribute Table FIFFERY Attribute #58, HEIRE—1MHESEH] Attribute Table FHE R Attribute
BY9%28 attNum, B#I SDK #4957, user SIRFMEMIPRT Attribute, FTEXJIL attNum HITIEX

attNum EZMEFAEBATFIEEHFIM service HHF/LA Attribute ¥

F—1 service B —1 Attribute BY UUID #BHAT1Z GATT_UUID_PRIMARY_SERVICE(0x2800), X1
Attribute _ERY attNum $8EM L ET Attribute FFIBEREEHE attNum 4 Attribute JB F1Z service FIZHRLER
o

W _EEAREBFRR, gap service UUID 3 GATT_UUID_PRIMARY_SERVICE HYBB™ Attribute £ attNum 79 7, M
Attribute Handle 1~ Attribute Handle 7 iX 7 4™ Attribute /& F gap service BIFEIR,

BT 5 0 I Attribute F1E/—1 service B Attribute 4, EMIFFBRY Attribute BY attNum BIBEERAIE N
Oo

(2) perm
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perm 2 permission BIEE.,
perm FATFHEE HaT Attribute # Client 35IRIAIA R,
MPRE LT 10 #, &1 Attribute B RER LA TEIERENINAEE.

#define ATT_PERMISSIONS READ 0x01
#define ATT_PERMISSIONS_WRITE 0x62
#define ATT_PERMISSIONS AUTHEN_READ 0x61
#define ATT_PERMISSIONS AUTHEN_WRITE 0x62
#define ATT_PERMISSIONS_ SECURE_CONN_READ OXE1
#define ATT_PERMISSIONS SECURE_CONN_WRITE — OXE2
#define ATT_PERMISSIONS_AUTHOR_READ Ox11
#define ATT_PERMISSIONS AUTHOR_WRITE 0x12
#define ATT_PERMISSIONS_ENCRYPT_READ 0x21
#define ATT_PERMISSIONS_ENCRYPT_WRITE 0x22

AR BEI SDK HAZIFRAOEFIRINE,
(3) wuid and uuidLen

REBZ BIFfIAR, UUID 297Fh: BLE FRERY 2 bytes UUID F Telink #ABHY 16 bytes UUID, i&@3d uuid 1 uuidLen
A LA B IA X A UUID,

uuid @—1 u8 BYEH, uuidLen RZMIBFHFIRRIM 5 1ELR uuidLen ™ byte BIRA I AT UUID, Attribute
Table @7F1E flash £ERY, FREBY UUID BR2TFE flash £BY, FRLL uuid @38A flash B9—MEE
a) BLE #/ERY 2 bytes UUID:

U Attribute Handle = 2 BY devNameCharacter 3B Attribute, HEFALEBINT:

#define GATT_UUID_CHARACTER 0x2803

static const ul6 my_characterUUID = GATT_UUID_CHARACTER;

static const u8 my_devNameCharVal[5] = {0x12, 0x03, 0x00, 0x00, 0x2A};
{0,1,2,5,(u8*)(&my_characterUUID), (u8*)(my_devNameCharVval), 0},

UUID=0x2803 7£ BLE H5R’R character, uuid $8A my_devNameCharVal 7 flash FRAY#IAE, uuidLen 79 2,
master RIFX Attribute B, UUID &2 0x2803,

b) Telink FAFHY 16 bytes UUID:
i audio A MIC B9 Attribute, FEXED:

#define TELINK_MIC DATA {0x18,0x2B,0x0d,0x0c,0x0b,0x0a,0x09, 0x08,0x07,0x06,0x05, 0x04,0x03, 0x02,
< 0x01,0x0}

const u8 my_MicUUID[16] TELINK_MIC_DATA;

static u8 my_MicData = 0x80;

{0,1,16,1,(u8*)(&my_MicUUID), (u8%*)(&my_MicData), 0},

uvuid &M my_MicData 7 flash HAEY#E AL, uuidlen J9 16, master FiEX 4 Attribute B, UUID = 2
0x000102030405060708090a0b0c0d2b18,
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(4) pAttrValue and attrLen

F—1 Attribute BBRBE XN Attribute Value, pAttrValue @— u8 BUI5H, $5M@ Attribute Value FR7E
RAM/Flash BUttisiE, attrLen B3R BRZEIETE RAM/Flash ERIKE, % master 3REY slave A Attribute BY
Attribute Value B, % BLE SDK M Attribute BJ pAttrValue 3E5t#5MmBIXIE (RAM/Flash) FF#4, BX attrLen
PNIEEILE mastero

UUID 2 RiEM, BTl vuid 235 flash BIFEET; T Attribute Value AIRES S M BIT12(E, MNREBSIRIENLM
JRTE RAM Lk, FRLA pAttrValue AJBEFSIA RAM, tHAJREFSE Flashs

Attribute Handle=35 hid Information B Attribute, EXHE:

const u8 hidInformation[] =

{
U16_L0(0x0111), U16_HI(Ox0111), // bcdHID (USB HID version), 0x11,0x01
0x00, // bCountryCode
0x01 // Flags

I

{0,1,2, sizeof(hidInformation), (u8*)(&hidinformationUUID), (u8*)(hidInformation), 0},

AR AR, hid information 4 4 byte 0x01 0x00 0x01 0x11 B RiEH, FEFRIITIEE, FFUENXA
A LUEF const XBFIFHETE flash £o pAttrValue 38 hidinformation 7£ flash _EAJ#sE, BT attrlen LA
hidinformation SEFRAIKEEE, & master i5iZ Attribute BY, £1R#E pAttrValue # attrLen iR[E] 0x01000111
£4 masters

master 323Z% Attribute B BLE #E U1 FE, master f£A ATT_Read_Req #i<, IREEIRM AttHandle = 0x23
= 35, ¥R SDK A Attribute Table Y hid informations

B Data Header . L2CAP Header ATT_Read_Req RS8I

us (|DataType |77 \Faw Sy MD PDU-Length || Soou D Enabled || Tength Chanid ||Opcode AttHandle — (aBmy || F5
L2CAE-5 || 2 1 0 @ 11 Yes 020003 0x0004 ||0x02 00023 oxescecs || o || ox

1 Data Header ) RSSI

wus || Data Type [LID NESN SN MD PDU-Length Security Enabled CRC {dBm) FCS
Empty EDU|| 1 1 1 o o Yes 0x2A5T6A|| O || oK

1 Data Header ) RSSI

us || DataTy Security Enabled ||  CRC FCS

us YP€ N11ID WESW SN MD PDU-Length urity Ena {dBm)
Empty FOU|| 1 0 1 o0 o Yes 0x2851B8|| 0 || oK

1 Data Header ) L2CAP Header ATT_Read_Rsp RSSI

us [|DataType {177 NFaw SN MD PDU-Length || Soour i Enabled (10 b Tength Chanid ||Opcode AttValue EiE (aBm) || F3
L2CAE-5 || 2 0 0 a 13 Yes 020005 0x0004 |[0x0B__ 11 01 00 01 || oxgBFeR0|| o || o

Figure 3.34: master 3 hidinformation BY BLE &

Attribute Handle=40 battery value BY Attribute, FE*G:

u8 my_batval[1] = {99};
{0,1,2,1,(u8*)(&my_batCharuuiD), (u8*)(my_batval), 0},

SRR AT, R YETEMEBER my_batVal BXIRIE ADC KiFEIMBEEMHE, RGBT slave E5f notify
& master EENEMIAHIEHILE master, FrlL my_batVal MIZBMIEATEL, IEBY pAttrValue $51A my_batVal
£ RAM _LR9shAL,

(5) [EIARZER w
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[EIRERER w BT R REURE:

typedef int (*att_readwrite_callback_t)(void* p);

user IRFEEXEIAEKE, FUEE LEER. BEIEAKE w 2 optional B9, XME—MEEKR Attribute R,
user JLUSERIATRE, WA REZERAE (REELREANZERTIET 0 ®'R).

EHERER w AR FHN: Y slave UREIRY Attribute PDU B9 Attribute Opcode AL T =BT, slave 21 Z[D]
TRE w BEWILE:

a) opcode = Ox12, Write Request.

b) opcode = 0x52, Write Command.

c) opcode = 0x18, Execute Write Request.

slave WEIL EE&H<E, MNRKEIRELIERE w, slave 2ETNMA pAttrValue B FIFEEMNIXIETE master
B3 RME, BAMKERN master FIEEKRIHFM 2caplen-3; MR user IRE TEIARE w, slave YE|LL
L EHLSEMIT user WEIARE w, LWEIREBR pAttrvalue I8HFTIEXIZE#IE. XM NEIRERERFH,
SEEE— &K

user IREEIAERE w AT L IE master £ ATT BB Write Request. Write Command # Execute Write
Request 9%, WREHIGEEIARE w, EEITME pAttrvalue FriEAMX I B HEIS TR L _ i S HIRL IR
(%0 pAttrValue 38 flash TIASER B1RIE;, E attrLen KEFRIE, master WERESHWR, SEHEMEUE
WEIREEE) o

3.4.5.1 Write Request

The Write Request is used to request the server to write the value of an
attribute and acknowledge that this has been achieved in a Write Response.

Parameter Size (octets) Description

Attribute Opcode 1 0x12 = Write Request

Attnbute Handle 2 The handle of the attribute to be
written

Attribute Value 0to (ATT_MTU-3) The value to be written to the attri-
bute

Figure 3.35: BLE 1i¥4%A Write Request
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3.4.5.3 Write Command

The Write Command is used to request the server to write the value of an

attribute, typically into a control-point attribute.

Parameter

Size (octets)

Description

Attribute Opcode
Aftnbute Handle

Attribute Value

1
2

0 to (ATT_MTU-3)

0x52 = Write Command

The handle of the attribute to be
set

The value of be written to the attn-
bute

Figure 3.36: BLE #¥4% Write Command

3.4.6.3 Execute Write Request

The Execute Write Request is used to request the server to write or cancel the
write of all the prepared values currently held in the prepare queue from this
client. This request shall be handled by the server as an atomic operation.

Parameter

Size (octets)

Description

Attribute Opcode

1

0x18 = Execute Write Request

Figure 3.37: 1Y% Execute Write Request

[EEEREL w B9 void BY p 55146 master EanLBIREIR(E, KF p HER—FREF, RFLNENTESY

{RFfrRo

typedef struct{
u8 type;
ug8 rf_len;
ulée 12cap;
ul6 chanid;
u8 att;
u8 hl;
u8 hh;
u8 dat[20];

}rf_packet_att_data_t;

p &M type. BIIRMEIBEBEREN 12cap - 3, F—MEKEIESN pw->dat[0].
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int my_WriteCallback (void *p)

{
rf_packet_att_data_t *pw = (rf_packet_att_data_t *)p;
int len = pw->12cap - 3;
//add your code
//valid data is pw->dat[0] ~ pw->dat[len-1]
return 1;
}

EEXANEMK f_packet_att_data_t FR7E{IIE A stack/ble/ble_format.ho
(6) EIAKES r
ElEERE r IR I, RKERRE:

typedef int (*att_readwrite_callback_t)(u16 connHandle,void* p);

Uuser IRFEE XOIFIEREL, TUEE _ EmEm&T. BIAKEL r 2 optional BY, XE—MRMKR Attribute Rijt,
user AJLUGEBIERERER, WEJURIKERR (REERANMZATIET 0 {°K) .connHandle 3 master
1 slave Z[BIANEIZAM, slave WA BLS_ CONN_HANDLE; master Ni%ZIE BLM_CONN_HANDLE,

[EIERER r iR ZH: X slave YREIRY Attribute PDU B9 Attribute Opcode LU TFHENEY, slave RICE(CE
R r EEWIGE:

a) opcode = Ox0A, Read Request.

b) opcode = 0xOC, Read Blob Request.
slave EILL EiEa<fE,

a) WIR user IRE T EIEIREER, HITZRE, RIBZEHMBREEREZESEE Read Response/Read

Blob Response:
- HREMER 1, slave R[EIE Read Response/Read Blob Response £4 master,

- BIREENEME, slave M pAttrValue IEFTFIIEMBIXIE IS attrLen MEA Read Response/Read Blob
Response [E|E£45 mastero

b) 1R user ZBIKELIEAEEEN, slave M pAttrValue I FTIEMBIXIF I attrLen NMEF Read Response/
Read Blob Response [E|&Z44 mastero

MR user ZBIEURE] master BY Read Request/Read Blob Request [G1EEXBNIE[E1E A9 Read Response/Read
Blob Response IR, FARILUEATRZAVEIRERER r, TERIEREEEDR pAttrValue 155HFTTE ram FIRTE,
HH return HEREER 0.

(7) Attribute Table £5#4

RIELL_EFT Attribute BUIFEARIREA, {EF Attribute Table ¥3& Service MM FTEFFTR. F£— Attribute By
attnum FIFIER A1 ATT Table Attribute BYEKE, FIRBY Attribute B75iZ Service 4, B—HML—%
Attribute 2% Service M declaration, FEER attnum FEEGEEEIRIZ /LK Attribute BT 1% Service B9
Bk, SLPrE4A Service BIE—5E— Primary Services
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#define GATT UUID_PRIMARY SERVICE 0x2800
const ul6 my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;

Index

Index
1+

Index
2+

Index

IndexM+

Index
MN+1+-

Index
MN+2+

Index
MN+3+

Index-
MN+M+

Total number of attribute items that excludes itself.+

Servicel declaration attribute and it has N attributes
including itself service declaration attribute.+

Attribute#1+

Attribute#2+

Attribute#N-1+

Service? declaration attribute and it has M attributes
including itself service declaration attribute.~

Attribute#1+

Attribute#2+

Attribute#h-1+

Figure 3.38: Service Attribute Layout
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(8) ATT table Initialization

GATT & ATT ¥Ita L REEE N BEM Attribute Table BUIEFHERIMNARENTT, 12 API:

void bls_att_setAttributeTable (u8 *p);

p /I Attribute Table BJ$E$t.

3.3.3.3 Attribute PDU and GATT API

HR4E BLE Spec, % BLE SDK BHRISZHFH Attribute PDU BEL T3
* Requests: client KX server FYEIEIER,
« Responses: server WZZl client BY request [E&IZHIEIEREIN
« Commands: client ZiX%4: server B8 <,
- Notifications: server &iX%5 client BYEHE
- Indications: server ZIX44 client BY3E,
« Confirmations: client ¥t server #EHIHIA,
TEESZHINBMN Attribute £519F0 Attribute Table 4519, 3¢ ATT BFFEHI ATT PDU #1707,
(1) Read by Group Type Request, Read by Group Type Response

Read by Group Type Request #1 Read by Group Type Response i¥IEEH8 (Core_v5.0) (Vol 3/Part F/3.4.4.9
and 3.4.4.10).

master &J% Read by Group Type Request, TEZ i < I8 EFCIATILE R attHandle, 38T attGroupTypeoslave
W EliZ Request f5, 1B Attribute table, 7EIEERIEIGFLERE attHandle FIXEITFE attGroupType
B9 Attribute Group, iBid Read by Group Type Response [B]& Attribute Group 158,
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Data Heade! L2CAP Heade ATT_Read_By_Group_Type_Req RSS!
DataType (| 77D mESN sW D rPDU—LEngth L2CAE-Length Coanid Opcode StartingHandle F.nrdo':l_l“'lpgli:np;le RetGrouplype | oC | aBm || FC%
L2cRP-S || 2 0 1 @ 11 0x0007 0x0004 ||0x10  0x0001 0xFFEF 00 28 0x338678 || -38 || OK |
Data Header RSS!
Data®¥pe ||/ /1p WEsW sv MD EDU-Lengen|  O°C  [|(am) | FCS
Enpty PDU || 1 00 o 0 0xAE00DS || -38 || oK |
Data Heade| L2CAP Heade ATT_Read_By_Group_Type_R: RSS!
DEBUTE LLID NESN SN MD rPDU—LEngr.h L2CAP-Length (l:lanId Opcode Length AttData aE— CRC (dBm) &
L2caP-5 || 2 00 a0 24 0x0014 0x0004 | 0x11 _ 0x06 01 00 07 00 00 18 08 00 OR 00 OA 18 0B 00 25 00 12 18 || 0x58FCE7 | -38 || OK |
Data Heade| L2CAP Heade ATT_Read_By_Group_Type_Req RSSI
LIRS LLID NESN SN MD rEDU—I.engI:h L2CAP-Length C:lanld Opcode StartingHandle En::_l:'ll;ﬁ:np;le AttGrouplype EE (dBm) T
Lacap-s || 2 1 0 o 11 0x0007 020004 | 0x10  0x0026 OXFFEF 00 28 0x5R6275 ||_-38 || OK |
Data Header RSS1 |||
DataT¥Pe |77 WESN SN MD EDU-Lengeh| C°C | (aBm|"C*
Empty PDU || 1 1 1 a0 [ 0xAEOBAO || -38 || oK
Data Heade! RSS! [ |
DataType || 110 WEsN sy MD rPDU—Lengr.h (EiE (aBm) ||F€3
Enpty PDU || 1 0 1 o 0 0xBE0DTS || -38 || oK
Data Heade| L2CAP Heade ATT_Read_By_Group_Type_R: RSSI
DataType (/770 WEsW sw D rPDU—LengI:h L2CAP-Lengzh Chantd Opcode Lengsh Recbacn CRC |l (aBmy || <5
L2CAP-5 || 2 00 @ 12 0x0008 0x0004 || 0x11  0x06 26 00 28 00 OF 18 || 0x158266 | -38 || OK |
Data Header L2CAP Header ATT_Read_By_Group_Type_Req RSSI
Data Type LLID MNESN SN MD FPLDU-Length |[L2CAP-Length ChanId |Cpcode StartingHandle EndingHandle AttGroupType CRC (dBm) S
Lacap-s || 2 1 0 o 11 0x0007 020004 | 0x10  0x0029 OXFFEF 00 28 0x055C4D || 38 || Ok |
Data Heade! RSS1 |||
DataType || 7710 wesw s mD rPDU—Lengr.h CRC | (agm) || €5
Enpty PDU || 1 1 1 @ 0 0xAEOBAO || —38 || oK
Data Heade! RSSI || |
DataType | 110 wesw s MD rPDU—I.engl:h (EiE (aBmy ||F€S
Empty PDU || 1 0 1 a0 [ 0xAE0DTS || -38 || ok
Data Header L2CAP Header ATT_Read_By Group_Type_Rsp RSSI
DHETEE LLID NESN SN MD PDU-Length ||L2CAP-Length ChanId ||Opcode Length AttData EiE {dBm) =
L2CAP-5 || 2 00 @ 26 0x0016 0x0004 || 0x11 0x14 29 00 32 00 11 19 0D OC 0B OA 09 08 07 06 05 04 03 02 01 00 ||_0x898D93 || 38 || 0K |
Data Heade| L2CAP Heade ATT_Read_By_Group_Type_Req RSSI
LD LLID NESN SN MD rPDU—LEngr.h L2CRP-Length C:lanId Opcode StartingHandle En:;;?;ﬁ:np;le AttGroupType EE (dBm) e
L2caP-5 || 2 1 0 a0 11 0x0007 0x0004 | 0x10 _ 0x0033 0xFFFF 00 28 0x3C5701 |38 || OK |
Data Heade! RSS! [ |
DataType ||1770 WESN sn MD rPDU—I.engr.h CRC || (agm) || FC5
Enpty PDU || 1 1 1 0 0 0xBEOBAO || -38 || oK
Data Header RsS|[ .|
Dataype ||:77n WesN sw WD PEDU-Length EE aBm) ||F¢*
Empty PDU || 1 0o 1 a0 [ 0xAE0DTS || -38 || oK
Data Header |l L2CAP Header Il ATT_Error_Response Il RSSI
Data®yee |l; 10 wesw sw o PDU-Length || L2CAP-Length Chanld ||Opcode ReqOpCode  AttHandle ErrorCode || EiE (dBm) 5
Tacap-s |l 2 non 0 a llnxnnns nxnnna llnxn1 nx1n NxAN33 aTT uoT Fommniaenay |l nxeanran |l —ze o
Figure 3.39: Read by Group Type Request Read by Group Type Response
LB, master Zif] slave B UUID 3 0x2800 B primaryServiceUUID B9 Attribute Group f52.:
#define GATT_UUID_PRIMARY_SERVICE 0Ox2800
const ulé my_primaryServiceUUID = GATT_UUID_PRIMARY_SERVICE;
22 Y71 demo code, slave BY Attribute table FHE LU T/LAFTEIZER:
a) Attribute Group with attHandle from Ox0001 to Ox0007,
Attribute Value 9 SERVICE_UUID_GENERIC_ACCESS (0x1800).
b) Attribute Group with attHandle from Ox0008 to 0x000a3,
Attribute Value 4 SERVICE_UUID_DEVICE_INFORMATION (Ox180A).
c) Attribute Group with attHandle from OxOOO0OB to 0x0025,
Attribute Value 9 SERVICE_UUID_HUMAN_INTERFACE_DEVICE (0x1812).
d) Attribute Group with attHandle from 0x0026 to 0x0028,
Attribute Value 4 SERVICE_UUID_BATTERY (Ox180F).
e) Attribute Group with attHandle from 0x0029 to Ox0032,
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Attribute Value /3 TELINK_AUDIO_UUID_SERVICE(0Ox11,0x19,0x0d,0x0c,0x0b,0x0a,0x09,0x08,0x07,0x06,0x05,0x0¢

slave FFLLE 5 1> GROUP By attHandle # attValue BY{5 23@3i2 Read by Group Type Response [B]1& 45 master,
BRIE— ATT_Error_Response ZBEFFER Attribute Group ERE[RIE5EEE, Response £53R, master & EX A
AW ALK IE Read by Group Type Requesto

(2) Find by Type Value Request, Find by Type Value Response

Find by Type Value Request #1 Find by Type Value Response #1558 (Core_v5.0) (Vol 3/Part F/3.4.3.3
and 3.4.3.4),

master &JX Find by Type Value Request, 7Ei%ep<HIEERIATNLERAY attHandle, #ETE AttributeType I
Attribute Valueo slave WEIiZ Request [5, 1Bl Attribute table, TEISERIICIATILEEREY attHandle K
| AttributeType #0 Attribute Value FHITEZHY Attribute, 3@3Z Find by Type Value Response [E1E Attributes

Data Type Data Header L2CAP Header ATT_Find_By_Type_Value_Req CRC RSSI fCs
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld [[Opcode StartingHandle EndingHandle AttType AttValue (dBm)
L2CAP-S || 2 1 1 0 13 0x0009 0x0004 ||0x06  0x0001 O0xFFFF 0x2800 OR 18 0x4CEA12 || -54 || OK
1 Data Header RSSI
DataType |l;71T0 NESN SN MD PDU-Lengeth| O C ||(aBm[F€S
1]|Empty EDUJ| 1 0 0 0 0 OxC4COES || -54 || OK |
Data Type Data Header L2CAP Header ATT_Find_By_Type_Value_Rsp CRC R351 FCS
LLID NESN SN MD FPDU-Length ||L2CAP-Length Chanld |(Opcode HandleInfo (dBm)
J|L2CaR-S || 2 1 0 0 9 0x0005 0x0004 ||0x07 OC 00 OE 00 0xF92EDY || -54 || OK |

Figure 3.40: Find by Type Value Request Find by Type Value Response

(3) Read by Type Request, Read by Type Response

Read by Type Request #l Read by Type Response i#i5E8 (Core_v5.0) (Vol 3/Part F/3.4.4.1and 3.4.4.2),

master &IX Read by Type Request, TEi%an<FIEECIATLERAY attHandle, F87E AttributeTypeo slave Y
E3Z Request fa, IBF I Attribute table, 7EfSTERIRRIATLER attHandle FIXEITFS AttributeType BY
Attribute, i@id Read by Type Response [E]E Attribute,

] Data T Data Header L2CAP Header ATT_Read_By_Type_Req
LEs LLID NESN 5N MD FPDU-Length ||L2CAP-Length Chanld ||Opcode StartingHandle EndingHandle AttType
| zacae-s| 2 0 o0 1 11 0x0007 0x0004 ||0x08  0x0001 0xFFFF 00 22 0¥
l Data Header RSSI
Data T CRC FCS
YPe |lL1ID NESN SN MD PDU-Length (dBm)
J|Empty EDU|| 1 1 0 0 i oxe98717| 0 || o
i Data Header RSSI
Data T CRC FCS
YP® |IILTD BESH SN MD POU Length (dBm)
J|Empry EDU|| 1 1 1 0 i oxE9ERBl|| o || o
l Data Header RSSI
DataType |li77n wEsN sw MD PDU-Lengtn| C°° (@gm) || FE5
J|Empty POU|| 1 0 1 0 i oxesscez || o | ok
l Data Header RS5SI
Data T CRC FCS
YPe |lL1ID NESN SN MD PDU-Length (dBm)
J|Empty EDU|| 1 0 0 0 i oxeesica| o || o
] Data T Data Header L2CAP Header ATT_Read_By_Type_Rsp CRC
YPElTTInD WESW SN MD EDU-Length ||L2CAP-Length Chanld ||Opcode Length AttData
Jlzacae-s| 2 1 0 0 14 0x000& 0x0004 |0x09 0x08 03 00 74 53 &5 GC 66 &9 || 0xDB&O:

ar r e — = ir | Ly | L]

Figure 3.41: Read by Type Value Request Find by Type Value Response

LEFfR, master I attType 79 Ox2A00 B Attribute, slave F Attribute Handle /3 00 03 B9 Attribute:
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const u8 my_devName [] = {'t', 'S', 'e', '"L', 'f', 'i1'};

#define GATT_UUID_DEVICE_NAME 0x2a00

const ul6 my_devNameUUID = GATT_UUID_DEVICE_NAME;

{0,1,2, sizeof (my_devName),(u8*)(&my_devNameUUID),(u8*)(my_devName), 0},

Read by Type response A length /9 8, attData I byte JHAIM attHandle 0003, J5E 6 1 bytes
IR Attribute Valueo

(4) Find information Request, Find information Response

Find information request #1 Find information response #1558 (Core_v5.0) (Vol 3/Part F/3.4.3.1 and
3.4.3.2),

master &IX Find information request, IEEFCIAFLERM attHandle, slave WEIZF<E, FiERiaMLER
Ffg attHandle X[ Attribute B9 UUID @3 Find information response [B1& 44 master, Y01 FEIFfR, master
ERIR1F attHandle 0x0016 ~0x0018 =4 Attribute BY information, slave [EIEX = Attribute BJ UUID,

Data T Data Header L2CAP Header ATT_Find_Info_Req CRC rssl |,
ype LLID NESN SN MD PDU-Length ||L2ZCAP-Length Chanld ||Opcode StartingHandle EndingHandle {dBm)
L2CRP-S || 2 o 1 0 g 0x0005 0x0004 |[0x04 00016 0x0018 nx36202F || —38 || ¢
] Data Header RSSI
Data Ti CRC FCS
YP® |TITD NWESN SN MD PDU-Length {dBm)
J|Empey POU|| 1 0 0 0 0 OxRE0ODS || -38 || oK
] Data Header RSSI
Data Ti CRC FCS
YP® |1ITD WESN SN MD PDU-Length (dBm)
J|Empey POU|| 1 1 0 0 0 OXRE0GO6 || -38 || oK
] Data Type Data Header L2CAP Header ATT_Find_Info_Rsp
LLID NESN 5N MD PDU-Length ||L2CAP-Length Chanld ||Opcode Format InfoData
JL2car-s| 2 1 1 0 18 0x000E 0x0004 |[0x05  0x01 16 00 02 29 17 00 08 29 18 00 03 28 || o

Figure 3.42: Find Information Request Find Information Response

(5) Read Request, Read Response

Read Request 1 Read Response IFIFEER (Core_v5.0) (Vol 3/Part F/3.4.4.3 and 3.4.4.4),

master &Ki% Read Request, FEEFXE— attHandle, slave W Z|/Z3&id Read Response BIEFEEM Attribute
B9 Attribute Value (BIRETEIEARE r, HITIZEE), WTEFT.

Data Header L2CAP Header ATT_Read_Req R551
Data T —nead_ CRC FCS
. LLID NESN SN MD PLDU-Length ||[L2CAP-Length Chanld |[Opcode AttHandle (dBm)
La2car-s || 2 o 1 0 7 0=0003 0x0004 ||0x0R  0x0017 0x99CSFD || -38 || ox
Data Header RSS5I
Data T CRC FCS
YPE |IITD NESN SN MD FEDU-Length (dBm)
Empty POU|| 1 0 0 o 0 0xRE00DS || -32 || ox
Data Header R&5I
Data T CRC FCS
YP€ |IIID NESN SN MD EDU-Length {dBm}
Empty POU|| 1 1 0 o0 o 0xBE0G06 || -38 || oK
Data Header L2CAP Header ATT_Read_Rsp RSSI
Data T —Read_| CRC FCS
YPElTITD WESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opeode AttValue (dBm)
L2cap-s || 2 1 1 0 7 0x0003 ox0004 ||0x0B 02 01 0x908247 || -32 || oK

Figure 3.43: Read Request Read Response

(6) Read Blob Request, Read Blob Response
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Read Blob Request #1 Read Blob Response i#iEEH (Core_v5.0) (Vol 3/Part F/3.4.4.5 and 3.4.4.6).

Y slave EA™ Attribute BY Attribute Value BRVKEREITE MTU_SIZE (B#i SDK AR 23) BY, master FERF
F3 Read Blob Request 3Ri%ZEXIZ Attribute Value, MIITETRR Attribute Value BILLS3 B 41X, master £ Read
Blob Request &7 attHandle F ValueOffset, slave WEiZm<E, IKEIFIMZAY Attribute, 1RHE ValueOffset
{Ei&3d Read Blob Response [E]& Attribute Value (FI&E T EIEK *5( ry PATIZERED o

W FEFAR, master i slave B HID report map (report map BK, miZiBid 23) B, B &KX Read Request,
slave [B] Read response, & report map BI—&B453 #IB[EI4: master, ZJfF master £ Read Blob Request,

slave 1@3¥ Read Blob Response [BI¥4#ELS masterso

Data Header

L2CAP Header

ATT_Read_Req

RSSI

Figure 3.44: Read Blob Request Read Blob Response

(7) Exchange MTU Request, Exchange MTU Response

Exchange MTU Request #l Exchange MTU Response #i5 &
3.4.2.2)o

WM TFEETAR, master # slave 1@

71
|:|
"W

DataT¥Pe (|| /D NESW SN MD EDU-Length |L2CAP-Length Chanld |[Opceds attHandle| °C [ asmy|/FC%
TacaF-s || 2 01 o 7 0x0003 0x0004 [|0x0n 00020 oxFanca7 || -3 || ox |
Data Header RSSI
DataTyPe ||/ 1n NESN sw MD EDU-Lengtn| C'C (a8m) ||F€3
Erpry Fo0|| 1 0o o0 o 0 oxarooDs || -3 || ok
Data Header RSSI
DataType ||/ 1n NESN sw MD EDU-Lengtn| C'C (a8m) ||F€3
Erpry o0 1 1 0 o 0 oxaroe0e || -3 || ok
Data Header L2CAP Header ATT_Read_Rsp RSSI
DataTYRe (| /D NESW SN MD EDU-Length ||L2CAP Length Chanid ||opcode Attvalue CRC |l (aBm) [ FC5
Tacar-s || 2 11 0 27 0x0017 0x0004 ||0x05 05 01 03 02 AL 0L 85 01 09 0L AL 00 05 09 19 01 29 03 15 00 25 01 || oxEE&sDD|_—38 | oK |
— Data Header L2CAP Header ATT_Read_Blob_Req cRe RSS! | cs
ILID NESN SN MD FPDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset (dBm)
Tacar-s || 2 0 1 o ) 0x0005 0x0004 [[0x0c oxo020 0x0016 oxersEes || -3 || ox |
Data Header RSSI
Data Ty CRC FCS
YPS |II1ID NESN SN MD PDU-Length {dBm)
Empty PoO|| 1 0 o0 o 0 oxar00Ds || -3a || ok
Data Header RSSI
Data Ty CRC FCS
YPS |IIIID NESN SN MD PDU-Length {dBm)
Erpty PoO|| 1 1 0 o 0 0xAE0606 || —38 || oK
Data Header L2CAP Header ATT_Read_Blob_Rsp RSSI
Data Ty —Read Blob | CRC FCSs
ype LLID NESN SN MD PDU-Length ||[L2ZCAP-Length Chanld |[Opcode PartAttValue (dBm)
Tocar-s5 || 2 1 1 o 27 0x0017 0x0004 |[0x0D 75 01 95 03 81 02 75 05 95 01 81 01 05 01 09 30 09 31 09 38 15 £1 || oxaDEeFa | 38 | oK |
— Data Header L2CAP Header ATT_Read_Blob_Req - RSl |[rcs
LLID NESN SN MD PDU-Length |L2CAP-Length Chanld ||Opcode AttHandle ValueOffaet (dBm)
Tacar-s |l 2 o1 0 ) 00005 ox0004 lloxoc oxo020 0x002C oxss70ee |l —3e 1ok

i {Core_v5.0) (Vol 3/Part F/3.4.2.1 and

Bid Exchange MTU Request #1 Exchange MTU Response X133 /5 B9 MTU

Sizeo
Data Type Data Header ! L2CAP Header || ATT_Exchange_MTU_Req CRC RSSI FCs
LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode ClientRxMTU (dBm)
L2CAP-S || 2 0 1 0 7 00003 0x0004 [ 0x02 _ 0x009E oxc70102 || -38 || ox
Data Header L2CAP Header ATT_Exchange_MTU_Rsp RSSI
DataTyPe|i;11D NESN SN MD EDU-Length | L2CAB-Length Chanld |Opcode Servermwtu |  “°C  ||(a8m)|/F¢°
L2CAP-S || 2 0o 0 0 7 0%0003 0x0004 [[0x03 _ 0x0017 ox1D8eE1 || -38 | ok

Y Telink BLE Slave GATT EMIREIRES RS 2P HITEE—

B,

FEERFIM master 3

Figure 3.45: Exchange MTU Request Exchange MTU Response

BHENT K GATT BKEHIENK ..

blc_att_setRxMtuSize () I&E Rx MTU A/NBY, &

B 3.2.8 /N5HER
# size KF 23 ME&Eoh#

1 RF B KENHIE, WhE GATT BREMHE
BWNWAHB RX MTU size, WFEE MTU size exchange BJi3F2, MTU size exchange Y
#Y Telink Ble SDK F, Y slave TR
173 MTU FIE#H DLE,

iR
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a) AP B LUEIE M GAP event EIEHFFE eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU 3K3IKEX
EffectiveRxMTU, HA:

EffectiveRxMTU=min(ClientRxMTU, ServerRxMTU).

R “GAP event/ NI SIFHNZE GAP evento
b) Slave GATT BUIRKBEIERILLIE,

Slave ServerRxMTU BRIAA 23, SEPRERA ServerRxMTU AJ LA #5E) 250, B master Ui 250 4 byte FI9 &
BIRTE Slave A LUEMN TR EIEE ES . SNAPFEMFEAE master WD EEHE, FETE APl &E&
£ Slave ImAY RX size:

ble_sts_t blc_att_setRxMtuSize(ulé6 mtu_size);

REETIR:

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 e8]

GATT_ERR_INVALID_ PARAMETER Dl SDK HENX mtu_size K FERAIE 250

R Master GATT BEKBEHIEEELRIXL Slave, Master i 5N AR ATT_Exchange_MTU_req, UIbAT
Slave [B]& ATT_Exchange_MTU_rsp, EM ServerRxMTU JJ_EME API: blc_att_setRxMtuSize iIEBMIE, IR
FBFEMT GAP event, FEFBT eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, FFPALITE GAP
event [EIFREFIREY EffectiveRxMTU F Master A ClientRxMTUo

c) Slave GATT BAKSIHIERNLIE,

Y Slave BEE GATT BRREKBEIERN, FELIKENE Master B Client RxMTU, RAMNFIEKEREKRT
ClientRxMTU,

Slave Z&fFH API blc_att_setRxMtuSize IRB H M ServerRxMTU, {RIZIEH 158,

blc_att_setRxMtuSize (158) ;

BiEARTE APl Esh&FE— ATT_Exchange_MTU_req:

ble_sts_t blc_att_requestMtuSizeExchange (ul6 connHandle, ul6 mtu_size);

connHandle 4 Slave conection 9 ID, 9 BLS_CONN_HANDLE, mtu_size JJ ServerRxMTU,

blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, 158);

Master WL ZE| ATT_Exchange MTU_req /5, [EI& ATT_Exchange_MTU_rsp, SDK Y E rsp 5, it 5 Effec-
tiveRxMTU. SN AP EM T GAP event HFBEFFET eventMask: GAP_EVT_MASK_ATT_EXCHANGE_MTU, M
EffectiveRxMTU 1 ClientRxMTU & IR B F,
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(8) Prepare Write Request

Y User K Prepare Write Sn ¥ REMEIER, HEMEIEATF 260Bytes, Slave ifa]gEHIUEWEIER T
BER, XZ2HT Telink Ble SDK MR ERIAIRER Buffer K/N\JJ 260Bytes, &xfGH 3Bytes A FREH
EBNEE, User AJ LU FTSEPREZA, A API blc_att_setPrepareWriteBuffer R BEXIREFFHEH Buffer
Ko

void blc_att_setPrepareWriteBuffer(u8 *p, ulé len);

S8 p NIEMEIKTE buffer AYIEET, len AIRTE Buffer BIKE.
(9) Write Request, Write Response

Write Request 1 Write Response #1288 (Core_v5.0) (Vol 3/Part F/3.4.5.1 and 3.4.5.2)

master &31X Write Request, 18E X1 attHandle, HHiHHEXEIE, slave EIfG, XEIFETEM Attribute, 1R
1B user EBHIRE TEIARE w REHIBZEALRIARE w RMEBEREES A\XMNH Attribute Value, F[E]
£ Write Responses

TEFfR 7 master [A attHandle J9 0x0016 B Attribute 5\ Attribute Value /3 0x0001, slave YEIEHIT
ZE11E, HIal Write Response,

Data Header L2CAP Header ATT_Write_Req RS5I
DataType | /70 WESW SN MD PDU-Length |L2CAP-Length Chanid ||Opcode AttHandle Attvalue CRC (@Bmy || F€3
L2CRE-5 || 2 o 1 @ g 0x0005 0x0004 |[0x12  ox0016 01 0o 0xDCE476 || —32 || oK
Data Header RSSI
DataType |;77n NESN SN MD FPDU-Length CRC (aBm) || FE3
Empty FOU|| 1 0o 0 o 0 0xRE0ODS || -38 || oK
Data Header RSS!
DataTyPe |17 70 NESN SN MD FPDU-Length CRC (aBm) || FC5
Empty EOU|| 1 1 0 @ 0 0xAECG06 || -38 || OK
Data Header L2CAP Header ATT_Write_Rsp RS5I
Data T Virite_ CRC FCS
YPEITIID WESN SN MD FEDU-Length ||L2CAP-Length ChanId ||Opcode {dBm)
L2CRE-5 || 2 1 1 0 5 0x0001 0x0004 |[0x13 0xFBEDB1Z || —38 || oK

Figure 3.46: Write Request Write Response

(10) Write Command

Write Command #1288 (Core_v5.0) (Vol 3/Part F/3.4.5.3)0

master &i%x Write Command, I8ER attHandle, HHIHIEXEIE. slave WEIG, IHEIFEER Attribute,
RIE user BERIKE T EIAKRE w RELHIESFEALERE w KMIBEZEIZES AM Attribute Value, R
EEFEIEE,

(11) Queued Writes

Queued Writes B2 Prepare Write Request/Response #1 Execute Write Request/Response & ATT Y, ¥
BABRILUBE (Core_v5.0) (Vol 3/Part F/3.4.6/Queued Writes)o

Prepare Write Request 1 Execute Write Request A] SIS0 FARFHINAE :
a) RIBKEMENES NI,
b) AFE—MEBPITHREFIRMEPRENZME,
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Prepare Write Request 828 AttHandle. ValueOffset ] PartAttValue, :X# Read_Blob_Req/Rsp Z{Mho Xist
BH Client BERT IATERASIFEZ S NEME, oI LUEE— M KEMENS M. X, EEERITERINT
Z 81, Client AILIAEEBHNFIBEED#EEES N Servero

&k HA0 SDK iRAXFHFKEEET NI, KEMERAKENTEFT 244 F15

WITEFRR, master [ slave ZMFUHEREKNFFRIE: "1 am not sure what a new song” (FHEITIZHEIL
23, EABRIA MTU IBRT) B, B%kiE Prepare Write Request, 1®# 0x0000, 3"l am not sure what"ZB
DEIRE LA slave, slave A master [B] Prepare Write Response, ZJ& master &i% Prepare Write Request,
fm#5 0x12, ¥ " a new song” BFDEIES LS slave, slave [A master [B] Prepare Write Response, % master
BEEMESLIERME, KX Execute Write Request 45 slave, Flags 9 1: RRGILENER, slave BE

Execute Write Response, EA™ Prepare write I3 2455R,

XEBIATILLEF Prepare Write Response BB &IFRAHY AttHandle. ValueOffset # PartAttValue, X#¥
HHB A T HIBE 2 TN, Client ATLLATEL Response #1 Request FIFERME, HRESHIEIR ERIE
W

Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp
yp LLID NE3N 35N MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueODffset PartAttValue
L2CAP-S || 2 0 1 o0 27 0x0017 0x0004 ||0x17  0x0015 020000 49 20 61 6D 20 GE GF 74 20 73 75 72 65 20 77 68 61 74| 0
Data Type Data Header L2CAP Header ATT_Prepare_Write_Req CRC R35I FCs
LLID NESN SN MD FDU-Length [|L2CAP-Length Chanld [(Opcode AttHandle ValueOffset PartAttvalue (dBm)
L2CAP-S || 2 0 0 o0 20 0x0010 0x0004 ||0x16  0x0015 020012 20 61 20 6E 65 77 20 73 6F 6E 67 | 0x98D4A6 || -54 | O |
Data Header RS31
DataT¥pe ||/ 7 70 WEsN sw MD EDU-Length CRC (aBm ||F€3
Empty PDU|| 1 1 0 o0 0 0x071388 || 54 || o
Data Header R5SI
Data Ty CRC FCS
YP® |IIIID WESN SN MD EDU-Length (dBm)
Empty EDU|| 1 1 1 0 0 0x071E2E || —54 | o
Data Type Data Header L2CAP Header ATT_Prepare_Write_Rsp CRC RSSI ECS
e LLID NESN SN MD PDU-Length ||L2CAP-Length Chanld ||Opcode AttHandle ValueOffset PartittValue (dBm)
L2CAP-5 || 2 0 1 a0 20 0x0010 0x0004 |[0x17 _ 0x0015 0x0012 20 61 20 6E 65 77 20 73 6F 6E 67 | 0xFF7984 || -54 || oK |
Data Header L2CAP Header ATT_Execute_Write_Req RSSI
Data Ty = e CRC FCS
YPe|1LID NESN SN MD EDU-Lengch ||L2CAE-Length Chanld ||Opcode Flags (dBm)
LacaP-s || 2 0 0 o [ 0x0002 0x0004 ||0x1z  oxo1 0x24D166 || —54 || o
Data Header RSSI
Data Ty CRC FCS
YP€ |LLID NWESN SN MD EDU-Length (dBm)
Empty EDU|| 1 1 0 o0 0 0x071388 || —54 | o
Data Header RS31
DataType |l;77h WEsw sy Mp  PDU-Length ELE (@sm) || F¢*
Empty EDU|| 1 1 1 o0 0 0x071E2E || —54 | o
] Data Header RSSI
Data Ty CRC FCs
YP€ |II1ID WESN SN MD EDU-Length (dBm)
Empty POU|| 1 00 o0 0 0x071558 || 54 || oK
] Data Header L2CAP Header ATT_Execute_Write_Rsp R5SI
Data Ty = s CRC FCS
YPE|TIID WESN SN MD DU Length ||L2CAP-Length ChanId |Opcade (dBm)
L2CAP-5 || 2 0 1 o 5 0x0001 00004 ||0x13 0x430D57|_-54 || oK |

Figure 3.47: Write Long Characteristic Values 3l

(12) Handle Value Notification

Handle Value Notification 11§58 (Core_v5.0) (Vol 3/Part F/3.4.7.1)
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Parameter Size (octets) Description

Attnbute Opcode 1 0x1B = Handle Value Notification
Attribute Handle P The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The cumrent value of the attribute

Table 3.34: Format of Handle Value Notification

Figure 3.48: BLE Spec # Handle Value Notification

LEFFRA BLE Spec # Handle Value Notification B0

i% BLE SDK 12t API, AAFE Attribute BY Handle Value Notification, user XD API LUIEBEEE
notify BY¥4# push ZIKEH BLE B fifo, X IRSERIIHIWA € interval BRI fifo BYEIE push ZIRE
# fifo, RLZENE RF ZiXHE,

(13) Handle Value Indication

Handle Value Indication ¥I5&88 {Core_v5.0) (Vol 3/Part F/3.4.7.2),

Parameter Size (octets) Description

Attribute Opcode 1 0x1D = Handle Value Indication
Attribute Handle 2 The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The current value of the attribute

Table 3.35: Format of Handle Value Indication

Figure 3.49: Handle Value Indication in BLE Spec

LEFfRA BLE Spec H Handle Value Indication BIA& =X,

i% BLE SDK 121t API, BFE Attribute BY Handle Value Indication. user JERX API LUEBE 2 EE indicate
BYEE push ZIEKER BLE BRMF fifo, MMYARSTERIEBIWA & interval BYREEE fifo BYEIE push ZIREH fifo,
B&ET RF BixH %,

ble_sts_t blc_gatt_pushHandleValueIndicate (ul6 connHandle, ul6 attHandle, u8 *p, int len);

WEAEZ AP B, BXNBFIEEREOEMNREZE N BLE_SUCCESS: 1. & FE MM ERE, 3 AP R[E|E:
SMP_ERR_PAIRING_BUSY; 2. &b FINZZMEZRT, ¥ APIR[ENE: LL_ERR_ENCRYPTION_BUSY; 3. ¥ len X
F ATT_MTU-3 BY (3 2 ATT BEBERERKE opcode # handle), BB AXAIEIEKE PDU BHT ATT B
SRR A PDU KE ATT_MTU,

FE—NBE connHandle AXTR GATT BRZ M connHandle , $=N8¥K attHandlehandle JIXI R Attribute BY
attHandle, B=1ME p ABRZENELERNEFHIENLIETH, FENESH len IBEAZENIBIENFTH. Z
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API 2B EpHFEINEE (1RHE EffectiveMaxTxOctets 53 BAE, BIHERRE RF TX RARIXF T8, DLE BJfE
RNEZME, BIAN 27, TXRBNMRBEEM AP, IET), IR—MRKIEBIEIRMZ 1 BLE RF packet &ix
HE, PR len AIASZFHME K.

BLE Spec BHMIE T H&— indicate FUEKIE, #EZEE] Master #Y confirm 7 BEIAN indicate AYIH, RATHESR
BERIXET— indicate kiR,

Link Layer 7E Conn state BY, —RRIE'R FEIZIEHEZ API AT LIRRIN push EUREIRB G fifo, BHfFE/E—LE
BFHRIBERSSEZ AP ERKY, RIERENE ble_sts_t AJL T BN NAEIRERE. EiNNARERZ AP BY,
BWE—TRE{EREE N BLE_SUCCESS, &R BLE_SUCCESS, NEBEHF—EITEGEE X push. REIEY
RINTo

ble_sts_t Value ERR Reason

BLE_SUCCESS 0 AN IH

LL_ERR_CONNECTION_NOT_ ESTABLISH Il SDK HEX Link Layer #&F None Conn
state

LL_ERR_ENCRYPTION_BUSY I, SDK HE X A FECIHINZMNER, FRERIE
R

LL_ERR_TX_FIFO_NOT_ENOUGH Tl SDK FRENX BARIEEASTEET, W
Tx fifo %A

GATT_ERR_DATA_PENDING_DUE 0, SDK HEX. WTFEFIRSMER, FaeLEIE

_TO_SERVICE_DISCOVERY_BUSY

GATT_ERR_PREVIOUS_INDICATE_ Tl SDK HENX BI— indicate #UETREE®

DATA_HAS_NOT_CONFIRMED master ffIA

(14) Handle Value Confirmation

Handle Value Confirmation #1558 (Core_v5.0) (Vol 3/Part F/3.4.7.3)o

N ARBE®SIEBE—X bls_att_pushindicateData (8¢#& A blc_gatt_pushHandleValuelndicate) , [ master &
IX indicate #¥3EfG, master ZEIE— confirm, RAEFXNMEIERFAIN, A slave ARTUUBELET—
indicate $X#E,

Parameter Size (octets) Description

Attribute Opcode 1 0x1E = Handle Value Confirmation

Table 3.36: Format of Handle Value Confirmation

Figure 3.50: BLE Spec H1 Handle Value Confirmation

MEBERTILIEL, Confirmation FHAFEEITH—MEIK handle BIHEIA, XFFAEARIE handle E£RY indicate
BIEE A —[B1E —™ Confirmation,

RNTILNBRET#EAEHEZER indicate data @B BELA# Confirm, AP R LUEILEM GAP event B, HFFE
EMZAY eventMask: GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM 3E3XEX Confirm H, 2SS GAP event”/\
TEMANE GAP evento
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3.3.3.4 GATT Service Security

TE48 GATT Service Security Bi, FAF R LA T ##—T SMP fBXxHIRA,

BHEE SMP ETIEXENFA

TR,

THR LE BB A, IMEBFRFEMEANR,

TEIR BLE spec A8 GATT IREZ L FER RS IFEKRZ B KR, FMRILIEZE (core5.0) (Vol3/Part C/
10.3 AUTHENTICATION PROCEDURE),

Local Device Pairing Status
Link Local Device's Unauthenticated | Authenticated | Authenticated
Encryp- | Access LTK or LTK or LTK with
tion Requirement |No LTK Unauthenticated | Authenticated | Secure
State for Service Mo STK STK 5TK Connections
None Request Request Request Request
succeeds succeeds succeeds succeeds
Encryption, Error Resp.: |Error Resp.: Error Resp.: Error Resp.:
No MITM Insufficient Insufficient Insufficient Insufficient
E Protection Authentication | Encryption Encryption Encryption
o
E‘ Encryption, Error Resp.: |Error Resp.: Error Resp.: Error Resp.:
s MITM Insufficient Insufficient Insufficient Insufficient
5 Protection Authentication | Encryption Encryption Encryption
Encryption, Error Resp.: |Error Resp.: Error Resp.: Error Resp.:
MITM Protec- |Insufficient Insufficient Insufficient Insufficient
tion, Secure |Authentication | Encryption Encryption Encryption
Connections
None Request Request Request
succeeds succeeds succeeds
Encryption, Request Request Request
No MITM succeeds succeeds succeeds
T Protection N/A
4 - (Not possible -
> Encryption, to be Errar .R.esp._ Request Request
2 MITM _ encrypted Insufﬂmgnt_ succeeds succeeds
w Protection without LTK) Authentication
Encryption, Error Resp.: Error Resp.: Request
MITM Protec- Insufficient Insufficient succeeds
tion, Secure Authentication Authentication
Connections

Table 10.2: Local device responds to a service request

Figure 3.51: ARSSIARMMN AREY X &
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RAAEURBERENEE:
- BVIBRHFIEED slave REREXRTFMERTTEX;

« 8%l (local Device’s Access Requirement for service) MERF IR BRI ATT RAPKFHEAIAR (Permission
Access) IRBEEX, W TEFIR;

. %:@Jiﬁ?ﬂ 4 PFF, X4 NFHINFEZEE LE Z2RH 1 FTEMRS (BERME SRS SR

a) No authentication and no encryption

b) Unauthenticated pairing with encryption
c) Authenticated pairing with encryption
d) Authenticated LE Secure Connections

/** Bdefgroup ATT PERMISSIONS BITMAPS GAP ATT Attribute Access Permissions Bit Fields
* el
* (See the Core vb.0(Vol 3/Part C/10.3.1/Table 10.2) for more information)

=
#define ATT PERMISSIONS AUTHOR 0x10 //Attribute access(Read & Write) requires Authorization
#define ATT PERMISSIONS ENCRYPT 0x20 //Attribute access(Read & Write) requires Encryption
#define ATT PERMISSIONS AUTHEN 0x40 //Attribute access(Read & Write) requires Authentication(MITM protection)
#define ATT PERMISSIONS SECURE CONN 0x80 //Attribute access(Read & Write) requires Secure Connection
#define ATT PERMISSIONS SECURITY (ATT PERMISSIONS AUTHOR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN | ATT PERMISSIONS SECURE CONN)

//user can choose permission below

#define ATT PERMISSTONS READ 0x01 //!'< Attribute is Readable

#define ATT PERMISSIONS WRITE 0x02 //!< Bttribute is Writable

#define ATT PERMISSIONS RDWR (ATT PERMISSIONS READ | ATT PERMISSIONS WRITE) //'< Attribute is Readable & Writable

#define ATT_ PERMISSIONS ENCRYPT READ (A'I'I'_PERHISSIONS_HEAD | A'I'I'_PERMISSIONS_ENCRYP'I') //1< Read requires Encryption

#define ATT PERMISSIONS ENCRYPT WRITE (A'I'I'_PERHISSIONS_WRITE | A'I'I'_PERMISSIONS_ENCRYP'I') / /1< Write requires Encryption

#define ATT PERMISSIONS ENCRYPT RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT) //'< Read & Write requires Encryption

#define ATT PERMISSIONS RUTHEN RERD {A'I'I'_PERHISSIONS_HEAD | ATT PERMISSTIONS ENCRYPT | A'I'I'_PERHISSIONS_B.UTHEN) //1< Read requires Authe
#define ATT PERMISSIONS RUTHEN WRITE (A'I'I'_PERHISSIONS_WRITE | ATT PERMISSTIONS ENCRYPT | A'I'I'_PERHISSIONS_B.UTHEN) //1< Write requires Autl
#define ATT PERMISSIONS AUTHEN RDWR (ATT PERMISSIONS RDWR | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN) //'< Read & Write requi:
#define ATT PERMISSIONS SECURE CONN _READ {A'I'I'_PE.RMISSIONS_READ | ATT PERMISSIONS SECURE CONN | ATT_ PERMISSIONS ENCRYPT | A'I'I'_PERMISSIONS_AJJTHEN)
#define ATT PERMISSIONS SECURE CONN WRITE (A'I'I'_PERHISSIONS_WRITE | ATT PERMISSIONS SECURE CONN | ATT_PERMISSIONS ENCRYPT | A'I'I'_PERHISSIONS_B.UTHEN)
#define ATT PERMISSIONS SECURE CONN_RDWR (ATT_PERMISSIONS RDWR | ATT PERMISSIONS SECURE CONN | ATT PERMISSIONS ENCRYPT | ATT PERMISSIONS AUTHEN)
#define ATT PERMISSIONS AUTHOR READ {A'I'I' PERMISSIONS READ | ATT PERMISSIONS E.U'I'HOR) /1< Read requires Authorization

#define ATT PERMISSIONS RUTHOR WRITE (A'I'I' PERMISSIONS WRITE | ATT PERMISSIONS B]Tl'HEN) / /1< Write requires Buthorization

#define ATT PERMISSIONS AUTHOR RDWR (A'I'I' PERMISSIONS RDWR | ATT_PERMISSIONS BH'I'HOR) //1< Read & Write requires Authorization

Figure 3.52: ATT Permission EX

2% GATT service security BYSRINER SMP ¥ S M EBIEZIFNRS T E2AINIKE. ATT XH
BN RIRESTHEXR, MAR master WEXR, LLIFEA] slave IREH SMP EEZFHNREERE
Authenticated pairing with encryption, B2 master A& REEZE2F R Z Unauthenticated pairing with
encryption, ILBFENER ATT RAOENBIFMEIIPRZ ATT_PERMISSIONS_AUTHEN_WRITE, BBA master 5
ZHE, RIEIEMESFEABHEIR,

BARILUKTE ATT RAAFFEARSIIAI TR A

Eba0 slave IS E X HNEE L 2R FIE Unauthenticated pairing with encryption, B REEIEFERKIE
Security Request XA EMMA master FFIAEEXS, BBARF I LERELRS notify BN P InfFEEEE
(Client Characteristic Configuration, f&#k CCC) BRI PRIZE /I ATT_PERMISSIONS_ENCRYPT_WRITE, #B
24 master REEZ CCC fg, slave REIEER LGRS, XA master BRI MNZ Rz,

N ==
AE:
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BREENRZEEAINRRTEREZEIFNESZTEET, RE ATT RPFEMNE (ATT Permission)
ABEEPEMN RS RAFLAT LUBEE GATT service security BiF, 3T LE Z2iR 1 FER 4 K
I, SNRAFP RIEE Authenticated LE Secure Connections —F4& 5!, MARUFIIEEZHF LE Secure
Connections only.

GATT Z2L&FNBRBIAF T LIS B91_feature/ feature_gatt_security/app.co

3.3.4 SMP

Security Manager (SM) 7 BLE FRIFEEHMEN LE ISFREMBIAEENZ T Key, HERIIEHINZ M,
MEHRAIURRERE=F"REEEZEH. REIEXMTPHRIEREAS. SMP FHARIERAFRSE
{Core_v5.0) (Vol 3/Part H/ Security Manager Specification)s

3.3.4.1 SMP K54

BLE 4.2 Spec #ii¥ 7T —M#RELR £1EE (LE Secure Connections) EEXAI, FEHARER LS EES#H
—185g, M BLE4.2 UaifVE A RIENARESREXS (LE legacy pairing) o

[BIF GATT service Security”/\T3, RIENIZAMIGE B ITIRASERMT:

Local Device Pairing Status

Unauthenticated | Authenticated | Authenticated

LTK or LTK or LTK with
No LTK Unauthenticated | Authenticated | Secure
No STK STK STK Connections

Figure 3.53: ZIIGEECIPIRE

XOMNRE DI LE 2R 1 B98N R5!:
a) No authentication and no encryption (LE security model level1)
b) Unauthenticated pairing with encryption (LE security mode1 level2)
c) Authenticated pairing with encryption (LE security mode1 level3)
d) Authenticated LE Secure Connections (LE security mode1 level4)
HIFAI B ZE (Core_v5.0) (Vol 3//Part C/10.2 LE SECURITY MODES)
AR ARRFIRENRERF RARTAIRZEFAUEEINESLEE2R, BEAFKENRELERTEA
REX:
a) master MIFBTHLHFNBBRLET >=slove BHIETLHELHNBEBRLRI;

b) ZAUEFIN IHIRIRE BIRER] SMP SHIEMA RN ENRIE (WRFEEXRYIE).

g
1
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2ZH0ki5E, AREMERIRE slave ImfEBTIFHNRELZEEFRE model level3, BEIER slave B master 1%
BARTIFEMNNE (HREREHF model levell) , BBAEIEG slave fl master AR HFITEIXT TR, slave 32
FRMERNZEEKTIZ model levello

FARBILUEI U T APl IGE SM RBEZFFIERE R ER:

vold blc_smp_setSecuritylLevel(le_security_mode_level_t mode_level);

WEEZER le_security_mode_level_t BAEX BT :

typedef enum {

LE_Security_Mode_1_Level_1 = BIT(0), No_Authentication_No_Encryption = BIT(0),

< No_Security = BIT(0),
LE_Security_Mode_1 Level 2 = BIT(1), Unauthenticated_Paring_with_Encryption = BIT(1),
LE_Security_Mode_1_Level_3 = BIT(2), Authenticated_Paring_with_Encryption = BIT(2),
LE_Security_Mode_1_Level_4 = BIT(3),

< Authenticated_LE_Secure_Connection_Paring_with_Encryption =BIT(3),

}le_security_mode_level_t;

3.3.4.2 SMP &#{fd&

Telink BLE SDK At SMP S#ECENAFEFELS: SMP ONMNLeFRWECERTT, slave B9 SMP IHEaEB RIAESZ I

MEE%R5=Z LE security mode1 level4,
(1) LE security mode1 levell

L2RF 1 RFREFZIFMEZEX, NRFEZH SMP I, AR RFEEVRAMAFIEBINM TR

blc_smp_setSecurityLevel(No_Security);

RTRFHRARI LFNERH TR NZ LI, BMENAIEREXINER, ’EFHEIELEITNZ, —RH
F YIS EAR LIS EMBEXNANTTE, MTE, master KEZECXIEK, slave [BIE SM_Pairing_Failedo

Gxzaciases|| s> || ok ||Empty Pou]| 1 10 o 0 || oxoooo11 || —ss || ok ]

) Data Header L2CAP Header SM_Pairing_Req
peess Address | Direction || ACK Status || Data T¥pe /11 ypoy s MD  PDU-Length ||L2CAP-Length Chanid ||Opcode I0Cap OOBDataFlag AuthReq MaxEnckeySize InitKeyDist Respkeybist| = |
lox2ac793CS 2 oK Lacap-s | 2 1 1 0 11 0x0007 0x0006 [lox01 _ox04  oxao 0x05 0x10 0x07 0x07 £x000014
= 2 L

Data Header
LLID HESN SN MD FPDU-Length
1 0 1 0

tcess Address || Direction || ACK Status || Data Type

Empty PDU

Rss ||
:aam
RSS!
:dam)

Data Header L2CAP Header |\ SM_Pairing_Failed ||
LLID NESN SN HD PDU Lengl:h LZCAP L2CAP-Length Chanld |/Cpcode Reason
0K L2caP-5 || 2 1 0x0002 0x0006 | 0%05 _ 0x05

T LI I Ll Rata Header 1M el

0x2ACTI9CS OK 0x000014

Data Header
LLID NESN SN MD PDU—LEm][:h
1 a [1] a

tcess Address || Direction || ACK Status || Data Type

Empty PDU

|0x2RCT93C5 oK 0x000015

RSS!
(dBm)
-54

tcess Address || Direction || ACK Status || Data Type FCS

0x2ACTISCS | 0x00000E OK

Figure 3.54: #l81 /R Pairing Disable

(2) LE security mode1 level2

RBERT) 2 RRE RS 215 Unauthenticated_Paring_with_Encryption, SRR MEZEEZLET AT
B9 Just Works BEXHET,
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A BRI SMP BEAELSAVEIR, F1HE SM BB A EEIEERMBN LT SEEACN, SDK BT AP
BTGB R B s BLE4.2 FiNZR4EE:

vold blc_smp_setParingMethods (paring_methods_t method);

#2EZAY paring_methods_t BAENX B TF:

typedef enum {

LE_Legacy_Paring =0, // BLE 4.0/4.2
LE_Secure_Connection = 1, // BLE 4.2/5.0/5.1

}paring_methods_t;

B. {8/ LE security model levell LIMNIL LT EEEMMLNEIRARINT APl BFHHBK SMP ZEHEE, &
FEGPE X I8 FLASH FOFIATKECE :

int blc_smp_peripheral_init (void);

MNREVRUMERRIER T % APl, Nl SDK 2EARIASHERE SMP:

- RMAZHNREEREER: Unauthenticated_Paring_with_Encryption;
- BRAGPEETN: Bondable_Mode (EEECXMINZE G5 &RY KEY E| FLASH) ;
« 2N 10 BE/I2 I0_CAPABILITY_NO_INPUT_NO_OUTPUT,

U LEERIASHZILIRIESECH Just Works IRIVECERY, FRULAF RIAAX AP, B TFEE T LE security

mode1 level2, @i A #1 B FEA1%03& LE security mode level2 BRFHECE :
A IEFEEEESEMNT Just works FIFIIBILECE :

blc_smp_peripheral_init();

B. REESELEERET Just works FUFJRTLECE::

blc_smp_setParingMethods(LE_Secure_Connection);
blc_smp_peripheral_init();

(3) LE security mode1 level3

2R 3 RRNIEEFRSZIF Authenticated pairing with encryption, MEFRE IR TH Passkey Entry.

Out of Band Z,

&R FEIREZHF Authentication, MEtEFEEIKM S ERREN NS FMEIEME, BLEAHTWNT

=% Authentication F3h:

- BEASEHAN, NRERAERENERTRES, BI—HER K, Z—HRAEER TK (b4l Passkey

Entry) ;

- ECXBYMM 78I IE BLE RF fRHIA AR E—LEER, #ITEEMEXR(E (W Out of Band, —ARiEE

NFC &% TK) ;
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- BE BT TK Just Works, FERIGEI9ERE TK: 0). EEFEM R E 3 1A ETF Unauthenticated,
FRLA Just works BV R EKFIFTR LE security model level2,

Authentication BEMHRECK XS SHHEEN, REXMAXMRIPXETUMA MITM (Man in the Middle) &
B AR,

A. B Authentication VISR EIZEH MITM flag 3 OOB flag, SDK =TI API BFIRE MITM H
OOB flag BY{&:

void blc_smp_enableAuthMITM (int MITM_en);
void blc_smp_enableOobAuthentication (int 00B_en);

Hh&% MITM_en. OOB_en BB 0 3¢#& 1, O XMR/KAEE; 1 MRfERE,

B. #R4E Authentication ZRBITA, SMIRMHT ZRENF R, X=LHFANEFRKHTE NG AEH 10 88
71, Ffl] SOK It TN MZROR TERE SR EEERY 10 8

vold blc_smp_setIoCapability (io_capability_t ioCapablility);

MEE2ERY i0_capability_t BEfAEXNBNTF:

typedef enum {
I0_CAPABILITY_UNKNOWN = Oxff,
IO_CAPABILITY_DISPLAY_ONLY = 0,
I0_CAPABILITY_DISPLAY_YESNO 1,
I0_CAPABILITY_KEYBOARD_ONLY 2,
I0_CAPABILITY_NO_IN_NO_OUT = 3,
I0_CAPABILITY_KEYBOARD_DISPLAY = 4,

} io_capability_t;

C. EAREMER T MITM. OOB flag {ERFIN:

Initiator

OOB Set OOB Not Set | MITM Set MITM Not Set

OOB Set Use OOB Check MITM
OOB Not Set | Check MITM | Check MITM

Use Use

MITM Set |O Capabilities | 10 Capabilities

Responder

Use Use

MITM Not Set |O Capabilities | Just Works

Table 2.6: Rules for using Out-of-Band and MITM flags for LE legacy pairing

Figure 3.55: {4 ECxiRT T MITM. OOB flag f£ AN
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RESIRBAMIGENMIFIZEL 00B LUK MITM flag JAEMFR 00B ANIERIRIE 10 BETIRE LR AR
KEY P45 . FEIR SDK 1RHE 10 8IS X RIEFEARRM KEY F=E A (17, FIBEEEE! io_capability_t):

// H: Initiator Capabilities

// V: Responder Capabilities

// See the Core v5.0(Vol 3/Part H/2.3.5.1) for more information.

static const stk generationMethod t gen method legacy[5 /*Responder*/][5 /*Initiator*/] = {
{ JustWorks, JustForks, PK Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input
{ JustWorks, JustWorks, PE Resp Dsply Init Input, JustWorks, PK Resp Dsply Init Input
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks
{ PR Init Dsply Resp Input, PK Init Dsply Resp Input, PK Resp Dsply Init Input, JustWorks, PK Init Dsply Resp Input

oy

}:

#if SECURE CONNECTION ENABLE
static const stk generationMethod t gen method sc[5 /*Responder*/][5 /[*Initiator*/] = {

{ JustWorks, JustWorks, PE Resp Dsply Init Input, JustWorks, PE Resp Dsply Init Input },
{ JustWorks, Numric Comparison, PK Resp Dsply Init Input, JustWorks, Numric Comparison },
{ PK Init Dsply Resp Input, PK Init Dsply Resp Input, PK BOTH INPUT, JustWorks, PK Init Dsply Resp Input },
{ JustWorks, JustWorks, JustWorks, JustWorks, JustWorks }.
{ PK Init Dsply Resp Input, Numric Comparison, PE Resp Dsply Init Input, JustWorks, Numric Comparison },

};

#endif

Figure 3.56: Mapping Relationship for KEY Generation Method and 10 Capability

XER BRI KRBT LIBZE (core5.0) (Vol3/Part H/2.3.5.1 Selecting Key Generation Method), XA H
BHNA.

RIBLLENAE, FAE0IE LE security model level3 BT/ LMWAEEE AT :
A IKEFRFESRACK T 00B HFIIALECE

blc_smp_enableOobAuthentication(1);
blc_smp_peripheral_init();

XEBEANFERE 00B £Hi TK {8, SDK ENAERIRMETHEXH GAP event LAHF, 1EEZE "GAP event"E T,
IRHLAAFIEE OOB TK BRI API AT :

vold blc_smp_setTK_by 00B (u8 *oobData);

S oobData RNFEIREM 16 il TK [BEERARIKIET

B. IRE ABEHEX T Passkey Entry (PK_Resp_Dsply_Init_Input) BY¥IMAILECE
blc_smp_enableAuthMITM(1);

blc_smp_setIoCapability(I0O_CAPABILITY_DISPLAY_ONLY);
blc_smp_peripheral_init();

C. I8 EBEHETTT Passkey Entry (PK_Init_Dsply_Resp_Input B{#& PK_BOTH_INPUT) BI¥IMAKECE -

blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(IO_CAPABLITY_KEYBOARD_ONLY);
blc_smp_peripheral_init();
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XBRANSKREIBFRN TK B, SDK ENHERMHE THEXE GAP event L8, iIBE2E GAP event"ET, 1E
LA I8 Passkey Entry BY TK B API 80T :

vold blc_smp_setTK_by PasskeyEntry (u32 pinCodelInput);

2% pinCodelnput {RIZER pincode (B, SEETE'0~999999", TE Passkey Entry FU T, master /R TK,
slave BEHIN TK HIER TER.

RLIREFERAM Key FEAREEFREIEZENHIRIGE ZIFT AN SMP Z2FRH, R master R
BREER LE security model levell, FBARE slave BB A SMP IIEER, EH master AZ3FEIXI 0

P2l
P2
Ho

(4) LE security mode1 level4

BB/ 4 RTFIGFE RS L F Authenticated LE Secure Connections, IR &EZER M ER TH Numeric
Comparison. Passkey Entry. Out of Band &,

RIBLULENE, FAENE LE security model level4 BT/ #IAEBEEAR
A IKEERTEERELIM T Numeric Comparison FI¥IIRILECE :
blc_smp_setParingMethods(LE_Secure_Connection);

blc_smp_enableAuthMITM(1);
blc_smp_setIoCapability(I0_CAPABLITY_DISPLAY_YESNO);

XER I REIRAF ERBELLRIE, SDK ENARRME THEXE GAP event 6P, ’55E "GAP event'&
T RIELAFIKREHEIRER YES'S"NOERY API 40!

vold blc_smp_setNumericComparisonResult(bool YES_or_NO);

S YES_or_NO: EHELREXNART, BFLAEFHIALEREERHNHRERST —H. HAPHILAETRHN
6 (UEEM X IH—EEY, AL 1. “YES”, A—2NI%H 0: “NO",

B. IR ABLLEZAM T Passkey Entry FU¥IIAILECE :
XEB5 B P AR AEBA] LE security model level3 BBE AT B. C ((R4ECX Passkey Entry) EZAA—E, M
—AENBREEEVIR R RRM AIREBR N A ReEEI AT

blc_smp_setParingMethods(LE_Secure_Connection);
..... //Refer to configuration method B/C in LE security model level3

C. REABEREERZEMT Out of Band NHIIAILECE :
%aBD BAT SDK HARSEM, FRAXEMABHMEENE,
(5) FEBTALNEINI SMP SEECEHEXA AP

A. SDK IR B EHEH B4 EINEER API:
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voild blc_smp_setBondingMode(bonding_mode_t mode);

#2EZEA bonding_mode_t BEEXNBINT:

typedef enum {
Non_Bondable_Mode
Bondable_Mode 1,

}bonding_mode_t;

]
(o]
-

AEE T 2R53F model levell BYIKE, DBRFESEINGE, SDK BEERIAFAR T, Fil—RRBERTHRFRAE
EHIARZ AP

B. SDK 1R B EERE Key Press IHARERY API:

vold blc_smp_enableKeypress (int keyPress_en);

R Passkey Entry HR[BI@ B 215 KeyboardOnly I§FiRt—LEHNBRNMARSES, EHNBER] SDK A
ZINEe, FRASEMIUEER O.

C. ER2EEANTEEBA Debug HEINMZARZERRT

voild blc_smp_setEcdhDebugMode(ecdh_keys_mode_t mode);

WEEZEA ecdh_keys_mode_t BIRENX BN

typedef enum {
non_debug_mode = 0,//ECDH distribute private/public key pairs
debug_mode = 1,//ECDH use debug mode private/public key pairs
} ecdh_keys_mode_t;

Z AP RERSEZIEMBERTER, ATFREEEEMER TERTHENZE L, JUERERRGR, X
IHARFEMRABARF T, BRI AEN sniffer TEIMEY BLE =8, #M#TEHIESEIR, Fril BLE
spec IMELH T —HATF Debug FIMEEINNZEFATR/QAX, REHBXMELR, BLE sniffer TEFAIUAER
HAZ AR ZHERS

D. @iSUI T API IRE SM BELE. BEFE MITM flag. BEZHF 00B. BEXZ#F Keypress notification, LA
Tz 10 8871 (ASRTELA AR RIRMERE AP, NTHPIRESE, SOK iR TH—EE API):

vold blc_smp_setSecurityParameters (bonding_mode_t mode,int MITM_en,int OOB_en, int keyPress_en,
io_capability_t ioCapablility);

BIEEENATEISHEN, XERFBEET,

AN-20111001-C3 127 Ver1.2.0



v Telink
Telink B91 BLE Single Connection SDK FF&3ER

3.3.4.3 SMP R2i5RitE

SMP Z£3EXR (Security Request) 3 slave AJLAKkI%X, FRLUXERS 23 slave & &K,

HNVEEEXSRIZMNER 1 B— P EDEMNEZLIERE (Security Request) , ZBMBEMZRE slave AJLLE Bt .
FC3HRAZEIFF0A. SDK IR TUIT APl BT RIEHECE slave BB EEEEHERIERILENERZ pending_ms
ZFEEME master &IX Security Request, IREERKIX Security Request LASEII AR BB iR A S

blc_smp_configSecurityRequestSending( secReq_cfg newConn_cfg, secReq_cfg reConn_cfg, ulé
< pending_ms);

A28 secReq_cfg EREXNBUNT:

typedef enum {
SecReq_NOT_SEND = 0,
SecReq_IMM_SEND = BIT(O),
SecReq_PEND_SEND = BIT(1),
}secReq_cfg;

FNBHHEXNBUNT:
+ SecReq_NOT_SEND: EHZFEZEI[G, slave RARERAKIE Security Request;
+ SecReq_IMM_SEND: &E#EEIfG, slave RILEIAIX Security Request;

+ SecReq_PEND_SEND: ZEHIZFEII/G, slave F#F pending_ms (BAIZF)) FEERERE KX Security
Request

(1) BIRERE, slave TE pending_ms ZFETFLULE] master BY Pairing_request B AR B &KX Security
Request;

(2) 7EELEMER, pending_ms ZEF Z BIWIR master BA 41X LL_ENC_REQ MZFREIEFERE, NWARBLKIX

Security Requesto

newConn_cfg: FAFECE#ILE, reConn cfg BFREREMNIER, XE SDK EREMNBIRHEERS
AEFIERNEN: EXBELINIEE, TREBEZNE (BIEE) , master BN ER—EEREF
LL_ENC_REQ RMNZ$E8K, AR slave 7'i T Security Request I EflAZ master EEHINZREER, PFrLL
SDK &t T reConn_cfg BBE, BFFPAIURBELGEERE,

AR HRiRBREEEEEZAIAR. BRI RIER.
BRI%X blc_smp_configSecurityRequestSending FIEGINS AT o FAE:

Table 3.9: W ASHEE

Parameter SecReq_NOT_SEND SecReq_IMM_SEND SecReq_PEND_SEND

SecReq NOT F—REEZEHEBELEE AR F—REEFRK SecReq, F—REEZEAFR XK SecReq, [EiE
_SEND & SecReq (B#K [BIEIEP& SecReq (&  pending_ms ZF5& SecReq
pending_ms T34) #4 pending_ms TT3X) (* MeTESEREA)
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Parameter SecReq_NOT_SEND SecReq_IMM_SEND SecReq_PEND_SEND

SecReq_IMM  SE—RiEZII% FREENERLNERIL  F—RERILAIA SecReq, [

_SEND SecReq, [EEAR%L Bl% SecReq (B%k % pending_ms EMEX
SecReq (B#K pending_ms F&3%) SecReq (* WATEISEER)
pending_ms J&3%)

SecReq_ FB—REHE pending_ms B—RER pending_ms  FREEHERLIEE

PEND_SEND  Z#/5% SecReq (* WAl ZF/E% SecReq (* I pending_ms Z#Pf5% SecReq
EEHRA), BERL AIESEREE), BiEL q (C DEITESEHEA)
SecReq Bl& SecRe

HAREARMAM— T FME, HESEM, THMEEKNA:
(1) newConn_cfg: SecReq_NOT_SEND

reConn_cfg: SecReq_NOT_SEND

pending_ms: ItbBTIZBEAREIER.

newConn_cfg: SecReq NOT_SEND FRRFIEE slave FRFEBNAJL Security Request, RBETEN &t
TERES R 33 5 BECITIER. MR B RLEEEIIER, WAKHITINEEX . INTE, 7 master KIXECXIF
K€ SM_Pairing_Req BY, slave &MLz, BEAXERMA master KiEECITIFER,

T *“ |LLID NESN SN MD PDU-Length o (dBmy) ||~
xBE4714ES S-5M OK. Empty PDU|| 1 1 0«0 [i] 0x00000D||_-54 || oK
Data Header I L2CAP Header I SM_Pairing_Req |i RSS
€83 Address | Direction || ACK Status || DataT¥pe ||/ 1) ypoy sy mp  EPDU-Length ||L2CAP-Length Chanld ||Opcode 10Cap OOBDataFlag AuthReq ySize InitKeyDist RespleyDist| ' (dBm
KBE4T14ES O L2CRE-S || 2 1 1 0 11 ||ox0007 0x0006 ||0x01 _ 0x04  0x00 0x05 0x10 0x07 0x07 | _oxoooo0e || -78
Data Header RSS!
tess Address || Direction || ACK Stat Data Ty CRC FCS
irection us YPe |IIID WESH S§ MD PDU-Length (dBm)
xB24714ES OK Empty PDU|| 1 [ [i] 0x00001C||_-54 || oK
Data Header RSSI
Add Direction || ACK Stat Data Ty FCS
jess AGdrEss || Direction us YP€ |LLID NESN SN MD EDU-Length (dBm)
xEE4714ES OK Empty PDU|[ 1 00«0 [ 0x00000C || 78 || OK
Add) Data Header I L2CAP Header |l SM_Pairing_Rsp | RSS
e58 Address | Direction || ACK Status | Data T¥Pe ||/ jpsy sy D PDU-Lengen ||L2CAP-Length Chanid ||Opcode 10Cap GOBDataFlag AuthReq ySize InitKeyDist RespkeyDist| ©'° (dBm
IkRE4714E5 OK L2CRE-5 || 2 1 0 0 11 |[ox0007 0x0006 ||0x02  0x03  0x00 0x01 0x10 0x03 0x03 || oxoooo1z || -54

Figure 3.57: & &/ Pairing Peer Trigger

reConn_cfg: SecReq_NOT_SEND RNIZHELEERT, [EIEET slave i§E R EKIX Security Requesto
(2) newConn_cfg: SecReq_IMM_SEND

reConn_cfg: SecReq_NOT_SEND
pending_ms: kBT ZBEREIER.

newConn_cfg: SecReq IMM_SEND RRHI&E slave —ZEIZEF S 5NA master & Security Request, LA
% master FFIRECXT I, WTE, slave EBhAIX SM_Security_Req & master ZIXACXTIERK:

592 ||=2321652 ||_0x03 |[MICRACOEIZESNN| M->S ok || Contrel| 2 0 o o s | ISR ONOONOONCONOOOUORE | 0000021 ||_-54 || 0K
Time (us) . ada Data Header L2CAP Header
301 [|Channel ess | Direction | ACK Status (DataType |77+ wroy sy Mp PDU-Length [|L2CAP-Length Chanid ||ope
0z4CDG12E8 | s-»: ok | zacars| 2 1 0 0 s 020002 040006
|_SEdpelar? =2hs R

Punbr.

593 |=8321995 || 0x08

Time (us) Data Header L2CAP Header SM_Pairing_Req
[T +39699 &) Direction | ACK Status || Data Type LLID NESN SN MD PDU-Length ||L2CAP-Length ChanlId ||Opcode IOCap OOBDataFlag AuthReq = InitKeyDis
594 |[=8361694 |_0x12 0x4CDE12E9 ¥->5 oK LacaP-5 || 2 11 0 11 0x0007 0x0006 [|0x01 _ 0x04  0x00 0x0D 0x10 0x0F

BT e P

‘ Punbr. ” s ”Channel "Ammms " Direction "ACK Status ” Data Type ",,,,

Figure 3.58: #8127 Pairing Conn Trigger
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reConn_cfg: SecReq_NOT_SEND FRREIZEHIEHE slave F=A&IE Security Request,
LtE4h SDK IFFRE T — N ERIRA X Security Request B API, BTN AZE, NARER LFERERZ API
&% Security Request f:

int blc_smp_sendSecurityRequest (void);

XBEEEFTEMNN, AP IRMERA blc_smp_configSecurityRequestSending B L LB IEREIIE, MAE
BEfERIAMA blc_smp_sendSecurityRequest K%K,

3.3.4.4 SMP #EZ2i5EA

XEBITIEH SMP EFE EREX slave K& RKIHH. AP RIS ZE SDK demo “feature_gatt_security/fea-
ture_smp_security"#¥J38HIEE direct advertising B,

Slave BxZ A] LAREBI7ZEfE 4 > master WESXHE R, X 4 MEEERILUEIERD, TEIZEORTIRE LaiEE
HERZIREEH, FEY 4, IRAFPFKENE, BIAEDA 4,

ble_sts_t blc_smp_param_setBondingDeviceMaxNumber( int device_num);

WRIRE T blc_smp_param_setBondingDeviceMaxNumber (4), B3t 4 ™M&&E, —BENE 5 4, miaB
M RENIBD (B 1 1) EENEEESMEFR, AEFHESE 5 MEENEIER.

WRIGE T blc_smp_param_setBondingDeviceMaxNumber (2), B2} 2 M&&E, —BEWE 3 1, e
B RENAD (5B 11) RENEMEESHEF, AEFHES 3 MEENEHES,

TE APl BT FREXE A1 slave 1 flash E1EERIECITARINAY master IR &EE,

u8 blc_smp_param_getCurrentBondingDeviceNumber(void);

RigiREIERN 3, FLULEA flash EEFITFET 3 MECHATIANIRE, X 3 MIREES I LELER.
(1) BEESEFMEIRT

#0 BondingDeviceNumber #8XB— 20 index. ¥1R X &] BondingDeviceNumber & 1, BARE 1 1
bonding &%, BB index /9 0; 1R BondingDeviceNumber 7 2, FME&EB index 25179 0 # 1,

SDK BT ®M index BHINFEA: 1. RIBRBREEZENENINFE; 2. RIEISSEEXETELEAIFE,
BILLUEE T API IS E index BHI AT

void bls_smp_setIndexUpdateMethod(index_updateMethod_t method);

AR index_updateMethod_t BIAEXNTBUT:

typedef enum {
Index_Update_by_Pairing_Order = 0, //default value

Index_Update_by_Connect_Order = 1,
} index_updateMethod_t;
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TESRNBIEF index BEFAI:
A. IRIBIEEREEERBAIAE (Index_Update_by_Connect_Order)

YN BondingDeviceNumber A 2, - M&EB index 33078 0 #1 1o Index INF B UKL I —RiEE 0 E
B, HABRIE—1EX & R slave ] masterA ECXtATH, B masterB EExtAkIh, LEAY slave By
flash 77fi#_E masterA /5 index 0, masterB /3 index1, [EIJ masterB @&iIIHVIRE, ZE1L slave Fl masterA
BIE—RELN, XEHE masterA U AERIAN—N%%E, LB index 0 iI&&E LN masterB, index! IZHLEH
masterAo

N8 BondingDeviceNumber 7 3, =/M&&EM index 2314 0. 1. 2, 0 BREEEN, 2 BERNEEN,

Y08 BondingDeviceNumber 7 4, F9M&EBY index 9508 0. 1. 2. 3, IkAY 3 BEINEZEMNIEE. RIEL
MR, & slave ELAIN masterA. B. C. D, LAt masterD & index3 i&%, & slave l masterB @&
—R, M master B B AEHTAY index3 &%,

AT index @ URIEEZNEAIRRER, FrUtEFEISEICTET 4 BNIER. BESEN masterA. B. C.
D, BEIX master E, NI slave SMIFREREM masterA; EBIIREBIX masterA. B. C. D Jg, Zc#] masterA
BliE—X, LEHIAFEZ A B, C. D. A, BEX masterE BIiFE slave TAEMIBR masterB FIEEITHE Bo

B. IRIEIGEEIMESEIEAIREF (Index_Update_by_Pairing_Order)

#1R BondingDeviceNumber /9 2, R M&ERY index 2517 0 # 1o Index IRFF 2 UBE KBS ESC/EE: &
1% slave 5l masterA BExdpIh, BH] masterB ECxiAkTN, IEBY slave BY flash %% £ masterA 79 index O,
masterB A index1, 1&F&IL slave #l masterA BIE—RKIN, LB index 0 I&F/KSAN masterA, index1 &
#&7 masterBo

Y15 BondingDeviceNumber A 4, FAM&EM index D38 0. 1. 2. 3, 0 BRERLXWIKE, 3 B
ITEVIRE . IRIELEAVER, & slave ELEIIT masterA. B. C. D, LB masterD & index3 &%, HRiE]FE
slave #1 master A. B. C« DH-AJIIEF'IEI %, index O. 1. 2. 3 KADHIFR masterA. B. C. Do

FRISEREMEE 4 WIBER: BIELEEN masterA. B. C. D, BEIX master E, N slave SMiffEEN
masterA WREEA masterA. B. C. DG, #tfl masterA EiE—x, EGIEFEKIE A. B. C. D, Bty
masterE BY1E slave =fflBF masterA BYEEXHE Bo

(2) BEFBHRINREX API 5T
Master IREHPTE (5 BFMETE flash £, HEIH:

typedef struct {

u8 flag;

us peer_addr_type; //address used in link layer connection

us peer_addr[6];

u8 peer_key_size;

u8 peer_1id_adrType; //peer identity address information in key distribution, used to
< 1ldentify

u8 peer_1id_addr[6];

u8 own_1ltk[16]; //own_ltk[16]

us peer_irk[16];

u8 peer_csrk[16];

}smp_param_save_t;

HESE L 64bytes
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- peer_addr_type ¥ peer_addr &2 link layer _E master BYZEIEHINE, &% direct adv BIERX ML,

« peer_id_adrType/peer_id_addr # peer_irk & master £ key distribution P EZE #REY identity address
*l] irko

HE Y peer_addr_type H peer_addr ERIfEMTEIFAEHIE (resolvable private addr, f&#f RPA), BEFE
fEFHIET B, AEEIFHEXMEBFME resolving list 1, LUE slave B LURITH (B B91_feature_test
f TEST_WHITELIST BIA3E) o

HBE user FHXE,
@ API £ index M flash EIRENISZRIE R,

u32 bls_smp_param_loadByIndex(u8 index, smp_param_save_t* smp_param_load);

REMEY 0 RRREVESRM, IF 0 BIEN XSS X Flash B3k, LLAISAT bonding & 3 Y, RENE
TRV MERIR ERIAXES

bls_smp_param_loadByIndex(2, *:*)

THEEOMA master B9YE (link layer LBYZE#EMAIL) M flash L3IREX bonding BYIREHIE Bo
u32 bls_smp_param_loadByAddr(u8 addr_type, u8* addr, smp_param_save_t* smp_param_load);
REEA 0 RNREUEEELM, IE 0 WENIZEEXIE Flash Bk,

TE API AT slave 18&ERAH FLASH HIFEMFR BN ERE S :

void bls_smp_eraseAllParingInformation(void);

FEFENZE, AFERZ AP IBERFIRELTIEEES,

TmE API BT T slave IRFECEHTEE EEMETE FLASH FRIUE:

void bls_smp_configParingSecurityInfoStorageAddr(int addr);

HhB % addr AILIRIELPREEE N, AFERERA S E XA SDK FLASH TEIMN S EET, REHE
EEMER FLASH & EXH,

(1) FEFEMNBEEXENERE (&% BLE_HOST_SMP_ENABLE A 0)

MRAFFEEABEXWENEE, Y)IBKAEX AP 1T

blc_smp_setSecurityLevel(No_Security);//disable SMP function
user_master_host_pairing_flash_init();//custom method

A. Flash &5 &%t
ZRIAERR flash FEX sector J9 0x78000 ~ Ox78FFF, 1 app_config.h FAJLUEEK:
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#define FLASH_ADR_PAIRING  0x78000

¥ flash 0x78000 FFIA%E 8 1> bytes X933 —> area, K 8 bytes area. &1 area B] LITEfE— Slave B
mac address, HAPE— byte BIR&I, ET1 byte AR, [FME 6 /9 6 bytes B mac addresso

typedef struct {
u8 bond_mark;
u8 adr_type;
u8 address[6];
} macAddr_t;

flash I EPERKXRESHE 8 bytes area NF7E, F—1E slave mac FfiETE 0x78000-0x78007,
¥ 0x78000 HY%E — byte IREML T /I Ox5A, R HFIMUBN, HEFEMEE ZB M mac address BY
FH&1E 0x78008~0x7800f, ¥ 0x78008 1T L #Ri2 Ox5A; HFfEHE =B M mac address B 7F A& 1E
0x78010~0x78017, 4§ 0x78010 ¥T_E#RIE Ox5A,

MREHE slave IRFHRECHT, dongle InH BRI X MEEH mac address, REER Z HifFf#1Z mac address
#Y 8 bytes area FIIREMALE /9 Ox00 BIA]; #N#RiE FE = device FHAYE— device, ¥ 0x78000 5
0x00 Bi#],

KA EmiX# sbytes IEHENRER, BREEITEEZEPRFEEREA flash_erase_sector XMREUR flash,
FRIZIREE— sector 4K BY flash #¥EBI7E 20-200ms Z[8], X MAFEIE5[#E BLE BYFEAIEEIR.

BEREM slave mac MECIHTFAEFIBREC W IRBR1E Ox5A 1 Ox00 FRENIRRT, X 8 bytes area HKHHZ,
AIBER 1 HEE sector 4K flash BT, FEILEMBMBIBHMEI T HF5IIE: M 0x78000 FHAIXEY 8 bytes
area 58, BFIEBBEM mac address 3% ram H8Y slave mac table, Xi3FEHHE 8 bytes area BHEAZ,
WMRKZHIE, FIBREEA sector, ARG ram LR slave mac table EFTE G 0x78000 FIKEY 8 bytes

aredo

B. Slave mac table

#define USER_PAIR_SLAVE_MAX_NUM 4 /J/telink demo use max 4, you can change this value
typedef struct {
u8 bond_mark;
u8 adr_type;
u8 address[6];
} macAddr_t;
typedef struct {
u32 bond_flash_idx[USER_PAIR_SLAVE_MAX_NUM]; //mark paired slave mac address in flash
macAddr_t bond_device[USER_PAIR_SLAVE_MAX_NUM]; //macAddr_t alreay defined in ble stack
u8 curNum;
} user_salveMac_t;
user_salveMac_t user_tbl_slaveMac;

A EEZ57E ram HER slave mac table 4EIFFRERIECITIZE, % USER_PAIR_SLAVE_MAX_NUM Bl &]
EXBHCEENRZ A/ LRER, Telink ZRIAR 4, 184IP 4 MKEBEXS, user AILUEEGX ME,

Ri& user BHRE4IF 3 MES, & USER_PAIR_SLAVE_MAX_NUM B4 3 f&, user_tbl_slaveMac 1 curNum
RRYH flash EIZRTJLNEMM slave 1&%, bond_flash_idx $EHIZREMMAULTE flash £ 8 bytes area
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FIAAEAEITF 0x78000 MRS E (MR X MEEEY, AILUBE X MRIZE1KE 8 bytes area FIFREL,
BEHTE R 0x00), bond_device #4Bi2 R mac address.

C. #8% API i%BH
HTF LE flash 26£1&31H0 ram A slave mac table B9i&it, D3IB LTI AP BTLUAA.

a) user_master_host_pairing_flash_init

void user_master_host_pairing_flash_init(void);

AR BEXEXMNER flash #1IaLEER, BRABEXAANERRRIZGBHLERE,

b) user_tbl_slave_mac_add

int user_tbl_slave_mac_add(u8 adr_type, u8 *adr);

AII— slave mac, return 1 "R, 0 "RnKM, HEMINGHECX LAY, TEREBLLERE, RIS
Zi71] flash # slave mac table FIEFEEHZELKIEARAE, BREIRAE, BEHMHHRME slave mac table,
HTE flash B9— 8 bytes area LEfif, HEELKIRAE, FTRIVEBENRE NG : BFAFRNECEHIEE
EREMN, Telink demo NAZREIZEBEEREMN, BT telink RAEX NN 1, BERENHMIBL LG
FC3ti&#, HfER user_tbl_slave_mac_delete_by_index(0) MiiE L #Hii&#&, B1F slave mac table EEMAH
B User AILURTE B S HISREE 180X R ERYSE T,

c) user_tbl_slave_mac_search

int user_tbl_slave_mac_search(u8 adr_type, u8 * adr)

1RIE adv report MG EMNHERZIZEZ B E LR slave mac table A1, BNHIBTYAI A BEMNIEEEEZH
B4# master igxf £, BREBARIEINISE T UEZEE,

d) user_tbl_slave_mac_delete_by_adr
int user_tbl_slave_mac_delete_by adr(u8 adr_type, u8 *adr)
B EE AR BR— N EE X BV I% o

e) user_tbl_slave_mac_delete_by_index

vold user_tbl_slave_mac_delete_by_index(int index)

BITIERE index MIBREZITIRE. Index ERMHVBIKEIXTHINF. MNRFKEEIMNEA 1, BELIBMEE
index JKIZN 0; MIRIMRHEAREXT NN 2, F— 1B LEIKE index I 0, FZNELBVIKE index A 1;
RORIEHE

f) user_tbl_slave_mac_delete_all
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void user_tbl_slave_mac_delete_all(void)

WIFRFREECH g &

g) user_tbl_salve_mac_unpair_proc

vold user_tbl_salve_mac_unpair_proc(void)

WIEREC RS, SERBPMIRFAEENIRE, BRIARKRI NN 1 BRRIES %, User AJ LUBEIZER
LMo

D. ZEEFEXS
master UgZ Controller LRI EEEY, BLATHMIERESH Slave #HITER:

AR R ER user_tbl_slave_mac_search RIELHIKB BB ELIR master Boxf 3 H B EWARE K, MIRE
ZFenhy, AUBEMEE.

master_auto_connect = user_tbl_slave_mac_search(pa->adr_type, pa->mac);
if(master_auto_connect) { create connection }

AR #BIRE L slave mac table B, $ﬁé§ﬁbi§$§, 7f E TmEF B & . SDK REUAIRE
TRNFEIEMNAE, U BKEEEEBIEAIR T, —=& master dongle EECXHERILT; —2 A0
[TIBEIER Telink EXRIECH B EEE, R:

//manual paring methods 1: button triggers

user_manual_paring = dongle_pairing_enable && (rssi > -56); //button trigger pairing(rssi
« threshold, short distance)

//manual paring methods 2: special paring adv data

if(!user_manual_paring){ //special adv pair data can also trigger pairing
user_manual_paring =

< (memcmp(pa->data,telink_adv_trigger_paring,sizeof(telink_adv_trigger_paring)) == 0)

8& (rssi > -56);

}

if(user_manual_paring) { create connection }

= Fohio At & BV EE, EEERINEIR, Bl HCI LE CONECTION ESTABLISHED EVENT _EiRAT, ¥
HETRFHRIE slave mac table A3:

//manual paring, device match, add this device to slave mac table

if(blm_manPair.manual_pair && blm_manPair.mac_type == pCon->peer_adr_type &&
'memcmp(blm_manPair.mac,pCon->mac, 6))
{
blm_manPair.manual_pair = 0;
user_tb1l_slave_mac_add(pCon->peer_adr_type, pCon->mac);
}
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E. fiRBCXS

_attribute_ram_code_void host_pair_unpair_proc (void)
{
//terminate and unpair proc
static int master_disconnect_flag;
if(dongle_unpair_enable){
if(!master_disconnect_flag && blc_11_getCurrentState() == BLS_LINK_STATE_CONN){
if( blm_11_disconnect(cur_conn_device.conn_handle, HCI_ERR_REMOTE_USER_TERM_CONN) ==
BLE_SUCCESS){
master_disconnect_flag = 1;
dongle_unpair_enable = 0;

#if (BLE_HOST SMP_ENABLE)
tb1l_bond_slave_unpair_proc(cur_conn_device.mac_adrType,
< cur_conn_device.mac_addr);
#else
user_tbl_salve_mac_unpair_proc();
#endif

}
if(master_disconnect_flag && blc_1l1_getCurrentState() != BLS_LINK_STATE_CONN){
master_disconnect_flag = 0;

2% LW code, H fi# A X & 4 &£ M BY, Master 5t 3 A bim_ll_disconnect ¥ F &%, AEF A K
user_tbl_salve_mac_unpair_proc K ¥k &b IEf# AC 3, Demo code B IEFr BN E X I&E, BT FHKIA
HRAEX TN E 1, FAIUBMEBET —1 MR user IRE T HHREZHE N Z MRS, WHNNZIAA
user_tbl_slave_mac_delete_by_adr & user_tbl_slave_mac_delete_by_index EMIFFEMNEE.

FREC X SR BI4ERL, Demo code HFLAH T MIE RN, —=& master dongle EARECXTIRPEEWIRT, —=27E HID
keyboard report service EUSEIRRRCITHE(E OXFF,

User tBRTLURIR B VR BB CUREC I BUAR A 5 o

3.3.5 GAP

3.3.5.1 GAP #]t4fk
GAP #Itatv D EMMAE, slave FERIT API #18416 GAP:

vold blc_gap_peripheral_init(void);

HEIXENEE, WARS Host AR B AF@EiE GAP Rifinizh], MiNARTE ATT. SMP Fl L2CAP #Big1it
THEXEOQ, AUMNEEEERXE, Bl SDK B GAP EEXE4L4ME host ELBIEMY, GAP MW EEZ M
host BEAMEREINO,
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3.3.5.2 GAP Event

GAP event MIZZ ATT. GATT. SMP. GAP % host tMXBERXRBESER~ENEMH. MEIXIERNATUEIE, Bal
SDK BT ESAFTAZE: Controller event 1 GAP(host) event, EH controller event X439 HCl event #
Telink defined evento

Telink BLE SDK FR#TiZ T GAP event &8, FEZIMREZEH2BEENEM, iR ERFERXREEHEMN
B, 1552 SMP HEXMILIE, U0 Passkey BN, ECXT4EER@EEHAEFE,

IR user BETE App BIEU GAP event, BEFCFEEEM GAP event B callback K%M, ERFERIR event
B9 mask ¥JFF

GAP event B callback ERZUREANFMIZEO D54

typedef int (*gap_event_handler_t) (u32 h, u8 *para, int n);
vold blc_gap_registerHostEventHandler (gap_event_handler_t handler);

callback EREREIAAY u32 h 2 GAP event 1518, KEMNIRZAHSREI,
TEYEL AP AR AEREY:

#define GAP_EVT_SMP_PAIRING_BEAGIN 0
#define GAP_EVT_SMP_PAIRING_SUCCESS 1
#define GAP_EVT_SMP_PAIRING_FAIL 2
#define GAP_EVT_SMP_CONN_ENCRYPTION_DONE 3
#define GAP_EVT_SMP_SECURITY PROCESS_DONE 4
#define GAP_EVT_SMP_TK_DISPALY 8
#define GAP_EVT_SMP_TK_REQUEST_PASSKEY 9

#define GAP_EVT_SMP_TK_REQUEST_00B 10
#define GAP_EVT_SMP_TK_NUMERIC_COMPARE 11
#define GAP_EVT_ATT_EXCHANGE_MTU 16
#define GAP_EVT GATT_HANDLE_VLAUE_CONFIRM 17

callback EREURELA para # n FRR event BUEIBMEIBKE, T XRIF4IREALL_EFIHB GAP event, User B]
&% B9 feature/feature_smp_security/app.c FIITAELM app_host_event_callback EKEKRI AL,

blc_gap_registerHostEventHandler( app_host_event_callback );

GAP event EE@E1d THEABY API &FTH masks

vold blc_gap_setEventMask(u32 evtMask);

eventMask BIE X IR _EELAH—L, EMAY event mask FAFRILLTE ble/qap/qap_event.h FZEE,

#define GAP_EVT_MASK_SMP_PAIRING_BEAGIN (1<<GAP_EVT_SMP_PAIRING_BEAGIN)
#define GAP_EVT MASK_SMP_PAIRING_SUCCESS (1<<GAP_EVT_SMP_PAIRING_SUCCESS)
#define GAP_EVT_MASK_SMP_PAIRING_FAIL (1<<GAP_EVT_SMP_PAIRING_FAIL)
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#define GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE (1<<GAP_EVT_SMP_CONN_ENCRYPTION_DONE)
#define GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE (1<<GAP_EVT_SMP_SECURITY_PROCESS_DONE)
#define GAP_EVT_MASK_SMP_TK_DISPALY (1<<GAP_EVT_SMP_TK_DISPALY)

#define GAP_EVT_MASK_SMP_TK_REQUEST_PASSKEY (1<<GAP_EVT_SMP_TK_REQUEST_PASSKEY)
#define GAP_EVT_MASK_SMP_TK_REQUEST_00B (1<<GAP_EVT_SMP_TK_REQUEST_00B)
#define GAP_EVT_MASK_SMP_TK_NUMERIC_COMPARE (1<<GAP_EVT_SMP_TK_NUMERIC_COMPARE)

#define
#define

GAP_EVT_MASK_ATT_EXCHANGE_MTU
GAP_EVT_MASK_GATT_HANDLE_VLAUE_CONFIRM

(1<<GAP_EVT_ATT_EXCHANGE_MTU)
(1<<GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM)

% user RiBIT % APl IZE GAP event mask, ABAZ GAP #BNH event FER A BINAE.
pEd W
BUTFIEIR GAP event BY, 3I&EFMT GAP event B, BFET XMIAY eventMasko
(1) GAP_EVT_SMP_PAIRING_BEAGIN

EHMEEME. X slave fl master NIRNIZEZ#H N connection state, slave &iX SM_Security_Req <5,
master &JiX SM_Pairing_Req IERFIAECHT, slave WEIXMEIHBEREFSHY, MAIZEH, R FIE,

Data Type Data Header LZCAP Header SM_Security_Req
LLID HESH SN MD PODU-Lengch |L2CAP-Length Chanld §iOpcode AuthReq
L2CAP-S || 2 1 0 o0 & 0x0002 0x0006 flox0B 01
Data Type Data Header L2CAP Header SM_Pairing_Req
LLID WESN SN MO PDU-Length |[L2CAP-Length Chanld |(Opcede I0Cap OOBDataFlag AuthReq MaxFncHeySize InitHeyDist RespHeyDist
L2CAF-S || 2 1 1 o 11 0x0007 0x0006 [(0x01  0x03  0x00 0x01 0x10 0x02 0x03

Figure 3.59: master A&JC Pairing_Req

BEKE n: 4
EIfZ45t p: FEE—RREFHRIE, MRIMTERE:

typedef struct {
ul6 connHandle;
u8 secure_conn;
u8 tk_method;
} gap_smp_paringBeginEvt_t;

connHandle FRRHAIEZE AR,
secure_conn A 1 RRERAREMZB4FME (LE Secure Connections) , BNIEEMA LE legacy pairings

tk_method RNIFTREMNER T A#EDN TK EARX: FI40 JustWorks. PK_Init_Dsply_Resp_Input.
PK_Resp_Dsply_Init_Input, Numric_Comparison &,

(2) GAP_EVT_SMP_PAIRING_SUCCESS

EHMAFN: BNBIRBEEBRTHAN~EZEN, ZMEREAN LE EXMEBZERADELME 3 (Key
Distribution, Phase 3) , MIRBEFPFTED L, WFFNARAD LT EMAENRINENS, SNERREL
o anE St

BHEKE n: 40
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EIfEtEET p: FERA—RREFHRIE, MR TERE:

typedef struct {
ul6 connHandle;
u8 bonding;
u8 bonding_result;
} gap_smp_paringSuccessEvt_t;

connHandle &R Y EIHEZRAIW,
bonding 4 1 ®R/EF bonding TH8E, BNUREH.

bonding_result &7 bonding KR : WREHBEFE bonding THAE, M 0, TNERFE T bonding THaE, MiE
FENENE Key EEWIEHBITEMETE FLASH &, 1F6ERINA 1, TNA 0.

(3) GAP_EVT_SMP_PAIRING_FAIL

EHMRAFM: BT slave B master ER— MR EIREEAE, NEBETHINREFREREASERE
XRiELE,

%&?EKE n: 2o
ElfFEEt p: ER—FRNEHIE, MR TEEE:

typedef struct {
ul6 connHandle;
u8 reason;
} gap_smp_paringFailEvt_t;

connHandle R/ HFNEZE AR,

reason RNECHKMAYRE, XEFIHLNEREERMKRKRAE, EtEERBRERERITAIILSE SDK
BR T stack/ble/smp/smp.h X,

A3 R MBE EAE X BT LB ER (Core_v5.0) (Vol 3/Part H/3.5.5 “Pairing Failed”),

#define PAIRING_ FAIL_REASON_CONFIRM_FAILED 0x04
#define PAIRING_FAIL_REASON_PAIRING_NOT_SUPPORTED 0x05
#define PAIRING FAIL_REASON_DHKEY CHECK_FAIL 0x08
#define PAIRING_FAIL_REASON_NUMUERIC_FAILED 0x0C
#define PAIRING FAIL_REASON_PAIRING TIEMOUT 0x80
#define PAIRING_ FAIL_REASON_CONN_DISCONNECT 0x81

(4) GAP_EVT_SMP_CONN_ENCRYPTION_DONE
EHRRZM: Link Layer TIZE5ERETY (Link Layer YXE] master &HY start encryption response) fifiko
IEKE n: 3
[EfE4Est p: FEE—FRFHIE, WNINTERE:
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typedef struct {

ul6 connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; 0: pairing ,
< encrypt with STK
} gap_smp_connEncDoneEvt_t;

connHandle R HFNHEZE AR,
re_connect A 1 RRIREKEIE (BEAZEID AR LTK INZHER) , BHiZER 0 MRFSHYIMEBEIE—XMN

=
=z
Lo

(5) GAP_EVT_MASK_SMP_SECURITY_PROCESS_DONE

EHmAEME: E—REXR, T GAP_EVT_SMP_PAIRING_SUCCESS E# 2z Gt %, HRFEEIEN, £
GAP_EVT_SMP_CONN_ENCRYPTION_DONE EH 2 Gfit%k,

BHEKE n: 3
[ElfetEEt p: FEE—RRFHRIE, MR TERE:

typedef struct {

ul6 connHandle;

u8 re_connect; //1: re_connect, encrypt with previous distributed LTK; 0: paring ,
o encrypt with STK
} gap_smp_securityProcessDoneEvt_t;

re_connect /3 1 RNREENE (BEAZAIZEAN LTK MEHER) , H%EN 0 WRTHFMEBZE XM

=
o

(6) GAP_EVT_SMP_TK_DISPALY

EHMASEM: slave YiE] master KIEM Pairing_Req [, 1RIBXIHIZ BN SIS M AN SEE
B, BfTpter LUEDERE T REFIER M 4B TK (pincode) BA . MRBHAHIRE PK_Resp_Dsply_Init_Input
(BR: slave IHER 6 i pincode 15, master iHfASIHIA 6 i pincode 18) A3, MXIZEME,

BHEKE n: 4

ElfEgE p: IBE— u32 BIT = tk_set, ZIEBIA slave EEBHINAER 6 fiI pincode 13, NAESE
TiZ 6 {UBES

FF debug RINERFERKREMNERM 6 I pincode #3, RILUFENIEE— 1A IEEM pincode 53, 1§
W1t123456", KALLT AP

B P ZEE7E/stack/ble/host/smp/smp.h BAN_ELUTFAERE:

extern void blc_smp_setDefaultPinCode(u32 pinCodelnput);

FFP¥ slave EEEIM 6 {iI pincode FB4INEI master i8& L (F0FH), 5l TK AN, ECIORIZEUSEEH
7. MNRAFPHIN pincode $HIRIE R HECH, WEXRIZRK,

X F Passkey Entry BRI, BRI LB E SDK $21#HY demo “vendor/B91_feature/feature_smp_security/
app.c’o
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case GAP_EVT_SMP_TK_DISPALY:

{
char pc[7];
u32 pinCode = 123456;
memset(smp_param_own.paring_tk, 0, 16);
memcpy(smp_param_own.paring_tk, &pinCode, 4);
}
break;

(7) GAP_EVT_SMP_TK_REQUEST_PASSKEY

EHMASHE. Y slave 1RE B Passkey Entry A AY, B {#FEABY PK_Init_Dsply_Resp_Input 3¢ &
PK_BOTH_INPUT Ecx A TEY, A ZEH, BRNAFRRERA TK B, AREREIZEHEMEEED 10
NBESHRIN TK B (EBEY 30s WIREFRBANEITL) , 3N TK BB API: blc_smp_setTK_by_PasskeyEntry
£ SMP SHECE ' ETHEIRH,

BIEKE n: 0,
[Elf£#8% p: NULL,

(8) GAP_EVT_SMP_TK_REQUEST_OOB

BHMASYE: Y slave REBBESERX 00B AN, 2K iZE M, BRAFPEEEY 00B AR 16
il TK B, APEWEIZEHEMBEEET 10 ABENRIA 16 il TK B (BB 30s tRERIMANEITELK) ,
I\ TK B9 API: blc_smp_setTK_by_OOB fE"SMP B¥E & ZETH 1%,

BIEKE n: 0,
[Elf£#8%t p: NULL,

(9) GAP_EVT_SMP_TK_NUMERIC_COMPARE

BHAZH: slave YEI master KIXRY Pairing_Req f&, RIBIIHIEEIVECX SEA ANt i% & HIECIT S 44ED
BRI LUERE T REMER T AR TK (pincode) EA, WMRBAHIZ Numeric_Comparison A=,
M=%, (Numeric_Comparison A TNEM#ELLER, BF smps.2 REME, master F slave &&=
s 2R 6 i pincode BBLARYES"HI'NO"IHIENE, AP RENEMIMEEETH pincode BE5—H, HEE
Mim D BHFHIAR T = YES" LIIA TK R T ED),

BIEKE n: 4

ElEfest p: IBE— u32 BUTE pinCode, ZIERIN slave EE@EHN AR 6 il pincode 13, NABREE
BRIZ 6 {UlDE, FHEM YES"HM"NO"AIHRIANE.

XFHELRNBNESG, BPAUSE SDK &8 demo “vendor/B91_feature/feature_smp_security/
app.c’o

(10) GAP_EVT_ATT_EXCHANGE_MTU

EHfARM: TILRE master IF&AIX Exchange MTU Request, slave [B]& Exchange MTU Response, X2
slave I & 1% Exchange MTU Request, master [B1& Exchange MTU Response, fifiE R ML,

HIEKE n: 6o
[ElfEEEt p: EE—FREHIE, MM TERE:
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typedef struct {
ulé6 connHandle;
ulé peer_MTU;
ule effective_MTU;
} gap_gatt_mtuSizeExchangeEvt_t;

connHandle &R Y EIEZRAW,
peer_MTU RAmAY RX MTU 1B,

effective_MTU = min(CleintRxMTU, ServerRxMTU), CleintRxMTU TR iHAEY RX MTU size {8, ServerRxMTU
RTARSZIHAY RX MTU size {8, Master # slave X B 7 UILA MTU size f5, BXREBR/NMEENRILAZENER
A MTU size {Ho

(11) GAP_EVT_GATT_HANDLE_VLAUE_CONFIRM

BHM A Y NBESIEBE—X blc_gatt_pushHandleValuelndicate, [A] master &% indicate (&5, master
KREIE— confirm, RAIXNEIERIHEIA, slave YEITZ confirm BHRA,

BIRKE n: 0,
[Elf£#8%t p: NULL,
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4 RINFEERE (PM)

EIh3EEE (Low Power Management) tEIIAFRANIHFEEIE (Power Management) , AAXAEFEEHN
PMo

Telink B91 BLE Single Connection SDK FF &5

4.1 {RIHFEIRTN

4.1.1 {RIhEER
B91 MCU IEEHITIZERBATF working mode, IEBY TYEERRIE 3-7mA ZiBle WREERINFEZEH NIKD
FERT

{EI#ERETL (low power mode) X#7T sleep mode, €13F 3 #: suspend mode. deepsleep mode # deepsleep
retention mode, FRAEZEEXE, A0 RAHISH AX#F suspend mode,

Module suspend deepsleep retention deepsleep
Sram 100% keep first 32K(or 64K) keep, others lost 100% lost
digital register  99% keep 100% lost 100% lost
analog register 100% keep 99% lost 99% lost

ERH 3 # sleep mode T Sram. #FE7F28 (digital register). #IUZF7E88 (analog register) JRSHREMN
SR,

(1) Suspend mode (sleep mode 1)

LR ELEETT, RU—NEEIhEE. MCU KEPOEHERETE, PM BERAEFIEE TIE, LAY IC BRE
40-50 UA Z 8], ¥ suspend WIREES, TERFHESINIT,

suspend mode FETBEHR Sram # analog register HRERTFIRS. SDK AT HERINFE, TEHN suspend 1§
INFEM B B AT OIBERIGE TIHEER, XIZERD digital register hig 8, MEBENNEEENH
TR NKECE, user EEFXIMIZ API rf_set_power_level_index 8B EFEE, ANKMAEEENE, X
AP| EEBEEX suspend BEREEREFAA— Ko

(2) Deepsleep mode (sleep mode 2)

LR TEFFELEIETT, MCU # KIS ERRTER, PM BB EIRERF T {E, 7E deepsleep mode T IC BB
MINF 1UA. WRAE flash BY standby BREIMER AR 1A £4, ATESBNEE deepsleep 7 1~2UA,
deepsleep mode wake_up BY, MCU BEfMB5N, HNF LBHUR, EFSEMFBHITIGEK,

Deepsleep mode T, BRT analog register EH/VEJLA register BERTFIRE, EMFTE Sram. digital register.
analog register £EpiEEBEK,

(3) Deepsleep retention mode (sleep mode 3)

L EH deepsleep mode, HERRIE, 1BRTATEE Sram 5&; suspend mode Sram # register B] LURIFA
%, BEBERRES.
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AT LR —LEEE sleep FERBEXBEEBEHRIR sleep MERFREZZIEIRSHNAZSE (Ebi0 BLE KRR
#35%EIE) , B9 X#F sleep mode 3: deepsleep with Sram retention mode, {&#k deepsleep retention (3§
deep retention), 1R#E Sram retention area BIA/NR[E, X457 deepsleep retention 32K Sram # deepsleep
retention 64K Sramo

Deepsleep retention mode 1 @—7# deepsleep, MCU 4 KER 53 BUREHEIRARBTER , PM FEFIESRBIF T (E, Th
FERTE deepsleep mode Ehiti_EIENN retention Sram JEFERVER, BERTE 2~3UA Z[8l, deepsleep mode wake_up
B, MCU BREMB&, BFIEMARHITIGRN.

deepsleep retention mode #] deepsleep mode E register IRSREHFERM—K, /L FLEfEE, deepsleep
retention mode R deepsleep mode #HLL, Sram BYET 32K (ZHHT 64K) BILURIFAIEE, FIRHY Sram £
1288,

deepsleep mode #1 deepsleep retention mode H7E analog register FpHE BRI A LURIFAIRE, XER
1 analog register B13&:

a) ¥l GPIO &) = TFHIEBPERY analog register

1B API gpio_setup_up_down_resistor IREH) GPIO EIA L FHIFBFE, HETE app_config.h PERAEMIMT
HECER GPIO #RIX E ThIEBFE, PTLUREFRZS.

#define PULL_WAKEUP_SRC_PD5 PM_PIN_PULLDOWN_100K

£/ gpio output BT digital reqister IEHIAIRZS. B9I1 7E suspend ERIBIE] LAR gpio output RiEHI—LE4ME
%%, 1B deepsleep retention mode &, gpio output IRZSKEL, TIETE sleep HBE)EMAIITHIINEIR
Fo IMEBIATLAER GPIO 12N _E FHIEBPHAVIRSRA BRI : £ 10K /& gpio output high, THI 100K £
# gpio output lows

b) PM IRHUFFRAY AR I2ER analog regsiter
drivers/B91/pm.h X{4H#J DEEP_ANA_REG, 30F code Fi7R:

#define PM_ANA_REG_POWER_ON_CLR_BUF1 0x3a // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF2 0x3b // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF3 0x3c // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF4  0x3d // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF5 0x3e // initial value 0x00
#define PM_ANA_REG_POWER_ON_CLR_BUF6 0x3f // initial value 0x0f

UESERIFEEBRASMENRE, FEIENZE, FPAAWEA ana_39, ZENFEFRNEBLAIK
[& stack £, MRNAERBEREIZERESR, FERIENN ana_3a-ana_3f, FANEBENFTEFRLKEL
wL, BINERERES— bit IERARBPRTUER.

#define PM_ANA_REG_POWER_ON_CLR_BUF®  0x39 // initial value 0x00. [Bit@][Bitl] is already
< occupied. The customer cannot change!

LIk Ox38 1788, TERRF/505 reset. I watchdog =FMER FEWAAK, EEETEMZ bito IELR
W stack {£F, EABEEANEERSZ bit (i

fEAE A LITE sys_init(power_mode_e power_mode) 5 API pm_get_mcu_status(void) BIIR [E{E S H]#T
cpu ZE}‘AugB*q:qkn_.\l_ )§|E|fE§D—F.
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typedef enum{
MCU_STATUS_POWER_ON
MCU_STATUS_REBOOT_BACK
MCU_STATUS_DEEPRET_BACK
MCU_STATUS_DEEP_BACK
MCU_STATUS_REBOOT_DEEP_BACK
}pm_mcu_status;

BIT(0),

BIT(3),
BIT(4),
BIT(5), //reboot + deep

4.1.2 {RIHFEMREE]E

BIT(2), //the user will not see the reboot status.

B91 MCU MR IHFEM B2 R R E B U1 F, suspend/deepsleep/deepsleep retention #BA] LA# GPIO PAD H
timer MEEE, 7% BLE SDK H, RXiF 2 MILEE)R, WITFR (EE code H PM_TIM_RECOVER_START #

PM_TIM_RECOVER_END W MNENX R EMREER) :

typedef enum {
PM_WAKEUP_PAD BIT(3),
PM_WAKEUP_TIMER BIT(5),
}SleepWakeupSrc_TypeDef;

PAO
PAl | wakeup = Suspend | Wakeup
Mode
GPIO " wakeup Deepsk_%ep wakeup 32k
PAD Retention [« _
Mode timer
wakeup Deepsleep wakeup
L |
PDE Mode
PD7
Figure 4.1: B91 MCU FE{+IREER
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0_EEIFRR, MCU BY suspend/deepsleep/deepsleep retention TEREH B 2 NMEEEJR: TIMER. GPIO PAD,

- MEEEIE PM_WAKEUP_TIMER R BHREM 32k timer(32k RC timer or 32k Crystal timer),32k timer 7£ SDK &
BEWIEHFIAN, user EEAR REETE cpu_sleep_wakeup() FIREMEEEJRENA], cpu_sleep_wakeup
B—EREEEs, FEAREE 32k RC BY, B TE main EEKH A blc_pm_select_internal_32k_crystal,
1 cpu_sleep_wakeup $8[A cpu_sleep_wakeup_32k_rc; fERYMIB 32k Crystal B, FAF7E main RIEH
JAH blc_pm_select_external_32k_crystal, {# cpu_sleep_wakeup ¥&[ cpu_sleep_wakeup_32k_xtalo

- MEERJE PM_WAKEUP_PAD B GPIO &3k, & MSPI 4 NERISMNRBER GPIO (PAx/PBx/PCx/PDx/PEXx)
NS EBFEEEMREEIhEE,

ACE GPIO PAD MEEE sleep mode B API:

typedef enum{
Level_Low=0,
Level_High =1,
}pm_gpio_wakeup_Level e;
vold pm_set_gpio_wakeup (gpio_pin_e pin, pm_gpio_wakeup_Level e pol, int en);
#define cpu_set_gpio_wakeup pm_set_gpio_wakeup

pin /3 GPIO & o

pol NIRERIRMETEN : Level_High RiNEEBFIEEE, Level_Low FRNEEBFIREE,
en: 137~ enable, O /7K disable,

ES LR

cpu_set_gpio_wakeup (GPIO_PC2, Level_High, 1); //Enable GPIO_PC2 PAD high level wakeup
cpu_set_gpio_wakeup (GPIO_PC2, Level_High, 0); //Disable GPIO_PC2 PAD wakeup
cpu_set_gpio_wakeup (GPIO_PB5, Level_Low, 1); //Enable GPIO_PB5 PAD low level wakeup
cpu_set_gpio_wakeup (GPIO_PB5, Level_Low, 0); //Disable GPIO_PB5 PAD wakeup

4.1.3 {RIHFERET RO NFNIREE
RE MCU # N\BEIRFIMEEERY API J9:

typedef int (*cpu_pm_handler_t)(SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef
< wakeup_src, unsigned int wakeup_tick);
cpu_pm_handler_t cpu_sleep_wakeup;

« sleep_mode: & & sleep mode, BELT 4 MNif#E, 75FR R suspend mode. deepsleep mode. deepsleep
retention 32K Sram. deepsleep retention 64K Sram,

typedef enum {
//available mode for customer
SUSPEND_MODE
DEEPSLEEP_MODE

0x00,
0x30,
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DEEPSLEEP_MODE_RET_SRAM_LOW32K
DEEPSLEEP_MODE_RET_SRAM_LOW64K
DEEPSLEEP_MODE_RET_SRAM = 0x21,
//not available mode
DEEPSLEEP_RETENTION_FLAG
}SleepMode_TypeDef;

0x21, //for boot from sram
0x03, //for boot from sram

OxO0F,

 wakeup_src: & B X 81 B suspend/ deepsleep B 1k BE R, & 8 X 88 & PM_WAKEUP_PAD.
PM_WAKEUP_TIMER I — N HEZ 1 1R wakeup_src /9 0, B4 #H N{EINFE sleep mode
&, TEWREE,

« “wakeup_tick”: ¥ wakeup_src FIZE T PM_WAKEUP_TIMER BY, BEIZE wakeup_tick SR timer
TEBETIE MCU MEER, INRIGHIRE PM_WAKEUP_TIMER MEE, ZBHEE X,

wakeup_tick FUER—MEIHE, IRBASLFIETEARY System Timer tick RI&RE, & System Timer tick B9
BEIXEIXMEER wakeup_tick /&, sleep mode #MREE, wakeup_tick F{EEEARIEHAIAY System Timer tick
HE, MNEBEEERNYERERNLLITETE, 7 UBER TG R E, NREEZEHFIH System
Timer tick, B3&X wakeup_tick #H1TIRE, MREERVET BRI EITH ],

BT wakeup_tick RLXFETFE], HATIE 32bit B System Timer tick BERTFBGEEZA, FRLUX API BERTRHY
RARERE AR, BRifigit s ARERTE 32bit BERTRAVER K System Timer tick ¥ ZATE]AY 7/8,
System Timer tick RARBERT AN 268S, ABATRIK sleep BFEIAYIE]S 268*7/8=234 s, BIFME delta_Tick &
RERBIT 234 s, EEEBEKAREIRAYE], user ATLUEARKERKL, BAAESE 4.2.7 ET,

cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER, clock_time() + delta_tick);

R[EEAHAT sleep mode EEERENES, ZREER bit N FRAHIMEEEREA

typedef enum {

WAKEUP_STATUS_COMPARATOR = BIT(0),
WAKEUP_STATUS_TIMER = BIT(1),
WAKEUP_STATUS_CORE = BIT(2),
WAKEUP_STATUS_PAD = BIT(3),
WAKEUP_STATUS_MDEC = BIT(4),
STATUS_GPIO_ERR_NO_ENTER_PM = BIT(7),
STATUS_ENTER_SUSPEND = BIT(30),

}pm_wakeup_status_e;;

a) WAKEUP_STATUS_TIMER X bit &7 1, #BEHH] sleep mode 4 Timer MREE,

b) WAKEUP_STATUS_PAD X bit 4 1, #EEZHE sleep mode 2# GPIO PAD MfZ,

c) WAKEUP_STATUS_TIMER #1 WAKEUP_STATUS_PAD [EBY A 1 B, = Timer 1 GPIO PAD fMRERR
BB T o

d) STATUS_GPIO_ERR_NO_ENTER_PM 22— N ERIFHRIIRE, RAEHFELLET GPIO REEFRIR: thin
LIRBETHE GPIO PAD EHEFIMEEE, MEXD GPIO NEBFHEEZEIRIEA cpu_sleep_wakeup
# N suspend, BiIET PM_WAKEUP_PAD MERER, ItbEYSHIMTIEH# N suspend, MCU IZZIRH
cpu_sleep_wakeup EK#, £8HIR[EI{E STATUS_GPIO_ERR_NO_ENTER_PM,
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—ARR AN T BORZ TR BR8] ©

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + delta_Tick);

delta_Tick 2—MEXRIETE] (EbE0 100* CLOCK_16M_SYS_TIMER_CLK_1MS) , A0 H8TH clock_time() #t
TR T 4 XFBYa],

24035 BE cpu_sleep_wakeup RIFEIA:

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD, 0);

EFEHRITIZEREESHN suspend mode, REEW GPIO PAD MREE,

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_TIMER, clock_time() + 10*
& CLOCK_16M_SYS_TIMER_CLK_1MS;

T HITIZERERES#H N suspend mode, TAEW Timer MEEE, MEEERYIE) A Y FIAHEINN L 10 ms, FRLL suspend
BYiE]/9 10 mso

cpu_sleep_wakeup (SUSPEND_MODE , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,
clock_time() + 50* CLOCK_16M_SYS_TIMER_CLK_1MS);

EFRITIZRERBT# N suspend 18T, AJ# GPIO PAD 0 Timer MEER, Timer MEERRIBYE)IZE S 50ms. FAR
7 50ms &R ZAIfA T GPIO BIMEEEH{E, MCU =% GPIO PAD MiE2; YN8 50ms AT GPIO &, MCU &
W Timer MREE,

cpu_sleep_wakeup (DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0);

EFHITIZRERBT N deepsleep mode, AJ# GPIO PAD MifE,

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K , PM_WAKEUP_TIMER, clock_time() + 8%
< CLOCK_16M_SYS_TIMER_CLK_1S);

RFERITIZERERESH N deepsleep retention 32K Sram mode, BJ# Timer MR, MRERAY|E]NHITIZERERDY 85
Eo

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K , PM_WAKEUP_PAD | PM_WAKEUP_TIMER,clock_time()
< + 10* CLOCK_16M_SYS_TIMER_CLK_1S);

R TIZEREET## N deepsleep retention 32K Sram mode, BJ# GPIO PAD # Timer MEE, Timer MEERT
EIAHITIZERERY 10s G WNIRTE 10s LR ZB0fEA T GPIO ThfE, MCU &4 GPIO PAD MiEg; SR 10s NFE
GPIO ZHE, MCU &% Timer MEEE,
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4.1.4 (RINFEMRERGIEITIRIE
% user JA API cpu_sleep_wakeup f5, MCU # X\ sleep mode; LMEREfAELZ MCU MEEfR, MFAREH
sleep mode, MCU HNHHIEITRIZRA—H,

THEEHANE suspend. deepsleep. deepsleep retention 3 i sleep mode #MEESHY MCU BITHRIZ. 1BZ
ZTE,

%

\
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MCU EE (Power on) Zf5, ZREMNA:
(1) iz{THEH bootloader (Run hardware bootloader)

MCU Bt EIT—EEERIaNE, XEMFELEES L, RETEEN.

LM FiRBB— T XLEBNE, tbal: &/ L /deep [BI3E: @idiREX flash BY boot BEIFRIES TLNK", FIHT
BINIZIEITHY firmware 7ZfEHIE (fRFBHIIE 0OXxO0000/0x20000/0x40000/0x80000) , FAFEBkEEZ! Flash
AT Rz#hhE (B HhHE 0x20000000+ fRFEHEIE 0xO0000/0x20000/0x40000/0x80000) FFIAH TN 14
bootloader, (AILURERXIFLMIEMRER Bo1 RTIMISH IFEIEM Flash BUEHIT.) -

(2) IT1TEM4E bootloader (Run software bootloader)

hardware bootloader BITERZfE, MCU FFIAIETT software bootloader. Software bootloader FLE2BIEST
538 vector i (IFRYZ cstartup_B91.S BEEALCHRIER) o

Software bootloader AT 4AGH C BEEFNETIREFAGFIME, ILURBAENNEFENTEN.
(3) BRI (System initialization)

System initialization X8 main ERIEXH sys_init & user_init Z BT S EEEIRIIAL (BFE sys_init. rf_drv_init.
gpio_init. clock_init) , & EREHRRIMF/IZINFERIRS.

(4) BP#I%a1E (User initialization)
User initialization X7 SDK HRERIEK user_init B user_init_normal/ user_init_deepRetn,
(5) main_loop

User initialization SEA/E, #HN while(1) #HI# main_loop, main_loop Fi# N sleep mode Z HifY— R 511
{E#R /9 Operation Set A", sleep MEEZ [F—RFHRIEFR/I"Operation Set B,

FFBR Figure 4-2 sleep mode wakeup work flow, sleep mode FRAZ5#:
(6) no sleep

WREE sleep mode, MCU BIIBTTRIZNTE while(1) &R, REHIT Operation Set A" ->"Operation Set
B“

(7) suspend

WMERIAA cpu_sleep_wakeup REIHN suspend mode, 3 suspend #MEER/S, YT cpu_sleep_wakeup K
HAVIEEIRY, MCU IE{TE/ Operation Set B”,

suspend Bix T/ sleep mode, TE suspend HABIJFTE M Sram #IREERIFAE, FAIENHF/EINFFEIR
SHERFARE; suspend REEG, BFEERERNUEBIETT, JLERAEEZEMEM sram MFFEFRSHME,
suspend B R BINFE RS

(8) deepsleep

WRIFA cpu_sleep_wakeup EKIE#H N deepsleep mode, 2 deepsleep M EER, MCU 2 E#[EF) Run
hardware bootloader,

BJLIEH, deepsleep wake_up R Power on BIRIER/LFE—XEY, FrEEEH VB ERSFERHG

MCU # N\ deepsleep 5, FRAR Sram M F/EiNFFSRE (RE/LMENFERFISN) LR, FRLTHFE
RAE, MCU BR/INF 1uA.
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(9) deepsleep retention

WNERIAR cpu_sleep_wakeup KEK#H N deepsleep retention mode, ¥ deepsleep retention #MEERfS, MCU
S E#[EE] Run software bootloaders

deepsleep retention N F suspend H deepsleep Z[EJFY—F4 sleep mode,

suspend AIABREFFERN sram T FRREMEHRERRS; deepsleep retention FEEBRETEFHRS,
Sram REREEHET 32K (X 64K) FI=EB, FRLATHFELL suspend R1EZ, RHE 2uA £h.

deepsleep wake_up EREEMMERNREZEENIZIT—IB, M deepsleep retention B] LABKI"Run hardware
bootloader" i X—#, XZH N Sram BIFT 32K (64K) LHIBRAEN, £F gﬁM flash LE#HIEIN—RX,
fEEF Sram L retention area BFR, “run software bootloader' T & Bk, HMIFHIT; HT deepsleep
retention TTIARESEZESIRE, FTLA system initilization #AZH1T, ﬁf%%ﬁ']?ﬂ?"‘% EEEHIZE, deepsleep
retention wake_up fGRY user initilization B LU—LE AL EL#, H MCU power on/deepsleep wake_up [GHJ
user initilization X328, SEAXRNEGHEITE

4.1.5 API pm_is_MCU_deepRetentionWakeup

EE.“sIeep mode wakeup work flow"B] LAEF %I, MCU power on. deepsleep wake_up. deepsleep retention
wake_up X 3 MFEREFFBEL T Run software bootloader. System initialization. User initializations

f£i51T system initialization.user initialization 2 N EEY, user EEXNE HFT MCU BEH deepsleep retention
wake_up B9, LUEM—LEXSTF power on. deepsleep wake_up BII&E, PM driver I2{E#|# 27 deepsleep
retention wake_up BJ API J:

int pm_1is_MCU_deepRetentionWakeup(void);

return {9 1, &K deepsleep retention wake_up; return {E 0, &7 power on Bf deepsleep wake_upo

4.2 BLE {KINEE1E

4.2.1 BLE PM #1141k

MRFEATRFEER, T2 BLE PM ERYIMAK, EATE API BIEL,

void blc_11_1initPowerManagement_module(void);

EAEBER|INFEER, TREBL AP, I PM BXPNREBHNZEHARAWREIFZIERFTR, AIUATE firmware

size M sram sizeo

4.2.2 BLE PM for Link Layer

3% BLE SDK {EIN#EEIEE X BLE Link Layer DIFEMIEIR, ESZAXALYRIENT Link Layer BINE.

SDK HEFBY 2 3t Advertising state #1 Connection state Slave role # TIRINFEEIE, HERMHET —F ArPI #
user TAAMECE,
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FF Scanning state. Initiating state #1 Connection state Master role, SDK EBt g HEINFEEIE,

FFF Idle state, SDK HBARIRMERIRINFEEE, BTSSR F K BLE RF E@Ia{E (BD blt_sdk_main_loop
RESEETN) , user AILABTTIEA PM driver XM—EARINFEEE, THE code A—NMEEM demo: 2 Link
Layer &F Idle state BY, &> main_loop suspend 10ms.

voild main_loop (void)
{

//1/7/1/777///7///////// BLE entry [///////////////////////
blt_sdk_main_loop();

/1/////////////////// UI entry //////////////////////////
// add user task

///1777///7/////////// PM configuration ////////////////////////
if(blc_11_getCurrentState() == BLS_LINK_STATE_IDLE ){ //Idle state
cpu_sleep_wakeup(SUSPEND_MODE, PM_WAKEUP_TIMER,
clock_time() + 10*CLOCK_16M_SYS_TIMER_CLK_1MS);

}
else{

blt_pm_proc(); //BLE Adv & Conn state
}

3 Link Layer &F Advertising state 3 Conn state Slave role BY, TEFI/RA sleep mode BIBYF,
AE:

E|f Conn state Slave role /9 connection latency = 0 BYI& o

T advertising T wakeup

Adv |UT task

sleep event sleep
:<— Adv interval
1
1
brx
T brx working
1
1
|
UT task sleep UI task sleep
brx | I brx :
event event |

| |
:<— Conn interval :
| .

Figure 4.3: Sleep Timing for Advertising State and Conn State Slave Role
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(1) &F Advertising state B, &4 Adv Interval B, Adv Event BYEIZHTRY, BRZ Ul task Firdg FARYES(E],
Fls<AtiE] MCU ATLAF N sleep mode (suspend/ deepsleep retention)s

B, %E— Adv interval £ Adv event FHIARIBSEIFATE X 9 T_advertising; sleep HFEMEERVATIEIFAIE
XA T_wakeup, T_wakeup tHE F—" Adv interval £ Adv event B9FF#4, T_advertising #1 T_wakeup 7£75
XHEEEMNNBHEEFERE,

(2) &F Conn state Slave role BY, &> Conn interval A, brx Event (brx start+brx working+brx post) B8]
W, BRZE Ul task G FIRVETE], FlRETE] MCU BILU#EH N sleep mode (suspend/deepsleep retention).

EH, %— Connection interval £ Brx event FFGEIBSE]ERAIE X A T_brx; sleep FEMEERIES B)FKAIE
XA T_wakeup, T_wakeup @ F— Connection interval £ Brx event B9F#8, T_brx 1 T_wakeup TEZ
XEEENNT AT EEFEREL

BLE XT3 EIEN LR N LB IMRED sleep BHEJHITEIE, user JLURTE WA FERAXLERE: FAFEN

sleep. # N suspend mode Z¢i# N deepsleep retention mode,
B91 By sleep mode 43 3 #: suspend. deepsleep. deepsleep retetniono

3+ F sleep mode HHY suspend # deepsleep retention, user AEEIJFHH APl cpu_sleep_wakeup LI,
SDK R#E Link Layer BYKESHEINFEE, 7 BLE iR LM T —ERIFEEENG R REBE
blt_sdk_main_loop FSEIN) ., user REEVEAERNA AP Bl XRINFEHITALE.

3F deepsleep, BLE RN EEASIZTEHIIE, Frll user FEFHIENAEEAE APl cpu_sleep_wakeup
Ri#N deepsleep. F&fl deepsleep mode BIfER, AJLIEZE SDK project “B91_ble_sample” blt_pm_proc kX
3 deepsleep BIRMIE,

TEFFIEXT Advertising state 1 Connection state Slave role BUEIHFE B IR MIF AN E.

4.2.3 HXTE

BLE PM AR IEREBOHIMEZTE, ARFERETHXETS,
BLE SDK FREN T st_ll_pm_t" BILEME, TERIIEZEWERLTE (API NENFERIINEE).

typedef struct {

u8 suspend_mask;

u8 wakeup_src;

uleé sys_latency;

ul6 user_latency;

u32 deepRet_advThresTick;

u32 deepRet_connThresTick;

u32 deepRet_earlyWakeupTick;
}st_11_pm_t;

EXMF II_pm.c REX TINTFEREEE,

st_1l_pm_t bltPm;
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TS RESEETE library B, XBLHEXRBAT HEEENNE, BRAARTFHINEWEEEHTT
ERCIEES (N

TEMNBFSEZLEHINEM bitPm. suspend_mask” BT &£,

4.2.4 API bls_pm_setSuspendMask
BFECE Link Layer Advertising state #1 Conn state Slave role {RIIFEE IR API:

void bls_pm_setSuspendMask (u8 mask);
us bls_pm_getSuspendMask (void);

8 bls_pm_setSuspendMask I& & bltPm.suspend_mask (EXIAfEI SUSPEND_DISABLE),
XFE API BYJRRD A

void bls_pm_setSuspendMask (u8 mask)

{

bltPm.suspend_mask = mask;
}
u8 bls_pm_getSuspendMask (void)
{

return bltPm.suspend_mask;
}

bltPm.suspend_mask RYIRE, FAILUERE TELMERH—1, HEEEFESMERT TRIF

#define SUSPEND_DISABLE 0

#define SUSPEND_ADV BIT(0)
#define SUSPEND_CONN BIT(1)
#define DEEPSLEEP_RETENTION_ADV BIT(2)
#define DEEPSLEEP_RETENTION_CONN ~ BIT(3)

SUSPEND_DISABLE 7R sleep disable, R MCU # N suspend #l deepsleep retentions

SUSPEND_ADV #1 DEEPSLEEP_RETENTION_ADV 733l 8 F 1=l Advertising state BY MCU 3# N\ suspend
deepsleep retention,

SUSPEND_CONN #1 DEEPSLEEP_RETENTION_CONN %33 F3#=%! Conn state Slave role B MCU # X\ sus-
pend 1 deepsleep retentiono

SDK {(kIh#% sleep mode BYI&it L, deepsleep retention 2 suspend BIERIEL, BHIZFEE sleep mode BY
In#t.

LA Conn state slave role A5, SDK B 418 & % bltPm.suspend_mask H1 SUSPEND_CONN 2F 4, 7
AJLA#E N suspendo 7EBT LU N suspend BIER £, IRIBLPRIERBL S bltPm.suspend_mask B DEEP-
SLEEP_RETENTION_CONN @& 4E M, 7 HE/RE LB suspend mode B B # LI 7 deepsleep retention
mode,
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FrUAU0ER user FE MCU # A\ suspend, $JFF SUSPEND_ADV/SUSPEND_CONN BlA]; 1R FHEE MCU #HA
deepsleep retention mode, #ZR[EIFIFTFH SUSPEND_CONN # DEEPSLEEP_RETENTION_CONN,

% API SE M 3 FiE R

bls_pm_setSuspendMask (SUSPEND_DISABLE);

MCU RAFF N sleep mode,

bls_pm_setSuspendMask (SUSPEND_ADV | SUSPEND_CONN);

MCU £ Advertising state # Conn state Slave role R F#H N suspend, BERRIFFHN deepsleep reten-
tiono

bls_pm_setSuspendMask(SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV
| SUSPEND_CONN | DEEPSLEEP_RETENTION_CONN);

MCU 7£ Advertising state 1 Conn state Slave role 83Fi# N suspend #1 deepsleep retention, B{&#H NEF
sleep mode AT sleep NN EHKERE, EESFHANR,

BT LE 3 MERRR, WAIUEI—ESAIAE, W

bls_pm_setSuspendMask (SUSPEND_ADV)

3% Advertising state BJLA# N suspend, Conn state Slave role R PF# N sleep modes

bls_pm_setSuspendMask(SUSPEND_CONN | DEEPSLEEP_RETENTION_CONN)

S A Conn state Slave role AT LL# N suspend X deepsleep retention, Advertising state AR IF#H N sleep
mode,

4.2.5 API bls_pm_setWakeupSource

user i@id_EERY bls_pm_setSuspendMask i & MCU i# A\ sleep mode (suspend 3§ deepsleep retention), &
I TFER AP AJI&E sleep mode FYIRERR,

void bls_pm_setWakeupSource(u8 source);

source B BUKIRIREEJRE PM_WAKEUP_PAD,
% APl IREBERET £ bltPm.wakeup_src, SDK HUREISA:

void bls_pm_setWakeupSource (u8 src)

{

bltPm.wakeup_src = src;
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MCU 7£ Advertising state Bf Conn state Slave role #\ sleep mode, SEFRBIMIEEIRA:

bltPm.wakeup_src | PM_WAKEUP_TIMER

Bl PM_WAKEUP_TIMER 2—E2EM, KT user BNIEE, X2 THFIUE MCU —EB1E45E BT |8 s Mt
EE R0 IEBIZE R SRAY Adv Event BF Brx Event,

XA bls_pm_setWakeupSource IREMEZES, —BH MCU # N sleep mode #MEERfS, bltPm.wakeup_src
SHE Oo

4.2.6 API blc_pm_setDeepsleepRetentionType

BIEIT 4B 7T deepsleep retention R#E retention sram size BIZEFIE 25 32K sram retention 1 64K sram
retention. & sleep mode A deepsleep retention mode £ 3BT, SDK SIRIE user BNIREFH NI AY deepsleep
retention mode,

T API {#t user 1% deepsleep retention modes

vold blc_pm_setDeepsleepRetentionType(SleepMode_TypeDef sleep_type);

AERER R B LT

typedef enum {
DEEPSLEEP_MODE_RET_SRAM_LOW32K
DEEPSLEEP_MODE_RET_SRAM_LOW64K

}SleepMode_TypeDef;

0x21,
0x03,

B91 SDK HZKIAEY deepsleep retention mode /3 DEEPSLEEP_MODE_RET_SRAM_LOW32K, user 31 FH
retention 64K sram, #ALBIEHEIERIT code BIT],

blc_pm_setDeepsleepRetentionType(DEEPSLEEP_MODE_RET_SRAM_LOW64K);

3=
AE:

% API FYIERRAZIE blc_ll_initPowerManagement_module Z &7 BB,

4.2.7 API cpu_long_sleep_wakeup_32k_rc
% APl TERTILEMREE CPU MIBYEIR:

int cpu_long_sleep_wakeup_32k_rc(SleepMode_TypeDef sleep_mode, SleepWakeupSrc_TypeDef
< wakeup_src, unsigned int wakeup_tick);

HrhiZ API 5 cpu_sleep_wakeup_32k_rc BIEBEX 57T FEEIRET, REKEL cpu_sleep_wakeup_32k_rc i&E&
KRR KR AREERTD 5 98, MiZRHAIFEERKEE 5 2%, ARZREMFHR S/ AIEEN XA
["#&, #H suspend mask #l sleep mask #BEi&A disable,

F—1BL sleep_mode ARINFEIRI, —HE MRV PIHHERE
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typedef enum {

SUSPEND_MODE = 0x00,
DEEPSLEEP_MODE = 0x30,
DEEPSLEEP_MODE_RET_SRAM_LOW32K = 0x21,
DEEPSLEEP_MODE_RET_SRAM_LOW64K = 0x03,

fi¥;

BB wakeup_src AMGERIR, —HH 5 FIGERRATHIER:

typedef enum {

PM_WAKEUP_PAD = BIT(3),
PM_WAKEUP_CORE = BIT(4),
PM_WAKEUP_TIMER = BIT(5),
PM_WAKEUP_COMPARATOR = BIT(6),
PM_WAKEUP_MDEC = BIT(7),

}

FE=12¥ wakeup_tick NIREEITEME, HEBAIF 31.25us, HERINKSZITEESNIRE CPU, REIE
0 ARMEER L), TBMHKK.

4.2.8 PM I IBRIE

RINFE BRI RIERE, TERERNBSHAEEESNAIRIAA, BRRATIL user THRRAERE
HUFREZAEA T,

4.2.8.1 blt_sdk_main_loop
SDK A, blt_sdk_main_loop ZE— while (1) &R EIRR.

while(1)

{
//1//7///////////////// BLE entry ////////////////////////
blt_sdk_main_loop();

//777/1/777//7///////// UI entry [///////////////////////

//UI task

111//7//777////////////// user PM config ////////////////////////
//blt_pm_proc();

}

blt_sdk_main_loop EREITE while(1) FREFHIT, BLE RINFEEIEM code 1E blt_sdk_main_loop KX, Fi
LRINFEEIEN code B2—EEWHIT-

THERZ blt_sdk_main_loop EREPEINFEEIRIZIEILIN,
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int blt_sdk_main_loop (void)

{
if(bltPm. suspend_mask == SUSPEND_DISABLE) // SUSPEND_DISABLE, can not
{ // enter sleep mode
return 0;
}
if( (Link Layer State == Advertising state) || (Link Layer State == Conn state Slave role)
s )
{
if(Link Layer is in Adv Event or Brx Event) //RF is working, can not enter
{ //sleep mode
return 0;
}
else
{
blt_brx_sleep (); //process sleep & wakeup
}
}
return 0;
}

(1) ¥ bltPm. suspend_mask JJ SUSPEND_DISABLE BY, BB, RFEHIT bit_brx_sleep K%L, FFLA user
£/ bls_pm_setSuspendMask(SUSPEND_DISABLE) BY, {RINFEEEMNZEMSTERN, MCU Fai#
NETH3E, while(1) B9 loop —E7EHIT-

(2) 38 Advertising State Y Adv Event 3¢ Conn state Slave role B Brx Event IEFEH11T, blt_brx_sleep B
HHEARSEHNIT, XRENLE RF WESIETEIETT, SDK FERIE Adv Event/Brx Event 53R Z f5 74 BE
i# sleep modes

S ERDNFRAERRER, 7 AT blt_brx_sleep Ko

4.2.8.2 blt_brx_sleep
blt_brx_sleep EK¥KHVIZHE LTI PR

void blt_brx_sleep (void)
{
if( (Link Layer state == Adv state)&& (bltPm. suspend_mask &SUSPEND_ADV) )
{ /81 #BIRE, RiF# suspend
T_wakeup = T_advertising + advInterval;
” BLT_EV_FLAG_SUSPEND_ENTER” event callback execution
T_sleep = T_wakeup - clock_time();
if(  bltPm. suspend_mask & DEEPSLEEP_RETENTION_ADV &&
T_sleep > bltPm.deepRet_advThresTick )
{ //suspend is automatically switched to deepsleep retention
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cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K,

PM_WAKEUP_TIMER | bltPm.wakeup_src,T_wakeup); //suspend

//MCU WIRERfS PC {H reset to 0, EEHIT software bootloader

}

else

{

cpu_sleep_wakeup ( SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);
}

”»

BLT_EV_FLAG_SUSPEND_EXIT ” event callback execution

if(suspend 2# GPIO PAD MEER)

{
” BLT_EV_FLAG_GPIO_EARLY_WAKEUP” event callback execution
}
}
else if((Link Layer state == Conn state Slave role)&& (SuspendMask&SUSPEND_CONN) )
{ //SH0 Conn state, # suspend
if(conn_latency != 0)
{
latency_use = bls_calculatelLatency();
T_wakeup = T_brx + (latency_use +1) * conn_interval;
}
else
{
T_wakeup = T_brx + conn_interval;
}

”»

BLT_EV_FLAG_SUSPEND_ENTER” event callback execution
T_sleep = T_wakeup - clock_time();

if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_CONN &&
T_sleep > bltPm.deepRet_connThresTick )
{ //suspend is automatically switched to deepsleep retention
cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K,
PM_WAKEUP_TIMER | bltPm.wakeup_src,T_wakeup); //suspend
//MCU WIRERfS PC {H reset to 0, EEHHIT software bootloader
}
else
{
cpu_sleep_wakeup ( SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);
}

”  BLT_EV_FLAG_SUSPEND_EXIT” event callback execution
if(suspend 2# GPIO PAD MEER)
{

BLT_EV_FLAG_GPIO_EARLY_WAKEUP” event callback execution
A% BLE BYFHEXRIAMIE
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b1tPm.wakeup_src = 0;
bltPm.user_latency = OXFFFF;
}

sz,
FE:

XEBLIBRIAR deepsleep retention 32K Sram KixBH,

LT bit_brx_sleep REFIRIEFERILIRE R, RINNSTMRERIE R B conn_latency FER
ZTE conn_latency =0 MBI, ERERARZE deepsleep retention EXMAVIE R, METRA suspend,
Bi%E suspend mask BYEFAYZ bls_pm_setSuspendMask(SUSPEND_ADV | SUSPEND_CONN) B, Fi3dRz
XHE o

ZEXHEFEN BB controller event, X B F L4 suspend 8% event [B]F K £ BY 1T BY BT H1:
BLT_EV_FLAG_SUSPEND_ENTER.BLT_EV_FLAG_SUSPEND_EXIT.BLT_EV_FLAG_GPIO_EARLY_WAKEUP,

Link Layer Advertising state BY bltPm. suspend_mask 1 SUSPEND_ADV 43%%, Z¢#& Link Layer Conn state
slave role BY bltPm. suspend_mask ¥ SUSPEND_CONN 43§, aJLU# N suspendo

7£ suspend BT, RZFAAT driver BEY API cpu_sleep_wakeup:

cpu_sleep_wakeup (SUSPEND_MODE, PM_WAKEUP_TIMER | bltPm.wakeup_src, T_wakeup);

MaERE ) PM_WAKEUP_TIMER | bltPm.wakeup_src, Timer TRHEM, BT HRIE MCU —EEZETF—1
Adv Event. Brx Event ZI3R#ine#e, MaEEARYE) T _wakeup IBBE A XAYHIEAIE "sleep timing for Advertising
state & Conn state Slave role”s

blt_brx_sleep BRI ¥R B & bitPm.wakeup_src # bltPm.user_latency FIEE I, FALEE X E API
bls_pm_setWakeupSource IR EMEEFENE M AR, BRIKENERIMNRIE—REH N\ sleep mode B
[E32 API bls_pm_setManuallLatency B—#%,

4.2.9 deepsleep retention B3R

5|\ deepsleep retention, Xf_EEBVERGMIERIZLLE DT,
UNABRINTIZER, deepsleep retention mode #FTF.

bls_pm_setSuspendMask( SUSPEND_ADV | DEEPSLEEP_RETENTION_ADV | SUSPEND_CONN |
< DEEPSLEEP_RETENTION_CONN);

4.2.9.1 API blc_pm_setDeepsleepRetentionThreshold

Advertising state/Conn state slave role A, #HEUTEHM, suspend 7 BEITIHEN deep retention:

if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_ADV &&T_sleep > bltPm.deepRet_advThresTick )
if( bltPm. suspend_mask & DEEPSLEEP_RETENTION_CONN &&T_sleep > bltPm.deepRet_connThresTick )
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FE— 1M bltPm. suspend_mask 1 DEEPSLEEP_RETENTION_ADV B4, simE&N AT

BEZNEM T_sleep > bltPm.deepRet_advThresTick 3 T_sleep > bltPm.deepRet_connThresTick B, T_sleep
= T_wakeup - clock_time() FRRMEEEET [E)R ZSLBTET (8], BD sleep RUFFLERTIE], XPNHEMHFHNENZE: H sleep
BYFFLEAT E)E T 45 E BYBY (8] iR{ERY, MCU BY sleep mode 7 ST deep retentions

BN ERTEREIREDN AP, MRS, KEESUN ms.

void blc_pm_setDeepsleepRetentionThreshold( u32 adv_thres_ms,
u32 conn_thres_ms)

{
bltPm.deepRet_advThresTick = adv_thres_ms * CLOCK_16M_SYS_TIMER_CLK_1MS;

b1tPm.deepRet_connThresTick = conn_thres_ms * CLOCK_16M_SYS_TIMER_CLK_1MS;
}

API blc_pm_setDeepsleepRetentionThreshold AAFi& & suspend HI#EE deepsleep retention & FHHH
BtEliRE, XM&ITENTEKRERNINFE,

BSEHIX "sleep wake_up [FIETTRIZ Z 72 BIMBARIAN, suspend mode wake_up &, AILAIZZI[EIZI suspend
FIRVIMIR AR SEIETT, LERERIEPRTE T_wakeup BERZ /G, AJLIZZIFFIEMIT Adv Event/Brx Event 15

il deepsleep retention wake_up [ZEE[EIZE Run software bootloader FFi&RIth 7, #1 suspend wake_up #8
tb, EEZIET 3 MFE (Run software bootloader + System initialization + User initialization) , ZABEFEX
[B]%] main_loop H#11T Adv Event/Brx Event {£55%

LA Conn state slave role 3ffll, FEI&RR sleep mode 73559 suspend # deepsleepretention BYHY timing (B
FF) & power (Ih¥E) XJtbo

N HE4REY Brx event Z [B]RYBTE)ZEE T_cycle BN A1ET B E . 4§ Brx Event BIIHFEF 9L, FHER
7 brx, FEETEIA t_brx (XEHERZ t brx ERATHEEEEMS T _brx X 4%) o Suspend FIEREB AL
|_suspend, deep retention BIEEEERA |_deepRets

“Run software bootloader + System initialization + User initialization" B3 A2 Y EERERA Linit, IFEMNE
BBl T_inite SEFREUNZAEAR, T_init IEEE user FIBIEMNEZ, EESNTANAETIH,
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I
I brx |-------
Brx
) Brx
Event Event
suspend
I suspend 1 ‘ !
| 1 t
| * | t

= t_brx — !

1
I ! :, T cycle E
i ! !

I_brx |-------
Brx
Event Brx
Event

I initf--- ! ‘
! i
! |
! |
| . |
| deepsleep retention 3
! |
! |

I
I deepRet ! ' | i

1,

/ \
// \\ t
/ L. \\
S/<—T init — '\
. \

T wakeup’ T wakeup

Figure 4.4: Suspend Deep sleep Retention Timing Power

LT Z2EH LB 1R,
« T_cycle: P MESBHY Brx event Z[B)HIRYE] E(E
« I_brx: & Brx Event NIk, FEXMEMRN I_brx
« t_brx: |_brx ¥¥4:64i8]
+ |_suspend: suspend [EEER
+ |_deepRet: deep retention FIEKER
« |_init: Software bootloader + System initialization + User initialization I 2RI EN IR
- T_init: Linit #4209 SRTE]

B4, FRE7T suspend mode BY Brx FIJTHFEN:
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|_avgSuspend = I_brx*t_brx + I_suspend” (T_cycle - t_brx)
BTF T_cycle S@ATF t_brx, (T_cycle - t_brx) 9%F T_cycle,
|_avgSuspend = I_brx*t_brx + I_suspend* T_cycle
7T deepsleep retention mode BY Brx FYINFEN
|_avgDeepRet = I_brx*t_brx + |_init*T_init + |_deepRet* (T_cycle - t_brx)
= |_brx™t_brx + I_init*T_init + |_ deepRet * T_cycle
Eb3% |_avgSuspend #1 I_avgDeepRet, ZEIFHHRER * |_brx*t_brx", REXLLIRBIEEH/9:
|_avgSuspend - |_avgDeepRet = |_suspend* T_cycle - I_init*T_init - |_ deepRet * T_cycle
= T_cycle( (I_suspend - I_ deepRet) - (T_init*I_init)/T_cycle)

SFFIRAR ERBNNBER B4R ERIHFERINERIER), &2 (I_suspend - I_ deepRet) @—NEE
BY{E, Eb30 suspend /9 30UA, deepsleep retention /9 2uA BY, (I_suspend - |_ deepRet) = 28uA; (T_init*I_init)
RANWZETEME, b0 Linit 3 3mA, T_init 79 400 uS, (T_init*l_init) 79 1200 uA*us

I_avgSuspend - I_avgDeepRet = Tcycle (28 - 1200/Tcycle)

BIIAEE], % T _cycle BER/NET (FIFH T_cycle < 43 ms), fEH suspend mode RARMFIYIHFEBER;
T_cycle 3ABS (T_cycle > 43 ms), fEF deepsleep retention mode REAMTFIIIHFESER,

B, PM BRERIERIZHHOETIUES], Y T sleep > 43ms MBHEA 2% suspend BIEITIHEA deepsleep
retentiono —RRFATIAN MCU working B8] (Brx Event + Ul task) Eb#AE, 2 T_cycle BABY, AILUAR
T_sleep 9%FF T_cycle,

ABAB R BHRIZR O TIREBIE, MCU 3FF T_sleep KF 43mS BY suspend B eI deepsleep
retention, XF T_sleep /NF 43ms BY suspend EZFRIFAL,

blc_pm_setDeepsleepRetentionThreshold(43, 43);

LA— 10ms connection interval * (99 + 1) = 1s FYEEIZ A FIHITIHER

£ Conn state slave role B, HFNBEMNES. Foh latency NIREEF, 2 MCU suspend BIAIEEH IR
10ms. 20ms. 50ms. 100ms. 1s HA[E{E, 1RIE 43ms MIRMEIRE, MCU 2B 50ms. 100ms. 1s &
suspend J#tA deepsleep retention, i 10ms. 20ms 2 suspend IEEHEF suspend, XFAIMIEA LURIE
— M RMUBIThFE.

HTF deepsleep retention BYTHFELL suspend 1, FE Run software bootloader + System initialization + User
initialization” 3 M BRNEFEERSZH 2NN, RIBULDH, —ER T_cycde KFENMaREZE, #F
F deepsleep retention A 2B EIH#E. LEGIFHIHEREEEN demo, user EXRMINFEM W ITHERIE
—ENFAEENE EAARNPHEEE, REATUREIRFRE.

QBEREFIRIT ES%E SDK H#Y demo, BTE user initialization XEB437& A BiRAIE IR ARIBY B HEE, LM@Y
T_cycle IEFREE A KK, —H&HBIE 100ms LLEM T_cycle, {#F deepsleep retention mode MR =E
&

4.2.9.2 blc_pm_setDeepsleepRetentionEarlyWakeupTiming

£E FEME suspend & deepsleep retention timing & power”, B LLFZE, suspend wake_up BIBT(E] 52
T_wakeup IE#F 2 F— Brx Event FFI&HIBY[EI=, XFRZ BLE master imFria4 EHIETE],
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deepsleep retention wake_up BIBY[E] mANRMIRE S T_wakeup BYIE, FARAIRI: I MCU BER, X
£253 T_init BYBFE] (Run software bootloader + System initialization + User initialization 3 PN B EFEAIRY
i8]) 7 BEFFYA Brx Event, BE&HIE T BLE master i & SHIETE R,

AT FFXANEM, MCU wake_up HIBTE] R B EIRAIEI T_wakeup’s
T_wakeup’ = T_wakeup - T_init

LA Conn state slave role 735l (Advertising state FYRMEFTE24EE) , £ PM BEIERIEXT blt_brx_sleep
EREL e deepsleep retention wake_up BIBY[E] B TR ILERE, AT

cpu_sleep_wakeup (DEEPSLEEP_MODE_RET_SRAM_LOW32K, PM_WAKEUP_TIMER | bltPm.wakeup_src,
T_wakeup - bltPm.deepRet_earlyWakeupTick);

T_wakeup & BLE stack Bohit B8 EI =, user REFEEFE T_init B9E, MATLUEE TE APl RIgE
deepsleep retention wake_up BJIRHIR,

vold blc_pm_setDeepsleepRetentionEarlyWakeupTiming(u32 earlyWakeup_us)

{
bltPm.deepRet_earlyWakeupTick = earlyWakeup_us * CLOCK_16M_SYS_TIMER_CLK_1US;

User FMEZIRY T_init IEEZKIKEER LE AP BIE], SREIREMELL T_init BEA—=R, EREE/NTFXME,

4.2.9.3 T_init BTN

XEBDHINTBAEAE ram_code. retention_data. deepsleep retention area & Sram HEXMIBLZ, 15 user

%BE Sram TEIDECHNFAN R,
(1) T_init timing

FHE]"suspend & deepsleep retention timing & power”, && LEEEMNSTAH, IF T_cycle BARIER,
sleep mode f#F deepsleep retention THFEER, EXMIRINT T_init WEEIRBHAMR, TEEH. ATRE
FRARASET|ERERRAYINFE, TEW T_init WETEIREMR AR/ Linit WEEX LR FRIFREN, FEEEMIMR
.

T_init & Run software bootloader + System initialization + User initialization 3 NS B HFEMM A&, X
3T EIRASN, KEXEZTEITEL

+ T_cstatup /9 Run software bootloader BYBY j&] (Run software bootloader &t & i 17 'C 4% X 1
cstartup_xxx.S) o

« T_syslnit LT system initialization BIBT|E],
« T_userlnit JIH1T user initialization AIBT{E],
T_init = T_cstatup + T_syslInit + T_userlnit

TE A T_init WENFEE.
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irq enable

T init

Debug gpio T _cstartup

main_loop
1
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While (1)

-— —_—
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T advertising ]

T wakeup’

int main(void)

Figure 4.5: T_init Timing

HanE S AENEMBSYE S,
T_wakeup & F— Adv Event/Brx Event FFIAHIETIE] =, T_wakeup’ T MCU 12#i wake_up HIBT(E],

MCU wake_up f&, 11T cstatup_xxx.S, ZAIEBkEEE] main ERIER, H11T System initialization + User initialization,
ZE#EN main_loop, —Bi# N main_loop R LIAME Adv Event/Brx Event, FRLA T_userinit £53RAYBY 8] 3 2
Adv Event/Brx Event FFI8BIBY[8] T_brx/T_advertisingo EA irq_enable XM REE T_userlnit 1 main_loop
54k, # SDK k£ code @A RZAY,

SDK L, T_syslnit BY[E1E&$E sys_init. rf_drv_init. gpio_init. clock_init H{TRYRT(E], XLERTIE] SDK BEMT
fiitb, BITHENAEIRIK. PR T_sysinit @—MEIEME, user FAXFXMEYE, SDK X ERS ETiEIRY
FiERRXEIR RIS E T E] ram_code HIETT,

3% SDK F T_cstatup F1 T_userlnit #HTIFHBIN A,
(2) T_userlnit

HEImNAEIH, user initialization 7E power on. deepsleep wake_up. deepsleep retention wake_up HJ
BHEHR R BRI To

I FEBEER deepsleep retention mode BIRZ AR, user initialization TR EX 53 deepsleep retention
wake_up 1 power on/deepsleep wake_upo

vold user_init(void);

3FF B91 HER T deepsleep retention mode BN, AT REFEINFE, T_userinit RE &M . FTUAFEM
X4, deepsleep retention wake_up B, user initialization EERER, user_init EREFFRIBER initialization
AL D ARE: —BEGFERNENL, 2 Sram LZETEMBK.
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TR#E deepsleep retention mode B] LURIF Sram A 32K (64K) FizEEAY4FY, HITTLUSZETEE XK
retention_data, X#¥HJIE deepsleep retention wake_up BIFLE] AR IEZ BT SR LAEE, AT HEFRM
IRETEWRTE, deepsleep retention wake_up BB 17289 #IA L A NEFHITo

RANLIL AR deepsleep retention wake_up BY, HITHMIZHT user_init_deepRetn %X, power on #l
deepsleep wake_up BIHT user_init_normal, #0F code FfiR:

int deepRetWakeUp = pm_is_MCU_deepRetentionWakeup();
i1f( deepRetWakeUp ){
user_init_deepRetn ();

}
else{

user_init_normal ();
}

user AT ARTEL— T X ERERBISSI, THEE SDK demo “B91_ble_sample” user_init_deepRetn BRZHYSE
Mo

_attribute_ram_code_ void user_init_deepRetn(void)

{
#1f (PM_DEEPSLEEP_RETENTION_ENABLE)

blc_11_1initBasicMCU(); //mandatory
rf_set_power_level_index (MY_RF_POWER_INDEX);
blc_11_recoverDeepRetention();

irg_enable(); #endif

81 3 A (blc_ll_initBasicMCU %/ blc_ll_recoverDeepRetention();) & BLE #J88HNA ]/ DEVEXIEH S 1788
B¥IE1L;

blc_Il_recoverDeepRetention X7 Link Layer F8XINEHHIRESHIME, H stack KELIE,
UENNEUEE TREES %, user REXRER.

SDK demo “B91_ble_sample”® GPIO BYMEE IR B, Led \TIRESHIRE AP E T B 4 #) % €. SDK demo
"B91_module”H UART FEHFFRINRSHEEEMIAK.

?_ SDK demo & _E, user initialization RN T EfthIhaE, 3 ‘tb¥ﬁ117JﬁEE|'\J initialization & BFaI RN
. XWE|—% initialization BY code #1700, FIMTH R4 Sram TEXREEH T F2509121F,

« MNRZBLL Sram LERVIRIE, FHENB Sram TERNMKEF attribute_data_retention”TE X F “reten-
tion_data”E%, FLAILURIE deepsleep retention wake_up FEAEBEFHVAK, REEZIREKRE
user_init_normal EREHPFITT

- IREEHFTFRRIE, BBAMTUKRE user_init_deepRetn EEH, HRREBIRSHIERM,

deepsleep retention wake_up J5BY T_userlnit FiZ user_init_deepRetn REXHIMITEYE], SDK FHREIFX
ZRBYRIEKE ram_code LTI & IE1TEEL

£ deepsleep retention area TiE] B BHIFIIR T, user B HEEIWFIE MBVEHFF AR X R EHKE] ram_code
.
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(3) T_userlnit 7E Conn state slave role B 1L
FHhFES
(4) T_cstartup

T_cstartup 1T cstartup_xxx.S (Eb#0 cstartup_B91.S) FriE*EAYET(E], 3 user &% SDK A cstartup_B91.S
X,

T_cstartup 1ZBRETIBIINAE BT LA#ER A 4 DNETIEIZE AR :
T_cstartup = T_cs_1+ T_cs_bss + T_cs_data + T_cs_2
T_cs_1 M T_cs_2 BMMBYEIREIER, user TABHEN], FEEEXE

T_cs_data =& Sram A“data”ERHI#I AL ETEl, “data"ERREVMBUNELRETE, ENIMYIIBEFIETE flash
B data initial value”Xig . “data”ER ¥R HIBTIEIFEE MCU M flash “data initial value” X3 B #I{EFEN
F| Sram “data"ERHYII AR, XFZAVCSR code 0T :

/* Move Data from flash to sram */

_DATA_INIT:
la t1, _DATA_LMA_START
la t2, _DATA_VMA_START
la t3, _DATA_VMA_END

_DATA_INIT_BEGIN:
bleu t3, t2, _ZERO_BSS
w t0, 0(t1)
sw t0, 0(t2)
addi t1, ti1, 4
addi  t2, t2, 4
i _DATA_INIT_BEGIN

A7 flash iR TLREMEMELIE (LB N3E: 16 byte FUREABEE 7us KHa) , MR data"EBEHEIER S,
EIER T_cs_data BYEIRA, REASH T_init R Ko

SDK Hi“data”ERESHEME VLT, user AILIBZEXHERIENENTTEAEES list X data” BREIAR/

MR data”ERISK, KA A: TE deepsleep retention area T/ BIEMIFIR T, HERELRE T data"ERMNTE
INXB=F attribute_data_retention”E X E| retention_data"f& L,

T_cs_bss & Sram H“bss”ERAIFIE1LET ], “bss"EXBIHIE 0, FHEEM flash EEEDN data, RFEERE bss”
EGX AT Sram £88& 0 Bln], TFEA“bss” E& Sram 75 O 2{EXMRMATCYR code:

/* Zero .bss section in sram */

_ZERO_BSS:
Tui to, 0
1la t2, _BSS_VMA_START
la t3, _BSS_VMA_END

_ZERO_BSS_BEGIN:
bleu t3, t2, _ZERO_AES
sw t0, 0(t2)
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addi  t2, t2, 4
j _ZERO_BSS_BEGIN

T_cs_bss & bss"ERENIEE 0 12/EBVRYia], &> word (4 byte) ;& 0 HUIREIFE R, ZH bss"3/\BYf, T_cs_bss
R/ BIIR bss"ERBK (LLIIRFHENX T —NMERH2FEEA int AAA[2000] = {0}), T_cs_bss HIBT{aE]H
ST ARZ, T user ERBEIER, TJLUTE list XFPEE bss"ERHIK /o

MR bss"ERIRA, BEMMN T _cs_bss. itk A data"ER—#¥, 7 deepsleep retention area Z=ia] B I5BIHI
BT, BRERBT bss"ERMTENNREF attribute_data_retention”E X E retention_data”E& Lo

(5) T_init M=
RIBUUENLR, XF T_cstartup 1 T_userInit BIBSEMRILIL, B T_init LILEIER/)\BYE], ARFEMNEL T_init,
Z| API blc_pm_setDeepsleepRetentionEarlyWakeupTiminge

T_init BYEE BN T_cstartup BIEE Mo T_cstartup BIRE R cstartup_B91.S XA *__START” X m, WF
code Fi7Ro

_START:
#if 0
// add debug, PB4 output 1
lut to, 0x80140 //0x8014030a
11 tl, Oxef
L1 t2, 0x10
sb tl , 0x30a(toe) //0x8014030a PB oen = Oxef
sb t2 , 0x30b(tO) //0x8014030b PB output = 0x10
#endif

££EE  T_init timing” & Debug gpio BI7RE, £ start” XEBH T Debug GPIO PB4 & EHIIRIE, user
RER #if 0"cpk #if 1"{ERJF]F PB4 il SAVIR(F.

T_cstartup £55RAYIE]2 @ tjl main”AYBY|E] 5,0

_MAIN_FUNC:
nop
la t0, main
jalr to
nop
nop
nop
nop
nop
_END:

B4 main REFFIEBIBSEIS T_cstartup Z55RBVBT[E] L BEER. £ main RE—FIEEIM 5L PB4 Rt
ik, WTFrm. EAEX DBG_CHNO_LOW Ki#fiF app_config.h 7 * DEBUG_GPIO_ENABLE" FY¥] 7o
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_attribute_ram_code_ int main (void) //must run in ramcode
{

DBG_CHNO_LOW;  //debug

sys_init();
}

PB4 —a— R LUMEH T_cstartup BYFFEERTIE],

7£ user_init_deepRetn EKEEME T_userlnit 53R RN PB4 S HVIRME, XA LUKIE S Debug
gpio B9%R, User AILUBE RIKEES. BEITNEFZEMNEL T_init. T_cstartup BIBY{E]l, User 7EIEf## GPIO
BENEM L, AIRIEBCHEE, X Debug gpio B code #HTIEEK, LUSEIEZRESHNENERE, W

T_syslnit. T_userlnit &,

4.2.10 Connection Latency

4.2.10.1 connection latency 43BJRY Sleep BIFE

BIEXF Conn state slave role B sleep mode B4R (BE & sleep timing for Advertising state & Conn state

Slave role”FfiiR) , #BRET connection latency (f&#R conn_latency) &BEMBIETIR.
PM ZREAMERIZ L, T_wakeup = T_brx + conn_interval, XA code #1TFo

if(conn_latency != 0)

{
latency_use = bls_calculatelLatency();
T_wakeup = T_brx + (latency_use +1) * conn_1interval;
}
else
{
T_wakeup = T_brx + conn_interval;
}

% BLE slave 223 connection parameters update GEIESEEFHT) MAE, conn_latency £ /5, sleep wake_up

AYBY ) 7
T_wakeup = T_brx + (latency_use +1) * conn_interval;

TEFFRA— conn_latency £4BTHY sleep BSF, LAY latency_use= 2o
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TX RX TX TX TX RX
Master
T brx T_wakeup
I
| I
I sleep —‘
Slave | . | T T |
brx [ I brx |
| event | : -
I

[ L ! o o
|<+—— Conn interval —>:<— Conn interval —>:<— Conn interval —

|
|
-
: event
|
| |

Figure 4.6: Sleep Timing for Valid Conn_latency

conn_latency JXBEXET, sleep BYBT[E] R AREBIT 14 connection interval (—R&&EBELER/)N)HTF conn_latency
HERL, sleep MBTEIATRESHII—NLIRAMIE, W 1s. 2s F, RAVFEAULERIERMR. K sleep HAEIE
FAIH#EEE/\HY deepsleep retention mode A LEBHE X,

4.2.10.2 latency_use BJitE

% conn_latency £ BY, T_wakeup BIE R H latency use JREM, R BH latency use H AR EHEST

conn_latency.

latency_use = bls_calculateLatency();

£ latency_use 1HEH, HREI—1 user_latency, XNE user AILUSERE, EEN APl REIJEIEA:

vold bls_pm_setManualLatency(ulé latency)

{
bltPm.user_latency = latency;

bIth user_latency XPNEZEMHEN OxFFFF, EE PM BEMERFED blt_brx_sleep R RE2EEIETE
REIF OXFFFF, 3iBH API bls_pm_setManualLatency & B/ user_latency I gmiTt—IX sleep B, &
/ATHE’J sleep HHEEEFMILE.

latency_use BItEEIENT,
B it E system latency:
(1) BEYFINEESHD connection latency 77 0, system latency A O
(2) EHFNEZESET connection latency JE 0:

. %é’lﬁﬁ%?ﬁLﬁ—‘Eﬁﬂfﬁﬁkﬁ%, WAZRTE F— connection interval BESRW A B4R 4AME (ELINE
BEIREE RIET. WE master FEIEBTSMIETES), system latency 7 0o
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- BURRKERSEESEENIET, M system latency ZFF connection latency, BRAB—MFIS, 0
RUEIT master B update map request B update connection parameter request B SEFRAE AT E]
M7E (connection latency+1) 1 interval Z /], MSEERAY system latency 5@ MCU 7E SEPRE AT E] =
ZEIBR interval BE3R, HAfR BLE BYFFRYIEH,

=]
latency_use = min(system latency, user_latency)
Bl latency_use BY system latency # user_latency HBYE/)ME,

LI EZBIERILIE Y N8 user I8 API bls_pm_setManualLatency I BRI user_latency Lt system latency
I\, user_latency ESENRLZD latency_use, FN system latency FENRLZB] latency_uses

4.2.11 API bls_pm_getSystemWakeupTick
THEMN APl BFIREURINFEE IR ITEM suspend B2SRAVET[E] == (System Timer tick) , Bl T_wakeups

u32 bls_pm_getSystemWakeupTick(void);

M PM ZR{EEAMEHAZ blt_brx_sleep RIEFEILUEE, T_wakeup BT ELLEHE, BERIFR cpu_sleep_wakeup
R T , MAERAETE BLT_EV_FLAG_SUSPEND_ENTER FE4ElERERE A BEFEEMM T _wakeupo

TEIREFEAIN A 75,3548 BLT_EV_FLAG_SUSPEND_ENTER 4 [EIE& R bls_pm_getSystemWakeupTick
B

bls_app_registerEventCallback(BLT_EV_FLAG_SUSPEND_ENTER, &ble_remote_set_sleep_wakeup);

<

void ble_remote_set_sleep_wakeup (u8 e, u8 *p, int n)

{
if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN && ((u32)
< (bls_pm_getSystemWakeupTick() - clock_time())) >
80 * CLOCK_SYS_CLOCK_1MS){
bls_pm_setWakeupSource(PM_WAKEUP_PAD);
}
}

U EX AN ELRR S E LM ER M LR R ER.

—PMEBNAANHRBOEABMIFLELBEEY, RORNNEHEE—FEEZEM. H user B
bls_pm_setSuspendMask 18 & T Advertising state #1 Conn state #3E#H N\ sleep mode, £ conn_latency
REEMMEIE T, FE Adv interval 1 conn_interval BIEFRZHFFIAR (—RRIZETE 100ms LUA), sleep B
BfiEl R =812 Adv interval #1 conn_interval, BEBSHRIZEIFMHIIAE, MASER. LWERIZE GPIO MEEE,
TiLIRBEEHEIRERE MCU,

{BEY conn_latency £3/5 (kb0 conn_interval /9 10ms, conn_latency /3 99), AIBERER Conn state BY
B9 sleep RIFLE 150 XNIIEFIREAIESEI, 7 BLT_EV_FLAG_SUSPEND_ENTER [B]3 2 ¥ #r a0 R LAk
& Conn state, HHHFIEH NI suspend RYMEEERY ] S BE B HFIATIEIKTF 80 ms, ABAIE GPIO PAD Ay
BARM#HZE, MR timer WREENERESE, BRERTSHGPIO LBEFERET K, itk MCU IERIMREE,
EIBRENEBES, REMTASER.
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4.3 GPIO MERRY;F S EIN

4.3.1 REERTFEFH BT EH#EN sleep mode

BT B91 Y GPIO MEER ESNEFIREE, MAZ LA A TEAMEE, PRUASECE T GPIO PAD MEERY, Lbin
RETE GPIO PAD B HFMEEE suspend, EMfR MCU 7EIEA cpu_sleep_wakeup N suspend B, a]
HIX A GPIO EREINEBFEFERE BT, EHRICEREBTT, EFr#HN cpu_sleep_wakeup KEET, fif
& suspend RI@LMEY, SIUZRER, BIEEEEFH AN suspends

MRHIMEIER, FTRESEREERTINEE, thiNARiE# N deepsleep EHIEEE, EFEFNIT, ER
MCU Fi&# N deepsleep, T code #1517, FERENFTERRE, ENMEFH flow AJEERELIE.

user TE{#H Telink BY GPIO PAD MafigRY, EFEBEGFXNREH,

MNRNAEEERIFFEX e, £IAA cpu_sleep_wakeup RIEBT R ET GPIO PAD MiERRE L4 HY
B8R, ATHIEERFRHFENFOIFAELE, PM driver 7 —LeoiE:

(1) Suspend & deepsleep retention mode

R ZE suspend # deepsleep retention mode, #ERRIRIBHEKEL cpu_sleep_wakeup, IZEK#ELEHALRENE
Bl EE L I AR E .

« PM IR ERME]T GPIO PAD &ERAPIRE, iR[E] WAKEUP_STATUS_PAD;

« PM &R _E&EMNEI GPIO PAD £AVIRE, iR[E] STATUS_GPIO_ERR_NO_ENTER_PM

(2) deepsleep mode

R Z deepsleep mode, PM driver RTEKEBE&IF MCU reset (ILBYAY reset R watchdog reset 3R —%) ,
F2F=[E 2] Run hardware bootloader" FFAE iz To

LA _ERIRR, 7E SDK demo 1, 7 BRZAVALIE,
7£ BLT_EV_FLAG_SUSPEND_ENTER I E T REH suspend B el X BTEIBY, 7 =FE GPIO PAD Mt
8

vold ble_remote_set_sleep_wakeup (u8 e, u8 *p, int n)

{
if( blc_11_getCurrentState() == BLS_LINK_STATE_CONN && ((u32)(bls_pm_getSystemWakeupTick() -
< clock_time())) >
80 * CLOCK_SYS_CLOCK_1MS){
bls_pm_setWakeupSource(PM_WAKEUP_PAD);
}
}

HRLERNEY, BIFEHRE latency N 0 HE—NMR/NEIE, 13 sleep BHEIIRAE, MR sleep BFE]R
=i8id 80ms, AMARREIRBIZENINE (drive pin LEHBF) FBT GPIO PAD SEBTMREE, W
REIFrTRo
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int user task flg = ota is working || scan pin need || key not released || DEVICE LED BUSY;
if (user_task _flg){
bls pm setSuspendMask (SUSPEND ADV | SUSPEND COCNN) ;

#if (LONG PRESS KEY POWER OPTIMIZE)
extern int key matrix same as last cnt;
if(!ota is working && key matrix same as last cnt > 5){ //key matrix stable can optimize
bls pm setManuallatency(3):
¥
else{
bls pm setManuallatency(0):; //latency off:
¥
fel=e
bls pm setManuallatency (0);
fendif

Figure 4.7: {EIIFEMRED

MCU # N\ deepsleep BIFRFNIE N :

- —RBIES 60s RETMAESHFSFEHN deepsleep, XENEHEIFIRBEIET, FTLULLBIARSE drive pin
SEFEH deepsleep TIEHN;

« ZRF# 60s [FiHN deepsleep, XBHREIAE drive pin EMEEF, SDK 2 FEM drive pin MEE
BERERR, RARBIFRE, EFRET XN (BERBRBEETDNERLIE).

4.4 BLE 2R RINFESIESE

ETHRT % BLE SDK (RIHEEEMNLIMREEM £, user AILIRR FHEE B O RINFEERE, 158%E SDK
demo “B91 ble sample” R EENSZE code, THEHIM—LLMFRE,

7£ main_loop A9 PM configuration ZB43 7™M blt_pm_proc EEK, FEXMREERIE main_loop MER/SMHE,
LURIEZ{TAY 8] L S3ZiT blt_sdk_main_loop. EIt bit_pm_proc R EERINFEEENEE, FTEIRIE U
entry ZR ZMESHMIEE L RBAENIEE,

bit_pm_proc BRIRIIFEEEEE/ LM EREZEWT:

(1) HEFSEERXHA sleep mode BF, F1IEF (ui_mic_enable). LINEESSIEITHT, iR E bltm.suspend_mask
79 SUSPEND_DISABLE,

(2) Advertising state &4 #&BYIEIAE] 60s, 1&8E MCU #H N deepsleep, MEEIESN GPIO PAD (FETE
user initialization B3 1ERIREIZHE GPIO PAD) , ¥IMTR ST B 60s NAEERRARGERZE, BT
= advertise_begin_tick IB R #EFIEH System Timer ticko

REIES: 60s T #E#HAN deepsleep HNEBNRN T BIFE, BALE slave IKFEBH master EZNE—HE
&, user FEREBCHF R, MWINFEHITIFGE, REMMAIE advertising state BIBTE]a)H,

(3) Conn state slave role BY, FREHIREHMEERTENR. RESMIS. LED 5%, BdRIE—XREX™H
{55 0¢i8] 60S LA L, I&E MCU # N deepsleep, MEERJR/ GPIO PAD, F#B7E deepsleep iBIZEF 1728
DEEP_ANA_REGO #riZ HEIREEEIRS TH N deepsleep (deepsleep MiERfS, FILUSE MR EER
TREE master ELE)o
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REIELE 60S TEMES#H AN deepsleep WEMRNT AI05E. LR EGLEREZNIFEREZIED, el
RN deepsleep. user HEIRIEE S HIE RMINFERITURE GNRISLHL,

Conn state slave role BYE# N deepsleep, i bls_ll_terminateConnection @ master &iX—> TERMI-

NATE 8%, HFX MW ack /5 (tkEYEfiik BLT_EV_FLAG_TERMINATE SE4E1EE %K) BN deepsleepo

XEMZE N T HR master YEl salve EEHBTERNEREILZIETF. WR slave ZE RIEMTEEKRIHN deep-

sleep, master AR FIEZREH —EZ1HEM slave FF, HE connection timeout &, X connection

timeout BYEIATEETR K (l:l:!ll] 20s), WIER7E 20s connection timeout Z &l slave #MEEFH & #EZXH master

L_LJE%, BT master BT E—RENERKREHR, SFHTEILZIA slave BINERE. A LHEARMEE
ERERIS.

(4) YB—LEIESTEEWKTIEIA sleep BIREY, BILAFENIRE user_latency 8 0o ¥ key_not_released.
DEVICE_LED_BUSY B API bls_pm_setManualLatency ¥ user_latency &9 0, #F4 latency_use
T 0, conn_interval 4 10ms BY sleep AY[E]FREEIE 10ms.

(5) ELESE 4 PHEM E, FohXE latency f&, 81 conn_interval ZFEEER, FEHME RS, BigE
I LED R MIBEHREES Y conn_interval Z3ii—x, BT A LIBM—LEThEEM Ko

LONG_PRESS_KEY_POWER_OPTIMIZE % 1 BY, Yi#@BE1EE (key_matrix_same_as_last_cnt > 5), &
LUFEmLE latency BYE, JEH bls_pm_ setManuaILatency (3) &, sleep BIBYEIFR=#BE 4 1 conn_interval,
conn_interval /7 10 ms B, & 40 ms EE3R— 402 LED FIIGHHH,

user EEAXMEKE, FEBITIRIE conn_interval BYEFI{ESS 0N B 8] 3 iE(H,

4.5 [ FEEMIREE

£ Advertising state #1 Conn state Slave role, RZ[E GPIO PAD IMEERTIR T, —BEi# A sleep mode, REETE
BLE SDK TR IFRIBTIE] R T_wakeup MEEE, user ToATER —MFERIME =R sleep IRFIMREE, A TIEN PM
BIRIEME, SDK EINT N AEENEEEN AP F1ERIEIE R L.

N FEEERMEER API:

vold bls_pm_setAppWakeupLowPower(u32 wakeup_tick, u8 enable);

wakeup_tick JITEBIMEEERY System Timer tick {&;
enable 73 1 B TFZMRERTHEE, enable 79 O BYXiH,

A EERMEE L RS, 1T bls_pm_registerAppWakeupLowPowerCb EAHI[EERKIER, EERAEF APl 10
T

typedef void (*pm_appWakeupLowPower_callback_t)(int);
void bls_pm_registerAppWakeupLowPowerCb(pm_appWakeupLowPower_callback_t cb);

LA Conn state Slave role J3f§l:

% user A bls_pm_setAppWakeupLowPower & & 7 M B E BT MEFERY app_wakeup_tick, SDK TEi
sleep H1, ST app_wakeup_tick @ETE T_wakeup ZHlo

- IR app_wakeup_tick £ T_wakeup Z&i, W FEFITR, MLATE app_wakeup_tick fil’& sleep 1ZRIMEEER;
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« WNR app_wakeup_tick £ T_wakeup ZJ5, MCU EEB&7E T_wakeup MREE,

T brx T wakeup

app_wakeup_ tick

sleep >

A

|
|
|
|
|
|
T_wUI task(_
|

brx |
event |

f

Y

- Conn interval

Figure 4.8: EarlyWake_upatapp_wakup_tick
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5 {RERfZI

B E (battery power detect/check), 7E Telink BLE SDK FIfEXx Xt a]gE HIMEMMZ F, BiE:
BB SN (battery power detect/check) « {REEMASN (low battery detect/check) . {EEEEM (low
power detect/check). BBIH8ZE (battery detect/check) o Lt SDK HAERSEFIREEIN battery_check.
battery_detect. battery_power_check ZF#p&,

G — LR (low battery detect) "X PNRAMRFHITIRE,

Telink B91 BLE Single Connection SDK FF&3ER

5.1 {REBIENMEE Y

ERBEMERNTR, BTEMBESEH TR, HBERE—ENERSSIERZ N
a) B91 TYEEBEREEN 1.8V~-4.3V, HEBEKTF 1.8V BY, BO1 BEE L ERIERERNTIE,

b) LEHMEEEREN, RATFEBENAIRE, Flash B9 write" 1 erase”I2ERIgEA HERIXBE, 1EM program
firmware AP HIBERFEEN, REASHTREN. REUFHNESZR, BITEXAAIaEH XY
REREIREHN 2.0V,

RE L EmAER, FRARMEBRNSR, HIIEE—LELBEE (secure voltage) , AEHBESTEXINE
SLEBENREA A MCU BT E;, —BBEEEFREBE, MCU FIEETT, FEIULZH shutdown (SDK k£
fEA#HN deepsleep mode L),

LZLBEMTARERE, XN BEEMIZE, Bl SDK BIAER 2.0V, 1R vser EEGBEPHILTRE
Emigit, SHEFEMEREENTL, ReBEEEFTERSIRS, il 21v. 22vE,

3FF Telink BLE SDK F &L=, REMFER T BB, KB NEAIEIZTmB N Edm B RARENET
FES, LRI @R E M.

5.2 {EKERIEMAYSCIR

RERNFEEZFER ADC WEBIRBEHFHITMNE, user iI5EE X1 B91 Datasheet H Driver SDK Developer
Handbook #8X ADC &¥3, 5t3f B91 B9 ADC #ERHITHEMN T ko

KB MAYSEHL, 454 SDK demo “B91_ble_sample”4a HBYSEIIRIRER, &E X4 battery_check.h # bat-
tery_check.co

WHFR app_config.h XHFHZR"BATT_CHECK_ENABLE"@#ITHE, XNARIAEXHAMN, user ER{EKER
KMTHEER R EEE,

#define BATT_CHECK_ENABLE 1

5.2.1 {EBENEEE

REIMZ—MEZE ADC RIFESS, ERI ADC KiFHREBER, A—LFEEEMIEE, HAAMT:
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5.2.1.1 EiXfEA GPIO (N EE

BO1 MURIES AR A Vbat B GPIO #RIMES WA A XNHITRIE, (B Vbat BERFEERE, WREHEE
ERENFEEVGELINE GPIO HIHREE

- 3/4 SMEREEPESDESS (SFE{E 400k, TEAEMBR)

« 1.2V Vref B/EBE

« 1/ 4 M pre_scale D EZREK

« REHSIRETF 48K

AIFRY GPIO BINIBIE S PBO~PB7. PDO. PD1 XRZAY input channelo

typedef enum{

ADC_GPIO_PBO = GPIO_PBO | (Ox1<<12),
ADC_GPIO_PB1 = GPIO_PB1 | (Ox2<<12),
ADC_GPIO_PB2 = GPIO_PB2 | (Ox3<<12),
ADC_GPIO_PB3 = GPIO_PB3 | (Ox4<<12),
ADC_GPIO_PB4 = GPIO_PB4 | (Ox5<<12),
ADC_GPIO_PB5 = GPIO_PB5 | (0x6<<12),
ADC_GPIO_PB6 = GPIO_PB6 | (Ox7<<12),
ADC_GPIO_PB7 = GPIO_PB7 | (Ox8<<12),
ADC_GPIO_PDO® = GPIO_PDO | (0x9<<12),
ADC_GPIO_PD1 = GPIO_PD1 | (Oxa<<12),

}adc_input_pin_def_e;

£/ GPIO input channel XTEEIREBEHTT ADC X%, HEAKERARNT: EEHFRERILIT L, FBRER
# GPIO input channel &%, ADC #iRLEY, 3§ GPIO IR AEPAZE (ie. oe. output £3Fi% 0), ItkBY GPIO L
HEBEETBIREE, HiZF#HT ADC XKHFAIE],

User B]3@3id B91 sample BY app_config.h FREYZRENIR GPIO input channel, % PB7 /9 GPIO input channel,
PB7 {EAEI@ GPIO IhaE, #IIRHBIFAEIRE (ie. oe. output) EREINRSENE, RMMEFHKER, demo A
ZFRINERE PBO 9 GPIO input channel:

#define PBO_FUNC AS_GPIO
#define PBO_INPUT_ENABLE 0

#define PBO_OUTPUT_ENABLE 0

#define PBO_DATA_OUT 0

#define ADC_INPUT_PIN_CHN ADC_GPIO_PBO

5.2.1.2 REEERAZESER

E%A B91 ADC input mode B Z#FHIFIET (Single Ended Mode) F1ZED1ET (Differential Mode) , {EHF
RLSTENRERE, Telink ME: REFERAESER, RHERARRITFER,

EPHRIVEY input channel 439 positive input channel (IEIRHINIEE) F negative input channel (FaimHIN
BiE), WNEREBE[ENR positive input channel BEZ negative input channel BBERFEIFEBEE.
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WK ADC R#£H input channel RE 114, BHAEDERN, RKHAT input channel IRE 7 positive input
channel, ¥ GND &3 negative input channel, Xt ZERIBEZER positive input channel BEMHEZ,

SDK FRRERNER T EDRIN, REZEOWMT:

adc_set_diff_input(ADC_INPUT_PIN_CHN>>12, GND);

5.2.1.3 F[EAY ADC ESEE)H

REMIERN—ThEAR ADC K%, FEAMZE Misc channel, User IRFEFRMEELMINE A ADC BIE
55, WHEEMR Misc channel, RERNTEZSHEM ADC ESRENIETT, SHFRABUIMRAYGUREI,

5.2.2 {EERE MY HEIRfER

£ SDK demo H1,B91_ble_sample 1 B91_module T2 T K EBININEE , user FEETE battery_check.h
A BN B ThEE# TR,

5.2.2.1 {KEISNFA

2% adc_bat_detect_init EREAISSIN,

ADC #IHakRYIRE 24 5% B T ERRFE: 5t power off ($8E) sar adc, AREEHMEBE, RIS power on
(LE) saradco FAE ADC EEFHIFIIALER A INEIEX 1N MAE.

_attribute_ram_code_ void adc_bat_detect_init(void)

{
adc_power_off(); // power off sar adc

""" // add ADC Configuration
adc_power_on(); // power on sar adc

}

Sar adc power on 5 power off ZRINEEE, user REFEEEN, FRAXLERIANIZEMIT. User R iE
E 7T RE GPIO input channel, BEFENFIEHRH app_config.h BXEHIE XBNE,

adc_bat_detect_init ¥JIA1LERERTE app_battery_power_check FIEAMH code 79:

if(!adc_hw_1initialized){
adc_hw_1initialized = 1;
adc_bat_detect_1init();
}

XBFEHAT—1MZE adc_hw_initialized, BHZTEH 0 RAR—XIBKL, FEEE 1; ZZTEHN 1 ”HAE
M. adc_hw_initialized £ F@E API RS #IRE,
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vold battery_set_detect_enable (int en)

{
lowBattDet_enable = en;
if(len){
adc_hw_1initialized = 0; //need initialized again
}
}

6T adc_hw_initialized BRI IASEIMEYTHEES :
a) 5HEf ADC £ (“ADC other task”) RYLJJift

Y AREE sleep mode (suspend/deepsleep retention) BI%0H, RO EERNSEM ADC ESHITR,

RANREZREBQNSEHM ADC ESHINIRER, BI8EHIN adc_bat_detect_init #ZXR1T, FILIFEES
El user initialization 1, #Z7E main_loop B,
E—RINIT app_battery_power_check K%Y, adc_bat_detect_init ##1T, BEEASWRERIT,

—B"ADC other task"FREHITHY, I E ADC IFERAMN, MR ADC other task"#1 8L BT A IAA bat-
tery_set_detect_enable(0), WIS adc_hw_initialized i& O,

ZADC other task"5ERlfE, 32 ADC BI{EFH, app_battery_power_check BXH1T, BHTF adc_hw_initialized
B 0, WIAEXMIT adc_bat_detect_init, XEFFIE T EBNERTIERETE S EFHAIE K.
b) 3t suspend # deepsleep retention FYEIEMN LM IE

3% sleep mode ZE#HK,

adc_hw_initialized XM T EFE AN NE X E— 1 "data”"ER 3 bss"ER EFIT =, FEEE X F retention_data
to EXTE data"E& Tl "bss” L ATLURIESE X deepsleep retention wake_up JETEHIT software bootloader (BN
cstartup_xxx.S) EIXNBEXWEFHYIBMLA 0; M sleep wake_up EXN T2 A LUFRIFAT,

adc_bat_detect_init BREEEACEM reqgister IHFEIFIER: 7E suspend mode FRIEE, AILUMRFRE; &
deepsleep retention mode FT&izH,

YR MCU #H A suspend mode, BERGHERNIT app_battery_power_check BY, adc_hw_initialized BY{EF
suspend ZRI—H, FTEEEMMIT adc_vbat_detect_init EIE,

1R MCU # A\ deepsleep retention mode, B23Rf5 adc_hw_initialized 79 0, %N EFHIT adc_bat_detect_init,
ADC tEXH register REHEWEMILE,

adc_bat_detect_init FEHIKTE register BPRZSRILATE suspend BRiE1RIF AR,

SDK # % adc_bat_detect_init ERIEGHRIN T FEF attribute_ram_code”LUIIEE A ram_code, RREMEN
TR KEERIERZSHINGE, thINXFEAR 10ms * (99+1) = 1s KERIRERE, & 1s EER—X, PEpKE
BR{EFRYE deepsleep retention mode, APARREERSG adc_bat_detect_init —EXEHAIT—R, MAE
ram_code FHITRESTRER,

XM attribute_ram_code ' FEHAR. EF=mMAS, user AILUIRYE deepsleep retention area KIERAIENR,
LZAFENENER, RREBSIULREIMANE ram_code Ho
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5.2.2.2 {REEIEMAbIE

7€ main_loop #, EFE app_battery_power_check ERELIMEREIMAIIE, X code #1TF:

_attribute_data_retention_ u8 lowBattDet_enable = 1;
u8 adc_hw_1initialized =
vold battery_set_detect_enable (int en)

{
lowBattDet_enable = en;
if(len){
adc_hw_initialized = 0; //need initialized again
}
}
int battery_get_detect_enable (void)
{
return lowBattDet_enable;
}

if(battery_get_detect_enable() && clock_time_exceed(lowBattDet_tick, 500000) ){
lowBattDet_tick = clock_time();
app_battery_power_check(bat_deep_thres,bat_suspend_thres);

}

lowBattDet_enable BRINMEA 1, EEKEMNZIIARITR, MCU LBFIZIAIUABEEBEN, ZEEFER
BFY retention_data, MR deepsleep retention FEEERE IR

DBEHEM ADC EEFEEL G ADC FHENES, 7 8EXE lowBattDet_enable BI{E: HEM ADC S TR,
JAFE battery_set_detect_enable(0), IEAY main_loop ':F'T%ﬁiﬂﬁﬁ app_battery_power_check K#%; EH

fit ADC ES4ERE, A battery_set_detect_enable(1), 3 ADC N, IEAY main_loop X B LA A
app_battery_power_check E&%K,

BT T E lowBattDet_tick RITENKEBINAIIAZ, Demo P HE 500ms HIT—XEBKEM, User B LIRIE
B 2B FE KRB BX T EE,

app_battery_power_check E##EMEI ram_code £, &% LEX"adc_vbat_detect_init” ram_code AYisFH,
HBEAT HEIBITHIE, KA,

XA attribute_ram_code" FEHAN, EF=mMAS, user AILUIRYE deepsleep retention area HIERIENR,
LAMFENANER, RAEBTIFILREINE ram_code Ho

_attribute_ram_code_ void app_battery_power_check(u16 threshold_deep_vol_mv, ul6
< threshold_suspend_vol_mv)

5.2.2.3 {KERE

app_battery_power_check I MBI AIEERBICMBIREBE, BN mVe F—PEEA deepsleep BY
HEBE, FZNESEN suspend WEIERE. RIBFINXNA, SDK REINIZRE S deepsleep /9 2000 mV,
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suspend 3 1800mV, £ main_loop BYEENP, HEJREEMRTF 1800mV BY, #HN suspend, HEBJREBE
AF 1800mV {B/NF 2000mV BF# N deepsleep &30

“B91_ble_sample”#1"B91_ble_module“fER#* N deepsleep B9 LKL shutdown MCU, FHHIGE TIRE
o] LAPRER,

“B91_ble_sample”#1"B91_ble_module“#¥ shutdown &, #HNAJHMEER deepsleep mode, IEEIINRE L%
BEEE, SDK =7E user initialization FYBHRESTRIEM—RIREBALN, MARZFEI main_loop M, XEELLIE
NRRZE A T BRN A EAEIR, 256%BEINT:

WREEBIRERY LED NIFELIETR T = miERAE, REFEN deepsleep XEMREE, M main_loop HIRIERE,
FEZE/D 500ms BBYEIA S EMIEREKN, 7 500ms ZHi, slave I BB ERARA T, RAJEER master
BEEELT, XHENE, M ESRBEREMNIZE NS TERN bug 7.

EAXNRE, SDK HTTE user initialization BIBHEFLIZ BT RN, HIEX—D FAFELIER & EERIE .
FRLATE user initialization BYBY{&, ZROAMEERALMN, SDK ARER#IZEOA:

void user_1init_battery power_check (void)
i1f(!deepRetWakeUp){
user_init_battery_power_check();

}

7E user_init_battery_power_check ¥ K% BAT_LEAKAGE_PROTECT_EN #1777 X%, BRINZEITH,
FEETFH—REBEENFHN sleep HEBEEBIRS 200mV #1THN, XHiZERE, NEEEXBEENILE
BRI ENREBRNMEEME 2000mV Bigs 200mV # TN, HREERFEFEZTE shutdown B IRERS
HREREERENE, IREREHRFAE L, AENBERBENNEKIRERK, RILFEEXEEERG
MR BEEHEESNIEE. —fRM, RESERRBENAIBREETF 2000mV #N shutdown &G, 7
SHIMEEBE 2200mV, FFLA user RAEOXA 2200mV SXFSEFREBE 2V-2.2V B~ RiIRIR K E,

5.2.3 {KEIENF Amic Audio

SEMBEONERERRLPIFANNA, N FFELIM Amic Audio B9, REMIF MBI Amic
Audio BYEJHREIE],

REBEEANBEMERNAR, BFEABIETE, BRIMEBRNLHB. 2 Amic Audio #ALERY, MULTHEA
=

(1) XHEMEERR
JAF battery_set_detect_enable(0), HEIEEBIMIEIR ADC FREMHIE S,

(2) Amic Audio ADC #J¥a1k

T A ADC A RFMEBICNAR—1, FEX ADC EF#HITIANK. BEHESZARXE Avdio" BTN
43

=Ho

Amic Audio Z55RBY, JAF battery_set_detect_enable(1), SEMEEBEEMIER ADC BIRCERWREM, LK
KNEESHMPIEN ADC R, ARFIEHITEREBRN,

NR 2N EMIE Amic Audio BY ADC ESREIITETE, Htt ADC ESHILIERIAESG Amic Audio BFIAME
i

IR 2R, Amic Audio. EHh ADC F553H 3 MESERIFEE, user BIIRIEADC BBIEREELIRFEH 1
RN, SZ{EBRNF Amic Audio PIREIMAA %, EEITEM,
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6 Audio

Audio YRR LAZ Amic 2% Dmic,
- Dmic SEIEFAINE audio RIBMISE, BEHFESIEE BT L;

 Amic FREERA Bo1 WHBHY codec 1RIR, MIRIAHT Audio [ESHITHRIFFAIE, &

%] MCU.

6.1 #lMa1k
6.1.1 Amic FI{EEIEM

BRIARAE RSZHFILINEE, REMRAEZSZHo

6.1.2 AMIC #ItaHkigE

£ SDK demo B91 feature FHY feature_audio”iE = A IEMEX code,

vold ui_enable_mic (int en)

{

ui_mic_enable = en;

#if (BLT_APP_LED_ENABLE)

device_led_setup(led_cfg[en ? LED_AUDIO_ON : LED_AUDIO_OFF]);

#endif
gpio_write(GPIO_LED BLUE,en);
if(en){ //audio on

/1177777777777//7//// AUDIO inttialization///////////////////
#1f (MICPHONE_SELECT == BLE_DMIC_SELECT) //Dmic config

audio_dmic_init();
#else //Amic config
audio_amic_init();
#endif
}
else{ //audio off

#if (MICPHONE_SELECT == BLE_DMIC_SELECT) //Dmic config

audio_mic_off();
#else //audio off
audio_mic_off();
#endif
}

#if (BATT_CHECK_ENABLE)
battery_set_detect_enable(!en);

RARMNEFESHE
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#endif

T ui_enable_mic REH, en=1 X[ Audio ESHIFFE, en=0 [ Audio ESHLER,

Audio FFIaRT, TL_MICBIAS BRIELTE audio_amic_init() FEVAEREHHE S EFIRED Amic, P AIUEEMSE
BmMTEENLIE,

Amic M HIRERN

void audio_amic_1init(void)
{
audio_set_codec_1in_path_a_d_gain(CODEC_IN_D_GAIN_20_DB,CODEC_IN_A_GAIN_O_DB);//recommend
< setting dgain:20db,again 0db
audio_init(AMIC_IN_TO_BUF_TO_LINE_OUT ,AUDIO_16K,MONO_BIT_16);
audio_rx_dma_chain_init(DMA2, (ul6*)buffer_mic,TL_MIC_BUFFER_SIZE);

Audio TEL{EZFEH, BT DMA ¥ codec FRIEIBRREAETHIMRE] sram H, audio_rx_dma_chain_init BF
ACE sram REFMRVESHIENEENKE, RN EERRERBEAERNEMRERESINE, BRPEETTE
X buffer_mic BIB{&ER] LAEZ Bai sdk FIBEEX buffer_mic AFET 55

audio_set_codec_in_path_a_d_gain AR EIES ML, codec_in_path_digital_gain_e BIIRESEE I O-
43db, AP AIUIRIEZEH{TERE.

Buffer_mic FIECE7E vi_enable_mic EREFHLIE, HEFEX Auvdio FIRHEEHM—iE, RREREN
register £ sleep IS8 ELK,

Audio ER4ERE, WIKiF] codec adc, BhLETRER:

audio_codec_adc_power_down ();

BEESHHRITIRIE main_loop B Ul entry Z8453.

if(ui_mic_enable){
if(audio_start || (audio_stick && clock_time_exceed(audio_stick, 380*1000))){
audio_start = 1;
task_audio();

}
}
else{

audio_start = 0;
}

6.1.3 DMIC #iatisE

%72 "BLE_DMIC_ENABLE"TFH&E R DMIC T{EER,, DMIC #ItAvECEB W T:
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void audio_dmic_1init()

{
audio_set_codec_1in_path_a_d_gain(CODEC_IN_D_GAIN_20_DB,CODEC_IN_A_GAIN_0_DB);
audio_set_dmic_pin(DMIC_D4_DAT_D5_CLK);
audio_init(DMIC_IN_TO_BUF ,AUDIO_16K,MONO_BIT_16);
audio_rx_dma_chain_init(DMA2, (ul6*)&buffer_mic,TL_MIC_BUFFER_SIZE);

}

Mic_buffer Ml BEFIEHEBH IS E Amic HiE, AP HFE®EE audio_set_dmic_pin REE dmic B clk
3| B A0 dat B|H), £ B DMIC_GROUPB_B2_DAT_B3_B4_CLK. DMIC_GROUPC_C1_DAT_C2_C3_CLK 1
DMIC_GROUPD_D4_DAT_D5_D6_CLK X =405 | Btz ERA,

6.2 Audio B IE
6.2.1 Audio #IEEH RF 5:X57%

Amic REEHFMEELHIER pcm AT, BAT demo FRMH T sbc, msbc #l adpecm =FE4 E %, H
adpcm XM pcm to adpem BIEGHEHE RN adpem 18T, EFEEHN 25%, FLURIE BLE RF #3E=, master
IR R adpem BXEIRREELSEIRIR A pcm 18T

Amic KEFEZEH 16K*16bit, FFE 16K 4> sample, & ms 16 4> sample, Bl ms 16*16bit = 32byte,

£ 15.5ms, =4 15.5%16=248 4 sample £ 496 bytes FIREEIE, FiX 496 bytes #1T pcm % adpcm 3%
#i: 1/4 [E4879 124 bytes, BBIINLE 4 4 bytes BILfEE, 155 128 1> bytes BIEIE,

128 bytes HYEUIE, 7E L2cap B L&iX%4 master, 26K 5 1 packet Li#1T, AANESIMERAKER 27, #
—NENUTHE 7 1 bytes BY 12cap BIIBEIE & :

I2caplen: 2 bytes, chanid: 2 bytes, opcode: 1 byte, AttHandle: 2 bytes

TEFRRATSHINEIN RF #1E, TUERFE—IEPE 7 M FIIMIES, EEER 20 bytes BY audio #1E,
[EER/E 27 bytes £ audio #iE. F—1E R 20 bytes B9 audio ;&?E, EE 4 1MERTFESE, °F
B 12cap WEAEE, S 1MEALUK 27 1 bytes: 20 + 27*4 = 128 byteso
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Data Header RSl
Data Ty CRC FCs
YPE |\T7TnD NESN SN MD PDU-Length (dBm)
Empty BOU|| 1 o on o OxBFEFDC || —38 || 0K
i Data Header R e R I
YPe[iiTD Wesw sn WD PDU-length ||L2CAP-length Chanid [Opcode Atthandle Attvalwe
L2CAE-5 || 2 T 27 0x0083 0x0004 |[0x13  0x002B 3F 03 07 7C A9 BE 13 65 21 43 51 Bl 43 22 14 10 €3 40 22 25
Data Header RSSI
Data Ty CRC FCs
YPE |\T7TD NESN SN MD PDU-Length (dBm)
Empty BOU|| 1 a0 o0 o 0xBFEARS || —38 || oK
Data Header Generic L2CAP Payload RSSI
mtaT RIS RS vt e ssat e s s siihicor burcisrs iy CRC FCS
YP|lLLID NESN SN MD PDU-Length ||80 94 38 33 73 08 11 2& 32 61 94 11 99 53 (dBm)
L2CAEC || 1 Tonm 27 41 92 99 A9 E9 81 8B 1C 92 09 AR D1 2B ox13zael || -38 || ox
Data Header RSl
Data Ty CRC FCs
YP¢ ||ILID NESN SN MD FPDU-Length (dBm)
Empty EOU|| 1 2 e o 0xBFEFDC || —38 || 0K
Data Header Generic L2CAP Payload rsst [ ]
Data Ty . o, CRC FCS
YPE|lLLID NESN SN MD EDU-Length ||AC BB C9 B9 CO 2R &D CB 4B 9C 09 AB 99 29 (dBm)
T2caE—C || 1 01 1 27 OF AB 0B 1 OF 04 15 21 53 30 C& 17 90 0x368693 || —38 || ox
Data Header RSSI
Data T CRC FCs
YP¢ ||ILID NESN SN MD FPDU-Length (dBm)
Empty EDU|| 1 o 0 o [ 0xBFE4RS || -3 || 0K
Data Header Generic L2CAP Payload RSSI
DataT e e . CRC FCS
YPe|lLLID NESN SN MD EDU-Length ||19 09 89 89 89 A8 08 8A 50 ES 19 &R B& DO (dBm)
TacaE—C || 1 AT 27 08 AL F9 88 CL A0 9A Bl 1B 92 9E CA C9 ox441600 ||_-38_|| oK |
Data Header RSl
Data Ty CRC FCs
YPE |\T7TnD NESN SN MD PDU-Length (dBm)
Empty EOU|| 1 Tof o0 o oxeFEFDC ||_-38 || oK |
Data Header Generic L2CAP Payload RSSI
DataT e e e e ety CRC FCS
YPe|lLLID NESN SN MD EDU-Length ||EQ 81 0B 09 1A DB B3 99 A9 D2 99 OF B9 91 (dBm)
L2CAE—C || 1 o 1 0 27 €9 BO BL CB B2 E1 1 AR 13 OF 33 47 32 oxFosAcE ||_-38 || oK |
Data Header RSl
Data Ty CRC FCs
YP€ |ILLID NESN SN MD PDU-Length {dBm)
Empty BOU|| 1 a0 o0 o oxerE4ns || 36 || oK |
Data Header RSl
Data T CRC FCs
YPE |\TTTD NESN SN MD PDU-Length (dBm)
Empty EDU| 1 S o oxerE27a || —38 |l ox

Figure 6.1: Audio ¥UEHME

£EAHIME BLE IR ATT & GATT &84 %t Exchange MTU size 2B BIBARTA], X2 audio ##EE T 128 byte
K BTE slave IHITTHENIE, NRFEL peer device (WHIGE) WRIXLEGREISE BRI,
—EEMWEXF peer device HIERK ClientRxMTU, REH ClientRxMTU KFZFTF 128 B, slave iHAIX1
128byte KB HEW peer device IEFAXMIE, HIE 3.2.8 /NTIHEARA Telink Ble SDK H1, ¥ slave IHTEEREIA
FA blc_att_setRxMtuSize () I&E Rx MTU K/N\BY, £ size KF 23 MEFE&n#1T EIR MTU MIE#7 DLE,

audio service TE Attribute Table FBVHER S :

// 0034 - 0037 MIC

{0,ATT_PERMISSTONS_READ, 2, sizeocf (rny_MicCharVal] , (uB*) (&émy_characterUUID), (uBg*) (my_MicCharVal] . 0},
{0,ATT_PERMISSIONS READ, 16€,sizeof (my MicData), (ug*) (&my MicUUID), (ug*) (&my MicData), 0}, //value
{0,ATT_PERMISSIONS RDWR,2,sizeof (micDataCCC), (u8*) (&clientCharacterCfgUUID), (u6*) (micDataccc), 0}, //value

{0,ATT_PERMISSIONS READ,2,sizecf (my MicName), (u8*) (suserdesc_UUID), (u8*) (my MicName), 0},

Figure 6.2: MIC Service in Attribute Table

E L5 2 1 Attribute 2513 audio FUEEIZEM Attribute, 73X Attribute {88 Handle Value Notification
BEUERI1%LS master. master WXE Handle Value Notification f&, A LUSIES: 5 MO BRI A Attribute Value
UEFITHIERL D 128 1 bytes, MEBITREELEIZIRES pcm BTN audio £k,

6.2.2 Audio $IBESE

TRIELA_EWERE, 7E audio_config.h RENXBXMZE
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#if (TL_AUDIO MODE == TL_AUDIO_RCU_ADPCM_GATT_TLEINK)

#define ADPCM_PACKET_LEN 128
#define TL_MIC_ADPCM_UNIT SIZE 248
#define TL_MIC_BUFFER_SIZE 992
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_GATT_GOOGLE)
#define ADPCM_PACKET_LEN 136 //(128+6+2)
#define TL_MIC_ADPCM_UNIT_SIZE 256
#define TL_MIC_BUFFER_SIZE 1024
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_HID DONGLE_TO_STB)
#define ADPCM_PACKET_LEN 120
#define TL_MIC_ADPCM_UNIT_SIZE 240
#define TL_MIC_BUFFER_SIZE 960
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_ADPCM_HID)
#define ADPCM_PACKET_LEN 120
#define TL_MIC_ADPCM_UNIT_SIZE 240
#define TL_MIC_BUFFER_SIZE 960
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_SBC_HID DONGLE TO_STB)
#define ADPCM_PACKET_LEN 20
#define MIC_SHORT_DEC_SIZE 80
#define TL_MIC_BUFFER_SIZE 320
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_SBC_HID)
#define ADPCM_PACKET_LEN 20
#define MIC_SHORT_DEC_SIZE 80
#define TL_MIC_BUFFER_SIZE 320
#elif (TL_AUDIO_MODE == TL_AUDIO_RCU_MSBC_HID)
#define ADPCM_PACKET_LEN 57
#define MIC_SHORT DEC_SIZE 120
#define TL_MIC_BUFFER_SIZE 480

F—% adpcm [EFEFIEE 248 1> sample, 496 1> byteso HHTF Amic —ETEHITEREFFHIEIELH pcm 1
REIBMBNEHRIZREIFH buffer £ (buffer_mic), XA buffer IRBENEEWBTFIE 2 EEREIE, LIE 496
A sample, LASSIEIERIEE HFNRTF. 5/ 16K K%, 496 1> sample /9 992 4> bytes, TL_MIC_BUFFER_SIZE
79992,

E X buffer_mic:

s16 buffer_mic[TL_MIC_BUFFER_SIZE>>1]; //496 sample, 992 bytes
audio_rx_dma_chain_init(DMA2, (ul6*)buffer_mic,TL_MIC_BUFFER_SIZE);

MR EI¥RIE 7S 2 buffer_mic BINEISBAINT

Amic REEREUIRIREE 16K BIEREAEMAM buffer_mic #illtFFAMIRTE, MESEH, HESAKERN 992,
—BRRAKE, EHEIF buffer_mic HIAEFBRREIR. X MEERTRELNEIESETEARE ELWIRE
BEIBT, BERESENHUE, B RAM EUENEIES, #Ir— 1 Si5ATiERAURIRME audio HUIEESL
E| RAM BB ML T o

B _EEX— buffer_mic_enc, FARFHELEGH 128 1 bytes FIEUIE, I8 buffer_mic_enc Y number &
N4, REUILUER 4 EEHEEIEEE.
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int buffer_mic_enc[BUFFER_PACKET_SIZE];

BUFFER_PACKET_SIZE 79 128, HTF int &§ 4 1> bytes, F[ETF 1284 4> signed charo

buffer mic buffer mic_enc
Read pointer Read pointer
Write pointer| 128 byte
248 ___New location
sample ) for read pointer
128 byte
It =
. . > - - IQ v
Write pointer 948 New location New location for 128 byte
Hardware auto maintain = for read pointer write pointer
sample )
128 byte

Figure 6.3: $UEEZELE

EEFTRASIEESEL RN T,
buffer_mic BEpLEIF—MER S8, BRERM L4 —MiRtEs

Lt ERNEI B SiEH RN EERZFHE 248 1 sample B, FFARIAREHELIBERE, MIiEfEsH
FFIREXH 248 1 sample BIEUIBESE S 128 1 bytes, ERTEIRIEHBEIE LFANME, RMIRIENL
BMIRAIEF R, WMLEFR TS, FHERNEERE BB 248 1 sample IR, RERZXMUES,
A RMESE IR,

FHTF 248 1> sample BI=4BY[E]4 15.5ms, BEFRIFEFZEL 15.5 ms AEE—R. HAEHINAEAH, EF
EE main_loop FHIT—R task_audio, BB4 main_loop BIBFEIRAZ/INF 15.5 ms A BERIE & SAEIER o
TEIEIRES, main_loop BIBFE]EFTF connection interval, FRIABEEIMES IR, connection interval —fE
E/NF 15.5 mso KPR EFHEE 10 mso

buffer_mic_enc TE3 4 EEEP B IEEANIRIES, & 248 sample FIEELEH 128 bytes &, 3FiX 4 128 14> bytes
NS amt, #EINEZFRE—TX buffer @&imit. Bal, BREN—EHERE (&%
EtEST55h 128 bytes BIA]),

B EAERIEIEIZ 1S BLE RF BB RREPXMAERN:

HE buffer_mic_enc BBNIE (GIEFHHIREHESRAT, FFHIET). HIFT, MIEETHFIBRIMIE
E1H 128 bytes #NZ BLE RF HUBRZEE AKX, AERKIEEHSEIE LFRHinGE.,

Audio BURBEZERMIEXS R BIEREL S proc_mic_encoder, 1HE%E SDK YL,

6.3 EESHREREE

BO1 1% SDK iR T sbc. msbec M adpem ERSMESEEE, TEEEL adpem RHBENERESHE
E488%, XF sbc M msbe, user AIE&E TIELIHITIEMR,
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adpcm EFRE A RBIERKER A :
void mic_to_adpcm_split (signed short *ps, int len, signed short *pds, int start);

« ps EEREEFISIEREFNE AL, X _EEAF buffer_mic BIIERIEFTRIMIE.
« len BY TL_MIC_ADPCM_UNIT_SIZE (248), /& 248 4> sampleo
. pds IEMESAGEFIERNEFNE UL, X _EEF buffer_mic_enc B18FHIUE,

? predict
2 |predict_idx
3 124 audio data len
4
1/4 compression
248 sample
496 bytes | 124 bytes
127

Figure 6.4: [EZE 5 /AN N #4E

W EERR: EEEREIEREFEREIRE bytes 77 predict; 5= byte 77 predict_idx; % 4 1> byte I%A]
adpcm 1&ILHY audio BRIV BMEUEE, WHLE 124, BFEHY 124 1> bytes H 496 bytes HIREIE 1/4 [£48
MR, EENAEFEERANSA, REERIBEXNAENNEESEIE,

FRIEZRE £ 3T L R E -
voild adpcm_to_pcm (signed short *ps, signed short *pd, int len);
. ps EREERERIVEBIERNFAIRRIMMIL, BFETEM 128 bytes Y adpcm & EIE, XMILEE

user EEX buffer, M BLE RF UXZIAY 128 bytes $3EFE DI E)iZ buffer;

+ pd FEREEZREGERBE 496 bytes pcm RN FIMEIEARAF BRI, XNFE user EX buffer, &
HAEBNEEMIZ buffer EEUE;

* len SEHERKE—HF, 5248,

FRIEZERIBHZE, MR _EEFrR, MBIE bytes IREIFIEIEA predict, =1 byte I predict_idx, 5 4 ™A
audio BUEBEMKE 124, [FERY 124 bytes X EEHEA 496bytes pcm &I audio FE,
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6.4 Audio B IERIE

B91 SDK HY B91 feature HRY feature_audio TIZFEE T ZMEEEE, user AJLITE app_config.h FiddE
MEHITIEE, B\ TL_AUDIO_RCU_ADPCM_GATT_TLEINK, Bl Telink BENXH Audio 28, HEXIGE
nr:

/* Audio MODE:
* TL_AUDIO RCU_ADPCM_GATT TLEINK
* TL_AUDIO_RCU_ADPCM_GATT_GOOGLE
* TL_AUDIO_RCU_ADPCM_HID
* TL_AUDIO RCU_SBC_HID
* TL_AUDIO RCU_ADPCM_HID DONGLE_TO_STB
* TL_AUDIO_RCU_SBC_HID _DONGLE_TO_STB
* TL_AUDIO_RCU_MSBC_HID
*/
#define TL_AUDIO_MODE TL_AUDIO_RCU_ADPCM_GATT_TLEINK

HFESRZMENRERM, MBI Telink BEXHREBRE—EBZHIBESHITER, BORE
tExtE e, TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB 1 TL_AUDIO_RCU_SBC_HID_DONGLE_TO_STB
ARMIRTNLIMTHRER N R BRIIAE, FHtAERE TREEWHA TL_AUDIO_RCU_ADPCM_GATT_GOOGLE,
TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB #1 TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB =#
BT, FEIEMR B91 SDK FARIEM Slave iHHY demo 2%, master BIFER user BILLEE Vulture
BLE SDK Hfy master_kma_dongle T2, ANEHIRAY master IHIEXIRIEIISETF Vulture BLE SDK,

=
EEREFAEERNN, RERTRE X RBHLTERDVEX, XEHFIEFTHEX Ib FERAF

mE ®W, User £ {8 A8 TL_AUDIO_RCU_ADPCM_GATT_GOOGLE. TL_AUDIO_RCU_MSBC_HID.
TL_AUDIO_RCU_SBC_HID, SRRIBEERNINMNBIESXH, ERXNAESH N TEFRR:
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v % eagle ble sdk V3 2 0 single wiki A
i Binaries
m! Includes
= algorithm
v (= application
= app
v (= audio
= output
lg adpem.c
i adpem.h
i audio_common.h
i audio_config.h
i gl audio.h
I sbec.h
lg tl_audio.c
i tl audio.h
BB1_gl_audic.a
libB91_msbc_encode.a
libB31 sbc encode.a
= keyboard
= output
= print
= usbstd
i rf frame.h
= B91 ble sample
= B91 feature
= boot
= common
= drivers
= output v

Figure 6.5: Corresponding library files

- Z{i5PR, HEM SBC B, MIREHF AN TEFIR:
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Properties for eagle ble sdk V3 2 0 single wiki

O X
type filter text Settings . .-
Resource
Builders . 8
< C/C++ Build Configuration: B91_feature [Active ]

Build Variables
Environment
Logging

® Tool Settings # Build Steps

Build Artifact Binary Parsers @ Error Parsers

~ | Manage Configurations...

(# nds32le-elf-mculib-v5f Configurations Libraries (-I) L= S = |
Target Canfigura ~ & Andes C Compiler m
Tool Chain\{ditor (2 Preprocessor firmware_encrypt
C/C++ Genera £ Symbols B91_ble_lib

Project Referenc
Run/Debug Settin

(% Directories
(# Optimization
# Debugging
\ # Warnings
& Miscellaneous
\t}’.} Andes C Linker
 General
# Miscellaneous
# Loaded Address
~ % Andes Assembler
& General
~ & NM (symbol listing)
 General
~ & Readelf (ELF info listing)
# General
~ B Objdump (disassembly)
# General
~ i Objcopy (object content copy)
& General
~ & Size (section size listing)
# General
~ B LdSaG Tool
# General

dsp
B91_sbc encode

Library search path (-L)

a8 8§ &

"${workspace loc:/${ProjName}/proj lib}"

|"${workspace loc:/${ProjName}/application/audio}"

Restore Defaults

Apply

Cancel

Figure 6.6: SBC mode setting method

6.4.1 TL_AUDIO_RCU_ADPCM_GATT_GOOGLE

Audio BJ demo &% Google Voice B V0.4 B Spec #1TXI, user ALK A% demo 5 google BMIEFH
HITIBESHEXT@IFFL, Google B Service UUID H3%H8 Spec MEHITIZE, WTF:
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ATV Voice ATWW_SERVICE_UUID | ABSE0001-5A21-4F05-BCTD-AFO1FE17
Service B664
Wite ATW_CHAR_TX AB5EQ002-5A21-4F05-BCTD-AFO1F617 | Write
Characteristic B664
Read ATW_CHAR_RX ABSEQ0003-5A21-4F05-BCTD-AF01F617 | Notify
Charactenstic B664

Google Confidential 3
Control

Characteristic

ATW_CHAR_CTL ‘ ABSE0004-5A21-4F05-BCTD-AFO1F617
B664

Notify |

Figure 6.7: Google Y Service UUID 1&3E

6.4.1.1 #hafk

BLE Voice (ATV-Remote) Initilization

ATV

Device
connected

‘Get_caps (CHAR_TX:0x0A, {get_caps})

Get_caps_resp
(CHAR_CTL:0x0B, {get_caps_resp})

>

ATV

Figure 6.8: Google IBE#IALTRIZ

TR EER slave IHIREY master InVEEE R, BN UEEREEFEEWNT:

® By ATT YWrite Command Packet (ABSEOD02-5421-4F05-BC70D-AF01F617B664: 04 01 00 00 03 01)

@ (B ATT Motification Packet {(ABSE0004-5A21-4F0S-BC7D-AF01F6176664: 0B 00 04 00 03 00 86 00 14)

Figure 6.9: #iEGRXEEE
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6.4.1.2 IEEHIEEH

m

Search button
pressed

SEARLH KEY (@x0L, ©9x221)

Search (CHAR_CTL:9x08) >

Mic_open [EHHR:TKIB!EC,{EUUEE:UEEG}]q

Mic_open_error
(CHAR_CTL:0x@0C, error_code(2)

Aucio start (CHAR CTL:6x®4)

Audio data (CHAR RX:Data)

Audio _data (CHAR_RX:Data)

Audio sync (CHAR CTL:0OxGA)

Audio data (CHAR RX:Data)

Mic_close (CHAR_TX:@x@D)

Audio end (CHAR CTL:x00)

Figure 6.10: IE S ¥E&H

EVAL SRS, Slave IEa[E Master I &% Search_KEY, #iEEMT:

{5~ ATT Notification Packet (Report: 2 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "vhid" DD:DD:DD:DD:DD... 2 bytes (21 02)

Figure 6.11: Search_KEY packet

$£3E Slave IS A Master A& JX Search, $HEEIWT:
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[B- ATT Motification Packet (ABSED004-5421-4F0S-BC7D-AFD1FE 176664 08) Master: C4:19:D01:01:EAFE <-> Slave: "vhid" DD:DD:DD:DD:DD:DD 1 byte (08)

Figure 6.12: Search packet

}&%& Master If2[[) Slave ii&IX MIC_Open, RS

£ (& ATT Write Transaction (ABSEN002-5A21-4F05-BC70-AF01F6176664: 0C 00 0200 03)  Master: C4:19:01:01:EA:FE <-> Slave: "vhid" DD:DD:DD:DD:DD:DD 5 bytes {(0C 00 02 00 03)

Figure 6.13: MIC_Open packet

Slave ImfE&[M Master Im A% Start, FIESWT:

[B- ATT Notification Packet (ABSE00D04-5A21-4F0S-BC7D-AFO1F6176664: 04 00 02 00) Master: C4:19:D1:01:EAFE <-> Slave: "vhid" DD:DD:DD:DD:DD:DD 4 bytes (04 D0 02 00)

Figure 6.14: Start packet

HR¥E Google Voice BY Spec, BFHSLIANEEHIRLME—MBVEIER 134Byte, BN GEEETRIT:

— P

ATT Motification Packet (ABSE0003-5A21-4F05-BC7D-AF01F6176664: 00 00 00 00 00 01 FF FF 6808 19 19 00 91 82 94 18 09 9B 40)

# . ATT Notification Packet (ABSE0003-5A21-4F0S-BC7D-AFO01F617B664: BS 01 76 11 92 A9 00 D3 99 13 2D 2B 3B A7 A4 53 98 24 58 94)

® [ ATT Motification Packet (ABSED003-5A21-4F05-BC7D-AFO1F617B664: BA SA 89 38 3B 45 9C 12 85 D5 80 1C 94 95 33 CO 10 93 94 92)

+ ATT Notification Packet (ABSEDOD3~5A21~4F05-BC?D-A%@E¢I&E§§ m@a Ql_l-tl ﬂm ﬁc QFEI 30 B4 Al B1 3C)
# ATT Notification Packet (ABSE0O003-5421-4F05-BC7D-AF0 T 90 AB31IAAZ 4 B 0108 2CB1 C5 1C)
# b ATT Notification Packet (ABSE003-5A21-4F05-BC7D-AFO01F617B664: 51 04 98 29 D4 §9 34 04 AS IF 24 82 §9 91 26 95 90 4260 17)

# . ATT Notification Packet (ABSE0003-5A21-4F05-BC7D-AF01F617B664: 99 36 29 04 E9 18 8B 64 02 B1 09 08 09 79)

Figure 6.15: 134-byte Audio frame
I

£ Dongle ImZ B R KIE close LHEREBSFH, XANNBRAMNASXERES, AXSE
Master U dongle SEIRAYHEX code.
6.4.1.3 TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB

ZIETHR A Service NIALSF Spec RFIER HID BRSS, @idiZARSZ FISEILS Dongle EIEMIZE Z BHES, &I
122 Dongle f_EAIMNIZEZHF HID BREHF AKX E,
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Slave Master

[0x99 0x99 0x99 0x21]

Start Request——»

e e 1 SR L L et
[0x01]
——Report_Inl[20Bytes] — =
Audio .
Data Report_In2[20Bytes] —
480Bytes Encode ’_. ——Report_In3[20Bytes] — Decode 4onn 1oc
dvAY |:‘|> 120Bytes 120 ’
e Bries n\ﬂ\v'
——Report_Inl[20Bvtes] —
Audi .
. — Report_In2[20Bytes]—

—— Report_In3[20Bytes] —» -

[0x99 0x99 0x99 0x24]
End Request———»

--Ack
[0x00]

Figure 6.16: ADPCM_HID_DONGLE_TO_STB &= MEEHIERXE

FFUAET, Slave [A Master &I start_request, RS

— e mm e e g e e mmmy e = s e e i

© [B- ATT Notification Packet (Report: 20 bytes) Master: C4:19:01:01:EAFE <-,., 20 bytes {99 99 99 21 00 00 00 00 00 00 00 00 00 00 00 00 00 ..,

Bs)

Figure 6.17: Start_request packet

Master Y El start_request f§, &IX Ack, ZIBEEWMT:

[ ATT Write Command Packet (Report: 1 byte) Master: C4:19:D1:01:EA:FE <-... 1 byte (01)

Figure 6.18: Ack packet

Slave FFA%&IX Audio IBE IR, BEIBNMREFNELEE L 480Bytes K/NHITIRIE, BEMIEELET
ADPCM [E4E EE 8/ 120Bytes, SAEIRD AL 6 AEIBBMKIRKIEL Master I, FLHB K/ 20Bytes, A
THFREZENERINF, RBS=HENETE handle BEIHRNZE. EWIKRETH 6 AW EEFIEHITHRES
FRIBEEES. HEENT:

ATT Notification Packet (Report: 20 bytes) Master: C4:19:01:01:EA:FE <-... 20 bytes (77 77 77 40 80 80 88 00 §8 08 08 08 08 00 88 00 00 80 90 18)

& ATT Motification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-.., 20bytes(08058092A92B40923B105C294 18892641 1B21E8 13)

« ATT Motification Packet (Report: 20 bytes) Master: C4:1:D1:01:EAFE <-... 20 bytes (B7 91 09 5B 39 90 9B 1A 07 80 82 59 82 AQ 3B 44 B7 01 03 0B)
Fe ATT Motification Packet (Report: 20 bytes) Master: C4:19:01:01:EAFE <-... 20 bytes (00 29 03 1D 28 02 BB A2 59 08 01 34 D4 25 42 43 00 BB 31 BS)
Ee ATT Motification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-.., 20bytes(3C 2291 97 08 3C 48 18 88 59 36 11 A3 04 C3 0D 39 B1 18 0E)
Ee ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-.., 20 bytes (48 1B 97 19 9A 1B 89 BC 1B 29 FB 81 39 A9 94 0C 7B 11 90 B3)
e ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EAFE <-... 20 bytes (98 31 C2 90 92 0B 39 34 AS A1 92 CE B0 78 1C 1A 93 14 B1 32)
£ ATT Motification Packet (Report: 20 bytes) Master: C4:19:01:01;EAFE <-.,, 20 bytes (80 96 34 CA 2D 10B0 5891 F2 00 11 0D 32 00 E1 Al 21 AD 29)
Ee ATT Motification Packet (Report: 20 bytes) Master: C4:19:01:01:EAFE <-... 20 bytes (30 B4 BB 49 CB 07 33 91 1B 14 B3 1B 90 D0 &3 BF 3C 12 CA 29)

Figure 6.19: Audio packet
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EEZIBESERMERE, Slave [A Master &1% End Request, 2REIIT:

[B- ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA,,, 20 bytes (99 99 99 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00)

Figure 6.20: End request packet

Master 7EUXE End Request G &1X Ack, HIEEWNT:

. ATT Write Command Packet (Report: 1 byte) Master: C4:19:01:01:EA:FE <-> Slave: "testu... 1 byte (00)

Figure 6.21: Ack packet

6.4.2 TL_AUDIO_RCU_SBC_HID_DONGLE_TO_STB

ZAETF] TL_AUDIO_RCU_ADPCM_HID_DONGLE_TO_STB —#¥, FE# X Service AMEEF Spec HHIER HID
ARSS, W IZARS AISEIS Dongle HEHEAVIS & Z BIRVIBIE, FITRE Dongle M E{UMi&&2H HID RS AR
g,

Slave Master

0x99 0x99 0x99 0x31]
Start Requesi——s

. Encode P P T — Decode 160ByLes
160ByLes 0x01] }
! ! 20ByLes >
ﬂ.j\,[:> 20Bytes _ o o Vv
Report Inl[20Bytes]—=
Audio

FARE it 5 Report In2|20Bvies|——s
160Bytes Encode Data Decode |60ByLes

N\ |::> 20Bytes Report In3[20Bytes]—s 20By1 e-.«::> N\,

Report Inll20Bvies|——

Audio
Data

Report In2[20Bytes|——

Report In3[20Bvies |—

0x99 0x99 0x99 0x34]

End Request——————

1-------------;‘;(_']{ --------------

[0x00]

Figure 6.22: SBC_HID_DONGLE_TO_STB B FIESHIERE

FFU4ES, Slave [A Master KX start_request, $#IEEMT:

[B_ ATT Notification Packet (Report: 20 bytes) Master: C4:19:01:01:EA.,, 20 bytes (99 99 99 31 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00)

Figure 6.23: Start_request packet

Master YXE| start_request f5, &IX Ack, FIEBWT:
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B B ATT Write ¢ et (Report: 1 byte] Master: C4:19:01:01:E4,.,

Figure 6.24: Ack packet

Slave FFA%IX Audio IBEEIE, EBEHIENMEMNESEE R L 160Bytes K/NHITIRIE, EEHIEFLET
SBC 488 EESE /0 20Bytes, FRAGERIXL Master I, BLHAGARNNA 20Bytes, ATHRIBEENLEIRF,
RAS=HENEE handle BRANRE. FWHREESTR 1 AREEFIEHTRESTRESES. HEEW
e

B- ATT Notification Pz Report: 20

+ ti 101:EA: 3 B3 77 67 66 7B 57 BS 83 58 29 BE OC 31 BB 5B BS BB 5B BS)

+ '?,_ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testAudio” DD:DD:DD:DD:DD:DD 20bytes (BFB2 21 11 11 C36C 29 C3 1C 49 C4 1C 49 C3 1C 45 C5 1C 45)
# G ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testaudio” DD:DD:DD:DD:DD:DD 20 bytes (84 B2 11 11 10 C4 2C 43 C4 6C 3C C4 1C 52 C56C 49 C4 6C 46)
# £ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testaudio” DD:DD:DD:0D:DD:DD 20 bytes (BC B3 21 12 21 C3 1€ 25 C2 5C 25 €3 5C 45 C5 5C 54 C5 5C 45)
# £ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testAudio” DD:DD:DD:DD:DD:DD 20 bytes (AE B3 22 11 11 C3 9C 24 C25C 21 €2 5C 35 C4 5C 55 C5 9C 55)
* 'Eg_ ATT Notification Packet (Report: 20 bytes) Master: C4:19:D1:01:EA:FE <-> Slave: "testAudio” DD:DD:DD:DD:DD:DD 20 bytes (9F B2 22 21 22 C5 1C 45 €3 9C 45 (5 5C 45 C35C 31 C4 8C 48)

Figure 6.25: Audio packet

EARESERLERY, Slave [ Master &% End Request, FIEEIIT:

[B- ATT Notification Packet (Report: 20 bytes) Master: C4:19:01:01:EA... 20 bytes (99 99 99 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00)

Figure 6.26: End request packet

Master 7EULZ] End Request [FA&IX Ack, BT

B ATT Write Command Packet (Report: 1 byte) Master: C4:19:D1:01:EA... 1 byte (00)

Figure 6.27: Ack packet
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7 OTA

79T 5E3 BO1 BLE slave BY OTA IheE, BE—MKHIEN BLE OTA master,

OTA master AJ LU EFRS slave BREFAMNEFIRE (FEE APP B OTA) , WAILAEHA Telink BY BLE
master kma dongle, TELL Telink B BLE master kma dongle EJJ ota master 4743 OTA, #8X code
LI A BE %% SDK TR feature_otao

B91 &#F Flash ZHltEEh: FRT Flash FIEHEhE il Ox00000, EEZIFM Flash Sithit 0x20000 (128K) .
0x40000 (256K). 0x80000 (512K) iEEY firmware 51T, A4S 0x20000 AFIFFTEE OTA,

7.1 Flash Z249ig11#0 OTA &t

7.1.1 FLASH 7782249

fEABEHNE 0x20000 B, SDK ZRiFH KM firmware size NAATF 128K, BP flash B9 0-0x20000 Z[E/MIX
I 1FGE firmware, (BEHET—EFHNERE, MNRERBEhIIE 0 1 0x20000 3% OTA A4, H firmware
size R1FHEEE 124K (EHhit=EI&R/EH 4KB EBAREEMER) ; KRB 124K HERABohit{i 0 F 0x40000
REBEALR, B&EX firmware size R 252K, MRET 252K HEABENMIE 0 ] 0x80000 32 EFH
4%, LB firmware size RAEEBIE 508K,

0x80000 0x80000
0x40000 0x40000 0x40000 0x40000
RF
transform
New_firmware ’& : :
- 1 Firmware_2.bin Firmware 2.bin 0 Firmware_3.bin
storage area %
&
o
&
0x20000 0x20000 0x20000 é 0x20000
Firmware 1.bin New fi
Ota_master. bin ew_firmware Ota_master. bin
storage area
0x00000 “—————- 0x00000 0x00000 0x00000
slave ota master slave ota master
OTA of the (2n+1)-th time OTA of the (2n+2)-th time

Figure 7.1: Flash 72451

(1) ota master B firmware2 55 E| 0x20000-~0x40000 B X1,
(2) & 1x OTA:

« slave EERFM flash B 0-0x20000 XIFIEIEFRBEN, BIT firmwarel;
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. firmwarel iE1T, #IAKHIBHEIE 0x20000~0x40000 KIFES, ZXIBIZERNEFR firmware B726E
X

« BEh OTA, master i@ RF ¥ firmware2 Fi&E| slave B 0x20000~0x40000 XiF, slave reboot EHr
Boh, FM—rErEHER LB,

(3) ¥HH firmware3 55 ota master fJ 0x20000-0x40000 HIX I,
(4) % 2 R OTA:
« slave EEBBYM flash B9 0x20000-0x40000 XIFiFIEFBEN, BT firmware2;
. firmware2 517, #IALEIBHER 0~-0x20000 KIFAES, ZXIFEEAFRY firmware BITFEX,

« JB5 OTA, master @& RF ¥ firmware3 Ti5Z slave BY 0-0x20000 X1, slave reboot EFETN, F
Egiflez

(5) EE OTAZEEE FM (1) ~ (4) 18, ATEfER (2) KFRE 2n+1 8 OTA, (3) KRS 2n+2 X OTA,

7.1.2 OTA BRI

A _EEBY FLASH TFAESE BN, 1F4RRER OTA I2FEHEIE R,

BANB—TZMutEsiE (RNBFirNBahit 0x00000 #1 0x20000) : MCU EHEfE, ERIAM O it
BEh, BfEiE flash 0x20 IRE, HIZEN Ox4b, MM 0 HALFFIERKFEIZEl RAM, HBEZ EFREREUS
ZBEM O HuntFFEG, BNEN$SMuE = 0+PC $8HEVE; & Ox20 BYEFR A 0x4b, MCU EHiEXIE 0x20020 MIE,
F1ZEN 0x4b, M MCU M 0x20000 FFEAIRAEEEI RAM, FHEZEFRrEMEIEERE M 0x20000 HIHEFFA,
BNENEHINE = Ox20000+PC $EFHHIES

FrA RE4E28 0x20 F1 0x20020 #REIRIME, BEIRIEE MCU 1T FLASH BER BIFLED,
SDK FHE—& (2n+1 8¢ 2n+2) B OTA TiE2RH:

(1) MCU k8, &idiE 0x20 1 0x20020 HIEF Ox4b 1ELLES, HERBEhHtht, JATEMXTRZAYHbLEEEhHEH
TS, LkIhEER MCU BEBnhTem.

(2) BFPBEEIRER, 3 MCU BHFESFIET MCU NIZA MMt EEh:

EM 0 BBh, ¥ ota_program_offset i€/ 0x20000, FHI& 0x20000 XiIFHIE Oxff IR B £ ZBIRFRA Oxff,
KT T—R OTA FKERIET firmware &7\ 0x20000 FFIARIX 15, ;

£ M 0x20000 BES, ¥ ota_program_offset i&4 0x0, HI& 0x0 XIEIE Oxff IRB L ZFIERFR N Oxff, T
I~ F—X OTA FR1BB9ER firmware 27F\ 0x0 MK,
(3) Slave B2FIEEIEIT, OTA master EBIETT, H#5 slave EI7 BLE EiZ,

(4) 7£ OTA master i Ul iR iE#N OTA IR (FAILLRIZH. PC TREEARES), OTA master #AN OTA &3
&, BAEEFKE slave OTA service #3E Attribute Y Attribute Handle BI{E (FTLA slave FB5eH master
LW, WAILLEY read_by_type FREUXA handle 1),

(5) OTA master JREX T slave OTA service #{3E Attribute B Attribute Handle (&5, FREXA] slave FLASH
T2 firmware hRZAS S,

Sz
AE:
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E XM legacy protocol MIFREXHRAS EE user B1TIRIN; HXF extend protocol MIFREXAR A S HH X%
EBE LM, XTF legacy 5 extend protocol FIX 5! user AJE#E 7.2.2 /N,

(6) master HIEEM OTA BHifE, £A—1 OTA_start sn @Al slave N OTA 121,

(7) Slave WZE OTA start 88 fF, HAN OTA R, ZH1F master & OTA #iiE.

(8) Master M 0x20000 FFHEMIKIF LTS ZMBIFRY firmware, ANEIBREYME slave &KX OTA $3E, EEEN
firmware #8433 %,

(9) Slave $ZU& OTA 4, @ ota_program_offset FFIAKIXIHTEE,

(10) master If&STFAER OTA #iRE, MEXLIIE slave EEEERUE GARIKE BLE BINE R 2K ¥
link layer B3BBG EMRIER ack) o

(11) master FEFRIB M OTA $3REH slave IEEFWREIG, &£1ZF— OTA_END %,

(12) Slave W%l OTA_END 85, H##f firmware Xigi{@#Z ik 0x20 (BP ota_program_offset+0x20) B A
Ox4b, BZRIEN firmware ZEEXERIEHUE 0x20 BIHIA B R 0x00, TR F—XRIEFBEIEEMET
A X IR AR AT,

(13) Slave @32 Handle Value Notification 3% OTA IR EIRLE masters

(14) %% slave reboot, FHY firmware £,
EE4 OTA EFIREAR, slave SAMKRERTERENES, FNUSAMICERSEN (OTA FiBVEZ
Bah—NitE) , —BEB#EE. EE8HMERN, slave RINAEMKN, HEWNARKXEKWWERE, FHZE18

firmwareo

L ERFE slave WRAHKIZ{ETE SDK EBREM, user REBRNEMEFE, master IHEEBHINVERIGIT,
EESFHANE.

7.1.3 {28 Firmware size #1 boot address

API blc_ota_setNewFirmwwareStorageAddress STHFHEEEhiit, XN BEahitIERIE OTA &ITHBRT O
HitEIMNE — N FfE New_firmware BYHiE (RBER 0x20000. 0x40000 B 0x80000),

Firmware_Boot_address Firmware size (max)/K

0x20000 124
0x40000 252
0x80000 508

SDK HERIABIER K firmware size /9 252K (RAF—LE4FHBER, Bohihit/y 0x40000 BY firmware size R
/AT 252K), WMAIBEHHIAESN 0x00000 F1 0x40000, XFMEFFI AR —E, user TEIRENEE
BER 7-1 Baptits firmware_size K/NINRK R, WREK firmware_size KET, 87T 124K, It
BB BB EhHIEE] 0x40000 (size RARFEBIT 252K) , BIBIR firmware_size #8id 252K, BERS
R E] 0x80000 (size ARG 508K) , ELUIERA firmware size FIREE 200Kuser BT LAJEA API
blc_ota_setNewFirmwwareStorageAddress Ri#{TIRE :
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ble_sts_t blc_ota_setNewFirmwwareStorageAddress(multi_boot_addr_e new_fw_addr);

28 multi_boot_addr_e FRRAIHERERNMUE, HE=M!

typedef enum{
MULTI_BOOT_ADDR_0x20000
MULTI_BOOT_ADDR_0x40000
MULTI_BOOT_ADDR_0Ox80000

0x20000, //128 K
0x40000, //256 K
0x80000, //512 K

(S
50

IR[E{E ble_sts_t RMIGEIVRES, FXTFZERMENXA[E2E SDK # ble_common.ho
ERIhRT, MIR[E] BLE_SUCCESS; MR [E] SERVICE_ERR_INVALID_PARAMETER,

7.2 OTA IR0 RF ZiE IR
7.2.1 Attribute Table 1 OTA FY&bIE

Slave IH7E Attribute Table RN OTA BUMHXHNZAE, HA OTA #iE Attribute BY att_readwrite_callback_t
r A att_readwrite_callback_t w 43 5!i%& 7 otaRead # otaWrite, ¥ E M%7 Read F Write_without_Rsp
(Telink BY Master KMA Dongle XA A Write Command & #38, AFEE slave [B] ack, RESE
), FEFE master &R Write Response Z¥1E, TEF X gatt BIFMHENIR N R IF slave I IE L
(CHAR_PROP_WRITE_WITHOUT_RSP ¥E243 CHAR_PROP_WRITE),

// OTA attribute values

static const u8 my_OtaCharVal[19] = {
CHAR_PROP_READ | CHAR_PROP_WRITE_WITHOUT RSP,
U16_LO(OTA_CMD_OUT_DP_H), U16_HI(OTA_CMD_OUT_DP_H),
TELINK_SPP_DATA_OTA, };

{4,ATT_PERMISSIONS_READ, 2,16,(u8*)(&my_primaryServiceUUID), (u8*)(&my_0OtaServiceUUID),
< 0},
{0,ATT_PERMISSIONS_READ, 2, sizeof(my_OtaCharVal),(u8*)(&my_characterUUID), (u8*)

< (my_OtaCharval), 0}, //prop
{0,ATT_PERMISSIONS_RDWR,16,sizeof(my_OtaData), (u8+*)(&my_0taUUID), (&my_OtaData),
<~ &otaWrite, NULL}, //value

{0,ATT_PERMISSIONS READ, 2,sizeof (my_OtaName),(u8*)(&userdesc_UUID), (u8*)(my_OtaName), 0},

master [ slave &i% OTA $UER, SEFREM LEESE 3 1 Attribute GEUE, master BEXE X Attribute 7
A Attribute Table IR Attribute Handleo ¥ISR user 8 master 1 slave F/HELATELF Attribute Handle B
7%, ATLLEERT master BREN Attribute Handle BY{E,
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7.2.2 OTA Protocol

B a1 OTA Z2MaxIThEE# 1T T BH BERB LUAFIIBARZABIHMY, 4 OTA thNEE T Legacy protocol # Extend
protocol FMERS

OTA Protocol -

Legacy protocol Extend protocol

S3-x
AE:

OTA protocol SZIFHITHAEE:

(1) OTA Result feedback function: ZINRERTIIE, BRIAGIN;

(2) FirmWare Version Compare function 1 Big PDU function: iZIZhRERI%E, BIRHRN, EEIE—mH
AR A S LI INBETE Legacy protocol 1 Extend protocol FSEIEFRX 3, B{AR]ES%E T OTA_CMD

=il

THERMNBIYELE Legacy F Extend protocol TN B,
OTA_CMD 4AR%
OTA B9 CMD BY PDU 301 :

OTA Command Payload -

Opcode (2 octet) Cmd_data (0-18 octet)
Opcode
Opcode Name Use*
OxFFOO CMD_OTA_VERSION Legacy
OxFFO1 CMD_OTA_START Legacy
OxFFO2 CMD_OTA_END All
OxFFO3 CMD_OTA_START_EXT Extend
OxFFO4 CMD_OTA_FW_VERSION_REQ Extend
OxFFO5 CMD_OTA_FW_VERSION_RSP Extend
OxFFO6 CMD_OTA_RESULT All
AR
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« Use: JABITE Legacy protocol. Extend protocol B & FIYA]ERMEHS;
+ Legacy: RTE Legacy protocol H{EFT;

Extend: R7E Extend protocol FfEH;

« All: £ Legacy protocol #1 Extend protocol FtY R fEF,

(1) CMD_OTA_VERSION
ZE S FRIE slave Ml firmware lRAASHIE S, user ZHEA OTA Legacy protocol 31T OTA #4&, BILU%E
EER, EERZGSN, BN slave HMEMEIRRERTEM firmware s S B E,

voild blc_ota_registerOtaFirmwareVersionReqCb(ota_versionCb_t cb);

server BHTEWREI CMD_OTA_VERSION 75 Bt Sl & 1% [0] 8 K #K
(2) CMD_OTA_START

'\LZEIQFT%?Q OTA ﬂé&ﬁ&éﬁ%, master ﬁizﬁ\ﬁ%éﬁ s|ave, ﬁH;E]—_E;_ECEEjJ OTA E%ﬁ'o 12ﬁ9121;t LeQaCy
Protocol #1TfER, user &XHA OTA Legacy protocol, MMHAERIZDS,

(3) CMD_OTA_END

ZomSRERSDS, OTA Y legacy 1 extend protocol ¥IRBIZMESHNERDS, Y master EFFTER
OTA #IEER# slave IEFIEINGG, &I1X OTA end 83, AT it slave BRME B LT WE]T master FIE%K
& (double check, IN—EMRK), OTA end WLEE® 4 NEMM bytes, FEIFMNEB.

- CMD_data -

Adr_index_max (2 octets) Adr_index_max_xor (2 octets) Reserved (16 octets)

« Adr_index_max: &AM adr_index {&
« Adr_index_max_xor: Adr_index_max MR E{E, XA
- Reserved: REBMLASIHEEY B

(4) CMD_OTA_START_EXT

Z# <79 extend protocol FIEY OTA ARFFIAT S, master KX NS slave, ARIEXELN OTA B
user &K F OTA extend protocol MHFUR A Z G LIERNFIATE L.

- CMD_data -

Length (1 octets) Version_compare (1 octets) Reserved (16 octets)

» Length: PDU length
« Version_compare: 0x01: FF/ZhRASLLIRTHEE Ox00: XAk ASLLiRThAE
« Reserved: (REELUEYT RIER

(5) CMD_OTA_FW_VERSION_REQ
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ZHSN OTA AT HMRA LA RS S, ZHSMH client K24 Server B, ERKIURASHFHRIF
7,

- CMD_data -

version_num (2 octets) version_compare (1 octets) Reserved (16 octets)

+ Version num: client BHEFHKHY firmware lRZ4sS
« Version compare: 0x01: FFi@hRASELARTNEE Ox00: KA A ELERThEE
+ Reserved: REBHELUGY EBFEH

(6) CMD_OTA_FW_VERSION_RSP
%L RRRAENN 6%, server IHTEWE] client ZRAVARALLIRIEK &S (CMD_OTA_FW_VERSION_REQ) &,

2BEBEM firmware FRASS 5 client IniERARNIRAES#HITHEL, BEREHER, HXEEETZHSR
[B]&3IX45 client,

- CMD_data -

version_num (2 octets) version_accept (1 octets) Reserved (16 octets)

+ Version num: Server Ix HaNE{TH firmware hidsS
« Version_accept: Ox01: $#% client BFERIBER, 0x00: EH client IFFRIFER
« Reserved: REBMHLUEYT EBEB

(7) CMD_OTA_RESULT

&N OTA BRIRMEESL, OTA ER/G slave ZRERE S RIXLE master, EE OTA IiEH, TILATH
SR, OTA result RE EIR—IR, user AIRIEIREIFZE RFHIM AR ST Ho

CMD_data -

Result (1 octets) Reserved (16 octets)

Result: OTA AR5, FAEEIBERNREISGRIN TR

Table 7.10: OTA FREEIRERYIR[EIZE

Value Type info

0x00 OTA_SUCCESS success

0x01 OTA_DATA_PACKET_ OTA data packet sequence number error: repeated OTA PDU
SEQ_ERR or lost some OTA PDU
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Value Type info
0x02 OTA_PACKET_INVALID invalid OTA packet: 1. invalid OTA command; 2. addr_index
out of range; 3.not standard OTA PDU length
0x03 OTA_DATA_CRC_ERR packet PDU CRC err
0x04 OTA_WRITE_FLASH_ERR write OTA data to flash ERR
0x05 OTA_DATA_UNCOMPLETE lost last one or more OTA PDU
0x06 OTA_FLOW_ERR peer device send OTA command or OTA data not in correct
flow
0x07 OTA_FW_CHECK_ERR firmware CRC check error
0x08 OTA_VERSION_ the version number to be update is lower than the current
COMPARE_ERR version
0x09 OTA_PDU_LEN_ERR PDU length error: not 16*n, or not equal to the value it
declare in "CMD_OTA_START_EXT" packet
Ox0a OTA_FIRMWARE_ firmware mark error: not generated by telink’s BLE SDK
MARK_ERR
Ox0b OTA_FW_SIZE_ERR firmware size error: no firmware_size; firmware size too
small or too big
0x0c OTA_DATA_PACKET_ time interval between two consequent packet exceed a
TIMEOUT value(user can adjust this value)
0Ox0d OTA_TIMEOUT OTA flow total timeout
Ox0e OTA_FAIL_DUE_TO_ OTA fail due to current connection terminate(maybe
CONNECTION connection timeout or local/peer device terminate
_TERMIANTE connection)
OxOf- Reserved for future use /
Oxff

Reserved: REBHLUGY RBEA
OTA Packet Z#J4HF

Master TESRF WirteCommand 3% WriteResponse [A] Slave I A& fi L FEIEET, ATT BB XM Attribute Handle
BI{E slave B OTA $3ERY handle_value, 1R#E Ble Spec L2CAP BB % PDU format BIRISE, Attribute Value

KETENX A TEHR OTA_DataSize 245
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L2CAP len Ati_Handle

loctet 2octets 2octets loctet 2octets

Figure 7.2: L2CAP PDU HI%}[¥/ OTA packet

+ DLE Size: CID + Opcode + Att_Handle + Adr_index + OTA_PDU + CRC
+ MTU_Size: Opcode + Att_Handle + Adr_index + OTA_PDU +CRC
» OTA_Data_Size: Adr_index + OTA_PDU + CRC

OTA_Data 1743:

Type Length

Default™ + BigPDU* 160ctets -2400ctets(n*16,n=1..15)

AE:
« Default OTA PDU KEREIE AR/ 160ctets
« BigPDU: OTA PDU KERBEXSEEN 160ctets - 240 octets, B 16 FHEH(Z,

OTA_PDU Format

% user ¥F3 OTA H9HJ Extend protocol, 3z3#F Big PDU, BIAJSZiFKE1##1T OTA F&IR1E, AL OTA ALK
BY, user AIRIBEHRETE client IfEENIZE PDU K/, &EF byte 2FFEIEAY Adr_Index # Data #1T
—N CRC_16 I EFEIE—1 CRC BIfE, slave IZE| OTA data /5, S#HITEEM CRC 18, FEMEBITEN
CRC &R, INAXZ—MEREIR.

- OTA PDU -

Adr_Index (2 octets) Data(n*16 octets) n=1..15 CRC (2 octets)

(1) PDUBKE: n=1
Data : 16 octets

Adr_Index 5 Firmware address FIBRET X A&
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Adr_Index

Firmware_address

0x0001

0x0002

0x0000 - OxO00F
0x0010 - OxOO01F

(XXXX =1)*16 - (XXXX)*16+15

(2) PDUBKE: n=2
Data : 32 octets

Adr_Index 5 Firmware address FILET XA

Adr_Index

Firmware_address

0x0001

0x0002

0x0000 - OxO01F
0x0010 - OxO003F

(XXXX -=1)732 - (XXXX)*32+31

(3) PDU BKE: n=15
Data : 240 octets

Adr_Index 5 Firmware address FILET X A&

Adr_Index

Firmware_address

0x0001

0x0002

0x0000 - OxOOEF
0x0010 - OxO1DF

(XXXX -1)240 - (XXXX)240+239

=i

. 7£ OTA AREiEH, KiEMSEE PDU length F 16 FTHXTF, EIYURE—EFAH OTA BEIE/N
F 16 FHES, KA OxFF FiEH

a) HATH PDU length I8EH 32, Bfa—
HITHF;

@ 5 ATT Wi

mmmand Packet (00010203-0405-0607-0809-0A0DBOC0OD2B12: AC 07 4A.

b) LHIAY PDU length IRE R 48, mE—EHIBEREIE PDU A 200ctets, MIEE RN 12o0ctets AY

mmand Packet (00010203-0405-0607-0809-0A0BOCOD2B12: AB 07 B3

TebEX7T, 5.

Master: 4E:DAI201EX28:E3 1
Master: 4E:DA:20:E9:28:E3
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OXFF #{TXI7F;

# g ATT Write Command Packet (00010203-0405-0607-0809-0A080C0D2B12; 1C 0520 ... S2Zbytes (1C05200100000000 00000000 000000000000003001 CO0100800001000100D70233016B30378...

[ ATT Write Command Packet (00010203-0405-0607-0809-0A0B0COD2B12: 10 0501 ... 36 bytes (1D 0501 01 0000 01 02 00 00 C0 00 18 18 18 18 FF FF 4A DD 6A 3C FF FF FF FF FF FF FF FF FF FF FF FF 52 78)

c) HFIH PDU length IRE N 80, Rfe—BMEMEIE PDU A 520ctets, MIFEERM 120ctets BY
OXFF #1T335%,

Master: 4E:... 84 bytes (10030000 0000 &4 10 B7 1D C8 20 6E 3B AC 30 DI 26 90 41 DC 76 F4 51 6B 6B 58 61 B2 4D 3C 71 05 50 20 83 B8 ED 44 93 OF FOES A3 D6 D6 BC B3 61 CBBO C2 64 98 D4 D203 86 78 E20A AD 1ICF2...)

Master: 4E:... 68 bytes (1103003001 CO 01 0080 000100 01 00 D7 02 33 01 B3 03 78 04 0B 00 03 00 63 01 00 00 02 01 00 00 01 01 00 00 01 02 00 00 CO 00 18 18 18 18 FF FF 44 DD 64 3C FF FF FF FF FF FF FF FF FFFF...)

« XFARE PDU KN BIMEIER, user AIBXR Telink BARZHFI#H1TIREL

7.2.3 RF Transfer {0 8755%

Master Ui@id L2CAP BHY Write Command Bf Write Request [@] slave Zan<SHIEEE, Spec METEUE Write
Request e BUR[E] Write Response. XF ATT EH X Write Command #1 Write Request BINT4E, XFHA
{KLHRE user AJB % Ble Spec 5 3.3.3.2 /N\TIAA, Telink Ble master Dongle ZRIAR A Write Command R4
EHIENGS, TiZHN T, OTA BIEUR transform RIQEF—1 OTA BIBREH ack, Bl master @it write
command Z— ota #iEfE, FERGFLREXNHREE ack EREE, RE master IGEM TX buffer &#F
HNREREIIERAE—EHE, BERFET—EHIEXR#H TX buffer,

TEE 253 Legacy Protocol  Extend Protocol. LA OTA B Version Compare BURIZ#H TR, EREA
RF Transform A Salve #1 Master BIRX B 132, TXHERHINEY Server iwBI /I Slave i, Client: Bl Master
i, EEBAEX 7,

OTA Legacy Protocol 7%

OTA Legacy F& Telink E—hREY OTA i, FELFRER Slave imH Master InEEN R EIITE, TEIREZEG)
WieA:

Sz
AE:

« PDU KEXRBEIAR 16 octets K7\, 8K DLE KEAYIZ1E,

« Firmware compare HRERIELR,

BARRIRERZIN B!
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[ [
Server Client ‘
\ J \ /

CMD_OTA_START

OTA_DATA

(PDU length = l6otets)

CMD_OTA_Result

OTA_DATA

OTA_DATA

CMD_OTA_END

CMD_OTA_Result

Figure 7.3: OTA Legacy protocol Jifz

Client SR B fE4A Server I &% CMD_OTA_START @1, Server IRfEUREId< BT ERIZUR OTA #iiE, B8
Client iHFFI8&1% OTA_Data, ZIEPELIERIKRERY, Server ifi=[A Client if&iX CMD_OTA_Result
EMREERER, EMETRIEFERESHEN reboot, Client IMUREIFSIIENMELE OTA $3BEH, & Client i
# Server IHAKINTER T OTA_Data f&Hi, N Client if=[A Server #x&iX CMD_OTA_END, Server im{EUE5
R[EERERKIE CMD_OTA_Result 25 Client B, HE# AN reboot, ZITHH firmwareo

OTA Extend Protocol ;7%

WRIXFTIAR, OTA Extend 5 EENEM Legacy IR B R SFEEIBH X, FEIFINREA Slave imAl Master i
BAREIE, TEXRAZGI5A:

-z
FE:

« PDU KEXFA 64octets K\, & DLE KEAVIE(E.
« Firmware compare HRERI%ELZR,
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Extend

Server Client

| o—r—

CMD_OTA_START_EXT

OTA_DATA
(PDU Length = Gdotets)

CMD_OTA_Result

OTA_DATA

OTA_DATA

QMD_OTA_END

CMD_OTA_Result

Figure 7.4: OTA Extend Protocol 7if2

HTXAT DLE KEINEE, Client IREAEESELE Server Ii#H1T MTU # DLE X B, AGETRAGRIZME
H Legacy Z{M, Client i@ Server I A&iX CMD_OTA_START_EXT %%, Server InfEUREIfs @GR HERIZ
I OTA ¥3E, 1£%E Client InFFHA%&IX OTA_Data, ZIFEHELIMERREKRK, Server =M Client if&iX
CMD_OTA_Result ELREIFHIRER, EFEITRIEFBARSHA reboot, Client il EIFEILEMFLE OTA #UE
£%l, & Client I#1 Server IRAINTER T OTA_Data &4, M Client if=[E Server I{&iX CMD_OTA_END,
Server IHEUEIGEIREILE RS B &IX CMD_OTA_Result 45 Client i, F BN reboot, iIE{THH firmware,

OTA Version Compare &2
7E Slave i, Extend #1 Legacy Protocol #IEBRRALLIRINEE, EH Legacy T T O, BE user B1TEM,
M Extend RELZL LI T hRASLLIRBITHAE, user AILLEEEA, TR, EFBNTE:

#define OTA_FW_VERSION_EXCHANGE_ENABLE 1  //user can change
#define OTA_FW_VERSION_COMPARE_ENABLE 1 //user can change

TE Extend FEBIRALLRINEEN R B AZHITA515 A :
W
« PDU KEXHA 160ctets K/)\, FiH DLE KEHIIE{E,
« Firmware compare DHEEIXE (OTA FHLRARZAS 79 0x0001, FBhRAS LI RE
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Extend Version Compare
~ ™~ s =~
Server Client
e J ' _
CMD OTA_FW VERSION REQ
(new_fw _version 0x0001,
Version_compare 1)
CMD_OTA_FW_VERSION_RSP
(local_version = 0x0001,
1||_'|_'I_‘|J'\ =0) Fa
CAMD_OTA_FW_VERSION_RSP
(local _version = 0x0000,
,1[I_'I_'I_"|,]', = |_.|
CMD_OTA_START _EXI
-
OTA_DATA
(PDU Length = l6otets)
OTA_DATA
-
OTA_DATA
CMD_OTA_END
CMD_OTA_Result
————————————

Figure 7.5: OTA Version Compare Jifz

TE(FRERRASLLERTINBES, Client IREISE4A Server im&i%X CMD_OTA_FW_VERSION_REQ hRALbIRIEKR RS, H
F&IXH) PDU HEFE Client I Firmware ARASS (new_fw_version = 0x0001), Server iwFKEX Client iEHIAR
KSEEHESAMIRAS (local_version) #HITXIEL:

E1EWRASS (new_fw_version = 0x0001) RAAFAEMAIRZSS (local version = 0x0001), M Server Ifs
B4 Client I OTA FHRIER, KIX4 Client IARASIANZAIEES (CMD_OTA_FW_VERSION_RSP) , &IXHI{E
B EEEKEE (accept = 0) MAMIERZASS (local_version = 0x0001), Client ZEWEIRELE OTA FEXIR(E,
B HFIhR A AR AN,

E1EWAIRRAES (new_fw_version = Ox0001) KFZAs#ihRZASS (local version = 0x0000), Ml Server imsiE
U Client i OTA FHRIER, KIX4A Client IARAS AL AL (CMD_OTA_FW_VERSION_RSP) , ZIXHIER
BIRIEWBE (accept = 1) FIAMIERZASS (local_version = 0x0000), Client TEWEIEFFIBESR OTA ARIEX
1B1E, IIESHIXEM, BIES A Server IiA&iE CMD_OTA_START #8%, Server InfElEIHm< BB ESIE
Wr OTA #4i8, 28 Client IHFFIAKIX OTA_ Data, Z3 P EHIMEMRRZERY, Server ix=[A Client Ih&E
CMD_OTA_Result BLREIFIRERE, EMMETEEFEARZEHAN reboot, Client inlEIF=ILEMELE OTA R
&4, % Client I%#0 Server ImAIN5ER T OTA _Data &4, N Client im=[E Server Ifx&iX CMD_OTA_END,
Server WU R FREILERE B AI%X CMD_OTA_Result £5 Client i, FH# AN reboot, TITHH firmware,
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OTA R{Fi
LENBTED OTA REMIE, TEEFIMEE—T Master # Slave RFENEIER B LI
xR
* OTA Protocol: Legacy Protocol;
« PDU KEXHA 160ctets K\, Rk DLE KEHIIRIE,
« Master IRFF/E Firmware compare II8E,
(1) WNEAREEMAHN OTA REXITH, —BERNENZITH, #HN OTA R

(2) master [@ slave 53X OTA epSHIEIE, FEEHNE slave IR AT OTA B Attribute B Attribute Handle
=1

& user RAEANTENAN, BEEXZE;
ERBERNTI, FA Read By Type Request BIATIRIFX Attribute Handle B,
Telink FRiG BLE SDK BY OTA data #Y UUID &R 16bytes, HIKiT&RE FEIXME:

#define TELINK_SPP_DATA_OTA {0x12,0x2B, 0x0d, OxOc, Ox0b, OxOa, Ox09, Ox08, Ox07, Ox06, Ox05, Ox04,
< 0x03,0x02,0x01,0x00}

7£ master B9 Read By Type Request 4§ Type i&E /X 16 1 bytes B UUID, slave ix[EIZ Y Read By Type
Rsp HA]AEEI OTA UUID FRTERYX A Attribute Handle, ¥1TFEIFfR, master AJLAEE Attribute Handle BY
{79 0x0031,

] Data Type Data Header L2CAP Header ATT_Read_By Type_Req
b LLID NESN SN MD POU-Length ||[L2CAP-Length ChanId ||Opcode StartingHandle EndingHandle AttType
L2CAP-5 || 2 0 0 0 25 0x0015 0x0004 [ 0x08  0x0001 0xFFFF 12 2B 0D OC 0B O& 09 08 07 06 05 04 03 02 01 00
] Data Header RSSI
Data Ty CRC FCS
YP® |IILTD NESN SN MD EDU-Length (dBm)
'||Empey PDU|| 1 1 1 0 0 0x8FEFDC|| o | ok |
] Data Header L2CAP Header ATT_Read_By_Type_Rsp RSSI
DataType ||, - 77 WESW SN MD PDU-Length |L2CAP-Tength Chanld |Opcode Lemgth AttData EE (@gmy || FE*
L2CAP-5 || 2 01 0 9 0x0005 0x0004 | 0x09  0x03 31 00 00| 0x79893F( o | oK |

Figure 7.6: master i@id Read By Type Request 3REX OTA B9 Attribute Handle

(3) 3KBX slave H#i firmware fRAES, RAERTEMRLSM OTA B (BIRAESEELRH, FREEEM) . X—F
A user BEIEEFEREEM. 1% BLE SDK R EAMRRZASSIRENNE, user ILIETTAE. BFIMY BLE
SDK H1, Legacy protocol F:& B LIMRASHIEIX, user AJLAEA write cmd Z¢ write response BIFZT(
iBiE OTA version cmd [@ slave £iX—NFREX OTA version B9iEK, 1B slave ARIRTEULE] OTA version
AR ER IR H—NELARER, user B 2ERIERBENER slave IHRIMRASZI1XLS master (U
FhiE— NOTIFY/INDICATE BYEKHE) o

(4) BEh OTA FIam—NiteY, EEERICNIZITINEEET 30 # (XRENSENE, KRR user
MAWIEE OTA FEZ DI EEFBEMITM) .

WMERBT 30 #HIAS OTA BBEFELIN, EA slave HUKE OTA FUEFEKILIL CRC, —B CRC $#iRsEHMEM
Bz (WIRT flash £8IR) , M=IAA OTA KW, BEIZFIZEFERE, LAY link layer F&i% ack master, master i
HEIE—E AT HESBUE,

(5) iZEY Master flash 0x20018~0x2001b FINFETS, HE firmware BY sizeo
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XA size SEHEIMNWEZFRILIMA, KRiI& firmware B size 77 20k = 0x5000, FF 4 firmware BY
OX180,1b {3 0x00005000, FFbEE 0x200180X2001b AJLURE] firmware BIA/No

W TFEIFRRAY bin X, 0x18 ~Ox1b RAA 0x0000cf94, FRLAA/NA Oxcf94 = 53140Bytes, M 0x0000 F|
OXCf96o

0 1 2 3 4 5 & 7 8 % A B C T E F
00000000 F322 2034 11A0 5D02 &384 0200 eF0O0 €015
00000010 21A8 0000 0000 0O0OCO|S4CE_0000JO0CO0OC 0O0O0O
00000020 4B4E 4C54 0000 3B17 S701 O0OBEO S38B1 B17D
00000030 S702 0AEO 9382 0Z2FD 1le81 9702 00EOD 29382

Figure 7.7: firmware = f5l-FFkZ5>

0 1 2 3 4 5 & 7 8 9 L B C L E F
oooo0oCcrFel OOOCO EBO03 00ZE8 0000 Z200A 0005 ZA01 00O0O0
oooocr70 OmR48 OAOO 0201 0000 0101 0000 0102 0BZ29
0O000CFBEO Z20AR1 OAO08 0848 O0OAO09 052ZA 0129 FFFF FFFF
0000CFS0 ECEE DDAS

Figure 7.8: firmware Rfjl-ZEREEE9

(6) M@ slave Z£— OTA start 5%, @4 slave N OTA I, Z#F master IHH OTA #3E, W TEFIT.

Data Type Data Header L2CAP Header ATT_Write_Command CRC RSSI FCS
L LLID NESN 35N MD PDU-Length |(L2CAP-Length Chanld ||Opcode AttHandle AttWValue (dBm)
L2CRE-5 || 2 a a 1 £l 0x0005 0x0004 || 0x52 0x0031 01 FF 0x61875B 1] O |

Figure 7.9: master %& OTA start

(7) M Master flash 0x20000 KIiFFIaERI%E 16 1 byte BY firmware, IEN OTA data packet, IZEXNAY
adr_index, Fit%® CRC &, ¥ packet push & TX fifo, —EZ firmware size f&fg—" 16 byte A1k,
¥ firmware FTENEIE S S AIX4 slaveo

BURAX A EMEITENSR, FH OTA data BIIETL, BXEKIES 20 bytes, HIF bytes X adr_index, XEiR
16 NMEXH firmware #3E, &EMIEF 18 ¥4IEEY CRC ITHEE.

AR, R firmware RIF—EHIERRE 16 FTHXTF, FTERRROIOIZ oxff #3477, HHE CRC WEHET
ERH BRI R L,

55 LEFREY bin XHFRIFMANE OTA BiEINEHE,

$—EH3E: adr_index 73 0x00 00, 16 NEUEEHN 0x0000 ~0Ox000f HIHEHIE, FAGEX 18 MUEITE CRC,
{Ri& CRC 45879 0xXYZW, HB4 20bytes HEFIA:

0x00 0x00 Oxf3 0x22 ... EB& 12 /> bytes..... Ox60 0x15 OxZW OxXY
BTERE:

0x01 0x00 0x21 Oxa8 .... HH& 12 4 bytes..... 0xO0 0x00 OxJK OxHlI
B=EIE:
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0x02 0x00 Ox4b Ox4e ... EE& 12 4> bytes..... 0x81 0x7d OxNO OxLM
¥R e —EHE:

0xf8 Ox0Oc 0x20 Oxal .... Bl& 12 1 bytes..... Oxff Oxff OxST OxPQ
Ra—EHE:

Oxf9 0x0c Oxec Ox6e Oxdd Oxa9 Oxff Oxff Oxff Oxff

Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff OXWX OxUV

12 “Oxff” are added to complement 16 bytes.

12 4> Oxff A TTRIELHE,

Oxec Ox6e Oxdd Oxa9 AE 3 PN -~ FE 6 1, EEE firmware bin BJ CRC_32 KILER, slave 7 OTA A&
HREFED ITEZEEIFEA bin BY CRC_32 RIEE, ELERIIES5S Oxec Ox6e 0xdd Oxa9 #H{TEEER.

Oxf9 ~Oxff £ 18 4> bytes B CRC I+ ELE R OxUVWX,
T EREIEIN TERR:

+ (K, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2B12: 01FF)

+ [E, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0OD25612: 00 00 F3 22 20 34 11 AD 50 02 63 54 02 00 &6F 00 60 15 7B 35)
+ (B, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2512: 01 00 21 AB 00 00 00 00 00 00 94 CF 00 00 00 00 00 00 &7 BO)
+ &, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C002612: 0200 4B 4E4C 540000 3B 17970108 EQ 938181 7D 74D4)
+ (B, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2E612: 03 00 97 02 0AED 93 82 02 FD 16 51 97 02 00 E0 93 82 59 58)
+ (B, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0COD2E12: 04 00 62 FC 7390 0280 99 62 F3 A2 02 30 73 10 30 00 &3 38)

Figure 7.10: master OTA 53 1

+ By ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2612: F3 0C 20 A10A 03 03 43 0A 09 05 2A 01 29 FF FF FF FF AA 24)
+ By ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C002612: F9 0C EC 6E DD A9 FF FF FF FF FF FF FF FF FF FF FF FF E3 OF)
+ By ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D2612: 02 FF F9 0C 08 F3)

Figure 7.11: master OTA £ 2

(8) firmware ¥IBAIXTES, 1E BLE link layer WHIERGELTE2AXHE (AARES link layer 1Y
BHEM slave ack T, ARINAZEIBRIERIN) . EERIENZE, master KiIX— ota_end %, B
A slave FTE IR E KIX5TEE,

OTA end HY packet B FTI’A 6 1, i N 0xff02, HEH T bytes AFH firmware R AR
adr_index fE (XMEATiL slave IERBINEEZERE—FH/LE OTA BiE), &=EM bytes AHEIR
KB adr_index ERMENR, HEEF—NMERENKRK, OTA end FHEE CRC &5,

L _EEFRREY bin A5, &AH adr_index 7 0x0cf9, EEXR{EN 0xf306, &AM OTA end B30 EEIFfT.

(9) #2&E master I link layer TX fifo @BAT. HEHNT, WBAZIFAENKIENGSEHERINZEHE, B
master IHAY OTA EZELLE5TM. CRC_16 HERINANGEEAMIFE 1. crc16 BIE"

FREBRIEFTIAR, Slave IH{E OTA Attribute R EIZIAR otaWrite 1 otaRead BIA], master i &IZiT KM write
command #5%, BLE WMk Bl HRZEABE otaWrite BREGHITAME,
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7E otaWrite EREUE XS packet 20 byte RUEUBHITAEMNT, BFLHIBTE OTA CMD X2 OTA data, ¥ OTA cmd i#
THENAIMERZ, X OTA 3BT CRC KIEHIRTZ flash MR E,

slave I OTA 1RXAYIRIERN:
(1) YaF OTA version #88< (OTA_FIRMWARE_VERSION #3<) :

master B3KFRTS slave firmware hRZ&S, 1% BLE SDK WEIX MY, AR, RZ2RIE user EEFMT
W Z version BIEIERKEL, FIMTEE A& E]ER 2

£ ota.h FEREMZEIERERAVED N

typedef void (*ota_versionCb_t)(void);
vold blc_ota_registerOtaFirmwareVersionReqCb(ota_versionCb_t cb);

(2) UEl OTA start a8%:
ItEBY slave N OTA &I

EBF{EH bls_ota_registerStartCmdCb ERECEM T OTA start BTRIEIER L, MHITIHERE, XPRENEB
HRILAPE#HN OTA BXfE, BER—LEBERESE, il PM X (18 OTA FIBREHEMRE). HIb
slave BEIHLEIF—1 slave_adr_index, #1{EA-1, IER&IE—XIEH OTA data BY adr_index, FIFHIUFEEA
OTA BREFREEEE, —BES, i\ 0TA KN, BYE 0TA, EIRER, MCU EF, master inHFUARE!
slave B9 ack &, HEMT OTA ESBIRMESREAI OTA KK,

SEAR OTA start RIEIiEIRIER

typedef void (*ota_startCb_t)(void);
vold blc_ota_registerOtaStartCmdCb(ota_startCb_t cb);

user BEFMXNEIAE, LUETE OTA start BIBHEMM—LE4R(E, LLINACE LED ITAVAFZRIANR S TRIER OTA
EE#TT,

54 slave Xigi—BIUKE] OTA start FFid OTA &, =B MTE, — & OTA BN IESER VBT BYa],
Bail SDK BRIARE 30s. SAR 30s ZA OTA & BT/, #IANI OTA_TIMEOUT KM, SEFR user RRIGHEIR
EESH firmware A/ (BiAHFERY) #1 master I BLE 3BT % (KEMIFSEM OTA EE) FEHXD
ZRIAEY 30s, SDK RHMEMHITEN:

ble_sts_t blc_ota_setOtaProcessTimeout(int timeout_second);
ble_sts_t blc_ota_setOtaDataPacketTimeout(int timeout_second);

EKI%X blc_ota_setOtaProcessTimeout BYE#K timeout_second MBI AT, ERIAA 30, SBEIR 5-1000;
ERIER blc_ota_setOtaDataPacketTimeout FIE% timeout_second MBI AFY, BRIAA 5, SEER 1-20;
MR ZZEE, user oliE TEBIRIBET RECRFTTERT H KT AE,

vold blt_ota_procTimeout(void);

FIh—2 receive packet FIEBRYAYE], BUE|—X OTA HUEEBESEH—NR, BEIBYak 5s, Bl 55 Ri&H
BT —2$3ENA 9 OTA_RF_PACKET_TIMEOUT %,
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(3) KRNBEHAEY OTA $E (FIFE bytes /3 0~-0x1000) :

XEERERTERR OTA datas

R slave INE|— 20 byte Y OTA data packet, 5& adr_index @EFTF slave_adr_index BIEN 1. BAR
%, WAEE, OTA KW, EHIEF, FH slave_adr_index RIE,

SATSXTHl 18 byte BB #HIT CRC_16 BIIRE, EHRTE, OTA KK, EIED, M 16 byte WEMEIES F
flash XML& ota_program_offset+adr_index*16 ~ ota_program_offset+adr_index*16 + 15, 75 flash HY
T2, NREE, OTA KK,

RTRIE OTA 5ERE firmware BI5EEE M, EREESIEA firmware #1T CRC_32 R, 5 master Zixd
REESEITESEMNRIEHITILR, FEFIERAREEHIELTE, A8 OTA LK,

(4) Y&Z OTA end:

2ZE OTA end BHH adr_max MEBRRKRERTIER. H1EH, N adr_max AJ LR double checko
double check BYBYE, FIKT slave ZBTUREIRY master BYEIE index R KESIZEHH adr_max @EHEE., &
1%, AR OTA BRI, BEARE, INARETRE—EH/VELHIE, OTA FRE, & OTA FINHIBHE, slave &
Z/ firmware FITERUERY flash BEIREIRA 0, FEHFB firmware FRITEMIIERY flash BEiiREIRST Ox4b, &
MCU reboot,

(5) slave &% OTA &R R iRLE master:

slave if—B B35 OTA, RE OTA BRINIERKM, &[G slave BRRLERKIELL master, WITE OTA I
& slave KIXEREERAE (KERE 3 1 byte) :
o . )
£, ATT Write Command Packet (00010203-0405-0607-0809-0A0B0C0D 28 12: F3 0C EC 6E OD AS FF FF FF FF FF FF FF FF FF FF FEFFE3DF) |
E, ATT Writ Command Packet (00010203-0405-0607-0803-0A0B0COD2812: 02 FF F4 0C 06 F3) |
B. ATT Notification Packet (00010203-0405-0607-0803-0ADBOCOD2812: 13 FF 00) I

Figure 7.12: slave 3§ OTA B INAVLE R ZIX£LE master

(6) slave #Efft OTA KRZSHIENEREL:
slave i5—B 55 OTA, £ OTA FIIIBY=IE MCU reboot:
EFTN, =7F reboot RIIRE flag HiF MCU BREEIFIETT New_firmware;
& OTA K, SBHEIRNITEFIEIEEENRBR, EEIE1T Old_firmware,
£ MCU reboot &, 1RIE user @EEMT OTA KBEHARE, RAESTIMEZIZE L.
T EHEX code:

vold blc_ota_registerOtaResultIndicationCb (ota_resIndicateCb_t cb);

RE TEHEREE, EAREEISE result BY enum 5 OTA LIRMVER—1¥, £—1 0 2 OTA Zh, ERZE
REIVEKIERA,

OTA AR IhEN R KIS il & ZEIAREL, SEPRCEE AT LUEIT 1Z R 3 HY4E RIR B B 303K #1T debug, 7£ OTA
FERIOET, BTLUERZEIEER result [F, 3§ MCU BB while(1) &%, R TRYISMAMHEREESHEY OTA £,
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8 PR

Telink {2t 7T —EET1THITVIHEEY keyscan 2819, BFIZRAMAIE, user JLIEZEAXERDHY code, 8

A BE AR,

8.1 §E34EPE

WTEFR, XZ—1 56 B Key matrix (SBRHEFEF), &xZZHF 30 MEHE. Row0 ~ Row4 & 5 ™ drive pin
(IXEHER) , FAREHIKEIESE; ColLO ~ Col5 2 6 4> scan pin (FHEM) , AFRAEYTY L2TERER

BT

Drive
Pin

Scan
Pin

Row()

Rowl

Row?

Row3

Row4

CoL0

Col1

Col2

Col.3

Col4

CoLd

Figure 8.1: 175TB &L

Telink EVK #R L9 22 BOREIEME, EXRFTmARrREFEESHRE, fINEESAXEFSE, TEM
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Telink $ftiEIT23HY demo IR ABIRFHITIREE, 54& EE, 3t app_config.h A keyscan HEXHIECEFHITIFAMN
BBUN T,

RIESCPRAVREEERER, demo R E RowO ~ Row4 79 PE2. PB4. PB5. PE1. PE4, ColLO ~ ColL5 JJ PB1. PBO.
PA4. PAO. PE6. PE5,

TE X drive pin #4HF0 scan pin #44H:

#define KB_DRIVE_PINS
#define KB_SCAN_PINS

{GPIO_PE2, GPIO_PB4, GPIO_PB5, GPIO_PE1, GPIO_PE4}
{GPIO_PB1, GPIO_PBO, GPIO_PA4, GPIO_PAO, GPIO_PE6, GPIO_PE5}

keyscan fEFARY_ETFHIEBPREERER GPIO AVIRIAEEFE: drive pin EEX NI 100K, scan pin #EEY_EHI 10K, FB4
LS BERBE TR, scan pin fEARIA GPIO ERINEH 10K LENEBF, HIFEAFBE, 7 drive pin L
HEEBTF, scan pin EEMREBE, MRTHFT EEZERT CEEILLBY drive pin RE float &, & output i&%
FTFF, scan pin EEIHIZE 100K 1 10K BIDERFE, ET2S)

EXITHRFHEH, drive pin i EB IR scan pin HEFINBE BT,

#define

KB_LINE_HIGH_VALID

EX Row # COL B9 ETHI:

#define MATRIX_ROW_PULL PM_PIN_PULLDOWN_100K
#define MATRIX_COL_PULL PM_PIN_PULLUP_10K
#define PULL_WAKEUP_SRC_PE2 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB4 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB5 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PE1 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PE4 MATRIX_ROW_PULL
#define PULL_WAKEUP_SRC_PB1 MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PBO MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PA4 MATRIX_COL_PULL
#define PULL_WAKEUP_SRC_PA@ MATRIX_COL_PULL

#define
#define

HTF1E gpio_init B3 ie IR

#define
#define
#define
#define
#define
#define

Z MCU # N\ sleep mode BY, FEIZE PAD GPIO I&FE, i&E drive pin HBTFIREE, IR TIEREBY, drive pin
JEE 100K A 10K B9 EEBF, 5 10/11 VCC ERBF, FTEITFH drive pin B ie IEEXE EBFIRE:

PULL_WAKEUP_SRC_PE6
PULL_WAKEUP_SRC_PE5

PB1_INPUT_ENABLE
PBO_INPUT_ENABLE
PA4_INPUT_ENABLE
PA®_INPUT_ENABLE
PE6_INPUT_ENABLE
PE5_INPUT_ENABLE

BEEINEA 0, scan pin BEIEEBF, T ie:

TN ZX AW

MATRIX_COL_PULL
MATRIX_COL_PULL

N R R R R R
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#define PE2_INPUT ENABLE
#define PB4_INPUT ENABLE
#define PB5_INPUT ENABLE
#define PE1_INPUT_ENABLE
#define PE4_INPUT ENABLE

N R R AR

8.2 Keyscan and Keymap

8.2.1 Keyscan

BR FEEESERS, 7 main_loop FIERA TEEREGEM keyscano

u32 kb_scan_key (int numlock_status, int read_key)

B — 1B numlock_status £ main_loop FIAAKN &N 0 BIAl; R B TE deepsleep BE R AV IR E 1T
HIRBRN A 2 HI8 A KB_NUMLOCK_STATUS_POWERON, /S EMRZFHARFNE (X DEEP-
BACK_FAST_KEYSCAN_ENABLE) .

FEZNBE read_key = keyscan REUZEMEEFLIE, XPMN—RART, —EHIEHN 1808 (F 0 &EiRE
{E4ET71E buffer B, FIREL LR,

REERTEA user HRAVRBIABE T AIMEMAREELTH: BRAH, R([E1; TTAEY, &R[E 0

kb_scan_key XPMNEREZTE main_loop FIEARY, iR1E BLE BSFEAIH, main_loop BYIETTATEIN adv_interval
8¢ conn_interval, T 3BIRESET (R adv_interval 7 30ms), & 30ms i—% key scan; HEEREH (Ri&
conn_interval = 10ms) , & 10ms ffi—X key scan,

Be F, HF key scan AT _EIZBERVIRESF LR key scan BPRESA—HER, FHIAAET .

KRR FRT —MARIaEEAIE: RELMELMAR key scan IRBIRES—1F, BM EL—XEENR
A RBERESA—HFE, TIANB— T ERNRET K. XEHRE 1 RIEBELL, FHEEERRENRK
BB kb_event EMARIRER, FERRFERHFINRBRENEHVEFZERS. X2 MARKER
keyboard.c HIRY:

unsigned int key_debounce_filter( u32 mtrx_cur[], u32 filt_en );

LEFMEHISRFIEASIENREME EFrARBIR THMARRSHNES, LB, BIANSEREMERE
ISHFFBRBEHRZNTN. RBEIPEENRREEREMEBIRS R EEAEL, REEHZN 1, &
MiRE 0o 30: HTF—MRFERE—PTWL; MA—MREERE—NEW; LT —TREBIRTE 5RO
—MEN; RTITRTMENBR TE=Z1TRERE—NEN; R TR MENRAREF—MFRE—1E.....

8.2.2 Keymap & kb_event

user FEIAA kb_scan_key BE—MEZELAE, BZ— 1 2/HNEMALE kb_event RIREN Y FIBIILRIR

=
1CNO
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#define KB_RETURN_KEY MAX 6
typedef struct{

u8 cnt;

u8 ctrl_key;

u8 keycode[KB_RETURN_KEY_MAX];
}kb_data_t;
kb_data_t kb_event;

kb_event B 8 1™ byte A% :
F— ont BFEREAIA/L N ERIREEET,

B ctrl_key —fRA=AE, REEMARER USB HID keyboard BYA = AZI (keymap HIHY keycode i&H
Oxe0-Oxe7 BY=fill%k, FTLA user FAREIRX 8 ME) o

keycode[6] A FRZFM AT 6 MHIZ TIZEM keycode (MNREFMRTHIREE 6 >, RBAI 6 MEERMN
H3K) o

FRrE I M AY keycode TE app_config.h HRENX :

#define KB_MAP_NORMAL {|

VK_B, CR_POWER, VK_NONE, VK_C, CR_HOME, |
VOICE, VK_NONE, VK_NONE, CR_VOL_UP, CR_VOL_DN, |
VK_2, VK_RIGHT, CR_VOL_DN, VK_3, VK_1, |
VK_5, VK_ENTER, CR_VOL_UP, VK_6, VK_4, |
VK_8, VK_DOWN, VK_UP , VK_9, VK_7, |
VK_o, CR_BACK, VK_LEFT, CR_VOL_MUTE, CR_MENU, }

XA keymap HINETAN 576 5EPEEM—3, TN NIREIRRIZ A keycode, W#RT RowO F ColLO %k
KX BIIEGE, HRAY keycode 9 VK_Bo

7E kb_scan_key ERIEAEE, FXERISIE kb_event.cnt 3& 0, M kb_event.keycode[] X PMERA R EIRM,
FrilEmiRE 1 RSB KET, A kb_event.cnt FIBT Y AT EMERE FH L NERAIRE,

a) kb_event.cnt = 0 B, E—XRBEMIEMEIRS kb_event.cnt BEEAREFF 0 W, BRHAERZ 1. 2 X2 3,
XN LU —ERRERBR, FHEES—MERBUEERENTFL I EREM. AT kb_event.keycode[] BE
BERLUE, WERTHM, RRE,

b) kb_event.cnt = 1, AJEE_LIR kb_event.cnt =0, BPBARBTHME—MEWIZT, AJEELR kb_event.cnt
=2, MARBETUEHRMEP—PIERR;, BEEEMATEEN, =1 MEDR MBI B, It
kb_event.keycode[0] FRm HEI#IE FHIX M RIVRE, SMEHY keycode BEEARE,

c) kb_event.cnt = 2, AJBE_EIX kb_event.cnt = 0, T2 N ERBYIET; BJRE_ LR kb_event.cnt =1, —
MEWIE TR B —NBWIRT; BIAE LR kb_event.cnt = 3, = MBWIE TS, Hh—MERER; Hibr]
BEMEESE, LAY kb_event.keycode[O] F1 kb_event.keycode[1] R HaT#IE TR MENEE, BEH
keycode ZEERE,

user B] LUBRTE key scan B1E 24§ kb_event.keycode 75 0, XBTFLAILIARYE kb_event.keycode REIMTE S
BRBTHLRE, WA

EXNRAIRZE R IRE MR TRES, FTAE kb_event.keycode[0] 3F O BY, FLIANB—MREHIZ
T, AFREAERES M MERHZ FHER MERHN— T RREFEREB T
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kb_event.keycode[0] = 0;//clear keycode[0O]
int det_key = kb_scan_key (0, 1);
if (det_key)
{
key_not_released = 1;
u8 key® = kb_event.keycode[0];
if (kb_event.cnt == 2) //two key press, do not process
{
}
else if(kb_event.cnt == 1)
{
key_buf[2] = key0;
//send key press
bls_att_pushNotifyData (HID_NORMAL_KB_REPORT_INPUT_DP_H, key_buf, 8);

}
else //key release
{
key_not_released = 0;
key_buf[2] = 0;
//send key release
bls_att_pushNotifyData (HID_NORMAL_KB_REPORT_INPUT_DP_H, key_ buf, 8);
}
}

8.3 Keyscan Flow

JAF kb_scan_key BY, — M ExEASHY keyscan BYRIEIN T :
(1) B—REIEMEEH,

3% drive pin 2884t drive B (0), BEIFHEEXFRBARM scan pin, EREBEIRTIEMNBFE, HiZERH—75!
FIFERITHEMEFT (B scan_pin_need FR2BEMMTIS),

ERNEAE—RLEMER, BEFTHNIE, ZOEHRTRETHNRAE, EMELERBR THESREZET
A, LhRGERE, MANT E—R2EMERRE, EEEAMERY EEERT, Mo EEERH keyscan, 7
RERBEE TRASTERZ6IE,

F—REIEFEEHEB code MIAT:

scan_pin_need = kb_key_pressed (gpio);

7E kb_key_pressed HREHREFAERNITIRHEEBT, TR 20us & ERNRA T FFEFRERAIE scan pin)o
RET— release_cnt A 6, HIQMENEE EHIRBRIETHEMERE, HFARRBIUZMIAEEREMAE
EITHIET, MExRZEM 6 i, BRIRIMEL 6 XMBERONZIZREIBEREABEZRTHE, TMT7T—1
key debouce FAEIEHEIRME,

(2) IRIBLEMEEHNER, ZFTHME.
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SIEMEBRPRLAIBGRBR T, FFRZETIEHE, M ROWO ~ ROW4 ZF1THHB drive BT, REXSI ERYEBT
8, HHIRBETHUE,

PAIVA: IR EYS

u32 pressed_matrix[ARRAY_SIZE(drive_pins)] = {0};
kb_scan_row (0, gpio);
for (int 1=0; 1<=ARRAY_SIZE(drive_pins); i++) {
u32 r = kb_scan_row (i < ARRAY_SIZE(drive_pins) ? 1 : 0, gpio);
if (V) {
pressed_matrix[i - 1] = r;

}

EMZRTHRERER T —EAERM AR RITRE

—2YEIT drive B, HAEBEIEENL AT CoLO ~ Col5, RIBZANHEIAM scan_pin_need AT LARIEHLES)
LTREOSIEEIE BT, A RiEENE L WATiZRIFIENA],

—BE—17 drive Y, FE 20us EAENF/FREMNE, 87T —TMEHLE, 1 20us NEFERFIERZLEIRT
code 1, TETXME, BRIFEASLZMANA, 5 user BITIERE,

BRI MEIRBIRSMER u32 pressed_matrix[5] (AIBHRZXH 40 §ll) FK7F0E, pressed_matrix[0] BY
bitO~bit5 #RI2 RowO _E CoLO ~ ColL5 BEERE, ... , pressed_matrix[4] BY bitO-bit5 #RI2 Row4 L ColLO
~ CoL5 BEBEERE.

(3) ¥ pressed_matrix[] #{TBAEI ISR AR
POIVAREE SN
unsigned int key_debounce_filter( u32 mtrx_cur[], u32 filt_en );

u32 key_changed = key_debounce_filter( pressed_matrix, (numlock_status &
< KB_NUMLOCK_STATUS_POWERON) ? 0 : 1);

Y deepsleep BEREHRIZEIQMBY, numlock_status = KB_NUMLOCK_STATUS_POWERON, LItAY filt_en =
0, FHITIEK, BAHT RIFENRERE,

HMERT, fit_en = 1, FEIRFLIE, RELENERE: RIFELSLMIR pressed_matrix[] —, BM L
—RBEMBY pressed_matrix[] A—, TINAZBIZREFERETEUNEZN, key_changed = 1o

(4) ¥t pressed_matrix[] HITEFLIE

¥ pressed_matrix[] FANEIEAX, % kb_scan_key (int numlock_status, int read_key) FIEY read_key 9 1
B, ZZNEHEHPXBIEIE, H read_key 7 0 B, ZEHXEIERGFER, FBHLE, REFEE read_key A
18Y, ABeIRE ZREFIEE,

BTFEHNIA read_key KitH 1, XEDAIUAREARIT, HETFEAXEHEEIER. BAEFELBANE,
(5) #R#E pressed_matrix[], &Z& KB_MAP_NORMAL, R[EI%E{E,

TR HIERI ST kb_remap_key_code # kb_remap_key_row, FNEENE, user BITEERR,
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8.4 Repeat Key 2IF
UENBHRERD keyscan SEFRBRETUNFE—PTHEYS, BT kb_event KIFENLHI key &,
FRTTETEI repeat key IRE: —MREBE—EHIREN, BEEENAZE—MREE,

AN repeat key &038, 7E app_config.h RECEHEXMZEI T, KB_REPEAT_KEY_ENABLE F3R$TH 3 X
repeat key ThEE, ERIAXNINRER XHFIR.

#define KB_REPEAT KEY ENABLE 0
#define KB_REPEAT_KEY_ INTERVAL_MS 200
#define KB_REPEAT_KEY_NUM 1
#define KB_MAP_REPEAT {VK_1, }

(1) KB_REPEAT_KEY_ENABLE

FRFTHZ XA repeat key IhaE,

EELI repeat key, BEFER KB_REPEAT_KEY_ENABLE i&A 1o
(2) KB_REPEAT_KEY_INTERVAL_MS

TE X repeat key B repeat BY[a],

£187 200ms, REHY—NEFE—EHIRER, &3 200 ms, kb_key_scan iR[E|—1T{, FBTE kb_event
B EHanX MRS,

(3) KB_REPEAT_KEY_NUM & KB_MAP_REPEAT

ENXHFIEE repeat BE(E,

KB_REPEAT_KEY_NUM EX#{&; KB_MAP_REPEAT EX— map, AHFIBEEE repeat B keycode, FE
XA map F keycode —FEERZ KB_MAP_NORMAL (&,

Rz R

INTFRRA— 676 RUMEMEIZERE, TWNRENEMNINEEE: 8 TR UP. DOWN. LEFT. RIGHT. V+. V-{
CHN+. CHN-3#¥ repeat, & 100ms repeat —&; EHtEIIREE R ZF repeat keyo

#define KB MAF NORMAL  {\

i {VE_POWER, VE_LOW_BATT, VE_TV_PLUS, VE_TV_MINUS, VE_IN_OUTPUT, VE_VOL UP,}, \
{VK_VOICE SEARCH, VE_PROGRAM, VK _RETURN, VE_HOME, VE_MENU, VE_EXIT, 1}, \
{VE_UP, VE_CH UP, VE_W_MUTE, VE_LEFT, VE_CONFIRM, VE_RIGHT, }, \
{VE_VOL DN, VE_DOWN, VK CH DN, VK FAST BACKWARD, VK PLAY PAUSE,VK 1, oA
{VE 2, VE 3, VE 4, VK 5, VE 6, VK 7, oA
{VE_9, VKPAD RSTERIX,VE O, VE_NUMBER, VE_W_SRCH, VE_8,1, }

#define K8 REPFAT KEY ENABLE 1

#define KB REPEAT KEY INTERVAL MS 100

i#define KB REPEAT KEY NUM 8

#define KB _MAP REPEAT { VK_UP, VE_DOWN, VK_LEFT, VE_RIGHT, \

VE_VOL UP, VK VOL DN, VK CH UP, VE_CH DN, }

Figure 8.2: Repeat key W FA 2]

repeat key FUBBHLMXEBARNA, vser BITIEMRE, REFETRELERU EONMEMAILIREIFMERBET .
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8.5 -EHENIE

IR (Stuck Key process) fEREE—MiEES/BEEFANNER, AR NA—EFRAEEP—E
HEMREMET, LLNREMFF/BREIFERET BITER, IEEERN keyscan SR M—BEB—LIRRIRIRE
BRBEBM, code LEMPABNANRELE, ME—HUNZRBEREKERK, KIZHEART deepsleep SiHEIM
TRIDFEIRTSo

app_config.h FHEXHIFNEA:

#define STUCK_KEY PROCESS_ENABLE 0
#define STUCK_KEY ENTERDEEP_TIME 60//in s

A RBAIEZXER, 1§ STUCK_KEY_PROCESS_ENABLE &9 1 B3 TH R E,

STUCK_KEY_ENTERDEEP_TIME EX F#AIBTE], &N 60s RRHY— MR ZMEBWIRE, RKE—BEEEX
THLELET B 60s, FMIAARERLET, HERENIS1E MCU # N deepsleeps

178 STUCK_KEY_PROCESS_ENABLE 7, RJLATE keyboard.c H3kEIMEXALREBAT:

#1f (STUCK_KEY_PROCESS_ENABLE)
u8 stuckKeyPress[ARRAY_SIZE(drive_pins)];
#endif

EX— u8 BYEKH stuckKeyPress[5], AT IERHBARBEE LB —1THZITLEFR. ZENRKRBERE
key_debounce_filter EREFSEINAY, 15 user BITIERE,

EEBEXAIEN:

kb_event.keycode[0] = 0;
int det_key = kb_scan_key (0, 1);
if (det_key){
if(kb_event.cnt){ //key press
stuckKey_keyPressTime = clock_time() | 1;;

HFE—MBRENTN, BRUMBIRBIZTE (kb_event.cnt 3F 0), IBRXMRIAAVIRFEIZ TIRSHYBTIE]

stuckKey_keyPressTimeo

SRIGTE blt_pm_proc HAMEINT:

#if (STUCK_KEY_PROCESS_ENABLE)
if(key_not_released && clock_time_exceed(stuckKey_keyPressTime,
< STUCK_KEY_ENTERDEEP_TIME*1000000)){

u32 pin[] = KB_DRIVE_PINS;

for (u8 1 = 0; 1 < ARRAY_SIZE(pin); 1 ++)

{
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extern u8 stuckKeyPress[];
if(stuckKeyPress[i])
continue;

cpu_set_gpio_wakeup (pin[i],0,1);

if(sendTerminate_before_enterDeep == 1){ //sending Terminate and wait for ack before enter
< deepsleep
if(user_task_flg){ //detect key Press again, can not enter deep now
sendTerminate_before_enterDeep = 0;
bls_11_setAdvEnable(BLC_ADV_ENABLE); //enable adv again

}
}
else if(sendTerminate_before_enterDeep == 2){ //Terminate 0K
cpu_sleep_wakeup(DEEPSLEEP_MODE, PM_WAKEUP_PAD, 0); //deepSleep
}Htendif

F i R LM — IR B TR B R B ERELET 60s, £, MIAARKRET FEAIE, RIBRKEMN
stuckKeyPress[] IREX A £ RRIFAETTS, BXLEITERSETF PAD ILEE deepsleep EXN{RERFE PAD I&FE

deepsleepo

BN IR R A RIZEIE T Y, XRAY1T L drive pin EIRNZE 10/11 VCC ZEBFE, BIZT/EHFN deepsleep
B, BENEKXRSHTFT, RE#HAN deepsleep AU ZIWX NS B FEER; B AREFERERS, RIUES
#N deepsleep, BEIRBEWRRMES, 1T LAY drive pin FIEBIEZ A 100K FHIAEETF, BRI LIGEREEA
MCUo
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9 LED EIf

9.1 LED ESZHAXFAEE

1% BLE SDK {17 —"" led BEEMNSZENIE, LUREIEM, user AT EIZRFERAXE 2B code EZEHLIM A
ZEEIET. BT vendor/common/blt_led.c, user fEE 2B C file A include vendor/common/blt_led.h
Be],

user EEFHAN=1REN:

vold device_led_1init(u32 gpio,u8 polarity);
int device_led_setup(led_cfg_t led_cfg);
static inline void device_led_process(void);

ISR RIBHZE(ER device_led_init(u32 gpio,u8 polarity) IR E X &7 LED X[AY GPIO FkiE. HRMEI&H 1,
R gpio HIHEBF == LED; Mg HN 0, RNEEBFERE LED,

7 main_loop BY Ul Entry B84 710 device_led_process EKI#, ZRBMEBBRKNERTE LED E5E8E=M
(DEVICE_LED_BUSY), HEMES, EHRITHENBVIZE

9.2 LED ESSHEEMER

9.2.1 EX led event

ERWMTEMAEENX — led event:

typedef struct{
unsigned short onTime_ms;
unsigned short offTime_ms;
unsigned char repeatCount;
unsigned char priority;

} led_cfg_t;

onTime_ms # offTime_ms RRHFIH led event RIF=HCAIETE] (ms) FIMRKBIETE] (ms). FRENZH
unsigned short int XA, K 65535,

repeatCount #R7x onTime_ms F offTime_ms EXHN—=—KWoH{EFEEE %/ VR, FERERHA unsigned
char EXHY, B&RK 255

priority TR a1 led event BI KR,

HERIMNEEX —MRHK K led event BY ((ZBBYEIFRE], tBHLZE repeatCount REELEA), 3§ repeatCount
E'Jfﬁlnjj 255(0xff), ItkBY onTime_ms #1 offTime_ms BEEHAI—1 =& 0, —NIE 0, RIEIE 0 IR K=
IE'IKIO

LUFRILA led event BYRMI:

(1) 1 Hz BYSAZEANE 3 #): = 500ms, K 500ms, repeat 3 Ko
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led_cfg_t led_eventl = {500, 500 , 3, 0x00};
(2) 4 Hz BISARAMR 50 #b: = 125ms, K 125ms, repeat 200 /X
led_cfg t led_event2 = {125, 125 , 200, O0x00};

(3) £=: onTime_ms 3E 0, offTime_ms /9 0, repeatCount /9 Oxff
led_cfg t Tled_event3 = {100, 0 , Oxff, 0Ox00};

(4) KX onTime_ms /3 0, offTime_ms 3F 0, repeatCount /9 Oxff
led_cfg t led_eventd = {0, 100, Oxff, 0x00};

3 #EMEA: onTime_ms J 1000, offTime_ms 7 O, repeatCount /3 0x3

led_cfg t 1led_event5 = {1000, O, 3, 0x00};
VAR device_led_setup —* led_event IX%44 led ESEIE:

device_led_setup(led_eventl);

9.2.2 LED Event B9{5E4R

user AJLATE SDK BRENXZ led event, LED fEF—PBEE]s= REEHIT—1 led event,

XNEEW led BIEZBEIREASIIR, 3 led THEY, led % user T device_led_setup EIZHIEM led
event; H led busy B (BI— old led event IB&BLER) , ¥F new led event, XFA led event BRI
HITELES. & new led event IS T old led event FILAELR, 35 old led event HiIFF, FFIAHIT new led
event; & new led event BIRERIETHZET old led event BIRIER, HEEHTT old led event, ¥ new led
event fiFF CEE: BIUIKRMT, HASEX led event EEEREEBLIE) .

user AT LURIELL LR led event (LARBIEN, EESHINAEREXARREMRELD led event, SLIMESH led
FERMR,

546, BT led WEIRRAE T EiWAHE], & DEVICE_LED_BUSY B, REEH N latency £BFHY long suspend,
WRFHFANT— long suspend (Eb30 10ms * 50 = 500ms) , 2T onTime_ms BUNIE (80 250ms) FTi&
BEIMESME, MR T LED IRINRRYRR.

#define DEVICE_LED BUSY (device_led.repeatCount)

LA LR, FRETE blt_pm_proc FRYFAERZEIAIE

user_task_flg = scan_pin_need || key_not_released || DEVICE_LED_BUSY;
if(user_task_f1lg){
bls_pm_setManualLatency(0); // manually disable latency
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10 X4 ERS2E (Software Timer)

RT HE user —LeF BB ERTEE(ESS, Telink BLE SDK 1217 blt software timer demo, B £IZFRIBREA,
user AJ LITEIBRR 7 1% timer BOIRITREREERIEFEA, tWrllE SM—EEigit.

B 2 EB7E vendor/common/blt_soft_timer.c 1 blt_soft_timer.h X, EEEFEH, EE TEENN
1:

#define BLT_SOFTWARE_TIMER_ENABLE 0@ //enable or disable

blt soft timer & TF system tick IRITIEIB timer, HEMRETEAZEH timer BBLKE, BEBRIEE
main_loop F—E# &,

BATIE: bit soft timer EMRHRAERBIEAT sms. BN FHENREERFT 2R 5ISHIIB T

blt soft timer ERAFFRERNIE main_loop FEWEN, WEEMRTEH N suspend [GREB R BTIREEH 1T
timer B9ES3, ZigHRETRINFEMREEE SN B/ AR E IR AR SCIAT,

BaNgit ERZEITZEF 4 D timer 1817, LR user BAILUEEA FTEMAREIME LRI E E /DAY timer:

#define MAX_TIMER_NUM 4  //timer max number

10.1 Timer #1341k

TR TE AP HITHIAL:

vold blt_soft_timer_init(void);

AIUE DR _E#IaL 2235 bit_soft_timer_process XA N FB B HE B MR ER AV 137 BRI 2K
vold blt_soft_timer_init(void){

bls_pm_registerAppWakeupLowPowerCb(blt_soft_timer_process);
}

10.2 Timer HEiGIE
blt soft timer FYZHALIRER blt_soft_timer_process BRI :

vold blt_soft_timer_process(int type);

—HEFBEE main_loop FINTEFMRUERR—E®RIAR, S5—HEACEMANAERFRENEIERE,
BBATIRIE suspend PR ETERIRAIREER, HRPRERITIZERER, EAEE timer £55,
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_attribute_ram_code_ void main_loop (void)

{
tick_loop++;

#if (FEATURE_TEST MODE == TEST_USER_BLT_SOFT_TIMER)
blt_soft_timer_process(MAINLOOP_ENTRY);

#endif
blt_sdk_main_loop();

blt_soft_timer_process BIB¥H type B TAMIEN: 0 FRRTE main_loop PEMFHN, 1 RIRALET timer
1R AIMEEE B N1Z R %

#define MAIN_LOOP_ENTRY 0
#define CALLBACK_ENTRY 1

blt_soft_timer_process FIEARSLIILLIRE 2, BEARBREMOT:

(1) BEREYE] timer table FEEIXHE user EXHY timer: EEBNEHIZRY, HXENEAREERGEE;
£FA timer £33, #EFETIEIT.

if(!blt_timer.currentNum){
bls_pm_setAppWakeupLowPower(0, 0); //disable
return;

(2) B E ERER— timer S 2R ENX: E/zﬁn_ I, MBL, [MHLEETIET. it LRRIE
timer TEEAIHRER B IZIRETBIHFRY, FRLAX EEE]WETJJ: 1Ry timer BIAL,

if( !'blt_is_timer_expired(blt_timer.timer[0].t, now) ){
return;

(3) WIHFIFAEMN timer 155, REMEHAE]T ST timer XRAES,

for(int 1=0; i<blt_timer.currentNum; i1++){
if(blt_1is_timer_expired(blt_timer.timer[i].t ,now) ){ //timer trigger
if(blt_timer.timer[i].cb == NULL){
}
else{
result = blt_timer.timer[1].cb();
if(result < 0){
blt_soft_timer_delete_by_index(i);
}
else if(result == 0){
change_flg =
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blt_timer.timer[1].t = now + blt_timer.timer[i].interval;
}
else{ //set new timer interval
change_flg = 1;
blt_timer.timer[i1].1interval = result * CLOCK_16M_SYS_TIMER_CLK_1US;
blt_timer.timer[i1].t = now + blt_timer.timer[i1].1interval;

}

XEEAIUERN timer ESZRBMAVLIE: FZRPBOREENT 0, X4 timer ES2HMiE, FEABIL;

FHREEN 0, RIFL—RIVERE; FREEKRT 0, MLZREHEMFAFNEREE (8L us).

(4) EEEME 3 TH, WR timer ESZRPVESLET TN, WZAIRIBEIREF TSRS, XEBE

A,

if(change_flg){
blt_soft_timer_sort();
}

(5) HEER timer ESHIMARNZESBIEERS AR R 3 7 (3s ATLABAAR—LE) A2, WFZMHERANAR

tRRIMEERYEYIE], X HIN B ERAIREE,

if( (u32)(blt_timer.timer[0].t - now) < 3000 * CLOCK_16M_SYS_TIMER_CLK_1MS){
bls_pm_setAppWakeupLowPower (blt_timer.timer[0].t, 1);

}
else{

bls_pm_setAppWakeupLowPower(0, 0); //disable
}

10.3 FIMNENZRFES
EARWT AP RINER88ES:

typedef int (*blt_timer_callback_t)(void);
int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us);

func NERABITEIES RER; interval_us JERESE], BN us.
EBRMESS func B9 int IREE=FIEHERN:

a) RENENTF 0, MZESHITREHEEMFR. IR M MERZHE I FRITRIRE.

b) 3&[E] 0, M—EERZHIB interval_us KER,
c) REMEAXRTF 0, NEAIZREIEMAFHIERNEELE, Bl us.
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int blt_soft_timer_add(blt_timer_callback_t func, u32 interval_us)

{
int i;
u32 now = clock_time();

if(blt_timer.currentNum >= MAX_TIMER_NUM){ //timer full

return 0;

}
else{

blt_timer.timer[blt_timer.currentNum].cb = func;

blt_timer.timer[blt_timer.currentNum].interval = interval_us *

< CLOCK_16M_SYS_TIMER_CLK_1US;

blt_timer.timer[blt_timer.currentNum].t = now +

< blt_timer.timer[blt_timer.currentNum].interval;

blt_timer.currentNum ++;
blt_soft_timer_sort();

bls_pm_setAppWakeupLowPower (blt_timer.timer[0].t, 1);

return 1;

REBRHF, AANEIEENSREEBIRAEN, RNKK. SRM—THB timer £33,

WIREHE—T

HF, UARENSIESEEMIMEERSLRIEHIFERN, BE L&A timer ESX A index 79 0o

10.4 HHFRER2RES

BT £ LEREE/NT 0 KREIMBRERERMESS, ERILUERTE AP RIEEEMFRRIE R 23 ESS,

int blt_soft_timer_delete(blt_timer_callback_t func);

10.5 Demo

blt soft timer BY Demo code iE&% B91 feature §1 TEST_USER_BLT_SOFT_TIMER,

int gpio_testO(void)

{
DBG_CHN3_TOGGLE;
return 0;
}
int gpio_testi(void)
{

DBG_CHN4_TOGGLE;
static u8 flg = 0;
flg = !flg;
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if(flg){
return 7000;
}
else{
return 17000;
}
}
int gpio_test2(void)
{
DBG_CHN5_TOGGLE;
if(clock_time_exceed(0, 5000000)){
//return -1;
blt_soft_timer_delete(&gpio_test2);
}
return 0;
}
int gpio_test3(void)
{
DBG_CHN6_TOGGLE;
return 0;
}
a1k

blt_soft_timer_init();

blt_soft_timer_add(&gpio_testd, 23000);
blt_soft_timer_add(&gpio_testl, 7000);
blt_soft_timer_add(&gpio_test2, 13000);
blt_soft_timer_add(&gpio_test3, 27000);

EXT 4 MES, X4 PMNERNESSERA:
(1) gpio_testO & 23ms toggle —Ro
(2) gpio_test1 AT 7ms/17ms FNETBIAVIIR E BT,
(3) gpio_test2 7E 5s [5¥% B SR AR E RIS &R A LISCIX N IhEE : — = blt_soft_timer_delete(&gpio_test2)

Z& return -1o

(4) gpio_test3 & 27ms toggle —X,
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11 IR

11.1 PWM Driver

PWM XM EERESR, BXAMEEZRFFFHERLI. BREFESRN AP REEXTE pwm.h 1, &

N—s—a

11.1.1 PWM ID FIER)

B91 £ 12 & PWM, 95 PWMO ~ PWMS5 1 PWMO_N ~ PWM5_N,
IXEh FENXT 6 & PWM

typedef enum {
PWMO_ID = 0,
PWM1_1ID,
PWM2_ID,
PWM3_ID,
PWM4_ID,
PWM5_ID,

Ipwm_1id;

B ERISE 6 B PWMOpwus, 54 6 2 pwvon PWMS_N B3R PWM BYERZER . LE40 PWMO_N 1 PWMO
Mk, E PWMO A& PWMO_N A1E, M PWMO AEE PWMO_N AE. FTUREIKE T PWMO, PWMO_N
WIS E T, FEIEEMERE—E,

X 12 B PWM MRMAY IC ERIUN TR

Table 11.1: 12 & PWM XRZRY IC B

PWMx  Pin PWMx_n Pin

PWMO PB4/PCO/PE3 PWMO_N PDO

PWM1  PB5/PE1 PWMI1_N  PD1
PWM2 PB7/PE2 PWM2_N PD2/PE6
PWM3 PB1/PEO PWM3_N PD3/PE7
PWM4 PD7/PE4 PWM4_N PD4
PWM5  PBO/PE5 PWM5_N PD5

/8 void pwm_set_pin(pwm_pin_e pin) RIZE XN EMRIE PWM IhfE,
pin ASERR PWM B RZAY GPIO;
func LR pwm_pin_e EXEH AS_PWMO ~ AS_PWM5_N, 1R FERS gpio SEFRAY pwm THAEX RZi%E
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typedef enum{

PWM_PWMO_PB4 =
PWM_PWMO_PCO =
PWM_PWMO_PE3 =
PWM_PWMO_N_PDO

PWM_PWM1_PB5 =
PWM_PWM1_PE1 =
PWM_PWM1_N_PD1
PWM_PWM2_PB7 =
PWM_PWM2_PE2 =
PWM_PWM2_N_PD2
PWM_PWM2_N_PE6
PWM_PWM3_PB1 =
PWM_PWM3_PEO =
PWM_PWM3_N_PD3
PWM_PWM3_N_PE7
PWM_PWM4_PD7 =
PWM_PWM4_PE4 =
PWM_PWM4_N_PD4
PWM_PWM5_PBO =
PWM_PWM5_PE5 =
PWM_PWM5_N_PD5

GPIO_PB4,
GPIO_PCO,
GPIO_PE3,
= GPIO_PDO,

GPIO_PBS,
GPIO_PE1,
= GPIO_PD1,
GPIO_PB7,
GPIO_PE2,
= GPIO_PD2,
GPIO_PE6,
GPIO_PB1,
GPIO_PEO,
GPIO_PD3,
GPIO_PE7,
GPIO_PD7,
GPIO_PE4,
= GPIO_PD4,
GPIO_PBO,
GPIO_PES,
= GPIO_PD5,

Ipwm_pin_e;

EbanEfER PCO B9 PWMO R H:

pwm_set_pin (PWM_PWMO_PCO);

11.1.2 PWM Bi§h

PWM MBS R AR, AJLUERR pclk, WAILUERE 32K, W TFEFRR:
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pwm_32k_chn_en(PW
PC
g pwm_set_cl PW PWMO
CLK3 x PWMO- Inverter.
pwm_32k chn_en(PW
PC
= wm_set _cl
>C< P =T PW PWM5
CLK3 - e Inverter.

Figure 11.1: PWM RRREE

PWM BI$pifR:

pclk

IheE: RILUEITHM, ARDIMEHETER PWM ERNHR.

¥EORCE: static inline void pwm_set_clk(unsigned char pwm_clk_div);

Erh: pwm_clk_div = pclk_frequency /pwm_frequency -1; (pwm_clk_div: 0-~255)

32K

IhRE: AX#FHIR, HER X continuous mode. counting mode, ZECEETER N T L suspend T

HEER PWM EHZ

#EOFE . static inline void pwm_32k_chn_en(pwm_clk_32k_en_chn_e pwm_32K_en_chn)o

Pt
FREBIERRIA pclk BYSR, WNRAAGEA 32K B¥UE, AR pwm_32k_chn_en (EREXTA@IE, SHERE
REEZE pclk BIsHR, SR ETE IR MA LRTERIIRRE, FHIERKS6ER 32K BB HiRE.

11.1.3 PWM B (cycle) F1EZLL (duty)

PWM B9— signal frame BAFMNEBEERY, 9509 Count status (HEEEETE]) #1 Remaining status (fEER
FadiE) , —MESMIEEKERNT, HE tmax 2AEARIE:
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Remaining status+

4 >

Count status+

tmnEJ

Figure 11.2: PWM {55

IXEhHi&E signal frame FEEAF G T EEAVREGIERBIZE tcmp A tmax {EASEK,
(1) BANGE STHRREIEO (ZFMEEE):

static inline void pwm_set_tcmp(pwm_1id_e id, unsigned short tcmp);
static inline void pwm_set_tmax(pwm_id_e id, unsigned short tmax);

pwm_set_tcmp:
id: EFRWA PWM @iE, tcmp: IRE S BFIEFLERE),
pwm_set_tmax:
id: EEEAS PWM BE, tmax: IREREHR.
I
7 pwm_set_tmax K E —SEIKE PWM BIEHR, SEEERZE short B, tmax BIR/NRER 1,
TEER 0, SN 0, W pwm FARITIERIRTS, FTLL tmax BIEVESEEA: 1-65535,
« 7£ pwm_set_tcmp REHEZSEIKE PWM WAL, SEHEERE short B, tcmp B/ NEUER]

B0, HA 0 MR, XBY pwm HEFE—BERRBT, AEERA tmax, X pwm BYH
F—EEEHEFE, P temp EUESEEN: 0-tmax.

(2) HEA PWMO BY IR FIFO Mode. IR DMA FIFO Mode BY, A& FEAZEIBIHI—REEEO

static inline voild pwm_set_pwm@_tcmp_and_tmax_shadow(unsigned short tmac_tick, unsigned short
< cmp_tick);

=

7£ pwm_set_pwmO_tcmp_and_tmax_shadow K ¥/, &1 tmac_tick I&E pwmO WA, &%
cmp_tick IRE pwmO BYEEBFH4ERTIE], tmac_tick BYBRMESEE ' ess36, cmp. tick moEnfaszm: oCycle_ticko
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(3) HfEA PWMO B counting mode. IR mode BY, pwmO EEI&ERCHRIE LN RTNEE, FEREIMREEE
[A:

static inline void pwm_set_pwmO@_pulse_num(unsigned short pulse_num);

pulse_num: BKABEI L
(4) ¥ pwmo [A fifo BB\ cfq data, FRAEIMRLEEIEO:

static inline void pwm_set_pwm0@_ir_fifo_cfg_data(unsigned short pulse_num, unsigned char
< use_shadow, unsigned char carrier_en);

use_shadow:
1: fH pwm_set_pwmO_tcmp_and_tmax_shadow R T B EHIFI 5=t
0: 16/ pwm_set_tmax. pwm_set_tcmp R TFIEE BT 5=t
carrier_en:
1: BB pulse_num. use_shadow FUIREHIH pulse,
0: KB, HFEEERRESE pulse_num. use_shadow #H1TITE,
XF PWMO - PWMS, BBt L BRpESBEFREIE, REFREH. MREERBEFERE, BUT/LM
Vabr
. {FERAXNA PWMO_N ~ PWMS5_N, F1 PWMO ~ PWMS 1K,
- fEF8 API static inline void pwm_invert_en(pwm_id_e id) ¥ PWMO ~ PWM5 BRZEIZER
ELAN S HIRY pwm clock 79 16MHz, HREIGE PWM EHIN 1ms. G 50% BY PWMO —4 frame 737&
7

pwm_set_tmax (PWMO_ID , 16000)
pwm_set_tcmp (PWMO_ID , 8000)

11.1.4 PWM FFEBUR
PWMO ~ PWMS5 BN

vold pwm_invert_en (pwm_id id)
PWMO_N ~ PWM5_N EFZER :

void pwm_n_invert_en (pwm_id id)
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11.1.5 PWM FB#ELL
TEAEDN APl BFABHELEE— PWM:
void pwm_start(pwm_1id id) ;

voild pwm_stop(pwm_id id) ;

11.1.6 PWM &

PWM #t 5 #1E=: Normal mode(t2#R Continuous mode). Counting mode. IR mode. IR FIFO mode 1 IR
DMA FIFO mode, SATFEX:

typedef enum{

PWM_NORMAL_MODE = 0x00,
PWM_COUNT_MODE = 0x01,
PWM_IR_MODE = 0x03,
PWM_IR_FIFO_MODE = 0x07,
PWM_IR_DMA_FIFO_MODE = OXOF,

}pwm_mode_e;

PWMO B%& Normal mode. Counting mode. IR mode. IR FIFO mode # IR DMA FIFO mode FrERY 5 fhi&
=X; M PWM1 ~ PWMS5 #BRE normal mode,

R, 28 PWM0O BB normal mode MY 4 TSR,

11.1.7 PWM BkH#X (pulse number)
W APl BFIREIRER PWM KA Signal Frame BYM1, X2 pulse”#l Signal Frames ZE—ME&o

void pwm_set_pwm@_pulse_num(unsigned short pulse_num)

Normal mode (Continuous mode) A3 Signal Frame MXRIPRHI, FRLALL API % Normal mode TE M. R
BHM 4 FHFHRRY mode A B RTEEAEIX A AP,

11.1.8 PWM Hhlf

PWM ZRHUTIS BRI T (BUASBohERPEITSN, FERGEFIER) !
PWMO:

a) FLD_PWMO_FRAME_DONE_IRQ: &1 signal frame FEh%, =4,

b) FLD_PWMO_PNUM_IRQ: &%.5E—" pulse groups, M=%,

c) FLD_PWMO_IR_FIFO_IRQ : ¥ FIFO @M cfg data /NF (FEEHETF) GEMME (trigger_level) BT,
N\,
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d) FLD_PWMO_IR_DMA_FIFO_IRQ: ¥ FIFO $11T5E DMA KIXHY cfg data Zf5, HNAHT
PWM1:

a) FLD_PWM1_FRAME_DONE_IRQ: & signal frame 5k, =F=4HH#f,
PWM2:

a) FLD_PWM2_FRAME_DONE_IRQ: &1 signal frame 52, SrF=4 i,
PWM3:

a) FLD_PWM3_FRAME_DONE_IRQ: &1 signal frame 52fl, &4k,
PWM4:

a) FLD_PWM4_FRAME_DONE_IRQ: & signal frame 58k, =r=Erl,
PWMS:

a) FLD_PWMS5_FRAME_DONE_IRQ: & signal frame 52, Sr=EH#,

— M BKF4E (pluse groups) BE /LA frame AJLUEE pwm_set_pwmO_pulse_num HREIEOHITERE

static inline void pwm_set_pwmO@_pulse_num(unsigned short pulse_num);

IR FIFO &3 trigger_level BYER LUEIE pwm_set_pwmO_ir_fifo_irq_trig_level EREIZEO#HITAE :

static inline void pwm_set_pwm@_ir_fifo_1irq_trig_level(unsigned char trig_level);

11.1.9 IR DMA FIFO mode

IR DMA FIFO R 2R BB EEE DMA 5% FIFO 1, HAAE FIFO 2 4 bytes FARFTRTR— PWM JEHZ,
i DMA data buffer £%f5, PWM BEEHIERSRIBEE)IF1E PWM waveform 1. waveform 2. waveform
nELEKIFEHZE, Y fifo 11T DMA KX cfg_data g, A TET FLD_PWMO_IR_FIFO_IRQ.

11.1.9.1 DMA FIFO R E

£ DMA FIFO L, f#F 2bytes (16 bits) RELE— PWM waveform. A FE API iR[E] 2 bytes A DMA
FIFO %,

unsigned short pwm_cal_pwm@_ir_fifo_cfg_data(unsigned short pulse_num,
unsigned char shadow_en, unsigned char carrier_en)

% APl B =184 “carrier_en”." shadow_en” #1"pulse_num”, EC& KA PWM waveform & pulse_num”
PWM Signal Frame BI&E S,

BIT(15) JRE &1 PWM waveform FYEZASEEA Signal Frame FIFRRR,, XIRZ API 9 carrier_en”:

« “carrier_en” /3 1 BY, Signal Frame FREKAEERAY;
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. “carrier_en”J3 O BY, Signal Frame £ 0 #UE, SFTLK.
“pulse_num” I H#H PWM waveform 1 Signal Frame BY%kE,

“shadow_en"BEFIN TR E Xo

typedef enum{
PWMO_PULSE_NORMAL
PWMO_PULSE_SHADOW

}PwmOPulse_SelectDef;

0,
BIT(14),

“shadow_en"9 PWMO_PULSE_NORMAL B, Signal Frame B3R H pwm_set_tcmp #l pwm_set_tmax BIECE ;
*shadow_en”J PWMO_PULSE_SHADOW BY, Signal Frame 3 H pwm_set_pwmO_tcmp_and_tmax_shadow
HERE.

PWM shadow mode BB BIZ A T 1 IN1—24H Signal Frame BYEZE, MA IR DMA FIFO mode BY PWM
waveform BREIEMEZHRIEM.

11.1.9.2 1%E DMA FIFO Buffer

DMA FIFO buffer WECESER G, A TEARED, Bt buffer NEMNESE R DMA IR, [EENIZE DMA #}
IEHIENKE, T8 buffer NEHEZEENF T,

void pwm_set_dma_buf(dma_chn_e chn,u32 buf_addr,u32 len)

11.1.9.3 IR DMA FIFO Mode A B 5{E1E

DMA FIFO buffer JE&IFZ 5, AR TE APl 772 PWM waveform BYRIX:

vold pwm_ir_dma_mode_start(dma_chn_e chn);

DMA FIFO buffer EFFE PWM waveform RIZLERE, PWM ERSEEL, IRFEFRZ5IFHEFLE
PWM &R, AR THE API:

vold pwm_stop_dma_ir_sending(void);

11.2 IR Demo

User B] & 2% Ble SDK demo“vendor / B91_feature / feature_ir”, ¥§ feature_config.h H By %= FEA-
TURE_TEST_MODE &/ TEST_IR.
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11.2.1 PWM R H9%EF

IR VR IXFEEERERBTETIR PWM BYEIHE, XMURAETERNERMERILE S, IREHEMA—SM=5/EE
IR BYEEIR,

IRIBASCRY BLE 2B %t Link Layer BYFBINER, Link Layer T RGEHFHTRAIE brx event (RFHY SDK B
2% adv event E main_loop PRIE, FESBERFPEBITE). R IR EMDIR PWM B BIBYE] SR
ERREY, brx event EXMIFFBTIART, XMHsEHE MCU BIBY/E], AIEESTE PWM it B9)IRBY E]4%
IR, IR ZREFIR, PRLL IR FEEFER PWM Normal mode,

B91 &% A 3 IR DMA FIFO mode, IR DMA FIFO mode B F7Zf# FIFO BILAE XTE Sram L, {#18 FIFO B9
HERERS, TUAERERRA EEERA PWM IR mode AYERFE.

IR DMA FIFO mode R LARRIFE Z4H PWM waveform TZfETE Sram £, —BE/S5) DMA MIAZEERHEMNE S,
XA U BRI IERATE], X e ARG LEAR T RS EZ AN EE NN S A PWM waveform #EE

plivs

HFRE PWMO BEE IR DMA FIFO mode, R BYSEIR R gE@E PWMO RILIR, BEGEBEERIGITHEY IR BYITH GPIO
ATLERE PWMO (ERE PWMO_n) FRZAYEHD,

11.2.2 Demo IR ¥

SDK _E demo IR XN FEFfTo

' |
: 110 mS ' 110 mS i
|
| | |
Start Repeat Repeat
9ms 560uS 560uS Ims
4. bms 560uS 1690uS
I . I ] .
Logical . @y 2250uS
Start : “n” : Logical 1 : Repeat
Data
Red : Start
Data format: Address + Addrss + Command + Command Blue: Data

Green : Repeat

Figure 11.3: Demo IR Protocol

11.2.3 IR BIFEigit

BAEEIRIT IR IF, 1RE demo IR MUY, 454 IR DMA FIFO mode M43 5, BITEZITEESRHN R K
o
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IR DMA FIFO mode —EEIESE XA FifoTask. 5ciZHR SDK demo 3T IR repeat 1535 HIIER A add
repeat one by one (GZEANZMN repeat) "BIAXNA, BN TEMNAENA 1o

#define ADD_REPEAT_ONE_BY_ONE 1
::Fif()TilSkidilT‘(li FifoTask_idle 3 FifoTask repeat ! FifoTask_repeat
110 mS | 110 mS 110 mS
<~— T_data—=~—— 110mS - T_data
data repeat repeat repeat
IR dma fifo done IR dma fifo done IR dma fifo done IR dma fifo done

IR start interrupt interrupt interrupt interrupt

Figure 11.4: IR Timing 1

H—NMEBHZ A R RIEFAE, ¥ IR Ik BE LAY FifoTasko

(1) IR start f[§, J&{T FifoTask_data, KIEBMEIE, FifoTask_data $F£EEt8] T _data, ATFEIENFHRE
%, T _data WARHE. FifoTask_data ERE, fl& KT IRQ_PWMO_IR_DMA_FIFO_DONE,

(2) £ IRQ_PWMO_IR_DMA_FIFO_DONE RHIUfER#E, FF/3 FifoTask_idle, XMMERAXTHKZES, BYE
79 110ms - T_data, FifoTask_idle FERNRBX BN TIEHIE 1 1 FifoTask_repeat BYEISRIESFFE IR start
[E89 110mS, FifoTask_idle &R f5, f&HHT IRQ_PWMO_IR_DMA_FIFO_DONE,

(3) 7 IRQ_PWMO_IR_DMA_FIFO_DONE FR#fK % E, FE% 1 1 FifoTask_repeat, &1 FifoTask_repeat
By EERT ja]ER 2 110ms, REBEHEINAY IRQ_PWMO_IR_DMA_FIFO_DONE HRRTER A SRMT—
FifoTask_repeat, RLBILUEH IR repeat 55 MV RIX,

(4) IR stop MBI R R ABERN, BURTIZE release BT E, N ABKMEIIRE release 5, THR
FifoTask_data IEMATERAIRTIR T, FEhELE IR DMA FIFO mode BIRI4ESR IR B9& 1%,
3t EERFIRIHH TSR, NPT BEEE:

(1) B F FifoTask_repeat = E E MBS, M IR DMA FIFO mode A Dma fifo 3{E Lb Ik, A UL
¥ % 1 110ms B9 FifoTask_repeat & A 1 4 FifoTask_repeat*n, X # & LU /D 3 4 Fh & 1B
IRQ_PWMO_IR_DMA_FIFO_DONE By X ¥, Xf i Demo H 7% “ADD_REPEAT_ONE_BY_ONE"JJ O HY
A038, A Demo AT 5 N IR repeat signal & F— FifoTask_repeat*5, User BJ LAR#E Dma Fifo
BERIER, S,

(2) EL B 1 (LLER L, 3§ FifoTask_ilde fM%E— FifoTask_repeatn &—#2, £AR FifoTask_idle_repeatn,
RALERY IR B 90 T ERfR
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\*\F\{f\(,\)Tasleata ; FifoTask idle repeat*n

FifoTask repeat*n

~— 110mS § 110 mS * n i 110 mS * n
- - + + +
g S 8 eeecocee S 8
data g eeeccee g g g g
(5] ) (5] <9 (&)
~ ~ ~ ~ ~

/ 1 2,3... n 1 2,3... n

IR start

IR dma fifo done IR dma fifo done

IR dma fifo done
interrupt interrupt

interrupt

Figure 11.5: IR Timing 2

RIELE R B, RERIELEXNIT code:

IR start BFIEM ir_nec_send K#X, FFE FifoTask_data, EEEEFAFRIEITE], FifoTask_data £5RAIFRR

B, FFi& FifoTask_idle. FifoTask_idle £5RRIHPHTE, FF/iE FifoTask_repeato FEFIELE IR DMA FIFO mode
Z B, FifoTask_repeat ELH1T,

vold ir_nec_send(u8 addri1, u8 addr2, u8 cmd)
{
if(ir_send_ctrl.last_cmd != cmd)
{
if(ir_sending_check())
{
return;

}

ir_send_ctrl.last_cmd = cmd;

// set waveform input in sequence
T_dmaData_buf.data_num = 0;

//waveform for start bit
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_2nd;

//add data
u32 data = (~cmd)<<24 | cmd<<16 | addr2<<8 | addri;
for(int 1=0;1<32;1++){
if(data & BIT(1)){
//waveform for logic_1
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_2nd;
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}
else{
//waveform for logic_0
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_2nd;
}

//waveform for stop bit
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_2nd;
T_dmaData_buf.dma_len = T_dmaData_buf.data_num * 2;
ir_send_ctrl.repeat_enable = 1; //need repeat signal
ir_send_ctrl.is_sending = IR_SENDING_DATA;

//dma init
pwm_set_dma_config(PWM_DMA_CHN);
pwm_set_dma_buf(PWM_DMA_CHN, (u32) &T_dmaData_buf ,T_dmaData_buf.dma_len);
pwm_1ir_dma_mode_start(PWM_DMA_CHN);
pwm_set_1irq_mask(FLD_PWMO_IR_DMA_FIFO_IRQ);
pwm_clr_irqg_status(FLD_PWMO_IR_DMA_FIFO_IRQ );
core_interrupt_enable();//
plic_interrupt_enable(IRQ16_PWM);
ir_send_ctrl.sending_start_time = clock_time();

11.2.4 IR #1441k

11.2.4.1 rc_ir_init

IR #MAEREINT, user 5% SDK Lt code,

vold rc_ir_init(void)

11.2.4.2 IR E4EE
PWM HEXZDECE :

pwm_n_1invert_en(PWMO_ID);

pwm_set_clk((unsigned char) (sys_clk.pclk*1000*1000/PWM_CLK_SPEED-1));//use pclk is ok
pwm_set_pin(PWM_PIN);

pwm_set_pwm@_mode(PWM_IR_DMA_FIFO_MODE);

pwm_set_tcmp(PWM_ID, PWM_CARRIER_HIGH_TICK);

pwm_set_tmax(PWM_ID, PWM_CARRIER_CYCLE_TICK);
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DMA HBXEiE

pwm_set_dma_config(PWM_DMA_CHN);
pwm_set_dma_buf(PWM_DMA_CHN, (u32) &T_dmaData_buf ,T_dmaData_buf.dma_len);
pwm_1ir_dma_mode_start(PWM_DMA_CHN);

FRETEXECE |

pwm_set_irq_mask(FLD_PWMO_IR_DMA_FIFO_IRQ);
pwm_clr_irq_status(FLD_PWMO_IR_DMA_FIFO_IRQ );
core_1interrupt_enable();
plic_interrupt_enable(IRQ16_PWM);

Demo IR EEIMZE S 38K, EHAA 26.3us, H=LbA 1/3, A APl pwm_set_tmax F pwm_set_tcmp HIEZ
BN =L,

pwm_set_tcmp(PWM_ID, PWM_CARRIER_HIGH_TICK);
pwm_set_tmax(PWM_ID, PWM_CARRIER_CYCLE_TICK);

£ Demo IR #1, BHHISMHRERIARMER, X 38K WERRLUBRFE FifoTask MEEE. AT
FEMEA PWM shadow 138, XFEEANBASE 111.9.1 BHWS.

11.2.4.3 IR TENAK

¥R SDK demo HZEE waveform_start_bit_1st. waveform_start_bit_2nd 2,
&4 R RFIRITHENA, TEARE W FifoTask_data. FifoTask_repeats

Start (55 & 9ms EIRIES +4.5ms TEHKES , WA DMA FIFO #B8VECE B pwm_config_dma_fifo_waveform
SRIUNF

//start bit, 9000 us carrier, 4500 us low

waveform_start_bit_1st = pwm_cal_pwmO_1ir_fifo_cfg_data(9000 * CLOCK_PWM_CLOCK_1US/
& PWM_CARRIER_CYCLE_TICK, PWMO_PULSE_NORMAL, 1);

waveform_start_bit_2nd = pwm_cal_pwmO_1ir_fifo_cfg_data(4500 * CLOCK_PWM_CLOCK_1US/
< PWM_CARRIER_CYCLE_TICK, PWMO_PULSE_NORMAL, 0);

REBRIFNTAE, BTSS! stop 55, repeat 55. data IBIE1"{ES. data B 0" ESWECE,

11.2.5 FifoTask BYECE

11.2.5.1 FifoTask_data

1BHE demo IR B9, SIREBERE—1 cmd (Lb3l 7), Fo& start (55 (9ms HUR{ES +4.5ms TEKEES),
SAIE R address+ ~address+ cmd + ~cmd. SDK Demo code HF{1BX address J9 0x88,
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LYK% ~cmd BIRG— bit B, logical “0"EX logical “1"MEEEE—EBRLHRES. R -cmd BEAEE
FEEdE, BWnRTEESHI— N ATREERNILREAX S, FHMERE— bit WEHKESHS
i8] 560us & 1690us, FHIEIRFIXE— logical “0"1E=E logical “1"o
AT ERRXANE)E, AL Data 55 EE LHFIN— stop 55, stop ESHIMER: 560us EHFIES +500us
TEHRIES,
R1E EEAIIIR, FifoTask_data FEBH A 3 25

(1) start 55 : 9ms EKIES +4.5ms THEHEES

(2) data {55 : address+ ~address+ cmd + ~cmd

(3) stop: BRENXH 560us HKES +500us THKES

BIELIL 3 RS, BCE Dma Fifo buffer Baf IR BIAIX, 1ZEBH1E ir_nec_send BRERFFHITIRI, HAbpEs
X code W1

// set waveform input in sequence
T_dmaData_buf.data_num = 0;
//waveform for start bit
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_start_bit_2nd;

//add data
u32 data = (~cmd)<<24 | cmd<<16 | addr2<<8 | addri;
for(int 1=0;1<32;1++){
if(data & BIT(1i)){
//waveform for logic_1
T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_1_2nd;

waveform_logic_1_1st;

}
else{
//waveform for logic_0
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_logic_0_2nd;
}

//waveform for stop bit

T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_1st;
T_dmaData_buf.data[T_dmaData_buf.data_num ++] = waveform_stop_bit_2nd;
T_dmaData_buf.dma_len = T_dmaData_buf.data_num * 2;

11.2.5.2 FifoTask_idle

&% R B¥Zi&it, FifoTask_idle BYFLEATIE] 110ms - T_data. FifoTask_data FFE&BETIE RAT{a]:
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ir_send_ctrl.sending_start_time = clock_time();

HBATE FifoTask_data EERfALEZIFRTIE, 115 FifoTask_idle BYBYFATIE]I /9 :

110mS - (clock_time() - ir_send_ctrl.sending_start_time)

JtRZ code T :

u32 tick_2_repeat_sysClockTimer16M = 110*CLOCK_16M_SYS_TIMER_CLK_1MS - (clock_time()
< 1ir_send_ctrl.sending_start_time);
u32 tick_2_repeat_sysTimer = (tick_2_repeat_sysClockTimer16M*CLOCK_PWM_CLOCK_1US>>4);

XBEFERE] RO TIRA, S5 A A B EER BN ERA, REITEHERR System Timer i
ZEEH 16Ms T PWM clock BIRIER PCLK, BEZEEY system clock $1EAIE 16M (24M. 32M) BHZAY
’rﬁ; o

FifoTask_idle R&i% PWM waveform, BRI LUAAR—BEEAETH K ES 48 APl pwm_config_dma_fifo_waveform
FEE—NBEK carrier_en BLE 0 BIATSCHL,

waveform_wait_to_repeat = pwm_config_dma_fifo_waveform(®, PWMO_PULSE_NORMAL,
< tick_2_repeat_sysTimer/PWM_CARRIER_CYCLE_TICK);

11.2.5.3 FifoTask_repeat

1BHE demo IR BITX, repeat ESHIARE 9ms MEIRIES +2.25ms THIKIES,

EUATF FifoTask_data IR, FETE repeat EFEE LHFM—NRERESEALERAIMAITE, BELA
560uso

B R B FI&IT A4, repeat 55 ERIFLEMTEN 110ms, BBA 560us HiRIES 2 EMTH RS SiF4EtaE
n:

110ms - 9ms - 2.25ms - 560us = 99190us
— N5 repeat (SSHIEEIT code FAR:

//repeat signal first part, 9000 us carrier, 2250 us low

waveform_repeat_1st = pwm_config_dma_fifo_waveform(1, PWMO_PULSE_NORMAL, 9000 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

waveform_repeat_2nd = pwm_config_dma_fifo_waveform(0, PWMO_PULSE_NORMAL, 2250 *
& CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

//repeat signal second part, 560 us carrier, 99190 us low

waveform_repeat_3rd = pwm_config_dma_fifo_waveform(1, PWMO_PULSE_NORMAL, 560 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);

waveform_repeat_4th = pwm_config_dma_fifo_waveform(0, PWMO_PULSE_NORMAL, 99190 *
< CLOCK_SYS_CLOCK_1US/PWM_CARRIER_CYCLE_TICK);
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T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++]
T_dmaData_buf.data[T_dmaData_buf.data_num ++]

waveform_repeat_1st;

waveform_repeat_2nd;

waveform_repeat_3rd;

waveform_repeat_4th;

11.2.5.4 FifoTask_repeat’n and FifoTask_idle_repeat’n

B FifoTask_idle. FifoTask_repeat A&, TE Dma Fifo buffer L&A ENNBIRISLIL FifoTask_repeat™n #l
FifoTask_idle_repeat™ne

11.2.6 ZAEFIER IR busy

user EMAREIE T E " ir_send_ctrl.is_sending” R¥MT 7] IR REELXLIED repeat 55,
WTFAIRANFEEEFRN IR 8% busy B9#IBT. & IR busy BY, MCU FEE# suspendo
if( ir_send_ctrl.is_sending)

{
bls_pm_setSuspendMask (SUSPEND_DISABLE);

11.3 IR Learn

11.3.1 IR WEENZE

THNFESIRFBLOINE AR/ REXMIZWAIIMS ST, FIBMAKERERFZKEINMIEESRAHEEAHF
55, MITSERMLIINRENES), FIZEEHEXEHIEESE RAM/FLASH, ZEBHIBLIINEMAIXRHE, &
BEEIMKR &ZiEH X,

11.3.2 IR Learn FE{RIETY4E

LTHMF SIRIBE M BB ER U0 T EIFf .
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Figure 11.6: IR Learn hardware circuit

HALIMNESPIRASEY, IR_OUT 5 IR_CONTROL 5|RIFNIZE I GPIO THEERIBTHIME, LAY Q2 5 Q3 EaF&
IEZ, IRLIN BEERERENASET, BESREZRERKRIIEEMEL: HRNEE IS BT,
IR_IN #FHIE, RN IR_IN IRERNSEBF, TINFESIBERFIRXMFYE, FH GPIO KEBEFMERTRFES
5%, EESIFEANB. ZXmER NEC BINAIL5,, MiMEIR RN BEA A TEFT.

6257, 1Bms +BZ268. 33ms +62T79. S51lms +6290. BSms +6301. 85ms +6313. 03ms +6324. 20ms

I ([EEEEEEEEEAE AR MEEEEEE

Figure 11.7: IR_IN waveform of NEC protocol

He R BHEIONEK, BEMNEDNIEER. BMAF R FNTEM T, simSEERIIMESHAS,
EUWENS ST IR_IN #4E, AREPEH IRLIN {KEBFEA 9.35us, FAHRA 26.4us, MEHIFINZEN 37.88kHz.
X5 NEC WMNELE 38kHz, 1/3 B& = EbARITAD,
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+96T0560. 00M=  +96TO590. 00Ps  +96T0920. 00P=  +96T0950.00Q=  +96TO09S0.00Ps  +96T1010.00P=  +96T1040.00Q=  +96T1070.00Ps  +96T1100.00P=  +96T1130.00U=

FEETEE T IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|III

I [ 5 R |

Figure 11.8: IR_IN waveform of NEC carrier

11.3.3 IR Learn ¥ {4 RIEHTA

FLASNEIIN, SRBIKEHMER IRIN TROBARA T, SRIRREIRIRERERLINGR, IR_IN &AL
RAARAL T, EREPEITEACREKSIEFKNNE. REZRE. HREAR, EAEHREULEER
R ERIFH A& o

T EFrRE T IERE RN, BIE 1. 2. FiRBIEIR/AFEIRER D BV EIF RIS R buff o [F
BHER—EHREMM 1 WBEFIREVIFEE, ST TIHERSREHEBEINE fc, FIERTMERERI,
R%ER fo MBURIIER, ERE 1/3 AT, RIRFR 1. 2 JRZAETEI A EOR/AFFIRBIRF RIXHR, Feml
SMFESIHIE AR,

1 2 3456 -
! Carrier Non-carrier

Figure 11.9: Carrier and non-carrier

11.3.4 IR Learn 343588

BERETRAIMNE IR KRIXIRE, FEUT/INTE:
(1) A ir_learn_init(void) #{TH#IA1L;
(2) TESRBTEREARN ir_learn_irq_handler(void) FBFRMRREAE X265 ;
(3) 7EREFHENN ir_learn_detect(void) E83 LIFIBTE SILER;
(4) 1B rc_ir_learn.h FAARZREN ;
(5) £ Ul BIEH{UERN ir_learn_start(void) ERIEFFIEFS];

(6) AP 3 RIGEMFIMREFIME RS, A get_ir_learn_state(void) EBRLIINFESPRE, RIBFSIAL
DRI Ul B3R1E: BERINRERSP B 7-0 STl AR, ERMALUERNITSRE 5 ITEMBENX Ul
sh{E,;

(7) 2IRE, IUBEEINERHITRE RENE—SPBHITAIIMNELEZNNEKL, FH
ir_learn_send_init(void) 323, ¥R, AMIZEREUS IR_OUT B PWM HitH5 M, BEEEFHNLII
FIRE, UAMEFRITTE 1 REFVENLSIHITHEE;
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(8) AEMNEZF BRFILERPEANSEIE N EEE XI5 ,RAM/FLASH 58],/ ir_learn_copy_result(ir_learn_send.
send_buffer) R#IE N EE XA INESILER R ZNEET;

(9) RiEMBRE—P 218 ir_learn_send(ir_learn_send_t* send_buffer) ¥k, BEIERLIX,
Eitb, TIHNFESINEANINEEMERI, E TENISEIRE EEND BRIz ZE—EAiE Y B g B REH

A E.
11.3.4.1 IR_Learn {1141k

TEfER IR Learn THAERT, ¥& rc_ir_learn.c 5 rc_ir_learn.h  NTIEG, S—F EZARVBLERE:

void ir_learn_init(void)

ZERERTE re_ir_learn.c R3REILME, EBLBFERANSEHAEESE, 5% IR_OUT 5 IR_CONTROL &4 GPIO
Fid 0, AF/IEET GPIO HBrEREF BRI ES (Lo
11.3.4.2 IR_Learn HRBfbIE

BT IR Learn THEERET UL, P F/EFIFARIMPEAIRR L BT MIREIMERZRHFNHIET,
RAPYRZ GPIO Hlffr, FTIREXRMIITENGL, EH GPIO PRI, B#H{TIER. RIARBMT:

vold ir_learn_1irg_handler(void)

{
gpilo_clr_irq_status(FLD_GPIO_IRQ_CLR);
if ((g_ir_learn_ctrl -> ir_learn_state != IR_LEARN_WAIT_KEY) && (g_ir_learn_ctrl ->
~ 1ir_learn_state != IR_LEARN_BEGIN))
{
return;
}
ir_record(clock_time()); // IR Learning
}

Heir_record() NEBEMWESIEZE, AMREFIRE, BHERITHEKSIENIRE, ZRBEIE _at-
tribute_ram_code_ #ZE ram .
11.3.4.3 IR_Learn R IRF L

S£RMEBERHETEERARRIBEYILIEINBERRMEERLIIIZINRE, FES loop HHRITRKEE
SeRAEM, BT LATESN main_loop() HRiEAE R

void ir_learn_detect(void)

RSN, Y S FFAEEEEE IR_LEARN_OVERTIME_THRESHOLD BHARUREIEAZ BRI T3
SFRABWRIESE, BiYRENRENERKEIFNESNEAANEIREETH, NINRKEINEKS
EFRB D IBITIZENEHE (BN 15) MEARFESIRIY, TNEIAAEK,
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11.3.4.4 IR_Learn BEENX

FEIYT B, 7E rcir_learn.h BT —L£RE X

#define GPIO_IR OUT PWM_PIN // GPIO_PE3
#define GPIO_IR_CONTROL GPIO_PE®
#define GPIO_IR_LEARN_IN GPIO_PE1

BI=NENX T GPIO 5|Hl, 9% IN/OUT/CONTROL, iRIEEMIZITNRZ,

11.3.4.5 IR_Learn [BEIEKIEK

£ U ERERSIEA R Learn BRIRARIIHNFESI IR, REWMT:

ir_learn_start();

11.3.4.6 IR_Learn FIIRAEIH

user JUAARESEBHRHBERESIER, REOT:

unsigned char get_ir_learn_state(void)

{
if(g_1ir_learn_ctrl -> ir_learn_state == IR_LEARN_SUCCESS)
return 0;
else if(g_1ir_learn_ctrl -> ir_learn_state < IR_LEARN_SUCCESS)
return 1;
else
return (g_ir_learn_ctrl -> ir_learn_state);
}

R[EMEH 0 LI5MNFESIRII,
REMEH 1. A5VFSI#ITRIRFFIA,

RENE > 1: L9MNESIRW, REMERNKKIERER, MR ir_learn_states FRIFNKMERE, ir_learn_states EX
I

enum {
IR_LEARN_DISABLE = 0x00,
IR_LEARN_WAIT_KEY,
IR_LEARN_KEY,
IR_LEARN_BEGIN,
IR_LEARN_SAMPLE_END,
IR_LEARN_SUCCESS,
IR_LEARN_FAIL_FIRST_INTERVAL_TOO_LONG,
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IR_LEARN_FAIL_TWO_LONG_NO_CARRIER,
IR_LEARN_FAIL_WAIT_OVER_TIME,
IR_LEARN_FAIL_WAVE_NUM_TOO_FEW,
IR_LEARN_FAIL_FLASH_FULL,
IR_LEARN_FAIL,

}ir_learn_states;

11.3.4.7 IR_Learn_Send #114fk

£ Ul BHEFESIME, EREFIFNKCARRAREMRMERE, REmT:

vold ir_learn_send_1init(void)

MBREPEEIGE PWM HBXE3, FEEXSE, HIT IR_OUT &N PWM MO, FEIREER
[GLIINESIThEESLE, MNEBFIAEZEIRA 11.3.4.1 {#ERBIFB L ERE

11.3.4.8 IR_Learn &R S HK %k

ESH PR ELB N MIREEHAIMNE ISR, Eit U BEETUEESIRNEREILERS

B RAM/FLASH EMUE, MZEREER, ENTUFREMRENT ISR, RIRHEREH R, B
RIERRFNSHER], REIOT:

vold ir_learn_copy_result(ir_learn_send_t* send_buffer)

Hrh send_buffer REIMNEIRIXBENEMEK, ZEWEEE— KA S clock_tick B. #FES5IEEH
BWHREE (M 0 AT . BERERENFRSIEFEK buffer,
typedef struct{

unsigned int  1ir_learn_carrier_cycle;

unsigned short ir_learn_wave_num;

unsigned int  ir_lenrn_send_buf[MAX_SECTION_NUMBER];
}ir_learn_send_t;

11.3.4.9 IR_Learn RiEFR 2k
EF S hHMF AIZRIRNRER, FTLURRAAXRRKIEFEIIER RIX, REINT:

vold ir_learn_send(ir_learn_send_t* send_buffer);

Hrh send_buffer A E—MNREEAMNSEAE, ZEAXEREART repeat THEE, BXIARZRBELE—RFES]
EIFRTZ, W0 repeat, FAFEITE U BEAENSBEMEITEEFRIZRE,
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11.3.5 IR Learn B3R

NETFIERAE, XBIFRLOAINEIEERIE, UTH—EBENER, EI—8RENIINGE, ZHIEES
Start Carrier. Start No Carrier. bit 1 carrier. bit 1 no carrier « bit O carrier. bit O no carrier. End carrier «
End no carrier o

SN SRR L] B I I

Start Carrier Start No Carrier bit "1" carrier | bit "1" no carrier | bit "0 carrier | bit 0" | End carrier End no carrier

no carrier
Figure 11.10: A frame of IR code

BAFELINASIRSIKE RN 9 GPIO THEIAMEE, FILERRR TSN TEGHIHENDY, BT
RIS RIVEIE. ELANFEIREP, HFBRRAIRFIHFENEE, MUK/ AFHREE IR
ELNFRSBIAN—TEIKER, MAEMRR BRI EREBIANIERR. Eit ERELDINF SIBEEPR
NI TEFR:

SR 1 ERESRSR

Start Carrier Start No Carrier bit "1" carrier | bit "1" no carrier | bit "0" carrier | bit"0" | End carrier End no carrier
no carrier
carrier or no carrier _ - _ - - - -
carrier no carrier carrier no carrier carner no. carrier no carrer
carrier

Figure 11.11: Carrier and no carrier in IR Learn

BiERERNIT, #BIEFHAIRE curr_trigger_tm_point, FH 5 _Exi# NAUTETE] last_trigger_tm_point
MRS EI— N EHARYBYIE] time_intervale WNRXNBYEIER/N, MEIAAMEZZEF,; NRXPEEBEmEEE,
NEARFIEIEZFT — no carrier E&, TILLATATEFRAY carrier RSB — MK NEEICR E—PNEIKER
BY{E)HIIN buffer, HAFE—R# NFRETEEIEE E—RPUrBTEIREE, N FEMR:
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time interval

JEiSESR L

carrier or no carrier

carrier no carrier carrier
algorithm operation carrier time no carrier time
record in buffer record in buffer
first irq time last irg time now

Figure 11.12: IR learn algorithm

BIBIL AL, £ wave_series_cnt M O FFIRIENN, DRI E—NEHIKER. F—NIFEHKRER. F2NEHK
& BIANERURER.. BN, BitEHNE N ERMBEEANMNAME (wave_series_buf[wave_series_cnt])
wave_series_buf[0]. wave_series_buf[1]. wave_series_buf[2] ., —EEEFLER, wave_series_cnt XK

T EBEEE, wave_series_buf FEH T REENEKE,

5456, FRIN R (FAIEE) drht, i85 N REE, BRERH/NH—1 68, ERERERR, BFSI4ERE
RIZEBHER, HZEELBRIAN 1/3(FIERE)o

THNFEIIRERE, FTHTEIERAX, EREFIERN, WERBERSIEF RS KX, FIA
PWM DMA_FIFO &3, BEIBEIMNE IR, H=tb. URE MBI DMA buffer f§, FF/2 DMA,
SR BMREHEINEFEESIBLIETRH, H=E FLD_IRQ_PWMO_IR_DMA_FIFO_DONE Hilf,

11.3.6 IR Learn EIJBFE

£ rc_ir_learn.h FEX T —ESIINEIBRRNSE, SRFIRESHIRILN USER_DEFINE HBITIRER,
HEWFIMRF=ERRNRME, XEFFANTAXLESK,

#define IR_LEARN_MAX_FREQUENCY 40000

#define IR_LEARN_MIN_FREQUENCY 30000

#define IR_LEARN_CARRIER _MIN_CYCLE 16000000/ IR_LEARN_MAX_FREQUENCY
#define IR_LEARN_CARRIER _MIN_HIGH TICK IR _LEARN_CARRIER_MIN_CYCLE/3
#define IR_LEARN_CARRIER_MAX_CYCLE 16000000/ IR_LEARN_MIN_FREQUENCY
#define IR_LEARN_CARRIER_MAX_HIGH TICK IR _LEARN_CARRIER_MAX_CYCLE/3

U ESEIGE TAIMNFE IR, BIABIRE R 30k~40k. FENSHRZRBMERSHITELNE MK
JAERE sys_tick . BRIAN 1/3 AELHNBETE L sys_tick ENRABSH/IME, UHEESHITEFER. T
HFTARMEMFILERNSR, FSSBYRABZEEXTE rcir_learn.h H:
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#define IR_LEARN_INTERVAL_THRESHOLD (IR_LEARN_CARRIER_MAX_CYCLE*3/2)
#define IR_LEARN_END_THRESHOLD (30*SYSTEM_TIMER_TICK_1MS)

#define IR_LEARN_OVERTIME_THRESHOLD 10000000 // 10s
#define IR_CARR_CHECK_CNT 10

#define CARR_AND_NO_CARR_MIN_NUMBER 15

#define MAX_SECTION_NUMBER 100

(1) IR_LLEARN_INTERVAL_THRESHOLD.

R ERAE{E, ZAIAEJ IR_LEARN_CARRIER_MAX_CYCLE {B8Y 1.5 fZ, LR \hErpIetial/ iz En
INATEE K IR
(2)IR_LEARN_END_THRESHOLD

ISNFSLERENE, SFMRHENFEEETZEE, NBIZBERKEHNT—RFE, WIANIHESSE
BER,

(3) IR_LEARN_OVERTIME_THRESHOLD
HBAYEYiE], MRLINF IR RGBT ZHEEINRREIRA ENGE, WEAAZEISRRERBKRK,
(4) IR_CARR_CHECK_CNT

R E ARABTEIR B HARS B RER B 1L, BAIAIRAN 10, RRRGENET 10 REPERRY time_interval FRAYER/)
BEfEAHIKIE, ERXEFIERIERITEIRER.

(5) CARR_AND_NO_CARR_MIN_NUMBER

HRSIFHKERR/N\EE, SO FEIIETNE, MRICRNFRSIFFRBRNSENTZEE, WA
REFIFBNRILMILRIIINFE IR K.

(6) MAX_SECTION_NUMBER

HRSIEHKRENRAREE, TI&E buffer K/NEHEER, WNIEE R 100 MR INES)ZIRREZIER 100
MRS IEERER, B NBAR LRI INFE SR,
11.3.7 IR Learn & I in)@A

EFIEREF, ERIBEFIMNERENEASIRLRELN, HgNRERZRFINKASIERS, SH
ERETHITEANNEEE T KA. NTEFR.
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Waveform sent

Execute
interrupt J l

10 2 t4
t1 t3

Figure 11.13: IR learn error

UEZEE 1730 KSR 38K BYLLIMS S, M—IEIREHAKRLAN 26.3us, BEBFEH 1/3 8959 8.7us. &
t0 BYZl, SMPRFERER R FEMSHIE, TH GPIO it &2 kT, MHANPERERITCER/LAESEREFNR
BT, LNRE 4us EAEZER 11 HFNFETRHEFINITIE(F. BTEPEPHRITIIERK, 7 t2 i
hETRITER, MRERZEEE 4us £H. EMERZIET t3 B9Z], AFREEE TN TERAELK,
LEB BTS2 B, BHX AT, 7 12 fF 4us EAMERMIEFMESHML, FEILSHBXER
FIUAHENFRET, TE 4us BHY t4 BENPEDAITIRE, ZEREE LRERE, APETRITRIK AN, HiYiE
LR, W NRETREE L RIRT— N SR AN ER, BTFAINF I e RRERERIE RV
BIRTERF S, ENFEHIREIRE, SSBIINFIERERE,

RIS EZE LA
—RAIMNFSIEIERN ram_code HUBDHITESIE], XPERNBERITIZIRIE, THRIEX;
"SRRI E MR, BLE BFEIF IDLE RSREFETR SAAENE, FFEIINFEIFFEX

5, Ul BRSNS JHER I B RS R, FSREE,
11.4 Demo i} BA

Ble SDK B feature_IR & 7 ZBAVLIINKIEINREMLIINFE SITHRE, RAMLIIMEIE A9 NEC RS, RER
WX Z BTN code FR:

vold key_change_proc(void)

{
switch(key0)
{ ......
if(switch_key == IR_mode){:----
X
else if(switch_key == IR_Learn_mode){--:-:
}
else{
X
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BEMEX Z EET FERREIFRRITAER B E (L IRE, REABSEIAISE BLE SDKo
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12 Feature Demo 7743

B91_feature_test ¥ ¥—LEE A BLE tBXAY feature AT demo code, AP RIEE XL demo ST E Y
INRESKIN, IF#1EM code, 7E BI1_feature_test THZEM app_config.h FRt% "FEATURE_TEST_MODE "#1Ti%
BMMENX, BIRYIHRE|R[E feature test BY Demos

//power test
#define TEST POWER ADV 10
#define TEST POWER CONN 11

//smp test
#define TEST SMF SECURITY 20 //If testing SECURITY, such as Passkey Entr

//gatt secure test
#define TEST GATT SECURITY 21 //If testing SECURITY, such as Passkey Entr

//slave data length exchangs test
$define TEST SDATA LENGTH EXTENSION 22

//other test

#define TEST USER BLT SOFT TIMER 30

#define TEST_WHITELIST 31

//phy test

$define TEST BLE PHY 3z // BQB PHY TEST demo

#define TEST EMI 33 // EMI Test demo

$define TEST EXTENDED ADVERTISING 40 // Extended RDV demo

#define TEST 2M CODED PHY EXT RDV 50 // 2M/Coded PHY used on Extended ADV
#define TEST ZM CODED PHY CONNECTION 60 // 2M/Coded PHY used on Legacy ADV/Ex
#define TEST STUCK KEY 90

#define TEST_AUDIOC 91

#define TEST IR g2

#define TEST L2CAP PREPARE WRITE BUFF 93

#define TEST OTA 95

f#define TEST_FEATURE_ BACEKUP 200

#define FEATURE TEST MODE TEST_FEATURE_BACKUF s TEST_FEATURE_BACKUF

Figure 12.1: feature test BYillix Demo %
TENAED Demo Mk %,

12.1 [HERIHFENA

W EENRFRFESEHT EE I, BRAENKEAIIMEL BRNEINFE. £ spp_config.h FEIENR
FEATURE_TEST_MODE Jy TEST_POWER_ADV,
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#define FEATURE_TEST_MODE TEST_POWER_ADV

7£ feature_adv_power.c FIRIEFERIECR BB K85, Demo R T M LR ORI AR EE
YN EIIPES I

12.1.1 AEETHBIhEENK

£ feature_adv_power.c BR¥X feature_adv_power_test_init_normal() §7, ERIAMIARYIERTEIZRT #EINFE,
FER #if 0 UM #if 1, WTFREBFIR.

#if 1  //connectable undirected ADV

Demo FRIAT HEEUBEKER 12byte, AP RIRIEE KIEEL,

//ADV data length: 12 byte
u8 tbl_advData[12] = {0x08, 0x09, 't', 'e', 's', 't', 'a', 'd', 'v',0x02, 0x01, 0x05,};

Demo IB1ET 1sichannel, 1s3channel, 500ms3channel B 3E&#, AP RIES S EXKEER NN AYNIRED
o,

12.1.2 JEREETHEThEN
7E feature_adv_power.c E$X feature_adv_power_test_init_normal() &, BRIAMIARIEREZNBINEE,

#1f 0@ //un-connectable undirected ADV

Demo R T AT HEEIEKE D57 16byte 1 31byte, AR AIRIEEKIERE,

#if 1 //ADV data length: 16 byte
u8 tbl_advData[8] = {
0x0C, 0x09, 't', 'e', 's', 't', 'a', 'd',
1
#else //ADV data length: max 31 byte
u8 tbl_advData[] = {
Ox1E, Ox09, 't', 'e', 's', 't', 'a', 'd', 'v', 's8', '9', 'A', 'B', 'C', 'D', 'E', 'F',
< '0', '1', '2', '3', '4', '5', '¢', '7', '8', '9', 'A', 'B', 'C', 'D'
I
#endif

Demo T 1s3channel, 1.5s3channel, 2s3channel I #&&%#, AP EEE S ERERX N ANIRENA],
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12.2 EFIHFENR

LB EE AR EERSHER IR, BRENRNAIMERRRNENFE. £ feature_config.h FEIE
E{ FEATURE_TEST_MODE 73 TEST_POWER_CONNo

#define FEATURE_TEST_MODE TEST_POWER_CONN

User BJLATE feature_conn_power T B R THIRIEF KT task_connect BIARMPEXEZESE:
void task_connect (u8 e, u8 *p, int n)

{
bls_12cap_requestConnParamUpdate (8, 8, 99, 400); // 1 S

EESHETERET bls_I2cap_requestConnParamUpdate ERIE#HITIEE, demo FEINIRE 1s BEE(E)
Fe:

vold bls_l2cap_requestConnParamUpdate (ul6 min_interval, ul6 max_interval, ul6 latency, ulé
< timeout)

XFZEEMNEAERIR user AI8 % BLE &M 3.3.2.1 BENEESHET,

12.3 SMP ik

Smp MIREZNMHEE MZRIRIZ, TEZDAUT/IMHAR:
(1) LE_Security_Mode_1_Level_1, no authentication and no encryption.
(2) LE_Security_Mode_1_Level_2, unauthenticated paring with encryption.
(3) LE_Security_Mode_1_Level_3, authenticated paring with encryption-legacy.

(4) LE_Security_Mode_1_Level_4, authenticated paring with encryption-sc.

PP EE1E app_config.h ¥ FEATURE_TEST_MODE 79 TEST_SMP_SECURITY,

#define FEATURE_TEST_MODE TEST_SMP_SECURITY
TENESMHEMEXHITEHENS,

12.3.1 LE_Security_Mode_1_Level_1

LE_Security_Mode_1_Level_1 N EEMNEBEXN AR, BERINERRME. AP feature_security.c B
SMP_TEST_MODE ¥4y SMP_TEST_NO_SECURITY,
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#define SMP_TEST_MODE SMP_TEST_NO_SECURITY

12.3.2 LE_Security_Mode_1_Level_2
LE_Security_Mode_1_Level_2 #3{ 77 just work, RAIZERIANME, Just work X437 legacy just work, sc just

work. BB FIRERIF feature_security.c B SMP_TEST_MODE 289 SMP_TEST_LEGACY_PARING_JUST_WORKS
& SMP_TEST_SC_PARING_JUST_WORKS, FEHZINE,.

12.3.2.1 SMP_TEST_LEGACY_PARING_JUST_WORKS

R {EI e

#define SMP_TEST_MODE SMP_TEST_LEGACY_PARING_JUST_WORKS

=z 32530 .
= }IL*EE =].

I3

N
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Slave Master

Adv Data

Conn Req

SMP Pair Feature Exchange

SMP Key Generation
SMP Key Distribution

Link Data

Figure 12.2: Legacy Just Work ;iten = E

12.3.2.2 SMP_TEST_SC_PAIRING_JUST_WORKS
AR EI™MEA:

#define SMP_TEST_MODE SMP_TEST_SC_PAIRING_JUST_WORKS

TEMMEE:

AN-20111001-C3 264 Ver1.2.0



-

 Telink
{ﬁ, Telink B91 BLE Single Connection SDK FF 43157

Slave Master
Adv Data
o
Conn Req
«
SMP Pair Feature Exchange

SMP Public Key Exchange

SMP Authentication Statel

SMP Authentication State2

SMP Key Distribution

Link Data
Bl P

Figure 12.3: SC Just Work 2R EE

12.3.3 LE_Security_Mode_1_Level_3
LE_Security_Mode_1_Level_3 NEEIANEXINZER Legacy ECxt A, iRIEEIXT S E0&E 59 O0B, PassKey Entry,

Numeric Comparison. B & demo 12T Passkey Entry Fff/R{FICEEEN SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI
#1 SMP_TEST_LEGACY_PASSKEY_ENTRY_MDS| AP IRIEEEER, TEEENBTXMmMHAR.

12.3.3.1 SMP_TEST_LEGACY_PASSKEY_ENTRY_SDMI

FPEEE feature_security.c FEITFER:
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#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY ENTRY_ SDMI

FEx S IZRHE slave IHERETA, master InHINEH. ¥R, ‘T TEXHMEX gap event, BEXMEESR
BXIE app Bo

blc_gap_registerHostEventHandler( app_host_event_callback );

blc_gap_setEventMask( GAP_EVT_MASK_SMP_PARING_BEAGIN |\
GAP_EVT_MASK_SMP_PARING_SUCCESS |\
GAP_EVT_MASK_SMP_PARING_FAIL |\
GAP_EVT_MASK_SMP_TK_DISPALY |\
GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE );

BAREZEEHFIREI GAP_EVT_MASK_SMP_TK_DISPLAY sHEMHTEN T Y FTHZHE o

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_TK_DISPALY:
{
char pc[7];
u32 pinCode = *(u32*)para;
}
break;
}
}

BEXRETEENT:
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Slave Master
Adv Data
L d
Conn Req
™

SMP Pair Feature Exchange

Slave Display Key Master Enter Key
SMP Key Generation

SMP Key Distribution

Link Data

Figure 12.4: Legacy Just Work SDMI RiEREE

12.3.3.2 SMP_TEST_LEGACY_PASSKEY_ENTRY_MDSI

M EEHXFNRZE master B REHH, slave WAZH. AR EEERARB:

#define SMP_TEST_MODE SMP_TEST_LEGACY_PASSKEY_ENTRY_MDSI
BACREEWT:
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Slave Master

Adv Data

Conn Req

SMP Pair Feature Exchange

| ‘

Slave Input Key Master Display Key

SMP Key Generation

SMP Key Distribution

Link Data

Figure 12.5: Legacy Just Work SIMD it~ EE

12.3.4 LE_Security_Mode_1_Level_4

LE_Security_Mode_1_Level_4 REEIAIEXMNZ sC BB AR, BIBETSEHIZRE S 00B, Passkey
Entry, Numeric Comparisons B 8] demo 32 ff T SC PassKey Entry A SC Numeric Comparison
= Fh = 54X 83 Bl SMP_TEST_SC_PASSKEY_ENTRY_SDMI. SMP_TEST_SC_PASSKEY_ENTRY_MDSI X
SMP_TEST_SC_NUMERIC_COMPARISON FFIRIEEEERF, TEREENBTX/ LA,

12.3.4.1 SMP_TEST_SC_NUMERIC_COMPARISON

P EEE feature_security.c RIITFEE:
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#define SMP_TEST_MODE SMP_TEST_SC_NUMERIC_COMPARISON

IEEX AR FLLER, BIEECXATIER, master Hl slave WIS BR/NU PIN 15, AR LLREFESEHER
NRAEE, NWHHREHWIANREEX. Demo EEZBIIALNKIX YES 3FE NO, RHMLEIIT:

if(consumer_key == MKEY_VOL_DN){
blc_smp_setNumericComparisonResult(1);// VES
/*confirmed YES*/

led_onoff(LED_ON_LEVAL);

}

else if(consumer_key == MKEY_VOL_UP){
blc_smp_setNumericComparisonResult(0);// NO
/*confirmed NO*/

led_onoff(LED_ON_LEVAL);

}

MR EENT:
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Slave

Master

Display PIN Code

SMP Key Distribution

Adv Data

Conn Req

SMP Pair Feature Exchange

SMP Public Key Exchange

SMP Authentication Statel

SMP Authentication State2

Link Data

Display PIN Code

<

>

Figure 12.6: Numeric Comparison X~ EE

12.3.4.2 SMP_TEST_SC_PASSKEY_ENTRY_SDMI

AP EE1E feature_security.c PHEITFER:

#define

SMP_TEST_MODE

SMP_TEST_SC_PASSKEY_ENTRY_SDMI

FCx I 2R FE slave IHEREH, master IAANEH. #FIAKE, EM TEMEX gap evente BEHEES

BENE] app Bo

blc_gap_registerHostEventHandler( app_host_event_callback );

blc_gap_setEventMask(

GAP_EVT_MASK_SMP_PARING_BEAGIN |

AN-20111001-C3
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GAP_EVT_MASK_SMP_PARING_SUCCESS |
GAP_EVT_MASK_SMP_PARING_FAIL |
GAP_EVT_MASK_SMP_TK_DISPALY |
GAP_EVT_MASK_SMP_CONN_ENCRYPTION_DONE );

- =

BREEEIRE] GAP_EVT_MASK_SMP_TK_DISPLAY EEMHTEN T YaIHZHAEE,

int app_host_event_callback (u32 h, u8 *para, int n)

{
u8 event = h & OxFF;
switch(event)
{
case GAP_EVT_SMP_TK_DISPLAY:
{
char pc[7];
u32 pinCode = *(u32*)para;
}
break;
}
}

B RERSENT:
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Slave Master

Adv Data

Conn Req

SMP Pair Feature Exchange

Display PIN Code Input PIN Code

SMP Public Key Exchange

SMP Authentication Statel

SMP Authentication State2

SMP Key Distribution

Link Data

Figure 12.7: SC SDMI B3 iienEE

12.4 GATT Security iz

H BLE #&3R 3.3.3 ATT&GATT ETEX], IRSZFIRFEN Attribute BEX TIEGINE, BMEMER L EIXE
MNNERAEREHES, I Demo Y SPP ARSI

// client to server RX
{0,ATT_PERMISSIONS_READ,2,sizeof(TelinkSppDataClient2ServerCharVval), (u8*)(&my_characteruuiD),

< (u8*)(TelinkSppDataClient2ServerCharval), 0}, //prop
{0,SPP_C2S_ATT_PERMISSIONS_RDWR,16,sizeof(SppDataClient2ServerData), (u8*)
< (&TelinkSppDataClient2ServerUUID), (u8*)(SppDataClient2ServerData), &module_onReceiveData},

< //value
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{0,ATT_PERMISSIONS_READ,2,sizeof(TelinkSPPC2SDescriptor), (u8*)&userdesc_UUID, (u8*)
< (&TelinkSPPC2SDescriptor)},

= Attribute BUIESIPRENX . SPP_C2S_ATT_PERMISSIONS_RDWR,
RSN REAF XIEE, ATLUERNTEA—:

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_RDWR

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_ENCRYPT_RDWR
#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_AUTHEN_RDWR
#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_SECURE_CONN_RDWR

TIREFD, HARMERESTHES T IIEENRELT BEERIIEERS.
FAFPEZEE¥ feature_config.h {82480 :

#define FEATURE_TEST_MODE TEST_GATT_SECURITY

B sMP X %1 & M & ZH KB\ LE_SECURITY_MODE_1_LEVEL 1. LE_SECURITY_MODE_1_LEVEL_2.
LE_SECURITY_MODE_1_LEVEL_3. LE_SECURITY_MODE_1_LEVEL 4, FH P & E ¥ app_config.h IR #E
SRIEFEN BB

#define SMP_TEST_MODE LE_SECURITY_MODE_1_LEVEL_3

WL EAYEC SR LE_SECURITY_MODE_1_LEVEL_3, BENEEHEINEXEMZE Lagacy BoXi&E. FrLl X aETiE
ERRA LA T kR

#define SPP_C2S_ATT_PERMISSIONS_RDWR ATT_PERMISSIONS_AUTHEN_RDWR

MR EENT:
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Slave Master

Creat Connection

SDp

< Write CMD
Permission verification
succeeded Notify Data

Permission verification

failed

Figure 12.8: Gatt Security "= E]

12.5 DLE Mig

DLE MR EEMiKKE, Demo £ master fl slave, AFHEEDHIHIFHRREIFR EVB IRF, XF master
HRHIAED user AJB#E BI1 SiEHE SDK, slave MEXRAY feature_config.h 3%E#E, RBINT:

#define FEATURE_TEST_MODE TEST_SDATA_LENGTH_EXTENSION

IR A7 reset, master B9 GPIO_PC6 KBl A IRILER, EEMING, 725317 MTU K& DatalLength

T,
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blc_att_requestMtuSizeExchange(BLS_CONN_HANDLE, MTU_SIZE_SETTING);
blc_11_exchangeDatalLength(LL_LENGTH_REQ , DLE_TX_SUPPORTED_DATA_LEN);

RING, slave K8E 3.3s [ master KIXKBEIE, E master I REB TRt LA xH GPIO_PC6,
mater &M@ slave IHE—ERKBIIE, slave WRIESBREFNEIELIZELS master,

MR nSENT:

Slave Master

Creat Connection
|

MTU Exchange

DLE Exchange

Press Paring Key

Write CMD(Long packet)

l
Notify Data{lLong packet)
P
Notify Long Data
| > ! ° P
w
&
Notify Long Data
) yion |

Figure 12.9: DLE i RfEREE

12.6 Soft Timer iz

ASEWETERSE (Software Timer) —&,
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12.7 WhiteList izt

Whitelist MIXEI A& £NiL, KETARBNIAATAREANKREELEE. BRPFENTENR
app_config.h

#define FEATURE_TEST_MODE TEST_WHITELIST

L slave REHEFEEN, MAFEMERIGEHITER, EIERIE slave 23 HFT master S EMAZEIE
RZeah, BREENIHYHENEEEES slave HITIER,

MR EENT:

Slave Master

Adv Data

Y

Connect Req

i

Add White List
Information First Connect

Create Connect Success

Connect Req

Verifying the whitelist

information succeed

Create Connect Success

| ReConnect
Verifying the whitelist

information failed

Create Connect Fail

Figure 12.10: Whitelist Sl REE
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12.8 1M Extended Advertising jllif

1M Extended advertising demo £ E Z M X 1M PHY B9¥ B #%, £ app_config.h FE E & 2K FEA-
TURE_TEST_MODE /J TEST_EXTENDED_ADVERTISING,

#define FEATURE_TEST_MODE TEST_EXTENDED_ADVERTISING

X code #BTE vendor/feature_extend_adv, IRHEIE Slave i demoo

RE BHIERAKENT:

#define APP_ADV_SETS_NUMBER 1 // Number of Supported Advertising Sets
#define APP_MAX_LENGTH_ADV_DATA 1024 // Maximum Advertising Data Length
#define APP_MAX_LENGTH_SCAN_RESPONSE_DATA 31 // Maximum Scan Response Data Length

1 feature_ext_adv_init_normal EELFIEET M PHY ECEARREE MY B8,

#1f 1 //Legacy, non_connectable_non_scannable

#elif 0 // Extended, None_Connectable_None_Scannable undirected, without auxiliary packet

#elif 0 // Extended, None_Connectable_None_Scannable directed, without auxiliary packet

#elif 0 // Extended, None_Connectable_None_Scannable undirected, with auxiliary packet

#elif 0 // Extended, None_Connectable_None_Scannable Directed, with auxiliary packet

#elif 0 // Extended, Scannable, Undirected

#elif 0 // Extended, Connectable, Undirected

FAFEE#A%$E Bluetooth 5 Low Energy Advertising Extension THEERIFEN S MY D TIEE, A REBIV B
IRV
12.9 2M/Coded PHY Used on Extended Advertising illliz

2M/Coded PHY used on Extended advertising demo FEEMiX 1M/2M/Coded PHY ZFBASHY BI 1%, &
app_config.h EEEIRX FEATURE_TEST_MODE JJ TEST_2M_CODED_PHY_EXT_ADV,
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#define FEATURE_TEST_MODE TEST_2M_CODED_PHY_EXT_ADV

#83% code #BTE vendor/feature_phy_extend_adv, IR{HAIZE Slave i demos
RE BEIERAKENT:
#define APP_ADV_SETS_NUMBER 1 // Number of Supported Advertising Sets

#define APP_MAX_LENGTH_ADV_DATA 1024
#define APP_MAX_LENGTH_SCAN_RESPONSE_DATA

// Maximum Advertising Data Length
31 // Maximum Scan Response Data Length

1 feature_ext_adv_init_normal EELZFREET 1M PHY / Coded PHY(S2) / Coded PHY(S8) A ESHEE
REIZEERNY B &8,

#1f 0 // Extended, None_Connectable_None_Scannable undirected, without auxiliary packet

#if 0 // ADV_EXT_IND: 1M PHY

#elif 1 // ADV_EXT_IND: Coded PHY(S2)
#elif 0 // ADV_EXT_IND: Coded PHY(S8)
#endif#

#elif 0 // Extended, None_Connectable_None_Scannable undirected, with auxiliary packet

#if 1 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S2)
#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#elif 0 // ADV_EXT_IND: Coded PHY(S2); AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S2); AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S2); AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S2)
#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#endif

#elif 1 // Extended, Scannable, Undirected

#if 1 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: 1M PHY; AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 1M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: 2M PHY

#elif 0 // ADV_EXT_IND: Coded PHY(S8); AUX_ADV_IND/AUX_CHAIN_IND: Coded PHY(S8)
#endif

#endif

RAEIUSE demo BITHERENT BRI EEEEL

B R EEfEAHF Bluetooth 5 Low Energy Advertising Extension, Bluetooth 5 Low Energy 2Mbps # Blue-
tooth 5 Low Energy Coded (Long Range) IHEERIFHLE NN D HTIEHE, A BRI LZMIERY B #Er%K
-

A=

AN-20111001-C3 278 Ver1.2.0



v Telink
Telink B91 BLE Single Connection SDK FF&3ER

API blc_lI_init2MPhyCodedPhy_feature() FIFf§8E 2M PHY/Coded PHY,

12.10 2M/Coded PHY used on Legacy advertising and Connection iz

2M/Coded PHY used on Legacy advertising and Connection demo & ZMIRXEE T Legacy advertis-
ing BiILEEE, EEESYIR 1M/2M/Coded PHY, 7E app_config.h EE{EEX FEATURE_TEST_MODE A
TEST_2M_CODED_PHY_CONNECTION,

#define FEATURE_TEST_MODE TEST_2M_CODED_PHY_CONNECTION

#83% code #BTE vendor/feature_phy_conn, fEAIZE Slave I demoo

981 ¥TFF 2M Phy # Coded Phy:

blc_11_1init2MPhyCodedPhy_feature(); // mandatory for 2M/Coded PHY

EERINE, 1 mainloop &L 2 FBIEHBRER API bic_lI_setPhy() &iC PHY ZEiEK, 1M -> Coded PHY(S2)
-> 2M -> Coded PHY(S8) -> 1M,

if(phy_update_test_tick && clock_time_exceed(phy_update_test_tick, 2000000)){
phy_update_test_tick = clock_time() | 1;
int AAA = phy_update_test_seq%4;
if(AAA == 0){
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_CODED, PHY_PREFER_CODED,
< CODED_PHY_PREFER_S2);
}
else if(AAA == 1){
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_2M, PHY_PREFER_2M,
< CODED_PHY_PREFER_NONE);
}
else if(AAA == 2){
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_CODED, PHY_PREFER_CODED,
< CODED_PHY_PREFER_S8);
}
else{
blc_11_setPhy(BLS_CONN_HANDLE, PHY_TRX_PREFER, PHY_PREFER_1M, PHY_PREFER_1M,
< CODED_PHY_PREFER_NONE);
}
phy_update_test_seq ++;

Peer Master Device B] LAfE FH B91 % i%$#E SDK HY Demo “B91 master kma dongle”, E2HEER API
blc_lI_init2MPhyCodedPhy_feature() ¥JFF 2M Phy #1 Coded Phy,

P A LUER A5 Bluetooth 5 Low Energy 2Mbps #l Bluetooth 5 Low Energy Coded (Long Range)
INRERYEL M X Master iI&& I F o
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12.11 CSA #2 ik

CSA #2 demo FERMIA EZHSHN BN R EEIRIZFEEE# 2 (Channel Selection Algorithm #2) , 7E
app_config.h EEEX FEATURE_TEST_MODE 73 TEST_CSA2,

#define FEATURE_TEST_MODE TEST_CSA2

#H% code &BTE vendor/feature_csa2, IRMHMIZE Slave i demos

B FTH CSA #2:

blc_11_1initChannelSelectionAlgorithm_2_feature()

FTF CSA #2 J5 Slave BT B E ChSel FEREBEWIKE N 1o IR Peer Master Device B CONNECT_IND
PDU tHEL 3 ChSel FEXIZEN 1, EERINGERGEERFEELH 2, BN, NEREEXREREHE 1

Peer Master Device B] LAfEF B91 % %M SDK Y Demo “B91 master kma dongle”, B2 EEF API
blc_lI_initChannelSelectionAlgorithm_2_feature() ¥TFF CSA #2,

B R LUERE A $F Bluetooth 5 Low Energy CSA #2 IHRERVELfth 5K Master I&&ETHFHo
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13.1 24MHz RIFHBBRE

SETEHRR 24MHz RELEBEEIMAE C1/C4.

SDK BRIAEA B91 NEREER (BN ana_8a<5:0> XAV cap) F/9 24MHz @IREIILECERS, LLEY C1/C4 FF
IBERS, ERZARNMBE: & Telink BEALAUNEHATIZES, FERANATRAVIRERER

[E

Crystal

—: C1 2 C4
NC NC
MF;+YL_1 l
= 3l
() o
< [P4MHz-12pF-+/-20pfph
a =

Figure 13.1: 24M R{KEEK

MREFEEFHINIRZRREN 24M BIRVITEBRS (C1/C4 IFZBR), WREFE main REFFHREIS (—
EETE cpu_wakeup_init ¥z AT EETE API BIA]:

static inline void blc_app_setExternalCrystalCapEnable(u8 en)
{

blt_miscParam.ext_cap_en = en;
analog_write_reg8(0x8a,analog_read_reg8(0x8a)|0x80);//close internal cap

RE7E cpu_wakeup_init ZHTEMAIZ API, SDK S BEZIAIEFIEMNIRE, BEXIENSLERES. FEIREBUT
RIREEF.
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13.2 32KHz BI§hiE%ERR

SDK BRIAfEEA MCU RIEB 32kHz RC #R5%HEBER, fBIFF 32kHz RCo 32kHz RC BOIRELLIR KA, FRUAITF suspend
& deep retention BYEIRKHIN A, HEENERMRZE—LL, BA 32kHz RC BRUAZFNRAKIEZTEERE
iT 3s () SDK FHMEF 32kHz @A T FHERE) , —B8BEXMETE, ble_timing s, ERUKEETIE]
AR, RZEIWEE retry, IHiEHEA, EEHIIMNE,

MEAFREELNEMBEEINGE, S RFEEREE R TN EMER, TLLERERIME 32k &iF,
f&#F 32k Pad, H#l SDK ZHFIZiET.

AP REERE main REFFBHIIMS (—EBEE cpu_wakeup_init REZHI) BAATEMED APl REg—:

vold blc_pm_select_internal_32k_crystal(void);
vold blc_pm_select_external_32k_crystal(void);

1153 52 1% 32k RC F 32k Pad B API, SDK BRIAEF blc_pm_select_internal_32k_crystal &8y 32k
RC, WMNRFEMEH 32k Pad, FHERAL blc_pm_select_external_32k_crystal BT,

13.3 ¥ PA

MREFBEMEF RF PA B9iE, 1ES2E drivers/B91/ext_driver/software_pa.c 1 software_pa.ho
BARATATENE, BRIAEXEAN,
#ifndef PA_ENABLE

#define PA_ENABLE (0]
#endif

ERFANIRNBIRHE, AR PA BIFIIE1.

vold rf_pa_1init(void);

SERBIM, ZYBHERE, 1§ PA_TXEN_PIN 1 PA_RXEN_PIN &7 GPIO HER, ¥EKREEE 0.
EE yser EX TX F RX PA 3F[ZHY GPIO:

#ifndef PA_TXEN_PIN
#define PA_TXEN_PIN GPIO_PB2
#endif

#ifndef PA_RXEN_PIN
#define PA_RXEN_PIN GPIO PB3
#endif

549M& void app_rf_pa_handler(int type) ;¥ PA BIEIALMERER, SEZRHHIEW, LFEWMET TE
3 # PAIKES: PA XK. FF TXPA. FF RX PA,
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#define PA_TYPE_OFF 0
#define PA_TYPE_TX_ON
#define PA_TYPE_RX_ON 2

User REEEALEM f_pa_init, app_rf_pa_handler #EMBIEEMEIE, BLE X HIRESHE, #BD
VAR app_rf_pa_handler BIRbEE,

13.4 PhyTest

PhyTest Bl PHY test, :&$8Xf BLE controller RF MEERYMI,

EEFBEB (Core_v5.0) (Vol 2/Part E/7.8.28~7.8.30) 1 {Core_v5.0) (Vol 6/Part F “Direct Test Mode” )o

13.4.1 PhyTest API

PhyTest BRZHE E 1T library XEH, MR APl i user R, i5E % stack/ble/controller/phy/
phy_test.h X,

void blc_phy_initPhyTest_module(void);

ble_sts_t blc_phy_setPhyTestEnable (u8 en);
bool blc_phy_1isPhyTestEnable(void);

//user for PhyTest 2 wire uart mode
int blc_phyTest_2wire_rxUartCb (void);
int blc_phyTest_2wire_txUartCb (void);
// user for PhyTest 2 wire hci mode
int blc_phyTest_hci_rxUartCb (void);

a1k AvER, A blc_phy_initPhyTest_module ¥ PhyTest #IRIG BT,
N FEfE% PhyTest f5, &M blc_phy_setPhyTestEnable(1) FFE PhyTest 1,
SDK demo “B91_feature_test" ¥ BIFLEEAE A phytest FF1&;

PhyTest @—MIHMER, FEFEM BLE NRERERFM, —B# A PhyTest iRz, [ HBAEZESARTHT .
FRLUEITIE® BLE ThRERYAREEfEA PhyTest,

PhyTest &Rf5, BABEESH LE, EAIEMA blc_phy_setPhyTestEnable (0), ItkBY MCU £BE) reboot,

fEF3 blc_phy_isPhyTestEnable ¥I&FZ#l PhyTest BEHARAL T, FTLIBERINEHERZ AP RLIVRINFEE
, PhyTest IRI\AFREF N RIN#E.

Y PhyTest i/ vart BZIER, (PHYTEST_MODE_THROUGH_2_WIRE_UART) B, #1%&MEHZRINTIE
=1
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blc_register_hci_handler (blc_phyTest_2wire_rxUartCb, blc_phyTest_2wire_txUartCb);

blc_phyTest_2wire_rxUartCb SEI_EAI# F&BY cmd BYERMTAIHIIT, blc_phyTest_2wire_txUartCb SSIL¥48
[ AYLE R FNEUIE R 154h (Ao

Y PhyTest {#f vart FZ&AER, (PHYTEST_MODE_OVER_HCI_WITH_UART) B, #¥I3AMIRHMEIRINTIEE

blc_register_hci_handler (blc_phyTest_hci_rxUartCb, blc_phyTest_2wire_txUartCb);

blc_phyTest_hci_rxUartCb SLI _E{UNL T &BY cmd BIEEMTAIAIT, blc_phyTest_2wire_txUartCb SRILIGAER
AL RANEHE = 1540 Ao

13.4.2 PhyTest demo

13.4.2.1 Demo: B91_feature_test

SDK demo “B91_feature_test”fY app_config.h F1, MIXEAEL A TEST_BLE_PHY", W1 FFAR:

#define FEATURE_TEST_MODE TEST_BLE_PHY

RIEMIEZE O S XBIRE, PhyTest A9 A =FNIiRETL, $0FFR, "PHYTEST_MODE_DISABLE "%
7 PhyTest Z2H,

#ifndef PHYTEST_MODE_DISABLE
#define PHYTEST_MODE_DISABLE o
#endif

#ifndef PHYTEST_MODE_THROUGH_2_WIRE_UART
#define PHYTEST_MODE_THROUGH_2_WIRE_UART 1
#endif

#ifndef PHYTEST_MODE_OVER_HCI_WITH_USB
#define PHYTEST_MODE_OVER_HCI_WITH_USB 2
#endif

#ifndef PHYTEST_MODE_OVER_HCI_WITH_UART
#define PHYTEST_MODE_OVER_HCI_WITH_UART 3
#endif

1%E3F PhyTest BOMIHET

#if (FEATURE_TEST MODE == TEST_BLE_PHY)
#define BLE_PHYTEST_MODE PHYTEST_MODE_THROUGH_2_WIRE_UART
#endif
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INTENXA vart AR

#define BLE_PHYTEST_MODE PHYTEST_MODE_THROUGH_2_WIRE_UART

WNTFENX A HCIIES UART ##0 (FEHZEORER vart) phytest:

#define BLE_PHYTEST_MODE PHYTEST_MODE_OVER_HCI_WITH_UART

HCI R USB &0, AR,

REBLIEEN, 4RiF B _feature_test LAY bin XEFEIEMIA I LUET, user ATFAR—T code BYSEI, E
EAEXEOMNER,

13.4.2.2 PhyTest SiA%

R PhyTest TiEBE, FIMEATIEISEE rf packet preamble BIEKEZ,

3 rf packet preamble BYIE%E, B core_402 ZFH1728B00], B91_feature_test demo A AFFIFIALATBT (R
BEIEX rf packet preamble #1177 ET:

blc_phy_initPhyTest_module();
blc_phy_setPhyTestEnable( BLC_PHYTEST_ENABLE );
blc_phy_preamble_length_set(11);

13.5 EMI

13.5.1 EMI Test

EMI Test 7EMIRAY, FEIFMA f BXR0IZEDO, LbU0 rf_set_power_level (). XLEIREIZOEBESEEE] library &1,
£ rf.h FRETLLEE APl FEHR,

EMI Test BEUFMIAIETC: carrier only 123 (BEIEIET) . continue 12 (BUR LEBEHUBH A IXEDR, &L
RiX). RX . =F TX burst IR, (REBIEIBE payload HKERRE), I TFEXFIR:

test_list_t ate_list[] = {
{0x01,emicarrieronly},
{0x02,emi_con_prbs9},
{0x03,emirx},
{0x04,emitxprbs9},
{0x05,emitx55},
{0x06,emitx0f},
{0x07,emi_con_tx55},
{0x08,emi_con_tx0f}

IH
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13.5.1.1 EMI #J¥atkigE
(1) E#17 EMUNNRET, BEAEEESIAM rf_drv_ble_init() BRECRSERL rf F1181k:
vold rf_drv_ble_1init(void);

(2) KB of AR, FTIEA emi_init() R, XPMRBSIMEEEUNIROR L,

rf_access_code_comm(EMI_ACCESS_CODE); // access code
write_sram8(TX_PACKET_MODE_ADDR,g_tx_cnt); // tx_cnt
write_sram8(RUN_STATUE_ADDR,g_run); // run
write_sram8(TEST_COMMAND_ADDR,g_cmd_now); // cmd
write_sram8(POWER_ADDR,g_power_level); // power
write_sram8(CHANNEL_ADDR,g_chn); // chn
write_sram8(RF_MODE_ADDR,g_mode); // mode
write_sram8(CD_MODE_HOPPING_CHN,g_hop); // hop
write_sram8(RSSI_ADDR,0); // rssi
write_sram32(RX_PACKET_NUM_ADDR,0Q); // rx_packet_num

(3) 7£ main_loop HiAA emi_serviceloop (), AR,

13.5.1.2 Power level (IhZE) #1 Channel ($iis=)

EMRRY, ALUEILACE rf power level # rf channel RIEBE LR BRIINERUKR KX B channel,

* RF Power: AJLURHE rf_power_level_e rf_power_Level_list[30] I8 ERER power B

« RF Channel: RERSIREFF (2400+chn) MHz,
Hrh, &8 power level BY, BEIFE—T, HEHFHWERULGMENE, BAFRRNIRFHERRHRLILAE
HHE power KB ER. APATLUES AR TER 2 MRECSRII power 1RE:

void rf_emi_tx_single_tone(rf_power_level e power_level,signed char rf_chn); //adjust the power
< level and channel under single carrier and continuous packet sending mode

vold rf_emi_tx_burst_setup(rf_mode_e rf_mode,rf_power_level_e power_level,signed char

« rf_chn,unsigned char pkt_type);//tx burst mode to adjust the power level and channel

< settings

HhB841 power_level, IRBHRZEEE rf_power_level_e IREBIA, HA, B%4 rf_chn AJ2H RF_channel 1&
B, 8% pkt_type 0 A& E payload I PRBS9, 19 00001111b, 2 /3 10101010b,

13.5.1.3 EMI Carrier Only (&2%}:%)

Carrier #2309 EMI Test BERAIFIRT, AP EIZARA emicarrieronly () REKEIA], TEHEILRE,
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vold emicarrieronly(rf_mode_e rf_mode,unsigned char pwr,signed char rf_chn)

Hrh, 8% rf_mode_e 7 rfh FHEENX, B pwr M1 rf_chn REBFIENBINREHEFIRERA,

13.5.1.4 emi_con_prbs9

continue I EMI Test FHi B ELEFINEIR R IEER, HPHIK ERHIER rf_continue_mode_run ()
BRIECREHT, LUSRIRIESEIR _ERVEIBR— R TIFENEL

FBFREZER emi_con_prbs9 () EK#BEIRI# N continue BT, THEHEIRE,

7EIRE continue RBY, emi_con_prbs9 () ERE=IAMA rf_emi_tx_continue_setup() ERIER5EM continue 1
HXANIKE, 90 rf_mode. power level. chn %, W IEA rf_continue_mode_run() ERIECEEFHEK _ERIEIR,

vold emi_con_prbs9(rf_mode_e rf_mode,unsigned char pwr,signed char rf_chn)

Hrh, 8% rf_mode. pwr Bl power level &%k rf_chn SREIEHNBFRIZERNA,

13.5.1.5 EMI TX Burst

Tx Burst BN AT LUL X =R BIRVEIEE . PRBS9 packet payload. 00001111b packet payload. 10101010b
packet payload. FAF AJLUEE cmd RIEFERRE TX 1L

R EZIAMA emitxprbso(). emitx55(). emitx0f() EA—MEREENEI#HN TX Burst iR, ERHEIRE.

vold emitxprbs9(rf_mode_e rf_mode,unsigned char pwr,signed char rf_chn);
void emitx55(rf_mode_e rf_mode,unsigned char pwr,signed char rf_chn);
vold emitx0f(rf_mode_e rf_mode,unsigned char pwr,signed char rf_chn);

Hrh, 838 rf_mode. pwr MBS rf_chn SR Z N EFILERF,

emitxprbs9(). em|tx55()\ emitxOf() EREREB=IER rf_emi_tx_brust_setup ERENR5ERL tx burst MIKWIRE,
5E TX FIa1L 2[5, 454 rf_emi_tx_brust_loop() ERECKAMEZ A E, LUIKREH payload A,

vold rf_emi_tx_burst_setup(rf_mode_e rf_mode,rf_power_level_e power_level,signed char
~ rf_chn,unsigned char pkt_type)

Heph, &% rf_mode. power level H1&#] rf_chn SR ZHINNBIRERIT, S pkt_type 0 &L E payload
J9 PRBS9, 19 00001111b, 2 JJ 10101010b,
13.5.1.6 EMI RX

BT emirx() #N rx mode, TE main_loop() HiAA rf_emi_rx_loop() 3R¥ 18 RX BB UEIEIE, HIfUk
FI8 RX EIBHITELER RSSI Hiito
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void emirx(rf_mode_e rf_mode,unsigned char pwr,signed char rf_chn);
voild rf_emi_rx_loop(void);

Heh, 8% rf_mdoe. pwr #B%K rf_chn SRZFINNBRIGERNT,
xR

XTFEMEXMINEEREBINA, user WAIZE XY (Telink Driver SDK Developer Handbook) HE X
emi BY5, XHFIM telink EMEXR telink FEARSZHF#H1TIREL

=]

13.5.1.7 L{tEESHEE

Run:
No. Description
0 Default
1 Start test
Cmd:
No. Description
1 CarrierOnly
2 ContinuePRBS9
3 RX
4 TXBurst(PRBS9)
5 TXBurst(0x55)
6 TXBurst(0x0f)
Power . channel BIEIE&N 4B,
Mode:
No. Description
0 Ble_2M
1 Ble_1M
2 zigbee250k
3 ble125K
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No. Description
4 ble500K
5 reserved

XS A EIA LIRS R (mode=1; power=0; channel=2; cmd=1) , BN7E ble_1M #=. 2402MHz T L
9.11dbm KA STHER % St R EIK

FE:
X TFESEECBERERX user BAIEBE XY (Telink SoC EMI Test User Guided), SHYATM telink B MEgEE
# telink FAZIFHITIREL

13.5.2 EMI Test Tool

BLE SDK HHY feature_emi FAFF=4EFRFER EMIUIIR{E S , ZFIFZFEEC S EMI_Tool” # “Non_Signaling_Test_Tool" T
BEAR, XFITEMER, user AIM Telink IENZELR telink AR ZFHITREL

13.6 JTAG {£/H

AT REBER JTAG IR, FEAEFERARBERBE AT LR

« JTAG M99 GPIO EEIG B R EREET .
- MRGE S TFRINFEER, AR JTAG B H SR B IRIhFEEL,
« YNR IJTAG BREA N FLASH A BRZFMARRESEER, SEEFEHAFIA Telink BDT TEEFR FLASH.

Telink

Figure 13.2: JTAG E4 5B
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13.6.1 Diagnostic Report
(1) 7F Target Manager Bi%#% Diagnostic reporto

A Target Manager: Local T 2 - 5= Outline, ~ O
gl e\ =

LT ]

3¢ Running Target
v ¥ Targets
ADP-AE350-D25F-EAGLE-0106

| Diagnostic report

RS RS RS MY

Figure 13.3: Target Manager

(2) #%E#F V5 core, REQiE SDP (2wires), BT JTAG ERIARSZHF 2 LARTN, address 3N Oo
R Test Memory Access (Optional) >

Specify the ISA version of the CPU core

w3 core(for example, N6/N7/N8/N9/N10/N13/N15)
@ V5 core(for example, N22/N25/NX25/A25/AX25)

ICE: AICE-MINI+ A4
L |SDP (2wires)

Misc Argument: v

Enter a writable address

Address: 0 v

Figure 13.4: Diagnostic report option

(3) | OK, =% R— Diagnostic report.
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& ICE Diagnostic Report >
FLOreu. acsr =uxsuuuuocs A

core0: mnvec=0x200000

core(: pc = 0x8270

core0: debug_buffer size=0x8

REG_SMU=0x0 00000

Testing memory write from addr = 0x0, size:4 words

Testing memory read addr = 0x0, size:4 words

Testing reset_and_halt_one_hart

Hart 0 pc = 0x200000

write 4 words from memory:0x0 to get dmi_busy delay count

EE s st

Diagnostic Report

EE s st

(PASS) check changing the JTAG frequency ...

(PASS) check JTAG/DTM connectivity ...

(PASS) check that Debug Module (DM) is operational ...

(PASS) check reset-and-debug ...
1(PASS) check accessing memory through CPU ...

EE s st
N W
: Copy to Clipboard Close
3

Figure 13.5: Diagnostic report

13.6.2 Target Configuration

(1) AEIREXHIEE Target Configuration”s

-+ L JCLLIIIHD
= Target Configuration
& Flash Burner Ctrl+

Figure 13.6: Target Configuration Option

(2) HWRZBDE SDP (2wires)”s
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ul Properties for BS

Target Configuration - - -
» Resource
Builders
4 C/C++ Build Configuration: |Debug_Dema [ Active ] v] lManage Configu
Build Variables
Environment
Logging Apply to All Configurations.
Settings Chip Profile
Target Configuration ADP-AE350-D25F-EAGLE-0106 [E

Toal Chain Editor
» CfC++ General
Project References Target Settings

Run/Debug Settings Connection Configuration

© Simulator |SID_ ~| © ICE [ICE ~|

ICE Detection

Use |AICE-MINI+ | [[] SDP (2wires)

Arguments Settings

ICE Misc Arguments

Clean and Rebuild Project
[[] Clean project
[] Build project

? OK ] [ Cancel

Figure 13.7: Target Configuration

13.6.3 Flash Programming

BEIENHEFIEE Flash Burner”s

-+ [BIWIILW] JCLLIIIH:I
= Target Configuration
| Flash Burner Ctrl+

Figure 13.8: Flash Burner Option

(1) 3%&$F IDE TEHERTH SPI_burn.exeo
(2) EEFETHM bin X

(3) A% Target management”’s
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(4) REA)E Target Burn’s
(5) @i Verification”, MRBEERREIIZRFR FLASH, BJLAA)% erase all”s

&H Flash Programming Wizard

Flashing Driver

Program flash memory of the target.

X
T

Flash Driver
(Rele 111 Bl D\ AndeSightiinstall\flash\SPI_burn.exe|

Workspace...| | File System...

w

Variables...

=

Flash Image

Location: |D:\AndeSight3 Waorkspace\telink_b91m _ble single connection_sdk\B91_ble sdk\B91 _ble sample\output\BS1_ble_sample.bin
“

Workspace... | |File System...

Variables.... b

Programming Start Address: [0x0

Connection Setting
Target managemgt
Host:

Burner port: 9900

Target Burn
[]Enable target burn
Location: " D:\AncleSigﬂ\instaii\f?ash\target_bin\target_sPi_v5_32.bin

B | LI

Workspace... | File System...

Variables... I

Driver Arguments

Tarastboard: |
Unlock
[“] Verification [ | Erase All C

[JLock After Programming [] Reset and Run

¥ | Flash Controller Address: l:l =

J

POTIRY I
= L

Logging

@

Close

Figure 13.9: Flash Programming
(6) R Burn” FE bin X, WRHIN Verify sucess”, IBIRTFEERMINo

verify success.

Flash burning done.

Delete the image copy C:\Users\Admin\.burning
exitvalue: 0

Spend time: 15s

Figure 13.10: Verify sucess

13.6.4 Application Debug

(1) AEIEXHEIFIERE Debug As-> Debug Configurations”s
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Rumn As s ..

Debug As > # 1 Application Program
Profile As > i 2MCU Program
Compare With > Debug Configurations...

Reactara fram | nral Hictane |

Figure 13.11: Debug Configurations option

(2) AE"MCU Program”, % new, BIJE— Debug Configurations

ﬂ Debug Configurations pad

Create. manage. and run configurations ﬁ\_

FEEINEES Name: |b91 m_ble single_conn_sdk B91_ble sample |
type filter text Mainl % Debugger B Startup|.s" Tracer| %~ Source| £ Common | # Exception Handling‘
##% Application Program e A
~ i MCU Program roject
# b91m_ble single conn sdk B91 ble sample | b91m_ble_single_conn_sdk Browse...
#: Multi-Core Application Program Program:
s i
* Multi-Core MCU Program |B91 ble_sample\B91_ble_sample.elf
“a Target Monitor == =—
Variables... | |Search Project... Browse...
wareness Debugging: rowse...
[JRTOS A Debugging: ${AUTO B
Target Management Service
[JFlash Programming Before Debugging
v
Filter matched 6 of 9 items Revert Apply

@

Figure 13.12: New Debug Configurations option

(3) 7E startup BAIE Reset and Hold, ZATGm i Apply”#l*Debug”s
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| bug Config ons V X

_| Create, manage, and run configurations

7T

';RI EiE

| Name: |b91m_b|e_single conn_sdk B91_ble_sample |

type filter text |_1 Main | 35 Debugg_%r =% Star‘tup=,4’Tracer:E Source | T Common | # Exception Handling|

#% Application Program ization Commands A
v & MCU Prcgram- Reset and Hold
# b91m_ble single_conn_sdk B31_ble_sample
# Multi-Core Application Program 2
“: Multi-Core MCU Program

“a Target Monitor

2. Binary File Options

=TT

[JLoad binary file
Workspace... |File System...

3. Runtime Options
< []set program counter at (hex):
P []set breakpoint at:

[]Resume 3 &
d |

Filter matched 6 of 9 items Revert Apply

b | 7 4 E

Ul D TS mTards T 55 =m T

Figure 13.13: Debug Configurations Startup

(4) R Apply"ZfG, IDE =BznhiAH debug E, TEITRZERIUEER" Variables”. “Expressions"EFR R,
“Variables”: I THZXBAXNEEER, SEFRAFLNERHETETEEMNEN,
“Expressions”: JIHT2ETE, AEERHBEEHNNZS,

% -0-0-i@s-DPEDCE- - 1 2 Quick Access || % | BEDE
% Debug &2 IDB I g ] | 3R I i = =08 E’WI |Expressions | £2 0 Memory = 8
4 e 9518 Debug_Demo.lst [MCU Program] - = | Le] &| §Flealfiet ¥
a [ Process E‘ Expression Type Value
4 Thread #1 (Suspended : Breakpaoint) L 9= debug_test volatile u8  Oxlb

main_loop() at app.c:64 0x200007ec
main{) at main.c:36 0x200007ec

¢ app.c &2 [£] main.c = O

58 // main loop flo -

ar Add new expression

printf(" Hello werld! \n");
gpio_toggle(LED1|LED2|LED3|LED4);
delay ms(500);
debug_test++;

Figure 13.14: Debug perspective

13.7 KRZASERIER
PP AT LU I R ER Bk SRIRER 3 SOK BRAS(S &,

unsigned char blc_get_sdk_version(unsigned char *pbuf,unsigned char number);
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B pbuf BIEATEMERAE EAEMNIET, 28 number BIREEENKE, NiZ7E 5-16 2ial, BaiRAT
5 MNFERRTEAER. REANREEN 0 "IN, 71 R/REM. F190, R blc_get_sdk_version B
HEEEIREIER (3,4,0,0,1), ERTHEI SDK hRZASH 3.4.0.0 patch 1o
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14 Debug

14.1 GPIO {8l UART_TX ¥TENAENSE

AHEERFERNITENE R, B9 £#F gpio EIUFTED printf(const char fmt, ...), array_printf(unsigned
chardata, unsigned int len), FEEE app_config.h AEXHBAXE B TEIR:

#ifndef UART_PRINT_DEBUG_ENABLE
#define UART_PRINT_DEBUG_ENABLE 1
#endif

L1177177777777777777/7////// PRINT DEBUG INFO //////////////////////////////7////
#1f (UART_PRINT_DEBUG_ENABLE)

#define PRINT_BAUD_RATE 115200
#define DEBUG_INFO_TX_PIN GPIO_PAO
#define PULL_WAKEUP_SRC_PA®@ PM_PIN_PULLUP_10K
#define PAG_OUTPUT_ENABLE 1
#define PAO_DATA OUT 1 //must
#endif

AL BRIABYIRAFERH 115200, TX_PIN § GPIO_PAO, FAFRIEE CEFERBLURIFER TX_PIN,

MRBAFEAESHIRISFE (KT 115200, BEXEF M), BEIRS cck, ZEVEXRRN 24MHz LLE, &
app_config.h K cclk:

/111777177177/77//// Clock ///////7/7//7//7//7//7/7/////7/////
/**

* @brief MCU system clock

*/

#define CLOCK_SYS_CLOCK_HZ 24000000
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15 MR
15.1 IR 1: crc16 &

unsigned short crc16 (unsigned char *pD, int len)
{

static unsigned short poly[2]={0, 0xa001};
unsigned short crc = Oxffff;

unsigned char ds;

int i,3;

for(j=len; j>0; j--)
{
unsigned char ds = *pD++;
for(i=0; i<8; i++)
{
crc = (crc >> 1) » poly[(crc A ds ) & 1];
ds = ds >> 1;

return crc;

}
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